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(57) Abrége/Abstract:
An Address Protection Circuit (APC) for cross-checking the integrity of requests to read or write an addressable system memory
In a fault-tolerant computer system. In the check mode, the APC checks each address and the source identification code of
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(57) Abréege(suite)/Abstract(continued):
each memory access reguest from an address source. The source identification and current bus address are compared to a

range of addresses stored in the APC. If the current bus address Is within an "authorized” range, access to that range of
locations In the memory Is allowed to the address source. If a current memory access request is not authorized, the APC asserts
an error signal, which may be used to transfer control to a redundant subsystem. The APC contains a content-addressable
memory element that can be Initialized by the subsystem processor with address ranges and type of access allowed for each
source. In the setup mode, the APC Is first addressed to switch the APC from the check mode to its setup mode, Thereafter, a
single value Iin the APC tables can be changed by the processor. The APC then automatically reverts to its check mode.
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ABSTRACT

An Address Protection Clrcult (APC) for cross-checking the Integrity of requests
to read or write an addressable system memory in a fault-tolerant comptter
gystem. In the check mode, the APC chacks each addross and the source
identification code of each memory accass request from an address source. The
source identification and current bus address are compared to a range of
addresses stored In the APC. if the current bus address ig within an “authorized"
range, access to that range of locations In the memory is allowed to the address

an orror signal, which may be used to transfer control to a redundant subsys-
tem. The APC comtains a content-addressable memory element that can be
Initialized by the subsystem processor with address ranges and type of access
allowed for each source. In the setup mode, the APC Is first addressed to switch
the APC from its chack mode to its setup mode. Therealter, a single value In the

APGC tables can be changed by the processor., The APC then automatically
reverts to its check modoe.
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ADDRESS PROTECTION CIRCUIT

BACKGROUND OF THE INVENTION

1. Fleld of the Invention
This Invention relates to a fault-prevention circuit for a computer system, and more

particularly to a crcult for cross-checking the integrily of Read/Wilte requasts 1o
an addraegsable system memory in a fauit-tolerant computer system.

"2 Related At

Fault-tolerant computer systems are designed to provide “non-stop® computing
despite the faliure of a component, such as a clrouit, power supply, or peripheral
device. Such computers are often used for "misslon critical” applications where
an Interruption in computing is highty detrimantai.

A principal characteristic of a truly fault-tolerant computer system Is the fack of any
eingle point of fallure. That is, no fallure of any single component will cause a

fallure of the entire system. Such fault tolerance is achleved principally by
providing radundancy of function. A second important characteristic of a truly
fault-tolerant computer system s the lack of any loss of data in the event of a
component or subsystem failure, While “non-stop* computing is important, “error
{free” computing is even more $0.

Redundancy can be achieved in several ways, In soma instances, redundant
subsystems can be operated in parallel, 30 that failure of one subsystem does not
aflect the continuing opoaration of the counterpart redundant subsystem. Some
of such subsystems (for example, power supplies) are generally ail safe”,
meaning that continued operation and data integrily are not dependent on
detacting a fault condilion In a failled component, when a componant falis, the
redundant component simply continues to provide the necessary functionality.
Howaver, with other subsystems, such as central processing units, a means must
first be provided for detecting a fault. Once a fault Is detected, a means must be
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provided for either correcting ths resulling fault condition, of replacing the
functionality of the failed component (e.g., with a redundant 3ub3ysiam).

The principal of using redundancy to provide fault tolerance can LY axtendad 10
the components of eaech subsystem. However, duplicating each and every
component of a subsystem 18 expansive and adds complexity o the subsystem
deslgn. Therefore, other techniquss have been developad to provide fault
tolerance on a system or subsystem lavel without the added cost and complexty
of dupiicating all componens. For exampis, golld state memory subsysiems can
bs made fauildolerant by ackling error detection and correction circultry
impismenting the wall-known Hamming code. In a 32-bit wide dala system, Dy
adding only 7 additional bits 1o each 32-bit word permits detoction oi at least 2
bits in error, and correction of 1 bit In error. Thus, fauit-tolerance can be achieved
not by redundancy of components, but by providing redundancy of information
by means of independent clrcultry designed to monitor a component for Taliure.
The Independent circultry can then either comreot the error or provide some other

means to accommodate ihe error (e.g., by providing a signal to transfer functional
control to another subsystem).

The subsystems In many computer systems, such as a disk controlier, contain
their own microprocessor systems, typicaly having read-only memory (ROM),
random-access memory (RAM), input/output (1/O) circuilry, and a8 microprocessor
clscuit, Fault-tolerance for the sysiem as a whole can be achleved by providing
radundant subsystems. However, provision must be made to prevent a faulty
aubsyatem from corrupting data bofore a fault I8 detected within the subsystem.
Thaerefore, the subsystem should be intemally fault-tolerant at least to the point of
not corrupting data.

Praviding such Internal fault-tolerance for a microprocessor subsystem presents
the same issues discussad above, The components may be made redundant and
opevated in "lock step”, 0 that if any one component fails, the dmerancé between
the operational states of the redundant component indicates a fault, Control may
then be transferrect to a redundant subsystem.
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The most axpensive single componsent of such a subsystem is the microprocessor
circuit liself. A major drawback of lock-stepped microprocessors I3 the cost of

providing a sacond processor and the added circultry required to dstect a
difference In output of the two processors.

Therefore, it i8 degireable to provide some means of providing fauit-detection In

such & system without the added expense and complexity of redundant
microprocessor circults, The present invention provides such a means.
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SUMMARY OF THE INVENTION

The preasnt Invention comprisas an Address Protaction Circuit (APC) which cross-
chacks the integrity of requests to road or write an addrozsanis 3ystem mamory
to provide fault-detootion and avold a single point of fallure in a fault-tolerant
compuiar gystem. |

The APC provides a moans for achisving subsystern-lavel fault-tolerance, and
pravents Internal subsystem data loss, based upon recognition that a fault in a
processor s likely to cause a subsystam emwor only when the fault causes the
procsssor 1o alter the contents of an addresgable subsystem memory (such as
RAM, reglsters, FIFQ's, etc.). This concept can be gensralized for subsystems in

which a varisty of sources can alter the contants of systeam memory (e.g., Diract
Memory Acceas, or DMA, clrcuits).

in the preferrad embadiment, the APC has two modes of operation. In the check
mods, the APC is coupled to the system bus and checks each address and the

source identification (SID) code of each memory access request from an address
source (o.g., processor or DMA circult). Optlonally, the APC also checks the
systam bus Read/Write (RW) line. The SID code and current bus addrass are
compared to a range of addresses stored In a table In the APC. If the current
bus address is within an "authorized® range, access to that range of [ocations in
the memory Is allowe:. to the address source. K the R/W status Is aiso being
checked, the requested access is allowaed only If the current address sowrce is

addreasing an authorized range of memory locations gnd the type of access
(Read or Write) requested I8 authorized.

if a current memory accass requast Is not authorized, the APC asseris an orror

gignal, In a faull-tolerant system, the assedion of an APC error signal may be
used to transfer control to a redundant subsystem.

The second mode of APC operation I8 a gsetup mode. The APC contains a
content-addresgable mermnory element that can be Initialized by the subsystem
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processor with address ranges and type of access allowad for each address
source. In the preferred embodiment, the APC must first be specifically addressed
to switch the APC from it8 check mode o its setup mode as a safeguard against
inadvertert changes to the APC authorization table, Thereafier, a single value In
the APC table can be changed by the processor (whose SID code I8 checked
before such a change is allowed). The APC then automaticaily reverts 1o its

check mode. Further changes to the APC table each require an explicit switch
from the check modse to the setup mode.

The detalls of the preferred embodimant of the present invention are set forth in

the accompanying drawings and the description below. Once the detalis of the

invention are known, numerous additional innovalions and changes will become
obvious to one skilled In the art.
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BRIEF DESCRIPTION OF THE DRAWINGS

FIGURE 1 is a block diagram of a microprocessor system ncorporating the
prasent invention.

FIGURE 2 Is a block diagram of the preferred embodiment of the present
invention.

FIGURE 3 Is a diagram showing several exemplary memory locationg of the
content addressable memory of the prefarred embodiment of the Invention.

Like reference numbers and designations In the drawings refer to like olements.



10

16

25

-7- PATENT
PD-081050

DETAILED DESCRIPTIOM OF THE INVEMTION

Throughout this description, the preferred ambodiment and oxamplas shown
should be considored as exemplars, rather than limitatlons on the present
invention,

FIGURE 1 shows a block diagram of a microprocessor system incorporating the
oregent invention. A system bus 1 forms the principal communication pathwey in

_the syslem, and includes data, addrass, and control lines. In the liustrated

ambodiment, addresses are 32 bits wide, coresponding to 32 address lines. The
control lines include at least a Read/Write (RW) status line, an Address Slrobe
(AS) line, and addross Source IDentification (SID) lines. The system includes at
least & microprocessor 2 and system memory 3 (e.g., RAM) coupled to the system
bug 1, and other components as required by a particular application. Shown in
the illustrated embodiment 18 an /O port 4 and a disk controller 5, with attached
disk 8, coupled to the system bus 1.

Also shown in FIGURE 1 is the inventive Address Protaction Circuit (APC) 7, which
i connected to the address lines of the system bus 1 and to an ENABLE Input
to the memory 3. i the APC 7 assarts a NO-ACCESS signal on the ENABLE
input, the memory 3 cannot accept READ or WRITE commands, or respond to an
addrass asserted on the systam bus 1 by an address source. In addilion,
assertion of the NO-ACCESS signal during normal operation can be used 1o
transfer control to a redundant subsystem.

In the lllustrated embodiment, the microprocessor 2, the disk controller 8, or the
/1O port 4 can be an address source. Each address source ls capable of
asserting at least a READ or a WRITE command and an address on the system
bus 1 directed to the memory 3. If access to the memory 3 is allowed by the
APC 7. data can be writtan to or read from the memory 3 by the address source,
in known fashion.
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Each addreas source I3 pre-assigned a Sourco Identification (S1D) code, which
astabiishes a unique idantlty for sach address sourcs. The SID code can also be
used a8 an access priority code 1o determine which addrezss source has
proforential access to the system bus 1. The SID code of each address source
I2 asgened over tha SID lings of the system busg 1. In the Hlustrated embodiment,
the SID cods i 4 bits wide, corresponding to 4 lines SIDO-SIDA4.

In the preferrad embodiment, the APC 7 has two modes of operation. In the
chack mode, the APC 7 is coupled 1o the system bus and chocks each address

and the SID code of each memory access request rom an address sOurce.

Optionally, the APC 7 also checks the watom bus RW line. The SID code and
current bus address are compared to a range of addresses stored in a content-
addressable mamory table In the APC 7. If the current bus address |s within an
"authorlzed” range, acceas to that range of locations In the memory Is allowed to
the address source. i the RW status ig also being checked, the requested access
I8 allowed only if the current address source is addressing an authorized range
of memory locations gnd the type of access (Read or Write) requested s

authorized. If a current memory access request is not authorized, the APC 7
agsers an error signal.

The second mode of APC 7 opsration is a sstup mode, The content-addressabie
memory table in the APC 7 can be Initialized by the subsystem processor with
addregs ranges and type of access ailowed for each address source. In the
preferred embodiment, the APC 7 must first be specifically addressed to switch
the APC 7 from its check mode to iis setup mode ag a safeguard against
Inacivertent changes to the APC 7 authorization table. Theroafter, a single value
In the APG 7 table can be changed by the processor (whose SID code is checked
before such a change is allowed). The APC 7 then automatically reverts to s
check modas, Further changes to the APC 7 table each requiré an explicit switch
from the check mode to the setup mode.
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REIALS QF CIHCUITRY

FIGURE 2 shows a block diagram of the preferred ambodiment of the present
invantion. A mulliplexer (MUX) 20 I3 couplsd 1o two sels of Inputs. In the
praferred embodiment, the A-Input of the MUX 20 I8 couplad 1o address lineg A2-
A18 of the system bus 1. The B-Input of the MUX 20 Is coupled to address lines
A11-A23 of the gystem busg 1, the SID lines SIDO-SID3J, and the AW ilne. A
MUXIEL signal coupled 1o the MUX 20 selecis sither the A-input or the B-input
ot the MUX 20 for output a3 an 18-bil wide CAMIN addrags signal.

The CAMIN output of the MUX 20 is coupled to the address inpuls of a Content

- Addrassabla Ham (CAM) 2i. In the Hustrated sembodiment, the CAM 21

compriges a 2568Kx1 RAM circult (other RAM sizes may be used with other system
memory 3 sizes), The output of the CAM 21 Is an ACCESS-OK signal couplad
to an oulput Programmable Array Logic (PAL) 22. Normally, the ACCESS-0OK
glgnal Is inverted and pagsed through the output PAL 22 as the NO-ACCESS
gignal. As noted previously, the NO-ACCESS signal is coupled to the ENABLE
Input of the memory 3.

In the lllusirated embodiment, the first 11 bits (A0-A11) of the address on the
gystem bus 11 are Ignored by the APC 7 during the check mode. This has tho
affect of treating the memory 3 as comprising "pages” of addressable locations,
each page baing 2048 bytes (2'") In size. For example, an addrass in the range
from O to 2047 from a gingle address source is treated as a singlo address by the
CAM 21. Thus, only one memory location in the CAM 21, storing a single bit, is
raquired to determine whether an address source I8 authorized 10 access each
2048-byte page in the memary 3. With a page size of 2048 bytes and 13 address
lines applied to the B-lnput of the MUX 20, up to 16 MB of system memory 3 can
be controlled by the APC 7. By using a larger capacity RAM circuit for the CAM
21, and/or a larger page size, a larger system memory 3 can be controlled by the
APC 7. Alternatively, by using a larger capacity RAM clrcuit for the CAM 21, a
smaller page size may be used, down to a “range” of a single byte per page.
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As an added protactive moasure, addreas ines A24-A31 are Input 1o the cutput
PAL 22, In the lilustraled ambodiment, only 16MB ! mamory are used, requliing
only 24 bits for addressing. Howavar, tha syaiem bus 1 haa 32 address ines, 50
tha high-ordler 8 lines are normally unused. The PAL 22 assoris the NO-ACCESS
signal if any of the addross lings AR4-A31 ars assarted dufing a memory access

oparation.  This provenis erroneous access to the memory 3, and can be used
o transier control 1o a radundant subgystem,

For testing and inltlalizing purposes, it is desirable to disable the systern memory
3 entirely. A third input to the output PAL 22 I8 a DISABLE-APC gignal gengrated

Trom an input PAL 23, Assertion of the DISABLE-APC signal causes the ouiput

PAL 22 1o assert the NO-ACCESS signal.

Thus, in the preferred embodiment, the NO-ACCESS signai is genorated under the
following conditions.

NO—-ACCE8S = ACCESS8-0K « DISABLE-APC + (AZ24-AJ1)

An input PAL 23 generates a variety of signals within the APC 7 based upon the
SID lines 8ID0-51D3J, the RW line, the Address Strobe signal from the system bus
1 (generated by an address source when an address asserled by the address
gsource is stable, In known fashion), a8 PROMSEL signal, and a CAMSEL signal.
The PROMSEL signal Is generated external to the APC 7, and can be used to
disable the mamory 3 whan a memory device (0.g., a Programmable Read-Only
Memory, or PROM) other than the system memory 3 is to ba addressed.

An address decoder PAL 24 accepts a single address from the microprocessor
2 {(or any other procassor) as a “kaey* addrass and generatas the CAMSEL signal,
the principal function of which Is to put the APC 7 into the setup mode. The
CAMSEL signal is combined with other Input signals to the input PAL 23 to
disable the output of the APC 7, salact tha A-nput of the MUX 20 for Input knto
the CAM 21, anabie a tristate input buffer 25 coupied to the data input of the CAM
21 and to a data ling (D0O) of the system bus 1, and ganerate a CAMWR signal to
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the GAM 21 to clock data into the CAM 21, In particulas, tho folicwing signals ars
ganarated by the input PAL 23 baszed on i3 Input signais:

MUXSREL - CAMSEL

DELAY ] = CAMSEL - A8 - WR

DELAYZ = DELAYL

CAMWR » CAMSEL - WR » A8 . DELAY2 -

(8ID0-BID1 = 1110)
ENCAMDIN - CAMSEL + AS » WR + DELAY1

(CAMSEL + PROMSEL) +« (SIDO-SID1 = 1110)

{§

(it I8 understood in the an that the "=" sign In the above aquations Indicates one
delay time through the PAL clrcuit. The DELAY1 and DELAY2 signails are internal
feadhack gignals of the input PAL 23. For the CAMWR and DISABLE-APC signals,
the address source must by the microprocsssor 2, which has a 8ID code of
"1110” In the lllustrated embodiment.)

initializad during the satup mode. Each "address" (1.e., memory location) of the
CAM 21 Is sot for one of two authorization codas: binary O if the current addross
sowrce Is nat authorized for the current address range, and binary 1 if the current
address source Is authorsized for the current address range. | the RW stalus is
algo being chacked, the authorization code also depends on whether the type of
access (Road or Write) raquested by the address source is authorized. The CAM
21 I8 Inltialized by the microprocessor 2 (or any other processor) with address
ranges and type of access allowed for each address source.

in the preferred smbodiment, the APC 7 must first be addressed by a “key"
address value to switch the APC 7 from its check (or "locked) mode to its setup
(or "unlocked®) mode. This is accomplished by the address decoder PAL 24,
The address decoder PAL 24 detacts a single "key" address on the address bus
1, and se1s itseif to hold the CAMSEL signal for one cycle of the system bus 1,
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Thereaiter, the address dacoder PAL 24 resets itsell via an internel RESET signal.
The CAMSEL signal cauges the noxt addross on tho addrsss bus 1 10 be applied
to the GAM 21 through the Adnput of the MUX 20. In additicn, a data value I8
applied to the data Input of the CAM 21 through tho tristate buffer 25, and stored
in the CAM 21 upon the application of the CAMWR signal from tho Input PAL 23.

By this sequencs, each storage location In the CAM 21 can be programmed to
a binary 0 or binary 1 valua, However, because tho CAMSEL signal is reset after
Initiallzing a CAM 21 location, the microprocessor 2 must re-supply the “key"

‘address {or sach storage location to be Inltlalized. In addition, the CAMWR signal

can only be generated if the microprocessor 2 Is the current address Sowrce,
since the input PAL 23 checks that the SID code of the microprocossor 2 is
prosent before generating the CAMWR signal. This security system helps insure

that the APC 7 cannot bs changed Inadventantly, thus praeserving its fauil-tolerant
function.

=0y VNG

In the check modoe, the B-Input Is selactad by tho MUXSEL signat for output to the
CAM 21. In effect, the address and SID code of each memory access request
from an address source {(e.g., microprocessor 2 or /O port 4), and the state of the
RW line, are concatonated and applled to the CAM 21 as the CAMIN address
slgnal.

A8 noted above, the contents of the memory location in the CAM 2t corre-
sponding to the CAMIN address signal s an authorization code, which is output
from the CAM 21 as the ACCESS-OK signal. The authorization code I8 a binary
0 if the current address source is not authorlzed for the input address range, and
a binary 1 if the current addreas source is authorized for the input address range.
if the RW stlatus is also being checked, as In the preferred embodiment, the
raquested access is allowed only if the current address scurce Is addressing an
authorized range of memory locations and the type of access (Read or Writo)
raquested is authorized for the address sowce. (In some embodiments, all
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address sowrcos may have both Read and Wrlte authorization, In such a CRaso,
the HW ling need not monltored.)

if the current address source s authorized 1o Resd or Wille the range of
addrazaes in the current accass regquest, the ACCESS-OK signal 18 asserted by
ihe GAM 21, Unless blocked by the DISABLE-APC signal applied to the output
PAL 22, the NO-ACCESS signal reflacts the state of the ACCESS-0K signal, thus
Bilowing the address sourca to access that rangs of locations in the memory 3.

FIGURE 3 lilustrates four slorage locations of the CAM 21 after initialization during

" the setup mode (nole that the storege location addresses shown In FIGURE 3

would not be adjacent In an actual RAM cireuit). CAMIN addrasses 31 and 32
both represent an address range 0000000011 1x000000000x generated by address
source 0111 (where each "x” indicates a "don't care® value, since the lower 11 bits
of each address are not applled to the APC 7 In the check mode). In this
oxampla, a Write operation Is Indioated by a binary 1 on the RW status line. The
contents (0) of the CAM 21 for addreas 31 indicates that address source 0111 i
not authorized to Read locations In the system memory 3 in the specified range.
The contents (1) of the CAM 21 (or address 32 Indicate that address source 0111

Is authorlzed to Write locations in the gystem memory 3 In the same specifled
range.

CAMIN addresses 33 and 34 represent an address range 000000001 1 1)000000000K

generated by address source 1000. The contants (1) of the CAM 21 for address
32 and address 33 indicate that addrass source 1000 Is authorized to both Read
and Write locatlons in the system memory 3 in the specified range.

In the illustrated ambodiment, additional circuitry Is provided for testing PUMPCSes.
As noted previously, the tristate input buffer 25 Is coupled to the input of the CAM
21 and to a data line (D0) of the system bus 1. The tristate input bufler 25 is
controlied by the ENCAMDIN signal generated by the input PAL 23. A tristate
output buffer 28 is coupled to the output of tha CAM 21 and to a data line (D0)
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of the system bus 1. Tho Uistate output buffer 28 is controlled by an
ENCAMDOQUT signal generated by the input PAL 23

ENCAMDOUT = CAMSEL . WR

Normally, both the input buffer 25 and the output butfer 28 are disabied (.9,
piaced in tha high-impedanoe stals). In the setup moda of the APC 7, or in a test
mods, ENCAMDIN i asgeried by the input PAL 23, allowing data to be loaded
Into the CAM 21 through the input bufler 25. in the test mode, f ENCAMDOUT
ls asserted, the output of the CAM 21 can be directly fed back to the system bus
1 through the output buffer 268. This arrangement permits data patterns to be
loaded Into the CAM 21 and directly read out for comparison by the micropro-
cossor 2. Any dlscrepancles Indioate a likely fault in the APC 7 or the system bus
1.

A number of embodiments of the prasent invention have been desciibed.
Neverthelsss, It will be understood that various modifications may be made without
departing from the spirit and scope of the invention. For example, the CAM 21
may be programmed over a geparate bus from the system bus 1. In appropriate
applications, the CAM 21 may be a pre-programmed ROM or PROM, and thus
much of the other ckcultry shown In FIGURE 2 would be unnacessary, Further,
while a content-addressable memory I8 the preferred means of storing the
authorization table of the APC 7, other “look-up® table circult structures may be
used, of alternatively, algorithmic means (e.g., hashing algorithms) may be used,
to check address source addresses for authorization. Accordingly, it I3 to be

undarstood that the Invention Is not to be limited by the specific lliustrated
embodiment, but only by the scope of the appended claims.
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CLAIMS

1. An address protection circuit for detecting erroneous memory address
requests from an address source to a first addressable memory, the first addressable
memory having an access enable 1input, a memory address request being erroneous if
a requested memory location 1s located 1n an address range in the first addressable
memory which the address source is not authorized to access, said address source
providing a source identification code and a specified address of the requested
memory location, said address protection circuit comprising:

a second addressable memory for producing an address confirmation signal
applied to the access enable input of said first addressable memory to enable said
address source to access said first addressable memory for an address range in the
first addressable memory to which said address source is permitted access, the
second addressable memory being addressed by the source identification code and
having a plurality of memory locations tor storing information defining for each of a
plurality of source identification codes a respective address range in the first
addressable memory to which access 1s permitted for said each of a plurality of

source 1dentification codes.

2. The address protection circuit of claim 1, wherein the second addressable
memory is also addressed by the specified address, and each of the plurality of
memory locations in the second addressable memory holds an authorization code
indicating whether access to the first addressable memory is permitted for a
respective one of the plurality of source identification codes and a respective

addresses 1n the first addressable memory.

3. The address protection circuit of claim 2, which further includes an access
signal generator having a first input for receiving the authorization code and operable
to provide the access signal depending upon the authorization code, and at least one
further input for receiving an access disable signal which can alter the state of the

access signal to a disable state regardless of the vahdity of the authorization code.

¢ 452949(9PH X0 DOC)



CA 02053693 2001-10-12

-16-

4. The address protection circuit of claim 2, further including programming
means, coupled to the second addressable memory, for selectively programming each

of the authorization codes held in the second addressable memory.

5 5. The address protection circuit of claim 4, which further includes means tor

limiting access to the programming means to a preselected address source.

6. An address protection circuit for detecting erroneous memory address requests
from at least one address source to a protected addressable memory 1n a system

10  having a processor unit, the address protection circuit including:

(a) an address comparison means for comparing a memory address request
from a requesting address source to a set of predefined authorization codes
corresponding to address ranges in the addressable memory;

15
(b) a generating and transmitting means for generating and transmitting an
access authorization signal to the addressable memory upon receipt ot a
memory address request from the requesting address source corresponding to
at least one of the predefined authorization codes; and

20
(c) a communication pathway coupled to the requesting address source and
the protected addressable memory the communication pathway bypassing the
processor unit and being adapted for communicating data between the
requesting address source and the protected addressable memory 1n response

25 to receipt of the access authorization signal by the addressable memory.
7. The address protection circuit of claim 6, further including disabling means,

coupled to the address comparison means, for preventing the transmittal of the access

authorization signal to the addressable memory.
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8. The address protection circuit of claim 6, further including programming means,

coupled to the address comparison means, for selectively programming each of the

predefined authorization codes within the data storage means.

9. The address protection circuit of claim 8, wherein the programming means
includes security checking means for limiting access to the programming means to

preselected address sources.

10. The address protection circuit of claim 8, wherein the programming means i1s
coupled to a first bus means and the address comparison means is coupled to a

second bus means.

11. An address protection circuit for detecting erroneous memory address requests
from at least one address source to a protected addressabie memory 1n a system

having a processor unit, the address protection circuit including:

(a) a data storage means for storing at least one authorization code for a

corresponding address range in the addressable memory,

(b) a generating and transmitting means for generating and transmitting an
access authorization signal to the addressable memory upon receipt from a
requesting address source of a memory address request corresponding to a

stored authorization code: and

(c) a communication pathway coupled to the requesting address source and

the protected addressable memory the communication pathway bypassing the

processor unit and being adapted for communicating data between the

requesting address source and the protected addressable memory in response

to receipt of the access authorization signal by the addressable memory.

12. The address protection circuit of claim 11, wherein the data storage means 1s

content addressable.
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13. The address protection circuit of claim 11, further including disabling means,
coupled to the data storage means, for preventing the transmittal of the access

authorization signal to the addressable memory.

14. The address protection circuit of claim 11, further including programming
means, coupled to the data storage means, for selectively programming each stored

authorization code within the data storage means.

15. The address protection circuit of claims 14, wherein the programming means
includes means for limiting access to the programming means to a preselected

address source.

16. The address protection circuit of claims 6, or 11, wherein each memory address

request includes a set of memory address signals and a source 1dentification code

1dentifying a requesting address source.

17. The address protection circuit of claim 16, wherein each memory address request

further includes a signal selectively identifying a read or write operation.

18. An address protection circuit for detecting erroneous memory address requests
from at least one address source to a protected addressable memory in a system

having a processor unit, the address protection circuit comprising:

(a) an address checking circuit, for generating and transmitting an access
authorization signal to the protected addressable memory upon receipt of an

authorized memory address request from a requesting address source and

(b) a communication pathway coupled to the requesting address source and
the protected addressable memory, the communication pathway bypassing the
processor unit and being adapted for communicating data between the

requesting address source and the protected addressable memory in response
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to receipt of the access authorization signal by the protected addressable

memory.

19. An address protection circuit for detecting erroneous memory address requests

from at least one address source to an addressable memory, the address protection

circuit including:

(a) content addressable storage means,

(1) for storing at least one authorization code for a corresponding

address range in the addressable memory, and

(2) for generating and transmitting an access authorization signal to
the addressable memory upon receipt of a memory address request
corresponding to a stored authorization code from a regulating address
source to enable the requesting address source to directly access the

protected addressable memory;

(b) programming means, coupled to the content addressable storage means,
for selectively programming each authorization code within the content

addressable storage means;

wherein each memory address request includes at set of memory address signals and

a source 1dentification code 1dentifying a requesting address source.

20. The address protection circuit of claim 19, wherein the programming means
includes security checking means for limiting access to the programming means to

preselected coupled address sources.
21. An address protection circuit for detecting erroneous memory address requests

from at least one address source to an addressable memory in a system having a

processor unit, the address protection circuit including:
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(a) a content addressable storage device for:

(1) storing at least one authorization code for a corresponding address

5 range in the addressable memory; and

(2) generating and transmitting an access authorization signal to the
addressable memory upon receipt of a memory address request
corresponding to a stored authorization code from a requesting

10 address source; wherein each memory address request includes a set
of memory address signals and a source 1dentification code 1dentifying
a requesting address source; wherein a communication pathway 1s
coupled to the requesting address source and the addressable memory
such that the communication pathway bypasses the processing unit,

15 and wherein the communication pathway communicates data between

the requesting address source and the addressable memory.

22. The address protection circuit of claim 21, wherein each memory address request
further includes a signal selectively identifying a read or write operation.

20

23. The address protection circuit of claim 21, further including disabling means,
coupled to the content addressable storage device, for preventing the transmittal ot

the access authorization signal to the addressable memory.

25  24. An address protection circuit for detecting erroneous memory address requests
from at least one address source to a protected addressable memory, the address

protection circuit including:
(a) content addressable random access memory means for:

30

(1) storing at least one authorization code for a corresponding address

range 1n the protected addressable memory; and
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(2) generating and transmitting an access authorization signal to the

protected addressable memory upon receipt of a memory address

request corresponding to one of the stored authorization codes from an
5 address source to enable the requesting address source to directly

access the protected addressable memory;

(b) multiplexing means, coupled to the content addressable random access
memory means, for selecting between two sets of input signals and coupling
10 the selected set of input signals to the content addressable random access

memory means;

(¢) first programmable array logic means, coupled to the content addressable
random access memory means, for preventing access to the protected

15 addressable memory when any one of the following conditions occur;

(1) an address request 1s attempted at an address 1s outside a

predetermined range of addresses;

20 (2) a disable signal 1s asserted; or

(3) the access authorization signal 1s not asserted,

(d) second programmable array logic means, coupled to the first

25 programmable array logic means, for generating and transmitting a content
addressable random access memory write signal to the content addressable
random access memory means, and the disable signal to the first

programmable array logic means;
30 (e) third programmable array logic means, coupled to the second

programmable array logic means, for generating and transmitting to the

content addressable random access memory means, a content addressable
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random access memory select signal upon detection by the third

programmable array logic means of a predetermined key.

25. An address protection circuit for detecting erroneous memory address requests

5  from at least one address source to an addressable memory, the address protection

circuit including:

(a) content addressable storage means:

10 (1) for storing at least one authorization code for a corresponding

address range 1n the addressable memory, and;

(2) for generating and transmitting an access authorization signal to
the addressable memory upon receipt of a memory address request
15 corresponding to a stored authorization code from a requesting

address source;

(b) means, coupled to the content addressable storage means, for transmitting
the generated access authorization signal to the requesting address source

20 upon receipt of a memory address request from the requesting address source;

wherein each memory address request from the address source includes a set of
memory address signals and a source identification code identifying a requesting

address source.

25
26. An address protection circuit for detecting erroneous memory address requests
from at least one address source to a protected addressable memory, the address
protection circuit including:

30 (a) content addressable storage means, coupled to at least one address source

and to the protected addressable memory:
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(1) for storing at least one authorization code for a corresponding address

range 1n the protected addressable memory; and

(2) for generating and transmitting an access authorization signal to the
protected addressable memory upon receipt of d memory address request
corresponding to a stored authorization code from a requesting address source
to enable the requesting address source to directly access the protected

addressable memory;

(b) programming means, coupled to the content addressable storage means for
selectively programming each authorization code, and including a means for

limiting access to the programming means to preselected address sources; and

(c¢) disabling means, coupled to the content addressable storage means, for
preventing the transmittal of the access authorization signal to the protected

addressable memory;

wherein each memory address request includes a set of addressable memory address
signals, a source 1dentification code 1dentifying the requesting address source, and a

signal selectively identifying a read or write operation.

27. A method for detecting erroncous memory address requests from at least one
address source to an addressable memory 1n a system having a processor unit,

comprising the steps of:
(a) receiving memory address requests from a requesting address source;
(b) generating and transmitting an access approval signal to the addressable

memory upon receipt of a valid memory address request from the requesting

address source,
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(¢) rece1ving the access approval by the addressable memory;

(d) communicating data between the requesting address source and the

addressable memory; and

(e) bypassing the processing unit when performing step (d).

28. A method for detecting erroneous memory address requests from at least one

address source to an addressable memory 1n a system having a processor untt,

comprising the steps of:

(a) receiving memory address requests from at least one address source;

(b) comparing each received memory address request to a set of predefined
authorization codes corresponding to address ranges in the addressable
memory a

(c) generating and transmitting the access authorization signal to the
addressable memory upon receipt of a memory address request corresponding
to at least one of the predefined authorization codes,

(d) recerving the access approval by the addressable memory;

(e) communicating data between the requesting address source and the

addressable memory and

(1) bypassing the processing unit when performing step (e).

29. The method for detecting erroneous memory address requests of claim 28,
further including the step of selectively programming each of the predetined

authorization codes.
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30. The method for detecting erroneous memory address requests of claim 28,
further including the step of selectively preventing the transmittal of the access
authorization signal to the addressable memory upon receipt of a memory address

5 request which does not correspond to at least one of the predefined authorization

codes.

31. The method for detecting erroneous memory address requests of claim 29,
further including the step of limiting the ability to change each of the predetined

10  authorization codes to a preselected address source.

32. The method of claim 29, further including the step of subsequently changing one

or more of the authorization codes.

15  33. An address protection circuit for detecting erroneous memory address requests
from at least one address source to a protected addressable memory, the address

protection circuit including:

(a) a content addressable random access memory for:
20
(1) storing at least one authorization code for a corresponding address

range in the protected addressable memory; and

(2) generating and transmitting an access authorization signal to the

25 protected addressable memory upon receipt of a memory address
request corresponding to a stored authorization code from a requesting
address source to enable the requesting address source to directly

access the protected addressable memory;
30 (b) a multiplexer, coupled to the content addressable random access memory,

for selecting between two sets of input signals and coupling the selected set of

input signals to the content addressable random access memorys;
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(c) first programmable array logic circuit, coupled to the content addressable
random access memory circuit, for preventing access to the protected

addressable memory when any one of the following conditions occur:

(1) an address request is attempted at an address outside a

predetermined range of addresses;

(2) a disable signal 1s asserted; or

10

(3) the access authorization signal 1s not asserted,

(d) second programmable array logic circuit, coupled to the first

programmable array logic circuit, for generating and transmitting a content
15 addressable random access memory write signal to the content addressable

random access memory, and the disable signal to the first programmable

array logic circuit;

(e) third programmable array logic circuit, coupled to the second

20 programmable array logic circuit, for generating and transmitting to the
content addressable random access memory, a content addressable random
access memory select signal upon detection by the third programmable array

logic circuit of a predetermined key.

25  34. An address protection circuit for detecting erroneous memory address requests

from at least one address source to a protected addressable memory, the address

protection circuit including:

(a) a content addressable storage device for:
30
(1) storing at least one authorization code for a corresponding address

range 1n the protected addressable memory; and
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(2) generating and transmitting an access authorization signal to the
protected, addressable memory upon receipt of a memory address
request corresponding to a stored authorization code to enable the

requesting address source to directly access the protected addressable

memory;

(b) a programming circuit, coupled to the content addressable storage device,

for selectively programming each authorization code, and including a security

checking circuit for limiting access to the programming circuit to preselected

address sources; and

(¢) a disabling circuit, coupled to the content addressable storage device, for
preventing the transmittal of the access authorization signal to the protected

addressable memory;

wherein each memory address request from the address source includes a set of
addressable memory address signals, a source 1dentification code identifying a
requesting address source, and a signal selectively 1dentifying a read or write

operation.

35. A circuit for detecting an erroneous memory address request from an address

source to an addressable memory comprising:

an authorization code memory for storing an authorization code for an address range

in the addressable memory to which said address source 1s permitted access;

a bus connected to apply an address and a source 1dentification code from said
address source to the authorization code memory, wherein said authorization code
memory produces an affirmative authorization code only if the applied address is

within the permitted address range of the address source;
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and an access signal generator for providing an access signal to enable said address

source to access said addressable memory 1n response to the affirmative authorization

code.

36. The address protection circuit of claim 35 wherein said address source 1s an

address source/other than a processor.

37. The address protection circuit of claim 35 wherein said address source 1s an [/O

circuit.

38. The address protection circuit of claim 35 wherein said address source 1s a disk

controller circuit.

39. The address protection circuit of claim 35 wherein said address source 1s a direct

Memory access Circuit.

40. The address protection circuit of claim 35 wherein said address source 1s an

address source of a redundant computer system.

41. The address protection circuit of claim 35 wherein said address source 1s an

address source of a redundant computer subsystem.

42. The address protection circuit of claim 35 wherein said authorized address range

of the address source 1s a page in the addressable memory.

43. The address protection circuit of claim 42 wherein said page in the addressable

memory has a page size of approximately 2048 bytes.

44. The address protection circuit of claim 42 wherein said page in the addressable

memory has a page size of 1 byte.
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45. The address protection circuit of claim 35 wherein said authorization code

memory 1s a CAM.

46. The address protection circuit of claim 35 wherein said authorization code

memory 1s a "look-up” tabie.

47. The address protection circuit of claim 35 wherein said authorization code

memory 1s implemented by an algorithmic means.

48. The address protection circuit of claim 47 wherein said algorithmic means

includes a hashing algorithm.

49. The address protection circuit of claim 35 wherein said access signal generator 1s

a PAL.

50. The address protection circuit of claim 35 wherein said access signal generator
produces a no-access signal 1in the absence of said aftirmative authorization code,

said no-access signal disabling access by said address source to said addressable

memory.

51. The address protection circuit of claim 35 further comprising a programming
circuit coupled to the authorization code memory for selectively defining said

authorization code within said second memory.

52. The address protection circuit of claim 351 further comprising a security circuit

for limiting access by the programming circuit to a preselected address source.

53. The address protection circuit of claim 52 further comprising a security circuit

including a PAL and wherein the preselected address source 1s a processor.
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54. The address protection circuit of claim 35 further comprising a disable circuit

coupled to the authorization code memory for disabling the addressable memory

entirely.

55. The address protection circuit of claim 35 wherein said bus includes a read/write
line and wherein a read/write signal from said address source is also apphied to said

authorization code memory to produce said authorization code.

56. The address protection circuit of claim 35 further comprising testing circuitry
coupled to the authorization code memory and to an address source for conducting
the access approval signal to the address source upon receipt by the authorization

code memory of a memory address request.

57. The address protection circuit of claim 35 further comprising circuitry to provide
a signal to transfer functional control to another subsystem 1t said memory does not
produce an affirmative authorization code when an address that 1s not within the

authorized address range of the address source 1s applied.

58. The address protection circuit of claim 35 wherein said access signal to enable
said address source to access said addressable memory comprises a plurality of

related access signals to a plurality of related addressable memory locations.

59. The address protection circuit of claim 35 wherein said address protection circuit

1s simulated by code running on a miCroprocessor.

60. A data processing system having an addressable memory, a processor address
source, and at least another address source, each of said address sources providing an
address to said addressable memory and a source identification code, and a bus for

delivering at least said addresses to said addressable memory, comprising:

an address protection circuit coupled to receive said addresses and said source

identification codes from said address sources:
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said address protection circuit producing an affirmative authorization signal to the
addressable memory upon receipt of an authorized memory address request from

either said processor address source or said another address source.

61. The data processing system of claim 60 wherein said another address source 1s

an I/0 circuit.

62. The data processing system of claim 60 wherein said another address source 1s

an direct memory access circuit.

63. The data processing system of claim 60 wherein said another address source 1s a

disk controller circuait.

64. The data processing system of claim 60 wherein said another address source is

an address source of a redundant computer system.

65. The data processing system of claim 60 wherein said address source 1s an

address source of a redundant computer subsystem.

66. The data processing system of claim 60 wherein said authorized memory address

request 1s an address request within an authorized address range.

67. The data processing system of claim 60 wherein said authorized address range is

a page 1n the addressable memory.

68. The data processing system of claim 67 wherein said page in the addressable

memory has a page size of approximately 2048 bytes.

69. The data processing system of claim 67 wherein said page in the addressable

memory has a page size of 1 byte.
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70. The data processing system of claim 60 wherein said address protection circuit
comprises a CAM to produce said atfirmative authorization signal upon receipt of an

authorized memory address request.

71. The data processing system of claim 60 wherein said address protection circuit
comprises a "look-up" table to produce said atfirmative authorization signal upon

receipt of an authorized memory address request.

72. The data processing system of claim 60 wherein said address protection circuit
comprises an algorithmic means to produce said atfirmative authorization signal

upon recelipt of an authorized memory address request.

73. The data processing system of claim 72 wherein said algorithmic means includes

a hashing algorithm.

74. The data processing system of claim 60 wherein said address protection circuit

further comprises a circuit to produce a no-access signal in the absence of an

authorized memory address request.

75. The data processing system of claim 60 wherein said processor address source,

and at least another address source provide a read/write signal to said addressable
memory and wherein said read/write signals are also applied to said address

protection circuit to produce said affirmative authorization signal.

76. The data processing system of claim 60 further comprising circuitry to provide a
signal to transfer functional control to another subsystem 1f said address protection
circuit does not produce an affirmative authorization signal upon receipt of an

authorized memory address request.
77. The data processing system of claim 60 wherein said affirmative authorization

signal to the addressable memory comprises a plurality of related affirmative

authorization signals to a plurality of related addressable memory locations.
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78. The data processing system of claim 60 wherein said address protection circuit is

simulated by code running on a microprocessor.

79. An address protection circuit for detecting erroneous memory address requests
from each of a plurality of address sources to an addressable memory, the address

protection circuit including:

(a) a content addressable memory for storing an authorization code for each
of said address sources, and for producing said authorization code when a
memory access request 1s made to the content addressable memory by any
one of said address sources, said memory access request including an address
and an address source 1dentification code that indicates whether said address

1s within a range of addresses authorized to said one of said address sources;

(b) and a circuit for providing an access authorization signal to the

addressable memory according to said authorization code.

80. The address protection circuit of claim 79 wherein said plurality of address

sources comprises at least one address source other than a processor.

81. The address protection circuit of claim 79 wherein at least one of said address

sources 1s an I/0 circuit.

82. The address protection circuit of claim 79 wherein at least one of said address

sources 1s a disk controller circuat.

83. The address protection circuit of claim 79 wherein at least one of said address

sources 1S a direct memory access circuit.

84. The address protection circuit of claim 79 wherein said at least one of said

address sources 1s an address source of a redundant computer system.
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85. The address protection circuit of claim 79 wherein said at least one of said

address sources 1s an address source of a redundant computer subsystem.

86. The address protection circuit of claim 79 wherein said range of addresses
authorized to a respective one said address sources 1s a page in the addressable

memory.

87. The address protection circuit of claim 86 wherein each of said pages 1n the

addressable memory has a page size of approximately 2048 bytes.

88. The address protection circuit of claim 86 wherein each of said pages in the

addressable memory has a page size of 1 byte.

89. The address protection circuit of claim 86 further comprising setup mode
circuitry coupled to the content addressable memory and to at least one of the address

sources for selectively defining said authorization code.

90. The address protection circuit of claim 89 wherein the setup mode circuitry
includes a security system for limiting access to the setup mode circuitry to a

preselected one of the address sources.

91. The address protection circuit of claim 89 wherein said preselected one of the

address sources 1s a processor.

92. The address protection circuit of claim 89 wherein each memory address request

further includes a read/write signal.

93. The address protection circuit of claim 79 further including a disabling circuit
coupled to the content addressable memory for preventing the transmittal of the

access authorization signal to the addressable memory.
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94. The address protection circuit of claim 79 further comprising a tester coupled to
the content addressable memory and to at least one of the address sources for
transmitting the access authorization signal to said at least one of the address sources

when a memory address request is made by any one of the address sources.

95. The address protection circuit of claim 79 wherein said circuit for providing an
access authorization signal comprises a plurality of related access authorization

signals to a plurality of related addressable memory locations.

96. A method for detecting erroneous memory address requests from an address

source to an addressable memory, comprising the steps of:

receiving memory address requests from the address source; each memory address

request including a respective memory address, and

for said each memory address request, addressing a programmed memory with at
least a portion of the respective memory address of said each memory address
request, the programmed memory having been programmed to provide an access
authorization signal to the addressable memory upon receipt of a valid memory

access request from the address source.
97. The method of claim 96 wherein said access authorization signal to the
addressable memory comprises a plurality of related access authorization signals to a

plurality of related addressable memory locations.

98. A method for detecting erroneous memory address requests from an address

source to an addressable memory in a redundant computer system, comprising the

steps of:
recelving memory address requests from the address source;

providing a predefined authorization code corresponding to an authorized address
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range for said address source in the addressable memory; and

providing an access authorization signal to the addressable memory selectively

according to said authorization code upon receipt of a memory address request from

said address source.

99. The method of claim 98 further comprising selectively programming said

authorization code.

100. The method of claim 98 further comprising limiting the ability to change said

authorization code to a preselected address source.

101. The method of claim 98 further comprising preventing the transmittal of an
affirmative access authorization signal to the addressable memory upon receipt of a

memory address request outside an authorized address range.

102. The method of claim 98 further comprising changing said authorization code.

103. The method of claim 98 wherein said access authorization signal comprises a
plurality of related access authorization signals to a plurality of related addressable

memory locations.

104. An address protection circuit for detecting erroneous memory access requests
from at least one address source to a protected addressable memory, each memory
access request including a respective memory address, said address protection circuit

comprising:

an address checking circuit connected to receive a memory access request from said
at least one address source for providing a no-access signal to the protected

addressable memory if the respective memory address of said memory access request
1s not within an address range of said protected addressable memory that 1s

authorized to said at least one¢ address source,

H. 45294%9PHX0 1! DOXC)
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wherein the address checking circuit includes a programmed memory addressed with
at least a portion of the respective memory address, the programmed memory being
programmed for providing the no-access signal to the protected addressable memory
if the respective memory address of said memory access request 1s not within the

address range of said protected memory that i1s authorized to said at least one address

SOUrce.

105. The address protection circuit of claim 104 wherein said at least one address

source comprises a plurality of address sources.

106. The address protection circuit of claim 104 wherein said protected memory 1s a

memory of a redundant computer system.

107. The address protection circuit of claim 106 wherein said no-access signal

transfers control to a redundant subsystem.

108. The address protection circuit of ¢claim 104 wherein said at least one address

SOUrce 1S a processor.

109. The address protection circuit of claim 104 wherein said at least one address

source 1s other than a processor.

110. The address protection circuit of claim 104 wherein said at least one address

source 1s a direct memory access circuit.

111. The address protection circuit of claim 104 wherein said address protection

circuit is simulated by code running on a microprocessor.
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