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VALIDATING DATA IN A STORAGE ARRAY

BACKGROUND

80811 A memory controller is a digital circuit that manages the flow of
data {o and from storage elemenis of a system. The flow may be executed by a
memory command cycle. The memory command cycle may include a number
of commands such as a data payload command, an activate command, and a
read command or a write command. The write command may write the data to
the storage elements. The storage elemenis may be dynamic random-access
memory (DRAM), synchronous dynamic random-access memory (SDRAM),
non-volatile memory such as flash memory, other memory devices, or

combinations thereof.

BRIEF DESCRIPTION OF THE DRAWINGS

180821 The accompanying drawings illustrale various examples of the
principles described herein and are a par of the specification. The examples
do not limit the scope of the claims.

180831 Fig. 1is a diagram of a system for validating dala in a slorage
array, according to one example of principles described herein.

1006841 Fig. 2 is a diagram of a system for validating daia in a slorage
array, according to one example of principles described herein.

1006851 Fig. 3is a diagram of a system for validating daia in a slorage

array, according to one example of principles described herein.
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(60061 Fig. 4 is a diagram of a system for validating data in a sforage
array via comparing cyclic redundancy check (CRC) characters, according o
one example of principles described herein,

(00871 Fig. 5is a diagram of a system for validating data in a storage
array via comparing data, according o one example of principles described
herein.

(8088} Fig. 6 is a diagram of a system for validatling data in a sforage
array, according to one example of principles described hersin.

[8068] Fig. 7 is a flowchart of a method for validating data in a slorage
array, according to one example of principles described hersin.

(80181 Fig. 8 is a flowchart of a method for validating data in a slorage
array, according o one example of principles described harein.

8011} Fig. 8is a diagram of a validating system, according o one
example of principles described herein.

(8012} Fig. 10 is a diagram of a validating system, according o one
example of principles described herein.

80131 Throughout the drawings, identical reference numbers

designate similar, but not necessarily identical, elements.

DETAHLED DESCRIPTION

160141 As mentioned above, a memory controller is a digital circuit
that manages the flow of data o and from storage elements. Further, the
memory coniroiler writes the data to a storage array of the storage element via
a write command,

160151 During a write command, the data may be subjecled {o liming
errors, power supply noise, or infernal storage array nose. This may alter the
data. As a resull, errors may be introduced info the data while executing the
write command. if errors are introduced into the data, incorrect data is storad in
the storage elements. Further, when an error is delecled in the data, the entire

data is retransmitied to correct the error. if the data is large in size, this can
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negatively impact the performance of the memory controller and the storage
elements.

(80181  The principles described herein include a method Tor validating
data in a storage array. Such a method includes receiving, from a memory
controller, a wrile command o write data {o 3 slorage array of a storage
slement, transferring the data with a cyclic redundancy check (CRC) character
to the storage element to create a transfer, writing, based on the fransfer, the
data with the CRC characier to the storage array of the sforage element (o
create written data and a written CRC character, validating, via a senss
ampiifier, the writlen data. Such a method allows the data o be validated
without transferring the data back to the memory controller. As a resull, the use
of the memory conirollers bandwidth is reduced.

(60171  In the present specification and in the appended claims, the
term “memory coniroller” means is a digital circuil that manages the flow of data
to and from at least one storage element. The flow may be executed by a
memory command cycle. The memory command cycle may include a number
of commands such as a dala payicad command, an activate command, and a
read command or a write command. The read command may read data from
the storage element. The write command may write the data io the siorage
slement.

(60181  In the present specification and in the appended claims, the
term “storage element” means a mechanism o store data. The daia may be
stored in a storage array of a storage array. The storage element may include
dynamic random-access memory {(DRAM), synchronous dynamic random-
access memory (SDRAM), non-volatile memory such as flash memory, sther
memory devices or combinations thereof.

(60191 In the present specification and in the appended claims, the
term “write command” means execuiable instructions o write daia to a storage
array of a siorage element. The write command may be issued via a memory
controller.

180287  In the present specification and in the appended claims, the

term “CRC character” means a mechanism used o detect accidental changes
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made to data while transferring the data from a memory controller to a storage
element. A ORC character may be a short, fixed-length binary sequence that is
concatenated to the data before the data is fransferred to the storage element.

(80211  In the present specification and in the appended claims, the
term “written CRC character” means a mechanism used to detect accidental
changes made {0 daia while transferring the data from a storage elementio a
storage array of the slorage slement. A written CRC character may be used for
validation purposes to determine if the written data in the storage array is valid
or invalid.

(60227  In the present specification and in the appended claims, the
term “data” means information that is to be transferred between a memory
controller and a storage array of a storage element. The data may be
associated with a size,

(60231  In the present specification and in the appended claims, the
term “written data” means data that is siored in a storage array of a slorage
element. The writlen dala may be valid or invalid as determined by a validating
system.

160241  Further, as used in the present specification and in the
appended claims, the term “a number of” or similar language is meani fo be
understood broadly as any positive number comprising 1 to infinity; zero not
being a number, but the absence of a number.

180257  In the following descriplion, for purposes of explanation,
numerous specific detalls are set forth in order to provide a thorough
understanding of the present sysiems and methods. It will be apparent,
however, {0 one skilled in the art that the present apparatus, systems, and
methods may be practiced without these specific details. Referencs in the
specification to “an exampie” or similar language means that a particular
feature, struciure, or characieristic described in connection with that example is
included as described, bui may not be included in other examples.

(60261 Referring now to the figures, Fig. 1 is a diagram of a system for
validating data in a storage array, according o one example of principles

described herein. As will be described below, a validating system is in
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communication with a memory controlier and a storage element {o receive, from
the memory controller, a write command to write data o a storage array of a
storage slement. The validating system transfers the data with a CRC
character to the storage element o create a transfer. Further, the validating
systam writes, based on the transfer, the data with the CRC character o the
storage array of the slorage slement {o create wrilten data and a written CRC
character. The validating system validates, via a sense amplifier, the written
data.

160277  As iliustrated, the system (100} includes a memory coniroller
(1023 The memory controlier {102) may be a digital circuit that manages the
fliow of a data to and from a sforage element (106} of the system (100}, The
flow may be executed by a number of commands. The data may be transferred
via a bus (108). More information about the memory conirolier (102) will be
described in other parts of this specification.

(8028} The system {100} further includes the siorage element (106}
The storage element {106} may include a number of types of memory
technologies as long as the types of memory technologies use the same
protocol. The storage element (108} may be in communication with the
memory controiler (102} via the bus (108). More information about the storage
elements (106} will be described in other parts of this specification

100281  The system (100} further includes a validating sysiem (104).
The validating system (104} is in communication with the memory controller
(102} and the siorage element (106},

1848387 The validating system {104) receives, from the memory
controller {102}, a write command o write dala to a storage array of the storage
element (108). The writs command may include a starting address assodiated
with the storage array of storage element (106}, The starting address
determines a location in the storage array of storage element (108) to start
writing the data.

[8031]  The validating system (104 further transfers the data with a
CRC characler to the storage element {106} to creale a transfer. The CRC

character may be used {o detect accidental changes made to data while
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transferring the data from the memory contfroller {102} o the storage element
(106).

(80321  Further, the validating system (104) writes, based on the
transfer, the data with the CRC characier {o the siorage array of the siorage
element (106} to create writlen data and a written CRC character. As a resul,
the data is writien to the storage array of the storage element (106).

(80331 A validating engine {114) of the validaling system {104} further
validates, via a sense amplifier, the wrilten data. The validating system (104}
may validate the written data at an array storage level. Such a method allows
the data to be validated without transferring the data back to the memory
controller {102). As a result, the use of the memory controlier's bandwidth is
reduced. More information about the validating system (104} will be described
fater on in this speacification.

[6034]  While this example has been described with reference to the
validating system being localed between the memory controller and the storage
element, the validating system may be located in any appropriate location
according to the principles described herein. The validating system may be
focated on the memory controller, the storage element, other locations, or
combinations thereof.

[8035] Fig. 2is a diagram of a system for validaling data in a storage
array, according o one example of principles described herein. As mentioned
above, a validating system is in communication with a memory conirolierand a
storage element {0 receive, from the memory controller, a write command o
write data to a storage array of a storage element. The validating system
transfers the data with a CRC character {o the storage element to create a
transfer. Further, the validaling system writes, based on the transfer, the data
with the CRC character {o the siorage amray of the storage element to creaie
writien data and a written CRC character. The validating system validates, via
a sense amplifier, the written data.

[0036]  As illustrated, the system (200} includes a memory controlier
(202). As mentioned above, the memory coniroller {202) may be a digital circuit

that manages the flow of a data {o and from a storage element (206} of the
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system (200). The flow may be executed by a number of commands. As
mentioned above, a write command may write the data to the storage element
(206). The data may be writlen to the storage element {206} by the memory
controller (202} via a bus {224}, As 3 result, the data may be transferred via the
bus (224},

180371  Asiliusirated, the memory controller (202} may include data
{212). The daia (212) may be information that is {o be transferred between the
memory coniroiler (202} and the slorage element (208). In Fig. 2, the dala
{212y includes data A (212-1}, data B {212-2)}, and data C (212-3). The size of
the data (212) may vary based on the amount of information. The more
information the larger the size of the data (212). In an example, Data A (212-1}
may be one-kilobyle. Data B {212-2) may be sixty-four byles. Data C (212-3)
may be thirty-two bytes.

[0038]  As illustrated, the memory controlier (202} may include a
number of write commands (216). The write commands (216) may be
mechanisms {o write the data (212} (o a storage array (218) of the storage
slement (206). As lllustrated, the write commands {218} include write command
A {216-1}, write command B (216-2), and write command C {(216-3). Wrile
command A (216-1) may be a write operation to write dafa A (212-1) o the
storage array {218) of the storage element (208). Write command B {(216-2)
may be a write operation o write data B (212-2) {o the storage array (218} of
the storage element (206). Write command C (216-3} may be a write operation
to write data C (212-3) io the storage array (218} of the storage element (206}

(60381  Further, the write commands (216) may include 3 starting
address. The siarting address delermines a location in the storage array (218)
of storage element (206) fo start wriling the data. For example, write command
A {216-1) may indicate to write data A (212-1) to a start address of Ox002F for
the storage array (218). As a resuit, dafa A {(212-1) is written to the start
address of Ox002F of the slorage array (218).

80481 The system (200} further includes the siorage element (208).
The storage element (206} may include a number of types of memory

technologies. The types of slorage element (206) may include DRAM, SRAM,
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non-volatile memory such as flash memory, other storage element, or
combinations thereof, As illusirated, the siorage element (208) includes the
storage array {218). As will be described below, the storage array (218) siores
written data (220} and written CRC characlers {222).

80411 The system (200} further includes a validating system (204}
in one example, the validating system (204 includes a processor and computer
program code. The computer program code is communicatively coupled {o the
processor. The computer program code includes a number of engines (214).
The engines {214) refer to program instructions designed o perform a
designated funclion. The compuler program code causes the processor to
execute the designated function of the engines (214). in other examples, the
engines (214 refer to a combingtion of hardware and program instructions o
perform a designated function. Each of the engines (214) may include a
processor and memory. The program instructions are stored in the memory
and cause the processor to execute the designated function of the engine. As
flustrated, the validating system (204) includes a receiving engine (214-1}, a
CRC determining engine (214-2), an adding engine (214-3), a transferring
engine {214-4), a wriling engine (214-5), and a validatling engine (214-6).

1004271 As mentioned abovs, the validating system (204) includes a
receiving engine {(214-1). The receiving engine {214-1) receives, from the
memory coniroller (202}, a write command {216} fo write data (212) to the
storage array {218) of the storage element (208). The receiving engine {214-1)
may receive write command A (216-1), write command B (216-2), write
command C (216-2), or combinations thereof. As will be described in other
parts of this specification each of the write commands (216} may be stored by
the receiving engine {(214-1) in a first in first out (FIFO) queue. As aresull, i
write command A (216-1) is received, by the receiving enging (214-1), before
write command B (216-2), write command A (216-1) Is executed before write
command B (216-2}.

180431 As mentioned above, the validating system (204} includes 3
CRC determining engine (214-2). The CRC determining engine (214-2)

determines a CRC character for the data. The CRC character may be a shor,
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fixed-length binary sequence that is concatenated to the data. The CRC
character may be eight bits.

[0044] As mentioned above, the validating system (204) includes an
adding engine {(214-3). The adding engine (214-3) adds the CRC character to
the data. In some examples, the adding engine (214-3) adds the CRC
character to the front of the daia via concatenalion. In other examples, the
adding engine {214-3) adds the CRC character o the end of the data via
concatenation.

[0045] As mentioned abovs, the validating system (204) includes a
fransferring engine (214-4). The transferring engine (214-4) transfers the data
with a CRC character to the storage element {206) to create a transter. For
example, if write command A (216-1) is execuling, data A (212-1} is transferred
with a CRC characler to the storage element (206}

(60461  The transferring engine (214-4) transfers the data with the
CRC character {o the storage element {206) to creale the transfer by obtaining
the CRC characier associated with the dala before the transfer before the
transfer. Further, the transferring engine {214-4) recaiculates the CRC
character associated with the data after the transfer to creale a recalculated
CRC characler.

180477 Further, the transferring engine {214-4) compares the CRC
character with the recalculated CRC character fo determine if an error has
occurred while transferring the daia. If the CRC character and the recalculated
CRC character match, no errors have occurred while transferring the data from
the memory coniroller (202} o the storage element (206). As a resull, a wriling
engine {214-5} writes the data with the CRC character (o the siorage array
{218} of the storage element (206} to create writien dala (220) and a written
CRC character (222).

[6048]  If the CRC characler and the recalculated CRC character do
not maich, an error has occurred while transferring the data from the memory
controller {202) 1o the storage element (206). As a resuli, a writing engine {(214-
5) does not writes the data with the CRC character to the storage array {208} of

the storage element {218} to create writlen data (220) and a wrilten CRC

[4o)
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character (222). Further, the validating system (204) may retransmit this data (o
the storage element (206).

(00491  As mentioned above, the validating system (204) includes a
validating engine (214-8). The validating engine (214-6) validates, via a sense
amplifier (210}, the wrilten data (220). As will be described in other parts of this
specification, the validating engine (214-6) validates the wrilten data (220) via
CRC characiers. The validating engine {214-6) validates the written data (220}
by oblaining the recalculated CRC character and obtaining the written CRC
character (222}, The written CRC character (222} may be obtained via the
sense amplifier (210).

1646507 Further, the validating engine {214-6) validates the written data
(220} by comparing the recalculated CRC character with the written CRC
character (222} to create a CRC comparison. The validating engine {(214-6)
determines, based on the CRC comparison, if the wrillen data (220} is valid or
invalid. If the CRC comparison llustrates that the recalculated CRC character
and the written CRC character maich, the written data (220} is valid. However,
if the CRC comparison illustrales that the recalculated CRC character and the
written CRC character (222) do not match, the written datg (220} is invalid,

180511  As will be described in other parls of this specification, the
validating engine (214-8) may validate the written data (220} via the dala itself.
The validating engine (214-6) validaies the wrilten data (220) by oblaining the
data and obtaining the writlen data {220). The data may be the data (212)
stored in the memory controlier (212). The writlen data {220) may be obtained
via the sense amplifier (210}

(88527 Further, the validating engine (214-8} validates the written data
{220} by comparing the data (212) with the writlen data (220} to creale 3 data
comparison. The validating enging (214-8) determines, based on the dala
comparison, if the written data (220} is valid or invalid.

(60531  If the data comparison illustrates the data (212) and the wrilfen
data (220) match, the written data (220) is valid. However, if the data
comparison iliustrates the data (212} and the writlen data (220} do not maich,
the wrilten data (220) is invalid.

10
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160547  An overall example of the system of Fig. 2 will now be
described. The receiving engine (214-1) receives, from the memory controller
(202}, write command A (216-1) o write data A (212-1) to the storage array
(218) of the storage slement (208). The CRC determining engine {214-2)
determines an eight bit CRC character for data A (212-1). The adding engine
adds the CRC character (o dala A (212-1) via concalenation. The transferring
engine {214-4) transfers data A (212-1) with the CRC character io the storage
element (206) o create a fransfer. The transferring engine (214-4) validales
data A {212-1) via the CRC character and a recalculated CRC character. if
data A {212-1) is valid, the writing engine (214-5) wriles data A (212-1) with the
CRC character to the storage array (218} of the slorage element (206} o create
written data (220) and a wrilten CRC character {222}, The validaling engine
(214-G} validates, via the sense amplifier (210}, the writlen daia (220} as
described above.

[B085] Fig. 3is a diagram of a system for validatling data in a sforage
array, according o one example of principles described herein. As mentioned
above, a validating system is in communication with a memory controlierand a
storage element. As will be described below, elemenis of the memory
controller and the storage element may aid the validating system in validating
written data in the storage array.

[0056]  As iliusirated, the system (300} includes a memory conirolier
(3023, The memory controlier (302) may include system interfaces (310). The
system inferfaces {310) may allow the memory controller (302} to communicate
with other elements in the system (300). Further, the memory controller (302)
may include dala path logic {312}, The data path logic (312} may allow the
memory coniroiler (312) to execute various functions. Further, the memory
controller {302} may include a CRC character generator (314). The CRO
character generator {314) may include processors, memory, and instructions fo
aid the CRC delermining engineg of the validating system (304) in determining a
CRC characler for the data.

180571  As iliusirated, the system (300} includes a storage glement

(306). As mentioned above, the storage element (306} includes a storage array
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(316} to store written dafa. Further, the storage element (308} includes a CRC
character checker (318). The CRC character checker (318) may include
processors, memory, and instructions to aid the validating engine of the
validating system (304} in validating the wrilten data. if the wrillen data is
invalid, an alert signal {320} may be Iriggered. The alert signal (320} may alert
the memory coniroller (302) that the written data is invalid. As will be described
in Figs. 4 and 5, the system (300} may include other components to aid the
validating system in determining f the written data in the storage array (316} is
valid,

{60587 Fig. 4 is a diagram of a system for validating data in a sforage
array via comparing CRC characters, according to one example of principles
described herein. As mentioned above, a validating systemis in
communication with a memory controlier and a storage element. As will be
described below, elements of the memory confroller and the storage element
may aid the validating system in validating wrilten data in the storage array via
CRC characlers.

(80581 As iliusirated in Fig. 4, the storage element (406} includes a
CRC characier checker (422). The CRC characier checker (422) may include
processors, memory, and instructions o aid the fransferring engine of the
validating sysiem (404} to defermine if the data transferred o the storage
element (408} is valid as described above,

168887 Further, the storage element (406} includes a CRC character
comparer {418}, The CRC character comparer (418} may include processors,
memory, and instructions 1o aid the validating engine of the validating system
{404} to validate the wrilten data. The CRC characler comparer (418) may
validate the writlen data by obtaining a recalculated CRC character from the
CRC character checker (422} and obiain the written CRC character via the
sense amplifier of the slorage array (418). Further, the CRC character
comparer {418) may vaiidate the writlen dala by comparing the recalculated
CRC character with the wrilten CRC character to creale a CRC comparison and

determining, based on the CRC comparison, if the wrillen data is valid as

12



WO 2016/122655 PCT/US2015/013954

84112767

described above. If the written data is invalid, an alert signal (420) may be
triggered.

[8061] Fig. 5is a diagram of a system for validating data in a sforage
array via comparing data, according o one example of principles described
herein. As mentioned above, a validating system is in communication with a
memory coniroiler and a storage slemeni. As will be described below, elements
of the memory controller and the storage element may aid the validating system
in validating written data in the storage array via the data.

100821  Asiliusirated in Fig. 5, the storage element (506} includes a
CRC characier checker (522). The CRC characier checker (522) may include
processors, memory, and instructions to aid the fransferring engine of the
validating system (504} to defermine if the data transferred o the slorage
element (508} is valid.

160631 Further, the storage element (508} includes a data comparer
{518} The data comparer (518) may include processors, memory, and
instructions io aid the validating engine of the validating system (504) to validate
the wrilten data. The data comparer (518} may validate the written data by
obtaining the data from the CRC character checker (522} and obiain the writien
data via the sense ampilifier of the storage array (516). Further, the data
comparer {518) may validate the writlen data by comparing the data with the
written data {0 create a data comparison and determining, based on the data
comparison, if the written data is valid as described above. H the written data is
invalid, an alert signal (520} may be triggered.

[6884] Fig. 6 is a diagram of a system for validating data in a siorage
array, according to one example of principles described herein. As will be
described below, a senss amplifier may be used o validale dats writien to a
storage array after a wrile command has exscuted.

(60651  As iliustrated, the system (600) includes a bus {602). The bus
(602} may be a bidirectional bus. As a result, the bus (602) allows data o be

transferred between the memory controller and a slorage array (612).
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(80861  The system {600} further includes a FIFO queue (604}, The
FIFO queus (604) receives write commands, data, and a CRC character from a
CRC character generator (606) as described above.

(80671  As iliustrated, the system (600} includes a CRC character
comparer (608} and a storage array (612) that function as described above.
The system (600} further includes a multiplexer (608). The multiplexer (608} is
used o allow a validating system (o select information from the CRC character
comparer {808) or select information from the FIFO queue (604).

(8068} The system (600} further includes a sense amplifier (610).
The sense amplifier (610) may be utilized fo read writien data from the slorage
array (612). As mentioned above, the sense amplifier (610) is used to validate
the written data in the storage array (612},

100881 Fig. 7 is a flowchart of a method for validating data in a storage
array, according to one example of principles described herein. The msthod
(700} may be execuled by the system {100} of Fig. 1. The method (700) may
be executed by other sysiems such as sysiem 200, system 300, system 400,
system 500, systern 800, system 900, or system 1000, In this example, the
method (700} includes receiving (701}, from a memeory controller, a write
command to write data {o a siorage array of a storage element, transferring
(702} the data with a CRC characier to the storage element (o create a transfer,
writing (703), based on the transfer, the data with the CRC character to the
storage array of the slorage slement {o create wrilten data and a written CRC
character, and validating (704), via a sense amplifier, the written data.

1806701  As mentioned abovs, the method (700) includes receiving
(701, from a memory coniroller, a write command o write data {o a storage
array of a storage element. The write command may be sent to a FIFO queue.
As a resull, each of the wrile commands is executed in the order that they are
received. Further, the write command may specify a storage array to write the
data {0,

(80711  As mentioned above, the method (700} includes transferring
(702} the data with a CRC character io the storage element to create a transfer,

The method (700) may validale the daia in the transfer to determine if the data
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if valid. The method (700) may validale the data via CRC characters or the
method (700} may validate the data the data direcily.

(80721  As mentioned above, the method (700) includes writing (703),
based on the transfer, the data with the CRC character {o the siorage amray of
the storage element to create written data and a written CRC character. if the
data is valid when transferred from the memory controller (o the storage
element, the data is wrilten {0 a siorage array of the storage element. If the
data is invalid when transferred from the memory controlier {o the siorage
slement, the data is nol writlen {o the storage array of the storage slement. if
the data is invalid, the data may be refransmiited by the memory controlier {o
the storage element.

(80731 As mentioned above, the method (700} inciudes validating
(704}, via a sense amplifier, the writien dala. As mentioned above, the data
may be validated via CRC characters or by the data directly.

(60741 Fig. 8 is a flowchart of a method for validating dala in a slorage
array, according o one example of principles described harein. The method
(80C) may be execuled by the system {100} of Fig. 1. The method (800} may
be exscuted by other sysiems such as systemn 200, system 300, system 400,
system 500, system 600, system 900, or system 1000, In this example, the
method (800) includes receiving (801}, from a memory controller, a write
command o write data {o a storage array of a storage element, determining
(802 a CRC character for the data, adding (803) the CRC character to the
data, fransferring (804} the data with a CRC character o the sforage element {o
create a transfer, writing (805), based on the fransfer, the data with the CRC
character io the storage array of the slorage element o create written data and
a written CRC character, and validating {808}, via a sense amplifier, the written
data.

[8075]  As mentioned above, the method (800) inciudes determining
(802} a CRC character for the data. In some examples, the method (800} may
determine the size of the CRC character. The size of the CRC character may
be eight bits. However, the size of the CRC characler may vary based on the

write command, the size of the dala, or combinations thersof.
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(80761 As mentioned above, the method (800} inciudes adding (803)
the CRC character to the data. The CRC character may be added, via
concatenation, to the data before the data and the CRC character are
transferred from the memory controller {o the storage element. As a result, the
CRC character before the transfer and the CRC character after the transfer may
be compared (o determine if any srrors were infroduced to the data during the
fransfer.

180771 Fig. 9is a diagram of a validaling sysiem, according to ong
example of principles described herein. The validating system (900) includes
an adding engine {814-1)}, a transferring engine (814-2}, a wriling engine (914~
3}, and a validaling engine (814-4}. The engines (914} refer to a combination of
hardware and program instructions to perform a designated function.
Alternatively, the engines (814 may be implemented in the form of electronic
circuitry {e.g., hardware}. Each of the engines {914) may include a processor
and memory. Alternatively, one processor may execule the designated function
of each of the engines (814). The program instructions are stored in the
memory and cause the processor o execute the designated function of the
engine.

(80781 The adding engine {(814-1) adds the CRC character to the
data. The adding engine {(814-1)} adds one CRC character to the data. The
adding engine {(814-1) may add several CRC characters {o the data.

180781  The transferring engine (914-2) transfers the data with the
CRC characier to the siorage element o create a fransfer. The transferring
engine {814-2) may validate the transfer via the data or the CRC character as
described above.

188887  The wriling engine {814-3) wriles, based on the transfer, the
data with the CRC character o the slorage array of the storage element o
create wrilten data and a writien CRC character. If the transfer is valid, the
writing engine (814-3) writes the data. If the data is invalid, the writing engine
(814-3) does not write the data.

16
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(88811 The validating engine (814-4) validates, via a sense ampilifier,
the writlen data. The validating engine {814-4) validates the writlen data based
on CRC characters or the data.

(00821 Fig. 10 is a diagram of a validating system, according io one
example of principles described herein. In this example, validating system
(1060} includes resource(s) {1002) that are in communication with a machine-
readable storage medium {1004}, Resource(s) (802) may include one
processor. in another example, the resource(s} (602} may further include al
least one processor and other resources used {0 process instructions. The
machine-readable storage medium (1004) represent generailly any memory
capable of storing data such as instructions or data structures used by the
validating system (1000). The instructions shown stored in the machine-
readable storage medium (1004} include determining instructions (1008},
transferring instructions {(1008), writing instructions (1010}, and validating
instructions {(1012).

[8083] The machine-readable storage medium (1004) contains
computer readable program code to cause tasks {0 be execuied by the
resource(s) (1002). The machine-readable storage medium (1004) may be
tangible andfor physical storage medium. The machine-readable storage
medium (1004} may be any appropriate slorage medium that is not a
fransmission storage medium. A non-exhaustive list of maching-rgadabie
storage medium types includes non-volatile memory, volatile memory, random
access memory, write only memory, flash memory, elecirically erasable
program read only memory, or types of memory, or combinations thereof.

160847  The determining instructions (1006} represents instructions
that, when executed, cause the resource(s) (1002} to delermine a CRC
character for the data. The transferring instructions (1008) represents
instructions that, when exscuted, cause the resource(s) {1002) to transfer the
data with the CRC character to the storage element {o create a transfer.

[8085]  The wriling instructions (1010) represents instructions thai,
when executed, cause the resource(s) (1002} io write, based on the transfer,

the data with the CRC character o the storage array of the storage element to
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create written data and a written CRC character. The validating instructions
(1012} represents instructions that, when executed, cause the resource(s)
{(1002) to validate, via a sense amplifier, the written data.

[8086] Further, the machine-readable storage medium (1004} may be
part of an installation package. In response {0 installing the installation
package, the instructions of the machine-readable storage medium (1004} may
be downloaded from the installalion package’s source, such as a poriable
medium, a server, a remote network location, another location, or combinations
therecf. Portable memory media that are compatible with the principles
described herein include DVDs, CDs, flash memory, portable disks, magnstic
disks, oplical disks, other forms of portable memory, or combinations thereof.
In other examples, the program instructions are already inslalled. Here, the
memory resources can include integrated memory such as a hard drive, a solid
state hard drive, or the like.

(8087} In some examples, the resource{s} (1002} and the machine-
readable storage medium (1004) are located within the same physical
component, such as a server, or a network component. The machine-readable
storage medium (1004} may be part of the physical component’s main memory,
caches, registers, non-volatile memory, or sisewhere in the physical
component’'s memory hierarchy. Alternatively, the machine-readable storage
medium {1004} may be in communication with the resource(s) (1002} over a
network. Further, the dala structures, such as the libraries, may be accessed
from a remote location over a network connection while the programmed
instructions are located locally. Thus, the validating system (1000) may be
implemented on a user device, on a server, on a collection of servers, or
combinations thereof.

[8088] The validating system (1000} of Fig. 10 may be partof a
general purpose computer. However, in allermnative examples, the validating

syatern (1000) is part of an application specific integrated circuit.
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160837 The preceding description has been presented to illustrate and
describe examples of the principles described. This description is not inlended
to be exhaustive or to limit these principles to any precise form disclosed. Many

modifications and variations are possible in light of the above teaching.
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CLAIMS

WHAT IS CLAIMED {S:

1. A method for validating data in a storage array, the method

comprising:

receiving, from a memory coniroller, 8 write command to
write datla to a storage array of a storage element;

transferring the data with a cyclic redundancy check {CRC)
characler (o the storage elemeant (o create a transfer;

writing, based on the transfer, the data with the CRC
character to the siorage array of the siorage element {o create
writien data and a written CRC characler; and

validating, via a sense ampilifier, the written data.

2. The method of claim 1, wherein fransferring the data with the CRC
character to the storage element {o create the transfer comprises:
obtaining the CRC character associated with the data
befors the transfer;
recaliculating the CRC character associaled with the data
after the transfer o create a recalculated CRO character; and
comparing the CRC character with the recalculated CRC
character to determine if an error has cccurred while transferring

the data.

[S)

The method of claim 1, wherein validaling, via the sense amplifier,
the written data comprisss:
obtaining a recalculated CRC character,
obtaining the written CRC characler vig the sense amplifier;
comparing the recalculated CRC character with the writlen

CRC character to create a CRC comparison; and
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determining, based on the CRC comparison, if the wrilten

daia is valid.

The method of claim 1, wherein validaling, via the sense amplifier,
the written data comprises:

obtaining the data;

obtaining the written data via the sense amplifier;

comparing the data with the writlen dala to create a data
comparison; and

determining, based on the data comparison, if the data is

vatid.

The method of claim 1, further comprising determining the CRC

character for the data.

The method of claim 1, further comprising adding the CRC

characier to the data,

A systern for validating data in a storage array, the system

comprising:

an adding engine to add a CRC character to data;

a transferring engine to transfer the data with the CRC
character o a storage element to create a transfer;

a writing engine o write, based on the transfer, the data
with the CRC character {0 a storage array of the storage element
{0 create written data and a written CRC character; and

a validating engine o validate, via a sense ampilifier, the

written data.
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The system of claim 7, whersin the transferring engine transfers
the data with the CRC character to the storage element {o create
the transfer by:

obtaining the CRC characler associated with the data
before the transfer;

recaiculating the CRC character associated with the dala
after the transfer fo create a recaiculated CRC character; and

comparing the CRC character with the recalcuiated CRC
characler to delermineg if an error has occurred while transferring
the data.

The system of claim 7, wherein the validatling engine validates, via
the sense amplifier, the writlen data by:

abiaining a recalculaled CRC character;

ohtaining the written CRC character via the sense amplifier;

comparing the recalculated CRC character with the written
CRC charactsr to create a CRC comparison; and

determining, based on the CRC comparison, if the wrillen

dala is valid,

The system of claim 7, whersin the validaling engine validates, via
the sense amplifier, the written data by:

obtaining the data;

ohtaining the wrilten data via the sense ampilifier;

comparing the data with the wrilten data o create a dala
comparison; and

determining, based on the data comparison, if the data is

vatid.

A machine-readable storage medium encoded with instructions for
validating data in a slorage array, the insiructions executable by a

processor of a system o cause the system to:
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determine a cyclic redundancy check {CRC) character for
daia;

transfer the data with the CRC character {o a slorage
element to creale a transfer;

write, based on the transfer, the data with the CRC
character {0 a storage array of the storage slement {o create
written data and g writlen CRC character; and

validate, via a sense ampiifier, the writlen data.

12, The product of claim 11, further comprising instructions that, when
execuled, cause the processor {o:
recaive, from a memory controller, a wrile command to
write the data to the storage array of the storage element; and
add the CRC character to the data.

13. The product of claim 11, further comprising instructions that, when

executed, cause the processor o

obtain the CRC character associated with the data before
the transfer;

recalculate the CRC character associated with the data
afier the transfer to create a recalculated CRC character; and

compare the CRC character with the recalculated CRC
character to determine if an error has occurred while fransferring
the data.

14.  The product of claim 11, further comprising instructions that, when
executed, cause the processor o
obtain a recaiculated CRC character;
obtain the written CRC character via the sense ampilifier;
compare the recalculated CRC character with the written

CRC character to create a CRC comparison; and
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determine, based on the CRC comparison, if the written

daia is valid.

15, The product of claim 11, further comprising instructions that, when
exacuted, cause the processor o
obtain the data;
obtain the writlen data via the sense ampiifier;
compare the dala with the wrilten dats to create a dala
comparison; and
determine, based on the dala comparison, if the data is

vatid.
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