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CLEARTEXT GATEWAY FOR SECURE ENTERPRISE COMMUNICATIONS

CROSS-REFERENCE TO RELATED APPLICATIONS
18661] The present application claims priority from ULS. Provisional Patent Apphication
No. 62/018,802 filed on fune 30, 2014, Attormney Docket No. TNG22.P, the disclosure of
which is hercby incorporated by reference in s entirety.
[6042] The present application is also related to, and ¢laims priority from the following
related and commonly assigned ULS. Patent Applications:
[8083] 1. U.S. Provisional Patent Application entitled: Distributed Security on Multiple
Independent Networks using Secure “Parsing” Technology, by Robert Johnson, Attorney
Docket No, TN4OG.P, Serial No, 6(/648,531, filed 31 January, 2005;
[8004] 2. UK. Patent Apphication entitled: Integrated Multi-Level Security System, by
Robert Johnson, Atiomey Docket No. TN400.US, Serial No. 11/339,974 filed 26 January
2006 clatming the bencfit of the above provisional applications;
[8085] 3. U.S. Patent Application entitled: Integrated Multi-Level Security System, by
Robert Johnson et al., Attorney Docket No. TN4GO.USCIPL, Serial No. 11/714,590 {iled 6
March 2007 which is a continuation-in-part of U.S. Application 11/339,874;
18686} 4. UK. Patent Application entitled: Integrated Multi-Level Security System, by
Robert Johnson et al,, Attorney Docket No, TN40O.USCIP2, Serial No. 11/714,066 filed 6
March 2007 which 1s a continuation-in-part of U.S. Application 11/339,974; and
16047} 5. U.S. Patent Application entitled: Integrated Multi-Level Sccurity System, by
Robert Johnson et al., Attorney Docket No, TN400.USCIP3, Serial No. 11/714,598 filed 6
March 2007 which is a continuation-in-part of U.S. Application 11/339,974.
[3808] 6. U.S. Patent Apphlication, Senal No. 12/272.012, entitled “Block Level Data
Storage Security System”, filed 17 Nov 2008, Attorney Docket No. TN497. The present
disclosure also claims the benefit of commonly assigned U8, Patent Application, Serial No.
12/336,558, entitled “Data Recovery Using Error Strip Identifiers”, filed 17 Dec 2008,
Attorney Docket No. TN494.
{8089 7 U.S. Patent Application, Serial No.12/336,559 entfitled “Storage Security
Using Cryptographic Sphitting”, filed 17 Dec 2008, Attorney Docket No. TiN496; U.S. Patent
Application, Serial No. 12/336,562, entitled “Storage Security Using Cryptographic
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Sphtting”, filed 17 Dec 2008, Attorney Docket No. TN4G86A; U.S. Patent Application, Serial
No. 12/336,564, cuntitled “Storage Security Using Cryptographic Splitting”, filed 17 Dec
2008, Attorney Docket No. TN496B; and U.S. Patont Application, Serial No. 12/336,568,
entitted “Storage Seccurity Using Cryptographic Splitting”, filed 17 Dec 2008, Attorney
Docket No. TN504A.

16010} g. U.S. Patent Application, Serial No. 12/342,636 cotitied “Storage
Commuuoities Of Interest Using Cryptograpbic Sphtting”, filed 23 Dec 2008, Attorney
Bocket No. TN498. U.S. Patent Application, Serial No. 12/342)575, entitled “Storage
Communities Of Interest Using Cryptographic Splitting”, filed 23 Dec 2008, Attorney
Docket No. TN498A, UL, Patent Application, Serial No. 12/342,610, entitled “Storage
Communities OF Interest Usmg Cryptographic Splitting 7, filed 23 Dec 2008, Attomey
Docket No. TN49EB.

16011} 9. U.S. Patent Application, Serial No, 12/342,379, entitled “Secure Network
Attached Storage Device Using Cryptographic Sphitting”, filed 23 Dec 2008, Atftomey
Docket Mo. TN499.

(00§22} 18, ULS. Patent Application, Serial No. 13/493,023, entitled “Software Handling
Of Hardware Error Handhing In Hypervisor-Based Systeoros”, filed 5 Sept 2012, Attorney
Pocket No. TN550.

j6813] 1. LS. Patent Apphication, Serial No. 13/547 148, entitled “Automated
Provisioning of Virtual Machines”, filed 12 July 2012, Attorney Docket No. TNS65.

[6014] The disclosures of ecach of these applications are hercby incorporated by

reference in 1is entirety as if set forth in this application.

TECHNICAL FIELD
B015] The present disclosure relates generally to security arrangements for cloud
computing. In particular, the present disclosure relates to a cleariext gateway for secure

enterprise conmnumcations.

BACKGROUND
{8016} Meodern organizations gencrate store, and communicate large quantities of data.
In many instances, organizations melude individuals having different rights to data, or
different rights to communicate with other individuals or access particular computing
resources. It is frequently tmportant that such organizations be able to quickly and securely

2



WO 2016/003885 PCT/US2015/038283

access the data stored at the data storage system. In addition, it 18 frequently important that

data stored at a data storage system, or comununicated belween computing systoms, be

recoverable if the data is communicated or written ncorrectly or are otherwise intercepied or
corrupte
18017} To address the above issues, Unisys Corporation of Blue Bell, Pennsylvamnia

developed a Stealth solution that uses a kernel-level driver to implement end-to-end
cryptographic connections for communication of data across public and private networks.
This solution allows users to communicate with other users having common user rights, while
segregating user groups by way of assignment of different crypiographic keys used for cach
user group, or “commmunity of interest”. However, the Stealth solution has some drawbacks.
For example, such sohitions lack capabilities to allow connection by remote devices to a
network, and to allow connection of devices that are mcapable of fmplementing particular
securily features that are used by the Stealth solution. Most recently, the Stealth sohition has
been extended to accommodate usage of an “off the shell™ Internet Protocol Security (FPsec)-
based securily protocol as a basis for some aspecis of the Stealth solution, IPsec is an end-to-
end security scheme of the Imternet Protocol Suite. As compared to other security systems,
such as S8L, 88K, or TLS, {Psecc operates in the Internet Layer rather than operating in the
upper layers of the TCP/AAP model. Hence, IPsec proteets any application traffic across an
Internet Protocol (1P} network. Apphications do not need to be specifically designed to use
IPsce, whereas TLS/SSL is required fo be designed into an application to protect the
application protocols. In addition, IPsec operates n both [Pv4 and [Pv6-enabled networks.
16018} However, existing IPsec-enabled systems typically negotiate o create {Psec
tunnels, or secure tunnels, on a point-to-point basis, rather than allowing for data access by
oltiple entities within the same “community of mterest”.  Furthermore, Psec is only
avatlable on some modern computing systems, and may be Hmited in availability in different
types of systems, such as mobile devices, or in cloud environments. Furthermore, different
implementations of IPsec on different types of computing systems are handled differently,
leading to inconsistencies in connection parameters. Furthermore, 1Psec is built based on a
premise that two computing systems can negotiate security parameters; when two such
systems intend to form a secure tunnel, that tunnel is established through use of an IKE key
exchange, which requires a response to an initial transmussion.  However, to accomplish

perfect forward secrecy, such trading of security parameters may not be possible.
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16619} Accordingly, mechanisms for improving flexibility by which devices can conmect

to and communicate with other devices within a Stealth-based network are desirable.

SUMMARY
18626} In summary, the present disclosure relates generally to security arrangements for

cloud computing. fo particular, the present disclosure relates to a cleartext gateway for
secure enterprise communications.

{6621} In a first aspect, a gateway computing system inchides a memory storing cleartext
gateway sofiware and a programmable circuil communicatively connected to the memory.
The programuoable circuit is configured to execute computer-executable instructions
meluding the cleartext gateway software. Execcution of the cleartext gateway software by the
programmable circuit causes the gateway computing system {o instantiate at the gateway
computing system a virtual device router including a cleartext interface configured to send
and receive data packets from a cleariext endpoint and a secured inierface configured to
exchange data packets with one or more secured endpoints within a secured enterprise
network, and lcad the virtual device router with conmumunity of tnterest material from an
authentication server, the comuounity of inferest material associated with one or more
commumnities of mterest configured to allow access o the cleartext endpoint.

{8822] In a second aspect, a method of routing traffic between a cleartext endpomt
and a secured enterprise network includes nstantiating at a gateway computing system a
virtual device router associated with the cleartext endpoint; the virtual device router including
a cleartext interface configured to send and receive data packets from a cleartext endpoint and
a secured interface configured to exchange data packets with one or more secured endpoinis
within a secured enferprise network. The method further includes loading the virtual device
router with community of interest material from an authentication server, the community of
mnterest material associated with one or more communities of interest configured to allow
access to the cleartext endpoint.

{B023] In a third aspect, a secured cnferprise network allowing counection 1o a
cleartext endpoint is disclosed. The secured enterprise network includes a plurality of
secured endpoints configured to exchange secured communications among endpoints sharing
a cormomon commmunity of inferest, and a2 gateway computing system comumumnicatively
conmected to the plurality of secured endpoints. The gateway computing system includes a
virtual device router including a clearlext interface configured to send and receive data

4
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packets from a cleartext endpoint and a secured interface configured to exchange data packets
with cne or more secured endpoints within a secured enterprise network. The virtual device
router includes community of interest material from an authentication server, the community
of interest material associated with one or more communities of mterest configured to allow
access to the cleartext endpoint.

16024} This summary is provided to infroduce a selection of concepts in a siraphified
form that are further described below m the Detailed Description. This sumunary is not
mtended to identify key features or essential features of the claimed subject matter, nor is it

intenided to be used to limit the scope of the claimed subject matter.

BRIEF DESCRIPTION OF THE DRAWINGS
[8025] Fig. 1 iHustrates an example architecture in which aspects of the present
disclosure can be implemenied;
8026} Fig. 2 illustrates an example architecture including a cleartext gateway computing
device in the context of a secure enterprise network;
{8027} Fig. 3 illustrates an example virtual data relay instantiable within a cleartext
gateway computing device to establish a cleariext connection to an endpoint not resident
within the secure enterprise network;
8028} Fig. 4 is a flowchart of a method for instantiating virtual data velays in a cleartext
gateway cormaputing device, according 1o au exarapie embodiment of the present disclosure;
[6029] Fig. 5 1s a flowchart of a method for configuring networking settings for a virtual
data relay within a galeway computing device, according to an example embodiment;
[8036] Fig. 6 is a flowchart of a method for commmunicating with an external endpoint
from a secure enterprise network, according to an example embodiment;
[8031] Fig. 7 18 a messaging flow diagram of a lcense VDR of a cleartext gateway
computing device at an authentication service, according to an example embodiment;
18632} Fig. 8 is a messaging flow diagram of a VDR of a cleartext gateway computing
device at an authentication service and Heensing service, according 1o an cxample
embodiment;
[8033] Fig. 9 is a messaging flow diagram of a VDR of a cleartext gateway computing
device having existing licenses at an authentication service, according to an example

embodiment;
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6034} Fig. 10 is a messaging flow diagram of & VDRs managed at a cleartext gateway
computing device with an authentication service, according to an cxample embodiment;
[8035] Fig. 11 illustrates a state diagram showing conuectivity states of a cleartext
gateway computing device, n an example emmbodiment;

1036} Fig. 12 illustrates a network topology incorporating a cleartext gateway device
and allowing conununication between cleartext endpoints and endpoints included in a
secured enterprise network, according to an example embodiment;

16037} Fig. 13 iflusirates an example computing system in which aspects of the present
disclosure can be implemented;

[8038] Fig. 14 ilustrates an example virtualization environment iroplemented on a
computing system, illusirating a mechanism by which private-domain and cloud-based virtual
machines can be implemented; and

1039} Fig. 15 illustrates an example multi-user compuling arrangement iHustrating
shared computing resources across different partitions and/or virtual machines, according to

example embodiments.

DETAILED DESCRIPTION
8048} As briefly deseribed above, embodiments of the present invention are directed to
methods and systems for providing a cleartext gateway system allowing cleartext access
between computing systerns wishing to connect to a secured cnterprise, for example from a
secure cloud-based system or a remote, secured, and trusted computing system that does not
regquire a separate secured connection {(e.g., VPN} as an additional layer of commumication
security to the overall system. Such arrangements as discussed herein provide flexibility to
allow trusted devices external to a secured enterprise to connect to portions of the enterprise
that trust those endpoints. In some embodiments, such devices that are not part of the
enterprise are referred to herein as “cleartext endpoints” since they refer to endpoints that
connect 1o a gateway 1o access internal resources of a secured enterprise network, but do not
require a separate securing of the connection between those devices and the gateway, for
example by VEN. Accordingly, the methods and systems of the present disclosure provide
uniform security across public and private domain portions of an organization’s network,
simplifying administration of an overall network and improving flexibility regarding data

storage, hicense allocation, and computing resource allocation.
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[6641} According to example embodiments discussed herein, endpoints can include
computing systems and virtual machines in a sccured enterprise network that may be isolated
by encrypling transmissions between those systeros with keys possessed only by an intended
recipient. Within a network, the virtual roachines may be logically organized into a number
of cormmmunity-of-interest (COF) groups. Each CO6 may use an encryption key to secure
communcations within the COL, such that only other endpoinis in the COf may decrypt the
message. Endpoints may be automatically provisioned with configuration mformation, such
as the encryption keys, when the endpoint joins the secured network, e.g., when a virtual
machine is started. The provisioning information may be created based on a template stored
on a configuration server. As noted in the above-cited patents and patent applications, use of
the COY groups, and associated authentication, allows for complete opacity of a network for
devices not belonging to a COI group, allowing a secured enterprise network to appear (o
have different computing system endpoints therewithin based on the COf to which that
endpoint or deviee belongs.

16642} In the context of the present disclosure, the cleartext gateway establishes virtoal
device routers that arc dedicated to each endpoint not inciuded in the secured enterprise.

Such virtual device routers can be dedicated to specific endpoints, acting as a proxy for that

3

endpoint from the perspective of devices in the secured enterprise network. Such proxying
allows for connection of cleartext endpoints that lack capability natively to connect to a
Stealth network to connect to that network via a router corponent, with fndividual virtual
data relays associated with each such endpoint. Furthermore, the cleartext gateway of the

present disclosure allows for divect addressing of such cleartext endpoints via the native IP
addressing of those endpoints themselves, via the cleartext gateway {e.g., without requiring
addressing to the gateway itself).

6043} According to example embodiments discussed herein, endpoints, such as virtual
machines, 1 a network may be isolated by encrypting transmissions between the endpoints
with keys possessed only by an intended recipient. Within a network, the endpoints may be
logically organized into a number of community-of-interest (COL) groups. Each CO6 may
use an encryption key to sccure communications within the COL, such that only other virtual
machines in the COL may decrypt the message. Virtual machines operating as endpoints may
be automatically provisioned with configuration inforroation, such as the encryption keys,
when the virtual machine is started. The provisioning information roay be created based on a

template stored on a configuration server.
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6044} In particular embodiments, the present disclosure relates to a cleartext gateway
computing device uscable in connection with a secured enterprise network implementing
Stealth technology provided by Unisys Corporation of Blue Bell, Pennsylvania, The cleartext
gateway allows connection to the sccure enterprise network by trusted external endpoints,
such as mobile devices or cloud devices tmplementing specific frusted software with which a
separate VPN commection to a gateway may not be required. Rather, the exiernal endpoint
itself may manage security by comnecting to the gateway via a dedicated connection, or by
being located within a trusted network., Example arrangements in which a cleartext gateway
may be used are itlustrated in connection with Figure 1, below.

[8045] Referring now to Fig. 1, an example architecture 100 in which aspects of the
present disclosure can be implerented is illustrated.  The architecture 100 represents a
schematic arrangement useable to cstablish a connection to a computing architecture external
to a private domain. The architecture 100 as shown includes computing systems, such as
physical and virtual machines, established in both a private domain {e.g., managed within an
organization} and in a public domain, for example either as stand-alone computing systemns
connected to the private domain via the Internet, or a cloud-based domain {c.g., on computing
systems that are managed from a public domain or third-party network). Although in some
embodiments such an arrangement roay require use of a secured connection between the
external and cloond-based endpoints, it may in some cases be advisable to use a cleartext
(unencrypted) connection fo the secure enterprise network in other cases, examples of which
are discussed heremn.

[6046] In the embodiment shown, the architecture 100 inchudes an external environment
101, mchuding cloud domain 102, and a private domaimn 104, The private domain 104 can
include both a virtualized compouvent 106, and an cnferprise support compounent 108,

~

Generally, the architecture represenis computing resources available to an enterprise for
managing, for example, computing or storage tasks.

16047} In the cmbodiment shown, the cloud domwain 102 includes a plurality of
configurable cloud-based virtual machines 110 (shown as virtual machines, or VMs, 110a-b).
The cloud-based virtual machines 110 can be configuwred for uvse in comnection with a
common virtual network, or vLAN 112, that aliows the cloud-based VMs 110 to
intercomununicate. The vEAN 112 is communicatively connected to the private domain, for
example via a gateway device 114, as discussed below, for compumication with locally-
managed virtual machines within the private domain 104, Although in the present disclosure

8
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two cloud-based VMs 110a-b are shown, it is noted that other virtual machines, and
associated in two or more vLAN arrangements, could be used as weil.
(0048 In addition, in the embodiment shown, the external enviromment 161 can inclade
one or more other types of endpoints, e.g., endpomnt 140, that are not included within the
devices specifically managed within the private domain 104, but intended to be trusied by
endpoints within the private domoain 104, Such devices can include, for example devices
hosting or commumicatively connected to a Stealth Secure Virtual Terminal (“SSVT7) device,
provided by Unisys Corporation of Blue Bell, Pennsylvania. Example operation of such a
device is described in a opumber of applications, including: U.S. Provisional Patent
Application No. 61/389,511, filed Oct. 4, 2010, and ecutitled “System and Method for
Providing a USB Stick-Based Thin Client”, Attorney Docket No. TN532Z 1P, the disclosure of
which is hereby incorporated by reference in its entivety; U.S. Provisional Patent Application
0. 61/389,535, filed Oct, 4, 2010, and entitled “System and Method for Providing a Stealth
Secure Virtual Terminal”, Attorney Docket No. TNS533.P, the disclosure of which is hereby
mecorporated by reference in s entively; and ULS. patent application Ser. No. 11/714,598,
filed Mar. 6, 2007, entitled “Gateway for Securing Data to/from a Private Network™,
Attoroey Docket No. TN4OD US-CIP3, the disclosure of which is hereby mcorporated by
reference in 118 entirety. Accordingly, communication with such devices, sinee secured using
Stealth-based communications and pre-configured with loensing connection mformation,
does not require a secure connection for communication with a gateway, particularly when
positioned within and communicating {rom within an enterprise network. {n such instances, a
secured, e.g., VPN-based connection is not available, so a cleartext-based connection is ased,
cordingly to example cmbodiments of the present disclosure.  Accordingly, for such
connections, rather than connecting to a gateway device that implemeonts VDRs (discussed in
further detail below) providing a secured VPN-based mnterface, a cleartext gateway device is
provided herein that implements a cleartext interface by which such devices can connect to
trusted devices within the private domain 104,
16049) I private domain 104, a gateway device 114 provides a coranmunication location
for external endpoints, such as endpoint 140 or cloud-based VMs 110, to coordinate
communication with private domain systems. The broker 116, included within gatoway
device 114 in the embodiment shown, can be used fo establish secure communications with
such public domain endpoints, for example by instantiating and managing virtual data relay
devices, also known as virtual device routers, or VDRs i

O

18, that manage private-domain
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community of interest keys and filters for such external endpoints while maintaining a
dedicated connection to those external endpoints, including endpoint 140 and cloud-based
VMs 110, As noted below, use of such VDRs 118 can include, for example, a Stealth-based
mierface that uses private-domam commumty of interest keys and filters, also referred to
herein as VPN COI keys and filters, for commumnication with privaie domain VMs, while
providing a clearfext interface via the gateway device 114 to a cloud-based VM 110 for
communication over the mternet.  Details regarding a cleariext implementation of the

gateway device 114 and associated broker 116 are discussed i further detail below in

connection with Figs. 2-3.
[6058] When initially iostalied, the gateway device 114 and broker 116 can be

configured to provide cleartext conwnunications to an external endpoint, as well as Stealth-
based secure commumications with other private domain systems. The broker 116 shouid be
configured with appropriate Stealth-based credentials, as well as the service community of
interest and filters to be used, as well as details regarding that cloud broker’s connection
useable to establish the cleartext comnection. Other configuration features can be initiahized
and set prior to addition of external endpeints as noted herein.

[B051] In addition, in the cmwbodiment shown, a credentialing service 122 can be
provided that conmects o the gateway device 114 and the broker 116 via a2 mavagement
vEAN 120, The credentialing service 122 can be implemented as a separate virtual machine
or service, and generates and provides credentials for use across the external environment 10]
mnchuiding within the cloud domain 102, such that credentials need not be stored at each VM
when that VM is oreated; rather, credentials for VMg can be retrieved on demand, for
example based on requests received at the gateway device 114, Using the credentialing
service 122, credentials specific to their purpose are provided at boot time, used mmediately
to authenticate a VM and authorize its COls, and then the credentials are discarded. Use and
discarding of credentials after authentication prevents replay attacks, duphcating VMs, and
RAM/VM scraping for credentials.

18652} o addition, within the private domain 104, a plurality of private domain virtual
machines 124 {(shown as VMs 124a-b} can be maintained. These VMs 124 can be within the
same or different COIs to cach other and to the cloud-based YVMs 110 and/or external
endpoints 140, A hcensing service 126 can be implemented within the private domain 104 as
well, to provide management functions associated with the various cloud-based VMs 110,
124 or other endpoinis (e.g., endpoint 140} created within or managed by the overall

10
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arrangement. The licensing service 126 can be implemented on a Heensing server, and can
provide hcense issuance, fracking, and logging of license requests within the Stealth network.
[8053] In some embodiments, the enterprise support component 108 can include systoms
used to provide security to computing systems, mcluding both virtaal systems and physical
systems, within the enterprise. In particular, the enierprise support component 108 can
include a plurality of local systems 130 {e.g., hardware or virtual systeros) as well as Stealth-
enabling systerns including an authentication service 133 and a security apphiance 134, The
authentication service 133 maintains and distributes commuonity of interest keys in response
to receipt of credentials in 8 request {as have previously been refrieved by a hardware or
virtualized system from the credentialing service 122). The authentication service 133 can
also maintain and distribute Glters for use in connection with such community of interest keys
for controlling commumicative access among systems in the architecture 100, In example
embodiments, the authentication service 133 corresponds to a Stealth awthentication service
that can be used to authorize cach Stealth-based {(secured) endpoint within an enterprise, as
well as via cloud-based VMs 110, cleartext endpoints such as endpoint 140 connected via the
cloud domain 102, and VDRs 118 used to communicate with such cloud-based VMs and
other devices in the cloud domain 102.

[8334] Using the authentication service 133, cloud-based VMs 110, as well as other
external endpomnts {e.g., endpoint 140}, are authenticated and authorized. In the context of'a
secured connection to an external endpoint, a first authorization s to authenticate the [Psec
VPN connection and authorize the corresponding VDR’ s COls, providing the VDR 118 that
is associated with ecach particular VM 110 with COI keys and filters. However, a second
authentication s {0 authenticate a logon service of the VM 110, and authorize cloud-based
COls for use within the cloud. This second authentication s performed in the case of &
cleartext connection to the secure enterprise network as well, despite the frst authorization
being avoided (with COI keys and filters being obtained by an authorized device having
received previously an authentication key and access address information). For cxample, the
logon service can be authenticated using an Active Directory instance or via an authentication
performed from the enterprise domain.

[8055] it is poted that the auwthentication service 133 may need to include particolar
settings to accominoedate a cleartext gateway coraputing device, such as gateway device 114,
m some embodiments. For example, in some cascs, the authentication service 133 may be
configured to validate individual VDR traffic from VDRs 118 at the gateway device 114, or

]
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multiple devices 114 may be included in a network. Accordingly, an XML file can designate
a particular authorization group and can be loaded at respective gateway devices {14 fo
associate those devices with a particular authentication service 133,

[B056] In the embodiment shown, the security appliance 134 can be used as a secured
endpoint to which other non-secured computing systems or enterprise resources can be
comected {e.g., SAN systems, or other storage). In example cmbodiments, the security
appliance 134 could alternatively be used as the lcensing serviee 126, o still other

embodiments, the security appliance 134 can be removed altogether (e.g., in entirely [Psec-

based implementations).

[B057] Referring back to the cloud-based ¥Ms 110, in the embodiment shown, a cloud-
based VM can include an applet 131 that stores service mode credentials 132 usesble 1o
mitiate avthentication of the cloud-based VM 110, Additionally, the service mode credentials
132 can be used to obtain service mode keyvs and/or filters useable to access the

5
H
1

authentication service 133, and thercby obtain virtual machine keys and fihers that associate

the VM with a particular commanity of interest.  Similarly, for other types of devices,
service mode credentials 132 can be provided to such devices, for example using a hard-
coded SSVT device, as noted above. o example emboduments, credentialing of VMs 110 or
endpoint 140 can be accomphished via the applet 131,

{8058} Referring to Fig. 1 overall, it is noted that although the present disclosure relates
to methods of integrating cloud-based vittual machines and external endpoints into a private
virtualization environment, it 138 noted that in mitiahizing the architecture 100 of Fig. [,
particular security features should be inttialized prior o adding cloud-based VMs, such as
VMs 116, to such an arrangement. For cxample, comrmunities of interest, filter sets, and roles
are typically created in the authentication service 133 for such external endpeints.
Furthermore, one or more security groups corresponding to the roles intended to be assigned
to a particular endpomt should be created, for example in Active Directory. User members of
a sgcurity group should also be defined.

16059} Furthermore, and still referring to Fig. 1, particular features of the architecture
100 dtself’ should be installed prior to addition of cloud-based VMs or other external
endpoints. For example, the security appliance 134, as well as the licensing service 126
should be initialized and configured to be assigned an internct-routable 1P address (ov
addresses, if multiple such systems are deployed) and particular communities of interest, such
as an administrator COL, a service COL, and a hcense COF should be defined alongside

12
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associated filters. For example, an administrative service filter may allow access to any VM
within the arrangement, while a license filter that is distributed to a remote system should
hmit access by that systern using the lcensing CO1 to cormmunications with the Heensing and
logging server, despite the fact that cach of the other VMs will also be members of that COI
for the hicensing/logging requirements associated with those other VMs.  Additionally, a
security nstallation package (e.g., 1o administer Stealth within cach VM to be instantiated) s
prepared for mclusion in each VM, and for each OS hosted within a VM,

8061} Referring now to Figs. 2-3, a specific implementation of a galeway device 114 is
disclosed i which the gateway device provides a cleartext interface that can provide
dedicated, cleartext connections to endpoinis that are not explicitly ncluded within a private

~

domain 104. Such endpoints can include, for example, external endpoints 1406, which may be
mobile devices or other devices that a user may wish to use i connecting to the private
domain cither from external to the private domain or from within a secure enterprise network.
In such cases, because VPN connection is not required (or even possible in the event of
connection of the endpoint 140 within a secured enterprise network) a cleartext gateway
computing system provides a proxying service by which the cleartext gateway manages
routing and visibility of endpoints within the private domain on behalf of the external
endpoint.

8061} Fig. 2 ilustrates an example architecture 200 including a cleartext gateway
computing device, such as gateway device 114 in the context of a secure enterprise network
202, In general, the cleartext gateway computing device 114 operates as a layer 3 forwarding
device which performs a proxying fonction between cleartext endpomts 140a-b and secured
endpoints 160. The proxying function operates transparently in such a way that the systerns in
the secure enterprise network conwnunicate with the same 1P address as configured on the
cleartext endpomt. The packet path between the secured endpoints and the cleartext endpoints
must pass through the cleartext gateway computing device 114 as a routing hop,
bidirectionally. Generally, the cleartext network is a subnet in which the addresses of the
proxied cleartext endpoint systems reside, while the secured network corresponds to one or
more subnets in which the secured endpoints 160 reside.

[8063] In the erobodiment shown, the cleartext gateway computing device 114 includes
a broker 116, as well as a plorality of cleartext VBRs 118a-b. The broker 116 corresponds to
a service useable to manage the cleartext VDRs 118a-b, including creation of such VDRs for
use with cleartext endpoints 140a-b. Each of the cleartext VDRs 118a-b is mstantiated such
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that it is dedicated to an associated cleartext endpoint 140a-b.  Such cleartext endpoints
inchide associated COH information 11%-b which corresponds fo the COls associated with
the users of the cleartext cndpoints 140a-b. Accordingly, even though a cleartext connection
1s established between corresponding VDRs 118a-b and respective cleartext endpoints 140a-
b, the COI information! [9a-b, respectively expose only particular secured cndpoints 160
(e.g., VMs or physical computing systems} within the secure enterprise network 202, The
COl mformation 119a-b i3 retrieved from the authentication service 133 during
authentication of the cleartext endpoint to the cleartext gateway computing device 114, as
noted below in conjunction with Figs. 4-6,

[8063] In the embodiment shown, the cleartext gateway computing device 114 further
meludes a license VDR 150 which mamtains a Hcense connection to licensing service 126.
The hcense VDR 150 mamtains this conpnection to validate the operation of the cleartext
gateway computing device 114; as explained below, upon disconnection of the hicense VDR
150 from the licensing service 126, the broker 116 halts operation of each of the cleartext
VDRs 118a-b until communication with the heensing service 126 can be reestablished.

[8064] A routing table 152 is established in the cleartext gateway computing device 114,
and 15 used for routing traffic exchange to and from sccured endpoints 160 from the cleartext
endpoints 140a-b via VD3Rs 118a-b. For example, the routing table 152 mamtains network
addresses of the cleartext endpoints 140a-b, as well as for secured endpomts 160.
Additionally, the routing table 152 manages 1P addresses for each of the VDRs 118a-b; in
exarple embodirpents, cach VDR manages an IP address for an internal, or secured,
interface, as well as an external, cleartext interface, as tHustrated in Fig. 3. The routing table
information can then be used to determine routing of data from the secured endpoints to the
cleartext endpoints 140 by ensuring such vouting occurs through the cleariext gateway
computing device 114, Siularly, the VDRs moap traffic received from cleartext endpoints
140 to particular secared endpoints that are members of a common community of interest,
based on communily of interest information 119 associated with the cleartext endpoint by
way of the associated VIR 118,

[8065] In accordance with example embodiments of the present disclosure, each VDR
118 is assigned a number of attributes for use within the secure enterprise network 202, Such
attributes inchude, for example, a unigue name and network namespace, a virtualized network
mierface assigned to the cleartext network, a virtualized network mterface assigned to the
secured enterprise network, a protocol daemon configured to implement Stealth-based
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protocols, such as MLSTP, a set of communitics of interest, an IP address presented to
endpoints in the sccured enterprise network, an IP address used as routing hop to the
cleartext network, and one or more policy routing rules.

[8066] A control daemon 154 manages the run-time configuration of the network
interfaces, the VDBRs, IP policy-based routing table 152, and forwarding rules required to map
traffic hetween a cleartext endpoint 140 and secured endpoints 160 for authorized COls. It
also provides an administrative interface for management of the cleartext gateway computing
device 114, The administrative mterface can be, n some embodiments, a command line
interface by which an administrative user can inguire into the status of VDRs 118 within the
cleartext gateway computing device 114 as well as Heense VDR 150, e.g., by administrative
command. An administrative user can also, for example, start, stop, reload, or rollback
particular VER configurations, as well as to show interfaces for each VDR and the statas of
such interfaces. In some instances, the conirol daemon 154 may performm SSH or other
authentication services, may manage system logs using a syslog AP, set firewall rules using
packet filters, or can set a Net-SNMP agent to provide read-only access to certain system
configuration and/or performance data. (ther operations may be available as well, in
alternative embodiments.

[8067] In example embodiments, the control dasmon 154 mchides a plarahity of
subordinate threads which assist in governing operation of the cleartext gateway computing
system 114,  Such threads can assist by, for cxample, executing commands from a
configuration {ile at startup, creating VDR data paths via the routing tables 152, or mitializing
secured packet processing {e.g., using Stealth secured communications technologics,
provided by Unisys Corporation of Blue Bell, Pennsylvania) for each VDR by obtaining CO1
material and filter rules from the authentication service 133 for that VDR, In addition, the
control daemon 154 can be configured to bhandle configuration and management commmands
received via the management mterface 156, which provides a terminal or automated
arrangemient. The contro] dacmon 154 can maintain the Heense tonnel.

16068] In some iostances, the cleartext gateway computing device 114 includes a
provisioning utility installed thereon that delivers endpoint software useable within a Stealth-
enabled network, allowing the gateway device 114 to operate within the sccured enterprise
network, such as specific registry and networking settings to be used.  The provisioning

uiility may alse aliocate, for the cleartext gateway computing device 114 Stealth-based
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security credentials for VDRs that may be instantiated at the cleartext gateway computing
device 114,

6069} In addition to the above, the cleartext gateway computing device 114 can be
configured to perform one or more logging or management operations via management
interface 156. For example, a dump utility could be included to assemble configuration,
fogs, and other feedback into a single file to be used for system troubleshooting.
Additionally, an enterprise management agent could be used to montor operational
statistics of the cleartext gateway computing device 114, for example to provide to a
manageroent server within the secure enterprise network. Finally, one or more seripts may be
mchuded as well, which can be executed during particular events, such as system startup,
shutdown, VDR configuration, or other events.

18076 In operation, the cleartext gateway computing device 114 makes data forwarding
decisions based on values n the packet, rather than only the destination address. For
example, the kernel provides an ordered set of rules contaming maiching criteria which are
evaluated to determine the routing tabic to cruploy for the frame. Using this mechanisim the
next hop for a packet can be based on the source address of the {rame, and thas feature 15 used
by the cleartext gateway computing device 114 to relay frames for a given cleartext endpoint
140 through a particular VOR 118

18071} Overall, the cleartext gateway computing device 114 mamtains 2 configuration
status in a free structure in memory, for example a tree structure can be managed that
mclades various data types, such as strings (useable for naming), IP addresses, route
definitions, integers, or other features, and can be used to define specific paths. Example
paths managed I a configuration tree structure can nclude: a configuration version, a
hostname of the clearlext gateway computing device 114, logging options, authentication
methods {c.g., LDAP, NTLM, none, efc.), bindings used to commumicate with an
authentication server, a hist if network mterfaces or mterface names, text labels for such
mierfaces, 1P addresses assigned to each namespace, virtual interfaces and mappings to
physical interfaces, a physical interface definition, virtual LANs managed at the cleartext
gateway computing device 114, a license VDR, an address of a secure interface, directorics in
which hicense VDR provisioning files exist and other settings for a Heense VDR {eg,
destination addresses), P address pools and pool ranges, and routing table entries associated
with various namespaces. In addition, global routes, system fogging settings {(options and

names), availability/clustering parameters and names, and cleartext mappings between VDRs
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and cleartext endpoints (e.g., including cleartext maps, lists of cleartext hosts, ete.) can be
tracked. Other options are possible as well.

18072} Fig. 3 iHustrates an example virtual data relay amangement 300 including VDR
118 The VDR 118 15 instantiable within a cleartext gateway computing device 114 to
establish a cleartext connection 1o an endpoint not resident within the secure enterprise
network, such as network 202, As illustrated ia Fig, 3, a VDR 118 contains COI information
119 associated with the cleartext endpoint 140, and aleo mcludes virtnalized interfaces
directed toward the cleartext endpoint 140 and toward a secure enierprise network and
associated secured condpoints 160, accordingly.  Specifically, the VDR 118, in the
embodiment shown, includes a secure interface 302 and a cleartext mterface 304. Each of the
secure interface 302 and cleartext mterface 304 are assigned different 1P addresses, to allow
the mterfaces to operate as noted above, allowing the broker 116 to manage traffic based on
the endpoint from which data is received and to be sent to, using routing tables managed in
the cleartext gateway computing device 114,

16673} In example embodiments, each cleartext endpoint 140 and associated VDR 11§
forming a clear text subnet will inchide an 1P address for the cleartext gateway computing
device 114, as well as additional 1P addresses for each cleartext interface 304, and an IP
address for internal routing. Accordingly, i an example configuration including ten cleartext
endpoints on one subnet that should participate 1 the secured enterprise network, a cleartext
subnet will include twelve IP addresses.

16074} In example embodiments, a daemon 306 15 fostantiated as part of the VDR 118,
and controls communication via the secure tnterface. In example embodiments, the daemon
306 1s a “Stealth” dacmon configured to implement Stealth-based communications, and can

~ ~

process traffic for a dedicated cleartext endpoint via the secure interface 302 from the VDR,

[B075] Referring to Figs. 2-3 generally, it is noted that the cleartext gateway computing
device 114 assigns varicus namespaces for management of data routing among endpoints,
including network namespaces, a global namespace, and VDR pnamespaces. Regarding
network namespaces, the cleartext gateway computing device 114 provides the capability to
assign separale network namespaces fo a process tree. A network namespace is logically
another copy of the network stack which contains its own interfaces, route tables, policy
rules, and firewall tules. The cleartext gateway computing device 114 makes use of multiple
network namespaces to route traflic between the secured network and cleartext network. The
global namespace represents a default namespace including the secure interface 302, an
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"mtra” interface defining VDR routings, and the cleartext interface 304, Two bridge devices
are also allocated and used as a path to the VDR namespaces.

[B076] In example embodiments, two or more VDR namespaces are used to isolate
dacmons 306 associated with VDRs, which are allocated to process traffic for individual
cleartext systerns, and for the license VDR 150 (which may also have a corresponding
dacroon, not shown). Within cach VDR vamespace 18 a secured interface, an "intra” interface,
and a virtual “tap” adapter created by the control daemon 154, The secured interface is used
for Stealth-related packet VO.

{8077} Referring now to Figs. 4-6, cxample methods by which a cleariext gatoway
computing device 114 can be mstantiated and operated are disclosed, according fo example
embodiments. Fig. 4 15 a flowchart of a method 400 {or mstantiating virtual data relays in a
cleartext gateway computing device, according to an example embodiment of the present
disclosure.  The method 400 includes instantiating the device (stop 402), such as by
imtializing VDRs 118, for each cleartext endpoint (e.g., cleariext endpoints 140} for which a
connection to a secure enterprise network is to be made. Instantiating the VDR can inchude a
variety of operations; for example, in some emmbodiments, an instantiation operation includes
forming a dacmon useable and associated with the VDR, and processing configuration
parameters associated with the VDR, In such embodiments, a startup configuration can be
loaded from a file.

18678] In the embodiment shown, for each VDR included at the cleartext gateway
computing device 114, IP addresses are assigned to a sccure interface and a cleartext
mterface portion of the VDR (step 404). For example, in some embodiments bridge devices
are instantisted, mmcluding the secure bridge device and “intra” bridge device included in the
VIR and which define the routing o the secure enterprise network and through the VDR
between cleartext and secure interfaces, vespectively. In such cases, each bridge device is
assigned an IP address. For gach address, a commumnication associated with the associated
interface can be transmitted from that interface (e.g., an ARP) to update the L2 neighbor
cache of systems on the network to which that interface is oniented. Received rephics mdicate
that another system already has the address to be assigned to the interface. Assuming no
replics are received, the cleartext interface 304 and securc mterface 302 of the associated
VIR are assigned IP addresses.

[8079] In the embodiment shown, a global routing table is created (step 4006), and a
license tunnel is established (step 408). The lcense tunnel creation may inclede, for
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example, creation of a Heense VDR, nitiation of a secure daemon, and loading of locally-
stored COF key material used by the hicense VIR to establish the license tunnel
[GORG] Once the lcense tunnel 18 cstablished, the cleartext gateway computing device
114 18 authorized to commumicate with the anthentication service 133, Accordingly, in such
embodiments, the cleartext gateway computing device 114 can connect {o the authentication
service 133 fo obtain community of interest nformation {e.g., COI keys and filters assoctated
with the user of the cleartext endpoint with which the VDR is used). Once the COl
mformation is loaded in the respective VDR (e.g., into a secure dacmon associated with the
VDR), the cleartext gateway computing device 114 can determine whether the license tunnel
eroains established. The VIR will apply filter rules based on the received COI information,
and the VDR will be set to a “pending license” state.
8081} The method 400 accordingly includes loading COI wnformation (e.g., keys and
filter rules) associated with each example COI into the corresponding VDR, For example, if
a first VDR is assoctated with a cleartext endpomt 140 intended to have access to computing
systerns or other endpoints within COL A of the secure enterprise network, and a second VDR
is associated with a different cleartext endpoint 140 intended to have access to computing
systerns or other endpotnts within COU B of the secure enterprise network, each VDR will
obtain COI keys and {ilter Hsts associated with that COf and endpoint, respectively, and apply
those at the first and second VDRs. Accordingly, a first cleartext endpoint will access only
endpoints within COJ A through an associated VDR, while a second cleartext endpoint will
access only endpomis within COI B through a ditferent associated VDR,
[6682] In example embodiments, once Heense and CO6 information is loaded and
initialized, startup of the VDR can then be {riggered (step 410), for example by execution of a
“hook script”. Such hook scripts allow an arbitrary program to be executed at stages during
the execution process of the control daemon 154, They can be used to add arbitrary routes or
filter roles. In some embodiments, a hook script is stored at the cleartext gateway computing
device 114, and is passed some amount of sysiern configuration information via standard
input. Hooks may provide context-specific configuration information. For exanple, a hook
called durmg the mterfuace configuration stage may be provided the name of the interface
which is being configured. H a hook script exists in the designated path, and is exccutable, it
will be called. Example hook scripts executable by the cleartext gateway computing device
114 mclude a startup hook script, which initiates startup of the cleartext gateway computing
device 114, a shutdown hook script which terminates operation of the cleariext gateway
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computing device 114, or an interface up hook seript, which receives an identification of an
interface and enables that interface.

[B083] Fig. 5 1s a flowchart of a method 300 for configuring networking settings for a
virtual data relay within a cleartext gateway computing device, according to an example
embodiment. The method 500 can be performed, for exarple, as part of tnstantiating VERs
for a cleartext gateway computing device 114, such as is illustrated as part of method 400
above (e.g., at steps 402-404). In the embodiment shown, the method 300 imcludes
mstantiating a VDR for each cleartext endpoint for which communication with a secure
enterprise network is desired (step 502). In example embodiments, this can include creating a
unique network namespace in the configuration tree of the clearfext gateway computing
deviee 114 for the VDR based on a supphed VDR number. Generally, each cleartext gateway
computing device 114 can be mapped to multiple VLAN arrangements. When defiming a
namespace, each VLAN will be associated with a “vdrset” namespace that can include one or
more VDRs 118 assigned thereto. When naming or associating a VDR 118 to a particular
namespace, the name can be, for example, a concatenation of the string "vdr", the "vdrset”
name, and the VDR number. For example, names could include "vdr-vdrsetl-1", "vdr-
vdrset2-1", ete. The P addresses assigned to the VIIRs 118 will be drawn from the address
pool assigned to a vdrset of which that VDR 1s a member.

(3084} In the embodiment shown, the method 500 can further include creating an
interface for the “intra” bridge of the VDR (step 504). In exarople implergentations, one end
is named "intra-n" and the other is named as the concatenation of the string "ntra", the
"vdrset” name, and the VDR number. For example, "intra-vdrseti-1". In such cases, the
"intra-in" interface is assigned to the network namespace for this VDR, while the other haif
of the veth is assigned to the "intra” bridge.

[B085] In the embodiment shown, the method 500 can also include creating an mterface
for the VDR bridge (step 504}, which maps secured endpoints to a particular VDR, In an
example implementation, one end is named "secured-in” and the other is named as the
concatenation of the string "secured”, the "vdrset” name, and the VIR number. For example,
"secured-vdrseti-1". In such cases, the "secured-in” interface is assigned to the network
namespace for this VDR, while the other balf is assigned to a "sccured” bridge.

[G086] A daemon, such as dacmon 306 of Fig. 3, is started (step 506}, and routes are

added by way of routing tables (step 508). Ounce routes are added, traffic can be managed by
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the daemon 306 among the interfaces as defined previously. Accordingly, the VDR is
therefore configured to manage traffic for a particular cleartext endpoint.

{8087} Referring now to Fig. 6, a flowchart of a method 600 for communicating with an
external endpoint from a secure enterprise network, according to an example embodiment.
The method 600 represenis general data traffic exchange across a cleariext gateway
computing device 114 between a cleartext codpoint and one or more secured endpoinis
within a common comnumity of interest as that cleartext endpoint.

[G088] In the embodiment shown, the method 600 inchudes initiation of a VDR (e.g.,
VDR 118} for use in connection between such endpoints {step 602}, such as endpoints 140,
160.  This can be accomplished, for example, using the methods described above in
connection with Figs. 4-5. Once the VDR is established, data is received at an interface {step
604}, This can mclude receiving data at a cleartext mterface 304 from a cleartext endpoint
160, or receiving data at a secure interface 302 from a secured endpoint 160, ¢.g., an endpoint
within a Stealth-enabled secure enterprise network.

[668%] In the embodiment shown, the method 600 includes routing the data to a
complementary interface {step 606), for example via use of rowting tables that define a
routing between endpoints. For example, routing of data from a cleartext endpoint may
equire review of a routing definition between that endpoint and one or more endpoints
within the secure enterprise network, as well as use of COF information (keys and filters) to
detormine the secured endpoints that are accessible to and visible to that cleartext endpoint.
Simnifarly, routing of data from a secured endpoint to a desired cleartext endpomt requires
routing that data to the cleartext gateway computing device 114, which in turn determines,
based on the intended endpoint {as noted based on addresses in the routing tables managed at
that system) the intended cleartext endpoint; accordingly, an appropriate VDR is employed to
communicaie such data to the cleartext endpomt.  In some scenarios, data addressed to &
particular IP address assigned o a secure interface 302 of a VDR 118 results in forwarding of
that data to the cleartext endpoint associated with that VDR,

18050] Io addifion to routing of data, during operation of the cleartext gateway
computing device 114, maintenance of a licensing tunnel is monitored. In the example
shown, a license status is monitored to determine whether a licensing tunnel is maintained
open {step 608). This hicense polling may occur periodically, e.g., every 30 seconds. if the
Heensing tunmel remains open (branching OK), continued data exchange is allowed among
endpoints 140, 160. However, if the Hicense tunnel has been closed for a period of more than
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a predetermined number of polling operations or minutes (branching Interrupted as shown in
Fig. 63, cach of the non-license VDRs established at the cleartext gateway computing device
114 arc disabled and a reconnection process is triggered (step 610}, During the reconnection
process, polling of the hicense VDR for an active Heense tuonel can occur more frequently,
¢.g., every 5 seconds, and a polling operation (step 608) can repeat. Once reconnection
occurs, data exchange is again allowed by VDRs.

16691} It is noted that because the cleartext gateway computing device 114 reqguires a
separate VDR for each cleartext endpoint 140, it may be advisable to employ more than one
such cleartext gateway computing device 114, depending upon the number of cleartext
endpoints to be accomumodated. In such examples, a clustering arrangement can be employed
m which a clustering service monitors across a common set of networked cleartext gateway
computing devices 114, The clustering service can be managed on each of the devices, and is
aware of the configuration of each device for data forwarding/management. The chustering
service can manage a cluster management network, separate from the cleartext and secured
enterprise networks, ensuring that there is no commingling of cluster-specific network traffic
with the secured or cleartext traffic.

(6092} In some cmbodiments, clustering can be automatically started alongside
mstantiation of a cleartext gateway computing device 114, as part of method 400 of Fig. 4. In
such arrangements, a separate chustering dacmon can be included as part of the cleartext
gateway computing device 114, and can monitor and check status of neighboring cleartext
gateway computing devices. Tn some cases, a pool of IP addresses 18 reserved for clustered

devices, and configurable using the admunistration tools exposed by the management

36.
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interface
[8093] Referring now to Figs. 7-10, various raessaging flow diagrams are illustrated
showing connectivity messages being passed among devices, such as the cleartext gateway,
an authentication server, and a license server. Such devices can, in embodiments, correspond
to the analogous devices of Figs. 1-3, above.

180%4] Fig. 7 is a messaging flow diagram 700 of a license VDR of a cleartext gatoway
computing device at an authentication service, according to an example embodiment. In the
embodiment shown, a clearfext gateway device, such as cleartext gateway device 114 of Fig.
1, transrotts a tuples request to an authentication server, such as authentication service 133,
The authentication server returns tuples to the gateway, with the tuples corresponding to keys
useable to maintain a secure hicense tunnel open between the license VDR and a Heensing
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server. This can include, for example, key negotiation regarding settings, location, and other
information associated with establishing a secure connection between a hcense VDR at the
cleartext gateway device and the Heensing server. The returned tuples, which may, in some
embodiments, be encrypted with a wrapper key, are decrypted, and loaded into a Hcense
VDR at the cleartext gateway device.
16095} Once the license VDR is loaded with such connectivity information, it transmits a
heartbeat message to the authentication server, which responds to the heartbeat message. The
heartbeat message, and response, ensure continued connection between the authentication
server and the cleartext gateway device, and cnsures that the license counts fracked by the
authentication server remains in sync with the icense counts tracked at the cleartext gateway
device. [t does so by mcluding tags for Heenses and a total number of requested Heenses in
the heartbeat message. An example heartbeat message can appear as follows:

#tdefine AUTH _SVC _SESSION KEEPALIVE DOC TEMPLATE)
"<Zxml version=\"1.0\" encoding=\"utf~8\"7>\n\
<gession version=\"%s\" sessioniD=\"%lo\" nomV dra=\"%d\" totalVdrs=\"%d\">\n\
<action>n\
<keepAlive S~

</action>\n\
</sesston>\n'
16096] If the cleartext gateway device reports a Heense count that is out of sync with the
authentication server, then the authentication server will reply with a rekey command,
Accordingly, the response (o the heartbeat message by the avthentication server will indicate
one of a sct of possible responses: (1) an indication that the Hicense counts differs between the
Auth Service and the SYGW; (2) an indication that the authentication server has shut down
the session associated with the cleartext gateway device, {3) an indication of a heartbeat
fatfure between the authentication service and the lHcense VDR, (4} a successful heartbeat
response, or {5} an ervor. If the Hcense count differs, a rekey response is transmitied, and the
cleartext gateway device shuts down all ronning VIIRs and vestarts VIR authentication.
Similarly, an indication that the authentication server has shut down the session will shut
down running VDRs. Heartbeat faitures, or ervors, result in the Heense state being set to false.
[6097] Fig. § is a messaging flow diagraro 800 of a VDR of a cleartext gateway device at
an authentication service and Heensing service, according to an example embodiment. In the
diagram 800, a tuples request is transmitted from the cleartext gateway device to the

23



WO 2016/003885 PCT/US2015/038283

authentication server. The tuples request will generally mchide information received from a
remote cicartext cndpoint, such as username and password or other authentication
mrormation,  The authentication server determines whether a number of licenses has
changed, and if so, generates an adjusted total number of licenses associated with virtual
machines {¢.g., endpoints) that are connecting to a Stealth network via the cleartext gateway
device.

{6098} The authentication server then transmits a request for a total number of VDR
hcenses to a Heensing server, such as licensing service 126 of Figs. -2, above. The licensing
server returns a response 1o the authentication server, which, based on a determination that an
adequate number of total number of hcenses exist, will genevate and return a tuples response
to the cleartext gateway device. The tuples response will generally melude community of
mterest information for the particular device secking to conmect via a cleartext connection to
a YDR. The cleartext gateway device will then load the tuples information (e.g., the received
COI information) nto a VDR that 1s allocated for the particular remote device.. The cleartex
gateway device will also update a license count associated with the cleartext gateway in the
hicense VDR, Finally, the license VDR will send an updated heartbeat message to the
authentication server which will in turn send back a response. The heartbeat message can be
as described above in connection with Fig. 7, but with an adjusted number of VDR heenses
wdentified in the heartbeat message. Upon establishing the tuples information within the VDR,
and notifying the device connecting to the VDR, that VIR can be used by the remote device
to comnect to the Stealth network, according to the COI information provided to it
Accordingly, there can be a portion of the Stealth network, partitioned by COI and tied to
particular sets of devices, that allows for cleartext communication from remote devices, while
still ensuring that the remote devices cannot view (due to perfect forward sccrecy) other
devices within the Stealth network that are not part of the same cleartext COL

8099} Fig. 9 is a messaging flow diagram 900 of a VDR of a cleartext gateway device
having existing licenses at an authentication service, according o an cxampic embodiment.
In this example, the cleartext gateway device fransmifs a fuples reguest to the authentication
server, which determunes that a Heense is already carmarked for the particular VDR, The
authentication server returns a tuples response to the cleartext gateway device, which loads
the toples fnformation (e.g., COI keys for the cleartext COI) into a VDR and updates the

Heense VDR’s hicense count. The license VDR then fransmits a heartbeat message and
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receives a response, as discussed above with respect to Fig. 7 (i.e., with unchanged license
information, since the ficense was already allocated to the VDR

(601661 Fig. 10 is a messaging flow diagram 1000 of a VIRs managed at a cleartext
gateway device with an authentication server, according {o an example embodiment. The
messaging {low diagram 1000 occurs, for example, in response to a subseguent heartbeat
message of the cleartext gateway device. In the example shown, the cleartext gateway device
transmits the heartbeat message, as noted above in Fig. 7; the authentication server checks a
total number of VDRS and mumber of licensed VDRs as identified o the heartbeat message,
and generates a responsive message providing status of the licensing of VDR at the cleartext
gateway device, as also noted above. Such a heartbeat message cycle can be performed on a
configurable frequency, as set by one or both of the cleartext gateway device and the
authentication server when provisioning the cleartext gateway device.

160161} Reforring now o Figure 11, a state diagram 1100 is illustrated showing
connectivity states of a cleartext gateway device for a particular enabled network connection
between a remote device seeking cleartext connectivity to the Stealth network and one or
maore secure endpoints included within a secured (Stealth) network. VIR states can include,
for example, 2 null session state 1102 (referred fo as SESS NONE), a VDR request state
1104 (SESS_REQ VDR), an assigned VDR state 1106 (SESS_ASSIGNED VDR), a VDR
provisioning request state 1108 {(SESS COI PROV REQ), and a VDR active staie 1110
(SESS COI ACTIVE)., Geperally the null session state 1102 represents a VDR in an
available pool and lacking any routing or association with a VPN IP address. Such VDRs
have a service key loaded and an associated IP address. The VDR request state 1104, or
starting state, generally has no routing, and is not associated with a VPN 1P address. Rather,
in this starting state the VDR broker 116 can create or start a container and start a Steakth
service key mode, allowing the VDR to be allocated from the available pool.

[081021 The assigned VDR state 1106 stilf has no rooting, but has a service key loaded
and includes IP addresses. The assigned VDR state 1106 is associated with a VPN 1P
address, corresponding that VIR with a particular secure connection to a remote endpoint.
However, a VDR m the assigned VDR state still has no conununity of interest material (keys,
ctc.) assigned, so communication by the endpoint within the Stealth network (e.g., private
domain 104) is not vet enabled. To the VDR active state 1110, the VDR broker 116 has
assigned the VDR 118 with routing information, an associated VPN P address, and
community of interest material.  Furthermore, the VDR broker 116 has opened a license
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tunnel, allowing for validation of the COI material within the private domain 104, shown as a
Stealth-enabled network.

(681631  In operation, an cvent manager included within the cleartext gateway device of
the example embodiments deseribed above tracks state transitions arong the various staies
1102-1114, which may transition based on actions taken by the VDR broker 116, Various
actions may be performed, for exarople by a VDR manager service operating within the
cleartext gateway device. In example embodiments, actions can mclude:

& g session creation action 1120 (ACT CREATE SESSION), which creates a session
entry and assigos a session H;

# arequest VDR action 1122 {ACT REQ VDR), which corresponds to a VDR request
received at the VDR manager, and including & Client 1P address and session 1D, The
request VDR action 1122 triggers a CONNECTION START cvent passing a
usernamie and [P address of the endpoint seeking connection at the cleartext gateway
device, and handled by the VDR broker 116.

e a VDR assignment action 1124 (ACT VDR _ASSIGN COMPLETE), which
reassigns a state to assign the VDR,

¢ a VDR provisioning action 1126 (ACT PROV VDR), which sends a provision
request to the VDR manager;

« a VDR provisioning verification action 1128 (ACT PROV _COMPLETE), which
resets a state of the VDR to active, as noted below;

# a VDR discarding action 1130 (ACT VDR DISCARD), which issues a VDR discard
request to the VDR manager; and

s acleanup action 1132 (ACT _CLEANUP), which issues a VDR discard request to the
VDR manager and frees session resources for reuse.

[86164]  In the null session state 1102, receipt of a start conmection request will caose the
broker 116 to perform a session creation action 1120, transitioning the VDR to the VDR
request state 1104, Receipt of a VDR assignment response (VDR_ASSIGN _RSP), which
indicates that a VDR has been allocated, can trigger the VDR assignment action 1124, and,
upon a VDR assignment action 1124 (ACT VDR ASSIGN COMPLETE), transition to the
assigned VDR state 1106, The VDR assignment response can inchude, for example, a VDR
1D, securer public key, and VDR TP addresses.

(861651  An  authenfication completion  indication (AUTH COMPLETE IND),

corresponding to a message from the authentication manager that a Stealth user has been
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authenticated by the authentication service 133, inchides a username, gateway, and COI
response from the authentication server, and triggers the VDR provisioning action 1126,
which in turn transitions the VDR to a VDR provisioning request state 1108, From the VOR
provisioning request state 1108, a VDR provisioning verification action 1128 will transition
the VDR 1o a VDR active state 111, upon occurrence of a verification message
(VDR _PROY _COMPLETE) from the VIR manager. From the VDR active state 1110, a
connection stop message {VPN_CONNECTION _STOP) mdicating that a connection from
the remote endpoint to the VDR has closed will cause transition to return to 2 VDR
provisioning action {126, triggering atiempts {0 re-provision the VDR with the associated
mobile device upon reconnection of the VPN tunnel.

(60166  Additionally, when mn any of states 1106-1112, performance of a cleanup action
1132, or in states 1108-1112 performance of a VDR discarding action 1130, will transition
the VER o a nufl session state 1102, returning the VDR to an available pool by turning off
all routing, disabling workgroups, and disassociating a VPN P addvess (therchy
disasspciating the VDR from the mobile device and associated application).  Such
terminations may occur, for example, in response to a termination message received from the
authentication manager.

{68167  Referring to Fig. 11 generally, it 18 noted that although a particular set of states
and state transitions are disclosed, other siates or transitions may be provided as well, for
exarople 1o accoramodate fracking of different types of VDR connections, VPN connections,
or to further deline instances m which terminations occur to determine a cause of such
ternumnations.

[60188]  Additional details regarding transition of states, and cxarople services within a
gateway that can perform such state fransitions, are discussed in further detail i U.S. Patent
Application No. , filed herewith, Attorney Docket No. TN624, and U.S. Provisional
Patent Application No. 62/018,956, filed on June 30, 20614, Attorney Docket No, TNG24.P,
the disclosures of both of which is hereby mcorporated by reference i their entireties.
166169 Fig. 12 ilustrates a network topology 1200 mncorporating a cleartext gatoway
device and allowing communication between cleariext endpoints and endpomts inclided in a
secured enterprise network, according to an cxample embodiment. The network topology
1200 iHustrates an effect of establishing cleariext communications among various endpoinis
that are accessible to a cleartext portion of a Stealth-enabled network. In the embodiment
hown, the network topology inclodes a cleartext gateway device 1202 that is
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commmumnicatively connected to a phwalily of cleartext endpoints 1240a-b at a public domain
side of the cleartext gateway device 1202 and Stealth-based systems on a secured enterprise
side of the cleartext gateway device 1202, In particular, the secured cuterprise side of the
cleartext gateway device 1202 is comnected to a plurality of endpoints 1232, shown as
endpoints 1232a-b. The secured enterprise side of the cleartext gateway device 1202 is
connected to an authentication server 1234 and a Heense server 1236,
(60118 As iHustrated, each cleartext endpoint 1240a-b is associated with a particular
public 1P address. For example, as seen in Fig. 12, cleartext endpoint 12403 is assigned
10.1.0.1, and cleartext endpoint 1240b is assigned 10.1.0.2. To comununicate with one or
more endpoints 1232 within the secured enterprise network, each of the cleartext endpoinis
1240a-b addresses data to a particular VDR 1214; as shown in the example of Fig. 12,
cleartext endpoint 12403 addresses VDR | 1214a, while cleartext endpoint 1240b addresses
/DR 2 1214b.  In cither case, the cleartext gateway device 1202 acts as a routing hop
between the cleartext endpoint 1240 and the Stealth endpomt 1232,
[EEEERRY While Hicense VDR 1233 maintains a license connection to a license server 1236
and adequate licenses cxist, the VDRs 1214a-b will be allocated cicartext licenses, and
assigned CO! information. Accordingly, VDR 1 1214a can then relay data to endpoinis (¢.g.,
one or both of Stealth endpoints 1232a-b), the selection of which being defined by the
community of interest memberships defined at the authentication server 1234, Similarly,
those endpoints 1232 that arc part of a conunon community of interest with a cleartext
endpoint 1240 can directly address that cleartext endpoint 1240 by addressing data to the
external IP address defined at the cleartext endpoint 1240, rather than requiring addressing of
the VDR associated with that endpoint.  Accordingly, for example Stealth endpoint 1232a
can itransmit data to cleartext endpoint 1240a by transmitting data to 1P address 10.1.0.1.
That 1P address is also assigned, within the Stealth network side of the cleartext gateway
device 1202, to the VDR 1214a associated with the cleartext endpoint 1240a assigned that [P
address.
166112] It is noted that, although two or more cleartext endpotnis 1240 may cach be
configured to allow for cleartext access to Stealth endpoints 1232, such access is not
necessarily common across those Stealth endpoints 1232, but is rather defined by the
cleartext communities of totorest associated with those endpoints. For example, COl keys
and filters loaded nto VDR 1 1214a may allow access by cleartext endpoint 1240 to both
Stealth endpoints 1232a-b, while a separate set of COI keys and filters loaded inte VDR 2
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1214b {defined by the username and access credentials of a user at cleartext endpoint 1240b,
and as stored in authentication server 1234) may only allow access to Stealth endpoint 1232b
and not 1o Stealth endpotnd 1232a. Various arvangemenis of cleartext commmunities of interest
may be configured within the network topology 1200, as defined within the authentication
server 1234,

160113 Furthermore, to the extent the license server 1236 loses a connection to license
VDR 1233, the License VDR may cause disconnection or shutdown of the VDRs 1214
entirely, interrupting communication between Stealth endpoints 1232 and cleartext endpoinis

240,

[

3

(60114  Although in the embodiment shown the cleartext gateway device 1202
mmplements VDRs 1214 4n a “flat” configuration, it i3 understood that in some embodiments,
such VDRs could be pooled to allow access to various sub-segments of a Stealth network. In
such embodiments, VER sets could be addressed in ranges, with each range being associated
with a set of VIIRs and associated accessible Stealth endpoints.

(66815  Referring to Figs. 13-15, example details regarding computing systems in which
aspects of the present disclosure can be implemented are provided. Fig. 13 illustrates a
computer system 1300 adapted according to certain ercbodiments of the gateway computing
device, server and/or the user mterface device. The central processing unit (“CPU™) 702 4
coupled to the system bus 1304, The CPU 1302 may be a general purpose CPU or
microprocessor, graphics processing unit (“GPU), and/or wicrocontroller.  The present
embodiments are not restricted by the architecture of the CPU 1302 so long as the CPU 1302,
whether directly or indivectly, supports the operations as described herein. The CPU 1302
may execute the various logical instroctions according to the present embodiments.

[68116]  The computer system 1300 alse may mchide random access memory (RAM)
1308, which may be synchronous RAM (SRAM), dynamic RAM (DRAM), synchronous
dynamic RAM (SDRAM), or the like. The computer system 1300 may utiize RAM 1308 to
store the various data structures used by a software application. The computer system 1300
may also include read only memory (ROM) 1306 which may be PROM, EPROM, EEPROM,
optical storage, or the like. The ROM may store configuration information for booting the
computer system 1300, The RAM 1308 and the ROM 1306 hold user and sysiem data, and
poth the RAM 130¥ and the ROM 1306 may be randomly accessed.

681171 The computer system 1300 may also include an input/output (F0) adapter 1310,
a communications adapter 1314, a user interface adapter 1316, and a display adapter 1322.
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The VO adapter 1310 and/or the user mnterface adapter 1316 may, in certain embodiments,
enable a user to interact with the computer system 1300, In a further embodiment, the
display adapter 1322 may display a graphical user interface (GUT) associated with a software
or web-based application on a display device 1324, such as a monitor or touch screen.

180118]  The VO adapter 1310 may couple one or more storage devices 1312, such as one
or more of a hard drive, a solid state storage device, a flash drive, a compact disc {C1) drive,
a foppy disk drive, and a tape drive, to the computer system 1300, According to one
embodiment, the data storage 1312 may be a separate server coupled to the computer systemn

120
L)

00 through a network connection to the VO adapter 1310, The comumunications adapter
1314 may be adapted to couple the computer systemn 1300 to the network 1409, which may
be one or more of a LAN, WAN, and/or the fnternet. The communications adapter 1314 may
also be adapted to couple the compuler sysiem 1300 io other networks such as a global
positioning system {(GPS) or a Bluetooth network. The user interface adapter 1316 couples
user mput devices, such as a keyboard 1320, a pointing device 1318, and/or a touch screen
{not shown} to the computer system 1300. The keyboard [320 may be an on-screen keyboard
displayed on a touch pancl. Additional devices (not shown) such as a camera, microphone,
video carera, accelerometer, compass, and or gyroscope may be coupled to the user interface
adapter 1316, The display adapter 1322 may be driven by the CPU 1302 to control the
display on the display device 1324, Any of the devices 1302-1322 may be physical and/or
logical.
186119]  The applications of the present disclosure are not himuted o the architectire of
computer system 1300, For example, any suitable processor-based device may be utihized
inchiding, without Hmitation, personal data assistants (PDAs), tablet computers, smartphones,
computer game consoles, and multi-processor servers. Morcover, the systems and methods
of the present disclosure may be mmplemented on application specific integrated circuits
{ASIC), very large scale integrated (VLSY) circuits, or other circuilry. I fact, persons of
ordinary skill in the art may utilize any number of suitable structurcs capable of executing
logical operations according to the described embodiments. For example, the computer
system 1300 may be virtualized {or aceess by multiple users and/or applications.
(60828 Fig. 14 is a block diagram illusirating a server hosting an emulated software
environment for virfuahzation according to onc embodiment of the disclosure. An operating
system 1402 executing on a server includes drivers for accessing hardware components, such
as a networking layer 1404 for accessing the communications adapter 1314, The operating
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systern 1402 may be, for example, Linox. An emulated environment 1408 in the operating
systern 1402 cxecutes a prograrm 1410, such as CPCommidS. The program 1410 accesses the
networking layer 804 of the operating system 1402 through a non-enwilated ijnterface 1406,
such as XMIOP. The non-enuilated interface 1406 translates requests from the program 1410
exccuting in the ecraulated environment 1408 for the networking layer 1404 of the operating
system 1402.
166121}  In another example, hardware in a computer systern may be virtualized through a
hypervisor. Fig. 15 is a block diagram illustrating a server hosting an emulated hardware
environment according to one embodiment of the disclosure. Users 1452, 1454, 1456 may
access the hardware 1460 through a hypervisor 1458, The hypervisor 1458 may be integrated
with the hardware 1460 to provide virtualization of the hardware 1460 without an operating
system, such as in the configuration illostrated in Fig. 13. The hypervisor 1458 may provide
access to the hardware 1460, including the CPU 1302 and the cornmunications adapter 1314,
(661221  If troplemented in firmware and/or software, the functions described above may
be stored as one or more instructions or code on 8 computer-readable medium. Hxamples
inchide non-transitory computer-readable media encoded with a data stracture and computer-
cadable media cncoded with a computer program.  Computer-readable media inchides
physical computer storage media. A storage mediuro may be any available medium that can
be accessed by a computer. By way of example, and not Hmitation, such computer-readable
media can comprise RAM, ROM, EEPROM, CD-ROM or other optical disk storage,
magnetic disk storage or other magnetic storage devices, or any other medium that can be
used to store desired program code in the form of instructions or data structures and that can
be accessed by a computer. Disk and disc includes compact discs (CD), laser discs, optical
discs, digital versatile discs (DVD), floppy disks and Blu-ray discs. Generally, disks
reproduce data magnetically, and discs reproduce data optically. Combinations of the above

should also be included within the scope of computer-readable media.

188123}  Computer storage media generally includes at least some tangible, non-transitory
media and can, in some embodiments, exclude transitory wired or wircless signals.
Communication media may be embodied by computer readable instructions, data structures,
program modules, or other data in a modulated data signal, such as a carrier wave or other
transport mechanism, and includes any information delivery media. The term “modulated
data signal” may describe a signal that has one or more characteristics set or changed in such
a manner as to encode information in the signal. By way of example, and not hmitation,
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communication media may include wired media such as a wired network or divect-wired
connection, and wircless media such as Wi-Fi, acoustic, radio frequency (RF), infrared, and
other wireless media. In accordance with the present disclosure, the ferma computer readable
media as used herein may mcelude computer storage media, but generally excludes entirely
transitory erabodiments of conununication media, such as modulated data signals.

100124 In addition to storage on computer readable medium, instructions and/or data
may be provided as signals on transmission media included in a communication apparatus.
For example, a communication apparatus may include a transceiver having signals indicative
of instructions and data. The instructions and data are configured to cause one or more
processors 1o implement the functions outlined 1 the claims.

(601251 Although the present disclosure and its advantages have been described in detail,
it should be understood that various changes, substitutions and alterations can be made herein
without departing from the spirit and scope of the disclosure as defined by the appended
claims. Moreover, the scope of the present application 1s not intended to be bmited to the
particular embodiments of the process, machine, manulacture, composition of maitter, means,
methods and steps described in the specification. As onc of ordinary skill in the art will
cadily appreciate from the present invention, disclosure, machines, wmanufacthure,
compositions of matter, roeans, methods, or steps, presently existing or later to be developed
that perform substantially the same function or achieve substantially the same result as the
corresponding embodiments described herein may be utihized according to the present
disclosure. Accordingly, the appended claims are intended to include within their scope such
processes, machines, manufacture, compositions of matier, means, methods, or steps.

[60826]  Referring to Figs. 1-14 generally, it is noted that the arrangements described
herein provide a nurmber of advantages over existing arrangements in terms of security,
convenience, forward-comopatibility, and flexibibity for wuse with external, unaffihated
systems. For example, because of the use of dedicated VDRs for each external endpoint, the
security settings of a particufar private domain can be extended to that external endpoint (and
data can be seamlessly communicated among VMs in the private and cloud environments)
without a requirement of sharing commumty of interest keys or filters to the external
computing system, ensuring the security of those keys and filters. Additionally, for trusted
eroote systems, such as remote trusted mobile devices, direct connection via a cleartext

sateway 1 possible, thereby enabling cormmumcation between such devices and secure
2
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enterprise networks even in instances where the device exasis within the secure enterprise
network and secure connection {e.g., via VPN) is not typically performed.

(681271 The above specification, exaraples and data provide a complete description of the
manufacture and use of the composition of the mvention. Since many embodiments of the
invention can be made without departing from the spirit and scope of the invention, the

invention resides in the claims hereinafier appended.
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Claims:

[ A gateway compuling system comprising:

a memory storing cleartext gateway software;

a progranunable circuit commnunicatively connected to the memory and configured to
execute computer-executable mstructions inchuding the cleartext gateway software, wherem
execution of the cleartext gateway sofiware by the programmable circuil causes the gateway
computing sysiem o

mstantiate at the gateway computing system a virtual device router meluding a
cleartext interface configured to send and receive data packets from a cleartext endpoint and &
secured mterface configured to exchange data packets with one or more secured endpoints
within a secured enterprise network;

load the virtual device router with comvoumity of interest material from an
authentication server, the community of inlerest material associaled with one or more

communities of interest contigured to allow access to the cleartext endpoint.

2. The gateway computing system of claim 1, wherem execution of the cleartext
gateway sofiware by the programmable circuit further causes the gateway computing system
to instantiate a licensing virtual device router comymunicating with a licensing server within

the secured enterprise network.

3. The gateway computing system of claim 2, wherein the licensing virtual
device router includes stored comumunity of interest key material based on material stored in &
provisioning configuration directory stored in the memory of the gateway computing system.

4. The gateway computing system of claim 2, whercin exccution of the cleartext
gateway software by the progranumable cirenit further causes the gateway computing system

to instantiate a hicensing tunnel between the leensing virtual device router and the licensing
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The gateway computing system of claim 1, wherein execution of the cleartext

W

gateway software by the prograramable circuit further causes the gateway computing system
to:

assign a tirst IP address to the cleartext interface; and

assign a second 1P address to the secured interface, the second P address being

different from the frst {P address.

6. The gateway computing system of claim 1, wherein loading the virtual device
router with coramunity of interest material from the authentication server includes:

obtaining the community of interest material from the authentication server;

establishing one or more [P rules and routing tables useable to route traffic between
the cleartext endpoint and the secured enterprise network;

applying one or more filter rules at the virtual device router; and

storing the community of mterest roaterial in the virtual device router.
7. The gateway computing system of claim 1, wherein the cleartext endpoint is
positioned external to the secured cuterprise network.,
3. The gateway computing system of claim 1, wherein the virtual device router
allows communication with the cleartext endpomt without establishing a secure connection

between the cleartext endpoint and the cleartext interface of the virtual device router.

9. The gateway computing system of clairm 8, wherein data exchanged between
the cleartext endpoint and the cleartext interface of the virtual device router is secured by at

least one of the cleartext endpoint and an endpoint within the sccured enterprise network.

10. The gateway computing system of claim 1, further comprising a phurality of
virtual device routers, each of the plurality of virtual device routers associated with a
different endpoint and allowing communication between that respective endpomt and the

secured enterprise network.
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11 The galeway computing system of claim 10, further comprising an
administrative interface providing management of each of the plurality of virtual device

routers,

12. A methed of routing traffic between a cleartext endpoint and 2 secured
enterprise network, the method comprising:

matantiating at a gateway computing system a virtual device router associated with
the cleartext endpoint; the virtual device router including a cleartext interface configured to
send and receive data packets from the cleartext endpoint and a secured interface configured
to exchange data packets with one or more secured endpoints within the secured enterprise
network;

loading the virtual device router with commuonity of interest matertal from an
authentication server, the communily of interest material associated with one or more

communities of interest configured to allow access to the cleartext endpoint.

13. The method of claim 12, further comprising:

assigning a first 1P address to the cleartext interface;

assigning a second IP address to the secured interface, the second 1P address being
different from the first IP address; and

defining a routing table that establishes routing of data received at the virtual device
router among endpoints including the cleartext endpoint and one or more endpoints within

the secured enterprise network.

14, The method of claim 13, further comprising:

receiving data from the cleartext endpoint at the cleartext interface, the data received
m encrypted form over a cleartext connection between the cleartext endpoint and the cleartext
interface:;

routing the data to an intended destination within the secured enterprise network

based on the routing table.

15. The method of claim 12, further comprising tostantiating at the gateway
computing system a second virtual device router separate from the virtual device router and
associated with a second cleartext endpoint different from the cleartext endpoint.
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16, The method of claim 12, further comprising receiving an administrative

command at the gateway computing system disabling the virtual device router.
f ) g

17. The method of claim 12, further comprising, prior o loading the virtual device
router with cornnunity of foterest material from the authentication server, authenticating the

gateway coroputing systern at a Heensing server.

18. The method of claim 12, whercin authenticating the gateway computing
systern at a censing server comprises:

mstantiating a Heensing virtual device router at the gateway computing systemny;

establishing a license tunnel between the lcensing virtual device router and the

licensing server.

18, The method of claim 1€, further comprising:
2 &
periodically determining a status of the license tunnel;
upon defermining that the lcense tunnel 1s interrupted, disabling the virtual device
& 3 &

router at feast until the license tunnel is reinstantiated.

20, A secured enterprise network allowing connection io a cleartext endpoint, the
secured enterprise network comprising:

a plorality of secured endpoints configured to exchange secured communications
among endpoints sharing a coramon conununity of interest;

a gateway computing system communicatively connected to the plurality of secured
endpoints, the gateway computing systern neluding:

a virtual device router ncloding a cleartext interface configured to send and recetve
data packets from the cleartext endpoint and a secured nterface configured to exchange data
packets with one or more secured endpoints within the secured enterprise network;

wherein the virtual device router includes community of mierest material from an
authentication server, the comumunity of inierest material associaled with one or more

comnmumnities of interest configured to allow access to the cleartext endpoint.
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