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(57) Abstract: An electronic circuit includes a plurality of programmable components connected in an electronic chain (128, 132).
An interface (108) is adapted to connect the programmable components (124, 128, 132) to an external controller (104) wherein the
controller (104) is adapted to program the programmable components (124, 128, 132). A component isolation element (204, 212) is
connected to the interface (108) at an input end and to the electronic chain (128, 132) of the programmable components at an output
end wherein the isolation element (204, 212) is adapted to isolate one component (124) of the programmable components from the
electronic chain (128, 132) and wherein the one component (124) is a safety component.
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SAFETY COMPONENT IN A PROGRAMABLE COMPONENTS CHAIN
FIELD OF THE INVENTION

This invention relates in general to programming a complex
programmable logic device (CPLD) and in particular to programming a safety
electronic circuit.

BACKGROUND OF THE INVENTION

Computer-to-plate (CTP) imaging devices use laser diodes for
imaging on a substrate. Leakage of laser light from the imaging device during
imaging operation may be hazardous to people in proximity to the device.

Various safety measures may be required as high power invisible laser (IR) beams
are present at least in the optical fibers of the device during operation and could
cause eye damage if they leaked from the device. Interlock sensors are deployed
in the device at various locations to notify of hazardous situations or to prevent,
for example, opening the device door during operation. The sensors are integrated
with specific electronic circuitry as shown in FIG. 1. When one or more of the
interlock and safety sensors goes off, indicating a potential leak of laser light, the
laser sources are disabled and fault warning activated.

Safety devices are mandatory in potentially hazardous products,
and are required to be installed by international safety standards. Safety measures
in devices can be incorporated by various means such as software, electronic
CPLD components or electro-mechanical components. In the case of CPLD
components, the CPLD components are installed on an circuit board, which may
include more than one CPLD component. One of the CPLD components may be
used for safety.

CPLD components are programmable and the programming is
done via a joint test action group (JTAG) port residing on the electronic board and
connected typically to a personal computer by an appropriate cable. The CPLD
reprogramming may be done by service engineers in the field, therefore it is
essential to prevent reprogramming of the CPLD components related to safety and
make sure they are programmed only at the manufacturing site. Reprogramming

of CPLDs which are intended for safety control in the field is dangerous since it
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may hinder safe operation of the product, and thus may cause irreversible harm to
the product operators, during product operation.

FIG. 1 shows several CPLD components (124, 128, 132) residing
on electronic board 100. The JTAG interface is connected to each of the CPLD
components by input and output pins (TDI, TDO) and timing and clock pins
(TMS, TCK). The signals TDI, TDO, TMS and TCK are used for accessing and
programming of the CPLDs residing on electronic board 100. The CPLD
components are concatenated between each other via the input and output pins
(TDI, TDO). The TDI signal from JTAG interface 108 is connected to first CPLD
124 via its TDI line. The output line TDO of CPLD 124 is further connected to
the input line TDI of the next CPLD in the chain 128. The output pin TDO of the
last CPLD in the chain 132 is connected to the TDO line of JTAG interface 108 to
form a complete chain of the CPLDs on electronic board 100. The timing TMS
and clock pin TCK are connected in parallel from JTAG interface 108 to all
CPLDs (124, 128, 132) and controlled by timing and clock pins (TMS, TCK).

The programming of the CPLD components is performed by an
external controller 104. The programming data is delivered to JTAG interface
108 via interface lines 112. The content of each of the CPLD components (124,
128, 132) can be independently programmed by controller 104. CPLD 124, which
is selected to serve safety measures, has to be treated with more caution than other
CPLDs, therefore programming of CPLD 124 should be permitted only once and
at the manufacturing site only. Programming at a customer site is unacceptable.

SUMMARY OF THE INVENTION

Briefly, according to one aspect of the present invention an
electronic circuit includes a plurality of programmable components connected in
an electronic chain. An interface is adapted to connect the programmable
components to an external controller wherein the controller is adapted to program
the programmable components. A component isolation element is connected to
the interface at an input end and to the electronic chain of the programmable
components at an output end wherein the isolation element is adapted to isolate
one component of the programmable components from the electronic chain and

wherein the one component is a safety component.
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The invention and its objects and advantages will become more
apparent in the detailed description of the preferred embodiment presented below.
BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a prior art schematic showing several concatenated CPLD
components;

FIG. 2 is a schematic showing the first CPLD (safety CPLD)
concatenated with several other CPLD components before programming; and

FIG. 3 is a schematic showing the first CPLD (safety CPLD)
concatenated with several other CPLD components after programming.

DETAILED DESCRIPTION OF THE INVENTION

In the following detailed description, numerous specific details are
set forth in order to provide a thorough understanding of the disclosure. However,
it will be understood by those skilled in the art that the teachings of the present
disclosure may be practiced without these specific details. In other instances,
well-known methods, procedures, components and circuits have not been
described in detail so as not to obscure the teachings of the present disclosure.

FIG. 2 and FIG. 3 show an electronic board 200. Board 200 is
formed with a similar configuration to the prior art shown with board 100 in FIG.
1. The difference between board 100 and board 200 is in that board 200 is
equipped with electronic means adapted to isolate CPLD 124 from the other
CPLD in CPLDs chain (128, 132).

The isolation of CPLD 124 which is the safety CPLD is achieved
by addition of analog switches 204 and 212. Analog switch 204 switches line TDI
between CPLD 124 and the chain of the other CPLDs (128, 132). Similarly
analog switch 212 switches line TDO between CPLD 124 and the chain of the
other CPLDs. The isolation of CPLD component 124 when residing in board 200
enables CPLD 124 to be limited to singular programming, thus prevents any
further programming that may negatively affect safety conditions of the device.

The CPLD components (124, 128, 132) are not programmed at its
original state. At the first power up the 10 pins are in a logical tri state. FIG. 2
shows a pull down resistor R1 which sets 1O pin into logical state “0” prior

programming 224. At this state analog switch 204 connects input pin TDI to
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OUT1 via switch 208, whereas analog switch 212 connects output pin TDO to
INT via switch 216. Resistor R2 and capacitor C1 act as delay circuit. This setup
isolates CPLD 124 for programming since TDI and TDO are connected only to
CPLD 124 via analog switches 204 and 212. Program mode (program done) is
represented by line 220.

The next step is to program the safety CPLD 124. Controller 104
programs CPLD 124 via JTAG interface 108. FIG. 3 shows board 300 after
programming of CPLD 124 is completed, IO pin of CPLD 124 is set to logical “1”
state 312. At this stage analog switch 204 will set switch to state 304 thus
connecting TDI line to OUT2, whereas switch 212 will set to state 308 to connect
TDO to IN2. This state will be kept forever; CPLD 124 is programmed and is
disconnected from the chain of all other CPLDs (128, 132).

At this stage, any subsequent power up of the board at stage 300
will enable programming of any one of the CPLDs (128, 132) which are
connected in the chain, thus enabling programming of those CPLDs for
maintenance reasons in the field. CPLD 124 will not be accessible for
programming at stage 300 in the field, thus ensuring that the safety CPLD is not

mutative any more.
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PARTS LIST
electronic board
controller
JTAG interface
interface lines
first CPLD
second CPLD
last CPLD in chain
board before programming of CPLD 124
IN lines analog switch
switch 204 at OUT1 state: CPLD 124 before programming
OUT lines analog switch
switch 212 at IN1 state: CPLD 124 before programming
program mode line (program done)
10 pin at CPLD 124 before programming state
board after programming of CPLD 124
switch 204 at OUT?2 state: CPLD 124 after programming
switch 212 at IN2 state: CPLD 124 after programming
IO pin at CPLD 124 after programming state
input pin
output pin
timing pin

clock pin
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CLAIMS:
1. An electronic circuit comprising:

a plurality of programmable components connected in an
clectronic chain;

an interface adapted to connect said programmable
components to an external controller wherein said controller is adapted to program
said programmable components; and

a component isolation element connected to said interface
at an input end and to said electronic chain of said programmable components at
an output end wherein said isolation element is adapted to isolate one component
of said programmable components from said electronic chain and wherein said

one component is a safety component.

2. The electronic circuit according to claim 1 wherein said

interface is a joint test action group (JTAG) interface.

3. The electronic circuit according to claim 1 wherein said
component isolation element comprises:

a pull down resistor adapted to force an output pin from
said safety component to logical state zero at first power up of said electronic
circuit;

a first analog switch adapted to link an input data line from
said JTAG interface to said safety component before programming and to the
chain of all the other programmable components after programming of said safety
component; and

a second analog switch adapted to link an output data line
from said safety component to said interface before programming and to the chain
of all the other programmable components after programming of said safety

component.

4. The electronic circuit according to claim 1 wherein said

programmable component is a CPLD component.
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5. A method for a singular programming a programmable

component in an electronic circuit comprising;:

providing a plurality of programmable components
connected between each other in an electronic chain arrangement;

providing an interface adapted to connect said
programmable components to an external controller wherein said controller is
adapted to program said programmable components;

isolating a safety component by setting an output pin in said
safety component to logical state zero at first power up of said electronic circuit
and wherein said logical state zero causes input data line and output data line from
said interface to be connected just to said safety component;

programming said safety component; and

setting said output pin in said safety component to logical
state one wherein said logical state one causes input data line and output data line
from said interface to disconnect from said safety component and connect to said
electronic chain of said plurality of programmable components excluding said

safety component.

6. The method according to claim 5 wherein said interface is

a joint test action group (JTAG) interface.

7. The method according to claim 5 wherein said
programmable component is a complex programmable logic device (CPLD)

component.



PCT/US2012/060750

WO 2013/062844

1/3

(1¥V H0I4d)

ojoLolorolor | un
" 7cT odl od.l
! Al 'Noa1
9 St SINL
Olojolol AL 37
u-a1do
|
|
|
|
|
|
ojoLololrolor | vn
_ Oodl [ _ L
[ (AN ¢_0dl =
_ 1aL 54T T 1o
Ol SINL — SL 9
Olololor MOl ;57 —— 0
2-01dO OOA O
oal ¥
ojoLolorolor | €N IaL 10
! _ O
_ oo Odl ==5a1 SINL Z
_ 0L F—aT O
Ol SNL == MOL )
0 MoL AL
I 0101 Ol SO YOLO3ANNOD
1-a1dO OV1r

801

rN_\_\

00l

Od




PCT/US2012/060750

WO 2013/062844

2/3

¢ Old

(=
N
AN

ANOd NVHOO0dd

o] Ol 010l 0l Ol
! oaL

_ ¢el  aL

Ol SINL
Olpojolor A0L

u-a1do

o] Ol 01 01 Ol Ol

! odal
_ ¢l 1aL
Ol SINL

Olpojorof 201

[co

¢-aido

NN

o] Ol 010l 0l Ol
! oaL

" vl jaL
Ol SINL

Olpjorol 0L

1-a1dO

HOLIMS OOTVYNY

un —_ —
N _Oodl
| N 1alL RS 10— —
SINL
AOL ’ 3 /\</\|= ld=V
Nm :O:“w
|
-
S
THIND ¢n
vN RAYA = \r
zd|l 2NI °y, [
= ¢ NI [ v OdL 9 O
¢ 0dL gl NI
Z 1dl 9Le o O
SINL DO
11 HOLIMS 90OTVNY
MOL oL 51O
S | 1aL =10
en TI1IND in O
. « SINL Z
= zd|l zino Y.
Jb_mw NI [V 1dL MOL 3 O
| SWL - ﬁ:wom v0C YOLO3ANNOO
MOL ovir

49

801

00¢

Od

fvo_\




PCT/US2012/060750

WO 2013/062844

3/3

&€ Old

ANOd NVHOO0dd

NN

ol OloIolIol0l | un - -
 zer Oqr [Noar
: oL |N 101 S 10—
Olpojolo A0L | SIL —
MOL LA [za=v
u-ai1do uly =S
43 _
1 -
“ S
| THIND ] 2N
ol ololololol | ¥ s AR = al
! 0alL 5= # NI | v odL _I|@ O
! 37T ¢ OdL il N
! IaL 80€
2 1aL ——0
Ol Sor [_SIL HOLIMS DO TYNY on_°
Ololoiol A 3T oal 7109
2-Q1dD O
S | o a1 €
ol ololololor | €N TEIND AT — O
| oal = zd| 2Ln0 %
! ¥ 1aL Ib_mw ./m NI{V 1aL 201 10
ol SWL =gt 18 1IN0 v0e HOLOINNOD
Olojolol ML ——=aT ovir

1-a1dO

HOLIMS OOTVYNY

49

801

00¢

Od

fvo_\




INTERNATIONAL SEARCH REPORT

International application No

PCT/US2012/060750

A. CLASSIFICATION OF SUBJECT MATTER

INV. HO3K19/177
ADD. GO6F21/76

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

HO3K GO6F

Minimum documentation searched (classification system followed by classification symbols)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

EPO-Internal, WPI Data

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category™

Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

figure 3

AL) 1 April 2010 (2010-04-01)

5B

column 7, lines 2-44; figure 5A

A paragraphs [0015] - [0017]; figure 1

X US 7 345 502 Bl (LAKKAPRAGADA SHANKAR [US] 1-7
ET AL) 18 March 2008 (2008-03-18)
column 4, line 64 - column 5, line 29;

X US 2010/082928 Al (BORCHERT JOERG [US] ET 1,4

2,3,5-7

A US 2003/212897 Al (DICKERSON RUSSELL [US] 1-7
ET AL) 13 November 2003 (2003-11-13)
paragraphs [0034] - [0038]; figures 4, 5A,

D Further documents are listed in the continuation of Box C.

See patent family annex.

* Special categories of cited documents :

"A" document defining the general state of the art which is not considered
to be of particular relevance

"E" earlier application or patent but published on or after the international
filing date

"L" document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

"O" document referring to an oral disclosure, use, exhibition or other
means

"P" document published prior to the international filing date but later than
the priority date claimed

"T" later document published after the international filing date or priority
date and not in conflict with the application but cited to understand
the principle or theory underlying the invention

"X" document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone

"Y" document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

"&" document member of the same patent family

Date of the actual completion of the international search

18 January 2013

Date of mailing of the international search report

25/01/2013

Name and mailing address of the ISA/

European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswijk

Tel. (+31-70) 340-2040,

Fax: (+31-70) 340-3016

Authorized officer

Martinez Martinez, J

Form PCT/ISA/210 (second sheet) (April 2005)




INTERNATIONAL SEARCH REPORT

Information on patent family members

International application No

PCT/US2012/060750
Patent document Publication Patent family Publication
cited in search report date member(s) date
US 7345502 Bl 18-03-2008  NONE
US 2010082928 Al 01-04-2010 US 2010082928 Al 01-04-2010
US 2010083367 Al 01-04-2010
US 2010083384 Al 01-04-2010

Form PCT/ISA/210 (patent family annex) (April 2005)




	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - claims
	Page 8 - claims
	Page 9 - drawings
	Page 10 - drawings
	Page 11 - drawings
	Page 12 - wo-search-report
	Page 13 - wo-search-report

