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(57) Abstract: Systems and methods for predicting system device fail-
ure are provided. The method includes performing (740) graph-based
predictive maintenance (GBPM) to determine a trained ensemble clas-
sification model for detecting maintenance ready components that in-
cludes extracted node features and graph features. The method includes
constructing (750), based on testing data and the trained ensemble clas-
sification model, an attributed temporal graph and the extracted node
features and graph features. The method further includes concatenating
(760) the extracted node features and graph features. The method also
includes determining (770), based on the trained ensemble classification
model, a list of prediction results of components that are to be scheduled
for component maintenance.
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GRAPH-BASED PREDICTIVE MAINTENANCE

RELATED APPLICATION INFORMATION
[0001] This application claims priority to U.S. Provisional Patent Application No.
62/748,572, filed on October 22, 2018, and U.S. Patent Application No. 16/653,033,

filed on October 15, 2019, incorporated herein by reference in their entireties.

BACKGROUND
Technical Field
[0002] The present invention relates to deep learning and more particularly to

applying deep learning for the detection of entities for maintenance purposes.

Description of the Related Art
[0003] Deep learning is a machine learning method based on artificial neural
networks. Deep learning architectures can be applied to fields including computer
vision, speech recognition, natural language processing, audio recognition, social
network filtering, machine translation, bioinformatics, drug design, medical image
analysis, material inspection and board game programs, etc. Deep learning can be

supervised, semi-supervised or unsupervised.

SUMMARY

[0004] According to an aspect of the present invention, a method is provided for
predicting system device failure. The method includes performing graph-based
predictive maintenance (GBPM) to determine a trained ensemble classification model
for detecting maintenance ready components that includes extracted node features and

graph features. The method includes constructing, based on testing data and the trained
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ensemble classification model, an attributed temporal graph and the extracted node
features and graph features. The method further includes concatenating the extracted
node features and graph features. The method also includes determining, based on the
trained ensemble classification model, a list of prediction results of components that are
to be scheduled for component maintenance.

[0005] According to another aspect of the present invention, a system is provided for
predicting system device failure. The system includes a processor device operatively
coupled to a memory device, the processor device being configured to perform graph-
based predictive maintenance (GBPM) to determine a trained ensemble classification
model for detecting maintenance ready components that includes extracted node
features and graph features. The processor device also constructs, based on testing data
and the trained ensemble classification model, an attributed temporal graph and the
extracted node features and graph features. The processor device concatenates the
extracted node features and graph features. The processor device further determines,
based on the trained ensemble classification model, a list of prediction results of
components that are to be scheduled for component maintenance.

[0006] These and other features and advantages will become apparent from the
following detailed description of illustrative embodiments thereof, which is to be read

in connection with the accompanying drawings.

BRIEF DESCRIPTION OF DRAWINGS
[0007]  The disclosure will provide details in the following description of preferred

embodiments with reference to the following figures wherein:
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[0008] FIG. 1 is a generalized diagram of a neural network, in accordance with an
embodiment of the present invention;

[0009] FIG. 2 is a diagram of an artificial neural network (ANN) architecture, in
accordance with an embodiment of the present invention;

[0010] FIG. 3 is a block diagram illustrating a system that implemerits graph-based
predictive maintenance (GBPM) to detect maintenance ready components, in
accordance with an embodiment of the present invention;

[0011] FIG. 4 is a block diagram illustrating a data preprocessor, in accordance with
an embodiment of the present invention;

[0012] FIG. 5 is a block diagram illustrating a features generator, in accordance with
an embodiment of the present invention;

[0013] FIG. 6 is a block diagram illustrating a (failure component) detector, in
accordance with an embodiment of the present invention; and

[0014] FIG. 7 is a flow diagram illustrating a method of implementing graph-based
predictive maintenance (GBPM) to detect maintenance ready components, in

accordance with an embodiment of the present invention.

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

[0015] In accordance with embodiments of the present invention, systems and
methods are provided to/for graph-based predictive maintenance (GBPM) to implement
predictive maintenance based on the analysis of attributed temporal graph which is built
with the component historical records and profiles.

[0016] In one embodiment, GBPM can include 1) graph feature generation and 2)
component failure prediction. In the graph feature generation stage, component profiles

and historical records are processed as node-based features and graph-based features.
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In the component failure prediction stage, a trained ensemble classification model can
output a list of prediction results which indicate whether a component is expected to
require maintenance within a predetermined time. These can include components
expected to fail within the predetermined time.

[0017] Embodiments described herein may be entirely hardware, entirely software
or including both hardware and software elements. In a preferred embodiment, the
present invention is implemented in software, which includes but is not limited to
firmware, resident software, microcode, etc.

[0018] Embodiments may include a computer program product accessible from a
computer-usable or computer-readable medium providing program code for use by or
in connection with a computer or any instruction execution system. A computer-usable
or computer readable medium may include any apparatus that stores, communicates,
propagates, or transports the program for use by or in connection with the instruction
execution system, apparatus, or device. The medium can be magnetic, optical,
electronic, electromagnetic, infrared, or semiconductor system (or apparatus or device)
or a propagation medium. The medium may include a computer-readable storage
medium such as a semiconductor or solid state memory, magnetic tape, a removable
computer diskette, a random access memory (RAM), a read-only memory (ROM), a
rigid magnetic disk and an optical disk, etc.

[0019] Each computer program may be tangibly stored in a machine-readable storage
media or device (e.g., program memory or magnetic disk) readable by a general or
special purpose programmable computer, for configuring and controlling operation of
a computer when the storage media or device is read by the computer to perform the
procedures described herein. The inventive system may also be considered to be

embodied in a computer-readable storage medium, configured with a computer
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program, where the storage medium so configured causes a computer to operate ina
specific and predefined manner to perform the functions described herein.

[0020] A data processing system suitable for storing and/or executing program code
may include at least one processor coupled directly or indirectly to memory elements
through a system bus. The memory elements can include local memory employed
during actual execution of the program code, bulk storage, and cache memories which
provide temporary storage of at least some program code to reduce the number of times
code is retrieved from bulk storage during execution. Input/output or I/O devices
(including but not limited to keyboards, displays, pointing devices, etc.) may be coupled
to the system either directly or through intervening 1/O controllers.

[0021] Network adapters may also be coupled to the system to enable the data
processing system to become coupled to other data processing systems or remote
printers or storage devices through intervening private or public networks. Modems,
cable modem and Ethernet cards are just a few of the currently available types of
network adapters.

[0022] Referring now to the drawings in which like numerals represent the same or
similar elements and initially to FIG. 1, a generalized diagram of a neural network is
shown.

[0023]  An artificial neural network (ANN) is an information processing system that
is inspired by biological nervous systems, such as the brain. The key element of ANNs
is the structure of the information processing system, which includes many highly
interconnected processing elements (called “neurons”) working in parallel to solve
specific problems. ANNs are furthermore trained in-use, with learning that involves

adjustments to weights that exist between the neurons. An ANN is configured for a
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specific application, such as pattern recognition or data classification, through such a
learning process.

[0024] ANNs demonstrate an ability to derive meaning from complicated or
imprecise data and can be used to extract patterns and detect trends that are too complex
to be detected by humans or other computer-based systems. The structure of a neural
network generally has input neurons 102 that provide information to one or more
“hidden” neurons 104. Connections 108 between the input neurons 102 and hidden
neurons 104 are weighted and these weighted inputs are then processed by the hidden
neurons 104 according to some function in the hidden neurons 104, with weighted
connections 108 between the layers. There can be any number of layers of hidden
neurons 104, and as well as neurons that perform different functions. There exist
different neural network structures as well, such as convolutional neural network,
maxout network, etc. Finally, a set of output neurons 106 accepts and processes
weighted input from the last set of hidden neurons 104.

[0025] This represents a “feed-forward” computation, where information propagates
from input neurons 102 to the output neurons 106. Upon completion of a feed-forward
computation, the output is compared to a desired output available from training data. In
example embodiments herein, the training data can include component profiles and
historical maintenance records. The error relative to the training data is then processed
in “feed-back” computation, where the hidden neurons 104 and input neurons 102
receive information regarding the error propagating backward from the output neurons
106. Once the backward error propagation has been completed, weight updates are
performed, with the weighted connections 108 being updated to account for the

received error. This represents just one variety of ANN.
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[0026] Referring now to FIG. 2, an artificial neural network (ANN) architecture 200
is shown. It should be understood that the present architecture is purely exemplary and
that other architectures or types of neural network may be used instead. The ANN
embodiment described herein is included with the intent of illustrating general
principles of neural network computation at a high level of generality and should not
be construed as limiting in any way.

[0027]  Furthermore, the layers of neurons described below and the weights
connecting them are described in a general manner and can be replaced by any type of
neural network layers with any appropriate degree or type of interconnectivity. For
example, layers can include convolutional layers, pooling layers, fully connected
layers, stopmax layers, or any other appropriate type of neural network layer.
Furthermore, layers can be added or removed as needed and the weights can be omitted
for more complicated forms of interconnection.

[0028]  During feed-forward operation, a set of input neurons 202 each provide an
input signal in parallel to a respective row of weights 204. In the hardware embodiment
described herein, the weights 204 each have a respective settable value, such that a
weight output passes from the weight 204 to a respective hidden neuron 206 to represent
the weighted input to the hidden neuron 206. In software embodiments, the weights 204
may simply be represented as coefficient values that are multiplied against the relevant
signals. The signals from each weight adds column-wise and flows to a hidden neuron
206.

[0029]  The hidden neurons 206 use the signals from the array of weights 204 to
perform some calculation. The hidden neurons 206 then output a signal of their own to

another array of weights 204. This array performs in the same way, with a column of
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weights 204 receiving a signal from their respective hidden neuron 206 to produce a
weighted signal output that adds row-wise and is provided to the output neuron 208.
[0030] It should be understood that any number of these stages may be implemented,
by interposing additional layers of arrays and hidden neurons 206. It should also be
noted that some neurons may be constant neurons 209, which provide a constant output
to the array. The constant neurons 209 can be present among the input neurons 202
and/or hidden neurons 206 and are only used during feed-forward operation.

[0031]  During back propagation, the output neurons 208 provide a signal back across
the array of weights 204. The output layer compares the generated network response
to training data and computes an error. The error signal can be made proportional to
the error value. In this example, a row of weights 204 receives a signal from a respective
output neuron 208 in parallel and produces an output which adds column-wise to
provide an input to hidden neurons 206. The hidden neurons 206 combine the weighted
feedback signal with a derivative of its feed-forward calculation and stores an error
value before outputting a feedback signal to its respective column of weights 204. This
back-propagation travels through the entire network 200 until all hidden neurons 206
and the input neurons 202 have stored an error value.

[0032]  During weight updates, the stored error values are used to update the settable
values of the weights 204. In this manner the weights 204 can be trained to adapt the
neural network 200 to errors in its processing. It should be noted that the three modes
of operation, feed forward, back pr'opagation, and weight update, do not overlap with
one another.

[0033] The ANN 200 can be applied to implement graph-based predictive
maintenance (GBPM) to implement predictive maintenance of devices. ANN 200 can

perform GBPM to detect failure components, as described with respect to FIG. 3 and
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system 300 herein below. The ANN 200 can identify components that are to be
scheduled for component maintenance.

[0034] Referring now to FIG. 3, a block diagram illustrating a system 300 for
implementing GBPM to detect failure components, in accordance with example
embodiments.

[0035] Asshown in FIG. 3, system 300 includes a data preprocessor 310, a features
generator 330 and a detector 370. System 300 implements a graph-based predictive
maintenance framework, GBPM, to address the problem of detecting failure
components in the domain of complex system management. Complex systems are
known to consist of a great variety of components working together in a highly complex
and coordinated manner and influencing each other’s lifetime. For example, a cyber-
physical system can be equipped with many sensors that record the status of the physical
and software components. For system administrators, system 300 provides a capability
to identify an optimum moment (for example, to minimize expense, maximize time,
and/or properly exploit the lifetime of various components without increasing a risk of
failure of that component or other related components above a predetermined threshold)
when maintenance should be performed for the components so that the whole system
can continue to function reliably (or to maximize output of the entire system and
efficiency of usage of maintenance resources). System 300 uses GBPM to quantify the
risk of failure for components in the complex systems given components’ historical
running records and profiles and uses this information to help schedule component
maintenance. The historical running records can include mechanical properties,
average usage, operating conditions, the amount of data send to or received from other

components, etc.
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[0036] Data preprocessor 310 receives raw data including component historical
records with timestamps and profiles such as location information. Data preprocessor
310 processes the information to generate graphs, such as described with respect to FIG.
4 herein below. Data preprocessor 310 formulates the graphs and inputs the graphs to
features generator 330.

[0037] Features generator 330 generates graph features by processing component
profiles and historical records as node-based features and graph-based features,
respectively, such as described with respect to FIG. 5 herein below.

[0038] Detector 370 is trained and tested with the features from features generator
330, such as described with respect to FIG. 6 herein below. Detector 370 can detect
maintenance ready components, such as components that are appropriate to receive
maintenance within a predetermined window. Components that are not maintenance
ready can include those that are expected to perform above a predetermined level for
the duration of the time window. The time window can be selected at a particular
instance between or after a scheduled maintenance event to ensure that the component
is addressed in a timely manner before issues arise.

[0039] System 300 can apply predictive maintenance that can adapt to a large volume
of system running logs and component profiles and satisfy timely detection of the
components that need to be replaced (or otherwise serviced). In a system with many
components working together and influencing each other’s lifetime, system, 300 is not
limited to pre-defined types of failure patterns and can generalize to unobserved failures
in these complex systems.

[0040] FIG. 4 is a block diagram illustrating components of data preprocessor 310,

in accordance with example embodiments.
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[0041] As shown in FIG. 4, data preprocessor 310 processes component profiles 312
and component historical records 414 (for example, stored in a database) to determine
attributed temporal graphs 416. GBPM first models the interactions between different
components in a complex system as an attributed temporal graph 416. In this graph
416, each node 418 (shown individually as nodes 418-1 to 418-n) is a component, ¢.g.
a device or a sensor, and an edge 420 represents the interaction between components.
The edge 420 can be associated with a weight indicating the intensity of the interaction.
The weight indicates the amount of data send to or received from other components. In
example embodiments, the system 300 can be applied to instances of “virtual
communication” between components in which the components are not connected to
each other. In these instances, system 300 measures the correlations between
components’ running logs (time-series data) and uses the correlation scores that are
larger than a certain threshold as edge weights to build the graph.

[0042] In FIG. 4, by way of illustration, different line thicknesses are shown to
illustrate the different weights associated with the intensity of interaction between
nodes 418. For example, the line between node 418-0 and 418-4 is illustrated with a
greater thickness (i.e., weight) than that between node 418-0 and 418-n. Note that a
particular number of nodes 418, edges 420 and thicknesses are shown by way of
illustration and that any number of nodes 418, edges 420 and thicknesses can be
implemented. In example embodiments, data preprocessor 310 can implement Ego
networks that consist of a focal node (“ego™) and the nodes to whom the ego is directly
connected to (which can be referred to as “alters™) plus the ties, if any, among the alters.
[0043] FIG. 4 illustrates an attributed temporal graph at one timestamp. The
attributes of each node 418 are generated from the component profiles such as locations

and maintenance records. This graph 416 evolves as the complex systems keep running

11
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and generating new component status records. Nodes represent components, and edges
represent the interactions between different components. In data preprocessor 310,
graphs 416 can be generated in different resolutions, e.g., hourly, daily, weekly,
monthly and yearly graphs.

[0044] FIG. 5 is a block diagram illustrating components of features generator 330,
in accordance with example embodiments.

[0045] As shown in FIG. 3, based on the attributed temporal graph 416, features
generator 330 can implement GBPM to (for example, automatically) generate features
for characterizing the temporal behaviors of components 418 which can be used to
identify the failure components. GBPM as described herein includes 1) graph feature
generation and 2) component failure prediction. In the graph feature generation stage,
features generator 330 processes component profiles 412 and historical records 414
using a node-based features component 510 and graph-based features component 520,
respectively. These features can be grouped into two categories, (1) node-based
features 512, which are derived from component profiles 412; (2) graph-based features
522, which are derived from the attributed temporal graph 416.

[0046] Node-based features component 510 derives node-based features 512 from
component profiles 412. These features can be categorized in two groups: static node
features 514 and temporal node features 516 (for example, the features that change over
time).

[0047] For each component (node 418), node-based features component 510 can
automatically generate the static node features 514. The static node features are shared
across all timestamps, and in example embodiments are only generated at one time.
[0048] Node-based features component 510 can derive temporal node features 516

based on a periodic basis, such as each month, quarter, half-year and year. Node-based

12
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features component 510 can calculate aggregate statistics including “sum”,
“maximum”, “minimum?”, “median”, “average”, “variance” and “length” on temporal
features in different resolutions.

[0049] Graph-based features component 520 can derive graph-based features 522
from the attributed temporal graph 416. For each component (node 418), the graph-
based features component 520 can automatically generate one or more hops features
based on the attributed temporal graph 418. The graph-based features 522 can also be
categorized into two groups: static graph features 524 and temporal graph features 526,
as described below.

[0050] The static graph features 524 include one-hop features such as degrees, and
multi-hop features. According to example embodiments, these include degree, in-
degree, out-degree, in-degree / out-degree, and in-degree minus out-degree. In directed
graphs, the number of edges going into a node is referred to as the in-degree of the
corresponding node and the number of edges coming out of a node is referred to as the
out-degree of the corresponding node. These can also include weighted version of
degree features. The features can be based, for example, on 1-hop (one-hop) and 2-hop
(two hop) ego net. 1-hop ego net: triangles, density, edges, number of edges entering,
number of edges leaving. 2-hop ego net: triangles, density, edges, vertices, #edges
enter, #edges leaving. Page rank, betweenness centrality, degree centrality, local
clustering coefficient, etc.

[0051] Temporal graph features 526 can be derived based on periodic basis, such as
per hour, day, week, month, quarter, half-year and year, etc. According to example
embodiments, the temporal graph features include eight variables, namely 1) in-degree
from attributed temporal graph, 2) total in-degree from attributed temporal graph and

dark web (the edges with one node from unknown component), 3) dark web in-degree

13
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from unknown components to existing component, 4) out-degree from attributed
temporal graph, 5) total out-degree from attributed temporal graph and dark web, 6)
dark web out-degree to unknown components to existing components, 7) difference
between total in-degree and total out-degree, and 8) proportion between total in-degree
and total out-degree. The dark web refers to encrypted online content that is not indexed
by conventional search engines. The dark web is a component of the Internet that
includes the wider breadth of content that does not appear through regular internet
browsing activities. Graph-based features component 520 can calculate the aggregate

b 1Y 3 &5 A1 L& LRI 19

statistics including “sum”, “maximum”, “minimum”, “median”, “average”, variance”
and “length” on these eight variables in different resolutions. These statistics of the
temporal (vector) features can be used in creating new features based on the temporal
features. All the features can then be used by the classifier for maintenance (or failure)
component prediction.

[0052] FIG. 6 is a block diagram illustrating components of detector 370, in
accordance with example embodiments.

[0053] Detector 370 can access a feature pool based on GBPM for detecting failure
components using robust classification models. After feature extraction, detector 370
can be trained and tested with the features from features generator 330. Detector 370
includes an ensemble classification module 610 and a prediction module 630.

[0054] According to example embodiments, ensemble classification module 610
utilizes the extracted node features and graph feature for GBPM framework training.
ensemble classification module 610 illustrates a tree-based learner with a height of
three. In the ensemble classifier, there are many learners (for example, 50, 100, 200,

etc.). In example embodiments, ensemble classification module 610 uses ensemble-

based classification models such as gradient boosting machines.  Ensemble
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classification module 610 can apply ensemble methodology to build a predictive model
by integrating multiple models. The output of ensemble classification module 610 is a
trained model that can be used to detect failure components based on provided
component historical records and profiles.

[0055] Nodes 612, 614, 616 indicate a split of one feature (for example, featurel >
threshold] at 612? If yes, goes to 614, if no, goes to 616.). Final decisions 620, 622 are
output by the learner. These can include a probability. Ensemble classification module
610 can aggregate all the probabilities from all learners to make the final prediction.
[0056] Prediction module 630 illustrates the classification boundary where 632
indicates the components that need to be maintained (maintenance is recommended to
be performed) and 634 indicates the normal components (components that do not
require maintenance). Prediction module 630 implements an imbalanced classification
between the components that need to be maintained 632 and normal components 634.
[0057] According to example embodiments, prediction module 630 receives testing
data (for example, component historical records and profiles), constructs the attributed
temporal graph and extracts node features and graph features for the testing data as
described with respect to node-based features component 510 and graph-based features
component 520 herein above with respect to FIG. 5. Prediction module 630 then
concatenates the learned features and feeds the data to the trained ensemble
classification module 610. The output will be a list of prediction results which indicate
whether a component will fail or not (or requires maintenance, for example, within a
predetermined time window). According to example embodiments, the output can

include a list of failure components and corresponding confidence scores.
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[0058] FIG. 7 is a flow diagram illustrating a method 700 of implementing graph-
based predictive maintenance (GBPM) to detect failure components, in accordance with
the present invention.

[0059] At block 710, system 300 receives and processes component profiles and
component historical records (for example, associated with one or multiple devices) to
determine an attributed temporal graph. A temporal graph is a generalization of a static
graph that changes with time. Time can also be modeled as a vertex or edge label,
which makes temporal graphs a type of attributed graph.

[0060] At block 720, system 300 derives (for example, determines, extracts, etc.)
node features from, component profiles. The node features can include static features
and temporal features.

[0061] At block 730, system 300 determines (for example, extracts, etc.) graph
features from the attributed temporal graph. The graph features can include static
features and temporal features.

[0062] At block 740, system 300 perform GBPM training to determine and output
trained ensemble classification model that can detect components to be scheduled for
component maintenance (for example, in some instances failure components). For
example, system 300 can utilize the extracted node features and graph feature for
GBPM framework training. System 300 thereby outputs a trained model that can be
used to detect failure components based on component historical records and profiles.
[0063] At block 750, system 300 receives testing data (for example, component
historical records and profiles), constructs the attributed temporal graph and extracts
node features and graph features for the testing data.

[0064] System 300 then concatenates the learned features and feeds the data to the

trained ensemble classification model (module 610) (block 760).
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[0065] At block 770, system 300 formulates and outputs a list of prediction results
which indicates components that are to be scheduled for maintenance (for example,
whether a component will fail or not). For example, these components can include
those that are expected to fail within a predetermined time span. In other examples, the
components to be scheduled for maintenance can include those that are expected to fall
below a predetermined level of performance (for example, speed, power consumption,
efficiency, level of output, etc.) within the predetermined window.

[0066] According to example embodiments, the system 300 can identify a type of
maintenance that is to be applied. For example, the system 300 can identify that a
particular process is to be applied to the component, the component is to be replaced,
recharged, or refueled, etc.

[0067] The foregoing is to be understood as being in every respect illustrative and
exemplary, but not restrictive, and the scope of the invention disclosed herein is not to
be determined from the Detailed Description, but rather from the claims as interpreted
according to the full breadth permitted by the patent laws. It is to be understood that
the embodiments shown and described herein are only illustrative of the present
invention and that those skilled in the art may implement various modifications without
departing from the scope and spirit of the invention. Those skilled in the art could
_ implement various other feature combinations without departing from the scope and
spirit of the invention. Having thus described aspects of the invention, with the details
and particularity required by the patent laws, what is claimed and desired protected by

Letters Patent is set forth in the appended claims.
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WHAT IS CLAIMED IS:

1. A method for detecting failure components, comprising:

performing (740), by a processor device, graph-based predictive maintenance
(GBPM) to determine a trained ensemble classification model for detecting
maintenance ready components that includes extracted node features and graph
features;

constructing (750), based on testing data and the trained ensemble
classification model, an attributed temporal graph and the extracted node features and
graph features;

concatenating (760) the extracted node features and graph features; and

determining (770), based on the trained ensemble classification model, a list of

prediction results of components that are to be scheduled for component maintenance.

2. The method as recited in claim 1, wherein the graph features include static

graph features.

3. The method as recited in claim 1, wherein the graph features include temporal

graph features.

4. The method as recited in claim 3, wherein the temporal graph features are
selected from the group consisting of:

in-degree from the attributed the temporal graph;

total in-degree from the attributed temporal graph and at least one unknown

component;
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out-degree from the attributed temporal graph; and
total out-degree from attributed temporal graph and the at least one unknown

component.

5. The method as recited in claim 3, wherein the temporal graph features include

a dark web out-degree from unknown companies to existing component.

6. The method as recited in claim 3, wherein the temporal graph features are
selected from the group consisting of:
difference between total in-degree and total out-degree; and

proportion between total in-degree and total out-degree.

7. The method as recited in claim 1, wherein the trained ensemble classification

model includes a gradient boosting machine.

8. The method as recited in claim 1, wherein each node of the attributed temporal
graph is a component and each edge of the attributed temporal graph represents an

interaction between components.

9. The method as recited in claim 8, further comprising:

associating an edge with a weight indicating an intensity of the interaction

between components,
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10. The method as recited in claim [, wherein attributes of each node are
generated from at least one of a location and maintenance record associated with a

component profile of the components.

11.  The method as recited in claim 1, further comprising:

calculating aggregate statistics on different resolutions for the components.

12. A computer system for predicting system device failure, comprising:

a processor device operatively coupled to a memory device, the processor
device being configured to:

perform (740) graph-based predictive maintenance (GBPM) to determine a
trained ensemble classification model for detecting maintenance ready components
that includes extracted node features and graph features;

construct (750), based on testing data and the trained ensemble classification
model, an attributed temporal graph and the extracted node features and graph
features;

concatenate (760) the extracted node features and graph features; and

determine (770), based on the trained ensemble classification model, a list of

prediction results of components that are to be scheduled for component maintenance.

13.  The sysiem as recited in claim 12, wherein graph features include static graph

features.

14.  The system as recited in claim 12, wherein the graph features include temporal

graph features.
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15.  The system as recited in claim 14, wherein the temporal graph features are
selected from the group consisting of:

in-degree from the attributed the temporal graph;

total in-degree from the attributed temporal graph and at least one unknown
component;

out-degree from the attributed temporal graph; and

total out-degree from attributed temporal graph and the at least one unknown

com ponent.

16.  The system as recited in claim 14, wherein the temporal graph features include

a dark web out-degree from unknown companies to existing component.

17.  The system as recited in claim 14, wherein the temporal graph features are
selected from the group consisting of:
difference between total in-degree and total out-degree; and

proportion between total in-degree and total out-degree.

18.  The system as recited in claim 12, wherein the trained ensemble classification

model includes a gradient boosting machine.

19, The system as recited in claim 14, wherein each node of the attributed

temporal graph is a component and each edge of the attributed temporal graph

represents an interaction between components.
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20. A computer program product for detecting failure components, the computer
program product comprising a non-transitory computer readable storage medium
having program instructions embodied therewith, the program instructions executable
by a computing device to cause the computing device to perform the method
comprising:

performing (740) graph-based predictive maintenance (GBPM) to determine a
trained ensemble classification model for detecting maintenance ready components
that includes extracted node features and graph features;

constructing (750), based on testing data and the trained ensemble
classification model, an attributed temporal graph and the extracted node features and
graph features;

concatenating (760) the extracted node features and graph features; and

determining (770), based on the trained ensemble classification model, a list of

prediction results of components that are to be scheduled for component maintenance.
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