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MANAGING USER CONSENT FOR PURPOSE DOCUMENT

BACKGROUND

[0001] A purpose document refers to a document having a purpose such
as collecting and utilizing personal information, a contract, a policy, and the like.
For example, a purpose document may include terms and conditions, an end user
license agreement (EULA), a privacy policy, and the like. A user may consent to
the purpose document before using a product and/or service. In that case, the
product and/or service provider should manage the user consent information.
Here, types and versions of the purpose document and languages in which the
purpose document is written may vary, and consent from the user should be made

again when the purpose document is modified.

BRIEF DESCRIPTION OF THE DRAWINGS

[0002] FIG. 1 is a diagram illustrating a system for managing a purpose
document and user consent according to an example.

[0003] FIG. 2 is a diagram illustrating a relationship between a purpose
document and user consent managed according to an example.

[0004] FIG. 3 is a flowchart showing a method for generating information
of a purpose document according to an example.

[0005] FIG. 4 is a flowchart showing a method for configuring user consent
information according to an example.

[0006] FIG. 5 is a flowchart showing a method for storing user consent
information according to an example.

[0007] FIG. 6 is a flowchart showing a method for re-obtaining user
consent information according to an example.

[0008] FIG. 7 is a flowchart showing a method for managing user consent
information upon user withdrawal according to an example.

[0009] FIG. 8 is a flowchart showing a method for identifying user consent

information according to an example.
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[0010] FIG. 9 and FIG. 10 are flowcharts showing a method for sharing
user consent information in a tenant according to an example.

[0011] FIG. 11 is a flowchart showing a method for storing device-based
consent information according to an example.

[0012] FIG. 12 illustrates a computing device according to an example.
[0013] FIG. 13 llustrates a purpose document management server
according to an example.

[0014] FIG. 14 illustrates a cloud server according to an example.

DETAILED DESCRIPTION

[0015] Hereinafter, examples of the present disclosure will be described
with reference to the attached drawings so that a person of ordinary skill in the art
may easily implement the present disclosure. However, the present disclosure
may be modified in various ways and is not limited to the examples described
herein. In the drawings, like reference numerals designate like elements
throughout the specification.

[0016] Throughout the specification, when a part is described to "include"
or "comprise" a certain element, it means that it may further include other
elements rather than exclude other elements, unless specifically indicated
otherwise.

[0017] In the description, terms such as "transmit" or "provide" may be
used to include not only direct transmission or provision but also indirect
transmission or provision through another device or by using a bypass.

nn

[0018] Throughout the specification, singular forms such as "a,” "an,” and
"the" are intended to include plural forms as well, unless an explicit expression
such as "one" or "singular" is used.

[0019] In the description, an operation order described in a flowchart may
be changed, several operations may be merged, certain operations may be
divided, and specific operations may not be performed.

nn

[0020] In the description, terms such as "... unit,” "... group,” "... module,”

and the like refer to units that process a function or an operation, which may be
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implemented with hardware, software, or a combination thereof.

[0021] In the description, a server may be implemented with hardware
including a processor, a memory, a communication device, and the like, and a
computer program being executed in combination with the hardware may be
stored in a predetermined space. The hardware may be capable of implementing
an example method of the present disclosure. The computer program may include
instructions that implement an example operation method of the present
disclosure described with reference to the accompanying drawings, and execute
an example of the present disclosure in combination with hardware such as a
processor, a memory, and the like.

[0022] In the description, a document related to a purpose, such as a
document collecting and utilizing personal information, a contract, a policy, and
the like, and further related to content requiring user consent thereto is referred
to as a "purpose document.” In an example, the purpose document may include
content that legally requires user consent. The purpose document may be
referred to as a "consent form,” but will be referred to as a "purpose document"
in order to distinguish from the term "user consent.” The purpose document may
be variously realized as, for example, a terms and conditions document, an end
user license agreement (EULA), a privacy policy, and the like.

[0023] When a provider provides a program to a user, for utilization of
information collected by the program to serve a purpose described in a purpose
document, user consent to the purpose document should be obtained. In various
examples, the user may consent to the purpose document to use the program or
may withdraw the consent.

[0024] The program provided by the provider to the user may vary and may
include software variously referred to as an application program, a solution
program, and the like. In an example, the provider may additionally provide a paid
or free service related to a program such as an application, and such service may
be referred to as an offering service. In this case, the provider should obtain
consent to the purpose document for each offering service, aside from consent to
the purpose document obtained for the program. Here, the offering service may

be managed depending on the program. A program or an offering service
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depending on a program is referred to as a target to which the purpose document
is applied (i.e., an "application target"). A program that is an application target
may be a software product manufactured in a distributable form, for example, an
application that may be downloaded from an application store, a solution that may
be installed through an installation file, and the like. Hereinafter, a target to which
the purpose document is applied may be described using a program to which a
unique identifier (e.g., programld) is given as an example.

[0025] The provider should obtain consent to the purpose document from
the user, and manage various information such as in which program, when, and
what consent the user has made. Further, if the purpose document is changed,
the provider should newly obtain consent from the user. When the provider
manages a large number and various types of programs, it may become difficult
to manage purpose documents and user consent information. For example, if the
management of the purpose document and consent information for each
application distributed by a company is performed by separate entities (e.g.,
departments, divisions, etc.), the types of the purpose document and the format
of consent information managed in a company may vary. Moreover, when an
application is distributed in various countries, since the purpose document also
should be prepared and translated corresponding to the country, multiple purpose
documents may be individually prepared by a regional representative. As a result,
several translated documents of the purpose document may be made in a same
language area.

[0026] In order to address these and other problems, examples of the
present disclosure provide a method and a system for managing various purpose
documents and user consents.

[0027] Examples of the present disclosure provide a method and system
for managing reference purpose documents as a pool, obtaining a purpose
document required by each program from the purpose document pool, and
generating user consent information to be provided to users of each program.
[0028] Examples of the present disclosure provide a method and system
for generating user consent information for each user of a program and managing

the state of the user consent information as a consent (e.g., OptedIn) state, a



WO 2022/025980 PCT/US2021/013881

request for re-consent (e.g., ReOptedInRequired) state, or a withdrawal (e.g.,
OptedOut) state.

[0029] Examples of the present disclosure provide a method and system
for storing a process action of user consent for a purpose document as a history.
[0030] Hereinafter, examples of a method and system for managing user
consent for a purpose document will be described.

[0031] FIG. 1 is a diagram illustrating a system for managing a purpose
document and user consent according to an example. FIG. 2 is a diagram
illustrating a relationship between a purpose document and user consent
managed according to an example.

[0032] Referring to FIG. 1, a provider providing a program and/or service
to a user should notify the user of a purpose document such as a terms and
conditions document, a software user license agreement, a personal information
processing policy, and the like, and should manage corresponding user consent
information. Here, the provider may manage various types of purpose documents,
and the purpose documents may be prepared in various languages. Further, the
provider should obtain user consent for a purpose document from the user.
However, the purpose documents may differ for each of the provided programs
or offering services. In addition, if the purpose document is modified, the user
consent also should be updated (e.g., re-obtained).

[0033] To manage the various types of purpose documents and user
consents, a purpose and consent management system 10 may manage the
purpose documents, generate user consent information that is provided to the
user based on a predetermined purpose document, and manage an acquired
consent action as a history.

[0034] The purpose and consent management system 10 may include a
purpose document management server 100, a cloud server 200 to interwork with
the purpose document management server 100, and a service server 300 to
interwork with the cloud server 200 and to exchange information with a terminal
400. An example operation within the purpose and consent management system
10 is described in which the purpose document management server 100, the

cloud server 200, and the service server 300 are differentiated from each other.
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However, the purpose and consent management system 10, the purpose
document management server 100, the cloud server 200, and the service server
300 may be implemented in an integrated way or a distributed way. Also, a name
of an illustrated component (e.g., a server) is given only for explanation, and a
function of the component is not limited by the name.

[0035] The terminal 400 may include a computing device that can access
the service server 300 via a network. In an example, the terminal 400 may be a
laptop, a mobile terminal, or any of various devices including a printer device. In
the terminal 400, a program to which the purpose document is applied is installed.
Consent to the purpose document may be obtained to use the program. To this
end, the program installed in the terminal 400 may transmit identification
information such as a program identifier (e.g., programld) and a user
identifier/device identifier to the service server 300, display the user consent
information received from the service server 300 on a screen, and receive a user
action (e.g., acceptance) in response to the displayed contents. If the user wants
to use an offering service added to the program, a separate consent to the
purpose document may be obtained. At this time, an offering service identifier
may be transmitted to the service server 300 along with the program identifier.
[0036] Through a login process related to the executed program, the
terminal 400 may obtain a token including a user identifier or a token available for
receiving a user identifier from a predetermined device. The purpose document
management server 100, the cloud server 200, and the service server 300 may
identify a user by exchanging tokens transmitted from the terminal 400. In various
examples, it is assumed that the servers can identify the user via the token
included in the exchanged information.

[0037] The purpose document management server 100 may register a
purpose document such as a terms and conditions document, an EULA, a
personal information processing policy, and the like, and manage purpose
document. The purpose document management server 100 may provide
information to other servers. In certain examples, the information provided to
other servers may include legally required information. The purpose document

management server 100 may manage various types and versions of purpose
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documents and purpose documents written in various languages in a pool. The
purpose document management server 100 may manage a consent history for
the purpose document.

[0038] The purpose document management server 100 may register the
purpose document and generate purpose-common information including an
identifier (e.g., purposeld) and properties of each of the registered purpose
documents. The purpose document management server 100 may register
common information of purpose documents and manage generation of a purpose
document dedicated to a program or an offering service provided to a user based
on the purpose-common information.

[0039] When a program or an offering service is registered as an
application target of the purpose document, the cloud server 200 may obtain
purpose-common information required by the application target from the purpose
document management server 100. The application target of the purpose

document is distinguished with an identifier such as "programld," "originld,” etc.,
which will be described below. Upon registering the application target, a
corresponding purpose document identifier (e.g., purposeld) registered in the
purpose document management server 100 may be input. Alternatively, when the
application target is registered, the cloud server 200 may extract a purpose
document corresponding to the application target according to a policy and may
map the purpose document to the application target.

[0040] The cloud server 200 may generate purpose-customized
information dedicated to the application target by combining the obtained
purpose-common information with the information of the application target.
[0041] The cloud server 200 may generate user consent information by
combining user information and the purpose-customized information. The user
consent information may be provided to the terminal 400 via the service server
300, and a state thereof may be updated according to a user action input in the
terminal 400. Further, the user consent information may be updated to a re-
consent request state (e.g., ReOptedinRequired), if re-consent is to be obtained
due to an update of the purpose document. The cloud server 200 may manage

the user consent information of the current state and provide the user consent
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information of the current state to the terminal 400.

[0042] In an example, when the user consent information is updated by a
user’s action, the cloud server 200 may inform the purpose document
management server 100 of the updated information. As a result, the purpose
document management server 100 may manage a user consent history for the
purpose document.

[0043] Referring to FIG. 2, the purpose-common information and a user
consent history may be managed for processing. For consent management, the
purpose-customized information and the user consent information may be
managed. Based on the purpose-common information of a single purpose
document (e.g., purposeld1), purpose-customized information for each
application target (e.g., programld1, programld2, and programld3) may be
generated. User consent information of each user (e.g., UserA, UserB, UserC)
may be generated from each of the purpose-customized information. In various
examples, a state of the user consent information may be changed according to
a user action or an update of the purpose document, and a current state may be
recorded.

[0044] The user consent history may record user actions for the user
consent information. For example, information regarding user consent (e.g., opt-
in) or withdrawal (e.g., opt-out) may be recorded over time.

[0045] The purpose-common information may be generated for each
purpose document to which an identifier (e.g., purposeld) is given. For example,
the purpose-common information may include an identifier (e.g., purposeld) and
properties of the purpose document as shown in Table 1. The term
"requiredldentifiers" refers to an identification used to identify who has consented
to the purpose document. In an example, an email address of a user or a device

identifier may be used as identification.

Table 1
Property Description
purposeld Identifier of purpose document (e.g., test.email.test)
organization Name of organization that registered the purpose document
(e.g., HP)
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processingBasis |Processing criteria of purpose document (e.g., consent)

requiredldentifiers |ldentification means required Iin purpose document,
information of identification means required during opt-
infopt-out (e.g., email/deviceld)

verbiage:

locale Language in which purpose document is written

version Version of purpose document

minVersion Minimum compatible version

statement Content of purpose document (e.g., English: email-related
consent request, v1)

reference Reference address

[0046] When a user action of changing the user consent information is

performed, user consent history may be generated and may include date and
time information of the user’s consent to or withdrawal from the purpose
document and a consent process action. The user consent history may include,
for example, information as shown in Table 2.

[0047] In Table 2, the term "clientld" refers to a public identifier of a program.
The "clientld" may be included in a token transmitted from the terminal 400
executing the program. The term "dataSubject" refers to user or device
identification information that is obtained according to the identification used in
the purpose document and may include an email address or a device identifier.
The identification information described in "dataSubject" may include a name, an
address, a telephone number, employee information (e.g., employee number), a

unique number of a user account, and the like, besides an email address.

Table 2
Property Description
purposeld Purpose document identifier (e.g., test.email.test)

organization Name of organization that registered the purpose document
(e.g., HP)

transactionid User consent processing identifier

transactionDate (User consent processing date and time
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10
action User consent processing action (e.g., opt-in/opt-out)
clientld Public identifier of program that generated user consent
information
dataSubject User/device identification information obtained according to

required identification means (requiredidentifiers) in the

purpose document

verbiage:

locale Language in which purpose document is written

version Version of purpose document

custom Special field

[0048] The purpose-customized information may be generated for each

application target of the purpose document. The purpose-customized information
may include, for example, information obtained by combining purpose document
information with information of an application target, as shown in Table 3. The
term ‘"resourceld" refers to an identifier given to the purpose-customized
information that is generated for consent management, the term "purposeld"
refers to an identifier of the purpose document, and the term "programld" refers
to an identifier of the program to which the purpose document is applied. The term
"originType" is used for indicating whether an origin of the application target is a
program or an offering service. The term "originld" refers to an origin identifier. If
"originType" is a program, "originld" and "programld" are equal. If "originType" is
an offering service, "originld" may be an identifier of the offering service and
"programld" may be an identifier of the program to which the offering service
belongs. The term "tenantld" refers to an identifier of a group to which the
purpose-customization information of the application target belongs, and may
indicate a certain rental resource space (e.g., tenancy) of a cloud platform where
data corresponding to "resourceld" is stored.

Table 3

Property Description

resourceld Identifier of purpose-customized information

tenantld Identifier of tenant to which purpose-customized
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information belongs

state State of purpose-customized information
purposeld Identifier of purpose document

version Version of purpose document
verbiageType Type of purpose document (e.g., Text/URL)
verbiageValue Content of purpose document (e.g., text

document/address where the document is stored)

verbiagelLocale Language in which purpose document is written

processingBasis Processing criteria of purpose document (e.g., consent)

requiredldentifierList [ldentification means required in the purpose document,
user identification means required at opt-infopt-out (e.g.,

email/deviceld)

originType Type of origin (e.g., program/offering)

originid Identifier of Origin

programl|d Identifier of program to which origin belongs

[0049] The user consent information is generated for each user or device

and may include a current state. The user consent information may include, for
example, information shown in Table 4. The state of the user consent information
may be defined as shown in Table 5. The term "resourceld" refers to an identifier
assigned to the user consent information that is generated for consent
management, the term "purposeld" refers to an identifier of the purpose document,
and the term "purposeresourceld" refers to an identifier of the purpose-
customized information. The term "tenantld" refers to an identifier of a group to
which the user consent information belongs and may refer to a certain rental
resource space (e.g., tenancy) of a cloud platform where data corresponding to
"resourceld" is stored. The term "userResourceld" refers to a user identifier. The
term "userResourceld" may refer to information included in a token or information
obtained from a predetermined device by using the token. The term "deviceld"
refers to a device identifier and may be used when managing consent information
without user authentication through login. The term "deviceld" generally refers to

a serial number of a device such as a mobile terminal or a printer device, and in
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some cases an identifier of a program installed in the device may be used as the

"deviceld.” The term "deviceld" may be an identifier that is not user identification

information.
Table 4
Property Description

resourceld Identifier of user consent information

tenantld Identifier of tenant to which user consent information
belongs

state State (NoSelection, Optedin, OptedOut,
ReOptedinRequired)

purposeld Identifier of purpose document

purposeresourceld

Identifier of purpose-customized information

purposeVersion

Version of purpose document

originType Type of origin

originld Identifier of origin

programl|d Identifier of program to which origin belongs
verbiageType Type of purpose document (e.g., Text/URL)

verbiageValue

Content of purpose document (e.g., text document/address

where the document is stored)

verbiagelocale

Language in which purpose document is written

userResourceld

User identifier, if user consent is related to user information

deviceld Device identifier, if user consent is related to a device
dateTime Date and time of change
Table 5
State Description
NoSelection Initial state of user consent information when initially

generated, or state without expression of user’s intention

Optedin(Consent)

State where an agreement is done to user consent

information

OptedOut(Withdraw)

State where withdrawal (opt-out) of user consent
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information

ReOptedinRequired |State where re-consent to user consent information is

(re-consent request) |requested

[0050] Hereinafter, an example method in which a purpose and consent
management system manages a purpose document and user consent will be
described with reference to the accompanying drawings.

[0051] FIG. 3 is a flowchart showing a method for generating information
of a purpose document according to an example.

[0052] Referring to FIG. 3, the purpose document management server 100
may receive a registration request for a purpose document at operation S110.
The registration request may include information required to generate purpose-
common information as shown in Table 1 and may include, for example,
information such as a language in which the purpose document is written, a
version of the purpose document, a minimum compatible version, content of the
purpose document, a reference address of the purpose document, and the like.
[0053] The purpose document management server 100 may generate the
purpose-common information based on the registration request for the purpose
document at operation S120. The purpose document management server 100
may generate purpose-common information of the purpose document (e.g.,
purposeld="test.email.test") as shown in Table 6 according to the properties

described in Table 1.

Table 6
{
"purposeld": "test.email.test,”
"verbiage": {
"locale": "en,”
"version": "/
"statement". "English. email-related consent request,
vl

"minVersion": "1,

"reference":, "https://www.doc.com/doc.pdf"
13
"organization": "HP/
"processingBasis": "consent,”
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"requiredldentifiers’: "email"

[0054] The cloud server 200 may receive a registration request for an
application target of the purpose document (e.g., a program or offering service)
at operation S130. The registration request may include a purpose document
identifier (e.q., purposeld="test.email.test") previously registered in the purpose
document management server 100. The registration request may include a
program identifier (e.g., programld) of the application target. When the application
target is an offering service of the program, the registration request may further
include an identifier (e.g., "originld") of the offering service and whose
"originType" is "offering.”
[0055] The cloud server 200 may request the purpose-common
information of the purpose document identifier (e.g., purposeld="test.email.test")
included in the registration request to the purpose document management server
100 at operation S140.
[0056] The purpose document management server 100 may transmit the
requested purpose-common information to the cloud server 200 at operation
S150. The cloud server 200 may receive the purpose-common information
prepared as shown in Table 6.
[0057] The cloud server 200 may generate purpose-customized
information for the application target by combining information of the application
target with the obtained purpose-common information at operation $S160. The
cloud server 200 may generate the purpose-customized information of the
program as shown in Table 7 according to the properties described in Table 3.
Table 7

"resourceld": "5eb9040b270f533ae13e5e7e,”

"tenantld". "c1a46987-cbd3-45db-b94a-a6544116fc2d,”

"state": "New,”

"purposeld": "test.email.test,”

"version": "/

"verbiageType': '"Text”

"verbiageValue": "English: email-related consent request, v1,
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" ”»

"verbiagelLocale": '"en,
"originType": "Program,”
"originld":  "11a0acf2-935c-11ea-bb37-0242ac130002,”
"programld™. "11alacf2-935c-11ea-bb37-0242ac130002,”
"requiredIDentifierList": |

"email"

]

[0058] The cloud server 200 may manage the purpose-customized
information generated for each application target and may generate consent
information for each user by using the purpose-customized information.

[0059] FIG. 4 is a flowchart showing a method for configuring user consent
information according to an example.

[0060] Referring to FIG. 4, when a user executes a program, a terminal
400 may request user consent information for the corresponding program to a
service server 300 at operation S210. For example, the request may include a
program identifier (e.g., programld="11a0acf2-935c-11ea-bb37-0242ac130002")
and user identification information.

[0061] The service server 300 may transmit a request to configure user
consent information for the requested program to a cloud server 200 at operation
S220. The service server 300 may manage a history showing the user consent
information generated in the cloud server 200 and may thereby determine
whether the configuration is necessary.

[0062] The cloud server 200 may extract the purpose-customized
information of the requested program and collect and validate an identification
means (e.g., requiredldentifierList) required in the purpose document at operation
S230. When the identification means included in the purpose-customized
information is an e-mail, the cloud server 200 may obtain the e-mail from the
terminal 400 and validate the obtained e-mail through interworking with an
authentication server (not shown).

[0063] The cloud server 200 may generate user consent information of an
initial state by using the extracted purpose-customized information at operation

S240. According to the properties described in Table 4, the cloud server 200 may
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generate the user consent information whose state is not-selected (e.g.,
NoSelection) as shown in Table 8. In Table 8, the term "userResourceld" refers to
user identification information and may be confirmed via a token issued by the

authentication server.

Table 8
{
"resourceld": "5ec6a1f108dca55b4db43bea,”
"tenantld". "c1a46987-cbd3-45db-b94a-a6544116fc2d,”
"state": "NoSelection,”
"purposeld": "test.email.test,”
"purposeResourceld”: " 5eb9040b270f533ae13e5e7e,”
"purposeVersion": "1
"originType": "Program,”
"originld":  "11a0acf2-935c-11ea-bb37-0242ac130002,”
"verbiageType': '"Text”
"verbiageValue": "English: email-related consent request,
vl
"verbiagelLocale": '"en,”
"userResourceld": "5ec5dafedb3e470006de85d6,”
"dateTime": "0000"
}
[0064] The cloud server 200 may notify as a response to the request,

completion of configuring the user consent information to the service server 300
at operation S250.

[0065] The service server 300 may request the user consent information
for the requested program to the cloud server 200 at operation S260. In an
example, the service server 300 may request the user consent information whose
state is not-selected (e.g., NoSelection) or re-consent request (e.g.,
ReOptedIinRequired).

[0066] The cloud server 200 may transmit user consent information for the
requested program to the service server 300 at operation S270. The user consent
information for the requested program may be user consent information
generated with resourceld="5ec6a1f108dca55b4db43bea.”

[0067] The service server 300 may transmit the requested user consent

information to the terminal 400 at operation S280.
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[0068] The terminal 400 may display the user consent information at
operation S290. The terminal 400 may display the content of the purpose
document (e.g., "test.email.test") included in the user consent information on a
screen, and may provide an interface through which the user may choose to
agree or disagree. The user consent information may be provided to choose to
agree all or disagree all or may be provided to choose to agree or disagree by
item.

[0069] FIG. 5 is a flowchart showing a method for storing user consent
information according to an example.

[0070] Referring to FIG. 5, terminal 400 may receive an agreement (e.g.,
OptedIn) for the user consent information from a user at operation S310. The term
"OptedIn" refers to a state where the user has agreed (e.g., consented) to the
user consent information.

[0071] The terminal 400 may transmit to the service server 300 a request
to update the user consent information (e.q.,
resourceld="5ec6a1f108dca55b4db43bea") as a consent (e.g., OptedIn) state at
operation S320.

[0072] The service server 300 may transmit to the cloud server 200 a
request to update the user consent information (e.q.,
resourceld="5ec6a1f108dca55b4db43bea") as the consent (e.g., Optedin) state
at operation S330.

[0073] The cloud server 200 may confirm the purpose document (e.g.,
purposeld="test.email.test") related to the user consent information requested to
be updated, and transfer the user consent state (e.g., OptedIn) for the purpose
document to the purpose document management server 100 at operation S340.
The cloud server 200 may identify the purpose document from the purpose
document identifier (e.g., purposeld) included in updated user consent
information.

[0074] The purpose document management server 100 may generate a
user consent history corresponding to the user consent state at operation S350.
According to the properties described in Table 2, the purpose document

management server 100 may generate a user consent history where the user
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consent processing action is to consent (e.g., opt-in). The purpose document
management server 100 may receive information constituting the user consent
history from the cloud server 200. The user consent history may include a purpose
document identifier (e.g., purposeld), a user consent processing action therefor,
a user consent process identifier (e.g., transactionld), a process date and time
(e.g., transactionDate), and the like. Further, the user consent history may include
information (e.g., dataSubject) obtained according to an identification means (e.g.,
requiredldentifiers) required in the purpose document, a public identifier (e.g.,
clientld) of the program that generates the user consent information, and the like.
Table 9

"purposeld": "test.email.test,”
"action": "opt-in,”
"transactionDate'. "2020-05-18T02:12:20.729Z,”
"transactionld": "78d7b6ba-0fdc-4d9c-9b7d-662e5e3fe2f1,”
"clientld": "HejNX6ID6acXI8exgqFugPTRGrSTU3np,”
"dataSubject":  {

"email": "ucde.owner.01@gmail.com"
13
"organization": "HP/
"verbiage': {

11} ”»

"locale": "en,
"version": "/
"custom":

"{\"hpidUserResourceld\":\"ne5gbgked1qj1iufz3z9zpnrycur1q8p\,’\"stratusUserR
esourceld\":\" Sec5dafedb3e470006de85d6\"}"

}

}

[0075] The purpose document management server 100 may notify the
generation of the user consent history to the cloud server 200 at operation S360.
[0076] The cloud server 200 may update the user consent information as
the consent (e.g., Optedln) state at operation S370. The cloud server 200 may
update the user consent information of Table 8 as shown in Table 10, to maintain
the latest user consent information.

Table 10
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{
"resourceld": "5ec6a1f108dca55b4db43bea,”
"tenantld". "c1a46987-cbd3-45db-b94a-a6544116fc2d,”
"state": "Optedin,”
"purposeld": "test.email.test,”
"purposeResourceld”: " 5eb9040b270f533ae13e5e7e,”
"purposeVersion": "1
"originType": "Program,”
"originld":  "11a0acf2-935c-11ea-bb37-0242ac130002,”
"verbiageType': '"Text”
"verbiageValue": "English: email-related consent request,
vl
"verbiagelLocale": '"en,”
"userResourceld": "5ec5dafedb3e470006de85d6,”
"dateTime": "0000"
}
[0077] The cloud server 200 may transmit the updated user consent

information to the service server 300 at operation S380.

[0078] The service server 300 may transmit the updated user consent
information to the terminal 400 at operation S390. Thereafter, the terminal 400
may display the updated user consent information.

[0079] FIG. 6 is a flowchart showing a method for re-obtaining user
consent information according to an example.

[0080] Referring to FIG. 6, the purpose document management server 100
may receive an update request for a purpose document (e.g.,
purposeld="test.email.test") at operation S410. The update request may include
information for generating updated purpose-common information.

[0081] The purpose document management server 100 may generate the
updated purpose-common information based on the update request of the
purpose document at operation S420. The purpose document management
server 100 may update Table 6, which is the purpose-common information of the
purpose document (e.g., purposeld="test.email.test"), as Table 11. In the
purpose-common information, a version, content (e.g., statement), and a
minimum compatible version of the purpose document may be changed. Since

the compatible version is the current version, re-consent to the purpose document
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is required. If the minimum compatible version is a previous version, a re-consent
request may not be made to the user because the user has already consented to
the previous version.

Table 11

"purposeld": "test.email.test,”
"verbiage': {
"locale": "en,”
"version": "2
"statement": "English: email-related consent request,

V2’”
"minVersion": "2
"reference":, "https://www.doc.com/doc.pdf"

"organization": "HP,”
"processingBasis'": "consent,”
"requiredldentifiers'": "email"

[0082] Since the purpose document is updated, the cloud server 200 may
also receive an update request for an application target (e.g., program or offering
service) at operation S430. The update request for the application target may
include a program identifier (e.g., programld="11a0acf2-935c-11ea-bb37-
0242ac130002") and an identifier of the purpose document (e.g.,
purposeld="test.email.test"). When the application target is an offering service,
an origin identifier (e.g., originld) different from a program identifier may be further
included. Alternatively, the cloud server 200 may receive the updated purpose
document from the purpose document management server 100, extract the
application target related to the updated purpose document, and perform a
consent update process for the extracted application target.

[0083] The cloud server 200 may request the purpose-common
information of the purpose document identifier included in the update request to
the purpose document management server 100 at operation S440.

[0084] The cloud server 200 may receive the updated purpose-common

information from the purpose document management server 100 at operation
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S450. The cloud server 200 may receive the updated purpose-common
information as shown in Table 11.

[0085] The cloud server 200 may generate a new version of purpose-
customized information for the application target by using the updated purpose-
common information at operation S460. For example, the cloud server 200 may
generate the new version of the purpose-customized information to which a new
identifier (e.g., resourceld="5eb9040b270f533ae13e5e8f") is given as shown in
Table 12, based on the updated purpose-common information. The purpose-
customized information may include an updated version and updated statement
(e.g., verbiageValue) of the purpose document, and the state of the purpose-
customized information may be a state of an updated consent request (e.g.,
UpdateOptinRequired) state. At this time, the purpose-customized information of
the previous version generated as shown in Table 7 may be changed to an update

state and stored.

Table 12
{
"resourceld": "5eb9040b270f533ae13e5e8f,”
"tenantld". "c1a46987-cbd3-45db-b94a-a6544116fc2d,”
"state": " UpdatedOptinRequired,”
"purposeld": "test.email.test,”
"version": "2
"verbiageType': '"Text”
"verbiageValue": "English: email-related consent request,
v2,”
"verbiagelLocale": '"en,”
"originType": "Program,”
"originld":  "11a0acf2-935c-11ea-bb37-0242ac130002,”
"programld™. "11alacf2-935c-11ea-bb37-0242ac130002,”
"requiredldentifierList". [
"email"
]
}
[0086] Here, in the purpose-customized information of the new version, the

compatible version required in the purpose document is the latest version. Thus,

the cloud server 200 may update the user consent information generated with the
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purpose-customized information of the previous version as a re-consent request
(e.g., ReOptedIinRequired) at operation S470. The cloud server 200 updates the
user consent information shown in Table 10 as Table 13 and changes the state to
the re-consent request (e.g., ReOptedinRequired) state. At this time, the user
consent information has an identifier (e.g., purposeResourceld) given to the new
version of the purpose-customized information. In addition, the user consent
information may include an updated version and updated statement (e.g.,
verbiageValue) of the purpose document.
Table 13

"resourceld": "5ec6a1f108dca55b4db43bea,”

"tenantld". "c1a46987-cbd3-45db-b94a-a6544116fc2d,”

"state": "ReOptedInRequired,”

"purposeld": "test.email.test,”

"purposeResourceld”: " 5eb9040b270f533ae13e5e8f,”

"purposeVersion": "2

"originType": "Program,”

"originld":  "11a0acf2-935c-11ea-bb37-0242ac130002,”

"verbiageType': '"Text”

"verbiageValue": "English: email-related consent request,
v2,”

" ”»

"verbiagelLocale": '"en,
"userResourceld": "5ec5dafedb3e470006de85d6,”
"dateTime": "0000"

[0087] Thereafter, the terminal 400 may receive the new version of the user
consent information via the service server 300.

[0088] For example, when the program is executed, the terminal 400 may
request user consent information of the corresponding program to the service
server 300 at operation S480. For example, the request may include a program
identifier (e.g., programld="11a0acf2-935c-11ea-bb37-0242ac130002") and user
identification information.

[0089] Since the user consent information is configured, the service server
300 may request the user consent information of the requested program to the

cloud server 200 at operation S482. Here, the service server 300 may request
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the user consent information of a not-selected (e.g., NoSelection) state or a re-
consent request (e.g., ReOptedinRequired) state.
[0090] The cloud server 200 may transmit the updated user consent
information for the requested program to the service server 300 at operation S484.
The user consent information of the requested program may be the updated user
consent information (e.g., resourceld="5ec6a1f108dca55b4db43bea") as shown
in Table 13.
[0091] The service server 300 may transmit the updated user consent
information to the terminal 400 at operation S486.
[0092] The terminal 400 may display the updated user consent information
at operation S488. As described in FIG. 5, when an agreement to the user consent
information is input, the cloud server 200 may update the user consent
information of the state of ReOptedIinRequired shown in Table 13, as OptedIn as
shown in Table 14.

Table 14

"resourceld": "5ec6a1f108dca55b4db43bea,”

"tenantld". "c1a46987-cbd3-45db-b94a-a6544116fc2d,”

"state": "Optedin,”

"purposeld": "test.email.test,”

"purposeResourceld”: " 5eb9040b270f533ae13e5e8f,”

"purposeVersion": "2

"originType": "Program,”

"originld":  "11a0acf2-935c-11ea-bb37-0242ac130002,”

"verbiageType': '"Text”

"verbiageValue": "English: email-related consent request,
v2,”

" ”»

"verbiagelLocale": '"en,
"userResourceld": "5ec5dafedb3e470006de85d6,”
"dateTime": "0000"

[0093] The cloud server 200 may transmit the consent (e.g., OptedIn) state
input by the user to the purpose document (e.g., purposeld="test.email.test") to
the purpose document management server 100. The cloud server 200 may

transfer, to the purpose document management server 100, an email address and
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a public identifier (e.g., clientld) of a program that are obtained according to the
identification means (e.g., requiredldentifiers) required by the purpose documents.
The purpose document management server 100 may generate a user consent
history that records the user consent processing action, processing date and time,
and the like for the new version of the purpose document.

[0094] FIG. 7 is a flowchart showing a method for managing user consent
information upon user withdrawal according to an example.

[0095] Referring to FIG. 7, the user may withdraw (e.g., OptedOut) after
having consented to the purpose document. In an example, the user consent
information may be managed as follows.

[0096] The terminal 400 may receive an input of withdrawal from a program
that is an application target of the purpose document at operation S510.

[0097] The terminal 400 may request the service server 300 to delete the
user consent information for the program to which the withdrawal is requested at
operation S520.

[0098] The service server 300 may request the user consent information
for the requested program from the cloud server 200 at operation S530. Here, the
service server 300 may request the user consent information of the consent (e.g.,
OptedIn) state.

[0099] The cloud server 200 may transmit the requested user consent
information to the service server 300 at operation S540.

[00100] The service server 300 may request the cloud server 200 to update
the state of user consent information as a withdrawal (e.g., OptedOut) state at
operation S550.

[00101] The cloud server 200 may transmit to the purpose document
management server 100 the information representing that the purpose document
related to the user consent information requested for an update is changed to the
withdrawal state at operation S560.

[00102] The purpose document management server 100 may generate a
user consent history corresponding to withdrawal (e.g., opt-out) at operation S570.
The purpose document management server 100 may generate a user consent

history that records withdrawal (e.g., opt-out) for the purpose document (e.g.,
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purposeld="test.email.test"), a processing date and time (e.g., transactionDate),
and the like as shown in Table 15. From this user consent history, information that
the user (e.g.,, email="ucde.owner.01@gmail.com") has withdrawn (e.g.,
action="opt-out") for the purpose document (e.g., purposeld="test.email.test") in
the program (e.g., clientld="HejNX61D6acXI8exgqFugPTRGrSTU3np") and the
date and time of the withdrawal (e.g., transactionDate) may be identified.

Table 15

"purposeld": "test.email.test,”
"action": "opt-out,”
"transactionDate": "2020-05-18T02:12:20.729Z,”
"transactionld": "78d7b6ba-0fdc-4d9c-9b7d-662e5e3fe2f1,”
"clientld": "HejNX6ID6acXI8exgqFugPTRGrSTU3np,”
"dataSubject":  {

"email": "ucde.owner.01@gmail.com"
13
"organization": "HP,”
"verbiage': {

11} ”»

"locale": "en,
"version": "/
"custom":

"{\"hpidUserResourceld\":\"ne5gbgked1qj1iufz3z9zpnrycur1q8p\,"\"stratusUser
Resourceld\":\" 5ec5dafedb3e470006de85d6\"}"

}

}

[00103] The purpose document management server 100 may notify the
generation of the user consent history to the cloud server 200 at operation S580.
[00104] The cloud server 200 may update the user consent information as
a withdrawal (e.g., OptedOut) state at operation S590. As shown in Table 16, the
user consent information may be changed to the withdrawal (e.g., OptedOut)

state.
Table 16

"resourceld": "5ec6a1f108dca55b4db43bea,”
"tenantld": "c1a46987-cbd3-45db-b94a-a6544116fc2d,”

"state": "OptedOut,”
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"purposeld": "test.email.test,”

"purposeResourceld”: " 5eb9040b270f533ae13e5e7e,”
"purposeVersion": "1

"originType": "Program,”

"originld":  "11a0acf2-935c-11ea-bb37-0242ac130002,”
"verbiageType': '"Text”

"verbiageValue": "English: email-related consent request,

vl
"verbiagelLocale": '"en,”
"userResourceld": "5ec5dafedb3e470006de85d6,”
"dateTime": "00000"
}
[00105] FIG. 8 is a flowchart showing a method for identifying user consent

information according to an example.

[00106] Referring to FIG. 8, the user may identify user consent information
as follows.
[00107] The cloud server 200 may store user consent information of the

current state at operation S610.

[00108] The terminal 400 may receive a request for a current status of the
user consent information from the user consent information management screen
of a program at operation S620.

[00109] The terminal 400 may request user consent information of the
requested program from the service server 300 at operation S630. In an example,
the user consent information in the consent (e.g., Optedin) state may be
requested.

[00110] The service server 300 may request the user consent information
for the requested program from the cloud server 200 at operation S640.

[00111] The cloud server 200 may extract and transfer to the service server
300 the user consent information for the requested program at operation S650.
When separate user consent for an offering service of the program exists, the
cloud server 200 may transfer the user consent information to the offering service
to the service server 300.

[00112] The service server 300 may transmit the user consent information

to the terminal 400 at operation S660.
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[00113] The terminal 400 may display the received user consent information
on the screen at operation S670. The terminal 400 may display, for example, the
current status of the user consent information of the purpose document (e.g.,
test.email.test), as shown in Table 17.

Table 17

Name Content Consent Date

test.email.test| English: email-related consent request, v1| 2020-05-21

[00114] As described above, since the cloud server 200 maintains the user
consent information as the latest user consent state, it is possible to provide the
latest user consent information based on a user request. As a result, the user may
easily identify the user consent information obtained through consent made by
itself.

[00115] FIG. 9 and FIG. 10 are flowcharts showing a method for sharing
user consent information in a tenant according to an example.

[00116] Referring to FIG. 9 and FIG. 10, in case of programs managed for
the same tenant, the same purpose document may be required by those
programs. Accordingly, when configuring user consent information for a certain
program, the cloud server 200 may check whether user consent for the purpose
document is received from the same user and generate user consent information
for the purpose document not having the user consent. Here, the tenant may be
a group of programs that require purpose documents and user consent
management, and may be a rental resource space (e.g., tenancy) allocated for
management thereof.

[00117] In an example, it is assumed that application 1 and application 2
belonging to the same tenant are registered in the cloud server 200 as shown in
Table 18. It is assumed that the application 1 and the application 2 have the same
tenant identifier (e.g., tenantld) and "hp-Common-Privacy-purpose" is the same
among the applied purpose documents. Moreover, it is assumed that a user
executing application 1 and application 2 is "user01" and the user identification
information may be identified with a token issued to a login user. In Table 18, since

"originType" is program, it is assumed that "originld" and "programld" are the
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same.
Table 18

Application1 |originld: application01

originType: program

tenantld: stO1

purposeld: app01-email-purpose, hp-Common-Privacy-

purpose

Application2 |originld: application02

originType: program

tenantld: stO1

purposeld: app02-email-purpose, hp-Common-Privacy-

purpose

[00118] Referring to FIG. 9, when the application 1 is executed, the terminal
400 may request user consent information for the application 1 from the service
server 300 at operation S710. The request for user consent information may
include a program identifier (e.g., programld="application01").

[00119] The service server 300 may request the cloud server 200 to
configure the user consent information for the application 1 at operation S720.
[00120] The cloud server 200 may extract purpose-customized information
of the application 1 at operation S730.

[00121] Based on the purpose-customized information of the application 1,
the cloud server 200 may check whether consent information of a user (e.g.,
userResourceld="user01") for a purpose document (e.g., purposeld="app01-
email-purpose,” "hp-Common-Privacy-purpose") exists among the user consent
information generated in a tenant (e.g., tenantld="st01") to which the application
1 belongs, at operation S740.

[00122] When the user consent information for the purpose document does
not exist, the cloud server 200 may generate user consent information (e.g.,
consentO1, consent02) of an initial state for each purpose document by using
purpose-customized information of the application 1, at operation S750.

[00123] The cloud server 200 may transmit the user consent information
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(e.g., consent01, consent02) to the service server 300 at operation S760.
[00124] The service server 300 may transmit the user consent information
(e.g., consent01, consent02) to the terminal 400 at operation S770.

[00125] The terminal 400 may display the received user consent information
(e.g., consent01, consent02), and receive input of consent for the displayed user
consent information at operation S780. As described in FIG. 4, the current state
of the user consent information (e.g., consent01, consent02) is updated to the
consent (e.g., Optedin) state and stored in the cloud server 200.

[00126] Referring to FIG. 10, after the user has consented (e.g., Optedin) to
the purpose document (e.g., purposeld="app01-email-purpose,”'hp-Common-
Privacy-purpose"), the terminal 400 may request the user consent information for
the application 2 to the service server when the application 2 is executed, at
operation S810. The request for the user consent information may include a
program identifier (e.g., programld="application02").

[00127] The service server 300 may request the cloud server 200 to
configure the user consent information for the application 2 at operation S820.
[00128] The cloud server 200 may extract purpose-customized information
of the application 2 at operation S830.

[00129] Based on the purpose-customized information of the application 2,
the cloud server 200 may check whether consent information of a user (e.g.,
userResourceld="user01") for a purpose document (e.g., purposeld="app02-
email-purpose,” "hp-Common-Privacy-purpose") exists among the user consent
information generated in a tenant (e.g., tenantld="st01") to which the application
2 belongs, at operation S840.

[00130] Since the user consent information (e.g., consent02) for the
purpose document (e.g., purposeld="hp-Common-Privacy-purpose") exists, the
cloud server 200 may generate user consent information (e.g., consent03) of an
initial state (e.g., NoSelection) for the remaining purpose document (e.g.,
purposeld="app02-email-purpose"), at operation S850.

[00131] The cloud server 200 may transmit the user consent information
(e.g., consent03) to the service server 300 at operation S860.

[00132] The service server 300 may transmit the user consent information
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(e.g., consent03) to the terminal 400 at operation S870.

[00133] The terminal 400 may display the received user consent information
(e.g., consent03) and receive an input of consent for the displayed user consent
information at operation S880. As described in FIG. 4, the current state of the user
consent information (e.g., consent03) is updated as the consent (e.g., Optedin)
state and stored in the cloud server 200.

[00134] FIG. 11 is a flowchart showing a method for storing device-based
consent information according to an example.

[00135] Referring to FIG. 11, in an environment where a user is in a login
state or a user can be identified in various ways, user consent information may
be generated and managed. However, in an environment where consent for the
purpose document is required but the user does not log in or cannot log in,
consent unrelated to the user information may be required. In this case, the device
may be identiflied and consent information obtained by the device may be
generated and managed.

[00136] An example method for storing and managing device-based
consent information is similar to a method described in from FIG. 2 to FIG. 10.
Hereinafter, it is described that a terminal 410 requests consent information so as
to be distinguished from the terminal 400. Here, the device may be the terminal
410 on which a program is installed or a separate device (e.g., printer device) that
may be utilized via a program by the terminal 410. Further, the terminal 410 may
be a mobile terminal or a dedicated device such as a printer device. In an example,
a device identifier (e.g., deviceld) may be generally a serial number of a device
such as a mobile device or a printer device, and in some cases an identifier of a
program installed in a device may be used as the "deviceld.” The device identifier
may be an identifier that is not user identification information.

[00137] The purpose document management server 100 may generate
purpose-common information for the  purpose document (e.g.,
purposeld="bizops.device.basicfunct.-.hpsmart.print.npf") at operation S910. The
purpose-common information may be generated as shown in Table 19, and the
identification means (e.g., requiredldentifiers) required in the purpose document

may be "deviceld.”
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Table 19

"purposeld": "bizops.device.basicfunct.-.hpsmart.print.npf,”
"verbiage': {
"locale": "en,”
"version": "/
"statement”: "Welcome to HP Smart.HP
Automatically collects and analyzes data from your device and
account to deliver basic HP Smart app services, as explained
in the HP Privacy Statement. By continuing, | agree to the
HP Smart Terms of Use and EULA.”
"minVersion": "1,
"reference":, "https://www.doc.com/doc.pdf"

13
"requiredldentifiers’": "deviceld,”
"processingBasis". "legitimate interest,”
"organization": "Print"
}
[00138] Based on the purpose-common information, the cloud server 200

may generate purpose-customized information of a program to which the purpose

document is applied, at operation S920. The purpose-common information may

be generated as shown in Table 20, and an identification means (e.g.,

requiredldentifierList) required in the purpose document may be "deviceld.”
Table 20

"resourceld": "5ea775e84b68ab12eb73b67f,”

"tenantld". "c1a46987-cbd3-45db-b94a-a6544116fc2d,”

"state": "New,”

"purposeld": "bizops.device.basicfunct.-.hpsmart.print.npf,”

"version": "/

"verbiageType': '"Text”

"verbiageValue": "Welcome to HP SmartHP Automatically
collects and analyzes data from your device and account to
deliver basic HP Smart app services, as explained in the HP
Privacy Statement. By continuing, | agree to the HP Smart Terms
of Use and EULA.”

"verbiagelLocale": '"en,”

"originType": "Program,”
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"originld":  "12630e81-3553-4069-adfd-5a1e33cal2c2,”
"programld™. "12630e81-3553-4069-adfd-5a1e33ca02c2,”
"requiredldentifierList". [

"deviceld"

]

[00139] As shown in FIG. 11, when the installed program is executed, the
terminal 410 may request consent information for the corresponding program
from the service server 300 at operation S930. For example, the request may
include a program identifier (e.g., programld= "12630e81-3553-4069-adfd-
5a1e33ca02c2"). At this time, the request may further include a device identifier.
[00140] The service server 300 may request the cloud server 200 to
configure consent information for the requested program at operation S932.
[00141] The cloud server 200 may extract the purpose-customized
information of the requested program and obtain and validate the device identifier
that is an identification means (e.g., requiredldentifierList) required by the
purpose document, at operation S934.
[00142] The cloud server 200 may generate consent information of an initial
state using the purpose-customized information of the requested program at
operation S936. The cloud server 200 may generate consent information of a not-
selected (e.g., NoSelection) state as shown in Table 21, according to the
properties described in Table 4.

Table 21

"resourceld": "5ecbd51bb312f7044f1e22ff”

"tenantld". "c1a46987-cbd3-45db-b94a-a6544116fc2d,”

"state": "NoSelection,”

"purposeld": "bizops.device.basicfunct.-.hpsmart.print.npf,”

"purposeResourceld": "5ea775e84b68ab12eb73b67f,”

"purposeVersion": "1

"originType": "Program,”

"originld":  "12630e81-3553-4069-adfd-5a1e33cal2c2,”

"verbiageType': '"Text”

"verbiageValue": "Welcome to HP SmartHP Automatically
collects and analyzes data from your device and account to




WO 2022/025980 PCT/US2021/013881
33

deliver basic HP Smart app services, as explained in the HP

Privacy Statement. By continuing, | agree to the HP Smart

Terms of Use and EULA.
"verbiagelLocale": '"en
"userResourceld": null,
"dateTime": "0000"

”
H

[00143] The cloud server 200 may transmit consent information for the
requested program to the service server 300 at operation S938. The consent
information for the requested program may be consent information generated with
resourceld= "5ecbd51bb312f7044f1e22ff.”

[00144] The service server 300 may transmit the requested consent
information to the terminal 410 at operation S940.

[00145] The terminal 410 may display the received consent information at
operation S942. Here, the terminal 410 may display consent information without
being logged in.

[00146] The terminal 410 may receive input of agreement for the consent
information at operation S950.

[00147] The terminal 410 may transmit a request to update the consent
information (e.g., resourceld= "5ecbd51bb312f7044f1e22ff") as a consent (e.g.,
OptedIin) state, along with a device identifier, at operation S952.

[00148] The service server 300 may request the cloud server 200 to update
consent information in the device at operation S954.

[00149] The cloud server 200 may transfer the consent state for the purpose
document to a purpose document management server 100 at operation S960.
[00150] The purpose document management server 100 may generate a
consent history including a consent processing action corresponding to the device
identifier at operation S962. According to the properties of Table 2, the purpose
document management server 100 may generate a history where the consent
processing action is consent (e.g., opt-in), as shown in Table 22. The consent
history may include a purpose document identifier (e.g., purposeld), a consent
processing action, a consent processing identifier (e.g., transactionld), a

processing date and time (e.g., transactionDate), and the like. In addition, the
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consent history may include information (e.g., dataSubject) obtained according to
the identification means (e.g., requiredldentifiers="deviceld") required in the
purpose document, a public identifier (e.g., clientld) of the program that generated
the consent information, and the like.

Table 22

"purposeld": "bizops.device.basicfunct.-.hpsmart.print.npf,”
"action":  "opt-in,”
"transactionDate": "2020-05-25T07:46:52.79Z,”
"transactionld": "a21b54ff-8d91-4934-ba02-0fe02ac20c5c,”
"clientID": "HejNX61D6acXI8exgqFugPTRGrSTU3np,”
"dataSubject":  {

"deviceld": "a68c79eb-a18a-417e-a2db-c52761919b70"
13
"organization": "HP,”
"verbiage': {

"locale": "en,”

"version": """

[00151] The purpose document management server 100 may notify the
generation of consent history generation to the cloud server 200 at operation
S964.
[00152] The cloud server 200 may update the consent information to the
consent state (e.g., OptedIn) at operation S966. The cloud server 200 may update
the consent information of Table 21 as shown in Table 23.

Table 23

"resourceld": "5ecbd51bb312f7044f1e22ff”

"tenantld". "c1a46987-cbd3-45db-b94a-a6544116fc2d,”
"state": "Optedin,”

"purposeld": "bizops.device.basicfunct.-.hpsmart.print.npf,”
"purposeResourceld": "5ea775e84b68ab12eb73b67f,”
"purposeVersion": "1

"originType": "Program,”

"originld":  "12630e81-3553-4069-adfd-5a1e33cal2c2,”
"verbiageType': '"Text”
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"verbiageValue": "Welcome to HP SmartHP Automatically
collects and analyzes data from your device and account to
deliver basic HP Smart app services, as explained in the HP
Privacy Statement. By continuing, | agree to the HP Smart
Terms of Use and EULA.

"verbiagelLocale": '"en,”

"userResourceld": null,

"dateTime": "2020-05-25T14:24:27.799Z2"

[00153] The cloud server 200 may transfer the updated consent information
to the service server 300 at operation S968.

[00154] The service server 300 may transmit the updated consent
information to the terminal 400 at operation S970 and the terminal 400 may
display the updated consent information.

[00155] FIG. 12 illustrates a computing device according to an example.
[00156] Referring to FIG. 12, the purpose and consent management system
10 may be implemented as a computing device 500 and may execute a computer
program including instructions to perform the operations of examples of the
present disclosure. Alternatively, each of the purpose document management
server 100, the cloud server 200, and the service server 300 may be implemented
as a computing device 500, and may execute a computer program including
instructions to perform the operations of examples of the present disclosure.
[00157] The hardware of the computing device 500 may include a processor
510, a memory 530, a storage device 550, and a communication interface 570,
which may be connected via a bus therebetween. In addition, hardware such as
an input device and an output device may be included. Various software including
an operating system capable of driving the computer program may be installed
on the computing device 500.

[00158] The processor 510 is a device to control operations of the
computing device 500, and may be any of various types of processors to process
instructions included in a computer program. For example, the processor 510 may
be a central processing unit (CPU), a micro processor unit (MPU), a micro

controller unit (MCU), a graphic processing unit (MPU), and the like. Also, the
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processor 510 may perform operations of a program for executing the above-
described method.

[00159] The memory 530 may store various data, commands and/or
information. The memory 530 may load a corresponding computer program from
the storage device 550 such that instructions described to perform operations of
an example of the present disclosure are processed by the processor 510. The
memory 530 may be, for example, a read only memory (ROM), a random access
memory (RAM), and the like. The storage device 550 may store various data,
computer programs, and the like that may be used to perform operations of an
example of the present disclosure. The storage device 550 may store a computer
program non-temporarily. The storage device 550 may be implemented with a
non-volatile memory. The communication interface 570 may be a wired/wireless
communication module (e.g., a transceiver).

[00160] A computer program including instructions for performing
operations of an example of the present disclosure may be stored in a medium
readable by a computing device, and the medium readable by the computing
device may be a removable recording medium or a fixed recording medium. The
computer program may be transmitted to another computing device via a network
such as the Internet and installed and executed on another computing device.
[00161] According to an example, the computing device 500 may store a
computer program related to the operation of the cloud server 200 and execute a
computer program to perform an example of the above-described operations. The
computing device 500 may include a memory 530 and a processor 510 to execute
instructions of a computer program loaded in the memory 530, and the computer
program may include instructions to perform an example of the method described
above. The processor 510 may register an application target (e.g., program or
offering service), obtain common information of the purpose documents, and
generate purpose-customized information for the application target by combining
information of the application target with purpose-common information. The
processor 510 may generate the user consent information by combining the user
information with the purpose-customized information according to a request from

the terminal on which the application target is executed. Further, the processor
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510 may update the state of the user consent information (e.g., state="OptedIn")
according to information (e.g., agreement) input for the user consent information
in the terminal. The processor 510 may change the state of the user consent
information to the consent (e.g., Optedin) state when an agreement to the user
consent information is input at the terminal. When the withdrawal of the user
consent information is input, the processor 510 may change the state of the user
consent information to a withdrawal (e.g., OptedOut) state. When the common
information of the purpose document is updated, the processor 510 may generate
updated purpose-customized information by using the updated common
information and may update the user consent information according to the
updated purpose-customized information. Here, the state of the user consent
information may be changed to the state of re-consent request (e.g,
ReOptedInRequired) state. The processor 510 may change the state of the user
consent information to the consent (e.g., Optedin) state, when an agreement to
the user consent information in the state of re-consent request is input. VWhen the
state of the user consent information is updated according to input from the
terminal, the processor 510 may transmit the user consent state for the purpose
document to the predetermined server (e.g., purpose document management
server). The user consent state for the purpose document may be recorded as a
user consent history.

[00162] According to an example, the computing device 500 may perform
an example of the above-described operations by executing a computer program
related to at least some operations of the purpose and consent management
system 10. The processor 510 of the computing device 500 may generate
purpose-common information by configuring the purpose document with
predetermined properties. Further, if an application target (e.g., program or
offering service) of the purpose document is registered, the processor 510 may
generate the purpose-customized information for the application target by
combining the purpose-common information with the information of the
application target. The processor 510 may receive a request for the user consent
information from the terminal executing the application target, generate the user

consent information by combining the purpose-customized information with the
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user information, and update the state of the user consent information according
to the information input regarding the user consent information at the terminal.
[00163] When the computing device executes a program managing device-
based information according to an example, upon registering an application target
(e.g., program or offering service) of the purpose document, the processor 510 of
the computing device 500 may obtain common information of the purpose
document and generate the purpose-customized information for the application
target by combining information of the application target with the purpose-
common information. When the identification means required in the purpose
document is a device identifier, the processor 510 may generate device-based
consent information by combining the obtained device identifier with the purpose-
customized information, and update the state of the consent information
according to the information input from a terminal receiving the consent
information.

[00164] FIG. 13 llustrates a purpose document management server
according to an example. FIG. 14 illustrates a cloud server according to an
example.

[00165] Referring to FIG. 13, the purpose document management server
100 may be implemented as a computing device including a processor 510a, a
memory 530a, a storage device 550a, and a communication interface 570a. The
purpose document management server may further include a repository 600 to
store purpose-common information for each purpose document generated
according to operations and a repository 620 to store the generated consent
history. The repositories 600 and 620 are differentiated for the purpose of
explanation and are not required to be separately implemented in view of
hardware. Also, the repositories 600 and 620 may store necessary information or
data in addition to the purpose-common information or consent history for each
purpose document.

[00166] When the purpose document is newly registered or updated, the
processor 510a may generate or update the purpose-common information
according to a predetermined method and register the generated or updated

purpose-common information in the repository 600. Upon receiving a request for
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purpose-common information of a purpose document identifier (e.g., purposeld)
from the cloud server 200, the processor 510a may extract the purpose-common
information of the purpose document identifier from the repository 600 and
transfer to the cloud server 200.

[00167] The processor 510a may receive information notifying update of the
state of the user consent information for the purpose documents from the cloud
server 200, and store a user consent history recording user consent processing
action, processing time and date, and the like for the purpose document in the
repository 620.

[00168] Referring to FIG. 14, a cloud server 200 may be implemented as a
computing device including a processor 510b, a memory 530b, a storage device
550b, and a communication interface 570b, and may be equipped in a cloud
platform. The cloud server 200 may include a repository 700 to store purpose-
customized information for each application target generated according to the
operation, and a repository 720 to store generated user consent information.
Repositories 700 and 720 are differentiated for the purpose of explanation and
are not required to be separately implemented in view of hardware. Also, the
repositories 700 and 720 may store necessary information or data in addition to
the purpose-customized information or consent history for each purpose
document.

[00169] The repositories 700 and 720 may be a resource space (e.g.,
tenancy) to which at least one tenant identifier (e.g., tenantld) is given, and in an
allocated tenancy a resource identifier (e.g., resourceld) of the purpose-
customized information or the user consent information may be given.

[00170] Upon receiving a registration request of an application target (e.g.,
program or offering service) of the purpose document, the processor 510b may
generate the purpose-customized information by combining information of the
application target with the purpose-common information obtained from the
purpose document management server 100 and store in the repository 700. The
processor 510b may update the state of the purpose-customized information
stored in the repository 700.

[00171] According to a request from a terminal on which the application
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target is executed, the processor 510b may generate the user consent
information by combining user information with the purpose-customized
information and store in the repository 720. The processor 510b may update the
state of the user consent information stored in the repository 720.

[00172] As described above, the purpose and consent management system
10 manages various purpose documents. Therefore, according to examples, the
management cost of the purpose documents can be reduced, and the purpose
documents in a common format and content can be provided to the user. For
example, purpose documents that need to support various languages may be
easily managed and the cost for translation of the purpose documents may be
reduced.

[00173] The purpose and consent management system 10 may generate
user consent information based on the purpose document and manage user
consent in a current state and the past consent history. Therefore, according to
an example, even though an issue related to user consent occurs, necessary
information may be checked through the history.

[00174] The purpose and consent management system 10 may maintain
the latest user consent information. Therefore, according to an example, the latest
user consent information may be provided whenever the user requests. As a
result, the user can easily check the user consent information for which the user
has consented.

[00175] The above-described examples of the present disclosure are not
implemented only through an apparatus and a method, but may be implemented
through a program that realizes a function corresponding to the configuration of
the examples of the present disclosure or a non-transitory recording medium on
which the program is recorded.

[00176] Although examples have been described above, the present
invention is not limited thereto, and the present invention may be modified in
various ways within the scope of the claims and the detailed description and
accompanying drawings of the invention, which fall within the scope of the present

invention.
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WHAT IS CLAIMED IS:

1. An operation method of a server executed by a processor, the
method comprising:

registering a target to which a purpose document is applied;

obtaining common information of the purpose document;

generating purpose-customized information for the target by combining the
common information with information of the target;

generating user consent information by combining the purpose-
customized information with user information, according to a request from a
terminal on which the target is executed; and

updating a state of the user consent information according to information

input for the user consent information from the terminal.

2. The method of claim 1, wherein the updating of the state of the user
consent information comprises changing the state of the user consent information
to a consent state upon receiving an input of agreement to the user consent

information from the terminal.

3. The method of claim 1, wherein the updating of the state of the user
consent information comprises changing the state of the user consent information
to a withdrawal state upon receiving an input of withdrawal of the user consent

information from the terminal.

4. The method of claim 1, further comprising:

generating updated purpose-customized information by using updated
common information when the common information of the purpose document is
updated;

updating the user consent information according to the updated purpose-
customized information; and

changing the state of the user consent information to a re-consent request

state.



WO 2022/025980 PCT/US2021/013881
42

5. The method of claim 4, wherein the state of the user consent
information is changed to a consent state when an input of agreement to the user

consent information in the re-consent request state is received from the terminal.

6. The method of claim 1, further comprising transferring the user
consent state for the purpose document to a server when the state of the user
consent information is updated according to the information input from the
terminal, wherein the user consent state for the purpose document is recorded as

a user consent history.

7. An operation method of a server executed by a processor, the
method comprising:

generating purpose-common information based on a purpose document
with predetermined properties;

when a target to which the purpose document is applied is registered,
generating purpose-customized information for the target by combining the
purpose-common information with information of the target;

receiving a request for user consent information from a terminal executing
the target;

generating user consent information by combining user information with
the purpose-customized information; and

updating a state of the user consent information according to information

input for the user consent information from the terminal.

8. The method of claim 7, wherein the updating of the state of the user
consent information comprises:

changing the state of the user consent information to a consent state upon
receiving an input of agreement to the user consent information from the terminal;
and

changing the state of the user consent information to a withdrawal state

upon receiving an input of withdrawal of the user consent information from the
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terminal.

9. The method of claim 7, further comprising:

generating updated purpose-common information when the purpose
document is updated,;

generating updated purpose-customized information by using the updated
purpose-common information;

updating the user consent information according to the updated purpose-
customized information; and

changing the state of the user consent information to a re-consent request

state.

10.  The method of claim 9, further comprising changing the state of the
user consent information to a consent state when an input of agreement to the
user consent information in the re-consent request state is received from the

terminal.

11.  The method of claim 7, further comprising recording the user
consent state for the purpose document as a user consent history when the state
of the user consent information is changed according to the information input from

the terminal.

12. The method of claim 7, wherein the user consent information
comprises an identifier of the purpose document, an identifier of the target, a user
identifier, information of the purpose document, or a state of the user consent

information.
13. The method of claim 7, wherein the purpose-customized
information comprises an identifier of the purpose document, an identifier of the

target, or information of the purpose document.

14.  The method of claim 7, wherein the generating of the user consent



WO 2022/025980 PCT/US2021/013881
44

information comprises:

determining whether consent information of a same user for the purpose
document exists in a tenant where the target belongs; and

generating the user consent information by combining the user information
with the purpose-customized information when it is determined that the consent

information does not exist.

15.  An operation method of a server executed by a processor, the
method comprising:

obtaining common information of a purpose document when a target to
which the purpose document is applied is registered,;

generating purpose-customized information for the target by combining
information of the target with the common information;

when identification information in the purpose document includes a device
identifier, generating device-based consent information by combining the
obtained device identifier with the purpose-customized information; and

updating a state of the consent information according to information input

from a terminal that receives the consent information.
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