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DESCRIPTION

Description

Field of disclosure

[0001] This invention relates to an authentication system and a method of operating an
authentication system.

Background

[0002] As more and more electronic devices are used around the world, there is an increasing
need for improved security. User authentication is a process that verifies that a person using a
device has rights (is authorized) to utilise the device's resources. A standard approach to user
authorization is password verification (and its derivatives, including two-factor authorization,
one-use tokens, etc.). A good password should be long enough to provide security from brute-
force attacks and unique so that if it is compromised (i.e. known to third parties) it cannot be
used in other systems.

[0003] One problem with such an arrangement is that a user must remember a great number
of long complex passwords. Other ways of user authorization are required. Promising
approaches include biometrics-based authentication, which involves novel ways of verifying a
user's identity using his or her natural characteristics. Most wide-spread methods include using
information from fingerprints, iris or voice, as these are regarded unique to each user.
Bioimpedance is also proposed for biometrics-based authentication, as described in
WO02001/20538, whereby different impedance measurements are made between different
points on a user's hand or body at different frequencies. Electrical signals from the heart can
be used to attain data points that are unique to the user.

[0004] There are many ways to analyse one's heartbeat, but the most practical approach is
analysing the patterns gathered by Electrocardiograph, which records a heart's electric
potential changes in time. A longer recording of heartbeat activity is called an
electrocardiogram or ECG and is recorded using one or more pairs of electrodes. Each pair
measures the change of electrical potential between the points of contact of electrodes. That
change is strongly correlated with heart and muscle activity of the subject as the heart beat
activity of the human body is stimulated through electrical impulses.

[0005] Fig. 9 shows an electrocardiogram signal depicting the electrical potential of the heart
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over time. The basic elements of a single heart beat are: a P wave generated when the right
and left atria of the heart are depolarized; a QRS complex reflecting the depolarization of the
right and left ventricles; and a T wave corresponding to the ventricular repolarization. Existing
methodologies attempt to characterize an individual by these different elements and their
respective sizes, shapes and positions. WO 2008/107684 of Intelesens is an example of such
an approach.

[0006] For a practical process, the system should be easy to use and be robust. Such an
arrangement is described in GB1611963.8 of B-Secur Limited. As an improvement to the
traditional challenge/response approach of biometric systems, an approach that facilitates
continuous authentication and monitoring would give a better user experience.

[0007] Authentication devices are often utilized by users in secure environments. In these
scenarios it is important to know who the person is and that they have the capacity to deal with
the situation they are in. This applies particularly to users in high stress environments, such as
fire-fighter or police.

[0008] US 2015/0028996 of Bionym Inc. describes a biometric authentication device in which a
wristband is worn on one hand and the user has to touch a finger of the opposite hand to the
wristband to collect biometric data. The wristband is then maintained in an authenticated state
until the wristband is removed. At this point the authenticated state is lost. US 2015/0028996
speculates on the possibilities of incorporating the biometric device into clothing but it does not
present a practical way to perform authentication measurements without action by the user
and in a way that receives a valid signal. As discussed above, this may not be viable in
scenarios where the user is not able to stop use both hands to authenticate whenever
authentication is needed. There are also security concerns regarding devices being transferred
to another person without opening the wristband and therefore maintaining the authenticated
state for someone who is not entitled to it. There is therefore a need for an improved
unobtrusive and passive (on the part of the user) authentication device which also enables
measurement or determination of the physiological state of the user.

[0009] US 2017/0042485 discloses a method and apparatus for processing a biometric
measurement signal using a computing device.

[0010] US 2007/0177770 discloses a system and method for identity confirmation using
physiologic biometrics to determine a physiologic (i.e. biometric) fingerprint.

[0011] US 2017/0179933 discloses a wearable device configured to detect authentication
information regarding a user wearing the device.

[0012] WO 2016/209376 discloses a method and apparatus for providing a user's
physiological context measurements.

[0013] US 2016/0335632 discloses a wearable device made with silicone rubber and electronic
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components. Whereas it discloses combining EDA and heart rate variability measurements to
indicate stress, it does not mention how this calculation is done nor does it suggest using them
to measure fatigue. It discloses a feedback system, but does not specifically mention using a
prompt for detachment and repositioning of sensors.

[0014] US 2015/004797 discloses a wearable device and authentication method for performing
user authentication using bio-signals.

[0015] US 2017/0042485 discloses a method and electronic device for detecting biometric
information. However, it does not disclose analysis of the biometric measurements.

[0016] US2017/032168 A1 discloses a smart watch capable of acquiring both of fingerprint
information and biometric information by a single motion, and a method of operating the same.
US 2017/039358 A1 (YUEN SHELTEN GEE JAO [US] ET AL) 9 February 2017 (2017-02-09)
discloses a wearable authentication system.

Summary of Invention

[0017] According to the invention there is provided an authentication system and a method of
operating an authentication system according to the appended claims.

[0018] An authentication system is provided according to claim 1.

[0019] A method for the operation of the authentication system is provided according to claim
8.

[0020] Thus, for example, it can be verified that the physiological state measured is that of the
correct person and is recorded to the correct user profile. For example, if User A puts on a
wearable biometric sensing device, the device identifies the user as User A through user
authentication (comparing the ECG with a template) and then the user's profile is selected
based on this authentication. This then enables the physiological state to be determined using
the user profile and recorded to the correct profile. The right thresholds and/or profiles are
therefore used for the right person. This has the advantage of ensuring that the device uses
the correct thresholds and/or profile when taking measurements and making assessments. For
example, if User B put on the same wearable biometric sensing device, the device would
identify the user as User B, rather than User A or any other user. This is done through user
authentication and then User B's profile is selected based on this authentication. The wearable
biometric sensing device is able to store the profiles for multiple users and the correct profile is
brought up when the user is authenticated.

[0021] Various embodiments and aspects of the present invention are described without
limitation below, with reference to the accompanying figures.
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Brief description of the drawings

[0022]

Figure 1 depicts a line drawing of an embodiment of the invention, showing a top, sensors and
a wearable computing means.

Figure 2 depicts a line drawing of an embodiment of the showing a bra, sensors and a
wearable computing means.

Figure 3 depicts a line drawing of an embodiment of the invention, showing underwear,
sensors and a wearable computing means.

Figures 4a and 4b depict line drawing of an embodiment of the invention, showing a material
strip, sensors and attachment means.

Figure 4c depicts a line drawing of the invention, showing a car seat, computing means and
SEnsors.

Figure 5 depicts a block diagram of an embodiment of the invention, showing a user device
and a remote terminal.

Figure 6a depicts a block diagram of an embodiment of the invention, showing an
authentication system, wearable apparatus and a remote terminal.

Figure 6b depicts a block diagram of an embodiment of the invention, showing an
authentication system, wearable apparatus, wearable computing means and a remote
terminal.

Figure 7 depicts a method flow diagram of an embodiment of the invention.
Figure 8 depicts a data flow diagram of an embodiment of the invention.

Figure 9 shows an electrocardiogram signal depicting the electrical potential of a heart beat
over time.

Figure 10 depicts an autocorrelation based feature extraction approach as described in ECG
Based Recognition Using Second Order Statistics by F. Agrafioti Detailed description of a
preferred embodiment

[0023] Figure 1 shows an elasticated (e.g. "compression-type") top 1having: sensors 2; a
wearable computing means 4 and optional sensors 6. In a preferred embodiment, the sensors
2 are biometric sensors 2. In the preferred embodiment, the types of the biometric sensors 2
are electrocardiogram (ECG) electrodes and Electrodermal Activity (EDA) electrodes, where
the ECG electrodes and the EDA electrodes are the same electrodes. l.e. some of the
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electrodes are connected to an amplifier for ECG measurement and others are connected to
an amplifier for EDA measurement (which may be a different amplifier) while some of the
electrodes are common to both amplifiers. When electrodes are common to both amplifiers, it
enables the device to use the same sensor for multiple purposes, The electrodes are capable
of measuring the biometric data of a wearer (or user), for example ECG and EDA data, and
transmitting the data to the wearable computing means 4 via a wired connection. In an
alternative embodiment, the sensing element communicates wirelessly to the computing
module in the same wearable garment or a separate wearable computing module.

[0024] In some embodiments the optional sensors 6 are sensors of the same type as the
sensors 2 for more measurement points to enable more accurate readings. In other
embodiments the optional sensors 6 are sensors of a different type to the sensors 2. The
different types of sensors 6 include, for example, sensors to measure respiration rates through
use of Doppler ultrasound to detect the movement of internal organs, photoplethysmogram
(PPG) sensors and motion sensors. A location sensor and/or an altitude sensor may be
provided. The location sensor may be a satellite positioning receiver such as a GPS receiver
(or its equivalent). Other RF receivers can be used for location determination, including
Bluetooth low energy (BLE), and various wireless (including UHF) receive signal strength
indicators.

[0025] In the preferred embodiment, processing is carried out by the wearable computing
means 4 includes an authentication process (for example, based on the data from the ECG
and EDA electrodes) and a physiological state determination process (for example, based on
data from the ECG and EDA electrodes). The physiological state of a user is preferably a state
as determined by a classifier, using physiological information as an input. Examples include
user stress level, the user duress level, and/or the user fatigue level. The physiological state of
a user may be a result of the combination of all the physiological information to give an overall
user physiological state.

[0026] Combining different types of sensor 6 can provide a remote terminal operator with more
information regarding a user of the top 1. Furthermore, combining different types of sensor 6
allows for improved accuracy in certain biometric readings. The combination enables artefacts
in reading results to be identified and ignored. In a preferred embodiment the use of ECG
authentication with EDA stress level monitoring enables a user of the top 1 to be identified and
authenticated, and can also indicate their psychological state. The ECG signal can also be
used to measure BPM which can be combined with EDA measurements for a more accurate
measure of stress levels.

[0027] Alternatively, EDA measurements can be combined with heart rate variability (HRV)
measurements to give a measure of fatigue. For example, time domain HRV analysis can be
conducted on beat-to-beat or normal-to-normal (NN) intervals between successive normal
ECG complexes. The standard deviation of the NN interval and root mean square of
successive differences can be derived, as can the ratio of the total number of NN intervals
(PNN50), where NN50 is the number of pairs of successive NNs that differ by more than 50ms.
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These various measurement methods can be used to estimate high-frequency (HF) and low-
frequency (LF) variations in the heart rate. The ratio of LF/HF variations is a particularly useful
indicator of fatigue (where a value below 3 is normal, a value of 3.5 indicates fatigue and a
value above 4.0 indicates drowsiness).

[0028] The combination of ECG and EDA data along with motion sensor data enables certain
determinations to be made or assumptions to be removed regarding the user baseline levels
for ECG (including HRV) and EDA data.

[0029] Figure 2 shows a bra 100 having: an elastic band 16; sensors 12; and a wearable
computing means 14. In a preferred embodiment the sensors 12 are embedded in the elastic
band 16. In an alternative embodiment the elastic band 16 is conductive elastic and is
combined with the sensors 12.

[0030] In the preferred embodiment, the sensors 12 are biometric sensors 12. Types of
biometric sensors 12 are ECG electrodes and EDA electrodes. In the preferred embodiment,
the biometric sensors 12 are capable of measuring the biometric data of a wearer (or user), for
example ECG and EDA data, and transmitting the data to the wearable computing means 14
via a wired connection. In an alternative embodiment, the data is transmitted to the wearable
computing means 14 via a wireless connection.

[0031] In the preferred embodiment, processing carried out by the wearable computing means
14 includes an authentication process (for example, based on the data from the ECG and EDA
electrodes) and a physiological state (or "wellness") determination process (for example,
based on data from the ECG and EDA electrodes). The authentication process is carried out
by comparing the measured user ECG with a template and the physiological state
determination process is carried out by comparing one or more of the user's measured ECG,
EDA or EMG with a threshold or profile.

[0032] Figure 3 shows underwear 20 having: an elastic band 26; sensors 22; and a wearable
computing means 24. In a preferred embodiment the sensors 22 are embedded in the elastic
band 26. In an alternative embodiment the elastic band 26 is conductive elastic and is
combined with the sensors 22.

[0033] In the preferred embodiment, the sensors 22 are biometric sensors 22. Types of
biometric sensors 22 are ECG electrodes and EDA electrodes. In the preferred embodiment,
the biometric sensors 22 are capable of measuring the biometric data of a wearer (or user), for
example ECG and EDA data, and transmitting the data to the wearable computing means 24
via a wired connection. In an alternative embodiment, the data is transmitted to the wearable
computing means 24 via a wireless connection.

[0034] Figures 4a and 4b shows a material (preferably elasticated material) strip 40 having:
attachment means 42; sensors 44; and wearable computing means 46. Figure 4b shows the
other side of the material strip 40 in Figure 4a.
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[0035] In a preferred embodiment, the attachment means 42 enables the material strip 40 to
be temporarily secured where needed. The attachment means 42 can, for example, be clips,
barb connections, buttons, press fasteners, hook and eye fasteners, fabric hook and loop
fasteners or temporary adhesive. In some embodiments, the material strip 40 is temporarily
secured by the attachment means 42 to an elastic component of a piece of clothing.

[0036] In some embodiments the wearable computing means 46 has a transducer or feedback
element which enables the user to be alerted when the sensors 44 have become detached
and need repositioning.

[0037] Figure 4c shows a car seat 50 having: a car seat back 52, a car seat base 54,
computing means 56, and sensors 56.

[0038] In a preferred embodiment, the sensors 56 are biometric sensors. In the preferred
embodiment, the types of the biometric sensors 56 are ECG electrodes and EDA electrodes,
where the ECG electrodes and EDA electrodes are the same electrodes. The electrodes are
capable of measuring the biometric data of a user, for example ECG and EDA data, and
transmitting the data to the computing means 56 via a wired connection. In an alternative
embodiment, the sensing element communicates wirelessly to the computing module 56 in the
same car seat 50 or a separate wearable computing module.

[0039] In some embodiments only the car seat back 52 has sensors 56. In other embodiments
only the car seat base 54 has sensors 56 and in other embodiments both the car seat back 52
and car seat base 54 have sensors 56. The sensors 56 are optimally positioned within the car
seat back 52 and car seat base 54 so that they are as close to the skin of the user as possible.

[0040] In some embodiments all of the sensors 56 are sensors of the same type for more
measurement points to enable more accurate readings. In other embodiments some of the
sensors 56 are sensors of a different type.

[0041] In a preferred embodiment, the sensors 56 take non-contact measurements and do not
need to be in contact with the user's skin, merely as close to it as possible. In a preferred
embodiment, the non-contact measurements taken by the sensors 56 are capacitive
measurements. It is possible to take a measurement of ECG without direct skin contact. The
sensors 56 are positioned very close to the skin and the electrical signal can capacitively
couple to the sensor 56.

[0042] In the preferred embodiment, processing is carried out by the computing means 56
includes an authentication process (for example, based on the data from the ECG and EDA
electrodes) and a physiological state determination process (for example, based on data from
the ECG and EDA electrodes).

[0043] In some embodiments the computing means 56 has a transducer or feedback element
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which enables the user to be alerted when the body needs repositioning with respect to the
sensors 56.

[0044] In the preferred embodiment, when seated in the car seat, the user is reasonably
stationary. By using time-based filters it is possible to filter the ECG signal from other longer
term changes arising from the user, for example, shifting position in the seat.

Biometric Sensors

[0045] Figure 5 shows an illustrative block diagram representing the hardware for capturing
and processing a user's ECG sample authentication. Figure 6 shows a wearable apparatus
100 having: sensors 105, 106; a power supply 218; an amplifier 220; hardware filters 221; a
memory module 224; a microprocessor 226; a wireless communication means/transmitter 240
and optional display 214, motion sensor 110, attachment means 102, locator module 242,
altitude sensor 244 and temperature sensor 246. Figure 6 also shows a remote terminal 200
including a memory 230, a microprocessor 232 and an optional display 228. The wearable
apparatus 100 and the remote terminal 200 optionally communicate 234 with each other. The
remote terminal 200 may alternatively be a server or an operator terminal. If the remote
terminal 200 is an operator terminal, the operator terminal may optionally communicate with a
different server.

[0046] In a preferred embodiment, the wearable apparatus 100 has a power source from the
power supply 218. In an alternative embodiment, the wearable apparatus 100 receives power
from other means, for example from the wearable computing means or from motion.

[0047] In the preferred embodiment, the sensors 105, 106 are biometric sensors 105, 106. In
the preferred embodiment that types of biometric sensors 105, 106 are electrocardiogram
(ECG) electrodes and Electrodermal Activity (EDA) electrodes. In the preferred embodiment,
the biometric sensors 105, 106 are capable of measuring the biometric data of a wearer (or
user), for example ECG and EDA data, and transmitting the data to the wearable computing
means 402 via a wired connection, as shown in Figure 6a. In an alternative embodiment, the
data is transmitted to the wearable computing means 402 via a wireless connection, as shown
in Figure 6b. The microprocessor 226 processes the data received from the sensors 105, 106,
and transmits the processed data to the remote terminal 200 via the wireless communication
means 240.

[0048] As an alternative to a wireless connection, the user can be required to plug in a tether
or dock with a docking station to download readings, e.g. for use by a clinician to perform direct
diagnostics. A tether or docking feature can overcome limitations in terms of memory or data
transfer rates and serves as a backup if the wireless connection fails.

[0049] In the preferred embodiment, the processing carried out by the microprocessor 226
includes an authentication process (for example, based on the ECG data from the sensors
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105, 106) and a physiological state determination process (for example, based on EDA data
from the electrodes 105, 106). In this preferred embodiment the remote terminal 200 may
alternatively be a server 200. When the processing has been carried out by the
microprocessor 226 the resulting data may be transmitted to the server 200. In an alternative
embodiment, the processing carried out by the microprocessor 226 is limited, for example
processing the data for efficient transmission to the remote terminal 200 (e.g. putting the data
into a readable file format, and allocating headers where appropriate). In this alternative
embodiment, an authentication process and physiological state determination process based
on the data is carried out at the remote terminal 200.

[0050] Note that the sensing electronics (amplifiers, filters etc.) may be integrated with the
electrodes, for example using a flexible printed circuit board (PCB). Other developments may
include electronics components integrated into actual conductive fibres, thereby avoiding any
need for PCBs etc.

[0051] Figure 7 shows a method of operating an authentication system for determining
authentication information and physiological information in accordance with a preferred
embodiment. An authentication system is a system for authenticating a user of a wearable
apparatus. In a preferred embodiment the authentication system also includes determining the
physiological state of the user.

[0052] At 601 an indication to take sensor measurements is received by the biometric sensing
devices 105, 106 from the microprocessor 226. The microprocessor 226 may transmit the
indication to the biometric sensing devices 105, 106 based on one or more of a number of
triggers. For example, a trigger may be at a regular interval (for example, every 5 seconds) or
when contact between one or more sensors is restored with a previously authenticated user
following loss of an authenticated state (e.g. in a situation where a sensor on the wearable
device detaches from the user temporarily as the user moves, the authenticated state will be
lost upon detachment, and subsequently contact with the sensor will be restored). In some
embodiments, the trigger may be an off/on switch on the wearable apparatus 100 or significant
movement detected by the motion sensor 110. In some embodiments, the indication may be
received by the biometric sensing devices 105, 106 from the remote terminal 200, via the
wireless communication means 240 and wearable computing means 402. The remote terminal
200 may transmit the indication on instruction from an operator when the remote terminal is an
operator terminal. In some embodiments, the indication may be received by the biometric
sensing devices 105, 106 from a user interaction with the wearable computing means, for
example, pushing a button or activating an authentication procedure.

[0053] Once the indication has been received from the microprocessor 226 or remote terminal
200, the sensors 105, 106 take measurements at 602. In a preferred embodiment,
measurements may be taken using biometric sensors, for example, ECG electrodes, EDA
electrodes, Doppler ultrasound devices photoplethysmogram (PPG) sensors and/or thermal
sensors for skin temperature. Measurements are also taken using motion sensors in addition
to the biometric sensors 105, 106
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[0054] Once measurements have been taken, they can be transmitted to a relevant processor
for processing (603). In a preferred embodiment, the measurements taken by the sensors are
transmitted to the wearable computing means 402, to which they have a wired connection. At
604, the measurements transmitted by the sensors to the wearable computing means 402 are
processed by the microprocessor 226 to determine instantaneous biometric information of the
user. For example, in relation to ECG measurements, the microprocessor 226 determines an
instantaneous user ECG and in relation to the EDA measurements, the microprocessor 226
determines an impedance or conductance measurement of the user's skin.

[0055] The microprocessor 226 uses the instantaneous biometric information of the user to
authenticate the user and determine the physiological state of the user at 605. The
microprocessor 226 performs an authentication process based on the ECG data from the
electrodes 105, 106 and a physiological state determination process based on EDA data from
the electrodes 105, 106. ECG data can also be used to assist in the physiological state
determination process and EDA data can also be used to assist in the authentication process.
In relation to the authentication process, a user will have a unique ECG signal that can be
compared to a stored ECG signal to ensure the user of the wearable apparatus 100 is who
they purport to be. A physiological state determination process based on the EDA determines
user stress levels and includes comparing an impedance or conductance measurement from
the electrodes with a predefined level, preferably calibrated for the user.

[0056] A number of algorithms may be used including ECG detection, BPM calculation, ECG
authentication, Heart Rate Variability measurements. Examples of suitable algorithms can be
found in GB1611963.8. When the processing has been carried out by the microprocessor 226
the resulting data may be transmitted to the remote terminal 200.

[0057] An indication of the result of user authentication (authentication information) and the
determined physiological state of the user is transmitted to the remote terminal 200. The
remote terminal 200 may be an operator terminal or a server. Alternatively, the indication of the
result of user authentication and the determined physiological state of the user is displayed on
the display 214 of the wearable apparatus.

[0058] In some alternative embodiments, the measurements taken by the sensors 105, 106
may be transmitted to the remote terminal 200 for processing via the wearable computing
means 402. The measurements are passed to the wearable computing means 402,
whereupon they are transmitted to the remote terminal 200 by the wireless communication
means 240 at 603. In some such embodiments, the measurements taken by the sensors 105,
106 are processed by the microprocessor 226 of the wearable communication means 402 to
format data for efficient transmission to the remote terminal 200 (e.g. putting the data into a
readable file format, allocating headers where appropriate and including security
implementation for (for example) key exchange with remoter terminal 200) at 604. The
processed measurements are transmitted to the remote terminal. The authentication of the
user and determination of the physiological state of the user at 605 is then carried out at the
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remote terminal 200 in the alternative embodiment.

[0059] When the remote terminal 200 is an operator terminal, the authentication information
can be, for example, monitored to ensure that the user has the correct security clearance to
access different areas of a building, such as secure areas of an airport or bank. The
determined physiological state may, for example, be utilised alongside the authentication
information to ascertain if, even though someone has authenticated, they are under duress. In
the example of an authenticated user having correct security clearance, it is conceivable that
they are made to access a secure location, such as a bank vault, under duress. Therefore, the
determined physiological state of the user and the authentication information may, for example,
be utilised alongside each other to determine if the user should be authenticated when in a
determined physiological state. For example, not authenticating someone to enter a secure
location, even if they are the correct user, but they are under duress. If the remote terminal
200 has both authentication information and the determined physiological state, it can take
appropriate action (such as informing the relevant authorities) in such situations, for example
acting as an automatic trigger input for security alarms. In another example, the determined
physiological state of the user may be used to indicate when a user is not fit for the task they
are carrying out, such as the monitoring of an X-ray security machine in an airport. In this
example the user may not be fit for the task if they are not alert. In another example, the
appropriate action is activating a trigger. In this example, the trigger may be activated when the
user is authenticated but the determined user physiological state is outside a predetermined
range, such as a normal range of stress levels. The trigger may activate an alarm, a camera,
or initiate a communication to a remote service such as a relevant authority.

[0060] In another example, a user has authenticated to gain access to their bank account at
an ATM but their biometric information indicates that they are stressed and likely under duress.
In this situation the ATM may activate a camera to record the situation or call the police. In yet
another example, a fire-fighter may be in a dangerous situation. The authentication information
enables a terminal operator to ascertain the identity of the fire-fighter, his or her
physiological/psychological state and his/her degree of fatigue, thereby indicating whether he
or she should be removed from the situation or assisted.

[0061] Figure 8 shows a data flow diagram of an embodiment of the invention. ECG
measurements are taken at 714 and Electrodermal Activity (EDA) 716 measurements are
taken at 716. In a preferred embodiment EDA measurements 716 are analysed to gather
Event-Related Skin Conductance Response (ER-SCR) 732 and Non-Stimulus-locked Skin
Conductance Response (NS-SCR) 734 data. The ECG data authenticated at 702 based on a
stored or pre-enrolled user profile 706. The user profile 706 may be updated to take into
account slight variations in the authenticated user's profile. If the ECG data is not authenticated
702 against the user profile 706, the authentication fails 704. If the user is authenticated 702,
the EGC data and EDA data is communicated to a classifier or some other method of
comparing data.

[0062] The classifier performs analysis 708 of the data to ascertain the state of the
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authenticated user. In a preferred embodiment the classifier receives the user profile 706 to
use as a baseline in the classification analysis.

[0063] In a preferred embodiment the potential states of the user are "high stress" 712, "low or
medium stress” 710 (or other gradation of physiological state depending on the use case) and
(optionally) "no pulse” 711. In some embodiments additional data may be used to ascertain
other user states 744. Other states 744 include the user being "still" 748, "the user has fallen"
746 or "the user is moving" 750. In some embodiments the additional data needed for these
states is received from an accelerometer 742 which measures the movements of the user.

[0064] In an example scenario, an elderly person is horizontal and is not moving but he or she
has a high level of stress. In this scenario, the appropriate authority can be alerted to assist the
elderly person. The RF capability of the clothing or device can also help determine a situation -
e.g. GPS plus accelerometer. For example the person is on his or her back, and has not
moved for a certain period of time, thereby raising an alarm.

[0065] In some embodiments a learning process 740 takes place. ECG and EDA (and/or EMG)
data is used to learn how the user acts over time. A profile of the user is built up. In some
embodiments the learnt profile of the user can include the extent of the user's reaction to
different scenarios, if there are patterns in the user being in certain states at certain time and if
there are particular times when the activity of the user results in poor ECG and EDA
measurements being taken. In a preferred embodiment, this learnt profile is utilized by the
classifier 708 to ensure measurements used in the analysis are optimal (e.g. filtering out
measurements at times that, from the historical profile, are known to give unreliable
measurements) and allow trends in the user state to be highlighted. These trends in the user
state can be used to determine when the optimal time is to measure values, when to discard
values that are commonly poor or if the user reacts in a certain (positive or negative) way to
certain scenarios. For example, if a user is highly fatigued at the end of a shift and they are
unsafe to work, this trend can be highlighted in the user's profile and utilized.

[0066] In some embodiments, several authentication devices can communicate a single user's
learnt profile to a terminal. This enables multiple devices to contribute to the user's learnt
profile and hence the profile is built up based on data from many different devices at the same
time or at different times. In some embodiments the multiple devices may be sportswear, sleep
wear, jewellery and everyday accessories, or work-specific uniform or accessories. This
ensures that the user's learnt profile may be accurate and useful in any scenario the user is in.
For example, a user wears a sportswear top when running, which records data and contributes
to the user's profile stored at a terminal. The user may wear a wristwatch during the day and at
night. This also records data and contributes to the user's profile stored at the terminal. This
data can be from multiple devices worn simultaneously and hence the data can be taken
simultaneously or from multiple devices worn at different times and hence the data is taken at
different times. Each device contributes to the user's learnt profile stored at the terminal.
Alternatively, each device may develop its own individual user profile and communicate this to
the terminal.
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[0067] The additional sensory elements can also be used in conjunction or stand alone to the
ECG and EDA. For example understanding the physical response of the user to a stressful or
fatigue event could be useful data. The combination of ECG, GPS, HRV and EDA contribute to
this.

[0068] The same electrodes in a wearable can be used to determine EMG (electromyogram)
noise. This can help in determining a condition or state of a user. Surface EMG can be
recorded by measuring a potential difference between a pair of electrodes or from an array of
electrodes and by measuring potential differences between them.

[0069] Machine learning algorithms can be applied to EMG and to the accelerometer in
combination. These elements contribute to gait analysis. Machine learning analysis of all these
elements can be used to help confirm the identity of the user.

[0070] One set of electrodes can be used for ECG, EDA and EMG. Alternatively the wearable
may have a certain set for one element and a separate set for another

In embodiments that measure ECG, electrodes 105, 106 will be positioned on the user's skin to
collect information from a user's heartbeat. For example, an ECG electrode can be located in
front of the user's heart, at the small of the back or on the user's arms, legs or chest. ECG
electrodes 105, 106 detect viable ECG signals when placed in direct contact with skin. The
ECG electrodes 105, 106 may be electrodes comprising any conductive material including
conductive fabrics, coating and/or metals. The ECG signal collected can be used to
authenticate a user. The ECG signal can also be used, for example, to measure the change in
heart Beats Per Minute (BPM), comparing a user's resting BPM to the current BPM and /or
Heart Rate Variability.

[0071] The EDA electrodes are used to detect the changes in skin conductance of the body
that indicate variations in the sympathetic and parasympathetic nervous systems. A low
constant voltage is applied to two EDA electrodes. The voltage difference between the two
electrodes is then measured and from this the associated skin conductance can be calculated.
The change in the value is directly related to the physiological changes in the body due to for
example, stress or exercise where for example, the moisture levels in the skin change when
sweat glands are more active.

[0072] As the body becomes more physiologically aroused, the activity of the sweat glands
increases, which increases the electrical conductance of the skin. There are two main types of
EDA activity. Phasic activity refers to a rapidly fluctuating signal related to stimulated
physiological arousal, whereas tonic activity refers to a slowly fluctuating signal that is related
to baseline physiological arousal.

[0073] A change in EDA activity occurs when an event is presented, this is called an Event-
Related Skin Conductance Response (ER-SCR). This activity generally occurs between 1 and
5 seconds after the onset of emotional stimuli. The raw values of EDA or the presence of a
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EDA peak can be examined. By contrast, Non-Stimulus-locked Skin Conductance Response
(NS-SCR) refers to a change in EDA activity that occurs over a longer time period. The
frequency of NS-SCRS is typically 1-3 per minute during rest and over 20 per minute in high
arousal situations. These responses occur spontaneously in the body and are not related to
any eliciting stimulus. The number of EDA peaks, and the distance between then can be
examined. The peaks refer to the EDA signal intensity passing a certain threshold. The more
peaks there are, the more physiologically aroused the person is.

[0074] Change in EDA can be used to measure the stress or fatigue levels of the user. This is
useful when the user may be in an environment that requires their full attention, requires them
to be calm or may be dangerous. For example, a security guard, a fire fighter, a policeman or
someone in a secure workplace. Measuring a user's stress levels is beneficial in that they can
be monitored for signs that they are under duress, are not fit for the work they are carrying out
or are under significant mental stress.

[0075] Artefacts in the EDA measurement can be reduced by signal smoothing algorithms.
However, some signal smoothing algorithms require down-sampling. Such down-sampling is
always going to be restricted if the original sample rate was itself quite low. With high sample
rates one can remove a host of artefacts without altering the signal shape markedly and still
have plenty of samples remaining for an appropriate analysis (the ideal scenario).

[0076] The signal can be inspected for artefacts such as periods of poor contact or noise
interference (an example of which is sharp square-wave spiking) that may reflect
contamination from an artificial source. These artefacts can be removed by digital filtering. On
rare occasions noise and/or artefacts can be too excessive and so the data should be
discarded. An acquisition rate of between 500 and 2000 samples per second is preferable for
sampling.

[0077] Alternatively, if the measurement is combined with different indicators, such as ECG
measurements and BPM measurements, artefacts can be identified and removed. Artefacts
may occur due to movement of the user or the wearable apparatus 100.

[0078] EDA can also be used to detect when the wearable apparatus 100 has been removed,
and hence the authenticated state of the wearable apparatus 100 should be removed. This is
done by detecting when the EDA measurement is outside the normal range (e.g. normal for
the authenticated user) and hence there is no skin contact with the EDA electrodes. This
ensures that the wearable apparatus 100 cannot be authenticated by one user and then
transferred to a different user who is not eligible for the authenticated state. The authenticated
state can only be reinstated when the wearable apparatus 100 is re-authenticated. In an
alternative embodiment, the detection that the wearable apparatus 100 has been removed can
also be done by different types of biometric sensors 105, 106 in the same manner.

[0079] In some embodiments, there are further types of biometric sensors 105, 106. Different
types of biometric sensors 105, 106 may be used to measure respiration rates, including use
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of Doppler ultrasound to detect the movement of internal organs and/or derived from ECG in
additional to utilising impedance measurement of electrodes. The chest movement of the user
during respiration affects the impedance response of any electrodes on the chest. Any
additional electrodes on the back can be cross referenced to the measurement of the chest
electrodes. The chest heaving and relaxing causes the measureable change.

[0080] In some embodiments the biometric sensors 105, 106 are not positioned on the user's
skin, only very close to it. This can be temporary due to movement of the user or permanent
due to fit of the wearable system against the user's skin or by design. For example, in a car
seat 50. The car seat 50 can have sensors in both the car seat back 52 and the car seat base
54 in order to enable optimal taking of measurements. It is possible to take a measurement of
ECG without direct skin contact. The biometric sensors 105, 106 are positioned very close to
the skin and the electrical signal can capacitively couple to the sensor. As the biometric
sensors 105, 106 do not have to be touching the skin, this enables quick and easy
measurement of the user to authenticate the user when they are, for example, sitting on a car
seat.

[0081] In some embodiments, the measurements taken by the biometric sensors are used to
authenticate the user and/or determine their physiological state. When the user is
authenticated this can enable access to the car, such as the ability to start the engine or
access information stored by the car. However, if the user's physiological state is not within a
threshold or usual profile, even if they have been authenticated, they can be denied access to
the car. For example, in situations where the user is under duress or has high levels of stress
when trying to drive or use the car. This is ensures the safety of the user and those around the
car to ensure that the user is fit to drive.

[0082] Photoplethysmogram (PPG) sensors are another type of biometric sensor that may be
used. PPG uses electrical signals derived from light reflected due to changes in blood flow
during heart activity. PPG has also been widely used to estimate respiratory rate due to its
simplicity and non-invasive measurement capability. The PPG signal contains components that
are synchronous with respiratory and cardiac rhythms. Respiration is known to modulate the
frequency and amplitude of PPG signals. The occurrence of temporal variations in frequency
and amplitude is characteristic of the respiration produced by most animals, including humans.
Thus, respiratory rates in the normal breathing range can be accurately obtained by computing
spectral analysis of the amplitude modulation (AM) and frequency modulation (FM) time series.

[0083] Combining different types of biometric sensor 105, 106, can provide a remote terminal
operator with more information regarding a user of the wearable apparatus 100. Furthermore,
combining different types of biometric sensor 105, 106 allows for improved accuracy in certain
biometric readings. The combination enables artefacts in reading results to be identified and
ignored. For example, the use of ECG authentication with EDA stress level monitoring enables
a user of the wearable apparatus 100 to be identified and authenticated, and can also indicate
their physiological state. The ECG signal can also be used to measure BPM which can be
combined with EDA stress level measurements for a more accurate measure of stress levels.
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Additional Wearable Apparatus Modules

[0084] An optional locator module 242 can be used to detect the location of the user. In a
preferred embodiment, the locator module 242 is a GPS module. The GPS module
communicates with one or more satellites, calculates the location of the wearable apparatus
100 and then preferably communicates the location to the remote terminal 200 via the wireless
communication means 240. This ensures the user can be located, enabling others to locate
and assist them or alternatively know if they are not where they are meant to be. With regard
to emergency services, for example, if the user is in a particularly stressful environment,
knowing the location of the user at the remote terminal 200 can allow assistance to be
dispatched to the correct location more efficiently. In an alternative embodiment, the locator
module is a Bluetooth Low Energy (BLE) beacon.

[0085] Other means for determining the location of a user are within the scope of the present
invention. A network device may determine a location of a user and communicate it to the
remote terminal. The determination may be done by determining what wireless access points
the network device is within range of, triangulation between wireless access points to provide
an approximation of the location of the user, or through facial recognition in a network of
cameras. For example, if a user is taking money from an Automated Telling Machine (ATM),
there is often a camera that can be used to indicate that the user is present at the ATM. The
location of the camera therefore indicates an approximate location of the user. A motion
sensor 110 is used to detect motion of the body, which can be utilised, for example, to calculate
body positioning or gait analysis or to prompt the optional GPS module 242 to communicate an
updated location to the remote terminal 200. The motion sensor 110 can be an accelerometer,
gyroscope, magnetometer and/or an overall nine-axis inertial motion sensor. Such information
are used in combination with readings from the biometric sensors to more accurately
determine the user's physiological state. For example, if it is known that the user is walking
quickly, they can be expected to have a higher heart rate and can be expected to sweat,
thereby increasing conductivity across the skin. Machine learning algorithms across the
sensors 105, 106 can be used to determine or remove certain assumptions. For example,
higher BPM is acceptable, algorithm can deploy certain techniques to remove motion artefact
noise and/or impedance measurement at sensor 105, 106 can be adjusted. In an example
scenario alarms regarding high levels of user stress may be suppressed because the user is
walking quickly or running. In another example scenario the sensors 105, 106 may not take
measurements at a particular time due to high levels of motion and the potential of poor
resulting measurements.

[0086] An optional altitude sensor 244 can be used to monitoring the altitude of the user. The
altitude sensor 244 may be a barometer. The sensor 244 may be utilized, for example, to
monitor which floor of a building the user is on. The data from this altitude sensor 244 can also
be used to determine or remove certain assumptions when determining the user's
physiological state. For example, when it is detected that a user's altitude is increasing and
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they have a high heart rate, it can be assumed that they are exerting themselves by going up a
staircase. This can be taken into account when determining the user's physiological state. If it
is known that the user is walking up a staircase, they can be expected to have a higher heart
rate and can be expected to sweat, thereby increasing conductivity across the skin.

[0087] Machine learning algorithms across the sensors can be used to determine or remove
certain assumptions. Examples of such assumptions or determinations are:

1. (i) determining that a higher BPM is acceptable;

2. (i) determining to remove motion artefact noise by the algorithm deploying certain
techniques; and

3. (iii) adjusting the impedance measurement at the sensor.

[0088] In an example scenario, alarms regarding high levels of user stress may be suppressed
because the user is walking up a staircase. In another example scenario, the sensors may not
take measurements at a particular time due to high levels of motion and the potential of poor
resulting measurements.

[0089] An optional temperature sensor 246 can be used to monitor the skin temperature of the
user and/or the air temperature. The data from this temperature sensor 246 can be used to
determine or remove certain assumptions when determining the user's physiological state. For
example, when a user has a higher skin temperature than normal or the air temperature is
higher than usual it can be expected that the conductivity would go up because the user is
exercising or is in a hot location where as if the person was cool but conductivity is increasing
then it can be assumed that they are more likely to be stressed.

[0090] In an example scenario, the user's skin temperature suddenly drops and remains
suppressed. This, combined with a physiological change, such as a change in heart rate
and/or breathing, can be indicative of falling into cold water.

Wearable Computing Means

[0091] As shown in Figures 7 and 8, the wireless communication means 240 can communicate
with the remote terminal 200 by any suitable wireless communication link. For example, the
wireless communication link may be, Bluetooth, WiFi, NFC or Radio Frequency.

[0092] The filters 221 preferably comprise, in sequence, a high pass filter set at a first
threshold cut-off and a low pass filter set at a second threshold cut-off, plus (optionally) a notch
filkter set at a third threshold for filtering any noise from mains supply. In a preferred
embodiment, the first threshold may be 0.5Hz but more preferably 0.05Hz, the second
threshold may be 150Hz and the third threshold may be 50Hz. The amplifier 220 preferably
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amplifies the signal measured by the biometric sensors 105, 106. In a preferred embodiment,
the amplification carried out by the amplifier 220 and the filtering carried out by the filter 221
together pre-process the signal measured by the biometric sensors 105, 106. In an alternative
embodiment, adaptive filtering and application (gain) can utilised.

[0093] Depending on the resolution of the analog-to-digital convertor of the microprocessor, a
number of hardware filtering components can be reduced, and the major part of the signal
processing occurs in software, e.g. through notch filters etc. This also removes the need to
have specific hardware frequency bands. It also means the wide elements of the signal can be
used for different purposes. One algorithm can filter for ECG authentication while another
filters differently for EMG etc.

[0094] In a preferred embodiment, when the determining of authentication information and
biometric information takes place on the wearable computing means, the memory module 224
of the wearable computing means 402 may, for example, store a pre-enrolled user ECG signal
for the determination of authentication and/or baseline user biometric information to compare
with the measured biometric information.

[0095] The microprocessor 226 can process data received from the biometric sensors 105,
106 to authenticate and calculate accurate heart rate measurements, Heart Rate Variability
measurements and user stress levels. The microprocessor 226 can also combine
measurements from different biometric sensors to provide more accurate data to the user.
Incorporating a number of algorithms, including ECG detection, BPM calculation, Heart Rate
Variability measurements and calculating of user stress levels provides crucial information
about the user's physiological state. Examples of suitable algorithms can be found in GB
1611963.8 the entirety of which is incorporated by reference.

[0096] The microprocessor 226 can cause the wearable apparatus 100 to automatically take
readings from biometric sensors 105, 106 at regular intervals, on demand when requested
from the remote terminal 200 or continually for a continuous authentication process. The
remote terminal 200 can be any suitable electronic device. For example, the remote terminal
may be a phone, tablet, desk top computer or laptop. Alternatively, the wearable apparatus
100 can be authenticated once and then kept in an authenticated state until removed.

[0097] The optional attachment means 102 can enable the wearable apparatus 100 to be
temporarily secured where needed. The attachment means 102 can, for example, be clips,
barb connections, buttons, press fasteners, hook and eye fasteners, fabric hook and loop
fasteners or temporary adhesive.

[0098] The biometric sensors are incorporated into a garment and the wearable computing
means are incorporated into the garment or carried with the user elsewhere. In a preferred
embodiment, the wearable apparatus 100 can be a garment worn by the user, for example a
compression top, compression leggings, sports bra, undergarments, shorts, shoes, socks or
gloves or any garment having an elasticated strap or band worn by a user. In an alternative
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embodiment, the wearable apparatus 100 may be an accessory, for example a necklace,
band, watch, belt, armband, bracelet or ring. In an alternative embodiment, the wearable
apparatus 100 may be attached to a user garment, for example to elastic elements to enable
good ECG signal acquisition by holding the biometric sensors 105, 106 against the skin. The
wearable apparatus may be attached temporarily or permanently to any of the aforementioned
by either being incorporated into the elastic or other elements of the garment/accessory design
or by the optional attachment means 102. This can be beneficial for users that are not willing
or able to wear a conventional device. The wearable apparatus 100 can be positioned on the
chest area of the user, the small of the back and or the wrist areas for optimal signal
acquisition.

Other aspects, embodiments and modifications

[0099] The authentication information and the determined physiological state of the user may
be securely stored on the memory module 224 of the wearable computing means 402. In this
scenario, for example, the authentication information and the determined physiological state of
the user can be transmitted when requested by the remote terminal 200 and/or stored for later
analysis. In an example scenario, the stored biometric information may be useful in conjunction
with a police body camera to analyse a police person's physiological state in response to
certain events.

[0100] An authentication system comprising a plurality of biometric sensing devices can be
incorporated in a seat and positioned to be close to a user's skin when seated in the seat, so
as to capacitively measure the user's Electrocardiogram (ECG). The authentication system
also has a means for communicating with a computing means and a computing means. The
computing means is adapted to determine user authentication by comparing the user's ECG
with a template. The seat is a seat of a vehicle and user authentication permits the user to start
or control the vehicle. The sensing devices are located in a base of the seat and/or in the back
of the seat. The authentication system also comprises filtering means for distinguishing the
ECG signal from capacitive sensor changes resulting from the user shifting position in the seat.
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Patentkrav

Et godkendelsessystem (400) omfattende:

et baerbart apparat (100), hvor det beerbare apparat (100) er en tgjdel;

en baerbar databehandlingsenhed (402) indbygget i det baerbare apparat (100), hvor
den beerbare databehandlingsenhed (402) omfatter en mikroprocessor (226) og tradlgs
kommunikationsanordning (240) til kommunikation med en fijern terminalenhed (200);
0g

en flerhed af baerbare biometriske registreringsenheder (105, 106) indbygget i det
baerbare apparat (100) og tilpasset til at kommunikere med den baerbare
databehandlingsenhed (402),

hvor flerheden af baerbare biometriske registreringsenheder (105, 106) er elektroder
tilpasset til at male en brugers elektrokardiogram, EKG, og elektrodermale aktivitet,
EDA,

hvor flerheden af baerbare biometriske registreringsenheder (105, 106) er EKG-
elektroder og EDA-elektroder,

hvor EKG-elektroderne og EDA-elektroderne er de samme elektroder,

hvor flerheden af baerbare biometriske registreringsenheder (105, 106) er indbygget i
eller pa tejet pa en made i kontakt med huden,

hvor den baerbare databehandlingsenhed (402) er tilpasset til at bestemme
brugergodkendelse ved at sammenligne brugerens EKG med en skabelon,

hvor den baerbare databehandlingsenhed (402) er tilpasset til at bestemme brugerens
fysiologiske tilstand ved at sammenligne brugerens EDA med en greenseveerdi eller
profil baseret pa malinger fra en eller flere af flerheden af beerbare biometriske
registreringsenheder (105, 106),

hvor den baerbare databehandlingsenhed (402) derudover er tilpasset til at bruge den
bestemte fysiologiske tilstand og brugergodkendelsen til at bestemme, om brugeren
skal godkendes, nar denne er i en bestemt fysiologisk tilstand,

hvor den baerbare databehandlingsenhed (402) derudover er tilpasset til at aktivere en
trigger, nar en bruger er godkendt, men brugerens bestemte fysiologiske tilstand er
uden for et forudbestemt omrade, og

hvor triggeren aktiverer mindst en af en alarm, et kamera eller indleder en
kommunikation med en fjernservice,

hvor den baerbare databehandlingsenhed (402) derudover omfatter en
bevaegelsessensor (110), og hvor triggeren undertrykkes, nar brugerens bestemte
fysiologiske tilstand er uden for et forudbestemt omrade, og beveegelsessensoren (110)

registrerer et bestemt niveau af brugerens bevaegelse.
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Godkendelsessystem ifelge krav 1, hvor den fysiologiske tilstand er mindst en af, at

brugeren er traet, presset eller stresset.

Godkendelsessystem ifglge ethvert af foregaende krav, hvor en eller flere af flerheden
af beerbare biometriske registreringsenheder (105, 106) er feelles for bade en forstaerker

til EKG-maling og en forsteerker til EDA-maling.

Godkendelsessystem ifglge ethvert af foregaende krav, hvor den baerbare
databehandlingsenhed (402) derudover er tilpasset til at bestemme, nar en brugers
EDA-maling er uden for et forudbestemt omrade og til efterfalgende at fierne brugerens

godkendelse, indtil brugergodkendelsen bestemmes igen.

Godkendelsessystem ifglge ethvert af foregaende krav, hvor flerheden af baerbare
biometriske registreringsenheder (105, 106) er placeret taet pa brugerens hud, og

malinger gennemfgres kapacitivt.

Godkendelsessystem ifglge krav 1, derudover omfattende en godkendelsesterminal
som fjern terminalenhed (200), godkendelsesterminalen tilpasses til at udfere en

godkendelsesproces.

Godkendelsessystem ifglge ethvert af foregaende krav, hvor de biometriske
registreringsenheder (105, 106) er tradlest forbundet med den baerbare
databehandlingsenhed (402).

Fremgangsmade til betjening af et godkendelsessystem (400), omfattende:

maling, ved hjeelp af en flerhed af beerbare biometriske registreringsenheder (105, 106)
indbygget i et baerbart apparat (100), af en brugers elektrokardiogram, EKG, og
elektrodermale aktivitet, EDA, hvor flerheden af baerbare biometriske
registreringsenheder (105, 106) er elektroder, hvor flerheden af baerbare biometriske
registreringsenheder (105, 106) er EKG-elektroder og EDA-elektroder, og hvor EKG-
elektroderne og EDA-elektroderne er de samme elektroder;

kommunikation, ved hjaelp af flerheden af baerbare biometriske registreringsenheder
(105, 106), med en beerbar databehandlingsenhed (402) indbygget i det baerbare
apparat (100), hvor den beerbare databehandlingsenhed (402) omfatter en
mikroprocessor (226) og tradles kommunikationsanordning (240) til kommunikation
med en fjern terminalenhed (200), hvor den baerbare databehandlingsenhed (402)
derudover omfatter en bevaegelsessensor (110);

bestemmelse, ved hjeelp af den baerbare databehandlingsenhed (402), af
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brugergodkendelse ved at sammenligne brugerens EKG med en skabelon;
bestemmelse, ved hjeelp af den baerbare databehandlingsenhed (402), af brugerens
fysiologiske tilstand ved at sammenligne brugerens EDA med en greenseveerdi eller
profil baseret pa malinger fra en eller flere af flerheden af beerbare biometriske
registreringsenheder (105, 106);

anvendelse af den bestemte fysiologiske tilstand og brugergodkendelsen til at
bestemme, om brugeren skal godkendes, nar denne er i en bestemt fysiologisk tilstand;
0g

aktivering af en trigger, nar en bruger er godkendt, men brugerens bestemte
fysiologiske tilstand er uden for et forudbestemt omrade,

hvor triggeren aktiverer mindst en af en alarm, et kamera eller indleder en
kommunikation med en fjernservice,

hvor triggeren undertrykkes, nar brugerens bestemte fysiologiske tilstand er uden for et
forudbestemt omrade, og bevaegelsessensoren (110) registrerer et bestemt niveau af
brugerens beveegelse, og

hvor flerheden af baerbare biometriske registreringsenheder (105, 106) er indbygget i
eller pa tejet pa en made i kontakt med huden, og det beerbare apparat (100) er en

tojdel.
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