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SENSITIVE MEDIA USAGE

BACKGROUND

{011 The present disclasure relaies to the conlrol of sensitive media usage in
a shared environment. Shared resources include printers that many users can
access and 85 such there is a risk of fraudulent use of shared resources.

BRIEF DESCRIPTION OF THE DRAWINGS

[02] Various features and advaniages of certain examples will be apparent
from the detsiled description which follows, faken in conjunction with the
accompanying drawings, which together #ustrate, by way of example only, a

number of features, and wherein:

03] Figure 1 shows a method 1o restrict user access o sensifive media in a
rendering apparatus according o an example;

{04] Figure 2 shows a method o restrict user access {o sensitive media in 8
rendering apparatus according o an example;

[05] Figure 3 shows a flow diagram for physically securing access 1o sensitive

media in 8 printer nput bin according 1o an sxampls;

[06] Figwre 4 shows a method for controlling the usage of sensifive media
stored in a8 secure input bin according 1o an example;

[07] Figure 5 shows a method for controliing the usage of sensitive media
stored in a secure input bin according to an example;

{08] Figure 6 shows a method for controlling the usage of sensitive media
stored in a8 secure input bin according o an example,

{09] Figure 7 shows a method for controlling the usage of sensitive media
stored inn a secure input bin according {o an exampie;

[G10} Figure 8 shows a rendering apparatus according 1o an example; and
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{011 Figure 8 shows an example of a processor associated with a memory for
performing 2 methad for controlling usage of sensitive media stored ina secure
input bin according to an example.

DETAILED DESCRIPTION

{0121 In the following description, for purposes of explanation, numerous
specific defads of cerlain examples are set forth, Reference in the specification
o "an example” or simmilar language means that a particular feature, structure,
or characteristic described in connection with the example is included in at least

that one example, but not necessarily in other examples.

[013] Shared resources such as printers pose a threat of misuse of sensitive
media due to unrestricled access o printer inpul frays into which sensitive
media can be loaded.

{014] The disclosure relates o physically securing input bins with sensitive
media from unauthorized users. Tracking of sensitive prints on this media
throughout ifs life span can be provided. There is provided a method for the
securing of sensifive media while loaded in an inpul tray.

[015] Organizations print critical documents on letterheads. The printouts on
letterheads that bear the company's logo are often deemed as official
documents and have a legal standing. Hence the usage of lstterheads is
restricted in most organizations. Organizations, especially in the govemment,
use sensitive papers such as judicial papers or those with certain watermarks
for printing confidential material or documents with legal binding. The content of
the printouts from such media would be of sensitive nature. For inslance, HR
personmel may print job contracts with salary details for new emploveeas or
promotion/hike letters. The markeling depaniment may print marketing orders of
bid contracts with sensitive pricing dstails. The finance department may print iax
bitls or account receipts. Universities or schools may print certificates, marks

cell may print g plethora of legal documents. All of these examples can use
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official letterheads. The documents printed would also be confidential and of a
legally sensitive nature.

[018] Many of business establishments have shared printers. Office staff from
mutltiple departments may use a common printer in the floor. When the printer is
a shared one, and certain depariments loading sensitive media inic the printer,
there is a risk of unauthorized people picking up this kind of restricted media
from the printer input bins or media trays. This poses a serious threat of misuse
of such media. For example, personnel are exposed 1o the risks of misuse of
sensitive media by loading the printer input bin with the sensitive media and
walking away to their desk {0 send the print job, which provides a good
opportunity for theft of unguarded media. Further, leaving behind unused and

excess sensitive media in input trays could also lead fo its unlawful usage.

{017} The disclosure provides a system which prevents unauthorized access to
secure input bing of a printer with sensitive media. The system physicaily
secures the access to the sensilive media in the printer input bin using
glecironically operated locks and sensors. The system controls the usage of the
sensitive media stored in the secured input bins using encrypted key, Personal
Identification Number {(PIN) printing, digital certificate/sighature or authorization
agents. The system tracks the prinis form designaled sensitive inpuf bins.
Therefore, there is provided a solution 1o secure unused sensitive media from
being misused. The input bins are physically secured o prevent the sensitive
media from being picked up from input bins. Access {o the sensitive media is
secured by restricting the usage of the sensitive media while printing jobs.
Access {0 sensitive media is tracked o detect any fraud or misuss.

[018F There is provided a method and apparatus for (1) physically securing
access to sensitive media in printer input bins; (i) controlling the usage of
sensitive media stored in secure input bins; and (il)) fracking the prints from
designated sensitive media inpul bins, i{e. t{racking users and the

documents/sensitive media that are printed.

{018] Figure 1 shows a method to restrict user access {o sensitive media in a

rendering apparatus according to an example. Sensitive media is considered fo
rajate to media such as company letterheads, judicial papers, or papers with
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watermarks used fo print sensitive information or legal documents., Al block 102
a secure media tray having an electronic lock operated by firmware s provided.,
A secure input bin relates 1o an input tray or bin of g rendering apparatus o
printer that is dedicated for the usage of sensitive media and hence made
secune. At block 104 a print job is provided to the rendering apparatus. The
print job may be a sensitive print job to be printed on sensitive media where the
job is of a sensilive nature. Al block 108 user credentials are validated {0
confirm that the user is authorised to access the sensitive media. An authorized
or privileged user refers to a user whao has the permission fo aperate the secure
input bin and send sensitive jobs. Al block 108 an authorisation code is
obtained from the user. According o an example, the authorisation code may
be one of a: private key, PIN; and digilal certificate. At block 110 fhe
authorisation code is validated. At block 112 the print job is rendered or printed
using media from the secure media tray.

[020] Figure 2 shows a method fo restrict user access 10 sensitive media in 3
rendering apparatus according 1o an example. At block 201 the print job may
be provided to the rendering apparatus through a print driver.  According to an
example, the print driver can encrypt the print job st the print driver with a
private key. The user may then enter the private key at the rendering apparatus
and decrypt the print job using the mivate key. According fo an example, the
print driver may generate a PiN. According {o an example, the print driver may
add a digital certificate to the print job before providing the signed print job to
the rendering apparatus. According to an example, the user may load the print
jab onto the rendering apparatus from a portable siorage device, such as a USE
stick.

[021] According to an example, the prints from the designated sensitive input
bins may be tracked. Al block 220 user access to the secure media tray may he
tracked. For example, any job that is printed using media from g secure input
bin can be fracked {(e.g. “track and {race”). Printers may participate in block-
chains or use secure-in premises logging for trackability,. Whenever secure
input bins are involved, “frack and frace” may be automatically invoked.

[022] At block 230 a snapshot of the printed document may be saved in
encrypted format, which could be used for any forensic investigations later. A
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snapshot of the print data related o the authorised print job may be stored in a
memaory.

[023] Figure 3 shows a flow diagram for physically securing access 1o sensitive
media in a printer input bin according t© an example. in this example, sccess o
sensitive media loaded in the secure input bin is restricted to sensitive print jobs
o be printed from the secure input bin for authenticated users, i.e. authorized
users with privileges are allowed to print on media from the secure input bin.
The sensitive media can be secured when it is loaded into the printer input bin,
A printer may have mulliple input bins, where one or more of those input bins
can be reserved to handle the sensitive media.

{024} According to an example, an inpul bin reserved for sensitive media
comprises electronically operated locks controlled via printer firmware, iLe. the
secure input bin can be locked physically through electronically operated locks
that are controlled through firmware. Access (o the secure input bin can then be
provided to authorized users. The secure input bin may comprise sensors that
detect the loading and/or unloading of media from the secure input bin, for
axample vig a3 weight senscr or proximuly sensor,

[025] Al block 302 the user can enter their credentials, for example in the
printer front panel menu. At block 304 the printer firmware validates the entered
user credentials. i the user is an authorized one, the firmware releases the
tock of the secure input bin at block 306. After uniocking the fray, the privileged
user is granted access o the secure media tray. Al bicck 308 the authorised
user is able to then load/unioad sensitive of secure media into the secure media
tray. Once the user closes the secure media fray the printer firmware engages
the locking system at blogck 310, For example, sensors may detect when the
user has opened/closed the secure media fray. Once the fray gets locked, the
sensitive media in the input bin gets secured from theft. Sensors in the secure
input bin may detect if media has been either loaded or removed. At the end of
this operation seguence the following data is available which may be saved at
block 312; details of the user whao has operated the secure input bin; date and
time of operation; printer serial number; and the kind of opersation performed,
i.e., loading or unloading media. As such, this operation seguence of unlocking
of the secure input bin and loading/unicading of media can be fracked. Records
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that contain mela data that includes the user identity, date and time of
operation,; printer identityfserial number, and any such useful information can be
created.

{026} According to an example, sensors in the input bins could be used fo
detect the nature of the operation, L.e., loading or unioading media from the
secure input bin. The same could be used for tracking purpose. For example,
inbuilt scanners andfor OCR controliers in the printing device could be activated
to fingerprint or take a snapshot of the media loaded. This can help to know
what kind of sensitive media the user lcaded. The information which is
recarded would be helpfdl for fracking employees whao have accessed media in
any of the common shared printers.

{027} Figure 4 shows a method for controlling the usage of sensitive media
stored i3 a secure input bin according o an example. The access of sensitive
media loaded in the secure input bin may be restricied through management of
print jobs. For example, sensitive print jobs to be printed from the secure input
bin can be user authenticated. Authorized users with privileges are allowed {o
print on media from the secure input bin. Print jobs from the secure input bin
may be managed as follows. Al block 402 the authorized user uses their
private key known o them to encrypt the print job before sending the job to the
printer. The authorized user provides the private key 1o the printer driver while
choosing the sensitive job to be printed. Al biock 404 the printer driver encrypts
the sensitive job with the user's private key. At block 408 the printer driver
sends the encrypted job fo the prinfer. At block 408 the printer receives the
sensitive job and saves it like a stored job. The printer identifies the sensitive
job and prompis the user to enter thelr credentials {(and private key}. At block
410 the user enters the credentials which may be via the printer front panel. At
block 412 the printer firmware then validates the user. I the user is not
validated the stored sensitive job may be deleted. f the user is validated the
printer prompis the user to enter thelr private key at biock 414, Al block 416 the
user enters their private key. At block 418 upon successful validation the printer
uses the same key {0 decrypt the stored job. At block 420 the printer prints the
job using media from the secure input bin. Al block 422 a snapshot of the print
job may be saved info memory and may comprise encrypted meta data.
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According to an example, i the user is not authorised 1o print using the secure
input bin, the user can be sllowed o print from a non-secure media tray.

[028] “"Track and trace” technology can be used to track and frace documents
printed from any printer and also detect manipulations done on printed
documents. it alse collects data such as the identity of the user who printed, the
date and time of print, the printer on which the document was printed, print
protocol used for printing, the 1P address from where the print job was sen,
details of the network and s0 on.  The same could be leveraged here.
Whenever secure inpul bins are involved, “track and ftrace”™ could be
automatically invoked.

[028] Figwre 5 shows a method for contralling the usage of sensitive media
stored in a secure input bin according o an example. Personal ldentification
Number (PIN) based printing andfor walk-up printing can be used o help
achiave printouts not being leff unattended since the user is at the printer when
the print jobs are processed. A siored job may be printed using PIN based
printing. For example, an existing PIN printing workflow ¢an be leveraged. At
biock 502 a privileged user sends a print job which may be a sensitive print job.
At hiock 504 the printer driver generates a one-time usable PIN and notifies the
user and sends the print job 1o the printer. At block 506 the printer upon
receiving this job stores i like a normal stored job. At block 508 the printer
determines if the print job is a sensitive print job and whether or not a secure
input bin is to be used. At block 510 a track and trace may be enabled by the
printer. Al block 512 the printer prompts the user to enter their credentials for
authorisation {o print from the secure input bin. At block §14 the privileged user
inputs their credentials to authenticate themselves with valid credentials from
the printer control panel. Upon validation at block 518, the user is provided with
an aption in the front panel menu {0 select the secure input bin and enter the
one-time PiN that is connected to the print job af block 518, At block 520 the
user anters the PIN. At block 522 the printer validates the PIN. At block 524
upon successful validation the printer uses media from the secure input bin {0
print the print job, Le. the slored job gets printed from the media stacked in the
secureg bin. A snapshot of the printed document may be saved at block 526.
The stored print job is deleted at block 528. Af block 508 if the print job is a not
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a sensitive print job but instead is a normal print job, the secure input bin is not
used. Similarly, at block 516 if the user credentials are incorrect or are not valid
such that the user is not authorised to print on media from the secure input bin,
the secure input bin is not used. At block 530 the printer prompts the user 1o
anter the PIN assoCiated with the print job. At block 832 the user enters the
PIN. Af block 534 the printer checks whether the PIN is valid and if successiully
validated, at block 536 the printer prints the print job from a normal input bin {l.e.
not a secure input bin). Al block 538 the stored job is deleted.  According o
an example, if the user is not authorised 1o print using the secure input bin, the
user can be allowed fo print from a non-secure media tray. The workflow is
ended at block 540.

[030] Figure 6 shows a method for controlling the usage of sensitive media
stored in a secure input bin according 1o an example. Al block 802 a8 sensitive
print job is sent by a privileged user to be printed from a secure input bin. At
block 804 the printer driver adds a digial signature or digital certificate such that
the print job will carry a digital signature or digital cerificate. For example, print
jobs that have the option to associate themselves with a digital signature, like
PP (Internet Print Protocol) could be used for digital authentication and
aiuthorization. The sensitive job sent by the privileged user will carry g digiial
signature or a digital cerlificate. Al block 606 the printer drivers send the sighed
print job to the printer. At block 808 the printer identifies the sensitive print job
and the printer firmware validates the user with the digital signature associated
with the print job. If the certificate is valid and the user is authorised the printer
prints the sensitive print job using media from the secure input bin at block 612.
A snapshol of the printed document may be saved at block 614, i the
ceriificate is not valid or the user is not authorised the printer will delste the
sensitive print job al block 618, According o an sxample, if the user is not
authorised 1o print using the secure input bin, the user can be allowed to print
from a non-secure media tray.

[031] Figwre 7 shows a method for controlling the usage of sensilive media
stored in a secure input bin according to an example. When an authorized user
wanis to print a file stored in a USB storage device, at block 702 the user
inserts the device into the printer. At block 704 the printer then reads and
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dispiays the contents of the device. Al block 708 the user selects the file o be
printed. Al block 708 the printer then prampls the user o specily the media
onto which the job is {0 be printed and whether the media is from the secure
input bin. if yes, the user is prompted at block 710 to enter his credentials. Upon
successful validation, the printer prinls the job from the secured bin at block
712. ¥ an unauthorized user accidentally selects any of the sensitive bins, the
printer may be configured to prompt the user 1o choose a different bin or the
selection can itseif be aulomated for unauthorized users. According o an
exampile, if the user is not authorised o print using the secure npw bin, the
user can be allowed to print from a non-secure media fray.

[032] According o an example, URD/Orivers can be enhanced fo pass the
authorization information like Kerberos tickets or DAUTH coolde. Altemnalively,
Universal Print Drivers (UPD) or discrete drivers may be enhanced to pass the
authorization information like Kerberos tickets or OAUTH cockie. The printer
can validate this with the preconfigured authorization agent and aliow the jobs
to be printed.

[033] According {0 an example, a user can obiain a photo-copy of a documaent
at a shared printer or multi-functiona! product having a8 secure input bin toaded
with sensitive media. A multi-functional product may support fax, photo-copy
and print having a secure input bin or media tray loaded with sensitive media
{locked input fray). The user is permitted to take a photlo-copy using the
sensitive media if the user is authorised. The authorised user can provide their
credentials for authorisation. if the user is not an authorised user and does not
have permission 1o use the sensilive media, the job can be redirecied (o
another media tray or input bin loaded with normal media. According to an
exampie, a printing device having a secure input bin with sensitive media may
receive a fax and not be permitted {0 use sensitive media {0 print the incoming
fax.

{034} Figure B shows a rendering apparatus sccording 1o an example. The
apparatus 800 comprises a plurality of media trays 814, 815, At least one
media tray is a secure media tray 815 for handling sensitive media. An
glectronic lock 820 operated via firmware 830 is configured {0 permit access to
the secure media fray 815 upon validation of a request for access from an
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authorised user 840, The slectronic lock parmils authorized access or denies
unauthorised access to the secure inpul bing and sensitive media, Sensitive
print jobs are linked to authorised users for access o sensitive media. For
exampie, an authorised user may be issued with an access tag by an
administraior. According to an example, a rendering apparatus may comprise a
plurality of secure media trays wherein each tray may comprise a different type

of sensitive media and/or a different user group(s).

f035] The apparatus may comprise a processor configurad to track the use of
sensitive media, for example via meta data linked to authorised users. Sensors
may be provided on the secure media tfray. Whenever an authorised user
accesses the secure media tray the processor may be configured to create a
new record and store the record in a blockchain (for example). As such, the
lncking and unlocking of the secure media fray is monifored and each time
sensitive media is loaded or unloaded at the secure media fray there is a record
of that activity. A snapshot of the printed document may be recorded using a
scanner linked {o the secure media tray. For example, inbuilt scanners and
QCR controllers in the device could be activated to fingerprint or take snapshot
of the media loaded which would help to know what kind of media was loaded
by the authorized user. Print data may be encrypted before being saved in a
record. The snapshot of the printed document can be saved in an encrypted
format. This would help to know what was printed by the user. This data would

facilitate any forensic investigation in case of a fraud,

{036] The tracking of prints from secwe input bing monifors the usage of
sensitive media and help achieve restricted access by authorized users.
Tracking is useful where privileged users misuse sensitive media and where a
fraud occurs, forensic data can aid any investigation.

{0371 The method and apparatus provided remove cumbersome procedures
and workflows {0 secure and resirict the usage of sensitive media. For
exampie, the burden of siaff to “guard” media or the concerned authorities is
removed whilst controlling sensitive media usage. Shared resources can be
mainfained instead of providing one or more dedicated printers to privileged or
authorised users. Unused media is protected by firmware controlled electronic
locks on the secure media trays to physically secure the media and prevent the
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madia from being picked up from the input bins. The access {o sensitive media
is secured by restricting the usage of the media while printing jobs, for exgmple
to restrict an amount or quota of sensitive media {o an authorised user which
may be linked to a print job and/or duration (weekimonth elc.). The access to
sensitive media and its usage can be tracked, generating sufficient data o
investigate cases of fraud or misuse. For example, frauds may print a8 blank
document {0 gain access to the sensitive media or print illegal data or false
data. The snapshois collecied can provide vital data for investigation.
Availability of forensic data would aslso act as a deterrent to frauds. The
methods described can help achieve the presence of the user at the prinfer
when the printout is being gensrated from the secure input bin. For example,
the user can walk up to the printer {0 enter the encryplion key and user
credentiale to help achieve the user's presence when the job is printed which
secures the printout from theft.

[038] Examples in the present disclosure can be provided as methods,
systems or machine-readable instructions, such as any combination of
software, hardware, firmware or the like. Such machine-readable instructions
may be included on a compuler readable storage medium {including but not
limited {0 disc storage, CD-ROM, optical siorage, efc.) having compuder
readable program codes therein or thereon.

{0381 The present disclosure is described with reference to flow charts andior
block diagrams of the method, devices and systems according o examples of
the present disclosure. Although the flow diagrams described above show 3
specific order of execution, the order of execution may differ from that which is
depicted. Blocks described in relation t© one flow chart may be combined with
those of another flow chart In some examples, some biocks of the flow
diagrams may not be necessary and/or additional blocks may be added. it shall
be understood that each flow andfor block in the flow charts andfor block
diagrams, as well a8 combinations of the flows and/or diagrams in the flow
charts and/or blogk diagrams can be realized by machine readable nstructions.

{040} The machine-readabls instructions may, for example, be exsculed by a8
gensral-purpose computer, a special purpose computer, an embedded
processor or processors of other programmable data processing devices fo
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reaglize the funclions described in the descriplion and diagrams. In particidar, a
DIOCessor oF processing apparatus may execute the machine-readable
instructions. Thus, modules of apparatus may be implemented by a processor
operating in accordance with instructions embedded in logic circuitry. The term
‘processor is to be interpreted broadly to include a CPU, processing unit, ASIC,
logic unit, or programmable gate set efc. The methods and modules may ali be
performed by a single processor or divided amongst several processors.

[041] Such machine-readabile instructions may also be siored in a computer
readabie storage that can guide the compuder or other programmable dala
processing devices {0 operate in a specific mode.

{042} For example, the instructions may be provided on a non-transitory
comptter readable storage medium encoded with instructions, executable by a
processor for restricting user access to sensifive media in a rendering
apparatus.

[043] Figure 9 shows an example of a processor 910 associated with a
memory 920. The memory 820 comprises computer readable instructions 930
which are executable by the processor 810 o restrict user access o sensitive
media in a rendering apparatus. The instructions 830 comprise:

Instructions to provide a secure media tray having an electronic lock operated
by firmware;

instructions to provide a print job to the rendering apparatus;

Inatructions to validale user credentials to confirm & user is aguthonsed o
access the sensitive media;

instructions to obiain an suthorisation code from the user;
instryctions o validate the authorisation cods; and
instructions to print the print job using medis from the secure media {ray.

{0441 Such machine-readable instructions may also be loaded onto a computer
or other programmable data processing devices, so that the computer or other
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programmable data processing devices perform a8 series of operations {o
produce computer<mplemented processing, thus the instructions executed on
the computer or other programmable devices provide an operation for realizing
functions specified by flow(s) in the flow charls and/or block(s) in the block

diagrams.

{0451 Further, the teachings herein may be implemented in the form of a
computer software product, the computer software product being stored in a
storage medium and comprising a plurality of instructions for making 3
computier device implement the methods recited in the examples of the present

disclosure.

{048} While the method, apparatus and related aspects have been described
with reference to certain examples, various modifications, changes, omissions,
and substitutions can be made without departing from the spirit of the present
disclosure. in pardicular, a feature or block from one example may be combined
with or substituted by a featurefiock of another example.

{0471 The word "comprising” does not exclude the presence of elements other
than those listed in a claim, "a" or "an” does not exclude a plurality, and a single

claims.

[048] The features of any dependent claim may be combined with the features
of any of the independent claims or other dependent claims.
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CLAIMS

1. A method 1o restrict user access {0 sensitive media in a rendering
apparatus, comprising:

providing a secure media tray having an slectronic lock operated by
firmware,

providing a print job to the rendering apparatus;

validating user credentials to confirm a user is authorised to access the
sensitive media;

gbiaining an authorisation code from the user,;
validating the authorisation code; and

printing the print job using media from the secure media tray.

2. A method according o claim 1, wherein the authorisation code s one of
a: private key, PIN; and digital certificate.

3. A method acconding fo claim 2, comprising providing the print job to the
rendering apparatus through & print driver.

4. A method acoording to claim 3, comprising encrypting the print job at the
print driver with a private key.

5. A meathod according to claim 4, comprising the user entering the private
key at the rendering apparatus and decrypting the print job using the private
key.

8. A method according o claim 3, comprising the print driver generating a
PIN.
7. A method according o claim 3, comprising the print driver adding a

digital certificate {0 the print job before providing the signed print job to the
rendering apparatus.
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8. A meathod according o claim 1, comprising the user loading the print job
onto the rendering apparatus from a portable storage device.

8. Amaethod according fo claim 1, comprising controlling the electronic fock
on the secure media lray {0 allow the user physical access {o the secure media
fray.

10, A method according fo claim 1, comprising tracking user access to the
secure media tray.

11, A method according to claim 1, comprising storing a snapshof of print
data related o the authorised print job in 8 memory.

12, Arendenng apparalus, compsing:

a plurality of media frays, whersin at least one media ray s 8 secure
media tray for handling sensitive media; and

an slectronic lock operated via firmware and configured to permit access
to the secure media tray upon validation of a request for access from an
authorised user.

13.  Anapparatus according fo claim 12, further comprising a processor
configured {o track use of the sensitive media from the securs media tray.

14.  An apparatus according to claim 12, further comprising sensors on the
secure media tray configured 1o detect media being loaded or univaded from
the secure media tray.

15. A non-transitory machine-readable storage medium encoded with
instructions executable by a processor for restnicting user access o sensitive
media i g8 rendering apparatus, the machine-readable storage medium
comprising instructions to:

aperate a firmware controlied elecironic fock on a secure maedia tray;
provide a print job to the rendering apparatus,

validate user credentials to confirm 3 user is guthorised to access the
sensitive media;
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obtain an authorisation code from the user;
validate the authorisation code; and

print the print job using media from the secure media tray.
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