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(57) ABSTRACT 

A method of providing redundancy in a LAN Emulation 
network in the event an LES fails. The method is light in that 
it does not require complicated database Synchronizations 
between LECSS and their associated complex message pro 
tocol eXchanges. The method comprises defining a plurality 
of LESS per ELAN, but permitting only one of the LESs to 
be active at any one moment in time. All the LECSS are 
configured with the same Topology Database which include 
the all the potential LESs for each ELAN. The LECSs try to 
connect to each LES and the results are logged. The opera 
tive LESS having the highest priority is chosen as the active 
LES whereby all LECs get assigned to the active LES. When 
the active LES fails the LECs attempt a new connection to 
LECs. The LECs assigns the LECs to another operative LES 
in the database list. All the LECs previously connected to the 
failed LES, are attached to the new LES assigned by the 
LECs and communications are reestablished with the new 
LES. Splits are handles by having the LECs choose the LES 
with the highest priority to be the new active LES and 
Sending a message to all the other LESS instructing them to 
disconnect their attached LECs. This causes the LECs to 
re-attach to the active LES. 

14 Claims, 5 Drawing Sheets 
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NON-DISTRIBUTED LAN EMULATION 
SERVER REDUNDANCY METHOD 

FIELD OF THE INVENTION 

The present invention relates generally to data commu 
nication networks and more particularly relates to a non 
distributed method of providing LAN Emulation Server 
(LES) redundancy in LAN Emulation environment. 

BACKGROUND OF THE INVENTION 

Currently, there is a growing trend to make ASynchronous 
Transfer Mode (ATM) networking technology the base of 
future global communications. ATM has already been 
adopted as a Standard for broadband communications by the 
International Telecommunications Union (ITU) and by the 
ATM Forum, a networking industry consortium. 

Asynchronous Transfer Mode 
ATM originated as a telecommunication concept defined 

by the Comite Consulatif International Telegraphique et 
Telephonique (CCITT), now known as the ITU, and the 
American National Standards Institute (ANSI) for carrying 
user traffic on any User to Network Interface (UNI) and to 
facilitate multimedia networking between high Speed 
devices at multi-megabit data rates. ATM is a method for 
transferring network traffic, including voice, Video and data, 
at high Speed. Using this connection oriented Switched 
networking technology centered around a Switch, a great 
number of Virtual connections can be Supported by multiple 
applications through the same physical connection. The 
Switching technology enables bandwidth to be dedicated for 
each application, overcoming the problems that exist in a 
shared media networking technology, like Ethernet, Token 
Ring and Fiber Distributed Data Interface (FDDI). ATM 
allows different types of physical layer technology to share 
the same higher layer-the ATM layer. 
More information on ATM networks can be found in the 

book “ATM: The New Paradigm for Internet, Intranet and 
Residential Broadband Services and Applications,” Timothy 
Kwok, Prentice Hall, 1998. 
ATM uses very short, fixed length packets called cells. 

The first five bytes, called the header, of each cell contain the 
information necessary to deliver the cell to its destination. 
The cell header also provides the network with the ability to 
implement congestion control and traffic management 
mechanisms. The fixed length cells offer Smaller and more 
predictable Switching delays as cell Switching is less com 
plex than variable length packet Switching and can be 
accomplished in hardware for many cells in parallel. The 
cell format also allows for multi-protocol transmissions. 
Since ATM is protocol transparent, the various protocols can 
be transported at the same time. With ATM, phone, fax, 
Video, data and other information can be transported Simul 
taneously. 
ATM is a connection oriented transport Service. To acceSS 

the ATM network, a Station requests a virtual circuit between 
itself and other end Stations, using the Signaling protocol to 
the ATM Switch. ATM provides the User Network Interface 
(UNI) which is typically used to interconnect an ATM user 
with an ATM Switch that is managed as part of the same 
network. 

The current standard solution for routing in a private ATM 
network is described in Private Network Node Interface 
(PNNI) Phase 0 and Phase 1 specifications published by 
ATM Forum. The previous Phase 0 draft specification is 
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2 
referred to as Interim Inter-Switch Signaling Protocol 
(IISP). The goal of the PNNI specifications is to provide 
customers of ATM network equipment some level of multi 
vendor interoperability. 

LAN Emulation 

Today, most data traffic in existing customer premise 
networks travels over legacy LANs. It is desirable to permit 
these legacy LANs and their embedded infrastructure to 
operate with new ATM networks currently being deployed. 
To enable an easier migration path to ATM, the ATM Forum 
has defined LAN Emulation (LANE) specification which 
allows ATM networks to coexist with legacy systems. The 
LANE specification defines a way for an ATM network to 
emulate a logical Ethernet or Token Ring Segment, these 
currently being the most popular LAN technologies. 
LANE service provides connectivity between ATM 

capable devices and legacy LAN capable devices acroSS an 
ATM network. Since LANE connectivity is defined at the 
MAC layer, the upper protocol layer functions of LAN 
applications can continue to function unchanged after the 
device joins an emulated LAN. This important feature 
protects corporate investments in legacy LAN applications. 
An ATM network can Support multiple independent emu 
lated LAN (ELAN) networks. A network may have one or 
more emulated LANs wherein each emulated LAN is sepa 
rate and distinct from the others. Emulated LANs commu 
nicate via routers and bridges just as they do in physical 
LANs. The emulated LAN provides communication of user 
data frames between its users just as in an actual physical 
LAN. 

Emulation over ATM networks, the LANE Version 1.0 
standard drafted by the ATM Forum and incorporated herein 
by reference, defines the LANE architecture and a set of 
protocols used by the LANE entities. LANE uses a client/ 
Server model to provide its Services. A diagram illustrating 
an example ATM network having a plurality of nodes, LESS, 
LECSS and LECs, is shown in FIG. 1. The network, gen 
erally referenced 10, comprises an ATM network cloud 19 
which includes a plurality of nodes 12 connected by one or 
more links. A plurality of LECs 14 labeled LEC #1 through 
LEC #4 are connected to the Switches. A plurality of LESS 
16 labeled LES #1 and LES #2 are also connected to 
Switches. In addition, a plurality of LECS 18 labeled LECS 
#1 and LECS #2 are connected to Switches. 

The entities defined by the LANE architecture include 
LAN Emulation Clients (LECs), a LAN Emulation Server 
(LES), a Broadcast and Unknown Server (BUS) and LAN 
Emulation Configuration Server (LECS). The LES, BUS 
and LECS constitute what is known to as the LANE Service. 
The LAN Emulation Clients (LECs) represent a set of 

users, as identified by their MAC addresses. ALEC emulates 
a LAN interface that communicates with higher layer pro 
tocols such as IP, IPX, etc. that are used by these users. To 
achieve this task, the LEC communicates with the LANE 
Services and to other LECs. LECs communicate with each 
other and to the LANE Services via ATM Virtual Channel 
Connections (VCCs). The VCCs are typically Switched 
Virtual Circuits (SVCs), but Permanent Virtual Connections 
(PVCs) might also be used for this purpose. 

In order for a LEC to participate in an emulated LAN, the 
LEC must first communicate with an LECS. It may utilize 
a specific ATM address of the LECS if it knows it, or, as is 
typically the case, may use the well known address of the 
LECS to establish communications. 
As described previously, the LANE Service comprises 

several entities: LANE Server (LES), a Broadcast and 
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Unknown Server (BUS) and LAN Emulation Configuration 
Server (LECS). The LES provides Joining, Address Regis 
tration and Address Resolution services to the LECs. Note 
that a given LES Serves only a single emulated LAN. 

The LANE Bus is responsible for the distribution of the 
Broadcast, Multicast and unknown traffic to the LECs which 
it typically sent by a LEC before the ATM address has been 
resolved. Note that a given BUS serves only one emulated 
LAN. 

The LECS contain the database used in determining 
which emulated LAN a device belongs to. Each LEC 
consults the LECS once, at the time it joins an emulated 
LAN, to determine which emulated LAN it should join. The 
LECS assigns the LEC to a given emulated LAN by giving 
the LEC the ATM address of the LES associated with that 
particular emulated LAN. Different policies may be utilized 
by the LECS in making the assignment. The assignment may 
be based on the LECs physical location, i.e., ATM address, 
the LEC ID, i.e., the MAC address, or any other suitable 
criteria. Note that the LECS serves all the emulated LANs 
defined for the given administrative ATM network domain. 

The straightforward implementation of the LANE Version 
1.0 specification includes a single LECS for the entire 
administrative domain and a single LES per emulated LAN. 
A disadvantage of this implementation is that it Suffers from 
a single point of failure for both the LECS and the LES. 
Failure of the LECS might take the entire network down 
while failure of the LES takes the entire emulated LAN 
down. 

In these types of implementations, what happens is that 
when a LES fails, all the LECs connected to it try to rejoin 
the emulated LAN by connecting to the LECS. The LECS, 
however, assigns these LECs to the same non operative LES. 
The connection fails and the proceSS continues endlessly. 

The LANE Version 2.0 draft specification addresses the 
single point of failure problem for the ELAN by defining a 
distributed architecture for the LANE services. Since the 
clients (LECs) should be effected by the particular imple 
mentation used to provide the services, the ATM Forum 
decided to split the LANE specification into two sub speci 
fications: (1) LAN Emulation User to Network Interface 
(LUNI) and (2) LAN Emulation Network to Network Inter 
face (LNNI). 

The LUNI specification defines the interface between the 
LEC and the LANE Services and between the LEC and other 
LECs. The LNNI specification defines the interface between 
LANE Services entities, i.e., LECS, LESS, BUSs, etc. 

In connection with the LNNI scheme, there may be 
several LECSS defined per administrative ATM domain in 
addition to several active LESS defined per ELAN. Each 
LECS maintains the list of currently active LESS. In case a 
LES fails, a mechanism is defined to ensure that all the 
LECSS are notified of the failure in order that none of the 
LECS assign LECs to non operational LESS. All the LECs 
previously connected to the failed LES are re-assigned by 
the LECS to other active LESS. 

In the draft Version 2.0 of the LANE standard, the 
services include having multiple LES with each LES having 
multiple ELANs. The LECs (clients) are apportioned across 
the LESS. Redundancy is handled by defining several LESS 
for the same ELAN, i.e., LES #1, LES #2, etc. The prior art 
redundancy method is described in connection with FIG. 2 
which illustrates a portion of an example prior art Emulated 
LAN having a plurality of LECSS, LECs and LESS. The 
Emulated LAN, generally referenced 30, comprises LECSS 
18 labeled LECS #1 and LECS #2, LESs 16 labeled LES #1 
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4 
and LES #2, BUSS 20 and LECs 14 labeled LEC #1, LEC 
if2 and LEC#3. 

Via messages communicated among the LECS in the 
ELAN using the LNNI protocol, the LECSS know at all time 
the status of the LECSS in the ELAN, i.e., whether the LECS 
is currently up or down. In addition, each LECS maintains 
a list of currently active LESS. This provides redundancy for 
the ELAN in that when a LEC discovers that its LES failed, 
it goes to the LECS which assigns the LEC to another LES. 
The LECS can assign the LEC to another LES since it has 
knowledge of which LESs are up or down. 
A disadvantage to this approach is that it requires heavy 

protocols and Supporting mechanisms to implement. The 
LNNI proposed model includes protocols between LESS, 
protocols between LECSS and protocols between LECSS 
and LESS. These protocols are necessary for (1) Synchroni 
Zation purposes, to insure that all the entities of the same 
type use the same database and for (2) distribution of LAN 
Emulation control frames between various entities. Note that 
the LNNI specification is currently scheduled to be stan 
dardized by the end of 1998. 

In the distributed model of the LES service, there may be 
several active LESS per ELAN. An active LES is defined as 
a LES for which there is at least one LEC connected to it. 
AS long as the Subnetwork does not physically split into 
Several Subnetworks, the existence of more than one active 
LES is not valid in the non distributed implementation of the 
LES. The situation wherein more than one active LES is 
asSociated with an ELAN in a single Subnetwork is called a 
Split. 
To provide redundancy, a mechanism is required for 

synchronize all the LECSS in the network. This requires 
additional complexity to be added to the network. More 
Specifically, in order for LANE to function properly, each 
LES must maintain a database of all LECs that have joined 
the ELAN. In the event one LES fails, another LES can take 
over the functions of the failed LES. Previously, with a 
Single LES, no protocols or Synchronization communica 
tions were necessary. With a distributed approach to 
redundancy, all LESS are required to exchange data and 
synchronize their databases via the LNNI protocol. 

SUMMARY OF THE INVENTION 

The present invention solves the problem of redundancy 
in the event a LES in the network fails. Thus, utilizing the 
method of the present invention, a LANE on a network will 
not fail in the event one of the LESS fails. The method is 
operative to provide redundancy in the event of a LES 
failure without requiring database Synchronizations of the 
LECSS and their associated complex message protocol 
eXchanges. 

Although the method provides for multiple LESS, only 
one LES is active at any one time. The method includes a 
mechanism whereby each LECS maintains an active list of 
LESS and wherein the LECSS implicitly maintain synchro 
nization with each other without protocol message passing. 
Each LECS maintains a list LESS in a database. The 
database list of LESS is configured in the LECS as an 
ordered list of LESS. 
The LECS attempts to establish connections via standard 

Signaling to each LES on the list while logging the results. 
The results include whether or not a connection was Suc 
cessively established to each LES. The operative LES, i.e., 
one to which the connection was established, having the 
highest priority is chosen as the active LES. AS LECs try to 
join the ELAN, they get assigned to the active LES. The 
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LECS periodically attempts to reestablish connections to all 
the non operative LESS. Thus, at any moment in time, each 
LECS has an updated list of all operative LESS. 
When a LECS receives a RELEASE message indicating 

that a connection to one of the LESS was released, the LECS 
immediately attempts to reestablish the connection to the 
particular LES. If the connection cannot be established, due 
to the fact that the destination was not found, the LES is 
marked in the database as non operative. When an active 
LES is marked as non operative, the operative LES next in 
the ordered list becomes the active LES. Note that this 
scheme takes advantage of the CRANKBACK feature that 
is part of the Standard Signaling protocol. Thus, if a route to 
the LES exists, the Signaling will establish a connection to 
it. 

When the active LES fails, its connections to all the 
attached LECs are released by the ATM network. All the 
LECs receive the RELEASE message for this connection 
and in response, go down and attempt to rejoin the ELAN. 
Each LEC communicates with the LECS, which assigns 
them to the new active LES. Thus, eventually, all the LECs 
that were previously connected to the failed LES, are 
attached to the new active LES assigned by the LECS. 

Note that it is essential that all the LECSS choose the same 
active LES. Otherwise, there may be several active LESS in 
the network. The method of the present invention defines a 
mechanism by which the occurrence of multiple active LESS 
is discovered and rectified. 

There is thus provided in accordance with the present 
invention, in an Emulated Local Area Network (ELAN) 
consisting of one or more LAN Emulation Configuration 
Servers (LECSs), one or more LAN Emulation Servers 
(LESs) and one or more LAN Emulation Clients (LECs), a 
method of providing LES redundancy, the method compris 
ing the Steps of configuring each LECS with an ordered list 
LESS potentially available in the ELAN, establishing con 
nections between each LECS and LES in the ELAN, utiliz 
ing a Standard Signaling protocol to determine whether a 
connection to each LES was Successful or not, Selecting 
from among all LESS Successfully connected to, a first LES 
having the highest priority to be a Sole active LES and 
Selecting a Second LES having the next highest priority from 
the list of LESS successfully connected to be the active LES 
in the event the first LES fails or is no longer available. 

The method further comprises the step of periodically 
attempting to establish connections to those LESS that were 
previously not Successfully connected to. The method fur 
ther comprises the Step of attempting to reestablish the 
connection between the LECSS and the first LES in the event 
the connection to the first LES fails. The ordered list of LESS 
is stored in a Topology Database in each LECS. 

There is also provided in accordance with the present 
invention, in an Emulated Local Area Network (ELAN) 
consisting of one or more LAN Emulation Configuration 
Servers (LECSs), one or more LAN Emulation Servers 
(LESs) and one or more LAN Emulation Clients (LECs), a 
method of restoring synchronization between the LECS in 
the event Synchronization between them is lost, the method 
comprising the Steps of Sending a first message on a periodic 
basis from each LES having at least one LEC associated 
therewith to each of the LECSS in the ELAN, the first 
message indicating to each LECS that at least one LECS has 
designated it an active LES, determining that the LECS are 
out of Synchronization if a LECS receives the first message 
from more than one LES, Selecting an available LES having 
the highest priority to be the active LES, Sending a Second 
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6 
message to all non active LESS instructing them to discon 
nect all LECs connected to them, disconnecting all LECS 
connected to all non active LESS and forwarding the dis 
connected LECs to the single active LES. 
The method further comprises the Step of utilizing a 

Standard Signaling protocol to determine whether a connec 
tion to each LES was Successful or not. The first message 
comprises an ACTIVE LEC message and the Second mes 
Sage comprises a RELEASE LEC message. The first mes 
Sage further indicates the number of clients connected to the 
LES that has at least one LEC associated therewith. Also, the 
first message is not sent to the LECSS if a LES does not have 
any LECs associated therewith. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The invention is herein described, by way of example 
only, with reference to the accompanying drawings, 
wherein: 

FIG. 1 is a diagram illustrating an example ATM network 
having a plurality of nodes, LESS, LECSS, and LECs; 

FIG. 2 is a diagram illustrating a portion of an example 
prior art Emulated LAN having a plurality of LECSS, LECs 
and LESS; 

FIG. 3 is a diagram illustrating an example Emulated 
LAN constructed in accordance with the present invention 
and having a plurality of LECSS, LECs and LESS; 

FIG. 4 is a flow diagram illustrating the LECS portion of 
the method of the present invention; 

FIG. 5 is a flow diagram illustrating the LES fail portion 
of the method of the present invention; and 

FIG. 6 is a flow diagram illustrating the split/remove 
portion of the method of the present invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

Notation Used Throughout 

The following notation is used throughout this document. 

Term Definition 

ANSI American National Standards Institute 
ATM Asynchronous Transfer Mode 
BUS Broadcast and Unknown Server 
CCITT Comite Consulatif International Telegraphique et Telephonique 
ELAN Emulated Local Area Network 
FDDI Fiber Distributed Data Interface 
FSM Finite State Machine 
IE Information Element 
IISP Interim Inter-Switch Signaling Protocol 
IP Internet Protocol 
ITU International Telecommunications Union 
LAN Local Area Network 
LANE LAN Emulation 
LEC LAN Emulation Client 
LECS LAN Emulation Configuration Server 
LES LAN Emulation Server 
LNNI LAN Emulation Network to Network Interface 
LUNI LAN Emulation User to Network Interface 
MAC Media Access Control 
NMS Network Management System 
NNI Net to Network Interface 
PNNI Private Network to Network Interface 
PTSE PNNI Topology State Element 
PTSP PNNI Topology State Packet 
PVC Permanent Virtual Circuit 
RCC Routing Control Channel 



US 6,223,149 B1 

-continued 

Term Definition 

SVC Switched Virtual Circuit 
SVCC Switched Virtual Channel Connection 
UNI User to Network Interface 
VCC Virtual Channel Connection 

General Description 
The present invention is a method of providing a LES 

redundancy mechanism in a LAN Emulation network. The 
method does not require database Synchronizations between 
LECSS and their associated complex message protocol 
eXchanges. The method comprises defining a plurality of 
LESS per ELAN, but permitting only one of the LESS to be 
active at any one moment in time. In addition, a plurality of 
LECSS are defined in the Subnetwork. All the LECSS are 
configured with the same Topology Database which includes 
all the potentially available LESS for each ELAN. All the 
LESS in each database are ordered exactly the same in each 
LECS 

Note that throughout this document, the term operative 
LES means that a connection can Successfully be established 
to the LES. The term active LES means a single LES chosen 
from the group of operative LESS that has the highest 
priority. 
A diagram illustrating an example Emulated LAN con 

Structed in accordance with the present invention and having 
a plurality of LECSS, LECs and LESS is shown in FIG. 3. 
The ELAN portion of the network, generally referenced 40, 
comprises a plurality of LECSS 42 labels LECS #1 and 
LECS #2, a plurality of LESs labeled LES #1, LES #2 and 
LES #3 and a plurality of LECs 46 labeled LEC #1 through 
LEC #4 which make up Emulated LAN (ELAN) 48. 

Each LECS learns about the state of each LES and 
whether it is up or down by attempting to establish a 
connection to it. Note that the invention does not provide a 
keep alive protocol or mechanism between LECSS and the 
LESS. A keep alive mechanism is, however, provided by the 
Standard Signaling protocol. Thus, an LECS learns about the 
failure of a LES via an indication provided by the standard 
Signaling protocol. 

It is important to note that the method functions without 
employing protocols between LECSS, thus each LECS is not 
aware of the existence of other LECSS. The operation of 
each LECS insures that each LECSchooses the same active 
LES, except during brief transition periods. A relatively 
simple protocol is used between the LECS and the LES to 
enable the LECS to synchronize when a split is detected to 
have occurred. Note that a split problem occurs when Several 
LECSs get out of synchronization and redirect LECs belong 
ing to the same ELAN to different LESS. 
The method of the present invention assumes that (1) the 

network is transitive meaning that if node A can establish a 
connection via Signaling to node B and to node C than node 
B can establish a connection to node C and (2) that if there 
exists a physical path between node A and node B, than the 
Signaling proceSS is able to find a path between node A and 
node B. Note that networks that employ ATM PNNI routing 
and Signaling, which utilize the Crankback mechanism, meet 
the above two assumptions. 
A flow diagram illustrating the LECS portion of the 

method of the present invention is shown in FIG. 4. With 
reference also to FIG. 3, the following description is appli 
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8 
cable to each ELAN served by the LECS. When the LECS 
initializes (step 50) it attempts to establish connections to all 
the LESS (step 52). The signaling parameters used to estab 
lish the connections are chosen Such that the connection 
should not fail due to the lack of network resources, e.g., 
minimal possible bandwidth, minimal Quality of Service 
(QoS), etc. 
Among the LESS to which the LECS has successfully 

established a connection, one is chosen having the highest 
priority and made the active LES (step 54). Note that all the 
LECSS have the same list of LESS sorted in the same order, 
thus they will all choose the same LES to be the active LES. 
Thus, if there is no physical split in the Subnetwork, all the 
LECSS will choose the same LES to be active. 

Each LECS then periodically attempts to complete the 
missing connections to those LESS that it previously failed 
to connect to (step 56). Thus, each LECS maintains the 
knowledge of which LESS are currently up and potentially 
can be used as active LESS. AS an example, the database in 
a LECS may have the following form. 

LES Up Active Number of Clients 

LES #1 Yes Yes 2O 
LES #2 No No 
LES #3 Yes No 

For each LES listed in the database, a flag is used to indicate 
whether the LES is up or down. Another flag is used to 
indicate whether that LES is currently active or inactive. 
Note that only one LES can be active at any one time and an 
LES can be up but not active. Further, an entry is made for 
the number of clients associated with that particular LES. 
Information on the number of clients can be obtained using 
messaging as described in more detail hereinbelow. Note 
that in the steady state only one of the LESS has a Number 
of Clients entry, the others being blank. 
A flow diagram illustrating the LES fail portion of the 

method of the present invention is shown in FIG. 5. In the 
event the connection to the active LES fails (step 60), the 
LECS attempts to reestablish the connection (step 62). At 
this point in the method, the LECS does not declare the 
failure of the LES since it may be only the link that failed. 
After repeated attempts by the LECS to reestablish the 
connection, the LES will be declared failed if either (1) 
reestablishment of the connection failed due to route not 
found or (2) a physical split has occurred in the network 
(step 64). 

In either of the above two cases, the LECS chooses the 
next available LES to be the active LES (step 66). After the 
new LES is declared the active LES, it remains the active 
LES even in the event that the connection to the failed LES 
having a higher priority is reestablished. If a connection to 
a non active LES fails, then reestablishment of the connec 
tion is attempted on a periodic basis. 
The method described above performed by the LECS 

insures that all the LECS will choose the same LES to be the 
active LES. This is true as long as (1) no physical split 
occurs in the subnetwork and (2) the LECS themselves to 
not fail and then recover. The LECSS may get out of 
synchronization in the event one of the LECSS fails and the 
recovers or the ELANs recover from a physical split. In the 
event this occurs, the method of the present invention 
provides a mechanism for the LECS to resynchronize after 
the Split occurs. 
A flow diagram illustrating the Split/remove portion of the 

method of the present invention is shown in FIG. 6. As 
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described hereinabove, a split problem occurs when Several 
LECSs get out of synchronization and redirect LECs belong 
ing to the same ELAN to different LESS. In such a situation, 
however, LECs connected to different active LESS cannot 
communicate. Note that the LECSS choose a different LES 
to be the active LES notwithstanding the existence of 
physical connectivity between the two LECSs. A split prob 
lem may arise (1) after a physical split is removed, for 
example, when the link that caused the physical Split is 
repaired and comes up again or (2) when a LECS recovers 
from a failure and chooses the LES with the highest priority 
with which it has connectivity to be the active LES. In either 
of these situations, the LECSS have gotten out of Synchro 
nization. 

Each LES having one or more LECs connected to it (step 
70) periodically send an ACTIVE LEC message to all the 
LECSS informing them that at least one LECS has chosen it 
to be the active LES (step 72). The ACTIVE LEC message 
also contains the number of clients associated with that 
particular LES. If a LES does not have an LEC associated 
with it, it does not send an ACTIVE LEC message. An 
advantage of this is that it results in relatively low message 
traffic during Steady State conditions, Since no messages are 
Sent if a LES does not have associated clients. 
When a LECS receives ACTIVE LEC messages from 

two different LESS, it concludes that a split has occurred in 
the network (step 74). At this point, the LECS chooses the 
operative LES from the available pool of operative LESS 
that has the highest priority and makes it the new active LES 
(step 76). Subsequently, the LECS sends a RELEASE LEC 
message to the other LESS, i.e., all LESs other than the LES 
chosen to be the new active LES, instructing them to 
disconnect all the LECs connected to them (step 78). Once 
the LECs are disconnected, they are assigned to the new 
active LES (step 80). At this point, all the LECSs are 
indirectly synchronized in that they all choose the same LES 
to be the active LES. 
An advantage of the above described split remove method 

is that the overhead associated with the method is negligible 
in that a single active LES periodically Sends a Single short 
message to the LECS. Another advantage is that the protocol 
is relatively simple and Straightforward. The two messages, 
i.e., ACTIVE LEC and RELEASE LEC, are not protected 
by a timer Since the periodic nature of the mechanism 
insures retransmitting on an as needed basis. 

While the invention has been described with respect to a 
limited number of embodiments, it will be appreciated that 
many variations, modifications and other applications of the 
invention may be made. 
What is claimed is: 
1. In an Emulated Local Area Network (ELAN) including 

a plurality of distributed LAN Emulation Configuration 
Servers (LECSs) and a plurality of LAN Emulation Servers 
(LESs), a method of providing LES redundancy, said 
method comprising the Steps of 

each said distributed LECS attempting to establish con 
nections with all LESS in said ELAN, 

each said distributed LECS generating an ordered list of 
operative LESS to include those LESS successfully 
connected to; 

each said distributed LECS Selecting from among those 
operational LESS Successfully connected to, a first LES 
having the highest priority associated therewith to be an 
active LES; and 

upon failure of the connection between a distributed 
LECS and the active LES, selecting from among the 
remaining operational LESS on said distributed LECS 
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10 
ordered list, a Second LES having the Second highest 
priority associated therewith to be the new active LES. 

2. The method according to claim 1, further comprising 
the Step of each LECS independently attempting, on a 
periodic basis, to establish connections to those LESS that 
were not Successfully connected to. 

3. The method according to claim 1, further comprising 
the Step of each LECS independently attempting to reestab 
lish its connection to the previously active LES in the event 
the connection thereto fails. 

4. The method according to claim 1, wherein each LECS 
independently stores its ordered list of LESS in the form of 
a Topology Database. 

5. The method according to claim 1, further comprising 
the step of each distributed LECS attempting to reestablish 
its connection to the previously active LES in the event the 
connection thereto fails, and in the event the connection to 
the previously active LES is successfully reestablished, the 
currently active LES remains the active LES. 

6. The method according to claim 1, wherein Said Step of 
attempting to establish connections utilizes a Standard Sig 
naling protocol to determine whether the connection was 
Successful or not. 

7. In an Emulated Local Area Network (ELAN) including 
a plurality of distributed LAN Emulation Configuration 
Servers (LECSs), a plurality of LAN Emulation Servers 
(LESs), and a plurality of LAN Emulation Clients (LECs), 
a method of restoring synchronization between said LECSS 
in the event Synchronization between them is lost, Said 
method comprising the Steps of 

each said distributed LECS attempting to establish con 
nections with all LESS; 

each said distributed LECS generating its own ordered list 
of operative LESS to include those LESS successfully 
connected to; 

each said distributed LECS Selecting from among those 
operational LESS Successfully connected to on Said 
ordered list, a first LES having the highest priority 
associated therewith to be an active LES; 

Sending a first message on a periodic basis from each of 
said LESs having at least one LEC associated therewith 
to each of said LECSS in said ELAN, said first message 
indicating to each LECS that at least one LECS has 
designated it an active LES; 

each said distributed LECS determining that it has lost 
Synchronization if it receives said first message from 
more than one of said LESS; 

each said distributed LECS selecting from said LESS in its 
ordered list, an operational LES having the highest 
priority to be the new active LES; 

each Said distributed LECS Sending a Second message to 
all LESS in its ordered list other than said active LES 
instructing them to disconnect all LECs connected to 
thereto; 

each LES, other than the active LES, disconnecting all 
LECs connected thereto; 

each said distributed LECS directing said disconnected 
LECs to the new active LES; and 

establishing connections between said distributed LECs 
and the new active LES. 

8. The method according to claim 7, further comprising 
the Step of utilizing a Standard Signaling protocol to deter 
mine whether a connection to each LES was Successful or 
not. 

9. The method according to claim 7, wherein said first 
message comprises an ACTIVE LEC message. 

10. The method according to claim 7, wherein said second 
message comprises a RELEASE LEC message. 
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11. The method according to claim 7, wherein said first 
message further indicates the number of clients connected to 
the LES that has at least one LEC associated therewith. 

12. The method according to claim 7, wherein said first 
message is not sent to said LECSS if a LES does not have 5 
any LECs associated therewith. 

13. The method according to claim 7, wherein each LECS 
independently stores its ordered list of LESS in the form of 
a Topology Database. 

12 
14. The method according to claim 7, further comprising 

the Step of each LECS independently attempting to reestab 
lish its connection to the previously active LES in the event 
the connection thereto fails, and in the event the connection 
to the previously active LES is successfully reestablished, 
the currently active LES remains the active LES. 

k k k k k 


