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IMPROVING PERFORMANCE OF VIRTUAL MACHINES

Background

[001] Paravirtualization is a virtualization technique in which a guest operating
system is modified prior to installation inside a virtual machine. In other
words, paravirtualization allows for the presentation of a software interface to
virtual machines that may be similar, but not identical to an underlying
hardware. In an instance, in the modified interface, non-virtualizable
instructions may be replaced with hypercalls to a virtual machine monitor

(VMM) layer or hypervisor.

Brief Description of the Drawings

[002] For a better understanding of the solution, embodiments will now be
described, purely by way of example, with reference to the accompanying

drawings, in which:

[003] FIG. 1 is a block diagram of an example computing system for improving

performance of virtual machines;

[004] FIG. 2 is a flowchart of an example method of improving performance of

virtual machines; and

[005] FIG. 3 is a block diagram of an example system for improving

performance of virtual machines.

Detailed Description

[006] Virtualization allows creation of a virtual version of a resource, such as
an operating system, a hardware platform, storage resource etc. which could

be shared, for instance, among different clients. Multiple virtual machines
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(VM) may be created on a host device by a hypervisor or virtual machine
monitor (VMM).

[007] Hypervisors play a key role in scalability and performance of virtual
machines. In software based CPU virtualization, the operating system
running inside the virtual machine (also referred as guest OS) may run in
non-privilege mode on the host. In such case, the hypervisors may be
required to intercept all privileged instructions being executed by guest
operating systems and emulate them to provide the functionality expected by
the guest operating system. Binary translation is one mechanism used by
software base CPU virtualizations or hypervisors to intercept privileged
instructions. A considerable amount of physical CPU bandwidth may be
consumed by hypervisors in emulating privileged instructions, leaving less
physical CPU bandwidth to run useful workloads. This factor may have a
direct impact on throughputs and response time of workloads and may be
considered as a cause of concern for customers planning to switch their

workloads to a virtualized environment.

[008] There may be instances even when a hypervisor is running on hardware
that supports virtualization may require to use binary translation technique
for certain set of guest executable pages. For example, during a process
context switch in a guest kernel, a set of control register needs may need to
be updated. In such case, instead of faulting on every instruction for
updating control registers, the context switch code may be binary translated
to fault only once into a specific hypervisor handler which may update all

control registers in a single instance.

[009] As part of a binary translation, a hypervisor may be required to scan
guest text pages (or instruction pages) and identify if the page needs to be
binary translated. If the guest text page requires a binary translation, the
hypervisor may need to maintain both original and translated copies of the

same page. This is because the hypervisor tries to give an illusion to the
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guest OS that it is running unmodified. When the guest OS tries to execute
an instruction from the translated page, the hypervisor ensures that the
instructions from the binary translated page are executed. And when the
guest OS tries to read or write the binary translated page, hypervisor may
return original instructions. This may be carried out by setting appropriate
access bits in page translation. Thus, the guest OS never comes to know

that the hypervisor may have modified its text.

[0010] Binary translation of certain text pages may have a direct impact on the
performance of a hypervisor. For example, when a guest OS tries to access
a page for a read or write operation, the hypervisor may be expected to first
provide the page translation. Since hypervisor while emulating insert
translation instruction may not be aware whether the guest page being
accessed is either text or data, the hypervisor may need to check if any
binary translated text may be present for the address being referred to. This
may be to ensure that the read and write access occurs on only original
page and not on binary translated page. Similarly, when a guest OS purges
a kernel translation, a hypervisor may be required to cleanup any binary
translation book keeping structures and also sync with all other virtual CPUs
to avoid any accidental purge of translated text, in the event a remote virtual
CPU may be executing the same translated text. Since the check for a
binary translated page occurs in a critical path (emulation of insert, purge
translation instructions etc.), the overall workload performance of a virtual

machine may be impacted.

[0011] Another example of a scenario that may impact performance of a virtual
machine may include the extra overhead incurred in guest page table
lookups during execution of a guest operating system. To elaborate, in an
instance, hypervisors typically try to give an illusion to virtual machines that
they are booted with zero base memory (i.e. the guest operating system
presumes that its physical address range starts from Oth address). Thus, the

operating system inside the virtual machine may create all its address
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translation with zero base memory. Hypervisors may convert a guest
physical address to a host physical address while inserting address
translation into a hardware translation lookaside buffer (TLB). This may also
include converting a guest physical address of a guest’s page table to a host

physical address.

[0012]In a virtualized environment, for a typical address translation miss in a
TLB, the hypervisor may first do a lookup in its own page tables. If the
address translation is not found there, hypervisor may do a lookup in the
guest operating system’s page tables. However, to do a lookup in the guest
page tables, first the translation for a guest page table may need to be
resolved before it is pushed into the TLB. This may add an overhead during
resolution of address translation upon TLB miss faults which in turn may add

to the overall virtualization overhead.

[0013] To address these issues, the present disclosure describes a solution for
improving performance of a virtual machine. In an example, information
related to guest address space of a guest operating system may be shared
with a hypervisor supporting the guest operating system in a
paravirtualization environment, wherein the guest operating system is
configured to share the information related to guest address space with the
hypervisor, and the hypervisor is configured to receive the information
related to guest address space shared by the guest operating system. The
hypervisor may use the information related to guest address space during
performance of a task for the guest operating system. In an instance, using
the information may improve the hypervisor's performance during emulation
of a privileged instruction for the guest operating system. Privileged
instruction may be defined to include an instruction that may only be
executed when the processor is running in a special privileged mode. Some
non-limiting examples of privileged instructions may include operations such

as l/O, interrupt handling, and memory management.
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[0014]FIG. 1 is a block diagram of an example computing system 100 for
improving performance of a virtual machine. Computing system 100 may
represent any type of computing device capable of reading machine-
executable instructions. Examples of computing system 100 may include,
without limitation, a server, a desktop computer, a notebook computer, a
tablet computer, a thin client, a mobile device, a personal digital assistant
(PDA), a phablet, and the like. In an example, computing system 100 may
include a hypervisor 102 and a virtual machine 104. Although only
hypervisor 102 and one virtual machine 104 are shown in FIG. 1, other
examples of this disclosure may include more than one hypervisor and more

than one virtual machine.

[0015] In an example, computing system 100 may include hardware, such as for
example, one or more processors (not shown) and a machine-readable
storage medium (not shown) communicatively coupled through a system
bus. The processor may be any type of Central Processing Unit (CPU),
microprocessor, or processing logic that interprets and executes machine-
readable instructions stored in the machine-readable storage medium. The
machine-readable storage medium may be a random access memory (RAM)
or another type of dynamic storage device that may store information and
machine-readable instructions that may be executed by the processor. For
example, the machine-readable storage medium may be Synchronous
DRAM (SDRAM), Double Data Rate (DDR), Rambus DRAM (RDRAM),
Rambus RAM, etc. or storage memory media such as a floppy disk, a hard
disk, a CD-ROM, a DVD, a pen drive, and the like. In an example, the
machine-readable storage medium may be a non-transitory machine-

readable medium.

[0016]In an example, virtual machine 104 may be managed by hypervisor or
virtual machine manager (VMM) 102. A hypervisor 102 may be defined as a
computer program, firmware or hardware that may create and run one or

more virtual machines. A computer system on which a hypervisor is running
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a virtual machine may be called as a host machine (for example, computing
system 100). Each virtual machine may be called a guest machine.
Hypervisor 102 may monitor the hardware resources (for example, one or
more processor, memory, peripheral devices, etc.) of computing system and
present resources from the physical machine to the virtual machine. In other
words, hypervisor 102 may export virtual resources (for example, virtual
processors, virtual memory, etc.) rather than the underlying hardware for use
of a guest operating system. Hypervisor 102 may present a guest operating
system with a virtual operating platform and manage execution of
instructions by a guest operating system. In the event computing system
hosts more than one virtual machine, hypervisor 102 may isolate virtual
machines in a manner that they may be unaware of other virtual machines
running on the physical machine. Hypervisor 102 may control the access of
a virtual machine 104 to a host’s hardware (for example, computing system
100).

[0017]A virtual machine (VM) 104 may be a software implementation of a
machine that executes programs like a physical machine. Virtualization may
allow creation of one or virtual machines (VM) on a host physical computing
system (for example, 100). Virtual machines may be used for a variety of
tasks, for example, to run multiple operating systems at the same time and
to test a new application on multiple platforms. In an example, virtual
machine 104 may host a guest operating system 106, which may support
one or more applications. Virtualization allows the guest operating systems

to run unmodified on isolated virtual machines.

[0018]In an example, computing system 100 may support virtual memory. In
general, virtual memory techniques may provide a mechanism that may
allow a computing system to map a virtual address space to a physical
address space. Thus, when a processor reads or writes to a memory
location, it may use a virtual address. A virtual address space or address

space may refer to a range of virtual addresses that an operating system
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may make available to a process. As part of the read or write operation, the

processor may translate the virtual address to a physical address.

[0019]In an example, hypervisor 102 may provide a set of physical memory
ranges to the virtual machine. Hypervisor 102 may provide a separate set of
physical memory ranges for each guest operating system on the computing
system 100. The hypervisor 102 may maintain a metadata of these sets of
physical memory ranges, which allows the hypervisor to run multiple virtual
machines simultaneously while protecting the memory of each virtual
machine from being accessed by other virtual machines. The range of virtual
addresses that may be used by guest operating system 106 may be called
as guest address space. This virtual address space in the guest operating
system along with hypervisor's metadata may access a set of physical
memory ranges assigned to the virtual machine. The guest virtual address
space that may be used by a user-mode process may be called as guest
user address space. The guest virtual address space that may be used by a

kernel-mode process may be called as guest kernel address space.

[0020] The guest kernel may be divided into pages. Some guest kernel pages
may contain kernel data, and other pages may contain kernel text or
instructions. Each page may be associated with a guest virtual address. A
page table may be maintained by the guest operating system to translate a
guest virtual address to a guest physical address. Another page table may
be maintained by the hypervisor to translate a guest virtual address to a

hardware physical address.

[0021]In an example, computing system 100 may include a translation
lookaside buffer (TLB). A TLB may be a memory cache that may store
recent translations of virtual memory address to physical memory addresses
to improve virtual address translation speed. In an example, the hardware
that handles this specific translation may be called as the memory

management unit. When a memory management unit receives a virtual
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address for translation, it may determine if there’s an entry in TLB that
provides a physical address corresponding to the virtual address. If the
requested address is present in the TLB, the retrieved physical address may
be used to access memory. If the requested address is not found in the TLB
(i.e. a TLB miss), the translation may occur by looking up the page table (i.e.
a page walk). After the physical address is determined by the page walk, the

virtual address to physical address mapping may be entered into the TLB.

[0022]In an example, computing system 100 may include a Dynamically
Loadable Kernel Module (DLKM). A DLKM may be defined as a modularly-
packaged module with the capability to be dynamically loaded into a running
kernel. In an example, a DLKM module may use uses its own master and
system files and contain the module wrapper code and additional data
structures that provide dynamic loading and unloading ability. A DLKM
module may be dynamically loaded into or unloaded from an operating
system kernel without having to re-link the entire kernel or reboot the

system.

[0023] Hypervisor 102 may support paravirtualization techniques, hardware
supported virtualization or hardware assist. In an example, hypervisor may
support a paravirtualization environment wherein both hypervisor and a
guest operating system(s) supported by the hypervisor may be modified. In
an instance, a guest operating system may be modified to share information
related to guest address space of the operating system with the hypervisor.
A modified guest operating system may provide entry points into the
hypervisor to share guest address ranges. For example, a modified guest
operating system may share information related to guest user address space
and guest kernel address space with the hypervisor. More specifically, a
modified guest operating system may share information related to guest
kernel text address ranges and guest kernel data address ranges with the
hypervisor. In an example, a guest operating system may be modified to

ensure that all kernel text addresses may come from a single common
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address range. In such case, a guest operating system may be modified to
share only single address range with the hypervisor, and the hypervisor, in
turn, may be modified to identify a single kernel text address range instead
of multiple address ranges. It may help the hypervisor to differentiate
between guest kernel text ranges and guest kernel data ranges by analyzing
just a single address range. In an example, a guest operating system may

be modified to share page table address ranges with the hypervisor.

[0024] The hypervisor 102 may be modified to receive information related to
guest address space shared by a guest operating system. In an example,
hypervisor may include an instruction emulation module 108. The term
‘module” may refer to a software component (machine executable
instructions), a hardware component or a combination thereof. A module
may include, by way of example, components, such as software
components, processes, tasks, co-routines, functions, attributes,
procedures, drivers, firmware, data, databases, data structures, Application
Specific Integrated Circuits (ASIC) and other computing devices. The
module may reside on a volatile or non-volatile storage medium and

configured to interact with a processor of a computing device.

[0025] In an example, the instruction emulation module 108 may emulate a task
for the guest operating system. In an instance, the task may include
emulation of a privileged instruction for the guest operating system. In
another example, the task may include emulating a response to a page fault
generated by the guest operating system. A page fault may occur, for
instance, when the page (data) requested by a program is not available in

the memory.

[0026]FIG. 2 is a flowchart of an example method 200 of improving
performance of a virtual machine. The method 200, which is described
below, may be executed on a computing device such as computing system

100 of FIG. 1. However, other computing devices may be used as well. At
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block 202, information related to guest address space of a guest operating
system may be shared with a hypervisor supporting the guest operating
system in a paravirtualization environment. In an example, the information
related to guest address space of a guest operating system may include
information related to guest user address space and guest kernel address
space. In an instance, the information related to guest kernel address space
may include information related to guest kernel text address ranges and
guest kernel data address ranges. In an example, the guest address space
comprises guest kernel text address ranges from a single common address
range. In another example, the guest address space may comprise a guest
kernel text address range for a Dynamically Loadable Kernel Module
(DLKM). In an instance, the guest kernel text address range in such case

may also come from a single common address range.

[0027]In another example, the information related to guest address space of a
guest operating system may include information related to guest page table

address space of the guest operating system.

[0028]In an instance, the paravirtualization environment includes the guest
operating system that may be configured to share the information related to
guest address space with the hypervisor, and the hypervisor may be
configured to receive the information related to guest address space shared

by the guest operating system.

[0029] At block 204, the information related to guest address space may be
used by the hypervisor during performance of a task for the guest operating
system. In an instance, the task may include emulation of a privileged
instruction for the guest operating system by the hypervisor. In an example,
the emulation may comprise determining, based on the information related
to guest address space shared with the hypervisor, if a page accessed by
the privileged instruction belongs to a guest kernel text address space or

guest kernel data address space. If the page belongs to the guest kernel text
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address space, the hypervisor may pursue a “slow path” during emulation of
the privileged instruction. On the other hand, if the page belongs to the guest
kernel data address ranges, the hypervisor may pursue a “fast path” during
emulation of the privileged instruction.

[0030] The term “fast path” may be defined to include a mechanism wherein the
hypervisor may only look up in its own auxiliary metadata structure (guest
address to host address map) to create address translation for the guest.
The hypervisor may in this case try to retain page size of the guest address
translation. In case of “slow path”, in addition to the process followed by the
hypervisor under “fast path”, the hypervisor may further determine whether
any binary translated text exists for the page being accessed. The
hypervisor may perform an entire page scan for determining the possibility of
translating other text instruction ahead of execution. Thus, the slow path
may require synchronization across all virtual CPUs and a page scan
algorithm may also try to limit the page size to a minimum value to avoid

extensive scanning of pages having large page size.

[0031]In an example, the hypervisor may determine during emulation, based on
the information related to guest address space shared with the hypervisor, if
a page accessed by the privileged instruction belongs to a guest user
address space or guest kernel address space. If the page accessed by the
privileged instruction belongs to the guest kernel address space, the
hypervisor may further determine if the page belongs to a guest kernel text
address ranges or guest kernel data address ranges. If the page belongs to
the guest kernel text address ranges, the hypervisor may pursue a slow path
during emulation of the privileged instruction for the guest operating system.
On the other hand, if the page belongs to the guest kernel data address
ranges, the hypervisor may pursue a fast path during emulation of the

privileged instruction for the guest operating system.
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[0032] In an example, the guest operating systems may define a fixed address
range for its page tables. In an instance, if the information related to guest
address space of a guest operating system includes guest page table
address space of the guest operating system, the hypervisor may emulate a
response to a page fault generated by the guest operating system. In an
instance, the response may include updating a translation lookaside buffer
(TLB) with information related to guest page table address space of the
guest operating system during scheduling of a virtual CPU associated with

the guest operating system.

[0033]In an example, as described herein, the emulation may be performed by
an instruction emulation module (for example, 108) in the hypervisor (for

example, 102).

[0034]FIG. 3 is a block diagram of an example system 300 to improve
performance of a virtual machine. System 300 includes a processor 302 and
a machine-readable storage medium 304 communicatively coupled through
a system bus. In an example, system 300 may be analogous to computing
system 102 of FIG. 1. Processor 302 may be any type of Central Processing
Unit (CPU), microprocessor, or processing logic that interprets and executes
machine-readable instructions stored in machine-readable storage medium
304. Machine-readable storage medium 304 may be a random access
memory (RAM) or another type of dynamic storage device that may store
information and machine-readable instructions that may be executed by
processor 302. For example, machine-readable storage medium 304 may be
Synchronous DRAM (SDRAM), Double Data Rate (DDR), Rambus DRAM
(RDRAM), Rambus RAM, etc. or storage memory media such as a floppy
disk, a hard disk, a CD-ROM, a DVD, a pen drive, and the like. In an
example, machine-readable storage medium may be a non-transitory
machine-readable medium. Machine-readable storage medium 304 may
store instructions 306 and 308. In an example, instructions 306 may be

executed by processor 302 to share information related to guest address
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space of a guest operating system with a hypervisor supporting the guest
operating system in a paravirtualization environment, wherein the guest
operating system to share the information related to guest address space
with the hypervisor, and the hypervisor to receive the information related to
guest address space shared by the guest operating system. Instructions 308
may be executed by processor 302 to use the information related to guest
address space during performance of a task for the guest operating system

by the hypervisor.

[0035] For the purpose of simplicity of explanation, the example method of FIG.
2 is shown as executing serially, however it is to be understood and
appreciated that the present and other examples are not limited by the
illustrated order. The example systems of FIGS. 1 and 3, and method of FIG.
2 may be implemented in the form of a computer program product including
computer-executable instructions, such as program code, which may be run
on any suitable computing device in conjunction with a suitable operating
system (for example, Microsoft Windows, Linux, UNIX, and the like).
Embodiments within the scope of the present solution may also include
program products comprising non-transitory computer-readable media for
carrying or having computer-executable instructions or data structures
stored thereon. Such computer-readable media can be any available media
that can be accessed by a general purpose or special purpose computer. By
way of example, such computer-readable media can comprise RAM, ROM,
EPROM, EEPROM, CD-ROM, magnetic disk storage or other storage
devices, or any other medium which can be used to carry or store desired
program code in the form of computer-executable instructions and which can
be accessed by a general purpose or special purpose computer. The
computer readable instructions can also be accessed from memory and

executed by a processor.

[0036] It should be noted that the above-described examples of the present

solution is for the purpose of illustration only. Although the solution has been
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described in conjunction with a specific embodiment thereof, numerous
modifications may be possible without materially departing from the
teachings and advantages of the subject matter described herein. Other
substitutions, modifications and changes may be made without departing

from the spirit of the present solution.
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Claims:

1. A method of improving performance of a virtual machine, comprising:

sharing information related to guest address space of a guest operating
system with a hypervisor supporting the guest operating system in a
paravirtualization environment, wherein the guest operating system is
configured to share the information related to guest address space with the
hypervisor, and the hypervisor is configured to receive the information related to
guest address space shared by the guest operating system; and

using, by the hypervisor, the information related to guest address space

during performance of a task for the guest operating system.

2. The method of claim 1, wherein the task comprises emulation of a privileged

instruction for the guest operating system by the hypervisor.

3. The method of claim 2, wherein the emulation comprises:

determining, based on the information related to guest address space
shared with the hypervisor, if a page accessed by the privileged instruction
belongs to a guest kernel text address ranges or guest kernel data address
ranges;

if the page belongs to the guest kernel text address ranges, pursuing, by
the hypervisor, a slow path during emulation of the privileged instruction; and

if the page belongs to the guest kernel data address ranges, pursuing, by

the hypervisor, a fast path during emulation of the privileged instruction.

4. The method of claim 2, wherein the emulation comprises:

determining, based on the information related to guest address space
shared with the hypervisor, if a page accessed by the privileged instruction
belongs to a guest user address space or guest kernel address space;

if the page accessed by the privileged instruction belongs to the guest
kernel address space, further determining if the page belongs to a guest kernel

text address ranges or guest kernel data address ranges; and
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if the page belongs to the guest kernel text address ranges, pursuing, by
the hypervisor, a slow path during emulation of the privileged instruction for the

guest operating system.

5. The method of claim 4, further comprising:
if the page belongs to the guest kernel data address ranges, pursuing, by
the hypervisor, a fast path during emulation of the privileged instruction for the

guest operating system.

6. A system for improving performance of a virtual machine, comprising:

a guest operating system of a virtual machine;

a hypervisor supporting the guest operating system in a paravirtualization
environment, wherein the guest operating system to provide information related
to guest address space of the guest operating system with the hypervisor, and
the hypervisor to receive the information related to guest address space from
the guest operating system; and

an instruction emulation module to use the information related to guest

address space during performance of a task for the guest operating system.

7. The system of claim 6, wherein in the paravirtualization environment the
guest operating system is modified to provide the information related to guest

address space to the hypervisor.

8. The system of claim 6, wherein in the paravirtualization environment the
hypervisor is modified to receive the information related to guest address space

from the guest operating system.

9. The system of claim 6, wherein the information related to guest address
space includes information related to guest kernel text address ranges of the
guest operating system, and the task includes emulation of a privilege

instruction for the guest operating system by the hypervisor.
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10. The system of claim 8, wherein the guest operating system is modified to
ensure that the guest kernel text address ranges including a text address range

for a DLKM module are from a single address range.

11. A non-transitory machine-readable storage medium comprising instructions
to improving performance of a virtual machine, the instructions executable by a
processor to:

share information related to guest address space of a guest operating
system with a hypervisor supporting the guest operating system in a
paravirtualization environment, wherein the guest operating system to share the
information related to guest address space with the hypervisor, and the
hypervisor to receive the information related to guest address space shared by
the guest operating system; and

use, by the hypervisor, the information related to guest address space

during performance of a task for the guest operating system.

12. The storage medium of claim 11, wherein the information related to guest
address space includes information related to guest page table address space
of the guest operating system, and the task includes emulating a response to a

page fault generated by the guest operating system.

13. The storage medium of claim 12, wherein the response includes updating,
by the hypervisor, a translation lookaside buffer (TLB) with information related to
guest page table address space of the guest operating system during

scheduling of a virtual CPU associated with the guest operating system.

14. The storage medium of claim 12, wherein the guest address space

comprises guest kernel text address ranges from a single address range.

15. The storage medium of claim 14, wherein the guest address space
comprises a guest kernel text address range for a Dynamically Loadable Kernel
Module (DLKM).
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