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SECURITY KEY USAGE ACROSS HANDOVER THAT KEEPS THE SAME
WIRELESS TERMINATION

TECHNOLOGICAL FIELD:

[0001] The described invention relates to wireless communications, and more particularly
to ciphering/encryption keys used in wireless communications when a user equipment (UE)
hands over from a source access node to a target access node but maintains the same wireless

termination (WT), for example in a LTE-WLAN aggregation (LWA) radio environment.

BACKGROUND:

[0002] Generally when a user equipment (UE) in a connected state moves from one
cellular access node such as an eNB to another, new security/encryption keys are used after
the changeover. At the same time, more ubiquitous wireless local area networks WLANSs in
combination with the public’s increasing awareness of communications security has driven
greatly improved security for IEEE 802.11 type radio access technologies. Future
implementations of the LTE cellular radio access technology are to include LTE-WLAN
aggregation (LWA) in which a cellular eNB can route some of the traffic (PDCP PDUs) for
a given UE’s bearer to a WLAN access point (AP) to which the UE has a simultancous
connection. In LWA there is a wireless termination (WT) which is a logical node that
terminates the Xw interface and is in control of one or more WLAN APs, so a given UE’s
WLAN connection can hand over from one AP to another without the UE changing its WT,
depending on the APs involved. Similarly, in LWA it is also possible for the UE’s cellular
connection to hand over from one eNB to another without changing its WT; this can occur
even when the UE’s WLAN connection is also handed over to another AP so long as the

source and target APs are under the same WT.

[0003] With respect to LWA in Rel-13 of LTE, at the eNB handover the LWA
configuration of the source eNB is released and the UE should release any existing
encryption keys it has. This is because the relevant encryption keys, including the key S-
Kwt which is a WLAN security key used for the cellular link, are based on the eNB-specific
key Keng which in this handover case would be associated with the source eNB that the UE

18 no longer associated to after the hand over. The target eNB would then send a brand new
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LWA configuration with its own Keng to the UE after the handover. If the target eNB wishes
to use eNB-based WLAN authentication it would have to include a parameter called WT
counter as part of the new LWA configuration it gives to the UE since this is used along
with the parameter Keng to derive the key S-Kwr that is also used for WLAN authentication
(in this regard it functions similar to the IEEE pairwise master key PMK). The UE will then
compute the key S-Kwr based on the Keng of the target eNB, and also based on the WT
counter parameter in the new LWA configuration the target eNB signals to the UE. The
same applies to the packet data convergence protocol (PDCP) encryption keys since the
PDCP ciphering key also changes upon handover based on the eNB-specific value Kens.
The PDCP ciphering key enables the WT and AP to send to the UE packets that are
forwarded to the WT from the eNB.

[0004] While the above eNB-based WLAN authentication method that is defined in the
Rel-13 LWA specifications of LTE is intended to be faster than legacy authentication
methods based on EAP/AKA 802.1x/AAA (and may in fact be faster), the invention herein
can improve that speed of authentication even further as set forth below. While LWA is the
specifically described example the broader teachings herein are not limited only to the LWA
radio technology environment. For example, the development of 5G cellular radio access
technologies is expected to have a cellular-WLAN integration for simultaneously serving a
given UE and it is certain to include robust security features to which these teachings can be
applied; or these teachings can be implemented with other integrations of different radio

access technologies (RATS).

SUMMARY:

[0005] According to a first aspect of these teachings there is provided a method
comprising: sending to a user equipment (UE) a first indication to maintain using a first set
of security keys generated from a parameter specific to a source access node after the UE
hands over a cellular link to a target access node without changing a wireless termination
(WT) with which the UE is connected via a non-cellular link; and using at least one key of
the first set of security keys to maintain the non-cellular link with the UE after the UE hands

over the cellular link to the target access node without changing the WT.
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[0006] According to a second aspect of these teachings there is provided a computer
readable memory storing computer program instructions that, when executed by one or more
processors, cause a wireless network to send to a user equipment (UE) a first indication to
maintain using a first set of security keys generated from a parameter specific to a source
access node after the UE hands over a cellular link to a target access node without changing
a wireless termination (WT) with which the UE is connected via a non-cellular link; and
further to use at least one key of the first set of security keys to maintain the non-cellular
link with the UE after the UE hands over the cellular link to the target access node without
changing the WT.

[0007] According to a third aspect of these teachings there is provided an apparatus for
communicating, the apparatus comprising at least one memory storing computer program
instructions and at least one processor. The at least one memory with the computer program
instructions is configured with the at least one processor to cause the apparatus to send to a
user equipment (UE) a first indication to maintain using a first set of security keys generated
from a parameter specific to a source access node after the UE hands over a cellular link to
a target access node without changing a wireless termination (WT) with which the UE is
connected via a non-cellular link; and to use at least one key of the first set of security keys
to maintain the non-cellular link with the UE after the UE hands over the cellular link to the

target access node without changing the WT.

[0008] According to a fourth aspect of these teachings there is provided an apparatus
for communicating, the apparatus comprising at least communication means and
authentication means. The communications means are for sending to a user equipment (UE)
a first indication to maintain using a first set of security keys generated from a parameter
specific to a source access node after the UE hands over a cellular link to a target access
node without changing a wireless termination (WT) with which the UE is connected via a
non-cellular link. The authentication means if for using at least one key of the first set of
security keys to maintain the non-cellular link with the UE after the UE hands over the
cellular link to the target access node without changing the WT. In a particular embodiment
the communication means and the authentication means are embodied as a radio and at least

one memory storing computer program instructions and at least one processor.
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[0009] According to a fifth aspect of these teachings there is provided a method for
operating a user equipment (UE), and in this aspect the method comprises: using at least one
key of a first set of security keys generated from a parameter specific to a source access node
to authenticate a non-cellular link prior to the UE handing over a cellular link to a target
access node; handing over the cellular link from the source access node to the target access
node without changing a WT in communication with the UE via the non-cellular link; and
only in response to the UE receiving a first indication associated with the hand over, the UE
using the at least one key of the first set of security keys to maintain the non-cellular link

after the UE hands over to the target access node without changing the WT.

[0010] According to a sixth aspect of these teachings there is provided a computer
readable memory storing computer program instructions that, when executed by one or more
processors, cause a user equipment to use at least one key of a first set of security keys
generated from a parameter specific to a source access node to authenticate a non-cellular
link prior to the UE handing over a cellular link to a target access node; to hand over the
cellular link from the source access node to the target access node without changing a WT
in communication with the UE via the non-cellular link; and only in response to the UE
receiving a first indication associated with the hand over, to cause the UE to use the at least
one key of the first set of security keys to maintain the non-cellular link after the UE hands

over to the target access node without changing the WT.

[0011] According to a seventh aspect of these teachings there is provided an apparatus for
communicating that comprises at least one memory storing computer program instructions
and at least one processor. In this aspect the at least one memory with the computer program
instructions is configured with the at least one processor to cause a user equipment to use at
least one key of a first set of security keys generated from a parameter specific to a source
access node to authenticate a non-cellular link prior to the UE handing over a cellular link
to a target access node; to hand over the cellular link from the source access node to the
target access node without changing a WT in communication with the UE via the non-
cellular link; and only in response to the UE receiving a first indication associated with the

hand over, to cause the UE to use the at least one key of the first set of security keys to

4
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maintain the non-cellular link after the UE hands over to the target access node without

changing the WT.

[0012] According to an eighth aspect of these teachings there is provided an apparatus
for communicating that comprises at least authentication means and communication means.
In this aspect the apparatus may be a user equipment or the apparatus may be certain
components of or for a user equipment. The authentication means is for using at least one
key of a first set of security keys generated from a parameter specific to a source access node
to authenticate a non-cellular link prior to the UE handing over a cellular link to a target
access node. The communication means if for handing over the cellular link from the source
access node to the target access node without changing a WT in communication with the UE
via the non-cellular link. And the authentication means if further for, only in response to the
UE receiving a first indication associated with the hand over, using the at least one key of
the first set of security keys to maintain the non-cellular link after the UE hands over to the
target access node without changing the WT. In a particular embodiment the authentication
means and communication means are embodied as at least one memory storing computer

program instructions and at least one processor and a radio.

[0013] These and other aspects are detailed further below with particularity.

BRIEF DESCRIPTION OF THE DRAWINGS:

[0014] FIG. 1 is a schematic diagram of a radio environment in which these teachings may
be practiced to advantage, namely a LWA radio environment in which a UE hands over from

source to target eNBs without changing its WLAN wireless termination.

[0015] FIG. 2 is a schematic diagram showing some of the logical entities in an eNB and
PDCP PDU ciphering keys that the eNB provides to the WLAN AP (via the WT) according

to certain embodiments of these teachings.

[0016] FIG. 3 is a process flow diagram showing certain features of an example

embodiment.
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[0017] FIG. 4 is a high level schematic block diagram showing further components of the
access nodes shown at FIG. 1 as well as a UE, all of which are suitable for practicing certain

aspects of these teachings.

DETAILED DESCRIPTION:

[0018] The description below assumes LWA radio technology environment for clarity of
explanation, but it will be apparent that these LWA specific examples are readily extendable
to more general radio environments in which the UE’s bearer is handed over from a source
access node that uses one security key or set of keys to a target access node that uses a
different security key or set of keys for packet ciphering/deciphering and/or link

authentication.

[0019] Specific to LWA, a new work item for “enhanced LWA” has been approved by the
RAN2 in March 2016 [see specifically document RP-160600 by Intel Corp, Qualcomm, Inc.,
and China Telecom entitled “New Work Item on Enhanced LWA”; 3GPP TSG RAN
Meeting #71; Gotenborg, Sweden; 7-10 March 2016]. One objective there is mobility
optimizations such as intra and inter eNB handovers without a WT change which is satisfied

by certain embodiments described herein.

[0020] Consider more specifics of the REL. 13 LWA security features. The eNB
(specifically, the master eNB or MeNB in LWA parlance) is in charge of creating and
updating the master key used for WLAN security (for example, for authentication and
encryption). Unless specified otherwise, eNB as used in the examples below refers to a
MeNB. 3GPP TS 33.401 and TS 36.331 set forth the following specific procedures
concerning the encryption master key S-Kwr:
e The eNB derives the master key S-Kwr based on Keng and WT Counter;
e The eNB sends S-Kwr to the WT via a secure Xw interface, and then the
WT makes it available to APs/ACs which belong to the UE’s WLAN
mobility set (this is configured for the UE in the LWA configuration);
e The UE derives the same S-Kwr key autonomously (also based on based

Kexs and on WT Counter that the UE receives from its eNB);
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e The master key S-Kwr is then used by the UE as the Pairwise Master Key
(PMK) for a 4-way handshake as defined in IEEE 802.11 specifications
(for example, 802.11ax, 802.11ad, 802.11ay, etc.).

[0021] In Rel-13, the eNB can update S-Kwr by incrementing the WT Counter (in this
regard it is considered a refresh parameter) and computing a new S-Kwr. Also, at any
handover event the LWA data radio bearer (DRB, as opposed to a signaling radio bearer
SRB) connection between the UE and the WT (via the AP if the WT and AP are not co-
located) is released and the UE shall delete the S-Kwr and further keys derived based on it.
But there are unresolved questions for how security is to be handled for enhanced LWA
(¢cLWA) in Rel-14 as set forth in document R2-163147 by RAN WQG2 entitled “LS on key
change during HO for eLWA (3GPP TSG RAN WG2 #93bis; Dubrovnik, Croatia; 11-15
April 2016).

[0022] Specifically, if the UE performs a handover and Kexg is changed while the UE
remains connected to WLAN associated with the same WT, is it acceptable for the UE to
retain the existing S-Kwr after handover? Also, if it is necessary for the UE to replace the
key with a new S-Kwr derived from the new Keng, then RAN2 would like SA3 to consider
feasible solutions for Rel-14 eLWA potentially allowing the UE to remain associated with

the WLAN after intra/inter-eNB handover.

[0023] InRel-13 LWA as mentioned above, at the eNB handover the LWA configuration
of the source eNB is released and the UE should release any existing S-Kwr key. But the
cellular link to the source eNB is broken before that link is established with the target eNB,
and so the unintended result of releasing the existing S-Kwr key without being able to
compute a new one would lead to the UE not being able to authenticate with the WLAN AP.
Any data packets that are buffered at the WT/AP would need to be discarded after the LWA
configuration is released at the UE since such a release would result in termination of the
WLAN link that was earlier aggregated to the LTE source eNB. The target eNB would have
to send a brand new LWA configuration to the UE after the handover. If the target eNB
wishes to use eNB-based WLAN authentication it would have to include the WT counter

parameter as part of the configuration. The UE will then compute the S-Kwr key based on



10

15

20

25

30

WO 2017/187012 PCT/F12017/050298

the Keng parameter of the target eNB and the signaled WT counter but by then the WLAN
link may have already been terminated due to lack of authentication, absent the advantages
of these teachings. The same applies to the PDCP encryption keys since the PDCP ciphering
key (for packet encryption/decryption) also changes upon handover based on the current

Keng parameter which is eNB-specific.

[0024] In one aspect of these teachings the security solution for Rel-13 LWA is updated
to retain the existing S-Kwr and PDCP keys (which pre-handover are derived based on the
Keng of the source eNB) after the handover to the target eNB when this handover occurs
without a change to the UE’s WT. Relatedly these teachings also address how and when to
enforce the use of the new S-Kwrt and/or PDCP keys (which post-handover are based on the

Keng of the target eNB).

[0025] While the LTE link undergoes a handover this implies a short data interruption
(sometimes referred to as a break-before-make approach since the link to the source eNB is
broken slightly before the link to the target eNB is made). But during this short data
interruption the WLAN link (same WT-UE) can be maintained and the UE that is configured
with LWA can still be served data over its WLAN link during the eNB handover so long as
there is no change to the UE’s WLAN WT during the cellular handover. In this scenario
there is no interruption of the data link to/from the UE because the WLAN link remains
connected. But as mentioned above, in the Rel-13 security procedures deleting the existing
S-Kwr upon the cellular link hand over may make the WLAN link not usable for some time
period for data (except without encryption which is not allowed in LWA specifications).
Apart from the key generation itself the relevant security procedures entail a 4-way
authentication handshake (which proves the participants have the key but does not actually
involve exchanging that key) so in wireless communication terms this time period is not
negligible. As detailed herein, retaining that S-Kwr key can keep the LWA WLAN link
intact across the break-before-make cellular link hand over because then this handshake will

remain valid.

[0026] Retaining the existing/pre-handover S-Kwt and PDCP keys after the handover to
the target eNB means for example that the packets from the source eNB that may be buffered
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at the WT/AP will not need to be discarded at the cellular handover event; they could still
be delivered to the UE via the WT over the intact WLAN link and still be correctly decoded

by the UE even after the cellular handover is complete.

[0027] Ifit were otherwise and the WT would not be able to deliver those buffered packets,
the source eNB would need to be much more conservative about routing data to the WLAN
AP immediately prior to and during the cellular handover, which would generate

inefficiencies in the data throughput.

[0028] FIG. 1 is a schematic diagram of a UE 10 in a LWA environment and handing over
from a source eNB 20S to a target eNB 20T without changing its WT 40 to which it is
connected via a WLAN AP 50-2. In this case there is also one other WLAN 50-1 within the
mobility set that is configured for the UE but that AP 50-2 is not relevant for this example.
For completeness FIG. 1 also shows a serving gateway (S-GW) 60 that also handles
functions of the mobility management entity (MME), which is connected to the eNBs 20S,

20T via a S1 interface.

[0029] The X2 interface goes between the two eNBs 20S, 20T. User and control plane
interfaces between the WT 40 and these eNBs 20S, 20T are marked as XW-u and XW-c,
respectively. The UE 10 has a connection with the AP 50-2 using 802.11 radio access
technology, and its connection with the eNBs 20S, 20T uses LTE technology (shown as a
Uu interface for user data). In the break-before-make cellular handover, the UE’s Uu
interface with the source eNB 20S is broken before it establishes a new Uu interface with
the target eNB 20T, but across this break the 802.11 link with the WT 40 via a single AP 50-
2 as shown remains viable for the LWA networking arrangement to send data to and receive

data from the UE 10.

[0030] The UE 10 is configured by its source cell 20S with a LWA configuration, which
includes the Keng parameter specific to that source eNB 20S. Conventionally that LWA
configuration would be automatically deleted by the UE 10 at the hand over. In
embodiments of these teachings it is not automatically deleted. When handing over the

target eNB 20T gives the UE 10 a new LWA configuration, which may be an entirely new
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LWA configuration or only an update to its existing one. This LWA configuration from the
target eNB 20T indicates to the UE 10 whether or not it should keep the set of security keys
(the parameter Kens is used to generate S-Kwr which is used for both ciphering and
authentication, and also to generate the PDCP encryption keys Kupenc) that the UE used prior
to the handover. For example, if the LWA configuration from the target eNB 20T includes
the WT counter parameter for the target eNB this indicates the UE 10 should follow
conventional practice by deleting its existing set of ciphering keys and derive new ones using
that parameter (and Keng). If instead the LWA configuration from the target eNB 20T does
not include the WT counter parameter this indicates the UE 10 should retain its existing set
of security keys and continue to use them even after the handover. In this example the
indication to retain the ciphering keys is implicit in the absence ofthe WT counter parameter
from the target eNB 20T. Where this implicit indication is present, the target eNB 20T will
later signal the UE 10 to delete those existing ciphering keys and derive a new set, and for
example this later signaling can be an explicit indication in that the target eNB 20T sends to
the UE 10 a WT counter parameter sometime after the handover is completed. In another
embodiment the S-Kwr key is retained in order to maintain the non-cellular LWA WLAN
link across the hand over of the LWA cellular link but the ciphering key or keys for the
PDCP PDUs (Kupenc for user-plane encryption) is not retained once the cellular link to the

source eNB is broken.

[0031] Ineither case, data and UE context forwarding from the source cell 208 to the target
cell 20T is supported at the eNB handover, as it was conventionally. And as has been
discussed for eLWA in Rel-14 the UE can still be provisioned with an indication of the
PDCP key used for ciphering a given packet as shown in FIG. 2. In this case provisioning
of the PDCP key indication is done by the LWA AP 20L functionality of the eNB 20 which
informs it to the WLAN AP 50 over the Xw interface and the WLAN AP provisions this
PDCP key indication to the UE 10 over the WLAN/802.11 radio access technology link that
remains intact across the cellular handover. The UE is expected to instantiate the PDCP
protocol entity 20P associated to the target eNB 20T while maintaining the similar PDCP
entity 20P associated to the source eNB 20S for the same bearer. In the FIG. 2 depiction

there is one LWA bearer for this UE, of which the data sent on the cellular portion is shown

10
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as being sent on RB1 and the data sent on the non-cellular portion is shown as being sent on

RB2.

[0032] eNB based WLAN authentication for LWA is defined in 3GPP TS 36.331 as

follows:

22A.1.x WLAN Authentication
For a UE supporting LWA, WLAN authentication is performed as follows:

If WT Counter is included in LWA Configuration in the RRC Connection
Reconfiguration message, the UE shall start using the S-Kwr derived using
the WT Counter value and Kexg as PMK as specified in TS 33.401 subclause
G [22] and TS 36.331 subclause 5.6.14.2 [16]. For a UE already
authenticated with WLAN, configuration of a new PMK triggers refreshing
the IEEE 802.11 security using the new PMK.

If WT Counter is not included in LWA Configuration in the RRC Connection
Reconfiguration message:

- if WT Counter has not been previously configured for the UE, the UE
which is not already authenticated with a WLAN in the WLAN mobility
set shall use authentication methods specified in TS 33.402 subclause 6

[yyl;

- if WT Counter has been previously configured for the UE, the UE which
is not already authenticated with a WLAN in the WLAN mobility set
shall keep using the S-Kwr previously derived using the WT Counter

value and Keng as PMK as specified in TS 33.401 subclause G [22] and
TS 36.331 subclause 5.6.14.2 [16];

- the UE which is already authenticated with a WLAN in the WLAN
mobility set continues using the previously configured authentication
method and is not required to refresh IEEE 802.11 security.

[0033] Derivation of the security key is defined in 3GPP TS 33.401 as follows:
G.2.4.2  Security key derivation

The UE and MeNB shall derive the security key S-Kwr of the target WT as
defined in Annex A.16 of the present specification.

11
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MeNB/UE

256

G.2.5 Security key update

G.2.5.1  Security key update triggers

The system supports update of the S-Kwr. The MeNB may update the S-Kwr
for any reason by using the S-Kwr update procedure defined in clause G.2. 5.2
of the current specification. If the MeNB re-keys its currently active Kens in an
AS security context, the MeNB shall update any S-Kwr associated with that AS
security context.

G.2.5.2  Security key update procedures

If the MeNB receives a request for S-Kwr update from the WT or decides on its
own to perform S-Kwr update (see clause G.2.5.1), the MeNB shall increment
the WT Counter and compute a fresh S-Kwr, as defined in clause G.2.4. Then
the MeNB shall performa WT Modification procedure to deliver the fresh S-
Kwr to the WT. The MeNB shall provide the value of the WT Counter used in
the derivation of the S-Kwr to the UE in an integrity protected RRC message.
The UE shall derive the S-Kwr as described in clause G.2.4. Whenever the UE
or WT start using a fresh S-Kwr as PMK they shall refresh the IEEE 802.11
security.

G.2.6 Handover procedures

During S1 and X2 handover, the LWA DRB connection between the UE and
the WT is released, the UE shall delete the S-Kwr and further keys derived
based on it.

[0034] According to embodiments of these teachings, during and for a period of time
after a eNB handover without a WT change for a UE configured with LWA, at least one key
of a first set of security keys (for example, the existing authentication key S-Kwr and / or
the PDCP ciphering keys which for purposes herein the ciphering key(s) are also considered
de-ciphering keys) are maintained with an implicit indication. In the above example this
implicit indication is a lack of a WT counter parameter in the LWA configuration
(update/delta) that is sent to the UE 10 by the target eNB 20T immediately after the hand

over. Further, the existing S-Kwr and PDCP ciphering keys are released with an explicit
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indication from the target eNB, and in one example this explicit indication is the first
provisioning of a new WT counter parameter, via dedicated radio resource control (RRC)
signaling from the target eNB 20T to the UE 10 at or after the handover command if the
LWA configuration was maintained. In REI-13 the WT does not signal any buffer status
report/indication to the target eNB across the cellular handover but in this specific
embodiment it does, and such a dedicated RRC message may be triggered by at least the WT
signaling of such a buffer status indication related to the PDCP PDUS that are routed from
the source eNB 20S to the given UE’s bearer.

[0035] In order to enable this more smoothly it is preferable that during preparations
for the cellular handover there is a certain information exchange from the source eNB 20S
to the target eNB 20T. This information can assist the target eNB 20T to determine if and

how to maintain the current LWA configuration with this UE 10.

[0036] More specifically and referring to FIG. 1, during the handover preparation of a
given UE 10 the source eNB 20S exchanges over the X2 interface with the target eNB 20T
certain LWA specific information including the following.

*  Whether the UE 10 had a running LWA configuration for one or more bearers
prior the handover event. The purpose of this is to establish whether to
maintain the LWA configuration at the handover configuration.

*  Used WT 40 and/or UE-specific WLAN Mobility set which the UE 10 was
configured in the source eNB 20S. The purpose of this is to determine whether
the LWA configuration after handover could be maintained with the same WT
40.

»  Whether the UE 10 was using eNB-assisted WLAN authentication. This
enables the target eNB 120T to determine whether the WT 40/AP 50-1/UE 10

are using a valid S-Kwr.

[0037] Additionally, during and after eNB handover without a WT change, and until
indicated by the target eNB 20T, the UE 10 and WT 40/AP 50-1 retain the existing S-Kwr
(which is based on the Keng of the source eNB 20S). This differs from conventional practice

that would have the UE 10 and WT 40/AP 50-1 release the existing S-Kwr at the hand over
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event. During this time, the UE 10 can remain connected to the same WT 40 and receive
PDCP PDUs over the WLAN connection (WT-to-UE) using the S-Kwr from the source eNB
20S. This enables the source eNB 208 to keep forwarding PDUs to the WT 40 for the UE’s
bearer prior to and during the handover because the WT 40 will still be capable of sending
those forwarded PDUs that are buffered at the WT 40/AP 50-1 even after the handover.
Absent this feature conventional practice would need to discard those (or send them un-

encrypted which is not a suitable option).

[0038] From the UE perspective, the UE 10 will use the existing PDCP encryption key
and PDCP entity 20P associated to the source eNB 208, as opposed to conventional practice
where the UE 10 would release it at the hand over event. During this time, the UE 10 should
maintain the PDCP entity 20P associated to the source eNB 20S and forward the received
(LWA) PDCP PDUs over the WLAN link to that same PDCP entity 20P. Note that in
parallel also the PDCP entity 20P associated to the target eNB 20T should be created to
allow LTE transmissions. This particular feature of the invention avoids the need for any
indication of which PDCP keys are used, which would otherwise be necessary. This is
because the PDCP encryption key being used is coupled one-to-one to the S-Kwr key that is

retained for a time after the handover; this coupling is by means of using the same Kens.

[0039] At the establishment of the Xw-u interface between the target eNB 20T and the
WT 40 for the handed over UE’s bearer (see FIG. 1), the target eNB 20T can configure the
WT 40 to report the buffer status indication related to the PDCP PDUs that were routed from
the source eNB 20S to a given UE’s bearer. In one embodiment the target eNB 20T requests
periodic updates for this buffer status indication (for example, buffer size in bytes), or in
another embodiment the target eNB 20T can request event-based updates (for example, the
number of PDUSs in the WT’s buffer for this UE’s bearer falls below a pre-defined threshold).
In either case identification of the UE 10 at the WT 40 in such a buffer status indication
could in one example be based on the UE’s media access control (MAC) address, and/or it

could be based on one of the UE’s 3GPP identifiers.

[0040] The WT 40 thus provides to the target eNB 20T, if and as requested, the buffer
status indication for the handed over UE 10 as well as any of the LWA bearers.

14



10

15

20

25

30

WO 2017/187012 PCT/F12017/050298

[0041] Based on this buffer status indication (for example, once the buffer status
indication indicates the WT’s relevant buffer is empty) the target eNB 20T then provides the
new WT Counter to the UE 10 via dedicated RRC signaling. At the same time the target
eNB 20T can send the related new S-Kwr key to the WT 40, where this new S-Kwr key is
generated from the target eNB’s Keng and the WT counter parameter that the target eNB 20T
just signaled to the UE 10.

[0042] In another implementation, the new S-Kwr key could be send to the WT 40
during the initial WT addition, but in this case the WT will normally propagate it forward to
the APs 50-1, 50-2 in the mobility set only at a given time. The target eNB 20T can indicate
this given time to the WT 40 implicitly, such as based on the buffer status indication (for
example, the indication is implicit once the buffer fulfils a certain threshold, e.g. runs empty).
Or the target eNB 20T can indicate this given time to the WT 40 explicitly, for example
based on an indication from the target eNB 20T such as provisioning of the key. For
example, in one embodiment the target eNB 20T can send the new S-Kwr to the WT 40
when the IPsec tunnel is established but the WT 40 does not immediately distribute it to the
APs 50-1, 50-2 of the mobility set; the WT 40 does so only after its buffer for the handed
over UE is empty of packets from the source eNB 20S.

[0043] In the above example embodiment the first reception of the WT counter at the
UE 10 after the cellular handover indicates implicitly that:
a) the UE should compute a new S-Kwr based on target eNB’s Keng and
b) the UE should delete the PDCP entity 20P associated to the source eNB 20S
and start using the entity 20P associated to the target eNB 20T.

[0044] The target eNB 20T could start routing data traffic (PDCP) PDUs to the WT 40
at any time if the WT 40 is capable of buffering, until the WT 40 provides the new S-Kwr to
the APs 50-1, 50-2 in the UE’s mobility set, or alternatively only after the new S-Kwr has
been distributed by the WT 40 to the APs 50-1, 50-2 in the UE’s mobility set.
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[0045] FIG. 3 is a process flow diagram that shows certain features of non-limiting
embodiments of these teachings from the perspective of the network. Firstly there is some
pre-handover information sent from the source eNB 20S to the target eNB 20T which are
summarized at block 302 and detailed further above. Then at block 304 the network sends
to the UE 10 a first indication to maintain using a first set of security keys that are generated
from a parameter that is specific for a source access node such as a source eNB 208 after the
UE 10 hands over a cellular link to a target access node such as the target eNB 20T without
changing a WT 40 with which the UE 10 is connected via a non-cellular link. Block 306
has (the WT via its AP) using at least one key of that same first set of security keys to
maintain the non-cellular link with the UE after the UE hands over the cellular link to the
target access node without changing the WT. The non-cellular link is the WLAN link
between the UE 10 and the AP 50-1 in the above example where the UE 10 and the WLAN
50-1/WT 40 use the key S-Kwr for authenticating the non-cellular link and the key Kupenc
for ciphering the PDCP PDUSs that are sent and received on the non-cellular link (both of
these keys are among the first set of security keys since they are both generated using Kens
which is specific to the source eNB); the UE remains connected over this WLAN link from
the time when the source access node sends the first indication through at least the time when

the target access node sends the second indication.

[0046] Block 304 summarizes a few further details from the various examples detailed
further above. In one embodiment the first indication remains valid until a second indication
is sent to the UE, after which the at least one key of the first set of security keys is no longer
valid for maintaining the non-cellular link. In one specific example the first indication is
implicit from an absence of signaling by the target eNB 20T a pre-defined parameter in a
LTE-WLAN Aggregation (LWA) configuration for the UE, such as for example absence of
the WT counter parameter where the LWA configuration is signaled to the UE via a
dedicated RRC message. In the above examples the second indication is an explicit one, for
example a new value for the WT counter parameter sent from the target eNB 20T in
dedicated RRC signaling to the UE 10. In the more specific examples above: a) the parameter
specific to the source access node is Keng, and b) the first set of security keys include at least:

bl) the at least one key which is an authentication key S-Kwr derived from Kexg and WT
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counter, and b2) at least one ciphering key derived from Keng and WT counter for encrypting

and decrypting PDCP PDUs communicated with the UE over the non-cellular link.

[0047] Not specifically repeated in FIG. 3 but detailed further above, the target eNB’s
sending of the second indication to the UE may be triggered by the target eNB’s receiving
from the WT 40 a buffer status indication related to packets routed from the source access
node 208 to a bearer allocated to the UE 10 that remains valid across the hand over, such as

the bearer on the WLAN radio link.

[0048] To the extent FIG. 3 may be considered to represent a method, the source access
node and the target access node (as well as the WLAN WT) may coordinate in performing
the method in that the source access node may inform the target access node, prior to the
hand over, that the UE is using eNB-assisted WLAN authentication. The target access node
then uses this information to determine validity of at least one key of the first set of security
keys. FIG. 3 may also represent actions performed by a wireless network when executing
by one or more processors computer program instructions that are stored on a computer

readable memory.

[0049] Actions from the perspective of the UE 10 are similar to those above from the
network perspective. For example, the UE would in some embodiments use at least one key
of a first set of security keys that are generated using a parameter that is specific to a source
access node to authenticate a non-cellular link prior to the UE handing over a cellular link
to a target access node. In from the above examples this non-cellular link is the WLAN link
between the UE through the WLAN AP 50-1 to the WT 40. Then the UE hands over the
cellular link from the source access node to the target access node, without changing a WT
that remains in communication with the UE across the hand over via the non-cellular link.
From the UE’s perspective, only in response to the UE receiving a first indication associated
with the hand over does the UE use the at least one key of the first set of ciphering keys to
maintain the non-cellular link after the UE hands over the cellular link to the target access
node without changing the WT. Further details correspond to those summarized from the

network’s perspective.
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[0050] For all of the above examples the non-cellular link can change from one AP to
another and still be maintained so long as both those APs are in the same mobility set; if not
that would entail a change to the UE’s WT. Assuming in FIG. 1 that AP 50-1 and AP 50-2
are both in the same mobility set, then while performing the cellular hand over from the
source eNB 20S to the target eNB 20T the non-cellular link can be maintained, consistent
with the above examples, whether the UE’s non-cellular link is directly to AP 50-1
throughout or whether that non-cellular link changes from AP 50-1 to AP 50-2 because in
either case the UE’s WT, and hence its WLAN authentication and ciphering keys, do not

change.

[0051] FIG. 4 is a schematic diagram illustrating some further components in addition to
those already shown and described for the eNB 9source 20S or target 20T), and further
components of the UE 10. In the wireless system a wireless (LWA) network is adapted for
communication over a wireless link 11 such as the described cellular bearer and WLAN
bearer with an apparatus such as a mobile communication device which may be referred to
as a UE 10, via cellular 20S/20T and WLAN 50-1/50-2 radio network access nodes. The
network may include a network control element (MME, see FIG. 1) that may include
mobility management entity/serving gateway (MME/S-GW) functionality, and which
provides connectivity with a further network such as a telephone network and/or a data

communications network (e.g., the internet).

[0052] The UE 10 includes a controller, such as a computer or a data processor (DP) 10D,
a computer-readable memory medium embodied as a memory (MEM) 10B that stores a
program of computer instructions (PROG) 10C, one or more buffers, and a suitable wireless
interface, such as radio frequency (RF) transmitter/receiver combination 10D for
bidirectional wireless communications with the various access nodes 20S/20T/50-1/50-2 via

one or more antennas.
[0053] The wireless link between the UE 10 and the source/target eNBs 20S/20T can use

LTE RAT while that with the APs 50-1/50-2 can use WLAN RAT. Further, the UE 10

includes a galvanic or other portable power supply not shown specifically.

18



10

15

20

25

30

WO 2017/187012 PCT/F12017/050298

[0054] Each of the source/target eNBs 20S/20T as well as the APs 50-1/50-2 also includes
a controller, such as a computer or a data processor (DP) 20A, a computer-readable memory
medium embodied as a memory (MEM) 20B that stores a program of computer instructions
(PROG) 20C as well as the variously described buffers, and a suitable wireless interface,
such as RF transmitter/receiver combination 20D for communication with the UE 10 (as well
as other UEs) via one or more antennas. The source/target eNBs 20S/20T are coupled via a
data/control path (not shown) to the MME and this path may be implemented as an interface.
The source/target eNBs 20S/20T are also coupled to one another, and possibly to further
eNBs, via another data/control path, which may be implemented in the LTE radio access
technology as an X2 interface with both user plane (X-U) and control plane (X-C) instances.
The APs 50-1/50-2 are coupled to the eNBs 20S/20T via a WT 40 that has similar
functionality though not necessarily the radios; the WT 40 may or may not be co-located

with a given AP.

[0055] At least one of the PROGs 10C/20C is assumed to include program instructions
that, when executed by the associated DP 10A/20A, enable the device to operate in
accordance with exemplary embodiments of this invention as detailed above. That is,
various exemplary embodiments of this invention may be implemented at least in part by
computer software executable by the DP 10A of the UE 10; by the DP 20A of the
source/target eNBs 20S/20T and/or WT 40 and/or APs 50-1/50-2, or by hardware or by a

combination of software and hardware (and firmware).

[0056] In various exemplary embodiments the UE 10 and/or the access nodes 20S/20T/50-
1/50-2 may also include dedicated processors, for example a RRC module, a radio-frequency
(RF) front end, and the like. There may also be one or more modules that is/are constructed

S0 as to operate in accordance with various exemplary embodiments of these teachings.

[0057] The computer readable MEMs 10B/20B may be of any type suitable to the local
technical environment and may be implemented using any one or more suitable data storage
technology, such as semiconductor based memory devices, flash memory, magnetic memory
devices and systems, optical memory devices and systems, fixed memory and removable

memory, electromagnetic, infrared, or semiconductor systems. Following is a non-

19



10

15

20

25

30

WO 2017/187012 PCT/F12017/050298

exhaustive list of more specific examples of the computer readable storage medium/memory:
an electrical connection having one or more wires, a portable computer diskette, a hard disk,
a random access memory (RAM), a read-only memory (ROM), an erasable programmable
read-only memory (EPROM or Flash memory), an optical fiber, a portable compact disc
read-only memory (CD-ROM), an optical storage device, a magnetic storage device, or any

suitable combination of the foregoing.

[0058] The DPs 10A/20A may be of any type suitable to the local technical environment,
and may include one or more of general purpose computers, special purpose computers,
microprocessors, digital signal processors (DSPs) and processors based on a multicore
processor architecture, as non-limiting examples. The wireless interfaces (e.g., the radios
10D/20D) may be of any type suitable to the local technical environment and may be
implemented using any suitable communication technology such as individual transmitters,

receivers, transceivers or a combination of such components.

[0059] In general, the various embodiments of the UE 10 can include, but are not limited
to, smart phones, machine-to-machine (M2M) communication devices, cellular telephones,
personal digital assistants (PDAs) having wireless communication capabilities, portable
computers having wireless communication capabilities, image capture devices such as
digital cameras having wireless communication capabilities, gaming devices having wireless
communication capabilities, music storage and playback appliances having wireless
communication capabilities, Internet appliances permitting wireless Internet access and
browsing, as well as portable units or terminals that incorporate combinations of such
functions. Any of these may be embodied as a hand-portable device, a wearable device, a
device that is implanted in whole or in part, a vehicle-mounted communication device, and

the like.

[0060] It should be understood that the foregoing description is only illustrative. Various
alternatives and modifications can be devised by those skilled in the art. For example,
features recited in the various dependent claims could be combined with each other in any
suitable combination(s). In addition, features from different embodiments described above

could be selectively combined into an embodiment that is not specifically detailed herein as
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separate from the others. Accordingly, the description is intended to embrace all such

alternatives, modifications and variances which fall within the scope of the appended claims.
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[0061] Below are certain acronyms used herein:

3GPP third generation partnership project
AC (WLAN) access controller

AP (WLAN) access point

eNB enhanced node B (LTE base station)
ID identifier

IPSec Internet protocol security

Iw interworking

LTE long term evolution (4G cellular)
LWA LTE — WLAN aggregation

LWIP LTE-WLAN radio level integration via IPsec tunneling
MAC media access control

MME mobility management entity

PDCP packet data convergence protocol
PDU packet data unit/protocol data unit
RAN radio access network

RLC radio link control

RRC radio resource control

S-GW serving gateway

UE user equipment

WLAN wireless local area network

WT WLAN Termination
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CLAIMS:

What is claimed is:

1. A method comprising:

sending to a user equipment (UE) a first indication to maintain using a first set of
security keys generated from a parameter specific to a source access node after the UE
hands over a cellular link to a target access node without changing a wireless termination
(WT) with which the UE is connected via a non-cellular link; and

using at least one key of the first set of security keys to maintain the non-cellular
link with the UE after the UE hands over the cellular link to the target access node without
changing the WT.

2. The method according to claim 1, wherein the first indication remains valid until a
second indication is sent to the UE, after which the at least one key of the first set of

security keys is no longer valid for maintaining the non-cellular link.

3. The method according to claim 2, wherein the first indication is implicit from an
absence of signaling a pre-defined parameter in a LTE-WLAN Aggregation (LWA)
configuration for the UE.

4. The method according to any of claim 3, wherein the second indication is explicit

and indicates a new value for a WT counter parameter which is the pre-defined parameter.

5. The method according to any of claims 2-4, wherein sending of the second
indication to the UE is triggered by the target access node receiving from the WT a buffer
status indication related to packets routed from the source access node to a bearer allocated

to the UE that remains valid across the hand over.
6. A computer readable memory storing computer program instructions that, when

executed by one or more processors, cause a wireless network to perform the method

according to any of claims 1-5.
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7. An apparatus for communicating, the apparatus comprising:
at least one memory storing computer program instructions; and
at least one processor;
wherein the at least one memory with the computer program instructions is configured with
the at least one processor to cause the apparatus to at least:
send to a user equipment (UE) a first indication to maintain using a first set of
security keys generated from a parameter specific to a source access node after
the UE hands over a cellular link to a target access node without changing a
wireless termination (WT) with which the UE is connected via a non-cellular
link; and
use at least one key of the first set of security keys to maintain the non-cellular
link with the UE after the UE hands over the cellular link to the target access

node without changing the WT.

8. The apparatus according to claim 7, wherein the first indication remains valid until
a second indication is sent to the UE, after which the at least one key of the first set of

security keys is no longer valid for maintaining the non-cellular link.

9. The apparatus according to claim 8, wherein the first indication is implicit from an
absence of signaling a pre-defined parameter in a LTE-WLAN Aggregation (LWA)
configuration for the UE.

10.  The apparatus according to claim 9, wherein:
the pre-defined parameter is a WT counter,
the LWA configuration is signaled to the UE via a dedicated radio resource control
(RRC) message,
the parameter specific to the source access node is Kens, and
the first set of security keys include at least:
the at least one key which is an authentication key S-Kwr derived from Kens

and WT counter, and
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at least one ciphering key derived from Keng and WT counter for encrypting

and decrypting PDCP PDUs communicated with the UE over the non-

cellular link.
11.  The apparatus according to any of claims 8-10, wherein the second indication is
explicit.
12.  The apparatus according to claim 11, wherein the explicit second indication is a

new value for the WT counter parameter.

13.  The apparatus according to any of claims 8-12, wherein sending of the second
indication to the UE is triggered by the target access node receiving from the WT a buffer
status indication related to packets routed from the source access node to a bearer allocated

to the UE that remains valid across the hand over.

14.  The apparatus according to any of claims 8-13, wherein:

the first indication is sent by the source and/or the target access node;

the second indication is sent by the target access node; and

the source access node and the target access node coordinate in performing the
method by the source access node informing the target access node, prior to the hand over,
that the UE is using eNB-assisted WLAN authentication, which the target access node uses

to determine validity of at least one key of the first set of security keys.

15.  An apparatus comprising:
communication means for sending to a user equipment (UE) a first indication to
maintain using a first set of security keys generated from a parameter specific to a source
access node after the UE hands over a cellular link to a target access node without changing
a wireless termination (WT) with which the UE is connected via a non-cellular link; and
authentication means for using at least one key of the first set of security keys to
maintain the non-cellular link with the UE after the UE hands over the cellular link to the

target access node without changing the WT.
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16. A method for operating a user equipment (UE), the method comprising:

using at least one key of a first set of security keys generated from a parameter
specific to a source access node to authenticate a non-cellular link prior to the UE handing
over a cellular link to a target access node;

handing over the cellular link from the source access node to the target access node
without changing a wireless termination (WT) in communication with the UE via the non-
cellular link; and

only in response to the UE receiving a first indication associated with the hand
over, the UE using the at least one key of the first set of security keys to maintain the non-

cellular link after the UE hands over to the target access node without changing the WT.

17. The method according to claim 16, wherein the first indication remains valid until a
second indication is received at the UE, after which the at least one key of the first set of

security keys is no longer valid for maintaining the non-cellular link.

18.  The method according to claim 17, wherein the first indication is implicit from an
absence of a pre-defined parameter in a LTE-WLAN Aggregation (LWA) configuration
that is received at the UE.

19.  The method according to any of claims 17-18, wherein:

the first indication is received from the source access node and/or the target access

node;
the second indication is received from the target access node; and
during the method the UE is using eNB-assisted WLAN authentication.
20. A computer readable memory storing computer program instructions that, when

executed by one or more processors, cause a user equipment to perform the method

according to any of claims 16-19.

21.  An apparatus for communicating, the apparatus comprising:
at least one memory storing computer program instructions; and

at least one processor;
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wherein the at least one memory with the computer program instructions is configured
with the at least one processor to cause a user equipment (UE) to at least:
use at least one key of a first set of security keys generated from a parameter
specific to a source access node to authenticate a non-cellular link prior to the
UE handing over a cellular link to a target access node;
hand over the cellular link from the source access node to the target access
node without changing a wireless termination (WT) in communication with the
UE via the non-cellular link; and
only in response to the UE receiving a first indication associated with the hand
over, use the at least one key of the first set of security keys to maintain the
non-cellular link after the UE hands over to the target access node without

changing the WT.

22. The apparatus according to claim 21, wherein the first indication remains valid
until a second indication is received at the UE, after which the at least one key of the first

set of security keys is no longer valid for maintaining the non-cellular link.

23.  The apparatus according to claim 22, wherein the first indication is implicit from an
absence of a pre-defined parameter in a LTE-WLAN Aggregation (LWA) configuration
that is received at the UE.

24.  The apparatus according to claim 23, wherein:
the pre-defined parameter is a WT counter,
the LWA configuration is received at the UE via a dedicated radio resource control
(RRC) message,
the parameter specific to the source access node is Kens, and
the first set of security keys include at least:
the at least one key which is an authentication key S-Kwr derived from Kens
and WT counter, and
at least one ciphering key derived from Keng and WT counter for encrypting
and decrypting PDCP PDUs communicated with the UE over the non-
cellular link.
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25.  The apparatus according to any of claims 22-24, wherein the second indication is
explicit.
26.  The apparatus according to claim 25, wherein the explicit second indication is a

new value for the WT counter parameter.

27.  The apparatus according to any of claims 22-26, wherein:

the first indication is received from the source access node and/or the target access

node;
the second indication is received from the target access node; and
during the method the UE is using eNB-assisted WLAN authentication.
28.  An apparatus comprising:

authentication means for using at least one key of a first set of security keys generated
from a parameter specific to a source access node to authenticate for a user equipment (UE)
a non-cellular link prior to the UE handing over a cellular link to a target access node; and

communication means for handing over the cellular link from the source access node
to the target access node without changing a wireless termination (WT) in communication
with the UE via the non-cellular link;

wherein the authentication means if further for, only in response to the UE receiving
a first indication associated with the hand over, using the at least one key of the first set of
security keys to maintain the non-cellular link after the UE hands over to the target access

node without changing the WT.
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PRE—HANDOVER INFORMATION FROM THE SOURCE eNB TO THE TARGET eNB:

= WHETHER THE UE HAD A RUNNING LWA CONFIGURATION FOR
ONE OR MORE BEARERS

= USED WT AND/OR UE—-SPECIFIC WLAN MOBILITY SET WHICH THE
UE WAS CONFIGURED IN THE SOURCE eNB

= WHETHER THE UE WAS USING eNB—ASSISTED WLAN AUTHENTICATION

304
Y 4

SEND TO A UE A FIRST INDICATION TO MAINTAIN

USING A FIRST SET OF SECURITY KEYS THAT ARE GENERATED USING
A PARAMETER SPECIFIC TO A SOURCE ACCESS NODE AFTER THE UE
HANDS OVER A CELLULAR LINK TO A TARGET ACCESS NODE WITHOUT
CHANGING A WIRELESS TERMINATION (WT) OF THE UE

* IMPLICIT; FROM THE TARGET eNB; LACK OF WT COUNTER PARAMETER
AFTER HAND OVER
o VALID UNTIL A SECOND INDICATION WHICH MAY BE EXPLICIT, A NEW

WT COUNTER PARAMETER SENT BY TARGET eNB IN A DEDICATED RRC
MESSAGE AFTER HAND OVER

306
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USING AT LEAST ONE KEY OF THE FIRST SET OF SECURITY KEYS TO
MAINTAIN THE NON-CELLULAR LINK WITH THE UE
AFTER THE UE HANDS OVER THE CELLULAR LINK TO THE TARGET ACCESS
NODE WITHOUT CHANGING THE WT

FIG.3
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