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1 Input: Touch panel keyboard

2,4 Calculation: Internal memory

3 Qutput: Display apparatus

5 Connection to outside: Cellular phone network
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(57) Abstract: The present invention provides an apparatus, a system, a
method, and a program changeable to authentication corresponding to a se-
curity environment. A scenario consisting of a combination of procedures of
multi-factor authentication needed for a communicating/connecting terminal
to receive the provision of a service is associated with said service and stored
and managed, and the probability of each procedure's success is stored and
managed by associating the scenario with each procedure. The success prob -
ability through the service scenario is calculated on the basis of the probabil -
ity for each procedure, at least one of security and usability is assessed on the
basis of the success probability, and the service is controlled with respect to
the terminal in accordance with the assessment results.
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