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EFFICIENT FORMATION OF AD HOC NETWORKS

FIELD OF THE INVENTION

[0001] This invention pertains generally to computer
networking and, more particularly, to computer network

formation.
BACKGROUND OF THE INVENTION

[0002] Networking of computers to facilitate communication
with a myriad of data types has become common in the modern
workplaee and, increasingly, in our homes. From the now
ubiquitous emaii; iﬁstant messaging, diseuesion greups, the
sharing of electronic documents and files of every type,
through streaming audio and video, to sophisticated immersive
interactive environments, networked computers can enhance
traditional forms of communication and enable new ways to work
and play. The functionality boost provided to a computer by
joining a network 1s significant, but there are a number of
practical barriers to connectivity that may prevent or reduce
access to full functionality. The problem can be particularly
acute for mobile computers capable of joining wireless
networks.

[0003] For the purposes of this description, wireless
computer networks may be classified into two general types:
infrastructure networks and ad hoc networks. Infrastructure
networks include one or more dedicated network components such
as a network hub or a wireless network access point. 1In
contrast, ad hoc petworks need not include such network
components. For example, an ad hoc computer network may
include little more than a group of computers each having
compatible wireless network interface hardware.

[0004] - As the name suggests, ad hoc‘netWorks are intended

to provide for spontaneous or unplanned computer networking,
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for example, while traveling or visiting. As such, ad hoc
networks can facilitate an ability to network anywhere and at
anytime. However, formation of cdnventioﬁél ad hoc networks
can be difficultiand/br slow, so that, in spité of. their
potential; use of ad hoc metworks remains relatively uncommon.
Many ad hoc network formation difficulties stem from a lack of
infrastructure facilities typically found in infrastructure
networké.

[0005] ‘One problem concerns ad hoc network convergence.
Within a group df,cgmputeré atteﬁpting to form an ad hoc
network, none of the computers is necessarily the leader or
network policy maker. Multiple different computers in the
group may simultaneously attempt to initiate the formation of
an ad hoc network. The computers in the group may be
differently cbnfigured and react differently tb nefwork
initiation and/or formationhprotocdls. As a result, rather
than converging to a single ad hoc network, multiple ad hoc
networks may form among the group of computers.

[0006] Some conventional ad hoc network formation systems
and methods lack effective mechaniéms for convergence to a
single ad hoc netﬁork, _Even where such mechanisms are
present, convergence may be so slow aé to discourage regular
use. Even a delay on the order of a minute may be sufficient
to be considered a barrier to connectivity. Another source of
delay in some conventional ad hoc network formation systems
and methods is a lack of'aﬁ effective mechanism for quickly
assigning network identifiers such as network addresses to
network participants. With respect to such mechanisms,
perceived end-user delay can be as significant as low-level

procedural delay.
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BRIEF SUMMARY OF THE INVENTION

[0007] This section presents a simplified summary of some
embodiments of the invention. This éummary is not an
extensive overview of the invention. It is not intended to
identify key/critical elements of the invention or to
delineate the scope of the invention. Tts sole purpose is to
present some embodiments of the invention in a éiﬁ@lified form
as a prelude to the more detailed description that is
presented later. '

[0008] In an embodiment of the invention, an ad hoc network
identifier is received, for example, at an_ad hoc network
convergence module of an ad hoc network node. One or more ad
hoc network parameters may be generated as a function of the
ad hoc network identifier. Each of a group of computers
attempting to form an ad hoc network identified by the ad hoc
network identifier may generate the one or more ad hoc network
parameters. Two or more of the group of computers may perform
an ad hoc network formation protocol parameterized with the
generated one or more ad hoc network parameters. Efficient
formation of the ad hoc network may thus be facilitated.

[0009] In an embodiment of the invention, an instruction to
join a network is received, for example, at a networking
service. A type of the network to be’joined méy be discerned,
in particular, it'may be determined whether the network is an
ad hoc network or, for example, an infrastructure network. If
an ad hoc network is detected, an ad hoc network address
acquisition mode featuring accelerated ad hoc network address

acquisition may be activated.
BRIEF DESCRIPTION OF THE DRAWINGS

[0010] While the appended claims set forth the features of

the invention with particularity, the invention and its



WO 2007/005331 PCT/US2006/024452

advantages are best understood from the following detailed
description taken in conjunctlon with the accompanying -
draw1ngs, of which:

[0011] Figure '1 is a schematic diagram generally
illustrating an-exemplary computef syétem uéable to implément
an embodiment of the invention;

[0012] Figure 2 is a schematic dliagram illustrafing an
example computer networking environment suitable for
incorporating aspects of. the invention;

[0013] Flgure 3 is a block dlagram deplctlng an example
computer system archltecture for efficient ad hoc network
formation. in accordance with an embodiment of the invention;
[0014] Figure 4 is a flowchart depicting example steps for
facilitating ad hoc network convergence in accordance with an
embodiment of the invention; A . ' 1

[0015] ' Figure 5 is a flowchart depicting éxample steps for
efficient ad hoc.neﬁwofk formation in accordance with an
embodiment of the invention;

[0016] Figure 6 is a flowchart depicting example steps for
leaving an ad hoc network in accordance with an embodiment of
the invention; and ,

[0017] VFigure 7'is‘a.flowchart depicting example steps for
selecting a physical layer communication scheme in accordance

with an embodiment of the invention.
DETAILED DESCRIPTION OF THE INVENTION

[0018] . Prior to proceeding with a desciiption of the
various embodiments of the invention, a description of a
computer in which the various embodiments of the invention may
be practiced is now provided. Although not required, the
inventién will be described in the general context of
computer-executable instructions, such as progtamymodules,

being executed by a ‘computer. Generally, programs include
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routines, objects, components,>data_stfg;tuﬁes_and the 1ike
that perform @articular tasks’or implemgnt partiqular absﬁract
data types. The tefm “prog?am” as used hefein may.connote a
single program module or multiple program modules acting in
concert. The terms “computer” and “computing device” as used
herein include any device that electronically executes one or
more programs, such as perspnal’computers (PCS); hand-held

. devices, multi-processor systems, microprocessor-based
programmable consumer electronics, network PCs, minicomputers,
tablet PCs, laptop computers, consumer appliances having a
microprocessorlbr microcontroller, routers, gateways, hubs and
the like. The invention may also be employed in distributed
computing environments, where tasks are performed by remote
processing devices that are linked through a communications
network. In a distributed computing environment, programs may
be located in both local and remote memory storage devices.
[0019] Referring to Figure 1, an example of a basic
configuration for the computer 102 on which aspects of the
invention described herein may be impleménted,is shown. 1In

" its most bésic configuration,'the computer~102 tybically
includes at least one processing unit 104 and memory 106. The
processing unit 104 executes instructions to carry out tasks
in accordance with various embodiments of the invention. In
carrying out such tasks, the processing unit 104 may transmit
electronic signals to other parts of the computer 102 and to
devices outside 6f the computer 102 to cause some result.
Depending on the exact configuration and type of the computer
102, the memory 106 may be volatile (such as RAM), non-
volatile (such as ROM or flash memory) or some combination of
the two. This most basic configuration is .illustrated in

- Figure 1 by dashed line 108. '

[0020] The computer 102 may also have additional
features/functionality. For example, computer 102 may also

include additional storage (removable 110 and/or non-removable
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112) including, but not iimited to, magnetic or optical disks
or tape. Computer storage media includes volatile and non-
volatile, removable and non-removable media implemented in any
method or technology for storage of informatioh,'including
computer-executable instructions, -data structuies, program
modules, or othér data. Computer storage media includes, but
is not limited to, RAM, ROM, EEPROM, flash memory, CD-ROM,
digital versatile disk (DVD) or other optical storage,
magnetic cassettes, magnetic tape, magnetic disk storage or
other mggngtic storage devices; or any other medium which can
be used to stored the desired information énd which can be
accessea by the éomputef 102. Any such computer storage media
may be part of computer 102. |

[0021] The computer 102 preferably also contains
communications connections 114 that allow the device to
communicate with other devices such as remote coﬁputer(s) 116.
. A communication connection is an example of a communication
medium. Communication media typically embody computer
readable instructions, data structures, program modules or
other data in a modulated data signal such as a carrier wave
or other transport mechanism and includes any information
delivery media. By way of example, and not limitation, the
ferm “communication media” ihcludés wireless. media such as
acoustic, RF, infrared and other wireless media. Tﬁe term
“computer-readable medium” as used herein includes both
computer storage media and communication media.

[0022] The computer 102 may also have input devices 118
such as a keyboérd/keypad, mouse, pen, volce input device,
touch input device, etc. Outpuf dévices 120 such as a
display, speakers, a printer, etc. may also be included. All
these devices are well known in the art and need not be
described at length here.

[0023] In the description that follows, the invention will

be described with reference to acts and symbolic
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representations of operations that are performed by one or
more computing devices, unless indicated otherwise. As such,
it will be understood that such acts and operations, which are
at times referred to aé being computer-executed, include the
manipulation by the processing unit of the computer of
electrical signals representing data in a structured form.
This manipulation transforms the data or maintains it at
locations in the memory system of the computer, which
reconfigures o;‘otherwise alters the operation of the computer
in a manner well understood by those skilled in the art. The
data structures where data is maintained are physical
locations of the memory that have particular properties
defined by the format of the data. However, while the
invention is being described in the foregoing context, it is
not meant to be limiting‘as those of skill in the art will
appreciate that various of the acts and operation described
hereinafter may alsc be implemented in hardware.

[0024] In an embodiment of the inventioh, systems and
methods are provided for efficient ad hoc nétwork formation.
Common ad hqc nefwork'fqrmation.parameters may’be.established
at each pfospective network node to facilitéte rapid ad hoc
network convergence. Ad hoc network formation modes may be
activated that, for example, provide for efficient assignment
of ad hoc network identifiers with a need for elements and
services typically found in infrastructure retworks.

[0025] - For clarity, it will be helpful to describe
embodiments of the invention in a context of an example group
of computers attempting to form an ad hoc network. Figure 2
illustrates an example computer networking environment 200
suitablé for incorporating aspects of the invention. The
computer networking environment 200 includeé computers 202,
204, 206, 208, 210;'212}-214Aattempting to form a single ad
hoc network indicated by dashed line 216.
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[0026] . At the time of the situation illustrated by Figure
2, that is, some time afﬁer the initiation of the ad hoc
network formation process, two ad hoc networks 218 and 220
have .formed. One ad hoc network 218 includes computers 202,
204 and 206. The other ad hoc. network 220 includes computers
208, 210, 212 and 214. - Each of the computers 202, 204 and 206
may communicate with each other, and each of the computers
208, 210, 212 and 214 may communiéate with each other.
Communication between the ad hoc networks 218 and 220 may be
limited or absent.

[0027] At some time before the situation i1llustrated by
Figure 2, more than the two ad hoc networks'ZlS and 220 may
have formed among.the computers 202, 204, 206, 208, 210, 212,
214. At some time after the situation illustrated by Figure
2, the ad hoc networks 218 and 220 may merge to form the
single ad hoc network 216, the ad hoc networks 218 and 220 may
remain distinct, one or more computérs 208, 210, 212 and 214
from one ad hoc network 220'may leave to join the other ad hoc
network 218, ohe'or‘ﬁore computers 202, 204 and 20é may leave
the ad hoc network 218 to join the ad hoc network 220, or one
or more of the computers 202, 204, 206, 208, 210, 212 and 214
may leave its current ad hoc network 218 or 220 to form a new
ad hoc network (not(shown in Figure 2).

[002871 - The formation of multiple ad hoc'networks 218 and
220 as a .step towards convergence on the single ad hoc network
216 is not necessarily undesirable. In an embodiment of the
invention, what is undesirable is a long convergence time,
that is, an excessive amount of time between initiation of ad
hoc network formation and convergence on'thé single ad hoc
network 216. Before describing ‘example methods for ad hoc
network formation and convergence in accordance with an
embodiment of the invention, it will be helpful to describe an
example architecture suitable for facilitating a computer-

implementation of the methods.
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[0029] Figure 3 depicts an example architecture 300 in
accordance with an embodiment of the invention. For
descriptive clarity, some elements -of the architecture 300 may
be spelelC to wireless networks in accordance w1th one or
more of thé Institute of Electrical’ and Electronics Engineers
(IEEE) 802.11 family of wireless data communication standards
such as 802.11a, 802.1lb, 802.11g and/or 802.11n. 'However,
each embodiment of the invention is not so limited. As will
be appreciated by tnose of skill in the art, the designations
IEEE 802.11a, 802. 1lb 802. 11g and the llke are not merely
1dent1f1catlon codes for lengthy technical standards
documents, but have become terms of art in and of themselves,
so that even retail consumers may bhe aware of the terms, in
particular because of the ways in which the standards do and
do not interact with one another.

. [0030] - A computer 302 such as the computer 102 (Figure 1)
may include an operating system 304 such as a Microsoft®
Windows® computer operating system. The operating system 304
may include a networking service 306 such as Windows®
Networking as described in the. Windows® Networking (WNet)
section of the Microsoft® Windows® Platform Software

- Development Kit (SDK) in the Microsoft Developer Network
(MSDN®) Library dated March, 2005. The networking service 306
may mediate access by the computer 302 to one or more networks
such as the ad hoc networks 216, 218 and 220 (Figure 2).
[0031] As will be appreciated by one of'skill in the art, a
networking architecture such as the architecture 300 may
incorporate several distinct and at least partially
independent layers of networking functionality. For example,
the International Standards Organization (ISO) describes an
open systems interconnect (0SI) model for networking
architectures that distinguishes an applrcation layer, a
presentation‘layer, a session layer, a transport layer, a

network layer, a data link layer and a physical layer. For
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details see Zimmerman, OSI Refererce Model ~‘The IS0 Model of
Architepture:forzopen System Interconnection, IEEE .
Trahsactions on Communications, April 1980. Details of a
distinct, but not incompatible, laygred networking
architecture model in accordance with an embodiment of the
invention are described by the Gateways Solution Overview
article in :the Windows® Embedded Devices section of the
Aﬁcrosofﬁ@-Windows@‘Embedded.DevelQper Center in the Microsoft
Developer Network (MSDN®) Library dated 2004.

[0032] The computer 302 may include one or more network
interface cards (NICs) 308, 310 (only tﬁo are depicted in
Figure 3). For each network interface card 308, 310, the
operating system 304 may include'corfespbnding network
interface card dri&ér 312, 314 modules. ' The networking
service 306 may send and receive data to and from the ad hoc
networks 216, 218, 220 (Figuré 2} with the network interface
card driver 312, 314 modules. The network interface card
driver 312( 314 modules may send and receive data to and from
the ad hoc'netwofks 216, 218, 220 with tﬁeinetWork interface
cards 308, 310. Architecture 300 components 306, 308, 310,
312, 314 need not correspond one-to-one with, for example,
open systems interconnect architecture layers. For example,
the network interface cards may implement aspects of the data
link layer .as well'as the physical layer.

[0033] . In this example, the networking service 306 includes
a transport control'protééol and internet protocol (TCP/IP)
stack 316. Alternative architectures in accordance with an
embodiment of the invention may include one or more additional
or alternative network protocol stacks .not shown in Figure 3.
The networking service 306 may inélude an automatic private
internet protocol addressing (APIPA) module 318 capable of
generating and assigning a private internet protocol address
for the computer 302 independent of remote network services

such as internet protocol address generation and assignment

10
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services provided by a dynamic host configuration protocol
(DHCP) server. Details of an automatic private internet
protocol addressing implementation.in accordance with an
embodiment of the invention, in particular detéilsrof
serverless operation, as well as network aséigﬁed internet
protocol aadressing,'aré’descfibed by the Plug and'Play
Networking with Microsoft Automatic Private IP Addressing
article, dated March 1998, in the Internet Protocol Helper
section of the Microsoft® Windows® Platform Software
Development Kit (SDK) in_ the Mﬁcrosoft Developer Network
(MSDM®) Library. .Similar automatic addressing mechanisms may
be included for netWorking protbcols other than the internet
protocol (IP). Although not shown in Figure 3, embodiments of
the invention may include a conventional dynamic host
configuration protocol (DHCP) module capable of providing for
network assigned internet protocol addressing.

[0034] = In an‘embodimént-of the invention, the networking
service 306 includes an ad hoc network convergence modulé 320
for facilitating efficient ad hoc network formation. The ad
hoc inetwork convergence module 320 may include an ad hoc
network parameter generator 322, an ad hoc network convergence.
rule set 324 and an ad hoc network address acquisition mode
modile 326. .

[0035] The ad hoc network parameter generator 322 may
generate ad hoc network parameters suitable for pseudo-random
distribution such as network identifiers and radio fregquency
channel selections (e.g., wireless communicatipn channel
numbersj. The ad hoc network convefgence rule set 324 may
includevone or more ad hoc hetﬁdrk convergence'rules utilized
by the ad hoc network convergence module to facilitate ad hoc
network convergence. In particular, the ad hoc network
convergence rule set 324 may determine one or more ad hoc
network parameters that are not suitable for pseudo~random

distribution and/or for which an optimal choice from an

11
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available'set of values is possible such as physical layer
communication scheme (e.g., “PHY type”) selection. The ad hoc
network address acquisition mode module 326 may manage
transitions of thé networking'Sérvice 306 to and from anuad
hoc network address acquisition mode, for example, from and to
an infrastructure and/or default network address acquisition
mode . ’ '

[0036] The networking service 306 may further include a
network name or service set identifier (SSID)~328.' The
service set identifier'328 need not include computer-—
executable instructions, for example, the service set
identifier 328 may be a data field stored in system memory 106
(Figure 1). The service set identifier 328 may be
simultaneously associated with distinct ad hoc networks, for
example, the ad hoc netwdrks 218 and 220 (Figﬁre 2) may bke
associated with same service set identifier 328 values. In an
embodiment of the invention, two or more ad hoc networks
associated with same service set identifier 328 values have a
goal of convergence to a single ad hoc network such as the ad
hoc network 216. Of course, the networking service 306 may
include multiple service set identifiérs such as the service
set identifier 328, although, for clarity, only one such is
depicted in Figure 3.

[0037] In an embodiment of the invention, the networking
service 306 may further includé an ad hoc network graphical
user interface (GUI) 330 for configuring, commanding and/or
dtherhise'interaétiﬁg with the netWorking serviée 306. 1In one
or more alternate embodiments of the invention, the ad hoc
network graphical user interface 330 may be incorporated into
a general network joining graphical user interface not
specific to ad hoc networks, and need not be a part of the
networking;serviCe 306. In particular, a user of the computer
302 may input a value for the service set identifier 328 with

the ad hoc network graphical user interface 330. The service



WO 2007/005331 PCT/US2006/024452

set identifier 328 value may be entered with an alphanumeric
keyboard, selected from a list of options and/or input with
any suitable graphical or non-graphical user interface device
and/or control, or, for example, automatically determined
based on one or more networks {(not necessarily ad hoc networks
216, 218, 220 of Figure 2) detected by one or more network
interface cards 308, 310. |

[0038] Each computer 202, 204, 206, 208, 210, 212 and 214
(Figure 2) may include some or all of the elements depicted in
Figure 3. 1In particular, some or all of the computers 202,
204, 206, 208, 210, 212 and 214 may include the ad hoc network
convergence moduie‘BZO. In'an‘embodiment of the invention,
samé or similat opéfation of thé ad hoc network pafametef
generator 322, the ad hoc network convergence rule set 324
and/or the ad hoc network address acquisition module 326 at
each computer 202, 204, 206, 208, 210, 212 and 214 enables
efficient ad hoc network formation.

[0039] Having:described the example architecture 300,
example methods for efficient ad hoc network formation are now
described. In an embodiment of the invention, faster ad hoc
network convergence is facilitated by generating same or
similar ad hoc network pérameter values from a single seed
value and/or from a same set or subset of convergence rules.
Figure 4 depicts example steps for fabilitating ad hoc network
convergence in accordance with’an embodiment of the invention.
[0040] At step 402, an ad hoc network identifier, such as
the service set identifier (SSID) 328 (Figure 3), may be
received, for example, by the ad hoc network convergence
module 320. The ad hoc network identifiér is typically an
alphanumerié or Unicode® characﬁer'string, but may be any
suitable ad hoc network name or identifier. For example, a
group of people, each with a computer 202, 204, 206, 208, 210,
212 and 214 (Figure 2) incorporating the networking service

306, may gather in a meeting room and decide to form an ad hoc

13
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network. It may be that the group decides to call the ad hoc
network “meeting” and that one ¢or more of the group members
enter the network name (i.e., fhe éer&ice set identifier 328
value) “meéting” with the ad hoc network graphical user
interface 330. A first to enter the network name “meeting”
may be considered a founder of the ad hoc network. 1In this
example, the service set identifier 328 wvalue “meeting” is
then received by the ad hoc network convergence mbdule 320
from the ad hoc network graphical user interface 330,
directly, or by.way of the nétworking‘service 306;n'The
service set identifier 328 value “meeting” may be
automatically received by one or more of the group members
and, for example, result in a graphical invitation to join the
ad hoc network “meeting” which each invitee may éccept, reject
or ignore. | . VV '

- [0041] © At step‘404, one or more ad hoc network pérameters
may be génerated as a function, for example a cryptographic
one-way hashing function, of the service set identifier 328
(Figure 3) value. The example depicted by Figure 4 shows two
ad hoc network parameters being generateq at sub-steps 406 and
408 of step 404. Each of.sfeps‘404, 406.and 408 may perform
ény Suiﬁable cryﬁtograpﬁic'hash function. Such cryptographic
hash functions are well-known in the art and need not be
described here in detail. Steps 404, 406 and/or 408 may be
performed by the ad hoc network parameter generator 322. Each
computer 202, 204,‘206, 208, 210, 212 and 214 (Figure 2) may
incorporate the ad hoc network paramete;‘generétor 322. The
ad hoc nefwork parametér generator 322 may generate the same
one or more ad hoc network parameter values at each computer
202, 204, 206, 208, 210, 212 and 214 that is supplied with the
same service set identifier 328. i

[0042] At .step 406, a basic service set identifier (BSSID)
may be génerated.aS»a function, for example a cryptographic

hash function, of the service set identifier 328 (Figure 3)

14
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value. Despite their similar names, thbge of'Skill in the art
will appreciate'thét‘the'service set identifier (SSID) 328 and
the basic service set identifier (BSSID) are distinct
identifiers serving in different roles. For example, in
contrast to the service set identifier 328 which may be chosen
by the computer 302 user to idéntify the ad hoc network 216
(Figure 2); a mgdia access contrél (MAC)'address associated
with one of the nefwbrk.inférface cards 308 or 310 ﬁay be
utilized in conventional systems and methods as the basic
service set identifier. In an embodiment of the invention,
the ability for different basic service set identifiers to be
associated with the same service set identifier can be a cause
of ad hoc network convergence inefficiency, for example,
resulting in mulfiple ad hoc networks 218 and 220 (Figure 2)
instead of the single ad hoc network 216, so that generating
the basic service set identifier as a function of the service
set identifier may prevent this inefficiency.

[0043] At step 408, ‘a wireless communication channel number
f may be generated as a fﬁnctibn, for example, a cryptographic
hash function, of the service set identifier 328 {(Figure 3).
Again, choice of different channel numbers by different
compute;s 202, 204, 206, 208, 210, 212 and 214 (Figure 2)
during ad hoc network formation may cause ad hoc network
convergence inefficiency. 1In an embodimént of the invention,
generating a sameé wireless communication channel number as a
function of the same service set identifier 328 value at each
computer 202, 204, 206, 208, 210, 212 and 214 prevents this ad
hoc network formation inefficiency. .

[0044] At step 410; a physical layer communication scheme
(e.g., “PHY typé?).may be se;ected ffom é,set of available
schemes. For example, each computer 202, 204, 206, 208, 210,
212 and 214 (Figure 2) may include network interface cards
308, 310 supporting one or more of PHY types IEEE 802.11a,
802.11b 'and 802.11g. Step 410 may be performed at each
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computer 202, 204, 206, 208, 210, 212 and4214 during ad hoc
network formation, and a PHY type may be selected, for
example, in accordance with some subset of the ad hoc network
convergence rule set 324 (Figure 3). Example steps for
selecting the physical layer'communication.scheme.in
accordance with an embodiment of the invention are described
below in more detail with reference to Figure 7.

[0045] Having established a common set of ad hoe network
parameters at computers 202, 204, 206, 208, 210, 212 and 214
(Figure 2), at step 412, an ad hoc network formatlon protocol
may be berfoimed; for eXample, by the computers 202, 204, 206,
208, 210, 212 and 214, utilizing (i.e., parameterized with)
the common set of ad hoc network parameters. Step 412 may
include explicit parameterization of the ad hoc network
formatlon protocol, for example, the ad hoc network
convergence module 320 (Flgure 3) may. store generated,
selected and/or determlned ad hoc network parameter values
with the networking service 306. In an embodiment of the
invention, as compared to a conventional lack of co-ordination
between computers 202, 204, 206, 208, 210, 212 and 214,
establishment of the common set of ad hoc network parameters
at steps 404, 406, 408 and/or 410 do result in a more
efficient’ad hoc network formation. FPurther detaills with
respect to ad hoc network formation are described below with
reference to Figures 5 and 6.

[0046] Figure 5 depicts example steps for ad hoc network
formation in accordance with an embodiment of the invention.
In particular, Figure 5 depicts example steps for efficient
network address acquisition in a computer networking
environment independent of infrastructiire network resources
such as dynamic host configuration.profocol (DHCP) servers.
For example, the steps depicted in Figure 5 may be performed

as part of step 412 (Figure 4).
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[0047] At step 502, an instfucpion to join a computer.
network may be received. - For exemple, the networking service
306 (Flgure 3) may receive the«instruction.to join”the
computer network from the computer operating system 304. At
'step 504, a type of the computer network to be joined may be
determined. In particular, it‘may be determined whether the
computer to be joined is’ an infrastructure computer network or
an ad hoc computer network. The determination of step 504 may
be made in accordance with a context of the iﬁstruction to |
join (the context may even explieitly specify the network
type), or, for example, the ad hoc network convergence module
320 may query the networking service 306 and/or the computer
operating system 304 for information corresponding to the
network type. In an'embodiment of the invention, steps 502
and 504 occur in concert with step 402 (Figure 4) and prior to
steps 404 and 410.

[0048]} With the network type determined at step 504, the
network type may be tested at step 506. TIf the neﬁwork is an
ad hoc network,’the procedure may progress to step 508.
Otherwise, the pfocedure may progress to step 510. At step
508, an ad hoc network address acquisition (ANAA) mode may be
activated, for example, by the ad hoc network address
acquisition mode module 326 (Figure 3).. In particular the ad
hoc network address acqu1s1tlon mode may avoid active
reference of 1nfrastructure network resources such as dynamic
host configuration protocol (DHCP) servers. In contrast, at
step 510, without ad hoc network address acguisition mode
having been activated, an attempt may be made to acquire a
network address from just such an infrastructure network
resource. With ad hoc network address acguisition mode
activated, the procedure may progress to step 512.

[0049] At step 512, accelerated acquisition of an ad hoc
network address may occur independent of infrastructure

network resources. Figure 5 depicts two example sub~steps 514
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and 516 of step 512 suitable for incorporation into step 512
when the ad hoc network address to acquire is an internet
protocol (IP) address, however, as will be apparent to one of
skill in the art, each embodiment of the ihyention is not so
limited. At step 514, an automatic private IP address (APIPA)
may be acquired, for example, with ' the aﬁtomatic private IP
address (APIPA) module 318 (Figure 3). Since, in an
embodiment of the invention, the automatic private IP address
is assigned pseudo-randomly and without reference to a
coordinating infrastructure network resource, there is a
chance that more than oné computer 202, 204,.206, 208, 210,
212 and 214 (Figure 2) ‘in a'forming.ad hoc network 216 may
acquire a same automatic private IP address. At step 516,
such duplicate addresses may be detected and reacquired in a
conventional duplicate address detection prqcedure.

[0050] Significantly, the aa_hoc network address
acquisition mode acinated at step 508 may be an accelerated
and/or a more efficient mode of network'addreSs acquisition
for ad hoc network as compared to, for example, a default oxr
infrastructure network address acquisition mode. For example,
the default or infrastructure network address acquisition mode
may include one or more steps corresponding to step 510 at

- which an attempt may be made to~acquire a network address from
a dynamic host configuration protocol server or the like. TIf
such an attempt is made on a network that lacks such
infrast;ucture, some amount of time will be wasted (e.g., 60
seconds) before the attempt times out, even if, one or more
steps corresponding to step 512 are.then‘performed. The ad

" hoc network address acquisition mode may avoid poténtially
difficult problems associated with enhancing infrastructure
element detection efficiencies, by avoiding such detection
attempts. In an embodiment of the invention, the ad hoc
network address acqﬁisition mode thus enhances ad hoc network

formation efficiency. In one or more embodiments of the

18



WO 2007/005331 PCT/US2006/024452

invention, the ad hoc network address acquisition mode may
proceed'in parallel with one of more aiternative network
address acquisition modes ' such as the default or
infrastructure ﬁetwérk‘address acquisition modes, and, for
example, one or more network addresses obtained with
alternative network address acquisition modes may supplement
or replace the network address acquired by the ad hoc network
address.acquisition mode.

[0051]. Once the ad hoc network address has been.
successfully acquired ét step 512, the computer 202, 204, 206,
208, 210, 212 and 214 (Figure 2) performing the step 512 may
be considered to have joined an ad hoc network such as the ad
hoc network 216, 218 or 220. At some point,'the computer 202,
204, 206, 208, 210, 212 and 214 may ieave the ad hoc network
216, 218 or 220.~‘Figure-6 depicts example steps for leaving
the ad hoc network 216, 218 or 220 in accordance with an
embodiment of the invention. A connecting symbol 518
indicates a continuity between the steps depicted by Figure 5
and the steps depicted by Figure 6.

[0052] At étep 602, an ad hoc netWork.disjoin notification
may be iecéived,:for éXample, by tﬁe ad hoc network
convergence module 320 (Figure 3). In an embodiment of the
invention, ad hoc network disjoin notifications correspond to
conventional media disconnect potifications provided by the
networking service 306. In résponse to the ad hoc network
disjoin noﬁification,.at step 604, the ad hoc ﬁetwprk address
acquisition (ANAA) mode éctivated at step 508 kFigure 5) may
be deactivated. As a result, the networking service 306 may
revert to a default or infrastructure mode of network address
acquisition.

[0053] Figure 7 depicts example steps for selecting the
physical layer communication scheme in accordance with an
embodiment of the invention. At step 702, it may be

determined if the physical layer communication scheme (e.g.,
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“PHY type”) is to be selected manually. For example, a
configuration element of the networking service 306 (Figure 3)
may indicate whether then physical layer communication scheme
is to be selected manually or automatically. If the physical
layer communication scheme is to be selected manually, the
procedure may progress to step 704. Othérwise the procedure
may progreés to step'706. | " .

[0054] At step 704, a physical layer communication scheme
selection graphical user interface (GUI) may be displayed to
the computer 302 (Figure 3) user, for examﬁle, by the
networking service 306. The physical layer communication
scheme selection graphical user interface may present physical
layer communication scheme options for selection by the
computer 302 user. For example, the physical layer
communication scheme options may be determined by capabilities
of the network interface cards 308, 310. At step 708, a
selection made by the computer 302 uéerfmay‘be received, for
example, by the networking service 306.

[0055] At step 706, a number of available physical layer
communication schemes may be determined. For example, the ad
hoc network convergence module 320 (Figure 3) may query the
networking service 306 with respect to the capabilities of the
network interface cards 308, 310 Qf the éomputér 302, If the
number of available physical layer communication schemes is
determined to be more than one, then the procedure may
progress to step 710. Otherwise, the procedure may progress
to step 712. At step 712, the single available physical layer
communication scheme may be selected, or, if there are no
availabie physical layer communication séhemes,'alprogrammatic
exceptioh may be raised. o

[0056] At step 710, it may be determined if the IEEE
802.11a, 802.11b and 802.1lg physical layer communication
schemes are available. If the IEEE 802.1la, 802.11b and

802.11g physical layer communication schemes are available,
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the procedure may progress to step 714. Otherwise, the
procedure may progress_to step -716. At step 714, the IEEE
802.11g physiéal layer communication scheme may be selected.
In an embodiment of the invention, selecting fhe IEEE 802.11g
physical layer communication scheme fér this condition
optimizes ad hoc network convergence because the IEEE 802.1lg
physicél layer communication scheme has a backwards
compatibility with the 802.11b physical layer communication
scheme wliereas neither 802.11b nor 802.1lg are backward
compatible 802.11a.

[0057] At step 716, it may be determined if the IEEE
802.11b and 802.11lg physical layer communication schemes are
available. If the IEEE 802.11b and 802.11g physical layer
communication schemes are available, the procedure may
progresé to step 718. ©therwise, the.prbcedure may progress
to step 720. At step 718, the IEEE 802.1lg physical layer
communication scheme may be selected. In an embodiment of the
invention, selecting the IEEE 802.1I§ physical layer
communication scheme for this condition optimizes ad hoc
network convergence because.the IEEE 802.11g physical layer
communication scheme has a backwards compatibility with the
802.11b physical layer communication scheme.

[0058] As indicated by the dashed lines 722, 724 .and 726,
each of the condition-action pairs, that is, steps 706 and
712, steps 710 and. 714, and steps 716 and 718, may be
considered to be an ad hoc netwérk convergence rule suitable
for encoding and/or incorporation in the ad hoc network
convergence rule set 324 (Figure 3). Each embodiment of the
invention need not have each of the rules 722, 724 and 726.
An embodiment of the invention may have less or more than the
rules 722, 724 and 726. Additional and/or different rules may
have an ad hoc network convergence condition and an ad hoc
network convergence action similar to the rules 722, 724 or

726, but each embodiment of the invention is not so limited.
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The ad hocxnetwork convergence condition may include any
éuitable predicaté,7for examplé/ aé defined'by a database or
programming language. The ad hoc network convergence action
may include any suitable set of programmatic instructions, for
example, as defined by a database or programming language and
including function calls and other interactions with the
operating system 304 (Figure 3) of the computer 302 and with
remocte computerks) ilé'(Figﬁre 1). '

[0059] Having exhausted the rule set 722, 724 and 726 in
this example, the procedure may progress to step 720 to
attempt a ranking-based physical layer communication scheme
section procedure. Although, in an alternative embodiment of
~the invention, steps. 720 and 728 are omitted and a.
programmatic exception is raised if the ad hoc network
convergence rule set 324 is exhausted.

[0060] At step 720, -each available physical layer
communication scheme may be ranked according to its ad hoc
network convergence efficiency. For examplé, each physical

" layer communicatién schéme may be associated with a configured
convergence rank or convergence ranking function, and the
available physical layer coﬁmunication schemes may be ranked
according to their respective configured convergence ranks
and/or a result of their respective convergence ranking
functiohs. Suitable parameters for conﬁérgence ranking
functions includé.thé set of évéilabie physical layer
communication schemes, their configured convergence ranks
and/or their convergence ranking functions. Convergence
ranking functions may ﬁodify existing configured convergence
ranks andfor return new convergence ranks outright.

[0061] At step.728, a highest ranking physical layer
communicafion scheme méy be selected. Where two or more
physical layer communication schemes are equally ranked, the
selection may be chosen deterministically from among the

equally ranked physical layer communication schemes, for
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example, in reverse alphabetical order of scheme names. 1In an
embodiment of the invention, the steps depicted in Figure 7
ensure that a same or compatible selection of physical layer
communication scheme is made across the groﬁp of computers
202, 204, 206, 208, 210, 212 and 214 (Figure 2) attempting to
converge into the single ad hoc network 216, thus enhancing ad
hoc network convergence efficiency.

[0062] In the example depicted by Figure 7, steps 720 and
728 are shown as steps that may be performed in addition to,
or instead.of, those steps associated'with ruleé 722, 724 and
'726. Hoﬁever, in-an altérnative embédimen£ 6f the'invention,
steps 720 and 728 may be implemented as one or more ad hoc
network convergence rules in the convergence rule set 324
(Figure 3). Where steps are implemented as rules in the -
convergence rule set 324, the fules in the convergence rule
set 324 may be interpreted by the ad hoc network convergence
module 320. Othérwise; steps may be cogvéntionally
incorporated into, for example, the ad hoc network convergence
module 320. '

[0063] All references, including publications, patent
applicatidns, and patents, cited herein are hereby
‘incorporated by, reference to the same extent as if each
reference were individually and specifically indicated to be
incorporated byvreference and were set forth in its entirety
herein.

[0064] The use of the‘terms Ya” and “an” and “the” and
similar referents in the context of describing the invention
(especially in the context of the following claims) are to be
construed to cover both the singular and the plural, unless
otherwise indicated herein or clearly contradicted by context.
The terms'“comprising,” “having, ” “including,” and
“containing” are to be construed as Qpen—ended‘terms (i.e.,
meaning “including, ‘but not limited to,by unless otherwise

‘noted. Recitation of ranges of values herein are merely
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intended to serve as a shorthand method of referring
indiyidﬁally to each separate value falling within_the range,
unless otherwise inaicated herein, and each separate wvalue is
incorporated into the specification as if it were individually
recited herein. All methods described herein can be performed
in any suitable order unless otherwise indicated herein or
otherwise clearly contradicted by context. The use of any and
all examples, or exemplary language (e.g., “such as”) provided
herein, is intended merely to better illuminate the invention
and does not pose a limitation on the scope of the invention
unless otherwise claimed. No language in the specification
should be construed as indicating any;non—élaimed element as
essential to the practice of the invention.

[0065] Preferred embodimehts of this invention are
described herein, including the best mode known to the
inventors for carrying out the invention. Variations of those
preferred embodiments may become apparent to those of ordinary
skill in the art upon reading the foregoing description. The
inventors expect skilled artisans to employ’such variations as
éppropriaté,land the inventors intend for the invention to be
practiced otherwise than as specifically described herein.
Accordingly, this invention includes all modifications and
equivalents of the subject matter recited in the claims
appended hereto as permitted by applicable iaw. Moreovér, any
combination of the above-described elements in all possible
variations thereof is encompassed by the invention unless
otherwise indicated herein or otherwise élearly contradicted

by context.
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WHAT IS CLAIMED IS:

1. A computer-readable medium having thereon computer-
executable instructions for efficient formation of an ad hoc
network comprising:

'reéeiQing an ad hoc network identifier;

generating at least one ad hoc network parameter as a
function of, at least, the ad hoc network identifier; and

performing an ad hoc network formation protocol

parameterized with said at least one .ad hoc network parameter.

2. The computer-readable medium of claim 1, wherein the
ad hoc network is a wireless network in accordance with at
least one of a family of Institute of Electrical and
Electronics Engineers (IEEE) 802.11 data communication

standards.

3. The computer-readable medium of claim 1, wherein the

ad hoc network identifier comprises a service set identifier.

4. The computer-readable medium of claim 1, wherein
generating said at least one ad hoc network parameter
comprises generatihg said atlleast one ad hoc network
parameter as a cryptographic hash function of, at least, the

ad hoc network identifier.

5. The computer-readable medium of claim 1, wherein
said at least one ad hoc network parameter comprises a basic

service set identifier.
6. The computer-readable medium of claim 1, wherein

said at least one ad hoc network parameter comprises a

wireless communication channel number.
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7. The computer-readable medium of claim 1, wherein the
computer-executable instructions further comprise selecting a
‘physical layer communication scheme from a’set of. available
physical layer communiéation schemes in accordance with a set

of ad hoc network convergence rules. .

8. The computer—réadable medium of claim 7,’wherein the
set of available physical layer communication schemes comprise
at least one physical layer communication SChéme in accordance
with an Institute of Electrical and Electronics Engineers

(IEEE) 802.11 family data communication standard.

9. The computer-readable medium of claim 8, wherein the
set of ad hoc network convergence rules ¢omprise:

(a) if.the set of available physical layer communication
schemes includes only one physical layer communication scheme
then selecting that physical layer communication scheme; and

(b) if the set of available physical layer communication
schemes includes physical layer commuﬁication schemes in
accordance with IEEE 802.11b and IEEE 802.11lg then selecting
the physical layer communication scheme in accordance with

TEEE 802.1l1g.

10. The computer-readable medium of claim 8, wherein the
set of ad hoc network cohvergence rules comprise:

(a) if the set'of available physical layer communication
schemes includes only one physical layer communication scheme
then selecting that physical layer communication scheme; and

(b) if the set of available physical layer communication
schemes includes physical layer communication schemes in
accordance with IEEE 802.lla and IEEE 802.1lg then selecting
the physical layer;communicatibn scheme in accordance with

IEEE 802.11g.
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11. The computer-readable medium of claim 7, wherein
selecting the physical layer communication scheme comprises:
ranking each physical layer communication scheme in the
set of available physiCal layer communication schemes
according to its ad hoc network convergence,efficiency;'and
’ selecting a highest ranking physical layer communication
scheme in the éet of‘availablé physical layer commﬁnication

schemes.

12. A computerized system for efficient formation of an
ad hoc network comprising:
an ad hoc network convergence module configured to, at
least:
receive an ad hoc network identifier;
generate at least one ad hoc network parameter as a
function of, at least, the ad hoc network identifier; and
parameterize an ad hoc network fqrmation protocol
with said at least one 'ad hoc network parameter; and
a networking service configured to, at least, perform the
ad hoc network formation protocol parameterized with said at

least one ad hoc network parameter.

13. Thé computerized system of claim 12, wherein the ad
" hoc network is a wireless network in accordance with at least
one of a family of Institute of Electrical and Electronics

Engineers (IEEE) 802.11 data communication standards.

14. The computerized system of claim 12, wherein the ad

hoc network identifier comprises a service set identifier
15. The computerized system of claim 12, wherein

generating said at least one ad hoc network parameter

comprises generating said at least one ad hoc network
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parameter as a cryptographic hash function of, at least, the

ad hoc network identifier.

16. A computer-readable medium having thereon computer-
executable instructions for efficient formation of an ad hoc
network comprising:

receiving an instruction to join a network;

detecting that the network is an ad hoc network; and

activating an ad hoc network address acquisition mode
comprising accelefated”acquisition of ah ad hoc network

address.

17. The computer-readable medium of claim 16, the
computer-executable instructions further comprising:
receiving a network disjoin notification; and

deactivating the ad hoc network address acquisitioh mode.

18. The computer-readable medium of claim 16, wherein:
each ad hoc network address is an internet protoceol (IP)
address; and '
accelerated acquisition of the ad hoc network. address
comprises: '
acquiring an automatic private IP address; and

'performing duplicate address detection.

19. The computer-readable medium of claim 16, wherein,
"if the ad hoc network address acquisition mode is deactivated,
acquisition of a network address comprises attempting to
acquire the network address from a dynamic host configuration

protocol (DHCP) server.
20. The computer-readable medium of claim 16, wherein

the ad hoc network is a wireless network in accordance with at

least one of a family of Institute of Electrical and
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Electronics Engineers (IEEE) 802.11 -data communication

standards.
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