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HARDWARE AUTHENTICATION SYSTEM

Field of Invention

The invention relates to authentication of hardware devices, and more specifically,

but not limited to, Trusted Platform Module (TPM) systems.

Background

In some situations it is desirable to check the integrity of computer hardware and/or
software, for example to ensure that the system has an approved configuration and is
secure. Thus a computer system may be provided which includes a Trusted Platform
Module (TPM) chip, containing a unique and secret RSA key, which can be used to

authenticate hardware devices.

Current TPM systems contain Platform Configuration Registers (PCRs) which detail
the expected hardware (and/dr software) of a system, such that when the system
boots via the Basic Input Output System (BIOS), the hardware found during Power
On Self Test (POST) can be checked against those listed by the TPM, wherein on

finding a match the system is considered to be trusted.

However, if the hardware is modified, such as by adding an external device, the

system is no longer trusted by TPM as the respective hardware lists are no longer
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identical. This may occur even if the change is minor such as a software or firmware

update.

As a consequence the system may not be able to load software which relies on the
platform being trusted, as may be the case with high-security applications. This is
undesirable when the changes are insignificant with respect to the security of the

platform.

The problem is therefore how to allow a user to update their hardware (and/or

software) without contravening the trust provided by TPM.

Summary of Invention

In an aspect of the invention, there is provided an authentication system for a
computer system on which an operating system may be loaded,

said computer system including a Basic Input Output System which runs a
Power On Self Test when power is applied to the computer system;

characterised in that if an external device is found during the Power On Self

Test, said external device is checked for validity to determine if it is trusted or not.

In one embodiment the validity of the external device is checked before an operating

system is loaded.
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Thus external devices can be added to the computer system before the operating
system loads, such that the root of trust is extended (at a low level) to the external
device. Advantageously, as the trust is extended before the operating system loads,

the security risk of malignant software creating false trust is reduced.

In one embodiment the user is responsible for validating the external device, and is
prompted to select if the external device is trusted or not. In a further embodiment
the validity of the external device is determined by a policy. In a yet further

embodiment the validity of the external device is determined by a remote server.

In one embodiment the authentication system is integrated into the BIOS. Typically a

BIOS can be updated or modified to include the authentication system.

In one embodiment the computer system includés a Trusted Platform Module (TPM)
for determining if devices are trusted or not. Typically the TPM contains one or more
Platform Configuration Registers (PCRs) that defines which devices the root of trust

may be extended to.

In one embodiment the root of trust is extended to devices considered to be trusted
by the authentication system. This has the advantage over the TPM alone which
cannot extend the root of trust to external devices, as the PCRs defined by the TPM

are static.



WO 2013/119103 PCT/MY2013/000022

10

15

20

In one embodiment the devices considered to be trusted can be checked for validity

with a remote server.

In one embodiment the computer system is virtual. Thus the authentication system
can be used to verify devices on an isolated guest operating system, within a normal

host operating system, before the guest operating system is loaded.

In a further aspect of the invention, there is provided a method of authenticating
devices in a computer system comprising the steps of:

running a Power On Self Test from a Basic Input Output System when power
is applied to the computer system;

characterised in that if an external device is found during the Power On Self

Test, said external device is checked for validity to determine if it is trusted or not.

In one embodiment a Trusted Platform Module (TPM) extends root of trust to

devices indicated as being trusted by Platform Configuration Registers (PCRs).

In one embodiment, if the external device is considered to trusted by a policy, or by a

user in response to a prompt, the root of trust is extended to the external device.

Typically the root of trust is extended prior to an operating system being loaded.

Brief Description of Drawings




WO 2013/119103 PCT/MY2013/000022

10

15

20

It will be convenient to further de.scribe the present invention with respect to the
accompanying drawings that illustrate possible arrangements of the invention. Other
arrangements of the invention are possible, and consequently the particularity of the
accompanying drawings is not to be understood as superseding the generality of the

preceding description of the invention.

Figure 1 is a schematic view of an authentication system according to an

embodiment of the invention.

Detailed Description

In general the system comprises the following steps, as indicated by the dashed lines

in Figure 1:

When the user starts up 100 the machine, the Basic Input Output System (BIOS) runs
a Power On Self Test (POST), and then measures, loads and runs a Hardware and

Firmware Authentication System, hereinafter referred to as a Substantiation System.

The Substantiation System collects 101 all platform evidence of the machine
(hardware properties such as manufacture date, serial number, version, test

functionality of the device etc).
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The Substantiation System then verifies 102 collected platform evidences with the

local core evidence storage.

If validation is required in order to boot the platform, Substantiation System sends

103 collected platform evidences to server for validation process.

The Substantiation System then executes 104 server’s instruction(s) for the next

stage of booting the machine.

Figure 1 can be explained in more detail as follows;

The trusted BIOS loads up and runs 200 POST, which checks 201 if the next boot
device is either an external device or an internal device. If it is an internal device,
trusted BIOS measures 202 internal memory/storage and extend the measurement to
PCR to define which devices are trusted. The trusted BIOS loads 203 Substantiation
System into main memory and calls 204 Substantiation System. The Substantiation
System measures 205 Root of Trust for Measurement (RTM) from the Internal Core
Evidence Storage i.e. a secure storage device or database and also extends these

measurements to PCR 240, then loads and calls 206 RTM.

The Substantiation system checks 207 if it is the first time run or not. If it is not first
time run, it will collect 214 hardware evidence by executing functional tests on the

hardware. The collected evidence is measured 215 and the stored evidence is
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measured 216. The Result of measurement for new evidence and stored evidence are

compared 217, and any differences are checked 218.

If it is the first time run, the location of the initial core evidence is checked 208. If it
is local core evidence storage, hardware evidence is collected by executing 210
functional tests on the hardware on the machine. If the core evidence is not local,
local core evidence storage is created 209 based on configuration or properties
policy. The collected evidence is measured 211 and the measurement is extended to
the PCR 240. The evidence is stored 212 inside the Internal Core Evidence Storage.
The need to update the server is checked 213. If an update to the server is not needed,

it will proceed to the next booting stage and the process ends 226.

If the integrity of the system is valid, the client and server are informed 219 about the

changes on the platform, and the server makes security related decisions 220.

If the POST determines that there is an external device, such as an external drive, the
trusted BIOS measures and loads the external Master Boot Record (MBR) and

extends 222 it to PCR 240.

The MBR measures 223 the external storage and extends it to PCR 240. The trusted
BIOS executes 224 the Substantiation system to determine if the external storage is
trusted — a user prompt may be generated asking the user if the device is trusted or

not. The Substantiation system may also check 225 whether validation with server is
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needed or not. If \}alidation with the server is needed, secure communication is
established 227, and the client sends 228 evidence to the server. The server compares
229 the evidence sent with core evidence stored inside the server and checks 230 if
the compared evidences is valid or not. The server informs the client machine that
the machine is trusted 232 or not trusted 231 accordingly, and then the Substantiation
System executes 221 server instructidns. If the external device is not trusted it is

halted or the process of concern is stopped.

It will be appreciated by persons skilled in the art that the present invention may also
include further additional modifications made to the device which does not affect the

overall functioning of the device.
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Claims

An authentication system for a computer system on which an operating system
may be loaded,
said computer system including a Basic Input Output System which runs
(200) a Power On Self Test when power is applied to the computer system;
characterised in that if an external device is found during the Power On
Self Test, said external device is checked for validity (224) to determine if it is

trusted or not.

An authentication system according to claim 1 wherein the validity of the

external device is checked (224) before an operating system is loaded.

An authentication system according to claim 1 or 2 wherein the user is

prompted to select if the external device is trusted or not.

An authentication system according to any preceding claim wherein the

authentication system is integrated into the Basic Input Output System.

&

An authentication system according to any preceding claim wherein the
computer system includes a Trusted Platform Module for determining if

devices are trusted or not.
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An authentication system according to claim 5 wherein the Trusted Platform
Module contains one or more Platform Configuration Registers that define a

root of trust indicating trusted devices.

An authentication system according to claim 6 wherein the root of trust is

extended to devices considered to be trusted.

An authentication system according to claim 7 wherein the devices considered

to be trusted can be checked for validity with a remote server.

An authentication system according to any preceding claim wherein the

computer system is virtual.

A method of authenticating devices in a computer system comprising the steps
of:

running (200) a Power On Self Test from a Basic Input Output System
when power is applied to the computer system;

characterised in that if an external device is found during the Power On
Self Test, said external device is checked for validity (224) to determine if it is

trusted or not.
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A method according to claim 10 wherein a Trusted Platform Module extends
root of trust to devices indicated as being trusted by Platform Configuration

Registers.

A method according to claim 11 wherein if the external device is valid, the

root of trust is extended thereto, prior to an operating system being loaded.

A method according to any of claims 10-12 wherein the check for validity

comprises a user’s answer in response to a prompt.
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