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SECURITY SYSTEMS AND METHODS

BACKGROUND OF THE INVENTION

00011 With an increasingly mobile worldwide populace, computing devices are
frequently being transporied across the face of the globe. When passing
through security chackpoints, for example securily checkpoints found in many of
the world’s airports, computing devices may be subjected to a "power on” test {0
asceriain that the device is actually a computing device, and o ascertain
whether the computing device contains legitimate hardware, firmware, or
software. While such tesis can be effective at detecling counterfeit computing
devices, they are often incapable of detecting whether the hardware, firmware
or software confained in the compulting device has been compromised, altered,
or counterfeited. The problem becomes particularly acute when one or more
security devices within the compuling device have been compromisead, altered,

or removed.

BRIEF DESCRIPTION OF THE DRAWINGS

0002} Advantages of one or more disclosed embodiments may become
apparent upon reading the following detailed description and upon reference o

the drawings in which:

100031 Fig. 1 is a schematic diagram depicling an illustrative securily system,

according (o one or more embodiments described herein;

00041 Fig 2 is a schematic diagram depicling another illusirative security

sysiem, according to one or more embodiments described herein;

{pe05] Fig. 3 is a flow diagram depicling an illusirative security method,

according 1o one or more embodiments described herein; and

0008) Fig. 4 is a flow diagram depicting anocther illustrative security method,

according to one or more embodiments described heregin.
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DETAILED DESCRIPTION

00077 With a plethora of portable electronic devices, such as lapltop and
portable computers, disposed among an increasingly mobile world population,
the securily of the portable eleclronic device itself and the data contained
therein have come under increased scrutiny due 1o the potential security threatl
preseried by such devices and the dala they contain. While varying fest
methods have been developed and employed (o detect counterfeit, altered, or
otherwise compromised slectronic devices, a simple test system or method o
detect whether a portable electronic device has been compromised would
provide security persornnel with the ability to detect and halt the fransport of
such devices. To accomplish this task, security systems useful in detecling
counterfeil, altered, or otherwise compromised electronic devices are provided
herein. Additionally, security methods useful in detecting counterfeil, altered, or

otherwise compromised electronic devices are also provided herein.

{0008] Security methods are provided. The methed can include comparing a
first device ideniifier disposed within a component with a second device
identifier disposed within an immulable memory. The component and the
immutable memory can be disposed at least partially within an elecironic
device. The method can include starting the electronic device normally if the
first device identifier corresponds {0 the second device identifier. The method
can further include providing at least one indicia if the first device identifier fails

to correspond to the second device identifier.

(0008} Securily sysiems are also provided. The system can include a
component having a first device identifier and an immutable memory having a
second device identifier. The system can further include an algorithm, which
when executed by the system, can compare the first sscurity device identifier to
the second securily device identifier. If at least a portion of the first device
identifier corresponds (o at least a portion of the second device identifier the
system can start normally. If the first device identifier fails to correspond to the

second device identifier the system can provide at least one indicator.
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00101 Referring now o Fig. 1, an example security system 100 is provided.
The system 100 can include an electronic device 110 having a component 120,
an immutable memory 130, an input 140, an indicator 150, and a processor 160
at least partially disposed within. A first device identifier 125 can disposed at
least partially within the component 120. A second device identifier 135 can be
disposed at least partially within the immutable memory 130. The slectronic
device 110 can include any device having at least a portion of the lisied
elements disposed thersin. Such electronic devices can include, but are not
fimited {o, a laptop computer, a portable compuler, a netbook computer, a slale
computer, a fablet computer, a personal digilal assistant, a celiular

communications device, or a handheld gaming device.

{0011} The component 120 can include any device adapled to provide,
generate, or siore a unigue first device identifier 125, The component 120 can,
in some embodiments, include one or more devices non-delachably attached 1o
the electronic device 110, for example the component 120 can include one or
more surface-mount devices, e.g. one or more devices soldered directly to a
circuit board disposed at least partially within the electronic device 110, in
some embodiments, the component 120 can be non-detachably or otherwise
permanently atlached to the electronic device 110 in such a manner that the
removal of the component 120 renders the electronic device inoperable. In
other embodiments, the component 120 can include one or more devices
detachably attached to the electronic device 110, for example one or more

socket-mount devices.

(00121 In some embodiments, the component 120 can include a non-volatile
storage device such as a memristor, read-only memory {(ROM), or flash
memory. The component 120 can include one or more platform specific
modules, one or more temporal specific modules, one or more geographic
specific modules, or any combination thereof. In some embodiments, the
component 120 can include a Trusled Platform Module ("TPM"), a Trusted

Crypto Module ("TCM”), or similar security devices. In at least some
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embodiments, the component 120 can be communicatlively coupled fo the

immutable memory 130, or the processor 160 via one or more conduits 165

00131 As used herein, the term “couple” or “coupled” or components that are
referred (0 as in a stale of being “coupled” can refer to any form of direct,
indirect, optical or wireless eleclrical connection. The electrical connection can,
in one or more embodiments, include, but is not limiled o any electrically
conductive or magnetically inductive connection linking two or more devices.
The connection can be electrically conductive, for example using one or more
conductors such as copper or aluminum wire, conductive strips on a printed
circult board, or the like to connect two or more components. The conneclion
can be magnetically inductive, for example, stimulating the flow of current from
a transformer secondary coil by passing a current through a primary coll
inductively coupled 1o the secondary coil. The connection can be electro-
magnetic, for example by controlling current flow through a relay contact via an
independent relay coil such that passage of a current through the relay coil can

magnetically open and close the relay contact.

100141 Where the component 120 includes a platform specific module such as a
TPM, the TPM can include any number of devices, systems, or combination of
systems and devices compliant with the most recent TPM specification issued
by the Trusted Computing Group. In some embodiments, a hash key summary
can be disposed within a portion of the TPM to indicate the "as manufactured”
or “as initially configured” hardware and software configuration of the electronic
device 110. In some embodiments, a unigue RSA (encryption Key) can be
disposed, stored, or ctherwise embedded within the TPM at the time of
production of the electronic device 110. Thus, where the component 120
incorporates a TPM, a first device identifier 125 in the form of one or more hash
key strings, encryption keys, or other similar identifiers can be used to uniquely
distinguish not only a specific electronic device 110, but also, in some instances

the hardware, firmware, and software configuration of the eleclronic device 110,
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100181 Where the component 120 includes a platform specific module such as a
TCM, the TCM can include any number of devices, systems, or combination of
systems and devices suitable for providing at least one encryption key. In some
embodiments, a unigue private key can be disposed within a portion of the TCM
at the time of production of the electronic device 110, Where the component
incorporates a TCM, a first device identifier 125 in the form of one or more
encryplion keys, or other similar identifiers can be used o uniguely distinguish a

specific slectronic device 110.

(0016} Where the component 120 includes a geographic specific module, the
component 120 can include any number of devices, systems, or combination of
systems and devices suilable for providing a first device identifier 125 based in
whole or in part upon the geographic location of the electronic device 110.
Various methods can be employved by the geographic specific module to
ascertain the location of the elecironic device 110. In one example, a Global
Positioning System {"GPS”) receiver can be incorporated into the geographic
specific module to provide a device location using one or more GPS signals. In
another example, the geographic specific module can determine the physical
focation of the slectronic device 110 using an internet protocol (“IP”) address
detecied, for example, via a nelwork interface card {"NIC”) disposed within the
slectronic device. In yet another example, the geographic specific module can
determine the physical location of the electronic device 110 using one or more
cellular communication signals, for example, via one or more global system for
mobile communications ("GSM”) receivers, or via one or more code division
multiple access ("CDOMA”) receivers. Thus, in at least some embodiments, the
physical location of the electronic device 110 can provide at least a portion of

the first device identifier 125.

(060171 Where the component 120 includes a temporal specific module, the
component 120 can include any number of devices, systems, or combination of
systems and devices suitable for providing a first device identifier 125 based in
whole or in part upon one or more temporal indicia, for example & real time

clock ("RTC™), an slapsed time clock ("FETCY), or the like. Various methods can
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be used to ascertain the temporal indicia, for example, the component 120 can
include an ETC that is activaled upon accomplishment of a specific event, for
example initial activation of the electronic device 110 or one or more firmware or
software routines disposed in the electronic device 110, Thus, in al least some
embodiments, at least one temporal indicia associated with the electronic

device 110 can provide at least a portion of the first device identifier 125.

{00181 It can therefore be seen that the first unigue identifier 125, can include
any data suitable for uniquely identifying the elecironic device 110, In some
embodiments, the first unique identifier 125 can include any data suitable for
identifying one or more system parameters, for example a hardware, software,
or firmware configuration of the elecironic device 110. in some embodiments,
the first device identifier 125 can include any data suilable for determining one
or more physical parameters, for example the physical location or elapsed
operating time associated with a particular electronic device 110, In some
embodiments the first device identifier 125 can include any combinagtion of
unigue identification data, system parameter data, and physical parameter data

disposed within the component 120.

{00191 The immulable memory 130 can be disposed al least partially within the
electronic device 110. The immutable memory can include any iype of
permaneni, non-volatile storage device — examples include memristors, read
only memory ("ROM”), flash memory, and the like. The immutable memory 130
can include any number of systems, devices, combination of systems and
devices suitable for permanently sioring data. In some embodiments, the
immutable memory 130 can be a dedicated non-volatile memory module. In
other embodiments, the immutable memory 130 can be a non-volatile portion of
a larger volatile or non-volatile memory module.  For example, in some
embodiments, the immutable memory 130 can be a non-volatile memory
module disposed at least partially within a Basic Input/Qutput System ("BIOS™)

memory module disposed within the electronic device 110.
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100201 The immutable memory 130 can, in some embodiments, execute a
series of machine readable instructions that compare at least a portion of the
first device identifier 125 with at least a portic of the second device identifier
135, In some embodiments, the immutable memaory 130 can include a system
BIOS capable of performing a power-on self test ("POST") followed by
gxacution of one or more sets of machine readable instructions, for example
instructions to activate one or more sub-systems, such as a GPS receiver, NIC,
ETC, or RTC, disposed within the electrical device 110, If at least a portion of
the first device identifier 125 corresponds to al least a portion of the second
device identifier 135, the electronic device 110 can be permitied to perform a
specific action, for example execuling a machine readable series of instructions
associated with a boot routine to routinely start the electronic device 110, f at
least a portion of the first device identifier 125 fails 1o correspond o at least a
portion of the second device identifier 135, at least one indicator 150 can be
provided by the electronic device 1o indicate the failled correlation. For example,
in the event of 3 failed correlalion between at least g portion of the first device
identifier 125 and at least a portion of the second device identifier 135, the
electronic device can lluminate a predetermined serigs of indicalors 150, sound

a distinctive indicator 150, or generate a predetermined RF signal indicator 150.

100211 The second device identifier 135 can be disposed, writlen, stored, or
otherwise embedded in whole or in part within the immutable memory 130, The
second device identifier 135 can include any data useful in identifying one or
more electronic device parameters. In some embodimenis, the second device
identifier 135 can include a unigue identification data structure disposed within
the #mmuiable memaory 130, for example a unique identification string writlen
into the immuiable memory by the eleclronic device manufaciurer. In some
embodiments, the second device identifier 135 can include data structure
indicating a geographic area where the operalion or functionality of the
slectronic device 110 is permilied or prohibited. The geographic area can be
inclusive or exclusive, for example an inclusive data structure might indicale the
electronic device 110 is authorized o operate only within the United States, or

alternatively, an exclusive data structure might indicate the electronic device
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110 is authorized o operate in any area except the Uniled Siates. In some
embodiments, the second device identifier 135 can include data indicating a
temporal limit where the elecironic device 110 is permitied to operate, for
example a data string indicating the electronic device 110 is authorized o

operate only for 500 hours.

00221 The input 140 can include any number of sysiems, devices, or any
combination of systems and devices suitable for providing an inpui signal o the
elactronic device 110, In ils most basic form, the input 140 can be as simple as
a switch disposed on the eleclronic device 110, for example a “power” or “test”
switch. In some embodiments, the input 140 can include one or more devices
adapted to provide a variable input {o the electronic device 110, for example a
kevboard or a mouse input. In at least some embodiments, the input 140 can
be communicatively coupled o the immuiable memory 130 or the processor via

one or more conduits 155,

100231 In some embaodiments, a user can activale the input 140, for example by
pressing a power button disposed on the electronic device 110, In response o
the user activation of the power button input 150, the electronic device 110 can
commence a bootstrap ("boot’) sequence. In other embodiments, a8 user can
activate the input 140, for example by depressing a “test” bution disposed on
the surface of the electronic device 110, In response {0 the user aclivation of
the test button input 150, the electronic device 110 can enter a security test
mode and commence execution of one or more test sequences. In some
embodiments, the boot or test sequence can be invisibly performed by the
elecironic device 110 (i e. performed without providing an external indication o

a user).

{00241 The indicator 150 can include any number of systems, devices, or any
combination of systems and devices suitable for providing any tangibly or
intangibly delectable indication. In some embodiments, the indicator 150 can
inciude any tangibly detectable event, for example an event dstectable using

one or more of the human senses of sighi, hearing, touch, smell, or taste. In
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some embodiments, the indicator 150 can include any tangibly undetectable
event, for example an event undelectable using one or more of the human
senses, for example a radio frequency ("RF") signal. In some embodiments, the
operation of the indicator 150 can provide an indication of whether the
glectronic device 110 is functioning normally, for example during a normal boot
or test sequence. In some embodiments, the indicator 150 can be disposed on
or about the electronic device 110, for example one or more illuminated devices
or audible speakers disposed on the surface of the electronic device 110, In
some embodiments, the indicator 150 can be partially or complelely disposed
within the electronic device 110, for example a radio frequency transmitter

disposed within the electronic device 110.

{00251 In at least some embodimenis, the indicator 150 can be communicatively
coupled o the processor 160, the component, 120, the immutable memory 130,

or any combination thereof via one or more conduiis 165,

100267 The processor 1680 can include any number of systems, devices, or any
combinagtion of systems and devices suitable for executing a set of machine
readable instructions. In some embodiments, the processor 180 can include a
system or device dedicated (o execuling a sel of machine readable instructions,
for example a central processing unit (*CPU"} disposed within a computing
device. In some embodiments, the processor 160 can include one or more
shared sysiems or devices disposed within an elecironic device, for example

one or more coprocessors disposed within a computing device.

{00271 The processor 180 can, in some embodiments, execute a series of
machine readable instructions that compare at least a portion of the first device
identifier 125 with at least a portio of the second device identifier 135, if at least
a portion of the first device identifier 125 corresponds {o at least a portion of the
second device identifier 135, the electronic device 110 can be permitied to
perform a specific aclion, for example executing a machine readable series of
instructions associated with a boot routine 1o routinely start the electronic device

110. If at least a portion of the first device identifier 125 fails to correspond o at
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least a portion of the second device identifier 135, at least one indicator 150 can
be provided by the eleclronic device 1o indicale the falled correlation.  For
axample, in the event of a failed correlation between at least a portion of the
first device identifier 125 and at least a portion of the second device identifier
135, the electronic device can illuminate a predetermined series of indicators
150, sound a distinctive indicator 180, or generate a predetermined RF signal
indicator 150.

{0o281 The correlalion or relationship between the first device identifier 125 and
the second device identifier 135 can include one or more portions of device
identification data, device configuration data, device geographic data, device
temporal data, or combinations thereof. In some embodiments, the first device
ideniifier 125 can include a unigue equipment identifier embedded in the
component 120 by the device manufacturer while the second device identifier
135 can include the identical unique device identifier embedded in a portion of
the immutable memory 130 disposed within the eleclronic device 110,
Comparing the first device identifier 125 with the second device ideniifier 135
can, in such embodiments, provide an indication of whether the original
component 120 has been replaced with a substitute. For example comparing
the first device identifier 125 disposed in a Trusted Platform Module 120 within
a computing device with the second device identifier 135 disposed in an
immutable portion of the system BIOS 130 can provide an indication of whether
the original TPM 120 has been replaced or the original software, firmware, or

hardware configuration of the electronic device 110 has been changed.

(00291 In some embodiments, the first unigue identifier 125 can include an
identifier derived in whole or in part from the physical location of the elecironic
device 110, for example from a GPS receiver, a cellular recelver, or a2 NIC
adapler, disposed within the electronic device 110. The second unigue
identifier 135 can include in whole or in part, a listing of geographic regions
where the operation of the electronic device 110 is permitted or prohibited. For
example, the first unique identifier 125 can be derived using a GPS receiver

disposed within a ablet computing device 110, In such an embodiment, the
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first unigue identifier may indicate the physical location of the computing device
110 as being within in Boston, Massachusetis. The second unique identifier
135, disposed in an immutable portion 130 of system BIOS, can designate the
state of Massachusetis as a permilled area for use of the elecironic device 1140,
When, as in this example, the first device identifier {(e.g Boston,
Massachusetis) corresponds whally or partially with the second device identifier
{e.g. within Massachusetls), the processor 160 can permit normal operation of
the electronic device. On the other hand, should the first device identifier 125
indicate & physical location of Bangor, Maine, the first device identifier {s.g.
Bangor, Maine) and the second device identifier {e.g. within Massachusetlls)
would not correspond, and the processaor 160 can provide al least one indicator

150 in response.

{06630} In some embodiments, the first unigue identifier 125 can include an
identifier derived in whole or in part from one or more temporal parameters
associated with the electronic device 110, for example data collected using a
real time clock ("RTC”} or an elapsed lime clock disposed within the electronic
device 110. The second unique identifier 135 can include in whole or in part, a
temporal or time-based range over which operation of the electronic device 110
is permilted or, altermnatively, prohibited. For example, the first unique identifier
125 can be derived using data collected from an elapsed time clock disposed
within & portable compuling device 110, In such an embodiment, the first
unique identifier may indicate the elapsed time that the portable computing
device 110 has operated. The second unique ideniifier 135, disposed in an
immuiable portion 130 of system BIOS, can designate the amount of time for
which the portable computing device 110 is authorized to operate. In such an
instance, the first device identifier 125 (elapsed time) and the second device
identifier 135 (authorized time) can be compared, and # the elapsed time is less
than the authorized time, normal operation of the portable computing device
110 can be permitted. On the other hand, should the first device identifier 125
{elapsed time)} be greater than the second device identifier (authorized lime),
the first and second device identifiers would not correspond, and the processor

160 can provide at least one indicator 150 in response.
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100311 Referring now fo Fig. 2, a computing device 200 is provided as an
example eleclronic device 110, In some embodiments, the compuling device
200 can include a component 120 such as a Trusted Platform Module ("TPM")
incorporating firmware 210 and crypto logic 220. A first device identifier 125
can be wholly or partially disposed, stored, or otherwise embedded within the
TPM 120, The computing device 200 can also include an immutable memory
130 disposed at least partially within the sysiem BIOS 230, A second device
identifier 135 can be wholly or partially disposed within the system BIOS 230

immuiable memory 130,

{00321 The compuling device 200 can also include & processor 160
incorporating a Southbridge 240, a Northbridge 250, a memory module 255,
and a Central Processing Unit ("CPU"} 260. In some embodiments, the
Southbridge 240 portion of the processor 160 can be communicatively coupled
to one or more indicator 150, for example one or more visual indicators 270,
one or more audio indicators 275, or any combination thereof. In some
embodiments, the Southbridge 240 portion of the processor 160 can be
communicatively coupled to one or more indicator 150, for example one or more
RF indicators 285, one or more Blustooth indicators 280, or any combination
thereof. In some embodiments, the Southbridge 240 portion of the processor
160 can be communicatively coupled to the immutable memory 130 (e.g. the
system BIOS 230) and the component 120 {e.g. the TPM 210, 220) via one or

more conduits 165.

{00331 The compuiing device 200 can also include one or more video oulpuis
290, In at least some embodiments, the one or more video cutpuls 290 can be
communicatively coupled {o the Northbridge 250 portion of the processor 160
via one or more conduits. In some embodiments, the computing device 200
can also include a power button 295 which can function as an input device 140,
The power bution 285 can be communicatively coupled to the system bios 230
via one or more conduits. in some embodiments, the computing device 200 can
also include a test bution 285 which can function as an input device 140. The

tast buiton 295 can be communicatively coupled {o the sysiem bios 230, the
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Southbridge 240, the Northbridge 250, or any combination thereof via one or

more conduits.

{00341 The at least partial inlegration of the component 120 into 8 TPM and the
at least partial iniegration of the immuiable memory 130 into system BIOS 230
provide just one example of the physical disposal of the first device identifier
125 and the second device identifier 135. Other embodiments, where the first
device identifier 125, the second device identifier 135, or both the first and
second device identifiers, are disposed, stored, or embedded in alternate
focations within the electronic device 100, or within a computing device 200, are

possible.

{00351 Referring to Fig. 3, an example securily method 300 is provided. The
method can include comparing a first device identifier 125 with a second device
ideniifier 135 at 310, In some embodiments, the first device identifier 125 can
be a predetermined data structure, for example where the first device identifier
125 is stored or otherwise embedded in the component 120 by the device
manufacturer. In some embodiments, the first device identifier 125 can in whole
or in part, be a data sequence formed using one or more variables, for example
the output of a network interface card ("NIC”}, or a GPS receiver {i.e., physical
iocation data), or the cutput from a timing device such as a real time or elapsed
time clock {ie., temporal data). The second device identifier 135 can include
one or more dala structures disposed, stored, or otherwise embedded in an

immutable memory 130 by the device manufacturer.

00361 Where identification data forms at least a portion of the first device
identifier 125, the comparison at 310 can include comparing at least a portion of
the first device identifier 125 oblained from the component 120 with a second
device identifier 135 obtained from the immutable memory 130. Where location
information, for example data supplied from a NIC or GPS, forms at least a
portion of the first device idenlifier 135, the comparison at 310 can include
comparing at least a portion of the first device identifier 125 with permissible or

prohibited location data disposed within the immulable memory 130, Where
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temporal information, for example data supplied in whole or part from an RTC or
an ETC, forms al least a portion of the first device identifier 135, the comparison
at 310 can include comparing at least a portion of the first device identifier 125

with temporal data disposed within the immutable memory 130

(00371 If at least a portion of the first device identifier 125 corresponds o at
least a portion of the second device identifier 135 at 320, the device 100 can
start normally at 330, If at least a portion of the first device identifier 125 fails to
correspond {o at least a portion of the second device identifier 135 at 320, the
device 100 can provide at least one indicator 150 at 340. Starting the device
100 normally at 330 can include placing the device 100 in & state where a user
can fresly interact with the device withoui the presence of one or more software,
firmware, or hardware limitations. Providing at least one indicalor 150 at 340
can include providing one or more indicators including one or more visual
indicators, one or more audible indicalors, one or more radio frequency

indicators, or the like.

{00381 Referring 1o Fig. 4, another example security method 400 is provided. In
some embodimenis, the comparison of the first device identifier 125 and the
second device identifier 135 at 310 can be initiaied by an action supplied by a
user of the electronic device. For example, the user can supply at least one
input to the electronic device at 410. n some embodiments, the input 140 can
include activating the power swilch for the electronic device 110. In some
embodiments, the input 140 can include aclivaling a securily lest mode, for

example by activating an input 140 disposed in, on, or about the device 100.

(60391 In the event the first device identifier 125 and the second device
identifier 135 fail to correspond, after providing at least one indicator (at 340), at
least a portion of the electronic device funchionalily can be inhibited {(at 420).
Such inhibition can affect the functionality, speed, or other similar parameters of
the eleclronic device. For example, a device having a geographic-based first
device identifier 125 that is transporied to an area not identified as a permissible

operating area by the second device identifier 135 can be completely inhibited
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from functioning. in another example, a device having a temporal-based first
device identifier 125 that exceeds a predetermined threshold embedded in the
second device identifier 135 can inhibit or affect the performance of the
elecitronic device 114, for example by reducing the clock speed of the processor
160.

{00401 Applying the method 400 described in Fig. 4 to the computing device
200, described in detail with reference to Fig. 2, the exemplary securily process
method 400 can be further described. A user can commaeance execution of the
method 400 by pressing the on/off button 285 disposed on the surface of the
computing device 200 (at 410). After conducting a power on self-test ("POST"),
the BIOS 230 can snable the necsssary system devices, for example an
onboard NIC, GPS receiver, RTC or ETC to perform the security method.
Where no system devices are used, for example when preloaded identification
data is used as the first device identifier 125, the BIOS 230 can proceed without
enabling any additional system resources on the computing device 200.
Depending upon the configuration of the electronic device 200, the first devide
ideniifier 125 can be preloaded into a TPM 210 disposed within the device, or
generated in whole or in part using one or more system resources such as the
system NIC, GPS, ETC or RTC.

{00411 After completing the POST, the BIOS 230 can compare {(at 310) the
second device identifier 135 disposed in the immutable memory 130 with the
first device identifier 125. If the first device identifier 125 corresponds to the
second device ideniifier 135 in whole or in part {at 320), the BIOS 230 can
permit the normal boot sequence of the computing device 200 (at 330). If at
least a portion of the first device identifier 125 fails to corresponds o at least a
portion of the second device identifier 135 in whole or in part (at 320}, the BIOCS
230 can provide at least one indicator 150, including #luminating one or more
visual indicators 270, sounding one or more audible indicators 275, or providing

one or more RF signals using an RF indicalor 280 (at 340).
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00421 After providing the at least one indicalor, at least a portion of the
compuling device 200 functionalily can be inhibited (at 420). In some
embodiments, the complete functionality of the computing device 200 can be
inhibited, for example the boot sequence can be halted if at least a portion of
the first device identifier 125 fails o correspond to at least a portion of the
second device identifier 135, In some embodiments, the performance of the
computing device 200 can be compromised, affected, or hindered, thereby
impacting one or more features of the computing device 200. For example,
where the first device identifier 125 is based in whole or in part on an ETC, if the
user boots the electronic device 200 after the ETC has exceeded the time limit
imposed by the second device identifier 135, one or more software or firmware
routines can be inhibited (at 420). Afler inhibiting at least a portion of the
computing device funclionality, the BIOS 230 can then permit the continualion

of the boot sequence {at 430).

{00431 Though depicted seguential for convenience, discussion and readability,
at least some of the actions, steps, or sequences depicted in Figs. 3 and 4 can
be performed in a different order and/or in parallel.  Additionally, one or more
specific embodiments may perform only a limited number of the aclions, sieps,
or sequences depiclted in Figs. 3 and 4. Addilionally, one or more actions,
steps, or seguences can be performed using a second processor disposed
proximate or remote from the first processor executing all or a portion of the one

or more actions, steps, or seguences depicted in Figs. 3 and 4.

{6044} Cerlain embodiments and features have been described using a sset of
numerical upper limils and a set of numerical lower limits. it should be
appreciated that ranges from any lower limit to any upper limit are contemplated
uniess otherwise indicated. Cerlain lower limits, upper limits and ranges appear
in one or more claims below. Al numerical values are “"gboul” or
“approximately” the indicated value, and take into account experimental emor
and variations that would be expected by a person having ordinary skill in the

art.
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100451 While the foregoing is directed to embodiments of the present invention,
other and further embodiments of the invention may be devised withoul
departing from the basic scope thereof, and the scope thereof is determined by

the claims that follow.
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CLAIMS:

We claim the following:

1.

(M)

A security method, comprising:

comparing a first device identifier (125) disposed within a component
{(120) with a second device identifier {135} disposed within an immutable
memory (130},

wherein the component and the immutable memory are

disposed at least partially within an electronic device (110}

starting the electronic device normally if the first device identifier
corrasponds to the second device identifier; and

providing at least one indicator (150} if the first device identifier fails to

correspond o the second device identifier.

The method of claim 1, further comprising:
starting the electronic device (110} normally after providing the at least
one indicator {150} if the first device identifier (125} fails to correspond 1o the

second device identifier (135},

The method of claim 1, further comprising:

inhibiting at least a portion of the electronic device (110} functionality
after providing the at least one indicator (150) if the first device identifier (125)
fails to correspond to the second device identifier {(135); and

starting the electronic device.

The method of claim 1, further comprising:
activating a security test mode by providing at least one input (140} {o
the electronic device prior to comparing the first device identifier with the

second device identifier.

The method of claims 1, 2, 3, or 4, wherein the at least one indicator (150)

comprises displaying a visual signal.
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The method of claims 1, 2, 3, or 4, wherein the at least one indicator {(150)

comprises sounding an audible signal.

The method of claim 4, wherein providing the at least one input (140) to the
device comprises aclivating at least one manual input device disposed on the

surface of the electronic device.

The method of claims 1, 2, 3, or 4, wherein the at leas! one indicator (150)

comprises generating a radio freguency signal.

The method of claims 1, 2, 3, or 4, wherein the component {120} is selected
from the group of components consisting of a platform specific module, a
temporal specific module, and a geographic specific module; and

wherein the immutable memory {(130) comprises a Basic Input/Output
System {"BIOS").

The method of claim 8, whergin the platform specific module comprises a
Trusted Platiorm Module ("TPM"}.

The method of claim 8, wherein the geographic specific module comprises a
Trusted Crypto Module ("TCM").

A system (100}, comprising:
a component (120} comprising a first device identifier (125},
an immutable memory (130} comprising a second device identifier
{135); and
an algorithm, which when executed by the system (100}, compares the
first device identifier {o the second device identifier; and
permits the normal starting of the system (100} f atleast &
portion of the first device ideniifier corresponds to at least a portion of
the second device identifier; and
provides at least one indicator (150} if the first device identifier

fails to correspond to the second device identifier.



13.

14.

15.

18.

17.

18.

19.

WO 2011/129815 PCT/US2010/030944

The system of claim 12, wherein the immutable memory {130} and processor

{(160) comprises a Basic Input/Output System ("BIOS").

The systems of claims 12 or 13, wherein the component {120} is selected
from the group of components consisting of a platform-specific module, a

temporal-specific module, and a geographic-specific module.

The system of claim 14, wherein the platform specific module comprises a
Trusted Platform Module ("TPM").

The system of claim 14, wherein the geographic specific module comprises a
Trusted Crypto Module ("TCM™).

The system of claim 12, wherein the at least one indicator (150} is selected
from the group of indicators consisting of: a visual signal, an audible signal,

and a radio frequency signal.

The system of claim 12, further comprising al least one input (140} configured

{0 initiate execution of the algorithm by the processor {(160).

The system of claims 12, 13 or 14, wherein the component {120}, immutable
memory {130} and the processor {(160) are al least partially disposed within an
electronic device (110); and

wherein the electronic device is selected from the group of slectronic
devices consisting of: a laptop compuler, a porlable computer, a netbook
computer, a slate computer, a personal digital assistant, s cellular

communication device, and a handheld gaming device.
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