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{Cross Reference to Related Application

[0001] ‘

This Application claims priority under 35 U 8. C. §119{(¢} from carhier
filed United States Provisional Application Serial No. 62/807 287, filed February

19, 2019 which 1s incorporated herein by reference.

Background
Technical Field

[0002] The subject matter of the present disclosure relates generally to the

protection of an external secure time source when verifying himited lifetimes of

CAS or DRM client kevs over a network using a trusted execution environment.
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Related Art

{0003] Conditional access systems {CAS) or Digital Rights Management

{DRM)} use a trusted execution environment such as an Intel® SGX Enclave to

protect chient key sets and other secure data across platform reboots.  These

client keys in some cascs have a limited lifetime and need to expire after some

oumber of months or vears after first being installed on a clicnt system. A

secure and trausted time source is helpful in this situation.  There are additional

needs for a secure time implemented inside trusted execution environments such

as an Intel® SGX Enclave, such as the enclave software may need to be

periodically validated by an Attestation Server, to verify the software includes

the latest security patches.

[0004] Thus, it would be advantageous and an improvement over the

relevant technology to provide an apparatus and/or a method that is capable of

protecting an external secure time source that cannot be manipulated when

verifving limited lifetimes of CAS or BRM client keys and software versions

over a network using a trusted execution environment such as an Intel® SGX

Enclave in a network.
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Summary

[00G5] Embodiments described in the present disclosure provide methods to

implement an entitlement management message epoch as an external trusted

time source over a network to a conditional access system {CAS) client device.

The methods include transmitting an entitlernent management message (EMM)

to a trusted execution envircament (TEE) within a client device from an EMM

server using a first network connection, the EMM including an epoch sequence

number (ESN); generating an updated remaining client key set (CKS) lifetime

value in the TEE based on an mitial lifetime duration value for the CKS, and the

ESN value in the EMM; sealing the CKS, updated ESN value in the EMM, and

updated remaining CKS lifetime value as unit information; and delivering the

apdated remaining CKS lifetime value and updated ESN value in the EMM from

the TEE to untrusted software n the CAS client device, and stoning the updated

remaining CKS hifetime value and apdated ESN value.

Embodiments described in the present disclosure provide an apparatus to

implement the external trusted time source over a network for a CAS client device.

-3 -
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The apparatus includes a non-transitory memory configured to store one or more

programs, untrusted software, and a trusted execution environment {(TEE); a

hardware processor configured to execute the one or more programs to perform

operations ot the untrusted software and the TEE, and a network interface

configured to establish communication with a network using a network connection,

wherein when the one or more programs are executed by the hardware processor: the

TEE of the CAS client device receives an entitlement management message (EMM)

from an EMM server using the network connection, wherein the EMM includes an

epoch sequence number (ESN), the TEE generates an updated remaining client key

set (CKS) Lifetime value based on an initial lifetime duration value for the CKS, and

the ESN value in the EMM, the TEE seals the CKS, updated ESN value in the EMM,

and updated remaining CKS lifetime value as unit information, and the TEE delivers

the vpdated remaining CKS lifetime value to untrasted software in the CAS client

server, and stores the updated remaining CKS Lifetime value.

[0006] Embodiments described in the present disclosure provide a non-

transitory computer-readable recording medium in cach of the client device and

the EMM server for implementing an entitiement management message epoch as

-4 -
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an external trusted time source over a network to a CAS client device. Each

non-transitory computer-readable recording medium stores ong or more programs

which when executed by a respective processor performs the steps of the method

described above.

Brief Description of the Drawings

[G007] In the drawings, like reference numbers generally indicate identical,

functionally similar, and/or structurally similar elements.

{0008] Fig. 1 1s a schematic diagram of a svstem for implementing an

entitlement management message epoch as an external trusted time source

according to an embodiment of the present disclosure;

{0009} Fig. 2 1s a schematic diagram of a system for implementing an

entitlement management message epoch as an external trusted time source

according to an embodiment of the present disclosure;

{0010} Fig. 3 illustrates a method for initializing the entitlement

management message epoch as an external trusted time source using the system

of Fig. 1 or Fig. 2 according to an embodiment of the present disclosure;

SUBSTITUTE SHEET (RULE 26)



WO 2020/171997 PCT/US2020/017476

(0011} Fig. 4 illustrates a portion of the method performed by the trusted

execution environment for processing the epoch from the initial entitlement

management message according to an embodiment of the present disclosare

shown n Fig. 3;

[0012] Fig. 5 illustrates a method for implementing the entitiement

management message epoch during ongoing transmission of EMMs as an external

trusted time source using the system of Fig. 1 or Fig. 2 according to an

embodiment of the present disclosure;

[6013] Fig. 6 illustrates a portion of the method performed by the trusted

execution environment for processing the entitlement management message

cpoch according to an embodiment of the present disclosure shown in Fig. 5;

[0014] Fig. 7 illustrates a method for implementing the entitiement

management message epoch as an external trusted time source when a large

change in the ESN value occurs using the system of Fig. 1 or Fig. 2 according to

an embodiment of the present disclosure;

-6 -
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[0015] Fig. 8 illustrates a portion of the method performed by the trusted

execution environment for processing the entitlement management message

epoch according to an embodiment of the present disclosure shown in Fig, 7;

[0016] Fig. 9 1llustrates a method for implementing the entitlement

management message cpoch as an external trusted fime source with multiple TEE

instances using the system of Fig. 1 or Fig. 2 according to an embodiment of the

present disclosure;

{0017} Fig. 10A illastrates a portion of the method performed by the trusted

execution environment for processing the entitlement management message

epoch according to an embodiment of the present disclosure shown in Fig. 9,

(6018} Fig. 10B illustrates a portion of the method performed by a second

trusted execution environment for processing a separate entitlement management

message epoch according to an embodiment of the present disclosure shown in

Fig. 9;
[0019] Fig. 11 iHustrates a method for implementing the entitlement

management message epoch as an external trusted time source and verifying with

~J
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an attestation server using the system of Fig. 1 or Fig. 2 according to an

embodiment of the present disclosure;

[0020] Fig. 12 illustrates a method for implementing the entitlement

management message epoch as an external trusted time source and verifying with

an attestation server with persistently stored ESN using the system of Fig. 1 or

Fig. 2 according to another embodiment of the present disclosure;

[G021] Fig 13 dlustrates a method performed by the trusted execution

environment for processing the epoch from the subsequent entitlement

management message according to an embodiment of the present disclosure;

[0022] Fig. 14 1s a schematic diagram of an exemplary client device

according to an embodiment of the present disclosure; and

[0023] Fig. 15 is a schematic diagram of an exemplary server according to

an embodiment of the present disclosure.

Detailed Description

{0024] Fig. 115 a schematic diagram of a svstem for implementing an

entitiement management message epoch as an external trusted time source.  As

SUBSTITUTE SHEET (RULE 26)
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shown in Fig. 1, the system includes a conditional access system/digital rights

management (CAS) client device 1, an attestation proxy server (APS) 4, an

attestation server 3, and an entitelement management message (EMM} server 2.

The CASDRM client device may be referenced as a CAS client device, however,

DRM client devices can also be used in these cavironments.  Fig. 2 is also a

schematic diagram of the same svstem for implementing an entitlement

management message cpoch as an external {rusted time source. References to

Fig. 1 throoaghout the disclosure also reflect the system in Fig. 2 with the

exception of where sealed data 7 1s stored.  Discusisons of sealed data 7 will

distinguish between Fig. 1 and Fig. 2, otherwise reference to Fig. 1 can reflect

both the Fig. 1 and Fig. 2 system.

{0025] An cxplanation of exemplary internal components of the CAS client

device I and servers 2, 3, 4 shown in Fig. 1 will be provided in the discussion of

Figs. 14 and 15. However, in general, it i1s contemplated by the present

disclosure that the CAS chent device 1 and servers 2, 3, 4 include clectrome

components or ¢lectronic computing devices operable to receive, transmit,

process, store, and/or manage data and information associated with the system,
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which encompasses anv suitable processing device adapted to perform computing

tasks consistent with the execution of computer-readable instructions stored m a

memory or a computer-readable recording mediom.

[0026] Further, any, all, or some of the computing devices in the CAS client

device 1 and the servers 2, 3, 4 may be adapted to execute any operating system,

including Linux, UNIX, Windows Scrver, etc., as well as virtual machines

adapted to virtualize execution of a particular operating system, inclading

customized and proprietary operating systems. The CAS client device 1 and

servers 2, 3, 4 are further equipped with components to facilitate communication

with other computing devices over the one or more network connections 8, 9, 10,

The network connections 8, 9, 10 include connections to local and wide arca

networks, wireless and wired networks, public and private networks, and any

other communication network ¢nabling communication in the system.

{0027} In Fig. 1, the CAS client device 1 is a personal computer, laptop,

smartphone, tablet computer, personal digital assistant, set top box, in-vehicle

computing systems, or other similar computing device. The CAS client device 1

ncludes one or more memories or memory locations for storing the software

- 10 -
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components, which include untrusted software 6 and a trusted exgcution

environment {TEE) 5. The onc or more memories in the CAS chent device 1

include, but are not limited to, random access memory (RAM]}, dynamic random

access memory {DRAM), read only memory (ROM), logic blocks of a field

programmable gate array (FPGA), crasable programmable read only memory

(EPROM), and electrically erasable programmable ROM (EEPROM).

[0028] The untrusied software 6 facilitates communication with the TEE 3

and other components of the CAS client device 1 as well as communication

between the TEE 5 and the network servers 2, 3, 4. The untrusted software 6

can include sealed data 7, such as sealed unit information, that can be attached to

a message or a request generated {¢.g., updated unit information) to certify that it

originated from the untrusted software 6 as shown in Fig. 2. The untrusted

software 6 can be stored in non-volatile memory, RAM, or other similar memory

in the CAS client device 1 maintained separate from the TEE 5.

[0029] The TEE S 13, for example, an Intel® SGX Enclave stored in a

special protected memory region such as a processor reserved memory of DRAM

ot the CAS client device 1. The TEE 3 is a protected environment for {rusted

- 1 -~
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execution that contains code and data pertaining to a security-seasiive

computation. The TEE 5 protects the confidentiality and integrity of

computations performed tnside the TEE 5 from attacks by malicious computing

devices and/or software.  The TEE 5 can include sealed data 7, such as sealed

unit information, that can be attached to a message or a request generated {(e.g.,

updated unit information) to certify that it originated from the TEE 5. The

sealed data 7 is further described below.

[0030] The CAS client device 1 can include a user interface such as a key

ard, mouse, touchscreen display, network ¢ o1 stween user and client,
board, mouse, touchscreen display, network connection between user and client

or the like to allow a user to view and inferact with the applications, tools,

services, and other software of the CAS client device 1. While only one CAS

client device 1 1s shown, the present disclosure contemplates that more than one

CAS client device 1 can be implemented.

(6031} The untrusted software 6 establishes communications with the APS 4

using a network connection 10. It is contemplated by the present disclosure that

communications between the TEE 3 or the untrusted software 6 of the CAS client

device 1 and the APS 4 via the network connection 10 are authenticated using,

- 12 -~
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for example, a server authenticated transport layer security (TLS) to secure all

communications between the APS 4 and the CAS client device I, The APS 4 1s

a network server that provides verification that a software version or data

generated {¢.g., an attestation check request) from the TEE 5 1s the correct

version or has not been modified after leaving the CAS client device 1.

[0032] The attestation server 3 is a network scrver providing attestation

services such as those provided by an Intel® Attestation Service. The

attestation server 3 communicates with the APS 4 using a network connection 9.

It is contemplated by the present disclosare that communications between the

APS 4 and the attestation server 3 via network counnection 9 are authenticated

using, for example, mutually authenticated TLS to secure all communications

between the APS 4 and the attestation server 3.  The attestation server 3 utilizes

technology, such as the Intel EPID technology, to provide verification of the

information provided from the CAS client device 1 via the APS 4. For example,

the software of the CAS client device 1 can be verified by the attestation server 3

and the resulis returned to the attestation proxy 4 using the network connection 9.
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[0033] The entitlement management message (EMM) server 2 i3 a network

server that communicates with the CAS chlient device 1 using a network

connection 8. It is contemplated by the present disclosure that communications

between the CAS client device | and the EMM server 2 via network connection 8

are implemented using, for example, a transmission control protocol/Internet

protocol (TCP/IPY.  As shown in Fig. 1, the EMM server 2 stores EMMs and

sends EMMs. EMMs can be utilized by a CAS and DRM system to deliver both

digital content authorizations and group keys to clients, when both content

authorizations and group kevs are required for a client to obtain access to a

particular broadcast program or category of content.

{0034] Each EMM can include a sequential integer value called an epoch

that s mcremented by “M”7, where “M” 15 >= 1, every time there is a change to a

group key from the EMM server 2. The epoch is incremented by Mon a

periodic basis using a known interval {¢.g. monthly). The EMM may include

the epoch increment with a change in group kevs, or the hike.  In order to track

these increment transitions of the epoch and translate these transitions to a

“time”, the most recently seen epoch sequence number (ESN) is identified.  The

- 14 -
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communication from the EMM server 2 may pass through the untrusted software

6. The EMM is encrypted and authenticated to ensure that the epoch has not

been tampered.

{0035] The enclave platform, such as an Intel® SGX platform, allows fora

sccure file storage for saving secure data encryvpted with a device-unigue sealing

key across platform rcboots.  Once sealed, the sccured data, refered to as sealed

data 7, can be saved in any storage, including voprotected storage in the

untrusted software 6. Fig. 1 and Fig. 2 iHustrate locations where the sealed data

7 can be stored, 1.¢. in either the untrusted software 6 and a copy in the TEE 5 in

Fig. 1 or the TEE 51n Fig. 2. In certain embodiments, the scaled data 7 can be

persistently stored in the untrusted software 6 in an encrypted form and then

copicd into the TEE 3 and decrypicd there when the scaled data 7 is used.

Additionally, the scaled data 7 can be only in the TEE 5 in a persistent memory

such as in a secure flash.  Further, the scaled data 7 can be persistently stored in

the untrusted software 6. The act of scaling or encrypting this data can only be

preformed within the TEE 5, the only place where the sealing kev i1s accessible.

Likewise, decrypting the sealing data 7 and being able to read the clear values

SUBSTITUTE SHEET (RULE 26)



WO 2020/171997 PCT/US2020/017476

within it can only be accomplished by the TEE 5 because it has access to the
sealing kev used for decryption.  The sealed data 7 is ased to persistently storg a
client key set (CKS).  To track time elapsed, the most recently seen ESN and
remaining CKS lifetime values also need to be placed in the scaled data 7.

[0036] Fig. 3 illustrates a method for implementing the entitiement
management message epoch as an external trusted time source using the svstem
of Fig. 1.

{0037} In step 51, the EMM is delivered to the TEE 35 of the CAS client
device 1. In certain embodiments, the EMM is transmitted through the
untrusted software 6. The EMM includes the current ESN.

Steps S2 through 54, shown in Fig. 4, include the receiving of the initial EMM in
the TEE 5 in step 82, If the EMM has been tampered with, the TEE 5 can detect
and in some embodiments, an alarm may be initiated. During an initial receipt
of the EMM, which is after obtaining the CKS5, the TEE 5 initializes remaining
CKS lifetime valae and the ESN value by identifing an initial lifetime duration of
a Ck5 instep 83, The mnitial lifetime duration of a CKS can be a hardcoded

default value, or provisioned with each CKS. In other words, the initial lifetime

- 16 -

SUBSTITUTE SHEET (RULE 26)



WO 2020/171997 PCT/US2020/017476

duration of a CKS can be delivered to each device as part of CKS or the initial

lifetime duration of a CKS 5 a pre-configured value that is part of a CAS client

implementation.  The ininial ifetime duration of a CKS may be ignored after the

mmitializing of the remaining CKS lifetime value.  In some embodiments, the

wmitial lifetime duration of a CKS can be optionally stored and/or sealed.  Step

54 has the TEE 3 scaling the field values from the EMM (ESN and remaining

CKS lifetime valug) in addition to the CKS, initial hifetime duration value

-y

{optionally) as unit information in the sealed data 7. A lower bound s

identified for the remaining CKS lifetime value.  In step 5, the TEE 5 delivers

the updated sealed unit information including the most recently seen ESN and the

remaining CKS lifetime values to the untrusted software 6 in Fig. 3. As

mentioned above, if it is an inutial EMM transmission as is represented in Figs. 3

and 4, then these values are initialized within the TEE 5 using the ESN from the

imitial EMM. I this is not an mitial EMM transmission, then the values are

updated based on the EMM received as will be discussed below.  In the case of a

reboot, the TEE does not accept the sealed unit mnformation unless 1t also

contains an EMM related remaining CKS lifetime value and ESN value.

EH
P
~d

H
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Addtionally, the updated scaled unit information can be stored in the untrusted

software for the client reboot.

[0038] Fig. 5 illustrates a method for implementing the entitlement

management message epoch as an external trusted time source using the system

of Fig. 1 and Fig. 2. Fig. 3 refers to a first transmission of the EMM to the CAS

client detvee 1 after the CKS i1s obtained. Figs. 5 and 6 refer to an ongoing

transmission of the EMM.

[0039] Over a specific amount of time that is a pre-defined epoch period,

the EMM server moves to a next epoch transition.  During this epoch transition,

the ESN in the EMM is incremented by a value of M. In Fig. 5, step 56, the

EMM is dehivered to the TEE 5 of the CAS client device 1. Fig. 6 shows steps

$7-515 which include the process through the TEE 5. 1n step 87, when the TEE

5 receives the EMM, the TEE 5 increments the ESN by M, matching the ESN

increment in the received EMM.  In step S8, the TEE 5 verifies the remaining

CKS lifetime valae and decrements the remaining CKS hifetime value by N in

step 59.  The remaining CKS lifetime value may be at the lower bound prior to

the processing of the EMM and decrement of the remaining CKS lifetime value.

- 18 -~
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In step 810, it 1s determined if the remaining CKS lifetime value is already at a

lower bound value.  If the remaining CKS hifetime value is already at the lower

bound value, then the EMM is not processed in step 815, In step §11) 1t 15

determined 1f the remaining CKS lifetime value is at the lower bound value after

the remaining CKS lifetime value decremented.  If the remaining CKS lifetime

is at the lower bound value after decrement, then EMM is deleted or ignored and

the sealed unit information is sent with the remaining CKS Lfetime value at the

lower bound in step S14.  Step S12 illustrates if the remaining CKS lifetime

value is not at the lower bound, the ficlds (ESN and remaining CKS lifetime

values) are updated. The sealed updated fields are added to the unit information

in step S13. Fig. 5 shows step 516 where the TEE delivers the updated sealed

untt information including the ESN-+M value and the remaining CKS lifetime

value-N.

[G040] The ESN has a finitte limit and after the ESN reaches 1ts maximum

value of Max-ESN| the next time it 15 incremented, the ESN wraps arcund to a

value of 6. Therefore, in the cases when the ESN value mside a received EMM

{(EMM-ESN) 1s less than the currently saved ESN value (sealed-ESN), that

- 19 -~
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implies that the ESN in the latest EMM generated by the EMM server 2 has

wrapped around.  In these cases, the value of M is calculated as follows: M =

{(Max-ESN - sealed-ESN + 1) + EMM-ESN.  Additionally, N is determined

based on the above relationship between M and N.

[0041] Fig. 7 illustrates a method for implementing the entitiement

management message epoch as an external trusted time source using the svstem

of Fig. 1 and Fig. 2. Fig. 7 illusirates a situation where there may have been a

large change in the ESN value between the ESN in a new EMM and the ESN that

is stored by the TEE 3 from the last EMM processed.  These situations can

occur when the CAS client device 1 has been powered down for months and has

not received any EMMs during that timeframe.  Another situation where there

may be a large change in the ESN values is when the CAS client device 1 has

been moved, for example, to support a different CAS security domain.

Additionally, another situation with a large jump in the ESN is where a hacker

deliberately saves and then restores an old copy of the scaled unit information, in

an attempt to set the clock backwards and re-use the same CES for a longer

period of time.

- 20 -
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[0042] With the delivery of the EMM in step 517, the TEE 5 has to evaluate

the ESN in the EMM.  Fig. 8 illustrates where the TEE 5 detects a change in the

ESN and identifics an increment of X in step 518, In step S19, the TEE 3

verifies the remaining CKS hifetime value.  The TEE 5 then, based on the

mcrements of ESN by X, decrements the remaining CKS lifetime value by a

value Y in step $20.  The value X 1s a multiple of M and the value Y is the same

multiple of N, e.g. X =1*Mand Y = (*N where X, Y, |, M, N are all positive

integers.

[G043] As mentioned above, the ESN has a fintte limit and after the ESN

reaches its maximum value of Max-ESN, the next time 1t is incremented, the ESN

wraps around to a value of 0. Therefore, in the cases when the ESN value

mside a received EMM (EMM-ESN} is less than the currently saved ESN value

{scaled-ESN}, that implics that the ESN in the latest EMM generated by the

EMM server 2 has wrapped arcand.  In these cases, the value of X is calculated

as follows: X = {(Max-ESN - sealed-ESN + 1} + EMM-ESN.  Additionally, Y 1s

determined based on the above relationship between X and Y.
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[0044] The remaining CKS hifetime value may be at the lower bound prior

to the processing of the EMM and decrement of the remaining CKS lifetime

value. Instep 521, 1t is determined if the rematning CKS Lifetime valae 1s

already at a lower bound value.  If the remaining CKS lifetime value 15 already

at the lower bound value, then the EMM is not processed 1n step 825, In step

822, it is determined if the remaining CKS hifetime value is at the lower bound

value after the remaining CKS Lifetime value decremented.  1If the remaining

CES hifetime is at the lower bound value after the decrement, then EMM 1

deleted or ignored and the sealed unit information is sent with the remaining

CES lifetime value at the lower bound 1n step 826, Step 523 illustrates if the

remaining CKS lifetime value is not at the lower bound, the fields (ESN and

remaining CKS lifetime values) are updated. The sealed updated ficlds are

added to the unit information in step 524.  Fig. 7 shows step 527 where the TEE

delivers the updated sealed unit information including the ESN+X value and the

remaining CKS hifetime value-Y.

[00458] Fig. 9 1llustrates a method for implementing the entitlement

management message epoch as an external trusted time source using the system

- 27 .
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of Fig. 1 and Fig. 2 where there are a plorality of instances of TEEs 5, 5A, eto,

cach TEE mmcluding a different installed CKS.  Fig. 9 illustrates two instances,

however, there may be more instances within the embodiment copying the steps

for the second instance TEE S5A.  The TEE 5 that has so far been referenced is

referred to the first instance TEE and at least one more instance of TEE, a sccond

instance TEE 5A, is added. The EMM is delivered to the TEE 5 of the CAS

client device 1 and a separate EMM is delivered to each instance of TEE 5, 5A,

ete. 1n steps $27 and S32.  In certain embodiments, the EMM is transmitted

through the untrusted software 6. The first and second instance TEE both

receive that particular mstance EMM in Figs. 10A step S28 and 10B step 533

respectively.  The second instance TEE SA generates an updated remaining CKS

lifetime value based on the CKS kev for the sccond instance TEE 5A, the initial

lifetime duration value for the CKS of the second instance TEE 5A, and the ESN

value in the EMM for the second instance TEE 3A.  If an initial transmission of

the EMM, the second instance TEE 3A mitializes the remaiming CKS lifstime

value and ESN value for the second mstance TEE 35A in step 834, The second

mstance TEE 5A then seals the CKS, the mitial lifetime duration value

s

]

[
l
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{optionally), updated ESN value, and updated CKS lifetime value as anit

information in step 535.  During this time, the first instance TEE also runs

through the same process with the values for the first instance TEE in steps S28-

530, Fig. 9 then shows both the first instance TEE and the second instance TEE

5A delivering the updated sealed unit information including ESN and remaining

CKS lifetime value for cach instance in step S31 and step S36.

[G046] To ensure additional security of the external trusted source and the

CAS client device 1 1tself, a periodic attestation verification can take place,

tllustrated 1n Figs. 11 through 13, An attestation check request is transmitted

from the untrusted sottware 6 to the attestation proxy server (APS) 4 using a

second network connection 10 in steps $39 or 545, The APS 4 transmits the

attestation check response from the APS 4 1o the untrusted software 6 in steps

842 or 548,

[6047] Additionally, the APS 4 can further transmit the attestation check

message to the attestation server 3 in steps 40 or 546 using a third network

connection 9 to verify authenticity.  The attestation server 3 can then transmit a

result as the verification result back to the APS 4 in steps 541 or 547,

- 24 -
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[0048] The attestation check message can be transmitted each time there is a

change in the ESN value processed by the TEE 5. In this embodiment, there is a

delivery of the EMM from the EMM server 2 via the untrusted software 6 to the

TEE 5 in steps 537 or 543 (the EMM server 2 itlustrated in Fig. 1 and Fig. 2},

The TEE 3 detects an epoch transition and generates a request that is sent to the

untrusted software 6 to verify software in steps S38 or 544,

[G049] In an embodiment, if the verification result is negative, the failure is

logged by the CAS client device 1 and an alarm is initiated.  The alarm, or

failure log can be mitiated after one or multiple negative verification results.

Optionally, EMMs are no longer processed until a positive atiestation verification

result 18 achieved.

{0050} In certain embodiments as is shown in Fig. 12 and Fig. 13, the ESN

value during the last successful verification result 1s persistently stored in step

549,  Ascach EMM is processed, the ESN value from that EMM is compared to

the secaled value of the ESN from the last successful verification result in steps

850-852.  In certain embodiments, an error occurs if the difference is bevond a

desived threshold, 1.e. 1f the EMM ESN value s larger than the sealed value of
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the ESN by the desired threshold, the EMM is deleted or ignored and the CAS

client device 1 18 no longer authorized for any services.

[0051] In the case that the previous ESN value is not persistently stored, the

TEE s reception of the first EMM will enforce that the attestation request §38 in

Fig. 11 occurs during this instance of reception of the EMM.  Alternatively, the

ESN value is included in the persistently saved sealed unit information.  In this

embodiment, the TEE of Fig. 12 compares the ESN in the reccived EMM with the

ESN in the sealed anit information. If the new ESN in the received EMM is

greater than the saved value, step 544 of Fig. 12 will occur.

[0052] Fig. 14 1s a schematic diagram of an exemplary CAS client device

according to an embodiment of the present disclosure. It is contemplated by the

present disclosure that the CAS client device 1 include electronic components or

electronic computing devices operable to receive, transmit, process, store, and/or

manage data and information associated with the systems and methods previously

described, which encompasses any suitable processing device adapted to perform

computing tasks consistent with the execution of computer-readable mstructions

stored in memory or computer-readable recording medium,

- 26 -
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[0053] Asg shown in Fig. 14, the exemplary CAS client device 1 includes

one or memories or memory locations including a main memory 30 and a

protected memory 31 as well as an /O interface 32, a user interface 33, a

network interface 34, and one or more processors 35, The main memory 30 can

be a random access memory (RAM), a memory buffer, a hard drive, a database,

an ¢rasable programmable read only memory (EPROM), an clectrically erasable

programmable read only memory (EEPROM), a read only memory {ROM]}, a

flash memory, hard disk or any other various lavers of memory hierarchy. The

protected memory 31 is, for example, a processor reserved memory of dvnamic

random access memory {(DRAM) or other reserved memory module or secure

memory location maintained separate from the main memory 30.

[0054] The main memory 30 can be used to store any type of instructions

associated with algorithms, processes, or operations for controlling the general

functions of the CAS client device 1 including the operations of the untrusted

software 7 as well as any operating system such as Linux, UNIX, Windows

P

Server, or other customized and proprictary operating systems. The protected

memory 31 on the other hand is used to store the TEE 3 and its associated

~d
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parameters such as device key sets, digital kevs, certificates, and the like. The

/O interface 32 can be an interface for enabling the transfer of information be-

tween CAS client device 1 and external devices such as peripherals connected to

the CAS client device 1 that need special communication links for interfacing

with the one or more processors 35, The {/0 interface 32 can be implemcuted to

accommodate various connections to the CAS client device 1 that include, but is

not limited to, a universal serial bus {(USB) connection, parallel connection, a

serial connection, coaxial connection, a High-Definition Multimedia Interface

(HDMI) connection, or other known connection in the art connecting to external

devices.

{0055] The user interface 33 13 implemented for allowing communication

between a user and the CAS client device 1. The user interface 33 includes, but

is not limited to, a mouse, a keyboard, a hiquid crystal display (LCB), cathode

ray tube (CRT), thin film transistor (TFT), light-emitting diode (LED), high

definition (HD) or other similar display device with touch screen capabilities.

The network interface 34 is a software and/or hardware interface implemented to

establish a connection between the CAS client device | and the servers 2, 3, 4

- 28 -

SUBSTITUTE SHEET (RULE 26)



WO 2020/171997 PCT/US2020/017476

the system described in Fig. 1. It is contemplated by the present disclosure that

that network interface 34 includes software and/or hardware interface circuitry

for establishing communication connections with the rest of the system using

both wired and wireless connections for establishing connections to, for example,

a local arca networks (L ANs), wide arca networks {WANSs), metropolitan arca

networks {MANSs) personal arca networks (PANs), and wircless local arca

networks (WELANS), system arca networks (SANg), and other similar networks.

[0056] The one or more processors 35 are used for controlling the general

operations of the CAS client device 1. Each one or the one or more processors

35 can be, but are not limited to, a central processing unit {CPU), a hardware

microprocessor, a multi-core processor, a single core processor, a field

programmable gate array (FPGA), an application specific integrated circuit

{ASIC), a digital signal processor (B5P), or other simtlar processing device

capable of executing any tvpe of instructions, algorithms, or software for

controlling the operation of the CAS chient device 1. Communication between

the components of the CAS client device 1 {(e.g., 30-35) arc established using an

mternal bus 37,

-39 -
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[0057] Fig. 15 is a schematic diagram of an exemplary system server

according to an embodiment. It is contemplated by the present disclosare that the

server 40 shown in Fig. 15 is representative of the systems servers 2, 3, 4 shown

in Fig. 1. It is also contemplated by the present disciosure that the server 40

mncludes electronic components or electronic computing devices operable to

receive, transmit, process, store, and/or manage data and information associated

with the systems and methods previously described, which encompasses any

suttable processing device adapted to perform computing tasks consistent with

the execution of computer-readable nstructions stored in memory or compauter-

readable recording medium.

{0058] As shown i Fig. 13, the exemplary server 40 includes a main

memory 41, an {/0 interface 42, a user interface 43, a network interface 44, and

one of more processors 45. The main memory 41 can be a random access memory

(RAM), a memory buffer, a hard drive, a database, an erasable programmable

read only memory {EPROM)}, an clectrically erasable programmable read only

memory (EEPROM]}, a read only memory (ROM), a flash memory, hard disk or

any other various lavers of memory hierarchy.

- 30 -
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[0059] The main memory 41 can be used to storg any type of instructions

associated with algorithms, processes, or operations for controlling the general

functions of the server 40 as well as any operating system such as Linux, UNEX,

Windows Server, or other customized and proprietary operating systems. The /0

interface 42 can be an interface for enabling the transfer of information between

server 40 and cxternal devices such as peripherals connected to the server 40 that

need special communication tinks for interfacing with the one or more processors

45, The 1/0 mterface 42 can be tmplemented to accommodate various

connections to the server 40 that mclude, but 18 not limited to, a universal serial

bus (USB) connection, paralle! connection, a serial connection, coaxial

connection, a High-Definition Multimedia Interface (HDMI) connection, or other

known connection in the art connecting to external devices.

[0060] The user interface 43 15 implemented for allowing communication

between g user and the server 48, The user interface 43 includes, but i3 not

limited to, a mouse, a kevboard, a liguid crystal display (LCD), cathode ray tube

{(CRT), thin film fransistor {TFT), light-emitting diode (LED), high definition

{(HD) or other similar display device with touch screen capabilities. The network

- 31 -
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interface 44 is a software and/or hardware interface tmplemented to ¢stablish a

connection between the server 40, and other servers in the system as well as well

as with the CAS client device 1, as described in Fig. 1. t 1s contemplated by the

present disclosure that that network interface 44 includes software and/or

hardware interface circuitry for establishing communication connections with the

rest of the system using both wired and wireless connections for establishing

connections to, for example, a local area networks (LANs), wide area networks

{(WANgs), metropolitan area networks (MANSs) personal area networks (PANg},

and wireless local arca networks (WLANSs), system arca networks {(SANs), and

other similar networks.

[0061] The one or more processors 45 are used for controlling the general

operations of the server 40, Each onc or the one or more processors 45 can be,

but are not limited to, a central processing unit (CPU}, a hardware

microprocessor, a multi-core processor, a single core processor, a field

programmable gate array (FPGA), an application specific integrated circuit

{(ASIC), a digital signal processor (BSP), or other similar processing device

capable of executing any type of instructions, algorithms, or software for

- 372 -
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controlling the operation of the CAS chient device 1. Communication between

the components of the server 40 (e.g., 41-43} are established using an mternal

bus 46.

{0062] The present disclosure mav be implemented as any combination of

an apparatus, a system, an integrated circuit, and a computer program on a non-

transitory computer readable recording medium.  The one more processors may

be implemented as an integrated circuit (1€}, an application specific integrated

circuit (ASIC), or large scale integrated circuit (L51), system LS, super LS, or

ultra LS components which perform a part or all of the functions of the secare

conditional access architecture.

[0063] The present disclosure includes the use of compuier programs or

algorithms. The programs or algorithins can be stored on a non-transitory

computer-readable medium for causing a computer, such as the one or more

processors, to execute the steps described in Figs 1-13. For example, the one or

more menories stores software or algornithms with executable instructions and

the one or more processors can execute a set of instructions of the software or

s

[ 5]

[
l
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algorithms in association with executing generating, processing provisioning

requests and provisioning messages, as described in Figs. 113,

[0064] The computer programs, which can also be referred to as programs,

software, software applications, appiications, components, or code, include

machine instructions for a programmable processor, and can be implemented in a

high-level procedural language, an object-oriented programming language, a

fanctional programming language, a logical programming language, or an

assembly language or machine language. The term computer-readable recording

medium refers to any computer program product, apparatus or device, sach as a

magnetic disk, optical disk, solid-state storage device, memory, and

programmable logic devices (PLDs), used to provide machine instructions or data

to a programmable data processor, including a computer-readable recording

medium that receives machine instructions as a computer-readable signal.

[G065] By way of example, a computer-readable medium can comprise

DRAM, RAM, ROM, EEPROM, CD-ROM or other optical disk storage,

magnetic disk storage or other magnetic storage devices, or any other medium

that can be used to carry or store desired computer-readable program code in the

- 34 -
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form of instructions or data structures and that can be accessed by a general-

purpose or special-purpose computer, or a general-purpose or special-purpose

processor. Disk or dise, as used herein, include compact dise (CD), laser disc,

optical disc, digital versatile disc (DVD), floppy disk and Blu-ray disc where

disks usually reproduce data magnetically, while discs reproduce data optically

with lasers. Combinations of the above are also included within the scope of

computer-readable media.

[0066] Use of the phrases  “capable of.” “capable to,” “operable t0,” or

“configured to” in one or more embodiments, refers to some apparatus, logic,

hardware, and/or clement designed in such a way to enable use of the apparatus,

logic, hardware, and/or element in a specified manner.

[0087] The subject matter of the present disclosure 1s provided as examples

of apparatus, systems, methods, and programs for performing the features of the

secure conditional access architecture.  However, further features or variations

are contemplated in addition to the features described above. It 1s contemplated

that the implementation of the components and functions of the present
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disclosure can be done with any newly arising technology that may replace any

of the above implemented technologies.

[0068] Additionally, the above description provides examples, and 13 not

limiting of the scope, applicability, or configuration set forth in the claims.

Changes may be made in the function and arrangement of elements discussed

without departing from the spirit and scope of the disclosure. Various

embodiments may omit, substitute, or add various procedures or components as

appropriate. For instance, features described with respect to certain embodiments

may be combined in other embodiments.

{00691 Various moditications to the disclosure will be readily apparent to

those skilled in the art, and the generic principles defined herein may be applied

to other variations without departing from the spirit or scope of the present

disclosure. Throughout the present disclosure the terms “example,” “examples.”

or “exemplary” indicate examples or instances and do not imply or require any

preference for the noted examples. Thus, the present disclosure is not to be

limited to the examples and designs deseribed herein but is to be accorded the

widest scope consistent with the principles and novel features disclosed.

- 36 -
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We claim:

I A method for implementing an external trusted time source over a network to

a conditional access system (CAS) client device, the method comprising:

transmitting an entitlement management message {EMM) to a trusted

exccution environment {(TEE) of the CAS client device from an EMM server using a

first network connection, the EMM including an epoch sequence number (ESN);

generating an vpdated remaining client key set {CKS) lifetime value in the

TEE based on an initial lifetime duration value for the CKS, and the ESN value in

the EMM,;

sealing the CKS, updated ESN value in the EMM, and updated remaining

CKS lLifetime value as unit information; and

delivering the updated remaining CKS lifetime value and updated ESN value

in the EMM from the TEE to untrusied software in the CAS client device, and

storing the updated remaining CKS lifetime value and updated ESN value.

2. The method according to claim 1, wherein the EMM is transmitted to the

untrusted software before sending the EMM 1o the TEE.

- 37 -
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3. The method according to claim 1, wherein the initial Lifetime duration value

for the CKS is delivered to the CAS client device as part of the CKS.

4. The method according to claim 1, wherein the initial ifetime duration value

for the CKS 1s a pre-configured value that is part of a CAS client implementation.

5. The method according to claim 1, further comprising the step of initializing

the remaining CKS lifetime value and ESN value when the first EMM is transmitted

to the TEE after installing a CKS.

5. The method according to claim 1, wherein the TEE does not accept scaled

unit information after a reboot unless it also contains an EMM related remaining

CEKS hifetime value and ESN value.

- 38 -

SUBSTITUTE SHEET (RULE 26)



WO 2020/171997 PCT/US2020/017476

7. The method according to claim 1, wherein the EMM server moves to a next

epoch transition over the course of a pre-defined epoch period, whersin the ESN in

the EMM is incremented by M in value.

8. The method according to claim 7, further comprises updating the scaled unit

mtformation with the new incremented value for the ESN by M in value and

decrementing the remaining CKS lifetime value by N in value.

9. The method according to claim 8, wherein when the remamning CKS lifetime

value is at a lower bound when EMM is received by the TEE, the updated remaining

CKS lifetime value 1o the TEE, and the ESN value in the EMM 1s not generated and

the EMM is deleted or ignored.

10, The method according to claim 8, wherein the remaining CKS lifetime value

is at a lower bound after the decrementing, the EMM 1s deleted or ignored and

sealed unit information is sent with a remaining CKS hifetime value at the lower

bound.

-39 -
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It The method according to claim 7, wherein there is a time lapsc between the

{ast ESN received and the current ESN received from the EMM server so that the

ESN is incremented X in value, wherein X 15 a multiple of M, further comprising

decrementing the remaining CKS lifetime by Y, wherein the same value of the

multiple of M for X, is the nultipic of N for Y.

12. The method according to claim 11, wherein the remaining CKS lifetime

value is at a lower bound after the decrementing, the EMM is deleted or ignored and

sealed unit information is sent with a remaining CKS lifetime value at the lower

bound.

13, The method according to claim 1, wherein the TEE is a first instance TEE,

the method further comprising one or more instances of TEE including at least a

second instance TEE, each instance of TEE comprising a different installed CKS,

wherein the EMM server transmits a separate EMM with a separate ESN to each of

the one or more mstances of TEE, each of the one or more instances of TEE

- 40 -

SUBSTITUTE SHEET (RULE 26)



WO 2020/171997 PCT/US2020/017476

gengrates an updated remaining CKS lifetime value based on the initial lifetime

duration value for the CKS of each of the one or more instances of TEE, and the

ESN value in the EMM for each of the one or more instances of TEE; scaling the

CES, updated ESN value 1in the EMM, and updated remaining CKS lifetime value as

unit information in cach of the one or more instances of TEE; and delivering the

updated remaining CKS lifetime value and updated ESN value in the EMM from

each of the one or more instances of TEE to untrusted software in the CAS client

device, and storing the updated remaining CKS lifetime value and updated ESN

value for each of the one or more instances of TEE.

14, The method according to claim 1, further comprising forming an attestation

check message, and transmitting the atiestation check message from the CAS client

device to an attestation proxy server (APS) using a second network connection; and

transmitting the attestation check response from the APS to the untrusted software

using the second network connection, and sending the attestation check response

from the untrusted software to the TEE.

- 41 -
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15, The method according to claim 14, further comprising transmitiing the
attestation check message to an attestation server using a third network connection

to verify authenticity, and fransmitting from the attestation server a result as the

verification result to the APS.

i6. The method according to claim 15, wherein the attestation check message is
transmitted cach time there is a change in the ESN value in the sealed unit

information in the TEE.

17, The method according to claim 16, wherein the verification result is

negative, the failure is logged by the client device and an alarm 1s imitiated.

8. The method according to claim 16, wherein the ESN value during the last
successful verification result 18 persistently stored, and with each EMM that s
transmitted, the EMM ESN value 13 compared to the sealed value of the ESN from

the last successful verification result.
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19, A non-transitory computer-readable recording medium in cach of a client

device and EMM server for implementing an external trusted time source over a
&

network to a CAS client device, each non-transitory computer-readable recording

medium storing one or more programs which when executed by a respective

processor performs the method according to claim 1.

20, An apparatus for implementing an external trusted time source over a

network to a conditional access svstem (CAS) chient device, the apparatus

comprising:

a non-transitory memory configured to store one or more programs, untrusted

software, and a trusted execution environment (TEE);

a hardware processor configured to execute the one or more programs to

perform operations of the untrusted software and the TEE; and

a network interface configared to establish communication with a network

using a network connection,

wherein when the one or more programs are executed by the hardware

ProCessor:
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the TEE of the CAS client device receives an entitlement management

message {(EMM) from an EMM server ssing the network connection, wherein the

EMM includes an epoch sequence number (ESN},

the TEE generates an updated remaining client key set (CKS) Lifetime value

based on an initial lifetime duration value for the CKS, and the ESN value in the

EMM,

the THE seals the CKS, updated ESN value in the EMM, and updated

remaining CKS lifetime value as anit mformation, and

the TEE delivers the updated remaining CKS lifetime value and ESN to

untrusted software in the CAS client server, and stores the updated remaining CKS

lifetime value.
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