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DESCRIPTION

[0001] This invention refers to a device comprising a controlled magnetic field (CMF controlled
magnetic field) sensor physically integrated in an ASIC (Application-Specific Integrated Circuit).
Another object of this invention Is a method to measure electromagnetic fields surrounding a
conductor, as well as a plurality of uses for the sensor In different technical applications, such
as the localisation of people, domestic and industrial security applications, robotics, military
applications and security applications for transporting cargo and people, work-related and
domestic prevention and security applications and applications for the logistics sector.

STATE OF THE ART

[0002] VWhen an electric charge moves over a conductor it creates an EM field around it. The
oscillation of the source charge generates a wave that radiates energy from said conductor,
the EM field being the means that enables said energy to be transported remotely from its
emitter.

[0003] An electromagnetic wave Is an electric field and another magnetic one coupled together
that oscillate at the same frequency as the electric source charge. At a short distance from the
emitter, both fields are independent, but in the far-field zone both are coupled and, by knowing
one, the value of the other can be determined.

[0004] In the known state of the art, capacitive sensors have been widely used In different
applications, such as controlling the level of a fluid inside a container, controlling the fill-level
and position of objects or counting materials on conveyor belts. In another type of application
related to the medical sector, these types of sensors have also been used to measure
Intraocular pressure, intracranial pressure, diagnosing pulmonary diseases or measuring the
respiratory system.

[0005] Within capacitive sensors, capacitive systems based on an oscillator are known wherein
the oscillation frequency Is used as a parameter to determine the value of the capacity to be
measured. Of the different types of oscillators that exist, however, the oscillator used In
applications like the one described In this invention must resolve two technical problems:

1. a) Frequency sensitivity must be high with regard to small variations in the capacity to be
measured. This question I1s very important because when an object approaches the
sensor, a disruption of the EM field generated by the sensor will occur and this small
variation generated In the field is of vital importance in determining how far away the
object Is.

2. b) That the oscillator generates a stable frequency when faced with phenomena such as
vibrations, temperature changes and, ultimately, any possible interference with regard to
the sensor.
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[0006] The basic principles of the detection and use of disruptions in electromagnetic fields for
the detection of people are described, for example, in document GB1404838. According to this
Invention, an alarm system comprising at least one ultra-high frequency (UHF) oscillator circuit,
at least one electromagnetic wave radiation element connected to the oscillator circuit in order
to irradiate ultra-high frequency electromagnetic radiation are provided wherein each one of
sald electromagnetic wave radiation elements is arranged so that movement in the vicinity of
the element produces a very low frequency variation in the impedance of the ultra-high
frequency of the element and, therefore, a very low frequency variation in the oscillation
frequency of the oscillator circuit.

[0007] In the systems known In the state of the art, LC-type sine wave oscillators, a generic
diagram of which is shown In figure 1A, are used. The electronic circuit generates a medium-
high frequency signal (kHz-MHz) using active components and a resonance network (coil-
condenser). The amplifier can be implemented by a field-effect transistor, a bipolar transistor
or by an operational amplifier.

[0008] Starting from the structure shown In figure 1A, the two basic topologies deriving from
the oscillator In figure 1A, such as the Colpitts oscillator shown In figure 1B and the Hartley
oscillator (US1356763, US2556296) shown In figure 1C, are known. In these LC tank circuits,
the quality, or Q, factors are relatively low, enabling the resonant tank circuit to oscillate over a
wide range of frequencies. Another known typology of circuit i1s the Armstrong LC-type
oscillator (US11131149, DE291604) shown In figure 1D. However, with regard to these classic
topologies, the design and implementation of an oscillator circuit that minimises the parasitic
capacities generated by the circuit itself, and by the electrode or antenna that generates and
receives the EM field, 1s required.

[0009] On the other hand, the sensor should be operative within a wireless sensor network. To
this effect, it 1Is necessary that the wireless technology used should be suitable for low-
consumption and low-data-transfer rate at the same time as achieving a high level of reliability
and security in the communications that enable its integration with other types of sensors, such
as optical sensors, CCD sensors or any other type of sensors.

[0010] Document WO9/741458 describes a quasi-electrostatic detection system that surrounds
an electrically conductive mass with an electric field the magnitude of which is detected in one
or more locations to analyse a property of interest with respect to the mass. The object
Intercepts a part of the electric field that extends between the "emitter” electrode coupled to a
CA and the other "receiver” electrodes, the amount of the field intercepted according to the
size and orientation of the mass detected, regardless of whether or not the mass provides an
earth connection pathway, and the geometry of the electrodes distributed. Due to the response
of the field to an object being a complex non-linear function, the addition of electrodes can
always be distinguished among other cases. In other words, each electrode represents an
Independent weighting of the mass within the field; adding an electrode provides information
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with respect to that mass which is not redundant for the information provided by the other
electrodes.

[0011] Document WO03022641 describes a device for detecting the size and location of an
occupant of a vehicle which includes a conductor that is electrically coupled to a voltage signal
generator and fitted inside the vehicle seat. The conductor generates a periodic electric field. A
plurality of electrostatic sensor antennae are fitted adjacent to the roof and are capable of
detecting at least one part of the electric field. A detection circuit determines the size and
location of a vehicle occupant based on an Incidental quantity of electric field In each
electrostatic antenna of the sensor.

[0012] Document US2004090234 describes well-logging devices and methods for determining
the resistivity of the formation to multiple (>3) research depths. At least one transmitter
antenna and at least two receiver antennae which are mounted in a logging tool casing, In a
substantially common axis. The antennae are untuned wire coils. The electromagnetic energy
Is emitted at multiple frequencies from the transmitter to the formation. The receiver's
antennae, which are separated from each other and from the transmitter, detect the
electromagnetic energy reflected.

[0013] Finally, document EP256805 describes a sensor comprising an analysis and control
circuit and a reference electrode coupled to the analysis and control circuit. The electrode
sensor of a capacitive sensor is coupled to said analysis and control circuit. The capacitive
sensor Is adapted to detect the proximity of an object. The analysis and control circuit of the
sensor Is designed so that the capacitance data detected between the sensor electrode and
the reference electrode are variable to the potential of an objective electrode by means of an
analysis and control circuit of the sensor.

[0014] The above documents display the particularity of being configured by means of an
emitter-receiver structure, in other words, that there is an electrode that emits and an electrode
that receives a particular signal, and so the disruptions between said emitter and said receiver
are measured. Meanwhile, this presents a certain complexity in the circuitry. Furthermore, it
does not permit the emission of the magnetic field to be controlled since the dispersion In the
emitter 1s not defined In a determined direction so that it does not restrict its use and
application to very specific cases wherein It iIs possible to implement or use both emitters and
receivers.

[0015] Document EP2980609 describes a sensor capable of measuring electrostatic fields and
their variations to determine human presence in an area close to and surrounding said probe
and differentiate it from any other animal or object. The electrostatic fields sensor, whose
signals are uncoupled from each other by means of an uncoupling circuit, and wherein said
circuits for measuring electrostatic fields are connected to an antenna consisting of a coaxial
cable by means of a phase measurement circuit. This invention shares the same technical
objective and resolves the same technical problems as this document, albeit with an alternative
and different solution.
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[0016] Other documents from the same applicant as patent EP2980609 reflect particular
solutions based on the same technology and physical properties such as documents
EP3190569, EP3076206, WO2017077165 and W0O2017070166.

[0017] This invention, just like document EP280609, Is based on the measurement of the
variation of a controlled magnetic field surrounding a conductor that acts like a probe or
antenna when said body Is affected by the influence of a charged body such as the human
body. In other words, that the human body, just like any other existent body, presents Intrinsic
electrical characteristics, dependent on the materials, density, volume, temperature and
conductivity. Potential differences between the different objects give rise to electrostatic
discharges from one object to another when they come into contact or are infinitesimally close.
This effect Is exploited by the sensor that is the object of this invention, managing to measure
continuously the fluctuations that said field cause in a circuit connected to the conductor that
acts like an antenna. Notwithstanding, this invention describes a series of improvements to the
technology described in the state of the art as will be described in detall in this document.

[0018] The document US57/64145A discloses a capacitive detector which includes an antenna
for detecting small capacitive changes in an electric or electromagnetic field surrounding the
antenna, and particularly to an alarm system which uses the capacitive detector to generate an
alarm signal upon detection of capacitive changes in the generated electric or electromagnetic
fleld. The detector Is realized with an antenna connected to an electronic circuitry which
generates an electric field around the antenna. The electronic circuitry generates an electric or
electromagnetic field around the antenna, builds up a balanced electric field around the
antenna, maintains the generated electric or electromagnetic field around the antenna
balanced, prevents the detector device from being affected by changes in temperature and
humidity, detects small changes In the generated electric field around the antenna, and
Indicates that a change in the generated electric field has occurred.

DESCRIPTION OF THE INVENTION

[0019] The object of this invention 1s a device comprising a controlled magnetic fields sensor
with which 1t is possible to detect the presence of any nearby object by means of the detection
of the disruption in a magnetic field around a sole conductor which iIs configured as an antenna
that emits a controlled magnetic field and, at the same time, detects the variation or disruption
to said field. All this according to the device described in claim 1. In the depending claims to it,
specific embodiments of the device of the Invention are described. Other aspects of the
iInvention are described in independent embodiments.

[0020] One of the virtues of this invention Is that it is capable of emitting the electromagnetic
field in a controlled way by means of an active screening by means of a high impedance circuit
so that, by means of the only conductive element comprising the emitter-receiver antenna, it is
possible to direct the magnetic field towards a determined zone of influence and configurable
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for each specific application as will be described subsequently in this document.

[0021] Thanks to this structure, the device Is capable of distinguishing, as a function of the
magnitude of the change -1.e., the disruption generated- if there I1s a person, an animal or any
other object, since the invention i1s based on the device's capacity to measure the variations of
the magnetic field existent around each one of the antennae the device Is connected to, since
the device can be connected to various antennae, with the particularity that each one of the
antennae acts independently with respect to the others, in other words, each antenna has the
same capabilities and functionalities In the detection of the disruption -it emits a controlled
magnetic field and, at the same time, detects disruptions to this field-.

[0022] The device's operating principle Is simple. The device essentially comprises an
oscillator circuit that generates a sine wave (alternating current) and whose output Is
connected to at least one antenna like those Indicated. Meanwhile, the circuit has the
particularity of being a closed loop since the signal from the antenna is, at the same time,
configured as the input signal from the oscillator circuit. This particular configuration enables
the antenna signal to be followed, In other words, when there Is a disruption and the magnitude
of the field changes, this change will immmediately affect the Iinput of the oscillator circult,
thereby significantly increasing the sensitivity of the device and, furthermore, makes the
traditional emitter-receiver configuration described in the state of the art unnecessary. Another
iImportant benefit is that said configuration 1s not affected by external noise since the closed-
loop configuration logically cancels out any noise that may exist in the signal. This closed-loop
configuration, already described In document EP2980609 from the same applicant, Is

significantly improved In its sensitivity and response with the circuit and configuration described
In this invention.

[0023] Thus, this Invention, just like document EP2980609 starts from the fact that, the human
body, just like any other existent object, displays its own electrical characteristics, dependent
on the materials, density, volume, temperature and conductivity. The differences of potential
between different objects give rise to a plurality of electrostatic interactions from one object to
another when they enter into contact or are nearby. This effect generates fluctuations in the
magnetic field surrounding the antenna, which are continuously measured by the device. To be
precise, the measurement of this signal from the antenna due to a disruption - i.e., the
measurement of the change in the antenna's impedance due to a disruption- in turn shapes
the controlled magnetic field surrounding the antenna and enables it to be determined,
according to the change caused, which object has caused said disruption -person, animal or
thing-.

[0024] More specifically, the device for measuring disruptions in a controlled magnetic field and
generated by the device itself surrounding a sole conductive element, antenna or electrode
comprising, at least: a controlled magnetic fields device comprising, In turn: an oscillator circuit
connected to at least one electrode, a digital module; and a processor connected to the digital
module; wherein saild measurement device IS characterised because: the oscillator is
connected to a transformer whose secondary is connected to the electrode and whose primary
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IS connected to the active element of the oscillator; the oscillator comprises a feedback network
and a polarisation network configured to polarise the input transistors of the active element of
the oscillator; and wherein, moreover, the signal generated by the active element of the
oscillator generates a controlled magnetic field in the electrode and this same signal recharges
the input of the active element of the oscillator by means of the feedback network; so that the
same signal that recharges the input of the active element of the oscillator Is processed
digitally in the digital module to be acquired by the processor.

[0025] The applications of the device that is the object of the invention are all those requiring
the detection of an object prior to it resulting Iin the violation of the restricted space. Amongst
these applications we can highlight the following: the localisation of people, domestic and
iIndustrial security applications, robotics, military applications and security applications for
transporting cargo and people, work-related and domestic prevention and security applications
and applications for the logistics sector.

[0026] The device applied to security systems In industrial installations involves notifying a
specific user or operator that he/she 1s approaching a determined restricted or unauthorised
zone. This enables -for example, in the operational zone of a robot arm, for it to be paralysed
when an operator i1s within its operating range, regardless of whether the operator him/herself
IS subsequently called upon to explain If he/she were not authorised to be there, for which
purpose the system can also identify the operator.

[0027] Also object of the Invention Is an access control In restricted areas comprising at least
one of the following: a virtual fence, a crossings detector in sensitive, restricted or dangerous
zones such as railway platforms or loading docks for land or maritime transport, as well as
safety Iin the use of domestic appliances; or a combination of the above.

[0028] The virtual fence or crossings detector comprises, at least, a device according to this
iInvention, with the particularity of having a plurality of antennae configured to delmit a
determined work or transit area, so that any object, person or animal that affects, at least, one
generated field in, at least, one of the antennae, generates an alarm, a notification or similar. It
IS also Iintended that said signal might activate some kind of physical closure element -for
example, the automatic closing of a door or physical barrier-.

[0029] Similarly, the device of this invention can be used In the surveillance and control of
rallway platforms, loading docks for land or maritime transport, access to safes, monitoring
exhibitions of valuable objects, such as works of art, and safety control in the use of domestic
appliances.

[0030] In all the above cases, the antenna or antennae delimit a determined control area or
restricted use zone, so that any object, person or animal that generates a disruption in at least
one antenna connected to at least one device will generate an alarm, a notification, or similar.
It Is also Intended that said signal might activate some kind of physical closure element -for
example, the automatic closing of a door or physical barrier-.
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[0031] Also, an object of this invention Is a detector of objects adhered to a vehicle by means
of the detection of the approach of the person and/or the characterisation of the foreign
element. In a second aspect of this use, it Is configured as a security element inside vehicles,
for example, In the detection of the correct position of security anchors or the detection of
people In bathrooms, cellars or restricted areas of the vehicles themselves, such as the driver's
cab. Finally, the security system is capable of precisely detecting the position of the vehicle in a
car park or parking area.

[0032] Another object of the invention Is its use as a weapons and explosives detector and a
method for the detection of weapons and explosives. More specifically, this invention refers to
the detection of IEDs (Improvised Explosive Devices) In the passage of vehicles, the detection
of impet bombs, the detection of land mines or the detection of weapons, by means of the
detection of the approach of the person or characterisation of a foreign element that may, In
itself, be deemed a threat.

[0033] Lastly, a final use in domestic security applications, conferring the capacity of preventive
detection of intruders to doors, windows, walls or, In general, any other architectonic enclosure,
In other words, the device of the invention Is used for the detection of the Intrusion before it
takes place, precisely thanks to its capacity to measure the disruptions at distance.

[0034] The scope of this invention Is defined by the claims, which are incorporated In this
section for reference. Throughout the description and the claims, the word «comprises» and its
variants does not intend to exclude other technical characteristics, components or steps. For
those skilled in the art, other objects, benefits and characteristics of the invention will emanate
partly from the description and partly from using the invention. The following examples of use
and associated figures are provided for illustrative purposes and are non-limiting. Furthermore,
this invention covers all the possible combinations of particular and preferred embodiments
Indicated here.

BRIEF DESCRIPTION OF THE FIGURES

[0035] Below follows a brief description of a series of drawings and diagrams which help to
understand the invention better and which expressly relate to an embodiment of said invention
which Is presented as a non-limiting example of it.

FIG.1
shows different typologies of oscillators known In the state of the art of the CMF sensors
that are the object of this invention.

FIG.2
shows two typologies of oscillator circuits that implement a CMF sensor that is the object

of this iInvention.
FIG.3
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shows a block diagram of the complete data-measurement system including the CMF
sensor that is the object of this invention.

FIG.4
shows a diagram of the oscillator circuit screening at the input of the sensor of the

Invention.

DETAILED DESCRIPTION OF ONE EMBODIMENT OF THE INVENTION

[0036] The different aspects of the Iinvention comprise a controlled magnetic field sensor
capable of detecting a disruption in the magnetic field surrounding a sole conductor or antenna
that has the particularity of emitting a controlled magnetic field and, at the same time, detecting
any disruption In said field so that, by means of the characterisation of said disruption, it Is
possible to detect and discern the object that generated said disruption.

[0037] In this description, the terms «circuit» and «circuitry» refer to the electronic physical
components -1.e., hardware components- and any software and/or firmware -machine code-
that can configure or be susceptible to configuring the hardware and/or be associated in any
way with the hardware. In certain parts of the description, hardware and software may be
abbreviated to HW and SVV respectively.

[0038] With reference to the enclosed figures, a sensor CMF 100 I1s shown, which i1s a mixed
analogue-digital sensor comprising an oscillator 102 connected to, at least, one antenna 101
embodied In a sole conductive element which Is configured to emit an electromagnetic field
and which, In turn, iIs an EM field emitter and a receiver of saild EM field, being capable of
receiving and detecting the disruptions generated in said field due to the presence of one that
IS converted into a square wave and digitalised for its subsequent analysis as will be described
below.

[0039] Throughout this description, the expressions «antenna», «conductor» and «electrode»
refer to the same physical element, I.e., an electrical conductor referenced as (101) and whose
equivalent circuit iIs a capacity condenser that is variable as a function of the presence of an
object, person or animal that disrupts the controlled magnetic field generated by the oscillator
102 surrounding the antenna or electrode 101.

[0040] One of the key points of the invention i1s that the controlled magnetic field (CMF) is
directable by means of an active gatekeeper, as shown In figure 4. To this effect, a high
Impedance element 1s implemented-in the embodiment shown In figure 4, an operational
amplifier-. The sensor 100 and the electrode 101 are connected to the input of the device. As
can be seen, the output of the device Is earthed, so there Is a very high impedance at the input
(of the order of 100 MQ) and a low impedance at the output (of the order of 5/10PQ), which
causes the lines of the field to be emitted in just one direction.
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[0041] The oscillator 102 Is configured to minimise the parasitic capacities generated by the
circult itself and by the electrode 101 and which guarantees a continuous oscillation of the sine
wave. Notwithstanding, when the design of the oscillator 102 has to be implemented within a
chip and in CMOS technology, the parasitic effects of the transformer (L1, L2) as well as the
parasitic capacities and parasitic resistances themselves of an Integrated design were
evaluated, taking into account that the transformer (L1, L2) 1s directly connected to a pad of

the chip, as shown better in figure 2B.

[0042] For the design of the active element of the oscillator it is possible to implement three
different topologies of amplifier: telescopic, folded-cascode and a two-stage one, all being
typologies known for delivering high gains in an open loop. In other words, any topology that
delivers high gains in an open loop Is susceptible to be used in the sensor of this invention.

[0043] Notwithstanding the foregoing, the two-stage topology is the one that delivers highest
gains but also needs a higher compensation and its power consumption is higher. Although
adequate, its high-power consumption rules it out for this application since each sensor 100
node must have a high autonomy of use.

[0044] From the other two options, the telescopic configuration has been chosen as a
preferred, but non-limiting, embodiment because it consumes less power, achieves higher
gains and has parasitic poles at very high frequencies. On the other hand, it has been
established that, for the detection of people, the sine wave voltage at this point is between 2 -
200 volts peak-to-peak (Vpp). The feedback of this point Is connected to the MOS (MN)

transistor gate of the active element (i.e. the operational amplifier in telescopic configuration)
and the maximum voltage that an MOS transistor can withstand is around 7V, for which the
circuit shown In figure 2B Is used, as previously indicated.

[0045] Another technical problem resolved by the circuit shown In figure 2B was that the sine
wave signal of2-200Vpp must be converted to the digital domain transmitting the squared sine
wave signal. To this effect, a Schmitt-Trigger-type comparator configured like a CMOS Inverter
chain which can be integrated into the chip itself has been used.

[0046] Hence, for the Iintegration of the oscillator 102, the feedback network (Rg, Cg) of the

oscillator 102 circuit has been modified to manage the signals from tens of volts generated In
the electrode 101 within the integrated circuit -the chip. To this effect, with regard to the basic
diagram of the oscillator 102 shown In figure 2A, the Rpgag resistance and the Vpgias

polarisation voltage have been included. The Rgjag resistance, along with the Rg resistance,

form a voltage divider that mitigates the oscillation at the input to the active element and which,
moreover, along with the Vg|ag voltage, ensures that negative voltages, which may endanger

the integration of the circuit, are not reached. On the other hand, the fact that the integrated
circuit I1s designed in CMOS technology enables the Rg|ag resistance and the Vgag voltage

also to be used to adequately polarise the (Myy) Input transistor of the active element of the
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oscillator 102. The mitigated sine wave signal at the input of said active element can be
converted Iinto a low voltage feedback environment within the integrated circuit itself in a
squared signal for its subsequent digital processing.

[0047] Finally, to complete the design, it was decided that the polarisation voltage of the
(Vg|ag) oscillator should be 5V -but In a non-limiting way, since other values can be adopted

according to the technology implemented for the physical embodiment of the device- so that
around 5V of maximum sine wave voltage reaches the gate of the (M) Input transistor of the

operational amplifier, so that, along with the appropriate relationship of transformer coils, the
required voltage of 2-200 Vpp Is generated in the secondary (L2).

[0048] With this structure it Is possible to reach consumptions of the -non-limiting- order of
between 7 mA and 0.1 mA. To Increase the level of integration, the polarisation resistance
(Rjag) In the Input of the telescopic amplifier i1s also included within the integrated circuit.

Logically, at lower consumption, the gain of the amplifier is reduced and the oscillation
condition may be lost and it has been proved that, with load capacities in the electrode 101 of
between 1 pF and 10nF, oscillation frequencies between 5 kHz and 2MHz are generated with
amplitudes of between 2-200Vpp, detecting capacity variations of 0.01 pF, which supposes a
frequency change detectable by the circuit. As reiterated previously, these numerical examples
have a purely illustrative and non-limiting value in the operation and benefits of this invention.

[0049] Once the analogue part of the sensor CMF 100 has been explained, the digital part of
the sensor or digital module 103 Is described. That i1s to say, once the analogue part provides
sufficient amplitude voltage to the electrode 101 to generate the EM field (2-200Vpp) and the
Inverters have generated a squared signal typically of between 0-5 V-this value, likewise non-
imiting, will depend on the final technology used in the physical embodiment of the device- the

latter being the signal that should be processed in the digital domain to extract the information
of interest.

[0050] The circuit in the digital domain 103 iIs configured to connect to the processor 105 by
means of an SPI port (Serial Port Interface, described In technical note TNO897 Technical Note
ST SPI Protocol) In slave mode. Figure 3 shows the block diagram of the digital circuit 103 of
the sensor CMF 100.

[0051] At this point It Is Interesting to highlight, as can be seen In figure 3, that the device of the
Invention Is configured in a particular embodiment, as a matrix of sensors 100 with 8 channels
(.e. eight sensors 100 each connected to at least one electrode 101). This configuration
enables the device to undertake the measurement of the controlled magnetic field In
differential format, each sensor 100 acts in parallel, so that one of the channels can be used as
a gatekeeper against noise.

[0052] Notwithstanding, the matrices -the sensors 100 configured in the form of a matrix within

the ASIC Integrated circuit- have cross-talking problems due to their physical proximity. To
avold this effect, the device of the Invention Implements an iInternal and external
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synchronisation mechanism of the measurement of the sensors 100 whereby:

1.a) The sensors 100 that are In closest physical proximity measure further Iin time

between themselves -their measurement cycles or periods are more separated from
each other-; and

2. b) The sensors 100 that are further away physically have closer measurement periods
between themselves-their measurement cycles are closer-.

[0053] Another important benefit of the device of the invention, shown In figure 3, is that it Is
possible to not work continuously, but by storing everything in a buffer so that energy can be
saved because all the data remain stored in the buffer can be analysed a posteriori, and not
necessarily continuously. Furthermore, as we shall see below, all the parameters are
programmable.

[0054] In this aspect, the sensor 100 comprises, In turn, the following input-output blocks or
modules:

1. a) a first communications module series with the processor 105 that includes:

a clock input signal synchronised to the SPI In slave mode (SCK) SDO series output to
the processor 105

SDI series Iinput of the processor 105 to the sensor CMF 100 selection signal of the
sensor CMF 100

2. b) an interruption signals module comprising:

an interruption indicating that an INT _MES measurement has just been made. It can be
used to connect a plurality of sensors CMF 100 In series

an Interruption Indicating that the difference between the current and the last
measurement has exceeded a threshold configured INT _LAST

an Interruption Indicating that the difference between the current and the last
measurements has exceeded the threshold -given that the number of measurements to
calculate the average Is configurable-.

3. ¢) an electrode 101 selection module that is configured like an 8-coded bits output signal
which activates the switch that selects the measurement electrode 101. As previously
Indicated, each sensor CMF 100 is capable of being connected to one of the electrodes
101 that would be configured as an EM field emitter-receiver antenna.

[0055] The SAMP signal 1s an input used as an Initial sampling signal. This signal uses an
Internal register with a time period configured not to overlap the measurements of the different
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devices and to not cause Iinterferences.

[0056] The sensor CMF 100 is internally configured to establish the sampling frequency and to
determine whether the transitional has passed, two registers are activated:

If the previous and current sample are differentiated in a lower, or epsifon value the transitional
IS deemed to be passed and the measurement begins; and/or

by specifying the establishment time to determine that the signal from the electrode 101 is
stable.

[0057] Finally, the sensor CMF 100 is configured to record, on the one hand, the last
measurement, indicating its electrode 101 of origin and, on the other hand, comprises up to 64
registers with the last measurements wherein the registers can always be accessed In the
same direction, like a circular stack. In light of successive readings, the system will return the
samples, starting with the most recent until the queue is cleared. For each measurement, the
measurement electrode is identified.

[0058] The sensor CMF 100 is connected wirelessly to a management system 1 that Is
configured as a computer or central processing unit that can either be integrated into one sole
device or be a distributed system. An Integrated system may comprise, for example, a sole
computer or central processing unit (CPU), server, electronic machine or device, in which the
Integrated system can be configured to perform some or all of the functions or characteristics
of management system 1, as described In this document. A distributed system can be
Implemented with a plurality of interconnected components, preferably wirelessly, and wherein
each component i1s configured to carry out all or some of the functions, characteristics and/or
operation of management system 1.

[0059] In an example embodiment, management system 1 implements one or more nodes,
embodied in one or more master-type controllers to control one or more sensors CMF 100. A
master controller may also comprise, for example, a remote controller.

[0060] Although FIG3 refers to a unigue management system 1, logically, the description is not
imited to just one embodiment. For example, there may be several management systems 1
connected between themselves by means of a data network 3 so that it is possible to cover
much larger spaces with just one management system 1.

[0061] Communications between the sensor CMF 100 and the management system 1 are
essentially wireless and may comprise different links and/or protocols such as, for example,
Bluetooth, ZigBee, Bluetooth LE, Smart Bluetooth, iBeacon, near-field communication (NFC)
protocols or WLAN WIFI (protocols 802.11) or any other wireless link or suitable protocols for
the Interchange of data between the management system 1 and the sensor or sensors CMF
100. For one skilled In the art, it Is evident that, despite wireless communication being the
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preferred option In a multitude of applications, communication between the sensor or sensors
CMF 100 and the management system or systems 1 can be by means of physical cabled
communication.

[0062] The management system 1 can also communicate with at least one user terminal 4 by
means of the data network 3. Communication can be direct or by means of an external service
server, for example, in certain cases or applications, an alarm centre, the result being in any
case the same, which Is no different from communicating the incidences measured by the
sensor CMF 100 to the owner of user terminal 4. This user terminal 1Is a mobile phone, tablet
or personal computer and, In general, any electronic device capable of receiving and
Interpreting the data originating from management system 1 by means of data network 3, or a
mobile phone network or a combination of both.

[0063] Furthermore, the sensor CMF 100 can define its own position by means of, for
example, GPS, IPS and/or micro-mapping and/or based on a reference position defined In
management system 1. For example, If the sensor CMF 100 moves from the desired position,
a notification will be sent to the management system and, thus, to user terminal 4 by means of
data network 3. Similarly, the detection of any disruption to the magnetic field surrounding at
least one sensor CMF 100 may generate an order from management system 1 or from user
terminal 4 In order to generate a required action according to each case and specific
application, as will be explained for each specific use of this invention.

[0064] The sensor CMF 100 comprises a programme or programmes that are stored in the
memory 106 and configured to be executed by one or more processors 105. The programmes
comprise Instructions to execute the functionalities previously described. The memory 106 can
store, for example, configuration data that may comprise parameters and/or code comprising
software and/or firmware. The memory 106 may comprise different memory technologies,
Including, for example, read-only memory (ROM), programmable ROM and electronically-
erasable EEPROM, random-access memory (RAM), low-latency non-volatile memory, flash
memory, solid-state drive (SSD), field-programmable gate array (FPGA) and/or other means of
electronic data storage capable of storing data, code and/or other information.

[0065] The memory 106 can be used to store the processed data generated by the electrode
101. The memory 106 can also be used for storing information, such as configuration
Information, that can be used for controlling the operation of the sensor CMF 100. For
example, the memory 106 may comprise Iinformation required to configure the wireless
transceiver to enable the reception of RF signals in the appropriate frequency band and the
desired communications protocol.

[0066] In one example embodiment, the sensor CMF 100 may be operable to receive software
and/or firmware updates which could be stored in a memory (for example, the memory 100).
For example, the sensor CMF 100 can receive software and/or firmware updates from a
network manager (for example, management system 1). In one example embodiment of the
dissemination of the software and/or hardware updates that can be received, processed and/or
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Installed manually or automatically. For example, the process can be completely automatic (for
example, a network administrator may send an update to the sensor CMF 100), and/or semi-
automatic (for example, an update may be Initiated by a user by means of, for example, user
terminal 4).

[0067] The battery 107 may comprise a replaceable battery inside the sensor CMF 100to
provide energy, or as back-up power when DC input voltage 1s used. The sensor CMF 100 can
take measurements of the sensors and/or communicate with other lower frequency devices
when powered by the battery 107 and can only detect/communicate continuously when an
external DC power source Is used, thus achieving energy savings.

[0068] The wireless long-range sensor 108 may comprise the logic or appropriate circuits to
for example, determine whether the sensor CMF 100 is within range of a management system
1. To this effect, the wireless long-range sensor may be operable to generate an alarm
condition when the sensor CMF 100 i1s not within range of management system 3. In an
example embodiment, if the sensor CMF 100 is out of range, it can generate a luminous signal
In the luminous indicators or an acoustic signal in an acoustic indicator.

[0069] The sensor CMF 100 comprises a wireless transceiver 109, which may comprise the
appropriate circuits and logic for the communication by means of one or more wireless
communications protocols, such as Z-Wave, |[EEE 802.11x, Bluetooth, and ZigBee. The
wireless transceiver 109 may therefore comprise RF transmission media, the amplification, the
demodulation/modulation and other circuits for the transmission and reception of signals.

Furthermore, the wireless transceiver 109 can be used to provide software/frmware updates
for the sensor CMF 100.

[0070] As previously indicated, the sensor CMF 100 comprises a programme or programmes
stored Iin the memory 106 and configured to be executed by means of one or more processors
105. The programmes comprise Instructions to execute the functionality of the device
described.

[0071] As the case may be, various means of embodiment provided by this description may be
Implemented using hardware, software, or combinations of hardware and software. As also
may be the case, the different components of hardware and/or software established in this
document may be combined in composite materials comprising software, hardware and/or
both, without deviating from the object of this invention defined by its claims. As the case may
be, the different components of hardware and/or software established in this document can be
separated In the sub-components comprising software, hardware, or both, without deviating
from the object of this invention defined by its claims. As also may be the case, it is considered
that the software components can be used as hardware components and vice versa.

[0072] The software according to this description, such as non-transitory instructions,
programme and/or data, code, can be stored In one or more legible means of the non-
transitory machine. It is also considered that the software identified in this document can be



DK/EP 3553477 T3

Implemented using one or more general-purpose, or specific-purpose, computers and/or
computer systems, in a network and/or of another type. As the case may be, the order of the
different steps described In this document can be changed and/or divided into substages to
deliver the characteristics described in this document.

[0073] The means of embodiment described above illustrate, but do not Iimit, the invention. It
should also be understood that numerous modifications and variations are possible according
to the object of this invention. Consequently, the scope of the invention Is only defined by the
following claims.

REFERENCES CITED IN THE DESCRIPTION

This list of references cited by the applicant is for the reader's convenience only. |t does not
form part of the European patent document. Even though great care has been taken In
compiling the references, errors or omissions cannot be excluded and the EPO disclaims all
liability in this regard.

Patent documents cited in the description

o GB1404838A (HUEE]

o USTS00/63A TO0GSS

o USZI00LY6A [800H]

o UST1i311488 FOUGES

o )e291604 18008

o VWOB/41458A (0818

o WOUSUZALG4TA [OG11]

o USZ0U4A0YGZL54A (88143
o LHMZ2HG805A 0813}

o LM2UBOGUUA [OG1S] (08181 [00LL] [8823]
o EHMI15006G8A [U01G]

o EPIRIGLUCA [0UTE]

o WIZU1/7077183A (00185
o W20 /Q7UTREA IGUTR]
o EH2BUGHUA OGS

o USL/B4140A [BR18]




10

15

20

23

30

1 DK/EP 3553477 T3

PATENTKRAY

1. Maleanordning til maling af afbrydelser 1 et kontrolleret magnetfelt omfattende:

mindst én elektrode (101), der bestar af et enkelt ledende element omgivet af det
kontrollerede magnetfelt genereret at anordningen;

en kontrolleret magnetfeltsensor (100), der er forbundet 1 et lukket slgjtekredslgb med
den mindst ene elektrode (101), hvilken sensor omfatter:

en oscillator (102), der omfatter et aktivt element, hvilken oscillator er koblet til den
mindst ene elektrode (101),

et digitalt modul (103) og

en processor (1035), der er forbundet med det digitale modul (103); hvor oscillatoren (102)
er forbundet med en transformer (L1, L2), hvis sekundare vikling (LL1) er forbundet med den
mindst ene elektrode (101), og hvis primare vikling (L2) er forbundet med oscillatorens (102)
aktive element; og oscillatoren (102) endvidere omfatter et polariseringsnetvark (Rgias, VBias),
der er konfigureret til at polarisere, mindst, €én indlesningstransistor (M) til oscillatorens (102)
aktive element;

hvor endvidere signalet genereret af oscillatorens (102) aktive element genererer et
kontrolleret magnetfelt 1 den mindst ene elektrode (101), og dette samme signal tilfgres
indlesningen (Min) af oscillatorens (102) aktive element via et feedback-netvark (Rg, Cr); og

hvor det samme signal, der anvendes til indlesningen (Min) af oscillatorens (102) aktive
element behandles digitalt, 1 det digitale modul (103), saledes processoren (105) kan tilegne sig
dette.

2. Maleanordning ifglge krav 1 hvor det aktive element er af en topologi udvalgt mellem:

teleskopisk, foldet-kaskode og to-trins.

3. Maleanordning ifglge krav 1, hvor signalet, der genindlaser (MiN) oscillatorens (102)
aktive element, behandles digitalt ved transmission af et sinusbglgesignal til kvadratsignal ved

hyjaelp af et adapterkredslgb.

4. Maleanordning ifglge et af kravene 1 til 3, der er konfigureret som et integreret kredslgb,
der integrerer en matrix af kontrollerede magnetfeltsensorer (100) og implementerer en
synkroniseringsmekanisme til sensorernes (100) maling af matricen, hvorved: (a) de sensorer
(100), der er 1 taettest fysisk naerhed, har malecyklusser eller -perioder med stgrre tidsadskillelse;

og (b) de sensorer (100), der fysisk er l&ngere vak, har tettere maleperioder.
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S. Anordning ifglge krav 4, hvor det digitale modul (103) omfatter et signal konfigureret til
at blive anvendt som et mitialt samplingssignal (SAMP), hvor dette signal anvender et internt
register med et tidsrum, der er saledes konfigureret, at det ikke overlapper de forskellige

sensorers malinger og ikke forarsager interferens.

6. Maleanordning ifglge et af kravene 1 til 5, hvor det digitale modul (103), til gengald,
omfatter, en malebuffer, hvori samtlige malinger foretaget af mindst én sensor (100) 1 det

programmerbare tidsrum er lagret.

7. Maleanordning ifglge krav 6, hvor sensoren (100) dels er konfigureret til at registrere den
seneste maling, der indikerer dens oprindelseselektrode (101) og dels omfatter op til 64 registre
med de seneste malinger, hvorved den altid kan tilga registrene 1 den samme retning, saledes at,
ilyset af successive aflesninger, malingerne vil blive returneret, startende med den seneste, indtil

kagen er afviklet.

3. Maleanordning ifglge et af de foregaende krav, hvor det digitale modul (103) omfatter:

a) et kommunikationsmodul serielt med processoren (105), indbefattende:

et taktindgangssignal (SCK)

et serielt dataudlaesningssignal (SDO) til processoren (105)

et serielt dataindlaesningssignal (SDI) fra processoren (105) til den kontrollerede
magnetfeltsensor (100);

et kontrolleret magnetfeltsensor- (100) valgsignal;

b) et modul af atbrydelsessignaler omfattende:

et fgrste afbrydelsessignal (INT_MES), der indikerer, at en maling netop er foretaget, og
som kan konfigureres til at forbindes med en flerhed af kontrollerede magnetfeltsensorer (100)
serielt;

et andet atbrydelsessignal (INT_LAST), der indikerer, at forskellen mellem den aktuelle
og den seneste maling har overskredet en konfigureret terskel;

et tredje atbrydelsessignal, der indikerer, at forskellen mellem det aktuelle og
gennemsnittet af de seneste malinger har overskredet taersklen, hvor antallet af malinger til
beregning af gennemsnittet kan konfigureres;

c) et elektrodevalgmodul, der er konfigureret som et 8-kodet bitudgangssignal, der

aktiverer den kontakt, der vaelger maleelektroden (101), hvorved hver sensor (100) kan forbindes



10

15

20

23

30

: DK/EP 3553477 T3

med €n af de elektroder (101), der matte vaere konfigureret som en sender-modtagerantenne for

det kontrollerede magnetfelt.

9. Anordning ifglge et af kravene 1 til 8, hvorved sensoren (100) internt er konfigureret til
at etablere samplingsfrekvensen og bestemme, om overgangen er passeret, hvorved to registre
aktiveres:

a) hvis de foregaende og seneste prgver adskiller sig med en lavere vardi end en epsilon-
vaerdi, anses overgangen for at have passeret og malingerne starter; og/eller

b) specificering af etableringstiden for at bestemme, om elektrodens (101) signal er

stabilt.

10.  Anvendelse af anordningen 1fglge et hvilket som helst af kravene 1 til 9 1 lokalisering er

personer, hvor anvendelsen omfatter maling af afbrydelser i et kontrolleret magnetfelt.

11. Anvendelse af anordningen 1fglge et hvilket som helst af kravene 1 til 9 1
sikkerhedssystemer 1 industrielle anleg, hvor anvendelsen involverer en advarsel til en bestemt
bruger eller operatgr om, at han/hun n®rmer sig et bestemt omrade med begraenset eller
nautoriseret adgang, der er begranset af mindst én antenne (101), der konfigurerer et omrade
under 1ndflydelse af det kontrollerede magnetfelt og som omfatter mindst én af fglgende: et
virtuelt hegn, en krydsningsdetektor 1 fglsomme, begraensede eller farlige omrade, sasom
jernbaneperroner eller lasseperroner for land- eller sgtransport, savel som sikkerhed 1

anvendelsen af husholdningsapparater; eller en kombination af ovenstaende.

12.  Anvendelse af anordningen 1tglge et hvilket som helst at kravene 1 til 9 1 robotstyrede
industrielle maskiner og husholdningsredskaber, hvor anvendelsen omfatter maling af

atbrydelser 1 et kontrolleret magnetfelt.

13.  Anvendelse af anordningen ifglge et hvilket som helst af kravene 1 til 9 1 kgretgjer
omfattende: (a) detektering af genstande, der er fastgjort til et kgretg), ved hyelp af detektering
at personens tilnermelse og/eller karakterisering at fremmedelementet; eller (b) 1 kgretgjers
interne sikkerhed ved hyalp at detektering at mindst én brugers position; (¢) 1 detektering af et
kgretgys position pa en parkeringsplads eller 1 et parkeringsomrade; eller (d) sikkerhed ved last-

eller persontransport.
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14.  Anvendelse af anordningen ifglge et hvilket som helst af kravene 1 til 9 1 detektering af

vaben og eksplosiver omfattende: detektering af improviserede eksplosive anordninger ved
kgretgjers passage, detektering af magnetbomber, detektering af landminer eller detektering af
vaben, ved hjelp af detektering af personens tiln@rmelse eller karakterisering af et

fremmedelement, der 1 sig selv kan anses for at vaere en trussel, hvor anvendelsen omfatter

maling af afbrydelser 1 et kontrolleret magnetfelt.

15. Anvendelse af anordningen 1ifglge et hvilket som helst at kravene 1 til 9 1 hjemlige
sikkerhedsanvendelser, til forebyggende detektering af indtrengende personer via dgre, vinduer,

vaegge eller generelt en hvilken som helst anden arkitektonisk lukning, hvilken anordning
anvendes til detektering af indtreengningen, fgr den finder sted, ved maling af afbrydelserne 1 et

kontrolleret magnetfelt pa afstand.

16. Anvendelse af anordningen 1fglge et hvilket som helst af kravene 1 til 9 1
arbejdsrelaterede eller hjemlige forebyggelses- og sikkerhedsanvendelser, hvor anvendelsen

omfatter maling af afbrydelser 1 et kontrolleret magnetfelt.

17.  Anvendelse af anordningen ifglge et hvilket som helst at kravene 1 til 9 1 logistiske
anvendelser indbefattende kontrol af lasttransport, hvor anvendelsen omfatter maling af

atbrydelser 1 et kontrolleret magnetfelt.
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