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(54) Security system

(57) An anti-�theft device (8) comprises an acceler-
ometer unit (4), a microprocessor unit (2) and a charge
of a pyrotechnic composition (9) containing a dyestuff
(10). The device (8) may be concealed within a bundle
of real or imitation banknotes. The device (8) is activated
when the accelerometer unit (4) detects that the orienta-
tion of the device (8) has changed by 45° or more. The
microprocessor unit (2) is programmed to use data from
the accelerometer unit (4) to calculate a distance tra-
versed by the device (8) from a rest position, and a total
acceleration experienced thereby. When the distance
traversed exceeds a preselected distance, for example
fifty meters, or when the total acceleration experienced
exceeds a preset threshold limit, the microprocessor unit
(2) sets off the pyrotechnic composition (9), which gen-
erates clouds of coloured smoke, to indicate that a theft
is in progress, to impede a thief’s escape and to stain
stolen banknotes and the thief s person.
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Description

�[0001] The present invention relates to a security de-
vice and to a security system which may employ said
device. More particularly, but not exclusively, the present
invention relates to a security device to protect cash, said
device incorporating a means of generating smoke, es-
pecially coloured smoke.
�[0002] Many systems have been developed to address
the problem of theft of cash. One approach is to provide
devices, disguised as bundles of banknotes, which may
be set off to emit copious clouds of coloured smoke, usu-
ally comprising a volatilised dye. This smoke may show
that a robbery is in progress, hampers the escape of the
robber or robbers, stains any banknotes being stolen so
that they are then probably unusable, and stains the skin
and clothing of the robber or robbers so that they may
more easily be identified.
�[0003] It is known to provide triggering arrangements
ranging from a simple time delay following removal of the
device from a cash drawer, up to sophisticated systems
such as that described in UK Patent No. GB2372799, in
which the device may only be set off once it has left a
protected premises, thus lessening the chances of acci-
dental activation, and of the robber retaliating against
staff and customers on the premises.
�[0004] It has been proposed to incorporate Radio Fre-
quency (RF) receiver or transmission devices in some
forms of security apparatus for cash protection, such as
ATM machines, the cassettes for filling them, or in other
cash carrying or storage containers. However, such wire-
less devices may be muffled or interrupted by specialist
RF isolating equipment during a robbery, and afterwards
hidden away and isolated in a Faraday cage or exposed
to complex muffling waves for long periods of time, until
the power supply on the RF receiver runs out, and thus
the device eventually fails to set off its smoke generator.
Furthermore, RF receivers may have high power con-
sumption and therefore their power supply would need
to be replaced or recharged at regular intervals. If their
power supply is impaired or cut off, such devices soon
become ineffective or may operate only for a short period.
�[0005] It would thus be advantageous if the device
could be independent of external stimuli such as an RF
or GPS transducer signal, but still able to determine how
far it has been displaced relative to an initial rest position,
automatically activating a detonator to ignite a smoke
composition containing dye or coloured ink, also hidden
within the cash, once said displacement exceeds a
threshold value.
�[0006] It would also be advantageous for the device to
have as low a power consumption as possible when not
activated, to reduce the chance of the device becoming
accidentally or deliberately inactivated through exhaus-
tion of its power supply.
�[0007] It is hence an object of the present invention to
provide a security device adapted for concealment in or
with bundles of banknotes or the like, which provides

some or all of the above advantages and obviates some
or all of the above disadvantages.
�[0008] According to a first aspect of the present inven-
tion, there is provided an anti- �theft device comprising
means to emit a medium adapted to discourage theft,
accelerometer means and means to calculate motion da-
ta based on output from the accelerometer means, said
emission means being adapted to be activated in re-
sponse to a predetermined motion datum exceeding a
preselected threshold value.
�[0009] Preferably, said predetermined motion datum
comprises a net displacement of the device.
�[0010] Advantageously, said predetermined motion
datum comprises a summed acceleration undergone by
the device.
�[0011] Preferably, the anti- �theft device has an active
mode in which said motion calculating means calculates
said motion data, and a quiescent mode in which the
emission means is not activatable.
�[0012] Advantageously, the accelerometer means is
adapted to detect a change in orientation of the device,
and the device enters an armed mode in response to a
change in orientation exceeding a predetermined thresh-
old value, optionally a change in orientation exceeding
about 45°, alternatively exceeding about 60°.
�[0013] The device may be adapted to re-�enter its qui-
escent mode if less than a predetermined threshold
movement is detected in a predetermined period of time
following said change in orientation, optionally if no
movement is detected in said period.
�[0014] The device may be adapted to enter its quies-
cent mode following any period having a preselected du-
ration during which no acceleration is detected.
�[0015] Preferably, the accelerometer means is adapt-
ed to register acceleration along three mutually orthog-
onal axes.
�[0016] Advantageously, the accelerometer means is
adapted to determine its orientation relative to an ambient
gravitational field.
�[0017] Preferably, the emission means is adapted to
emit smoke means, optionally obscuring smoke means.
�[0018] Advantageously, the emission means compris-
es a pyrotechnic composition, optionally ignitable by det-
onator means activatable by the calculating means.
�[0019] The emission means may be adapted to emit
dye means, optionally comprising ink means.
�[0020] Additionally or alternatively, the emission
means may comprise means to dispense an adhesive
composition.
�[0021] Preferably, the anti-�theft device is adapted to
be concealed within a package of genuine or imitation
bank notes.
�[0022] The anti-�theft device may be provided with lo-
cator means adapted to be activated substantially simul-
taneously with the emission means.
�[0023] The device may comprise means to detect mo-
tion and means operable in response thereto to deter-
mine acceleration of the device, means to compute tra-
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versed distance and means to activate detonator means
after a predetermined distance of the device has been
traversed.
�[0024] Preferably, the motion detector means compris-
es accelerometer means.
�[0025] Advantageously, this enables the device to
sense movement.
�[0026] Alternatively or additionally, the motion detector
means may comprise tilt switch means.
�[0027] Preferably, the motion detector means is adapt-
ed to detect motion in three dimensions.
�[0028] This enables accurate computation of a specific
direction of motion based on data received from the mo-
tion detector means.
�[0029] Preferably, the accelerometer means is adapt-
ed to determine orientation in three-�dimensional frame
of reference.
�[0030] The device may thus accurately measure an-
gles of tilt in a plurality of alignments.
�[0031] Preferably, the device is concealable within a
bundle of genuine or imitation bank notes.
�[0032] This provides camouflage and lessens the risk
of thieves removing it from the cash bundle.
�[0033] Preferably, the device is adapted to detect un-
authorised disconnection of the motion detector means
and in response to activate the emission means.
�[0034] Preferably, the device comprises microproces-
sor control means enabling rapid exchange of data
among integers of the device.
�[0035] The control means may be adapted to classify
and to count successive time intervals of predetermined
length as motion intervals or non-�motion intervals, ac-
cording to whether an amount of motion in a respective
time interval exceeds a predetermined threshold.
�[0036] The control means may then activate the emis-
sion means only following a first predetermined number
of said motion intervals.
�[0037] Preferably, the accelerometer means is sensi-
tive to both low and high forces.
�[0038] The accelerometer means may be adapted to
sense ambient gravitational forces.
�[0039] The accelerometer means may be adapted to
detect its orientation with respect to gravity and/or to de-
tect changes in its orientation.
�[0040] Preferably, the device is adapted to enter an
active mode in response to a change in orientation of 45°
or greater, optionally 60° or greater.
�[0041] According to a second aspect of the invention,
there is provided a method for controlling an anti- �theft
device comprising the steps of providing an anti-�theft de-
vice as described in the first aspect above, computing a
distance traversed by the device, and activating initiator
means after a predetermined distance has been tra-
versed, so as to emit from the device a medium adapted
to discourage theft.
�[0042] Said medium may comprise smoke means, dye
means and/or adhesive means.
�[0043] Preferably, the method comprises the steps of

monitoring motion in three dimensions and calculating
therefrom the distance traversed.
�[0044] The method may comprise the step of activating
the device in response to a change in its orientation of
45° or greater, optionally of 60° or greater.
�[0045] According to a third aspect of the present in-
vention, there is provided a system for computing the
distance traversed by a device, comprising means to de-
tect motion and means operable in response thereto to
compute traversed distance, and initiator means activat-
able after a predetermined distance is traversed to emit
a medium adapted to discourage theft, such as smoke,
dye means and/or adhesive means.
�[0046] Preferably, the device is activated whenever
there is an orientation change of equal to or greater than
45 degrees, optionally 60° or greater.
�[0047] Advantageously, the device comprises means
to compute acceleration or deceleration over time when
the device is activated, and thereby to calculate the dis-
tance travelled.
�[0048] The device may comprise means to calculate
a sum of accelerations in three orthogonal planes and to
ascertain whether a predetermined acceleration thresh-
old level is surpassed.
�[0049] The device may be adapted to return the device
to a quiescent mode after a predetermined quiet period
without acceleration.
�[0050] Preferably, the system is adapted to detect ac-
celeration along at least two orthogonal axes, advanta-
geously along three mutually orthogonal axes.
�[0051] The control means may be adapted to distin-
guish between different types of signals from the motion
detector means, optionally between those corresponding
to translational movement and those signals correspond-
ing to vibrational movement
�[0052] The control means may then be adapted to re-
spond only to signals corresponding to translational
movement.
�[0053] Alternatively or additionally, the control means
may also be adapted to respond to signals corresponding
to vibrational movement.
�[0054] This allows the control means simultaneously
to compute an average velocity and to ascertain whether
a vibrational threshold has been surpassed.
�[0055] This allows computation of the distance tra-
versed, and if the vibration threshold level or a distance
threshold has been surpassed, generation of an activa-
tion signal to the control means to instigate detonation
of the device.
�[0056] Advantageously, the device comprises means
to transmit an ’activate’ signal to detonator means thereof
more rapidly than detonation would propagate sponta-
neously therethrough.
�[0057] Additionally, the device may comprise reed
switch means, adapted to detect removal of the tracking
device from an authorised position.
�[0058] The device may additionally be activatable by
leaving a radio-�frequency field or by GPS tracking, for
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example such a field set up within a bank, shop, security
vehicle, automatic teller machine (ATM) casing or the
like.
�[0059] The device may optionally be activatable on
command, for example by means of a radio command
signal transmitted thereto.
�[0060] The device may be activatable on tampering
with the device or on tampering with a container in which
it is located.
�[0061] Said activation of the device may optionally take
effect only after a predetermined delay period.
�[0062] An embodiment of the present invention will
now be more particularly described by way of example
and with reference to the Figure of the accompanying
drawings, in which: �

Figure 1 is a schematic block diagram of an anti-
theft device embodying the present invention.

�[0063] An anti-�theft device comprises a charge of a
smoke generating pyrotechnic composition, containing
a dyestuff, operatively linked to a control circuit provided
with means to detect acceleration such as an acceler-
ometer unit and means to determine motion parameters,
such as velocity and displacement from rest. The device
is adapted to emit an anti- �theft deterrent dye, coloured
smoke, or the like, on receipt of a signal from the control
circuit that the device has travelled a predetermined dis-
tance from an initial settled position. A tracking device
may also then be activated.
�[0064] The composition may emit a liquid dye, an ink
or a coloured smoke. The control circuit in a simple em-
bodiment may comprise motion sensors such as an ac-
celerometer to detect translational acceleration and vi-
brational acceleration, a microprocessor system to proc-
ess data, and an ignition circuit connected to a squib or
detector embedded in a charge of the composition. The
device may be camouflaged to appear as a bundle of
banknotes and be kept in a cash drawer in, for example,
a bank. Optionally, an RF field may be set up within the
bank premises to complement the accelerometer sys-
tem, to be picked up by an RF detector of the device.
�[0065] In one version, the device may be given to or
taken by a robber, mixed in with genuine bundles of ban-
knotes. Alternatively, it may be incorporated in a cash
cassette or cash carrying device. The device is activated
from its initially quiescent state by being turned through
an angle of at least 45°. Once the robber starts moving,
the accelerometer detects motion in one or more orthog-
onal axes. The control circuit concurrently initiates a de-
lay timer, counting to a predetermined time to see if the
motion continues. If the motion stops the device relearns
its orientation and returns to the quiescent mode. If the
device remains active, it sums a scalar total of acceler-
ation and deceleration over time, and also calculates a
distance moved. Once the device is a predetermined dis-
tance away from its original position, or once the scalar
total acceleration exceeds a predetermined limit, it will

fire a squib, igniting the charge, which emits copious
amounts of coloured smoke, or alternatively emits a liquid
dye or ink to stain the banknotes for subsequent identi-
fication. The device may also or alternatively project glue
over the banknotes or over a person holding them. A
tracking system may also be activated to aid location of
the device, e.g. by the police.
�[0066] In other embodiments, more complex control
arrangements may be employed, such as those dis-
closed in our UK Patent No. 2372799, each time the ac-
celerometer will compute to a predetermined distance,
and once this distance is surpassed the device will go
off. Simpler arrangements such as cutting a chain holding
a briefcase to a carrier’s wrist may also set off the device.
In each case, clouds of coloured smoke are emitted,
which inter alia stain the genuine banknotes etc, being
stolen.
�[0067] Additionally, to assist location of the banknotes
and possibly the robber, a tracking device may be pro-
vided comprising a GPS location system, a radio trans-
mitter (for example, one capable of using existing mobile
telephone networks to call a central control room to in-
teract with a GSM system). The tracking device may be
incorporated into the anti-�theft device itself, may be in-
corporated in the same imitation bundle of banknotes as
the anti-�theft device, or it may disguised as a further bun-
dle of banknotes.
�[0068] The system relies on an accelerometer, a
measuring device for acceleration, detecting and meas-
uring vibrations, or for measuring acceleration due to
gravity (inclination). An accelerometer measures its own
motion, in contrast to a device based on remote sensing.
�[0069] Historically, accelerometers have been used in
many scientific and industrial application such as predic-
tive maintenance, aerospace, automotive, medical, proc-
ess control, etc. In many cases they consist of a sus-
pended cautilever beam or proof mass (also known as
seismic mass) with associated deflection sensing and
circuitry, and comprise one of the simplest forms of mi-
croelectromechanical systems (MEMs).
�[0070] It is known to provide accelerometers using oth-
er principles of operation for the measurement of accel-
eration, shock or vibration. Some of the common types
use one or more of capacitive; piezoelectric; piezoresis-
tive; Hall effect; magnetoresistive and/or heat transfer
principles in their implementation.
�[0071] Figure 1 is a schematic block diagram of an
anti- �theft device 8 embodying the present invention. The
device 8 comprises an accelerometer unit 4 having a
plurality of outputs each connected to a respective input
of a microprocessor unit 2. A battery 5 is provided to
power the device 8. An output of the microprocessor unit
2 is connected to a detonator 1, which is adapted to ignite
a pyrotechnic smoke generating composition 9. The
smoke generating composition 9 contains a dyestuff 10,
such that smoke generated thereby will stain anything
that it touches, particularly currency paper and/or skin
and clothing. The device 8 may optionally be provided
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with further selectably activatable elements, such as an
audible alarm unit 6, a unit for dispersing a glue compo-
sition 11, and/or an RF signalling unit 3 to permit external
tracking or location of the device 8. (NB: the RF unit 3
may also or alternatively be employed to receive RF sig-
nals as an additional activation or deactivation means).
�[0072] The accelerometer unit 4 is capable of detecting
accelerations in any direction. Usually, it is set up to report
accelerations along three mutually orthogonal axes. It is
also capable of detecting an ambient gravitational field,
and its orientation with respect thereto. From the data
provided by the accelerometer unit 4, the microprocessor
2 calculates a range of data concerning motion of the
device 8. For example, the microprocessor 2 can calcu-
late velocities along said axes, and (e.g. by integration
techniques) displacements along each axis from an initial
position and an overall displacement therefrom. The mi-
croprocessor 2 also determines changes of orientation
of the device 8. Additionally, the microprocessor 2 reg-
isters and sums the acceleration experienced by the de-
vice 8, a scalar sum of all accelerations undergone acting
as a measure of agitation or vibration of the device 8.
�[0073] This permits operation of the device as follows.
The device 8 has a quiescent mode, in which the power
drain from the battery 5 is minimal. The battery life is
estimated as three years if the device 8 remains in its
quiescent mode. The device also has an active mode, in
which the microprocessor 2 operates as described
above, and in which the detonator 1 and the remaining
activatable elements may be set off.
�[0074] When the device 8 is first powered up by con-
nection of the battery 5, it waits until its orientation has
become constant for a predetermined period, and then
enters its quiescent mode. Typically, this involves posi-
tioning a bundle of real or imitation notes concealing the
device 8 in a cashier’s till or the like. Depending on the
till, the bundle may rest generally horizontally, or may be
racked to extend in a generally vertical plane.
�[0075] In either case, activation of the device 8 from
the quiescent mode is in response to a change of orien-
tation of the device through 45° or more, optionally
through at least 60°. Thus, opening or closing of the till
would have no effect, but removal of the bundle from the
till by anyone unaware of its mode of operation would
activate the device 8. If, however, there is no motion in
a set period following this activation, the device 8 returns
to its quiescent mode.
�[0076] Once the device is active, the microprocessor
2 keeps track of a total displacement of the device 8 since
it was activated. When the total displacement reaches a
preselected threshold value (say 50 metres, to ensure
that the device 8 would have by then been removed from
a bank premises or the like by a robber, etc), the micro-
processor 2 sets off the detonator 1, igniting the smoke
composition 9. This generates clouds of coloured smoke,
which indicate the presence of a robber, hinder his get-
away (particularly if within a vehicle), stain his skin and
clothing for easier identification, and stain any banknotes,

etc, carried along with the bundle containing the device
(thus making them impossible to use and easy to identify
as stolen). In other variants, liquid dye compositions or
ink may be projected. Where a glue unit 11 is present, it
will project glue on to the banknotes to prevent their use,
and/or on to the robber so that the banknotes and/or de-
vice will stick to him, or he will stick to his surroundings.
Where an RF unit 3 is present, this may be activated to
emit a radio signal to facilitate tracking of the device 8.
�[0077] The microprocessor 2 at the same time sums
the acceleration along all three orthogonal axes. Once
the total acceleration experienced by the device 8 ex-
ceeds a pre-�set level, the microprocessor 2 will activate
the detonator 1, etc, as described above. Thus, rough
handling of the bundle containing the device 8 will also
cause activation.
�[0078] The microprocessor 2 also monitors these ac-
celeration data for periods when little or no acceleration
is occurring. After a predetermined period with no accel-
eration detected, the device 8 will be returned to its qui-
escent mode. (This may represent the bundle/�device 8
having been dropped by the robber, for example). The
summed acceleration may be reset to zero at this stage,
to allow safe retrieval of the bundle/�device 8 without risk
of activation. If the robber picks up the bundle/�device 8
again, the resulting change in orientation will start the
microprocessor’s calculations again, and rough han-
dling, or taking the device beyond the preselected dis-
placement threshold, will set the device 8 off as described
above.
�[0079] The device 8 is thus independent of external
signals or stimuli (except for gravity). The accelerometer
cannot be shielded or jammed to prevent it registering
unauthorised movement of the device 8. Furthermore,
unlike existing systems based on the reception of RF
signals to indicate to a device its location, it is not nec-
essary to set up a network of transmitters to protect a
bank premises or the like. Both set-�up and running costs
are thus substantially lower than for existing systems.

Claims

1. An anti-�theft device (8) comprising means (9, 11) to
emit a medium (10) adapted to discourage theft,
characterised in that the device (8) comprises ac-
celerometer means (4) and means (2) to calculate
motion data based on output from the accelerometer
means (4), and said emission means (9, 11) is adapt-
ed to be activated in response to a predetermined
motion datum exceeding a preselected threshold
value.

2. An anti-�theft device as claimed in claim 1, charac-
terised in that said predetermined motion datum
comprises a net displacement of the device (8).

3. An anti-�theft device as claimed in either claim 1 or
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claim 2, characterised in that said predetermine
motion datum comprises a summed acceleration un-
dergone by the device (8).

4. An anti-�theft device as claimed in any one of the pre-
ceding claims, characterised in that said device (8)
has an active mode in which said motion calculating
means calculates said motion data, and a quiescent
mode in which the emission means (9, 11) is not
activatable.

5. An anti-�theft device as claimed in claim 4, charac-
terised in that the accelerometer means (4) is
adapted to detect a change in orientation of the de-
vice (8), and the device (8) enters its armed mode
in response to a change in orientation exceeding a
predetermined threshold value, optionally a change
in orientation exceeding about 45°, alternatively ex-
ceeding about 60°.

6. An anti-�theft device as claimed in claim 5, charac-
terised in that the device (8) is adapted to re- �enter
its quiescent mode if less than a predetermined
threshold movement is detected in a predetermined
period of time following said change in orientation,
optionally if no movement is detected in said period.

7. An anti-�theft device as claimed in any one of claims
4 to 6, characterised in that the device is adapted
to enter its quiescent mod following any period hav-
ing a preselected duration during which no acceler-
ation is detected.

8. An anti-�theft device as claimed in any one of the pre-
ceding claims, characterised in that the acceler-
ometer means (4) is adapted to register acceleration
along three mutually orthogonal axes.

9. An anti-�theft device as claimed in any one of the pre-
ceding claims, characterised in that the acceler-
ometer means (4) is adapted to determine its orien-
tation relative to an ambient gravitational field.

10. An anti-�theft device as claimed in any of the preced-
ing claims, characterised in that the emission
means (9) is adapted to emit smoke means, option-
ally obscuring smoke means.

11. An anti-�theft device as claimed in claim 10, charac-
terised in that the emission means (9) comprises
a pyrotechnic composition, optionally ignitable by
detonator means (1) activatable by the calculating
means (2).

12. An anti-�theft device as claimed in any one of the pre-
ceding claims, characterised in that the emission
means (9) is adapted to emit dye means (10), op-
tionally comprising ink means.

13. An anti-�theft device as claimed in any one of the pre-
ceding claims, characterised in that the emission
means (11) comprises means to dispense an adhe-
sive composition.

14. An anti-�theft device as claimed in any one of the pre-
ceding claims, adapted to be concealed within a
package of genuine or imitation bank notes.

15. An anti-�theft device as claimed in any one of the pre-
ceding claims, comprising locator means (3) adapt-
ed to be activated substantially simultaneously with
the emission means (9, 11).
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