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$1 A SUPERVISOR WRITES A DIGITAL CERTIFICATE INTO A SMART CONTRACT OF A BLOCK CHAIN
CORRESPONDING TO AN ASSET TYPE NEEDING TO BE SUPERVISED FOR ALL THE INSTITUTIONS HAVING
ASSET ACCOUNTS UNDER THE ASSET TYPE TO OBTAIN, BY MEANS OF THE DIGITAL CERTIFICATE, A FIRST
PUBLIC KEY OF THE SUPERVISOR

S2 AN INSTITUTION APPARATUS OF AN INSTITUTION PARTY GENERATES, BASED ON A PUBLIC AND PRIVATE
KEY GROUP CORRESPCONDING TO EACH OF THE ASSET ACCOUNTS AND A PRE-DETERMINED SECRET
KEY EXCHANGE PROTOCOL, AND THE FIRST PUBLIC KEY. AN ADDITIVE HOMOMORPHIC SECRET KEY
CORRESPONDING TO EACH OF THE ASSET ACCOUNTS ACCORDING TO THE SECRET KEY EXCHANGE
PROTQCCL, USES THE CORRESPONDING ADDITIVE HOMOMORPHIC SECRET KEY TO ENCRYPT THE
BALANCE OF EACH OF THE ASSET ACCOUNTS, AND NOTIFIES EACH NODE OF THE BLOCK CHAIN OF
THE ENCRYPTED BALANCE BY MEANS OF THE SMART CONTRACT OF THE BLOCK CHAIN

$3 WHEN THE INSTITUTION PARTY LAUNCHES A TRANSACTION, THE INSTITUTION APPARATUS ENCRYPTS
THE BALANGE OF THE NEW ACCOUNT TRANSACTED BY A TRANSACTION PARTY BY MEANS OF THE
CORRESPONDING ADDITIVE HOMOMORPHIC SECRET KEY, AND BROADCASTS THE ENCRYPTED
BALANCE OF THE NEW ACCOUNT TO EACH NODE OF THE BLOCK CHAIN BY MEANS OF THE SMART
CONTRACT OF THE BLOCK CHAIN

S4 WHEN THE SUPERVISOR CHECKS THE BALANCE OF THE NEW ACCOUNT OF THE TRANSACTION PARTY,
OBTAIN A PUBLIC KEY IN THE PUBLIC AND PRIVATE KEY GROUP COCRRESPONDING TO THE NEW ACCOUNT,
BASED ON A SUPERVISION PRIVATE KEY CORRESPONDING TO THE SUPERVISOR AND THE
PRE-DETERMINED SECRET KEY EXCHANGE PROTOCOL, AND A PUBLIC KEY IN THE PUBLIC AND PRIVATE
KEY GROUP, GENERATE THE ADDITIVE HOMOMORPHIC SECRET KEY ACCORDING TO THE SECRET KEY
EXCHANGE PROTOCOL, AND USE THE GENERATED ADDITIVE HOMOMORPHIC SECRET KEY TC DECRYPT
THE ENCRYPTED BALANCE OF THE NEW ACCOUNT

(57) Abstract: Disclosed are a secure transaction method based on a block chain, an electronic device, a system, and a storage medium.
The method comprises: a supervisor writing a digital certificate into a smart contract of a block chain corresponding to an asset type
needing to be supervised for all the institutions having asset accounts under the asset type to obtain, by means of the digital certificate, a
first public key of the supervisor (S1) so as to generate an additive homomorphic secret key for homomorphic encryption of the balances
of the asset accounts; and when the supervisor checks the balance of a new account of a transaction party, obtaining a public key in
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a public and private key group corresponding to the new account, based on a supervision private key corresponding to the supervisor
and a pre-determined secret key exchange protocol, and the public key in the public and private key group, generating the additive
homomorphic secret key according to the secret key exchange protocol, and using the generated additive homomorphic secret key to
decrypt the encrypted balance of the new account (S4).
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