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SELECT PROBLEM
TECHNICAL QUESTIONS? : :
—~ pinpoint.com
SO oy "~ CusomerProblm
Try it It helps. Identification Step 2

Usg Instructions . Problem Selection
(information You will now select the problem category
Only) that best describes the problem/question

you have with your computer.

Single click Al
links & Buttons.

e Problem Category Selection
lﬁ’ci""a"c {Click on the bgst%escrlpt1on)
— 1
or single click
selection.

. , [ want to remove Piease scroll down
Green text is for #*  viruses, pop-ups and view all options
user action or spy ware before making your

J choice.
;? | have Internet or
Browser Problems
i
My computer runs
I for status or @ slgw P
information I have ab |
To Prin select ‘j ave abnaorma or
; errafic system
menu, file, and print ! functionglity
h..‘ | have a software
problem
&  |have ahardware
\\‘/ Problem
@ I am not sure

Our 3-Step Computer Support Process Solves Computer Problems
Quncklg{ and Effectively.
User1D:100002115

FIG.10
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TECHNICAL QUESTIONS?

Glossary
for terminclogy.
Try it! It helps.

Use Instructions
(information

Only)

Single click All
links & Buttons.

To advance
click

I

or single click
selection.

Green text s for
user action

N
Is for status or
information

To Print select

menu, file, and print
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pinpoint.com

Customer Problem
Identification

Step 2

Hardware Selection

You will now select the device or peripheral
that you have a problem/ question with.
Please select from the list below. Devices
failing the test are listed first. If your

device is not listed by manufacturer or
model, please select 'Click here if not
shown' on a like device.

Panel

Storage

» Floppy disk drive * F.DM-828

» Click here if an installed
CDROM/DVD is Not Shown

* Click here if an installed
FLOPPY/DISKETTE DRIVE is Not Shown

« SAMSUNG DVD-ROM
SD-616Q

« Click here if an installed DVDROM is
Not Shown

Devices/Peripherals PASSING Test

~ System
« Intel(R) Xeon(TM) CPU
2zt ha
* American Megatrends * 512 MB Bytes Total

FIG.11A
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Inc. Memory

Communications
. {20000001 Intel(R) . OOOOOOOB]S‘InteI(R)
PROM000 MT Server PRO/100 S Server
Adapter Adapter
» Click here if ohe of your NETWORK - Click here if one of your NETWORK
CARD's are Not Shown CARD's are Not Shown

Storage
» C:WDC WD600BB-
OOCAA1
» Click here if one of your HARD/FIXED
DISK's are Not Shown
» TapeDrive « D:Maxtor P54098H4
+ Click here if one of your TAPE . Click here i
BACKUPS ar Not Shour L P DR ot
Shown

User Interface
» Standard 1011102-Key or » Microsoft PS/2
Microsoft Natural PS/2 Mouse
Keyboard

+ Glck here f one ofyour KEYBOARD's ; ick ere ffone of your POINTER's

are Not Shown

Audio Video

+ Creative AudioPCl » ATl Technologies
(ES1371,ES1373) (WDM) inc. RAGE XL PCI

« Click here if one of your SOUND * Click here if one of your VIDEO
CARD'S are Not Shown ADAPTER'S are Not'Shown

FIG.11B
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SELECT DEVICE

Attached Devices

* Intel(R) 82801CA/CAM
USB Universal Host
Controller - 2482

* Click here if one of your USB
CONTROLLER's are'Not Shown

Printers
* hp officejet 7100 series » hp officejet 7100
fax : series

« Click here if one of your PRINTER's + Click here if one of gour
are Not Shown PRINTER's are Not Shown

Ports
» ParallelPort
+ Not Found « CNXT V9x PCI
: Modem

« Communications Port

(COM1)

Our 3-Step Computer Support Process Solves Computer Problems Quickly and Effectively.
User 1D:1000021159

FIG.11C
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TECHNICAL QUESTIONS?

Glossary
for terminology.
Try it! It helps.

Use Instructions
(information

Only)

Single click All
links & Buttons.

To advance
click

—

or single click
selection.

Green text is for
user action

N
Is for status or
information

To Print select
meny, file, and print
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SELECT SYMPTOM
pinpoint.com
Customer Problem
|dentification
Step 2

Hardware Symptom Selection

You will now choose the
Problem/Symptom below that best
describes he issue you are experiencing
with your hardware. Select the "How-To
option to view additional useful
instructions.

Problem Symptoms

NO SOUND
No Sound From CD ROM

CAN'T WRITE DATA

:| Cannot Write Data To CD-RW

CAN'T READ DATA
Cannot Read Data From CDROM

"How-To" Instructions

INSTALLATION
REMOVAL

Click Here to go back and select another problem.

Our 3-Step Computer Support Process Solves Computer Problems Quickly and Effectively.

User 1D:1000021159

FIG.12
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UTILITY OR TOOL WRAPING
TECHNICAL QUESTIONS? 7 7
S pinpoint.com —
?Iotssary I
or terminology.
o o O S
Use Instructions Hardware Symptom Selection
(lnf%m?atlon
nly) You will now choose the

Probl_em/S%mptom below that best

describes fne jssue you are experiencing
Syge okl | Wi ou hrdvar, Sl How o
finks & Buttons. inpstru e
TIQ akdvance
CliCl
— Problem Symptoms
g;ggg(‘)% click | WISH TO REMOVE ADVERTISEMENTS AND POP-UPS
Greentextisfor | MY BROWSER SETTINGS HAVE BEEN CHANGED
user acton | HAVE PROBLEMS CONNECTING TO WEB SITES

SETUP NETWORK COMPUTERS
\i) UNABLE TO ACCESS NETWORK RESOURCES
|s for status or
information
To Print select
menu, file, and print

Click Hero to go back and select another problem.
User ID:1000021159

FIG.13
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TECHNICAL QUESTIONS?

Glossary
for terminology.
Try it! It helps:

Use Instructions
(information

Only)

Single click All
links & Buttons.

To advance
click

]

or single click
selection.

Green text is for
user action

B
Is for status or
information

To Print select
meny, file, and print

describes
with your software. Select the *
option {o receive program usage
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HOW TO SELECTION
pinpoint.com
Customer Problem Step 2
|dentification

Software Symptom Selection

You will now choose the

ProbIemlS%mptom below that best
€ issue you are experiencing
How-To"

instructions.

Problem Symptoms

» One program displays an error or does not
function correctly

* Muitiple programs or MS Windows have
errors

* + Settings or configurations are incorrect
* | wish to uninstall a program
» Test a Program for Potential Problems

* | have problems Installing a Program

"HOW-TO" Instructions

* | need help on Setup and Usage ("How-to")
for a specific program

Our 3-Step Comi)uter Support Process Solves
* Computer Problems Quickly and Effectively.
User [D:1000021159

FI1G.14
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TECHNICAL QUESTIONS?

Glossary
for terminclogy.
Tryit! It helps.

Use Instructions
(information
Only)

Single click All
finks & Buttons.

To advance
click
1

or single click
selection.

Green text s for
user action

Is for status or
information

To Print select
menu, file, and print
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HOWTO'S

pinpoint.com
Customer Problem ldentification
"HOW-T(" SOFTWARE INSTRUCTION SELECTION"

?’qlu wiIII now select a "How-To" instructional category, operation type é
utorial: ,

First
Second- Single Click on the operation [+] to get a list of tutorials.
Third - When no [+] Or -] Click on the tutorial you wish to view.

- Single Click on the category [+] to get Drop Down Menu.

How To Categories

- EXCEL
-DATA
+ Import External Data
-EDIT
+ Copy
- FILE
+ Open
+ Print Preview
-FORMAT

+ Cells
+ Rows
+ Sheet

-INSERT

Choose Another Program.
Click here for more selections.

If e(ou have completed your education.
Click here to Go To Summary Page.

Our 3-Step Computer Support Process Salves Comﬁuter Problems Quickly and Effectively.

User ID:1000021159

FIG.15

US 2008/0147789 Al



Patent Application Publication

TECHNICAL QUESTIONS?

Glossary :
for terminology.
Try it! It helps.

Use Instructions
(information

Only)

Single click Al
links & Buttons.

To advance
click
—

or single click
selection.

Green textis for
user action

%
Is for status or
information

To Print select
menu, file, and print

- | Clickto Diagnose

Jun. 19, 2008 Sheet 19 of 23 US 2008/0147789 A1l
UTILITY OR TOOL WRAP DISPOS
pinpoint.com
Customer Problem
Identification Step 2

Personalized Quickfix List

You will now step through a customized list of Fix
instructions designed to repair your selected problem.
Read Button & Link use Instructions below first, then
proceed fo 'Fix 1' fo begin the repair process. Once
complete elou may wish to diagnose additional failed
devices af the bottom of this page.

Additional Failed Devices Detected
(Please diagnose after completing Fixes below)

BUTTON & LINK, USE INSTRUCTIONS

oy i
I\HELP
Click for Summary

- Displays step-by-step Fix Instructions.
- | want help with Fix Insfructions.

- Go to Session Summary page.

- Diagnose additional ‘Failed' Devices.

1st Problem
Status: i wish to remove advertisements and pop-
ups

<

Fix10f2
Use Ad-Aware to scan system and remove known spyware. Click on
"Show Me Fix" to be shown step by step fix procedure.

(lShow Me
FIX__| First....... Click on this button to be shown the step-by-
step fix procedure.
AHELP |UE|p .. Click on this Button for 24hr live help.
Fix 2 of 2

Remove Pppups'b installing Toolbars with enhanced Pop-up
Blockgr. Click on "Show Me Fix" to be shown step by step fix
procedure.

FIG.16A
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Show Me

FIX | First...... Click on this button to be shown the step-by-
step fix procedure.

AHELP {11 p ... Click on this Button for 24hr live help.

Click here to Go To Summary Page.-

2nd Problem
\) Status: Floppy disk drive

Click here to diagnose this device.

3rd Problem
| Status: SAMSUNG DVD-ROM SD-616Q

Click here to diagnose this device.

4th Problem
| Status: DM-828

Click here to diagnose this device.

User ID:1000021159

FIG.16B
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INTELLIGENT KNOWLEDGE
MANAGEMENT AND CONTENT DELIVERY
SYSTEM

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application is a continuation of U.S. patent
application Ser. No. 10/991,978, filed Nov. 17,2004, which is
continuation-in-part of U.S. patent application Ser. No.
10/450,011, filed May 9, 2003, which is a continuation-in-
part of U.S. patent application Ser. No. 09/713,966, filed Nov.
15, 2000, and claims the benefit of U.S. Provisional Patent
Application No. 60/520,957, filed Nov. 17, 2003. The entire
disclosures of each of the above-identified patent applications
are hereby incorporated herein by reference.

FIELD OF THE INVENTION

[0002] The present invention is related to a system for
knowledge management and intelligent content delivery. In
particular, the present invention provides an integrated inter-
face for the collection of information and the use of collected
information in the dynamic delivery of intelligently filtered
content or knowledge to an end user.

BACKGROUND OF THE INVENTION

[0003] The delivery of dynamically generated and intelli-
gent content or knowledge (intelligent refers to the informa-
tion being specifically targeted) to users of appliances, such
as technical support, instructions or other information, is
important to ensuring service quality and customer satisfac-
tion. However, providing content or knowledge such as tech-
nical support is expensive and time-consuming. Furthermore,
the process of obtaining technical support can be frustrating
for end users, particularly where suggested fixes fail to cor-
rect the stated problem, where repeated contacts with techni-
cal support personnel are required, or where the end user is
required to repeatedly explain their problem or questions to
technical support personnel.

[0004] In atypical technical support solution, a technician
may obtain information regarding the perceived problem
being experienced by an end user each time technical support
personnel are contacted. Furthermore, while such systems
may enable technicians to take notes that can be viewed later
by that technician or by other technicians, such notes are often
incomplete, imprecise and disconnected. Therefore, identify-
ing a problem being experienced by an end user and providing
follow-up services typically require time-consuming and
often repetitive queries directed to the end user or to the
database regarding the problem appliance. In addition, tech-
nical support personnel have a limited body of information
that they can draw from to provide end users with solutions. In
particular, solutions generally consist of problem solving pro-
cedures that have been administered or created by other per-
sonnel and approved by yet another group for delivery to end
users. This process can and often does lead to solutions taking
weeks and/or months to be applied to real world systems for
use by tech support personnel. Due to the creation of such
solutions being so time-consuming, technical support person-
nel are often forced to work from adhoc tools or notes, and
more often than not end up providing solutions to problems
that are either out of date, or lack in consistency of delivery;
this being especially true with regard to newly introduced
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systems, software or devices, or newly created or arising
viruses, conflicts or other problems.

[0005] In order to assist technical support personnel in
problem solving, systems may provide end users and/or the
technicians with a knowledge base of information, for
example consisting of frequently asked questions. However,
knowledge bases are often difficult to search or require
advanced understanding to use effectively, and often apply to
slightly different situations or variances than those specifi-
cally addressed. Furthermore, although provision may be
made for storing notes regarding solutions developed or
applied by technicians in solving particular problems, such
notes are generally not conveniently available to other tech-
nicians who would be assisting other end users during differ-
ent and/or simultaneous time periods. As a result, knowledge
gained by individual technical support personnel is often lost.
In order to address this problem, technicians may be able to
post solutions they have developed to administrators to be
considered for inclusion in official solution procedures. How-
ever, because doing so typically requires review and editing,
substantial amounts of time can elapse between development
of the solution by a knowledge/programming engineer and
the delivery and availability of that solution to support tech-
nicians.

[0006] In still other aspects, typical technical support sys-
tems require that technicians or end users access solutions
based on correctly identitying a problem device or program.
Accordingly, it may be difficult for the actual cause of prob-
lems to be identified, and solutions applied.

SUMMARY OF THE INVENTION

[0007] Embodiments of the present invention provide an
integrated system for collecting information regarding a
problem being experienced by an end user, accessing infor-
mation regarding possible solutions to the described problem
identifying specific content in the form of approved fixes or
potential fixes, and collecting information regarding the effi-
cacy of proposed fixes with respect to particular reported
problems. In particular, embodiments of the present invention
provide an intelligent content delivery system in that results
are narrowly targeted to solve a presented problem. In orderto
provide such intelligent content delivery, information regard-
ing the presented problem and/or content for addressing that
problem are filtered. Embodiments of the present invention
also are capable of dynamically generating content. Such
dynamic questions may be in the form of making content
developed by a technician available in real-time or substan-
tially real-time to other technicians for delivery to end users.
In addition to improving the efficiency with which problems
being experienced by individual end users are resolved,
embodiments of the present invention improve the efficiency
of technical support personnel also referred to herein as
“technicians™ or “support technicians” by facilitating the
quick resolution of end user problems, and by allowing tech-
nicians to simultaneously communicate with a number of end
users simultaneously. In addition, embodiments of the
present invention provide a system that allows a knowledge
base to be populated efficiently, and allows technical support
personnel to access potential fixes, even if such fixes have not
been formally administered by a content developer. Embodi-
ments of the present invention may also enable technical
support personnel to create potential fixes and make those
potential fixes available to an end user or to other technical
personnel in real-time.
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[0008] In accordance with embodiments of the present
invention, administered dynamic dispositions or adminis-
tered solutions to reported problems, hereinafter referred to as
“approved fixes,” are maintained as part of a solutions set
database. The dynamic dispositions may be accessed in mul-
tiple ways, for example by entering information related to a
problem being experienced by an end user. Furthermore, such
information may comprise a key indicator linking a symptom
to an approved fix and/or a potential fix. Approved fixes and
potential fixes are delivered to the end user in a logical,
step-by-step solution sequence. In addition, for example
where an approved fix for a reported problem does not appear
in a database of approved fixes, a potential solution may be
provided to the end-user, to resolve their issues based on the
live creation of a solution set (i.e., potential solution) by the
support technician. As used herein, a potential solution is a
solution that has not been formally administered and added to
the database of approved fixes. Where a potential solution is
newly created by a technician, that potential solution may be
added to the solutions set database (i.e., the knowledge base).
Accordingly, the content that can be delivered from the
knowledge base is dynamic in that the available content is
changing. Furthermore, embodiments of the present inven-
tion can automatically index a newly created potential fix
based on appliance components, features or aspects selected
during or associated with the potential fix. The potential fix
may also be associated with one or more key indicators. In
accordance with embodiments of the present invention, after
an approved fix or a potential fix has been suggested or
otherwise delivered to an end user, information regarding
whether the approved fix or potential fix was successful in
solving the reported problem is collected. Such information
may then be added to a database and the probability or success
rate associated with an approved fix-problem pair or potential
fix-problem pair can be updated. For example, approved fixes
and/or potential solutions can be weighted to indicate the
probability that a particular problem will be solved by a
particular approved fix, potential solution, or set of approved
fixes or potential solutions, and ordered accordingly when
presented to the end user. Furthermore, the weightings of
approved fixes or potential solutions may be dynamically
updated in real-time, as data regarding their efficacy with
respect to a problem is collected. Alternatively, or in addition,
approved fixes may be ordered according to their simplicity.
In accordance with an embodiment of the present invention,
the weighting comprises a number of times that the solution
(i.e., the disposition or potential solution) has successfully
resolved a problem. Accordingly, information that can be
accessed in connection with providing end user support can
be updated in real-time or near real-time. Furthermore, data
regarding potential fixes and the results of applying such fixes
to problems can be placed in attention files, for ready access
by a content developer, thereby allowing the content devel-
oper to consider the potential fix for addition to the dynamic
disposition database.

[0009] In accordance with embodiments of the present
invention, the system provides a technical support specialist
or technician with an integrated interface that allows the
technician to simultaneously access information regarding a
reported problem, including the history of problems regard-
ing a particular machine, if any, a tree view of devices and
software installed on the machine or available on like
machines generally, and any approved fixes or potential fixes
that have been associated with a selected problem or with a
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selected key indicator. In addition, potential fixes developed
by a technician can be made available to other technicians,
and/or to manufacturers, in real-time or near real-time. The
interface may additionally provide facilities to allow the tech-
nical support specialist to chat with, e-mail or otherwise
communicate with an end user, including telephonic commu-
nications, or to push solutions or information (such as a URL)
to an end user.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] FIG. 1 is a block diagram depicting components of
a system in accordance with embodiments of the present
invention;

[0011] FIG. 2 is a block diagram depicting a server in
accordance with embodiments of the present invention;
[0012] FIG. 3 is a block diagram depicting a client appli-
ance/application/component or a technical support computer
in accordance with embodiments of the present invention;
[0013] FIG. 4 is a block diagram depicting communica-
tions between a server and a client appliance in accordance
with embodiments of the present invention;

[0014] FIGS. 5A and 5B are flow charts depicting aspects
of'the operation of a system in accordance with embodiments
of the present invention;

[0015] FIG. 6 is a flow chart depicting the identification of
key indicators in connection with problem solving or knowl-
edge delivery or intelligent content delivery in accordance
with embodiments of the present invention;

[0016] FIG. 7 is a screen shot of a technician tool inventory
ticket in accordance with embodiments of the present inven-
tion;

[0017] FIG. 8 is a screen shot of a technician tool disposi-
tion/potential solution view in accordance with embodiments
of the present invention;

[0018] FIG. 9 is a screen shot of a technician tool potential
quick fix creation view in accordance with embodiments of
the present invention;

[0019] FIG. 10 is a screen shot of an end user problem
identification display in accordance with embodiments of the
present invention;

[0020] FIGS. 11A-C are screen shots of an end user prob-
lem identification, hardware selection display in accordance
with embodiments of the present invention;

[0021] FIG. 12 is a screen shot of a hardware symptom
selection display in accordance with embodiments of the
present invention;

[0022] FIG. 13 is a screen shot of another example hard-
ware symptom selection display in accordance with embodi-
ments of the present invention;

[0023] FIG. 14 is a screen shot of a software symptom
selection display in accordance with embodiments of the
present invention;

[0024] FIG. 15 is a screen shot of a software instruction
screen in accordance with embodiments of the present inven-
tion;

[0025] FIGS. 16A and 16B are screen shots of a personal-
ized quick-fix list in accordance with embodiments of the
present invention;

[0026] FIG. 17 is a screen shot of step-by-step fix proce-
dures in accordance with embodiments of the present inven-
tion;

[0027] FIG. 18 is a screen shot of an end user problem
resolution/confirmation display in accordance with embodi-
ments of the present invention; and
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[0028] FIG.19is aflowchart depicting aspects of the opera-
tion of a system once live intervention has been invoked in
accordance with embodiments of the present invention.

DETAILED DESCRIPTION

[0029] FIG. 1 illustrates a system 100 in accordance with
embodiments of the present invention. The system 100 gen-
erally includes a server 104 interconnected to one or more
client computers 108a to 108 by a network 112. In general,
the network 112 may be any computer network or means of
establishing communications between two computers,
including the Internet and wireless methods. In addition, the
network 112 may comprise a number of interconnected net-
works. Although FIG. 1 shows a server 104 interconnected to
a number of client computers 108, it should be appreciated
that the system 100 does not require more than one client
computer 108. As used herein, the term client computer 108,
in addition to a general or personal type computer, may also
refer to a variety of digital devices capable of communicating
with another digital device, including personal digital assis-
tants (PDA’s) or other hand held devices. In accordance with
still other embodiments of the present invention, a client
computer 108 may comprise any appliance that requires or
may benefit from live or automated technical support as
described herein. In addition, it should be appreciated that a
client computer may comprise any appliance or component
within an appliance. As used herein, a client computer or
appliance 108 may comprise any product or device, including
cars, household appliances, medical equipment, industrial
equipment or other devices or programs running on a device.
[0030] The system 100 may additionally include one or
more technical support computers 11 6a-n. As shown, the
technical support computers 116 may be interconnected to
the server 104 and to a selected one or ones of client comput-
ers (i.e., appliances) 108 through the network 112. Alterna-
tively or in addition, one or more of the technical support
computers 116 may be interconnected to the network 112 and
to a client computer 108 through the server 104.

[0031] With reference now to FIG. 2, a server 104 in accor-
dance with an embodiment of the present invention is illus-
trated. The server 104 generally includes a processor 200, a
network interface 204 and storage 208. The storage 208 may
include a database 212 and stored programs 216. The stored
programs 216 may include a client executable package 220
and a server application program 224. In addition, stored
programs 216 may include scripts, tests, measurements or
other programs and/or data.

[0032] In general, the processor 200 may be any computer
processor suitable for use in a general purpose server com-
puter. For instance, the processor 200 may comprise one or
more INTEL PENTIUM class microprocessors. The network
interface 204 may be any communications interface suitable
for interconnecting the server computer 104 to a communi-
cation network 112. For example, the network interface 204
may comprise a TCP/IP interface or others. The storage 208
may comprise any mass media storage device, such as a hard
drive, tape drive, or optical drive. In addition, the storage 208
may comprise multiple devices of various types.

[0033] The database 212 may be any control program and
associated records suitable for storing and organizing infor-
mation. The client executable package 220 generally includes
programs for downloading to client computers 108. The
server application program 224 includes the commands and
instructions required to coordinate the registration of users
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with the system 100, the downloading and execution of com-
ponents of the client executable package 220, and the
exchange of information between the database 212 and the
client computers 108. Accordingly, the server application
program 224 may include components to interface the data-
base 212 to the client computers 108.

[0034] FIG. 3 depicts a client computer 108 and/or a tech-
nical support computer 116 in accordance with embodiments
of'the present invention. According to one embodiment of the
present invention, a computer 108, 116 is any general or
personal type computer. According to a further embodiment
of the present invention, a computer 108, 116 is a PC com-
puter running a MICROSOFT WINDOWS®G, APPLE
MACINTOSH, or other operating system. The term technical
support computer 116 may also refer to a general purpose
type computer or to a network appliance.

[0035] The computer 108, 116 may comprise a central pro-
cessing unit (CPU) 300, input/output devices 304 and periph-
eral devices 308. According to one embodiment of the present
invention, the CPU 300 generally includes a processor 312,
storage 316, a network interface 320, a video card 324 and a
plurality of internal devices 328. The internal devices may
comprise memory 332, a hard disk drive 336, a floppy disk
drive 340, a CD-ROM drive 344, a tape drive 348 and other
internal devices 350. The input/output devices may include a
video display or monitor 352, a keyboard 356, a mouse 360
and other input/output devices 364 such as audio devices and
additional pointing devices. The peripheral devices 308 may
generally include a printer 368, a scanner 372 and other
external devices 376. The computer 108, 116 may also
include operating software 380 and application software 384.
In general, the various components of the client computer
communicate with one another over a communications bus
388.

[0036] With reference now to FIG. 4, the logical lines of
communication between the server 104 and the client com-
puter 108 are illustrated. In general, a first logical line of
communication 408 extends between the server application
224 and a communications interface 404. The communica-
tions interface 404 may include any communications appli-
cation running on the client computer or device 108 that is
capable of passing data between the client computer or device
108 and the server application program 224. For example, the
communications interface may comprise an Internet browser.
Similarly, a second logical line of communication 412
extends between the server application 224 and the client
application 400. A third logical line of communication 416
extends between the client executable package 220 and the
client application 400. As is evident from FIG. 4, except foran
identifier communication path 418, there is generally no
direct line of communication between the client application
400 and the communications interface 404. Accordingly, with
the exception of passing an identifier from the communica-
tions interface 404 to the client application 400 over the
identifier communication path 418, as will be described
below, the client application 400 and the communications
interface 404 communicate via the server application 224.
The physical communications link over which the logical
communication channels 408, 412 and 416 are established
may comprise the computer network 112 and associated net-
work interfaces 204 and 320 described above. The physical
communications link over which the identifier communica-
tion path 418 is established may comprise the communica-
tions bus 388 or internal registers.
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[0037] The operation of the client application 400 and the
communications interface 404 may be synchronized to each
other by monitoring a field in tables or records 420 stored in
the database 212 through an interface provided by the server
application 224. This arrangement allows the client applica-
tion 400 to be implemented as a relatively small program that
requires relatively few of the client computer’s 108 system
resources to operate. In particular, it allows the client appli-
cation 400 to control aspects of the operation of the client
computer 108 without requiring a program that is integrated
with the communications interface 404. More particularly,
the client application 400 may be selectively provided with
diagnostic tools, such as individual commands or application
scripts 424 that perform selected functions. For example, the
diagnostic tools may comprise code that is capable of execu-
tion while residing on the client computer 108. This is advan-
tageous, as programs integrated with a communications inter-
face 404, such as an Internet browser, that are capable of
detailed interaction with the operational aspects of the client
computer 108 typically consume a relatively large amount of
system resources. In addition, such programs may not be
compatible with all versions or types of a communications
interface 404. Accordingly, the arrangement illustrated in
FIG. 4 enables the present invention to function even on client
computers 108 having compromised performance character-
istics, for example due to a problem requiring diagnosis. The
arrangement illustrated in FIG. 4 also allows the present
invention to operate in cooperation with a wide range of
communications interfaces 404.

[0038] With reference now to FIGS. 5A and 5B, a process
for managing knowledge and delivering content in accor-
dance with embodiments of the present invention is illus-
trated. With particular reference now to FIG. 5A, appliance
data 504 is collected on the appliance or client computer 108.
In accordance with embodiments of the present invention, the
appliance data comprises a number of items of information
about the appliance 108, such as information regarding char-
acteristics and features of the appliance and included compo-
nents, such as hardware components, peripherals and soft-
ware. Accordingly, appliance data 504 may comprise an
inventory. In addition, appliance data can comprise informa-
tion from the end user collected by presenting the end user
with filtered or targeted questions. Because the questions are
filtered, they can be different for different types of problems.
For example, the end user may initially be asked to generally
indicate the problem or perceived problem. From that initial
indication, more narrowly directed questions can be pre-
sented. For example, if the initial indication suggests a hard-
ware problem, the end user can be asked to identify or select
the particular hardware device and then select the symptom
being experienced. Ifthe initial indications suggest a software
problem, the end user can be asked to first select the symptom
(because software problems can involve a number of pro-
grams) and then identify the problem program. For an appli-
ance comprising an automobile, the end user may be asked
the make of the automobile, model, component and perceived
problem. Accordingly, information can be collected in an
efficient, targeted manner, depending on the type or nature of
the appliance. In general, the appliance data 504 can be col-
lected in a number of ways, including queries directed to the
end user, and automated inventory and test scripts or pro-
grams. Accordingly, appliance data can be collected through
operation of a client application 400 (see FIG. 4). The client
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application 400 may place the appliance data 504 in a stan-
dard format, such as in an XML format 508.

[0039] After the appliance data 504 has been placed in a
standard format 508, the appliance 108 may initiate contact
with the server 104. For example, such contact may be initi-
ated as a TCP/IP connection established over the network
112. Upon initiating contact, the server 104 may determine
whether the appliance 108 and/or the associated end user has
presented a valid identifier at decision block 512. The iden-
tifier may reside on the appliance 108 and may be received or
passed to the server 104 by a script or other means. If a valid
identifier has not been presented, an identifier can be created
(step 516). As can be appreciated by one of skill in the art, the
creation of an identifier can include collecting identifying
information from the end user and/or the appliance 108, and
billing or account information. Furthermore, it can be appre-
ciated that a number of identifiers may be associated with a
session involving communication between an appliance 108
and a server 104. For example, an end user may have a number
of appliances 108. Accordingly, identifiers may include a
customer or end user identifier and an appliance 108 identi-
fier. Furthermore, the combination of an end user identifier
and an appliance identifier may result in the assignment of a
unique session identifier assigned for use in connection with
a particular problem associated with the end user identifier-
appliance identifier pair.

[0040] Once it has been determined that a valid identifier
has been presented, or after creating an identifier, the appli-
ance data 504 is stored (step 520), for example in the database
212 associated with the server 104. As noted above, the appli-
ance data 504 may be stored in a standard format, such as
XML format. The stored XML data is then used as session
data that is processed (step 524). In general, processing of the
appliance data 504 includes evaluating components identified
as part of the appliance data 504 and determining whether
problems with such components have been identified, either
by the end user or by automated test programs performed in
connection with collection of the appliance data 504. With
respect to each component, a determination is made at deci-
sion block 528 whether such component is supported. As used
herein, a component may include a hardware device, such as
a peripheral or integrated hardware component associated
with the appliance 108, or a software component, including
operating system software, application software, software
drivers associated with peripherals or hardware, or other
scripts or programs. As indicated by block 532, the process of
determining whether a component is supported is performed
for each component identified in the appliance data 504.

[0041] If it is determined that the component is a known
component (branch 536), a determination may be made as to
whether an automated fix is available (step 540, FIG. 5B). As
used herein, an automated fix is an approved fix that can be
automatically delivered (i.e., delivered to an end user without
requiring the assistance or intervention of technical support
personnel). If an automated fix is available, it may be pro-
vided to the appliance 108, for example in the form of a script
for execution on the appliance 108 by a client application 400,
as depicted at block 544. Such scripts 424 may comprise
diagnostic programs, tests, measurements, utilities and/or
other instructions that may be capable of correcting problems
associated with a reported or detected system. Scripts 424
may also include scripts that cause the execution or operation
of programs already resident on an appliance 108. The deliv-
ery of an automated fix may be targeted to address a specific
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problem identified during testing performed as part of gath-
ering the appliance data 104, during later testing of a compo-
nent, while checking for conflicts between components, or
problems identified by the end user. Also in connection with
the determination as to whether an automated fix is available
at step 540, various information may be used to identify key
indicators. For example, the identification of key indicators
may comprise the application of rules associated with a par-
ticular problem or problems component reported by the end
user. Key indicators may also be identified based on a prob-
lem component or combination of components identified by
applying rules as part of automated procedures. Therefore, it
can be appreciated that key indicators can be identified at each
point that information regarding the appliance 108 is
obtained. As used herein, a key indicator may include any
piece of information that allows or assists in the linking of a
symptom to a solution or diagnostic process. Accordingly, a
key indicator may include a selected symptom, a test result,
measurement, error code, setting, selected component, com-
bination of components, selected problem, calculation, trig-
ger, action or other identified characteristic. If a key indicator
can be identified or derived from the appliance data 504 or
from testing of the appliance 108, and if that identified key
indicator is associated with an automated fix, the automated
fix thus identified is delivered. In addition to the use of key
indicators, generalized rules and disposition results may be
applied as part of determining whether an automated fix is
available, for example as an alternative or in addition to
automated fixes associated with any identified key indicators.
The process of determining whether an automated fix is avail-
able may be performed in connection with each known com-
ponent 536 or combination thereof.

[0042] In accordance with embodiments of the present
invention, the process of evaluating the user’s components
and applying available automated fixes to components com-
prising software or that are associated with software based on
collected information and/or key indicators is performed for
each such component. After consideration of potential auto-
mated fixes for such components has been completed, the
process for checking for such software or software associated
components in applying potential automated fixes is done.
The process may then continue on to determine whether
self-help is available based on an identified key indicator. The
consideration of self-help may be performed for each com-
ponent identified in the appliance data 504 after first deter-
mining whether an automated fix is available for each such
component or may be performed after a determination as to
whether an automated fix is available for each individual
component is performed (step 552). As used herein, self-help
may comprise instructions to the end user regarding steps that
the end user can take in connection with resolving a problem,
and/or determining the cause of the problem. Accordingly,
self-help may be delivered in the form of a self-help tutorial
556. A self-help tutorial may comprise textual instructions,
illustrated instructions, and/or multi-media instructions to the
end user regarding the steps to be taken, and may be presented
as an intelligently ordered sequence of steps or fixes.

[0043] Ifitis determined at step 552 that self-help based on
a key indicator is not available (or if a key indicator has not
been identified), a determination may be made as to whether
self-help associated with a component identified by the end
user or through automated procedures as being problematic is
available (step 568). This determination may be made after
each component identified as being problematic or poten-
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tially problematic is evaluated for self-help based on key
indicators, or after all components and aspects of the appli-
ance 108 have been evaluated for self-help based on a key
indicator. If such self-help is available, it may be displayed to
the end user as one or more self-help tutorials 556.

[0044] Ifatstep 560 it is determined that a manufacturer or
model specific self-help is not available, a determination may
be made as to whether self-help for a component identified by
the end user or through automated procedures as being prob-
lematic is available (step 564). This determination may be
made after each component is evaluated for self-help based
on each component identified as being problematic is evalu-
ated for self-help based on the identity of that component or
after all such components have been evaluated for self-help
based on their identity. If self-help associated with the iden-
tified component based on the manufacturer or model is avail-
able, it may be displayed to the end user as one or more
self-help tutorials 556.

[0045] If component self-help is not available, a determi-
nation may be made as to whether general self-help is avail-
able (step 568). If general self-help is available, it can be
displayed to the end user as one or more self-help tutorials
556. In accordance with embodiments of the present inven-
tion, the process of identifying self-help tutorials may be
performed for each component identified as being problem-
atic or potentially problematic, or for each reported problem
in turn, after the process of downloading and applying auto-
mated fixes has been performed.

[0046] The identified fixes or self-help may be delivered to
the end user as a set of problem specific, directed solutions.
Individual fixes or self-help within the set of solutions can be
ordered in various ways. For example, automated fixes or
self-help that is believed to be particularly pertinent to a
reported or detected problem may appear at the top of the list.
Examples of such automated fixes and self-help are those that
have been identified based on a key indicator, because of the
ability of a key indicator to link a problem to a particular
solution. Atanextlevel, automated fixes or self-help that have
been identified based on information related to the manufac-
ture and/or model of a component may be delivered. Next, an
automated fix or self-help based on an identification of the
component generally may be provided. Finally, because it is
less narrowly targeted to a reported or detected problem,
general self-help or automated fixes can be delivered. In
accordance with still other embodiments ofthe present inven-
tion, automated fixes may be presented at the top of the list
followed by self-help procedures ordered as described about.
Providing automated fixes first may be desirable, because
they are easy and convenient for the end user to apply to the
appliance 108.

[0047] If an automated fix or self-help is applied to the
appliance 108, a determination may be made as to whether
that automated fix or self-help was successful in fixing the
problem (step 505). If the automated fix or self-help was
successful, the knowledge base applied by the system is
updated to indicate a successful problem resolution (step
507). Furthermore, the successful resolution can be used to
adjust the weighting applied to the particular automated fix or
self-help tutorial that was successful. In addition, the history
associated with the end user and end user-appliance pair is
updated (step 509). If any identified automated fix or self-help
tutorials are not successful at fixing the identified problem,
the history associated with the end user and appliance pair is
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also updated (step 509) to reflect the steps that have been
taken by the end user in attempting to resolve the identified
problem.

[0048] The process may also allow an end user to access
other forms of help (step 572). Such other forms of help may
include questions entered by the end user (step 576). In
response to such questions, the end user may be presented
with or directed to reference information 580, such as fre-
quently asked questions, knowledge based entries, and
forums. Furthermore, the end user may be requested to pro-
vide a web-based response 584 indicating whether the infor-
mation 580 resulted in a successful problem resolution.
[0049] The end user may also contact technical support
personnel for assistance in resolving problems (step 588). In
accordance with embodiments of the present invention, the
end user contacts technical support personnel after attempts
at resolving the problem using automated fixes, self-help,
and/or reference information has been unsuccessful. Alterna-
tively or in addition, an end user may contact tech support
prior to applying automated fixes, self-help, or accessing
reference information, or after making use of some available
automated fixes, self-help, or reference information.

[0050] Uponbeing contacted, the technical support person-
nel generates a ticket (step 590). Contact with a technician
may be in various forms. For example, such contact may be in
the form of voice telephone, Internet chat or e-mail commu-
nications. After generating a ticket, and as described in
greater detail elsewhere herein, the technician that has been
contacted may review the appliance data 504 and information
related to steps that have been taken so far in attempting to
resolve the problem with the appliance 108. That is, the
technician may review the status (step 592) of problem reso-
Iution attempts. The technician may then suggest a resolution
procedure (step 594). A resolution procedure suggested by a
technician may include the running of an automated fix or
performance of steps that may be included as part of a self-
help tutorial.

[0051] In addition, the technician may suggest that the end
user apply a potential solution. As used herein, a potential
solution comprises a resolution procedure that has not been
formally administered by a knowledge engineer, but that has
been applied to successfully resolve a reported problem in the
past. Accordingly, potential fixes may include resolutions
developed by other (or the same) technicians associated with
other (or the same) end users and/or appliances. As described
in greater detail elsewhere herein, a system in accordance
with embodiments of the present invention may make a reso-
Iution developed by a technician available from the database
or knowledge base as a potential fix immediately after the
potential fix is saved to the database. Thus, the body of poten-
tial fixes included in the database may increase over time.
Furthermore, in addition to increasing the breadth of prob-
lems that can be addressed by solutions in the database, the
accumulation of potential fixes can result in solutions involv-
ing a reduced number of steps. A reduction in the number of
steps can result from the refinement of solution procedures,
and/or more particularly defining components, problems and/
or key indicators associated with a fix.

[0052] At step 596, a determination is made as to whether
the suggested resolution was successful in correcting the
reported problem. If the suggested resolution successfully
fixed the problem, the fix is documented (step 597), and the
documented fix is added to a potential solutions or attention
database (step 598) for consideration by knowledge engi-
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neers in connection with the possible creation of an approved
fix (step 599). That is, as potential resolutions are added to the
attention database, they may be reviewed by knowledge engi-
neers. Based on the potential fixes, new disposition processes
comprising automating scripts and/or self-help tutorials may
be created for application as approved fixes in connection
with later instances of the associated problem. In addition, the
fix added to the attention database 598 is made available as a
potential fix for use by other technicians and/or in connection
with other problem instances, even before or if it becomes an
approved fix. If the problem is not successfully fixed, the
technician may continue to review the status of the problem
and suggest additional resolution procedures. Accordingly, it
can be appreciated that the knowledge base of approved fixes
is dynamic, and that it can increase in the breadth of problems
addressed, and can provide more narrowly targeted and/or
efficient problem resolution processes, either manual or auto-
mated, over time.

[0053] From the description provided herein, it can be
appreciated that dynamic dispositions include different types
of potential resolutions that are generally presented in series
to an end user. In particular, at an initial stage, an attempt is
made to identify automated fixes for delivery to the end user.
The delivery of automated fixes is desirable because such
fixes are easy for the end user to apply to the appliance 108. If
automated fixes cannot be identified or are not successful in
resolving the problem, at a second stage, an attempt is made
to identify self-help tutorials. Self-help tutorials are steps that
can be performed by the end user in attempting to resolve the
problem being experienced. Accordingly, self-help can be
accessed by the end user and applied, without requiring inter-
action with technical support personnel. If self-help tutorials
cannot be identified or are not successful in resolving the
problem, the end user may be referred to other references. In
addition or alternatively, at a third stage, the end user may be
referred to technical support personnel for assistance in
resolving the problem. As described in greater detail else-
where herein, technical support personnel may access auto-
mated fixes and self-help tutorials, both in the form of
approved fixes and potential solutions through the identifica-
tion of key indicators and/or the specification of a problem
component in varying levels of detail. Furthermore, the tech-
nical support personnel can craft custom or new problem
resolution procedures.

[0054] With reference now to FIG. 6, steps associated with
the delivery of automated fixes and dynamic dispositions (i.e.,
approved fixes or potential fixes) in accordance with embodi-
ments of the present invention are shown.. Initially, at step
600, the end user selects a problem that the end user is expe-
riencing. Based on the end user’s indication of the problem, a
check is made as to whether a key indicator can be identified.
In general, a key indicator can be any diagnostic indication
associated with a problem or problem component. Accord-
ingly, examples of key indicators include test results, settings,
alerts, measurements, error codes, selected devices, selected
problems, selected symptoms, or any other information that
can be used as a diagnostic indicator. If a key indicator is
identified, any automated fixes and/or tests associated with
the identified key indicator may be identified. That is, an
approved fix or potential solution may be applied. Further-
more, it should be appreciated that, at least as an initial pro-
cedure, an approved fix or potential solution may include a
diagnostic procedure. Accordingly, application of a diagnos-
tic procedure may result in or enable the identification of
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additional key indicators. Furthermore, in accordance with
embodiments of the present invention, dynamic dispositions
returned in response to a key indicator identified by informa-
tion entered by the end user, or from automated procedures,
and without the assistance of a technician, may be limited to
approved fixes. According to other embodiments, dynamic
dispositions comprising potential fixes may be provided (e.g.,
pushed) to the end user by a technician.

[0055] Information regarding a particular device or devices
or software symptom (step 608) may also be used in identi-
fying additional key indicators and in turn to identify associ-
ated automated fixes or tests (step 612). In addition, particular
symptom or application information 616 may be used in
connection with identifying other key indicators and associ-
ated automated fixes or tests (step 620). From the key indica-
tors, automated fixes and/or tests are identified and collected
(step 606). As an optional step, if any critical problems with
the appliance 108 can be corrected using an identified auto-
mated fix, such automated fix may be applied at step 624. A
determination may then be made as to whether the problem
was solved (step 628) and the process may end if that deter-
mination is in the affirmative. If the problem is not solved by
application of an automated fix, or in embodiments that do not
first apply an automated fix, self-help or other non-automated
dynamic dispositions are identified from the key indicators,
and a disposition set is created (step 632). The disposition set
may include automated fixes, self-help, or other procedures
or information. In accordance with embodiments of the
present invention, the disposition set is ordered, such that
automated fixes are presented at the top of the list and such
that dispositions (for example approved fixes) following the
automated fixes are ordered according to the probability that
they will successful resolve the problem. Accordingly,
embodiments of the present invention permit the delivery of
targeted, problem specific procedures and information to the
end user. At step 636, the end user may apply selected proce-
dures (or all of the procedures) included in the disposition set,
and the process of delivering automated fixes and self-help to
the end user may end. From this point, additional procedures,
such as contacting technical support personnel, may be per-
formed if problems persist with the appliance 108.

[0056] With reference now to FIG. 7, a screen shot of a
technician tool inventory ticket 700 in accordance with
embodiments of the present invention is illustrated. In gen-
eral, the inventory ticket 700 presents information identifying
the end user, the appliance 108, details related to the problem
being experienced, and information related to available and/
or completed dispositions, such as test results, tests and pro-
cedures performed, problem resolution history, etc.

[0057] An end user information window 704 identifies the
end user, and provides access to contact information. For
example, hyperlinks 708 and tabs 712 may be provided to
allow the technician to communicate with the consumer, for
example by email or by using real-time chat. Tabs and fields
may also be provided to permit the technician to edit user
information, check provider or multiple affiliation service
level agreements, or perform other functions.

[0058] A ticket history area 716 includes information
regarding the reported problem and associated disposition,
which is displayed in an event details window 720. In general,
an event comprises an interaction between the end user and
technician with respect to a particular problem. The ticket
history area 716 of the inventory ticket screen 700 allows the
technician to view events related to the consumer’s machine
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in a ticket events window 724. Accordingly, the technician is
provided with information regarding the consumer’s previous
contacts with technical support, and any previously attempted
fixes. Such information can assist the technician in determin-
ing how technically knowledgeable the consumer is, the con-
sumer’s level of frustration, and any fixes that were previously
applied but that were not successful in resolving the reported
problem.

[0059] Various links and buttons may be provided to allow
the technician to take action with respect to the resolution or
handling of a consumer problem. For example, buttons may
be provided to allow the technician to open a new ticket, open
a browser 732 in a sub-window for research or to view infor-
mation that will be provided to a consumer as an approved fix
or as a potential fix, or to view another web page, as specified
by an associated universal resource locator address. Buttons
may also be provided to access a clipboard/email 736,
unknown chat screen 740, service call initiation 744, or
remote service 748 functions such as remote control of the
appliance 108, remote updating of service, version control or
other functions. A return merchandise authorization (RMA)
button 750 may also be provided to generate a return mer-
chandise authorization, or inventory or logistic information.
[0060] The technician inventory ticket 700 also allows the
technician to easily access other tickets, independently of
communication type, by clicking on provided tabs 752.
Accordingly, a technician can provide resolution services to a
number of consumers simultaneously or substantially simul-
taneously, improving the efficiency of the technicians and
therefore the technical support operation. The ticket informa-
tion area 756 displayed when the ticket tab 760 is selected
provides the technician with machine inventory 764, dispo-
sition/potential solution 768, ticket problem details 772, and
potential solution search 776 information windows or areas.
[0061] The information populating the machine inventory
window 764 may be collected in various ways. For example,
the information may be obtained by running a script in con-
nection with a client application running on the end user’s
machine to obtain an inventory of installed devices and soft-
ware. In addition or alternatively, the information regarding
machine inventory can be obtained by manually entering the
information, for example based on information provided by
the end user. The machine inventory information may be
displayed in a tree view, to allow information regarding par-
ticular sub-systems or devices and their test results to be
displayed in a selected level of detail. In particular, a techni-
cian may choose to expand or contract entries displayed in the
machine inventory window 764. For example, in the entries
displayed in the example of FIG. 7, categories of components
including audio video, user interface and storage are shown.
A “+” symbol next to an entry indicates that it can be selected
to display subentries or child node components (i.e., more
detailed information). A “~” symbol indicates that any appli-
cable sub-entries in a next lower level have already been
selected for display (i. e., that all nodes within the next higher
category have been displayed).

[0062] In the example view shown in FIG. 7, the storage
entry has been expanded, and can be seen to include a floppy/
diskette drive, DVD ROM, and hard/fixed disk entries. In
general, the three entries under storage comprise storage
devices that have been detected during an automated inven-
tory procedure and/or that have been identified by the end
user as being present in the appliance 108. Within the indi-
vidual storage devices, the DVD ROM device has been
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expanded to display a number of details regarding the device,
including the manufacturer, model, interface type, drive let-
ter, and test results (i.e., the results of automated test proce-
dures). Accordingly, it can be appreciated that the machine
inventory window 764 presents to a technician information
regarding components and/or aspects of the appliance 108.
Furthermore, such information may be made available to the
technician by the machine inventory window 764 from the
moment the end user and the technician engage in communi-
cations with one another. Therefore, the technician need not
query the end user for such information, which may reduce
end user frustration levels, and which may reduce the amount
of'time that a technician must spend gathering basic informa-
tion. In addition to displaying information regarding the
appliance 108, the machine inventory window 764 allows a
technician to control information displayed in other of the
windows by selecting a particular entry in the machine inven-
tory window 764.

[0063] The dispositions/potential solutions window 768
may also display information using a tree-type structure. Fur-
thermore, the particular set of dispositions displayed in the
window 768 may be automatically populated according to a
device or software application identified in the machine
inventory as being problematic and selected by the technician
by highlighting the applicable machine inventory window
764 entry. The displayed dispositions generally comprise
approved fixes in the form of potential quick fixes (PQFs) that
have been formally administered by a content administrator.
The dispositions may include instructions to the end user, for
example delivered to a browser on the end user’s machine, a
script for performing automated fixes in connection with a
client application installed on the end user machine, and/or
the provision of software patches or replacement software to
the end user. Potential solutions comprise fixes that have not
been formally administered by a content administrator, but
have been identified as being of possible use in connection
with a particular problem. As described in greater detail else-
where herein, a potential solution may be made available to
technicians as soon as a technician has determined the poten-
tial solution successfully resolved a problem. The probability
that a particular disposition or potential solution will result in
a successful resolution of the identified problem may be indi-
cated in the form of a number of times that the disposition or
potential solution has successtully resolved a problem and/or
the ordering or ranking of the PQFs and potential fixes. One
ormore available dispositions/potential solutions may be pro-
vided to the end user by highlighting the desired disposition
or dispositions, and clicking on the push to user button 780.

[0064] Thedisposition/potential solutions window 768 will
allow a technician to review in varying levels of detail dispo-
sitions (i.e., approved fixes) and potential solutions that have
been identified in connection with the selection made in the
machine inventory window 764. Where a key indicator has
been selected, the information displayed by the disposition/
potential solutions window 768 may be determined by the
selected key indicator. In the example of FIG. 7, check marks
appearing next to entries in the solutions window 768 indicate
actions that have been performed in attempting to resolve the
problem at issue. More particularly, the selection of DVD
ROM in the machine inventory window 764 has resulted in
the display of dispositions and potential solutions associated
with a DVD ROM device to be displayed in the disposition/
potential solutions window 768. As shown in the present
example, certain of the entries are capable of displaying
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detailed information, allowing the technician to consider the
presented information in varying levels of detail. In addition,
actions that have been taken by the end user in attempting to
resolve the problem are automatically recorded and are dis-
played to the technician as checkmarks next to such actions.
Accordingly, it can be seen from the example that potential
quick fixes associated with a problem “no sound” have
already been performed. However, there are a number of
potential solutions for the selected device that have not been
performed. Using the information displayed in the disposi-
tion/potential solutions window 768, the technician can syn-
chronize with the end user and walk the end user through one
or more potential quick fixes that are or may be applicable to
the problem being experienced. The technician can also push
descriptions of potential quick fixes or dynamic dispositions
that have not been attempted to the end user. For example, by
selecting one or more of the potential solutions and then
pressing the “push to user” button 780, the technician may
deliver the potential solutions, for example in the form of
automated scripts or step-by-step instructions, to the end user.
In addition, the technician can push potential solutions just
then developed by the technician to an end user. If such a
newly developed potential solution successfully resolves the
problem, it can be stored to the attention file database by
choosing to save the potential solutions. Information pushed
to the end user can also include scripts, executable programs,
URLs, tests, measurements or any combination thereof. For
example, an updated virus detection program can be pushed
to an end user that indicated that their problem was caused by
a virus.

[0065] The ticket problem details area 772 provides fields
identifying the device or software identified as being prob-
lematic. The fields are automatically populated when the end
user navigates through problem selection, for example in
response to queries to the end user, and may include informa-
tion regarding a particular manufacturer and model of the
identified device and identification of any associated drivers,
or version of identified software, where such information is
available, and may also be populated based on the selections
made in the machine inventory window 768. In addition, the
information regarding the problem appliance, device or soft-
ware is identified by a ticket identifier. The organized asso-
ciation of particularly identified devices or software with
information regarding the reported or identified problem
allows information regarding the field reliability of devices
and software to be collected quickly and stored in an orga-
nized fashion. Such information is of particular interest to
hardware or software providers, as it allows problem areas to
be identified quickly and with particularity. In addition, the
organized association of devices or software with dynamic
dispositions and with potential solutions developed in con-
nection with a ticket created for the appliance, device or
software, and the associated symptoms, allows the potential
solution to be accessed in a targeted and efficient manner by
technicians.

[0066] The ticket problem details area 772 also includes a
key indicator field. In particular, when key indicators are
available, for example based on the information related to the
problem component, interface type, manufacturer, model/
version, and/or symptom, such key indicator may be available
for selection by the technician. Furthermore, more than one
key indicator may be identified. In accordance with embodi-
ments of the present invention, the selection of an identified
key indicator by a technician will cause the dispositions/
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potential solutions window 768 to be populated with the
dispositions and/or potential solutions associated with the
selected key indicator. According to other embodiments of
the present invention, the selection of a key indicator will
supplement or modify the items already populating the dis-
positions/potential solutions window 768 based on the selec-
tions that have been made in the machine inventory window
764. Because the key indicator serves as a link between a
problem and solution pair, the identification of a key indicator
can be very effective in resolving appliance 108 problems.

[0067] The potential solution search window 776 allows
the technician to search for potential solutions across multiple
device or software categories, and/or to search for solutions
that have not yet been formally associated with a device or
category. The provision of a search tool therefore allows the
technician to access potential solutions as soon as they have
been entered into the system. Accordingly, as new or potential
solutions to problems are discovered or developed by techni-
cians, other technicians can access information regarding
those potential solutions immediately.

[0068] FIG. 8 is a screen shot of a technician tool potential
solution screen 800 in accordance with embodiments of the
present invention. In particular the potential solution screen
800 is an example of information that may be displayed to a
technician in response to the highlighting of a potential solu-
tion (see FI1G. 7), and the selection of the view selected button
784. As shown in FIG. 8, the potential solution information
may appear as a summary of a particular problem and reso-
Iution steps taken to resolve that problem 804. This informa-
tion may be entered by the originating technician as ticket
event notes taken during the normal handling of a consumer
problem. When the same or a different technician later
encounters a similar problem, they may have access to the
earlier resolution steps, even though those steps have not been
formally administered as an approved fix. In particular, the
potential solution is automatically associated with a compo-
nent and/or a key indicator when it is entered by the originat-
ing technician. Accordingly, a potential solution may be pre-
sented in connection with another session in response to
selecting component identification information and/or a key
indicator with which the potential solution is associated.
Accordingly, the knowledge base of solutions from which
technicians may draw can be increased and that knowledge
can be accessed in real-time or near real-time.

[0069] With reference now to FIG. 9, a technician tool
potential solution editing screen 900 is illustrated. In general,
the potential solution editing screen provides a ticket event
summary 904 that displays technician notes associated with
the ticket from which a potential solution will be generated.
That is, after determining that a particular action or series of
actions suggested by a technician (or a series of technicians)
over one (or more) technician-end user sessions, the potential
solution editing screen 900 may be presented to the techni-
cian, for example after indicating that the solution success-
fully resolved the end user’s problem. The events from which
event summaries may be displayed can be selected from a
ticket events subwindow 908. A potential solution text field
912 allows the technician to describe the potential solution.
Some or all of the description may be copied from the text
displayed in the ticket event summary subwindow 904, or
from any other source. A brief description of the fix may be
entered in a fixed description field 916. By selecting the
“save” button 920, the potential solution may be saved such
that is available to other technicians (or to the same technician
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in connection with another ticket). The potential solution is
indexed without requiring further information by the techni-
cian. That is, the potential solution will be indexed according
to the machine inventory information, problems selected,
and/or symptom selected when the potential solution was
created. Furthermore, the potential solution may appear
among a number of potential solutions indicated when a
general category applicable to the selected entry in the
machine inventory window 764 is later made, as well as when
a particular entry corresponding to the selection made when
the potential solution was created is later selected. In accor-
dance with further embodiments, the technician may associ-
ate the potential solution with a key indicator.

[0070] With reference now to FIG. 10, a screen shot of an
end user problem identification display is illustrated. In gen-
eral, the screen allows an end user to select from general
categories of problems that the end user may be experiencing
in connection with an appliance 108. In the example of FIG.
10, the problems relate to an appliance 108 comprising a
general purpose computer. By making selections from the end
user problem identification display, the end user may provide
information that can be used to deliver an appropriate fix, and
may be used in addition or as an alternative to inventory and
problem information collected using automated procedures.
In accordance with embodiments of the present invention, the
ordering and/or selection of problems included in the general
categories of problems is configurable based on the frequency
with which the problems are encountered. In addition, the
ordering and/or selection of problems is configurable based
onthe appliance, component, application or other identifier or
characteristic.

[0071] With reference now to FIGS. 11A-11C, an end user
problem identification, hardware selection display is illus-
trated. The end user problem identification, hardware selec-
tion screen is generally presented to an end user in response to
the selection of a hardware problem at the end user problem
identification display (see FIG. 10). In general, the items
displayed may be those hardware components identified dur-
ing automated inventory and/or testing procedures. The items
that are displayed are configurable based on any relevant
identifier or characteristic. By selecting a particular compo-
nent that the end user believes is causing the problem being
experienced, the range of candidate solutions can be nar-
rowed. Furthermore, such information can be particularly
helpful in reaching a solution, as the end user is often better
able, at least at this general level, to identify a problem com-
ponent, as compared to a remote technician.

[0072] FIG. 12 is a screen shot of an end user problem
identification symptom selection display in accordance with
embodiments of the present invention. The symptoms that are
displayed are configurable based on any relevant identifier or
characteristic. This display may be presented to a user in
response to selection of a CDROM drive. Furthermore, the
display allows the user to select particular symptoms being
experienced with the CDROM drive, or to select general
“how to” instructions regarding operations involving a
CDROM drive, such as installation and removal.

[0073] FIG. 13 is a screen shot of another hardware symp-
tom selection display in accordance with embodiments of the
present invention. The symptoms displayed can be selected or
ordered based on any relevant characteristic or identifier. For
example, this hardware symptom selection display may be



US 2008/0147789 Al

presented to the user in response to the selection of Internet or
browser problems on the problem selection display (see FIG.
10).

[0074] FIG. 14 is a screen shot of a software symptom
selection display in accordance with embodiments of the
present invention. The symptoms displayed can be selected or
ordered based on any relevant characteristic or identifier. The
screen may be displayed in response to the selection of a
software problem from the problem selection screen shown in
FIG. 10.

[0075] FIG. 15 is a screen shot of a display that may be
presented to an end user in response to selection by the end
user of an entry indicating a need for help using a specific
program from the software symptom selection screen shown
in FIG. 14. In particular, the end user may select certain
displayed operations or categories of operation related to an
identified software program. Accordingly, FIG. 15 is an
example of a view of “how t0” instructions from which the
end user may make a selection. The instructions displayed
can be selected or ordered based on any relevant characteristic
or identifier.

[0076] With reference now to FIGS. 16A and 16B, a screen
shot of a personalized quick-fix list display is illustrated. Such
a quick-fix list may be presented to an end user after auto-
mated procedures have identified approved fixes and the end
user problem identification process has been completed, and/
or after a technician has identified and pushed potential fixes
for application by the end user. Furthermore, the display may
include dynamic dispositions related to a number of reported
and/or detected problems. In the example displayed, the first
problem has been selected and therefore fixes directed to
resolving the first problem are displayed. Where a number of
fixes have been identified with respect to a problem, they may
be ordered according to the likelihood that the fix will suc-
cessfully resolve the problem. That likelihood may be deter-
mined based on a weighting derived from the number of
successful problem resolutions identified with respect to each
fix. Alternatively, or additionally, the weighting may be based
on the simplicity of the dynamic disposition.

[0077] FIG. 17 is a screen shot of step-by-step fix proce-
dures in accordance with embodiments of the present inven-
tion. In the example shown, the fix involves a number of steps.
By selecting the “show me fix” button at each step, the end
user may access detailed instructions. Help buttons may also
be provided to enable the end user to connect to technical
support personnel. Accordingly, this is an example of self-
help that can be performed by an end user. Furthermore, such
self-help may be an automated fix, an approved fix, a potential
quick fix pushed to the end user by a support technician.
[0078] FIG. 18 is a screen shot of an end user problem
resolution/confirmation display in accordance with embodi-
ments of the present invention. This display may be presented
to an end user after suggested procedures have been per-
formed. Accordingly, feedback from the end user is solicited
in order to determine whether the problem has been success-
fully resolved. Therefore, it can be appreciated that validation
of'a successful fix (or an indication that a fix was not success-
ful) can be collected by the system either from a technician or
an end user.

[0079] With reference now to FIG. 19, a flowchart illustrat-
ing the operation of a technical support system once live
support (i. e., a communication with a technician) has been
invoked. In accordance with embodiments of the present
invention, in response to an end user request for live technical
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support, the end user is assigned to a technician (step 1900).
At step 1904, a determination is made as to whether an inven-
tory of the end user machine is available. If an inventory is
available, a determination is made as to whether the inventory
needs to be updated (step 1908). In accordance with embodi-
ments of the present invention, the inventory associated with
the end user machine may be updated each time that an end
user contacts the technical support center. In accordance with
other embodiments of the present invention, the inventory
may be updated in response to the receipt of an indication
from the end user or from an automated application installed
on the end user’s machine that new hardware or software has
been installed.

[0080] Ifan inventory of the end user machine is not avail-
able, or if it is determined that the inventory of the end user
machine needs to be updated, a determination is made as to
whether the end user machine has an automated inventory
capability (step 1912). For example, in accordance with
embodiments of the present invention, a client application
may be installed on a client machine that includes the capa-
bility of taking an inventory of that machine. If the end user
machine has an automated inventory capability, an automated
inventory is taken (step 1916). If the end user machine does
not have an automated inventory capability, inventory infor-
mation is collected through process of either choosing from a
list of known components or adding a new component,
whether hardware or software based, to the system on-the-fly
utilizing inventory tracking tools (step 1920).

[0081] After obtaining inventory information at steps 1916
or 1920, or after determining that previously collected inven-
tory information does not need to be updated, the problem and
associated potential problem device or software is identified
(step 1924). The identification of a problem may be obtained
in the form of a symptom reported by the end user, or as a
result of the detection of the existence of a problem automati-
cally, for example using a diagnostic program installed on the
end user machine. In accordance with an embodiment of the
present invention, a diagnostic program may comprise a cli-
ent application installed on the end user machine that is
capable of running scripts provided to it remotely, for
example from a server associated with the technical support
center. As can be appreciated by one of skill in the art, the
various methods of collecting information may be combined.
For example, an automated inventory may be supplemented
by information collected from the end user. Similarly, infor-
mation regarding a problem or problems associated with the
end user machine may be collected in the form of information
received from the end user or from automated diagnostic
procedures.

[0082] Atstep 1928, a determination is made as to whether
a ticket for this end user and problem has already been
opened. A new ticket is opened if one is not already in exist-
ence (step 1932). After opening a new ticket or determining
that a ticket has already been opened for the end user and
problem, a problem device or software may be selected from
the machine inventory, for example displayed in the machine
inventory sub-window 208 of an inventory ticket 200 (step
1934). When the problem device or software is selected,
entries under the selection may be expanded to show whether
fixes have already been applied by the end user. At step 1936,
a determination is made as to whether a disposition or poten-
tial solution is available for the selected hardware or software
that has not already been applied. If a disposition or potential
solution is available, one or more dispositions and/or poten-
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tial solutions may be selected and delivered to the end user
(step 1940). If a disposition or potential solution is not avail-
able for the hardware or software, or if the ticket history
indicates that dispositions and potential solutions associated
with the identified hardware or software has not been suc-
cessful in resolving the reported problem, a search is made for
a disposition or potential solution (step 1944). In accordance
with an embodiment of the present invention, the search may
be a word search that is conducted across hardware and soft-
ware categories. [f the search is successful at finding a dispo-
sition or potential solution (step 1946), it may be delivered to
the end user (step 1940). If the search does not successfully
locate a disposition or potential solution, the technician may
develop a potential solution on their own (step 1948) and the
potential solution developed by the technician may be deliv-
ered to the end user (step 1940).

[0083] Atstep 1952, a determination is made as to whether
the reported problem has been resolved. If the problem has
been resolved, the number of resolutions associated with the
problem-disposition/potential fix pair is incremented (step
1956). Where the resolution was accomplished using a newly
developed potential solution, that potential solution is added
to an attention file, and is made available to users of the
support system. Accordingly, technicians can be provided
with immediate access to newly developed potential solu-
tions, even when those potential solutions have not been
formally administered. Such access may be made through
selection of those components in the machine inventory win-
dow 768 (see FIG. 7) that were made when the potential fix
was initially displayed, or by selecting a key indicator asso-
ciated with the potential fix, for example by the technician
that developed the potential fix.

[0084] Ifthe problem has not been resolved, the procedure
may return to step 1932 at which the suspected problem
device or software may again be selected, or a new hardware
or software item selected, and dispositions or potential solu-
tions reviewed and/or searched, selected and delivered to the
end user. As dispositions and potential fixes are delivered to
the end user, information regarding the results of application
of such dispositions or potential solutions to the identified
problem is collected. Such information may be included in
the ticket history, and may also be added to attention files, to
allow knowledge obtained through the process of resolving
each end user’s problems to be added to the system.

[0085] Although certain of the embodiments described
herein relate to a system that includes an appliance such as a
client computer in communication with a server through a
communication network, and in which a technician may pro-
vide support through a separate technical support computer,
the present invention is not so limited. For example, the
technician may interact directly with the server computer. In
addition, automated procedures and self-help may be pro-
vided by means other than a communication channel estab-
lished over a communication network. For example, pro-
gramming for obtaining information regarding the appliance
from the appliance itself and/or from the end user can be
supplied in the form of removable media. For instance, tests
and content may be disk resident in order to provide self-help
where the appliance is unable to contact the server. The col-
lected information may then be made available to a technician
through an upload of collected data, or other means.

[0086] The foregoing discussion of the invention has been
presented for purposes of illustration and description. Fur-
ther, the description is not intended to limit the invention to
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the form disclosed herein. Consequently, variations and
modifications commensurate with the above teachings,
within the skill and knowledge of the relevant art, are within
the scope of the present invention. The embodiments
described herein above are further intended to explain the best
mode presently known of practicing the invention and to
enable others skilled in the art to utilize the invention in such
or in other embodiments and with various modifications
required by the particular application or use of the invention.
It is intended that the appended claims be construed to include
alternative embodiments to the extent permitted by the prior
art.

What is claimed is:

1. A method for delivering content, comprising:

obtaining information regarding an appliance;

after said obtaining said information regarding an appli-

ance, initiating a first communication between an end
user and a technician;

providing said technician with access to said information

regarding an appliance;

providing said technician with an end user selection of a

problem associated with said appliance;

in response to a selection by said technician of a first piece

of information included in said information regarding an
appliance, presenting to said technician at least a first
approved fix or potential fix;

in response to a selection by said technician of a second

piece of information included in said information
regarding an appliance, presenting to said technician at
least a second approved fix or potential fix.

2. The method of claim 1, wherein said information
included in said information regarding an appliance includes
an inventory of associated components.

3. The method of claim 1, further comprising:

determining whether a key indicator is associated with at

least one of a selected piece of information included in
said information regarding an appliance and a problem
identified by a user of said appliance is available;

in response to determining that a key indicator is available,

presenting to said technician at least a third approved fix
or potential fix.

4. The method of claim 3, further comprising delivering an
automated fix associated with said key indicator to said end
user.

5. The method of claim 1, further comprising:

making available to said technician at least a first key

indicator in response to said selection of said first piece
of information; and

making available to said technician at least a second key

indicator in response to said selection of a second piece
of information.

6. The method of claim 1, wherein said presenting to said
technician at least a first approved fix or a potential fix com-
prises presenting to said technician a plurality of at least one
of approved fixes or potential fixes.

7. The method of claim 1, wherein said presenting to said
technician at least a first approved fix or a potential fix com-
prises presenting to said technician an indication as to
whether said at least a first approved fix or a potential fix has
been applied to said appliance.

8. The method of claim 7, further comprising:

said technician pushing to said end user at least one of said

at least a first approved fix or a potential fix;
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indicating that said at least one of said at least a first
approved fix or a potential fix has been applied to said
appliance;
terminating said first communication;
initiating a second communication between said end user
and one of said technician and another technician; and

after said initiating a second communication, presenting to
said one of said technician and another technician an
indication that said at least one of said at least a first
approved fix or a potential fix has been applied to said
appliance.

9. The method of claim 1, further comprising:

said technician creating a new fix, wherein said new fix is

not included in said at least a first approved fix or a
potential fix;

pushing said new fix to said end user;

determining that said new fix was successful in resolving a

problem associated with said appliance; and

saving said new fix as a potential fix, wherein after said

saving said new fix is available to other technicians.

10. The method of claim 9, further comprising:

indexing said new fix according to at least one of a selected

problem component, a selected problem program, a
selected key indicator, and a newly created key indicator.

11. The method of claim 1, The method of claim 1, wherein
said presenting to said technician at least a first approved fix
or a potential fix comprises presenting to said technician a
plurality of at least one of approved fixes or potential fixes,
and wherein said plurality of at least one of approved fixes or
potential fixes are ordered according to a predicted probabil-
ity that a fix will be successful in resolving a problem with
said appliance.

12. The method of claim 11, wherein said predicted prob-
ability is based on a number of times that a fix has success-
fully resolved a problem.

13. The method of claim 4, further comprising providing a
manufacturer of a component identified as part of said inven-
tory with information related to a problem associated with
said component.

14. The method of claim 1, wherein said obtaining infor-
mation regarding an appliance includes running an automated
test procedure.

15. The method of claim 1, further comprising:

prior to said end user contacting a support technician,

delivering at least a first approved potential solution to
said end user.

16. The method of claim 1, further comprising:

using said information regarding said appliance, identify-

ing at least a first key indicator;

using said key indicator, identifying a fix.

17. A content delivery system, comprising:

a database, wherein information including approved fixes

and potential fixes is stored in said database;
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an appliance, including:

a processor, wherein instructions executed by said pro-
cessor are carried out to obtain information related to
said appliance

a communication interface;

a technician device, including:

avisual display, wherein information related to an appli-
ance is displayed;

a user input, wherein an item of said information dis-
played by said visual display can be selected;

aprocessor, wherein in response to a selection of an item
of information said processor causes at least one of an
approved fix and a potential fix to be retrieved from
said database and displayed by said visual display;
and

acommunication interface, wherein said technician may
communicate with a user of said appliance, said com-
municating including receiving said information
related to said appliance from said appliance commu-
nication interface.

18. The system of claim 17, further comprising:

an appliance, including:

a processor, wherein instructions executed by said pro-
cessor are carried out to obtain information related to
said appliance

a communication interface, wherein said information
related to said appliance is communicated to said
technician device.

19. A computer readable medium having program code
recorded thereon for execution on a computer having a
graphical user interface and a user input device to deliver
content and organizing knowledge, comprising:

first program code for receiving information related to an

appliance requiring a fix, wherein at least some of said

information related to an appliance requiring a fix is
collected prior to displaying said information to a tech-
nician;

second program code for displaying at least a first fix in

response to a selection of a first item of information
related to said appliance and for displaying at least a
second fix in response to a selection of a second item of
information related to said appliance, said second pro-
gram code additionally recording information related to
whether said at least a first fix and said at least a second
fix have been applied to said appliance; and

third program code for delivering a selected one of said at

least afirst fix and said at least a second fix to a network.

20. The computer readable medium of claim 19, further
comprising:

fourth program code for displaying at least a first key

indicator in response to a selection of a first item of

information related to said appliance and for displaying
at least a second key indicator in response to a selection
of asecond item of information related to said appliance.
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