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PayHIOBBIX byHKUMI, BBITIOJIHEHBI c
BO3MOXHOCTBIO HUCIIOJI30BAHUSL S-0J0KOB, IIO
MEHbIEH Mepe, ABYX pasHbIx TUroB. C Takom
KOH(pUrypamyelh MOXHO YIy4IIUTh HWMMYHUTET
IIPOTHB aTak crocoboM Hacklmenus. Kpome Toro,
TUIIBI  S-0JIOKOB IPEACTaBIAIOT co0Oi  cMech
pasnuuHbIX TUNOB. IIpW Mcnosnb3oBaHMM Takoi
KOHQUTYypald MOXHO YIYYIIMUTh HWMMYHUTET

npotuB anredpanmyeckux arak (artak PAC),
peanu3ysl, TaKUM OOpa3oM, B BBICOKOW CTEIEHU
3AIUIICHHOE YCTPOMCTBO 06paboTku
umdpoBaHus. TexHuuecknm pe3yIbTaToOM

SIBJISICTCS TIOBBIIICHUE TPYJHOCTH KPHUIITOAHAIM3a
Y BOIUIOILECHUE B BHICOKOW CTEICHHU 3aIlMIIEHHOTO
aJropuT™Ma OJIOYHOro mmMdpa ¢ OOIMM KITIOUOM.
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(57) Abstract:

FIELD: information technology.

SUBSTANCE: invention realises a common key
block encryption processing with improved immunity
against attacks, such as attack by saturation and
algebraic attacks (RYAS attacks). In the encryption
device which performs common key encryption
processing, S blocks which are used as nonlinear
conversion processing modules in round functions
established in round function execution modules are
configured to use S blocks of at least two different
types. Such a configuration can improve immunity
against attacks by saturation. Furthermore, the types
of S blocks are a mixture of different types. Use of
such a configuration can improve immunity against
algebraic attacks, thereby realising a highly secure
encryption device.

EFFECT: harder cryptanalysis and realisation of a
highly secure common key block encryption
algorithm.
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OO61acTh TEXHUKH, K KOTOPOM OTHOCUTCS U300pETEHUE

Hacrosiee u3o0pereHre OTHOCUTCS K yCTporUcTBaM 00paboTKU
g poBaHus/aemdpoBanus, cocodbam o6padboTku mudpoBanus/nemmppoBaHus,
ycTporicTBaM 00paboTky MHGOPMALMU U KOMITBIOTEPHBIM MTporpaMMmaM. bosee KOHKpeTHO,
HacCTosIIee U300pETeHNe OTHOCUTCS K YCTPOMCTBY 00pabOTKH
g poBaHus/aemdpoBanus, cnocody oopadoTku mubpoBaHus/aenmdpoBaHus,
YCTPOUCTBY 00pabOTKU MHPOPMALUU U KOMIIBIOTEPHON MTPOTpaMMe 7151 BBITIOJTHEHUS
00pabOTKH OJIOUHOTO MHUdPa ¢ OOIIMM KITIOUOM.

VpoBeHb TEXHUKU

B nocnennue rofipl, mo Mepe pa3BUTHS CETEBOM CBSI3U U AJIEKTPOHHOM TOPTOBIIH,
obecriedeHre OE30MaCHOCTHU TpU Niepeiaue JAaHHBIX CTaJI0 BaXKHOM podiaemoit. OnuH u3
croco6oB obecrieyeHust 6€30MaCHOCTH MPECTaBIsSeT coOol KpunTorpaduueckas
TexHoJiorus. B HacTosiee Bpems nepenavya JaHHBIX (PaKTUYECKU OCYILIECTBIISIETCS C
UCIIOIb30BAHUEM PA3IMYHBIX IMIU(PPOB.

Hanpumep, 6b11a niepeBesieHa B MPAKTUYECKOE UCIIOJIb30BAHUE CUCTEMA, B KOTOPOU
MOJTyJIb 00paOOTKH MIKM(POBAHHUS BCTPOEH B MAJIOE YCTPOMCTBO, TAKOE KaK KapTa C
MHUKPOCXEMOI, U mepeauy/IprueM JaHHBIX BBIMOJHIIOT MEXIY KapTOi C MUKPOCXEMOM 1
YCTPOWCTBOM CUUTBHIBAHUS/3aTTUCH, UCTIOJIB3YEMbIM KaK YCTPOWUCTBO CUMTHIBAHUS/3AMUCH
JAHHBIX, BOILJIONIAS], TAKUM 00pa3oM, 00paboTKy ayTeHTU(PUKALUU WU
mdpoBanus/nendppoBaHus epenaBaeMbIX/IPUHUMAEMBIX TaHHBIX.

JloCcTyImHBI pa3IWYHbIC AITOPUTMBI 00pabOTKU MUPPOBAHUSA. ITH AT OPUTMBI
MG POBAHUSI MOXKHO KPYITHO KIACCUPUIMPOBATH HA KPUMITOTpAGUIO C OTKPBITHIM KITIOUOM,
B KOTOPOM KITIOY MIM(POBAHUS U KITIOU MU POBAHUS YCTAHOBJIEHBI KAK PA3HbIE KITIOUH,
TaKue KaK OTKPBITHIN KJTFOY U CEKPETHBIN KITI0U, U KpUIITOrpaduio ¢ oOLIKMM KIII0YOM, B
KOTOPOU KJII0Y MUGPOBAHUS U KITIOY MU POBAHUS YCTAHOBJICHBI KaK OOIIHI KITIOU.

CyIIecTBYIOT pa3IMuHbIe aJITOPUTMBI IJIs KpunTorpaduu ¢ oomuM kirrouom. OauH
AJICOPUTM BKJIIOUAET B ce0s FreHEpUPOBAHUE MHOYKECTBA KJIIOUEH Ha OCHOBE OOIIEro Kioya
C MHOTOKPATHBIM BBINIOJIHEHUEM 00pabOTKU Mpeodpa3oBaHUs JaHHBIX C
MOCIeI0BATEIbHBIM MpUpaIlleHueM O10Ka (Hampumep, 64 6uta unu 128 6uT) ¢
MIPYMEHEHUEM T€HEpUPYEMBbIX KiItoueil. TUITMYHBIN alIrOpUT™M, B KOTOPOM MPUMEHSIETCS
Takasi cCxeMa reHepUpoBaHUs KiTtouel 1 oopaboTka nmpeodpa3zoBaHUsl TaHHBIX, TPEACTABIISET
co00i1 OJTOYHBIN MTUGP C OOIIKUM KITFOUOM.

N3BecTHO, YTO B Ka4ecTBe, HAIPUMED, TUITMUHBIX aJITOPUTMOB OJIOYHOTO IHppa ¢
O0IIMM KJTIOUOM B IMMPONLIOM Mcnofib3oBaiu anroputm DES (CHI, Cranaapt
M poBaHuUs TaHHBIX ), KOTOPBIN B MPOILIOM MPEACTABIISUT COOOM CTAaHAAPTHBIN MIU(P TS
Coemunennbix ItatoB Amepuku u anroputm AES (VCIL, YcoBepieHCTBOBAHHBIM
CTaHIapT MKU(PPOBAHUS), KOTOPBINA MPEACTABIIICT COOOM CTaHAAPTHBIN (P 15
Coemunennspix LlITatoB AMepuku B HacTosIIEe BpeMsl.

OTH alrOpUTMBI OJIOYHOTO ImHdpa ¢ OOIMUM KITFOYOM, B OCHOBHOM, COCTOSIT U3 YaCTH
00paboTKH mMdpOoBaHMS, BKIIOUAIOIIEH B ce0sl YaCTH BBITIOJTHEHUS PayHI0BON (DYHKIUH,
KOTOPBIE MHOTOKPATHO BBIMOJIHSIOT MPeoOpa30BaHUE BXOIHBIX TaHHBIX, U UACTh
IJTAHUPOBAHMUSI KJTIOUA, KOTOPasi TeHEPUPYET PayHIOBbIE KITIOUU, TPUMEHSIEMbIE IS
COOTBETCTBYIOIIUX PAYHJIOB YacTel payHI0BoW GyHKIMHU. YacTh MIaHUPOBAHUS KITFOUA
TEHEPUPYET PACIIUPEHHBIN KIII0Y HA OCHOBE TJIABHOTO KJII0Ya (OCHOBHOT'O KJIIOYa),
KOTOPBI MPEJICTABIIsIeT COOOM CEKPETHBIN KITIOY, TyTeM YBEIIMUEHUS KOJIMYECTBA OUTOB, U
Ha OCHOBE CT€HEPUPOBAHHOI'O PACIIMPEHHOI O KJII0YA T€HEPUPYET PAyHAOBbIE KIIOUU
(IOTIOJTHUTETBHBIE KITIOUH), IPUMEHSIEMbIE B COOTBETCTBYIOIIMX YACTSIX PAYHIOBOM (DYHKIMU
yacTu 06paboTKU MmUbPOBAHUS.
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B xauectBe crienupuUHON CTPYKTYPHI 151 BHITOJTHEHUSI TAKOTO aJITOPUTMA U3BECTHA
CTPYKTYpa, KOTOpasi MHOTOKPATHO BBITIOJIHSIET PayHIOBYIO (PYHKIHUIO, BKIIIOUAIOMIYIO B
ce0st yacTh JIMHEHHOT O TpeoOpa30BaHUs U YACTh HEJIMHEMHOTO MPeoOpa30BaHUS.
Hanpumep, crpykrypa DelicTens mpeactaBisieT cOOOH OHY TUITMYHYIO CTPYKTYPY.
CrpykTypa Delcrerns UMeeT CTPYKTYPY, KOTopasi TpeoOopa3yeT OTKPBITHIN TEKCT B
3aM(POBAHHBIN TEKCT MyTEM MIPOCTOTO MOBTOPeHUs payHaoBol ¢pyHkuuu (F-pyHkimn),
UCTIOJIB3YyeMOM Kak (hyHKIUMS TpeoOpa3oBaHus 1aHHbIX. B payHnoBoii pynkuuu (F-byHKium)
BBITTOJTHSIOT 0Opa0OTKY JIMHEHHOT O Mpeodpa30oBaHus U 00paOOTKY HETMHEHHOTO
npeoO6pa3oBaHus. B kauecTBe JOKYMEHTOB, OMUCHIBAIOIIMX 00pabOTKY mUdpPOBaAHMUS C
MIpUMEHEHUEM CTPYKTYpbl DercTenss, MOKHO OTMETUTD, Hanpumep. HenateHTHBIM
TokyMeHT | u HemaTeHTHBINM JOKYMEHT 2.

OHAKO TIPU UCITOJIb30BAHUM OJIOUHOTO MHdpa ¢ OOIIKUM KIIFOYOM CYIIECTBYeT IMpooaemMa
yTEUKM KJIIOUel B pe3yjbTaTe KpUunroaHanuza. ToT GakT, 4TO KJIFOYU MOTYT OBITh JIETKO
MIPOAHAJIM3UPOBAHBI C IOMOIIBIO KPUIITOAHAIIN3a, O3HAYAET, YTO MIU(P UMEET HUZKYIO
3alUIIEHHOCTD, B PE3YJIbTATe Uer0 BO3HUKAET cepbe3Has MpobiieMa Mmpu MPUMEHEHUHU.

Hemnatentnsiit nokymeHT 1: K.Nyberg, "Generalized Feistel networks", ASITACRYPT ’96,
Springer Verlag, 1996, pp.91-104.

He natentnsni Jlokyment 2: Yuliang Zheng, Tsutomu Matsumoto, Hideki Imai: On the
Construction of Block Ciphers Provably Secure and Not Relying on Any Unproved Hypotheses.
CRYPTO 1989: 461-480

CymHOCTb U300peTeHHUs

TexHuueckas 3agada

Hacrosiee nzobperenue 661710 BBITIOTHEHO C YYETOM OMUMCAHHBIX BBIIIE TPOOJIEM, U IETb
HACTOSIIIETO U300pETEHUsI COCTOUT B TOM, UTOOBI ITPEAOCTABUTH YCTPOUCTBO 0OPAOOTKHU
mudpoBaHus/aemudpoBaHus, Criocod 00padoTku MU poBaHus/IemrdpPOBaHUS,
YCTPOMCTBO 00pabOTKM MHGOPMAIMK U KOMITBIOTEPHYIO TPOTPAMMY ISl IIOBBIIICHUSI
TPYAHOCTU KPUMNTOAHAIU3a Y BOILIOLIEHUS] B BBICOKOM CTEMEHU 3aIUIIEHHOT0 alTOpUTMa
0JtouHOTO IU(pa ¢ OOIIMM KITFOUOM.

TexHuueckoe pelieHue

IlepBrIit acrieKT HACTOSIIETO U300PETEHUSI HAITPaBIIEH Ha:

YCTPOMCTBO 00paboTKu AemrppoBaHuUs, CoJepKaliee: Moayllb 00paboTKH
nenmdpoBaHusl, KOTOPBINM BBIMIOIHSAET 00pabOTKY MpeoOpa30BaHuUsI JAaHHBIX C
ucrioiab3oBaHueM F-GyHKIMu, BKITIOYatomei B cedst S-0JI0KH, B KA4eCTBE payHI0BON
(YHKIMY 110 OTJAETbHBIM CTPOKAM JIAHHBIX, TOJTYYSHHBIM ITyTEM Pa3IeTICHUs BXOIHBIX
JTAHHBIX HA YUCII0, OOJIBIIIEE YeM WJIM PABHOE JIBYM, B KOTOPOM MOAYJIb 00pabOTKH
nemupoBaHUS BBITIOIHEH TaK, YTO OH BKJIIOYAET B ce0s1 pa3IMUHbIe TUIIBI S-OJIOKOB B
COOTBETCTBYIOIIUX MOAYJISIX F-byHKIWMI, KOTOpPBIE UMEIOT OJJMHAKOBYIO CTPOKY BXOJIHBIX
JAHHBIX U CTPOKY BBIXOJIHBIX JAHHBIX, U KOTOPBIE PACIOJIIOKEHBI PAIOM APYT C IPYTOM.

Kpowme Toro, B BapuaHTe OCYIECTBICHUS U300peTeHUsI MOAYJIb 0O0pabOTKH
netmuppOBaAHUS BBITIOIHEH C BOBMOXXHOCTBIO BBITTOJTHEHUSI 00pa00TKU ACUPPOBAHUS C
UCTIOJIb30BAaHUEM CTPYKTYphl DelicTelnsi, B KOTOPOH KOJIUYECTBO CTPOK JAHHBIX (KOJIUUECTBO
pas3aeneHuit) paBHO ABYM, WM 0000IIEeHHON CTPYKTYpbl DelcTensi, B KOTOPOH KOJTUYECTBO
CTPOK JAHHBIX (KOJUYECTBO pA3/ICIICHUIM) pPaBHO ABYM WM OOJIbIIE, U MOIYJIb OOpabOTKU
netmuppOBaHUS BBITIOIHEH C BOBMOXXHOCTBIO BBITTOJTHEHUSI 00pa00TKU AP POBAHUS C
ucrioiab30BaHueM F-QyHKIMN, TPUMEHSIEMBIX KaK MOJIYJIM BBITIOJIHEHHUST PAyHIOBBIX
(bYHKIUHI, KOTOPBIE UMEIOT OJMHAKOBYIO CTPOKY BXOJHBIX TaHHBIX U CTPOKY BBIXOJIHBIX
JAHHBIX U, KOTOPBIE BEPTUKAIHHO PACIIOI0KEHBI PSIIOM IPYT C APYTOM, B KOTOPBIX
00paboTKa HETMHEMHOTO MPeoOpa30oBaHus, BbINoIHsAeMas: F-pyHKIMsIMU, ycTaHOBIEHA KaK
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pas3HbIe S-0710KH, KOTOPBIE BBITTOJIHSIIOT pa3Hble TUIIBI 0OPaOOTKH HETMHEHHOT O
npeoOpa30BaHUSL.

Kpome Toro, B BapriaHTe OCyIIeCTBIICHUSI U300peTeHus Kaxaas u3 F-pyHkimi,
UCTIOJIH3YEMbIX KaK MOJYJIM BBITIOJIHEHUS PAyHIOBBIX (DYHKIMHI, BKIIIOUAET B ceOs
MHOJKECTBO S-0JIOKOB, KOTOPBIE BRIMOIHSAIOT 00pa0OTKY HEJIMHEHMHOTO MpeoOpa3oBaHus
COOTBETCTBYIOIIIUX YaCTe! JAHHBIX, HA KOTOPbIE pa3AeieHbl TaHHbIE, TPeaHA3HAUCHHbIE IS
00pabOTKH, U MHOXKECTBO S-OJIOKOB BKIIIOUAIOT B Ce0sl, IO MEHbIIIEH Mepe, ABa Pa3HBIX
TUMAa S-O0JI0KOB.

B npyrom BapuaHTe ocylecTBiIeHUsS U300 peTeHus Kaxaas u3 F-pyHKIui, UCIOTIb3yeMBbIX
KaK MOJYJIU BBITIOJTHEHUS! PAyHAOBBIX (DYHKIUMI, BKIIIOUAET B ce0sI MHOKECTBO S-0JI0KOB,
KOTOPBIE BBIMOJIHSIOT 00pabOTKY HEJIMHEMHOT O MPeo0pa30BaHUsl COOTBETCTBYIOIIMX YacTel
JTAHHBIX, HA KOTOPBIE pa3/elieHbl JaHHbIe, TpeIHa3HAYCHHBIE 11 00pabOTKU, U 00PabOTKY
HEJIMHEMHOT O MpeoOpa30BaHusl, BRIIOIHIEMYIO C MOCIENOBATEILHBIM MPUPAIIICHUEM YacTel
JTAHHBIX B F-(yHKIMAX, UCTIOIB3YeMbIX KAK MOJYJIM BBITTOJTHEHHUSI PAYHIOBBIX (DYHKIIHIA,
KOTOPBIE UMEIOT OJIMHAKOBYIO CTPOKY BXOJIHBIX TAHHBIX U CTPOKY BBIXOJIHBIX TAHHBIX U
KOTOPBIE PACIIOJIOKEHBI BEPTUKAIBHO PSIOM APYT C APYTOM, BBITOJTHEHHYIO C
BO3MOXHOCTBIO YCTAHOBKHM B KAUECTBE IPYTUX S-OJI0KOB, KOTOPHIE BHIMIOJHSIOT IPyTHe
TUITBI 00PaOOTKM HEIMHEMHOTO IIPeoOpa3OBaHMS.

Kpome Toro, B BapriaHTe OCYIIECTBIICHUSI N300PETEHUS TUTTBI S-0JI0KOB U KOJIMYECTBO
OT/IEIBHBIX S-OJIOKOB, BKITIOYEHHBIX B KKAYIO U3 F-QyHKIMIA, HCTTOTB3YEMBIX KaK MOJTYJIN
BBITIOJIHEHUST PAYHIIOBBIX (DYHKIMI, UMEIOT OMHAKOBYIO YCTAHOBKY Cpey OTACIbHBIX F-
(OYHKITHIA.

Kpome Toro, B BapriaHTe OCyIIECTBIIEHUS U300peTEHUsI MOAYJIb 00paboTKU
nemudpoBaHUsI BBITTOJIHEH C BOBMOXKHOCTHIO UCIOJIB30BAHUS, B KAUECTBE PA3HBIX S-
OUTOBBIX BXOAHBIX/BBIXOAHBIX S-0JI0KOB, MPEeTHA3HAUYCHHBIX [IJIS1 TPUMEHEHHUS TTPU
00paboTKe HEMMHENMHOT O TIpeoOpaszoBanus, (1) Tuna 1: S-6110K, UCIIOJIB3Y IO UHBEPCHYIO
kapty: Y=X"! wmm nokasatensuyio gynkumo Y=X9 o momo GF (2°) pacumpenust; (2)

Tuna 2: S-0JI0K, TeHePUPYEMbIN ITyTeM KOMOWHUPOBAHUSI MHOYKECTBA MAJIBIX t-OUTHBIX S-
0J10KOB, /€ t<s; U (3) Thna 3: S-6J10K, BBIOpAHHBIN CITy4aliHBIM 00pa3oM, 10 MEHbIIIeH Mepe,
JIBYX pa3HbIX TUIIOB S-OJIOKOB Cpe/ld ONMMCAHHBIX BbIIIE TpeX TUIIOB S-0510K0B (1)-(3).

B npyrom BapuaHTe OCYIIECTBICHUS M300PETEHUSI MOTYJIb 0OPAOOTKH AU POBAHUS
UMeEET, B OTHOIIIEHUH S-OJIOKOB, MPUMEHSIEMbIX ISl BBIIIOJIHEHUS payHI0BOM (DyHKIMH, (2)
KOH(pUTypanuro, B KOTOPO HEKOTOPBIE U3 S-OJIOKOB MPEACTABISIOT cOOO0M S-010kM THMA 1,
1 OCTaJIbHBIE S-OJIOKM MPEICTABIISIOT coO0i S-01oku Tuma 2; (b) koHdUrypamnuro, B
KOTOPOM HEKOTOPbIE U3 S-OJIOKOB MPEACTABISAIOT cOOOM S-0510kM THNA 1, U OCTAJIbHBIE S-
OJIOKHW TIPEICTaBIISIOT coOol S-6110ku THMa 3; (C) KOH(MUTYpalHIO, B KOTOPOH HEKOTOPHIE
13 S-0JI0KOB MPEACTABIISIIOT COO0M S-OJIOKU THITA 2, M OCTaJIbHbIE S-OJIOKH MPEICTABIISIOT
coboit S-6moku Tuna 3; u (d) koHpUrypamnuro, B KOTOpO HEKOTOPBIE U3 S-OJIOKOB
MPEACTABIISIOT OO0 S-010KU TUMA 1, HEKOTOPBIE U3 OCTAIBHBIX S-0JIOKOB MPEICTABIISIOT
coOoit S-0110kM THUMA 2, U OCTAJIbHBIE U3 S-0JI0KOB MPEICTABIISIOT cO00M S-0/T0KHM THIIA 3,
mo0OYI0 OJTHY U3 OMTMCAHHBIX BBIIIEe KOH(pUTrypauuit (a)-(d).

Kpowme Toro, B BapuaHTe OCYIIECTBICHUS U300peTeHUsI MOAYJIb 0O0pabOTKH
e poBaHUS BKITIOYAET B ce0s1, B MOJIYJISIX BBITOJIHEHUS payHIOBBIX (DYHKIIMIA,
MHOJKECTBO S-0JIOKOB, KOTOPBIE BRIMOIHSIOT 00pa0OTKY HEJIMHEMHOTO MpeoOpa3oBaHus
JUTSl COOTBETCTBYIOIIMX YACTel TaHHBIX, HA KOTOPbIE pa3/IeleHbl JaHHbIe, TpeAHA3HAUECHHbIE
JU1s 00pabOTKH, U MOAYJIb 00pabOTKU AeIM(POBAHUS BBITIOJHEH C BO3MOXHOCTHIO
BBITTOJIHEHUSI 00pabOTKHU C UCTIOIB30BAHUEM S-0JI0KOB OJHOT'O TUIA B OJTHOM payHJIE U S-
OJIOKOB APYTUX TUIIOB HA OCHOBE OT PayH[a K PAYHIY.
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Kpowme Toro, B BapuaHTe OCYILECTBICHUS U300peTeHUsI MOAYJIb 00pabOTKH
e poBaHUS BKITIOYAET B ce0s1, B MOJIYJISIX BBIOJIHEHUS payHIOBBIX (DYHKIMIA,
MHOJKECTBO S-0JIOKOB, KOTOPBIE BRIMOIHSAIOT 00pa0OTKY HEJIMHEHHOTO MpeoOpa3oBaHus
COOTBETCTBYIOIIIUX YaCTel JAHHBIX, HA KOTOPbIE pa3AeieHbl JaHHbIE, TPeaHA3HAUCHHbIE IS
00paboOTKH, U MOTYJIb 0OPaOOTKHU JeM(GPOBAHUS BBIITOIHEH C BO3MOKHOCTBIO
UCTIOJIb30BAHUS PA3TIMUHBIX TUIIOB S-OJIOKOB B OJTHOM payHJE.

B emie omHOM BapuaHTe OCYIIECTBICHUS N300PETEHUS TUIIBI S-0JI0KOB U KOJIMYECTBO
OT/IEIBHBIX S-0JIOKOB, BKITIOYEHHBIX B KAKIBIN U3 MOJTYJICH BBHITOTHEHUS payHIOBBIX
(GYHKIUMI, UMEIOT OJIMHAKOBBIC YCTAHOBKU CPEAM OTACTBHBIX F-(QyHKIWIL.

Kpome Toro, B BapriaHTe OCYIIECTBIICHUS U300peTEeHUsI MOAYJIb 00paboTKU
nenmudpoBaHUsI BBITTOJIHEH C BO3MOXHOCTBIO BBIMOJHEHUSI 00paboTKu AendpoBaHUS B
COOTBETCTBUM C KpunTorpadueri ¢ oO1IUM KITIOYOM.

Kpome Toro, B BapriaHTe OCyIIECTBIIEHUS M300peTEeHUsI MOAYJIb 00paboTKU
nemuppoBaHUS BBITIOJIHEH C BOBMOXKHOCTBIO BBIITOJTHEHUSI 00paOOTKH AemuppoBaHUs B
COOTBETCTBUU C KpunTorpaduert 6;104HOro mudpa ¢ 00IIUM KITIOUOM.

Bropotit acniekT HacTosIero U306 peTeHus HampaBjeH Ha: ciocod oO0paboTku
nemudpoBaHMsl, COCTOSIIINI B BBIMOJIHEHUM 00pa00TKY e poBaHUs B yCTPONUCTBE
00paboTKu aemudpoBaHus, COAepKAIIMiL: 3Tarm 00padboTKH aemudpoBaHuUs, COCTOSIIUN B
BBITTOJIHEHUH, B MOAYJIe 00paboTku nemudpoBanus, 00paboTky mpeodpa3oBaHUs TaHHBIX C
ucrioiab3oBaHueM F-¢GyHKIMu, BKITIOYatomei B cedst S-0JI0KH, B KA4eCTBE payHI0BON
(YHKIWY 110 OTAETBbHBIM CTPOKAM JTAHHBIX, TOJYYCHHBIM, IIYTEM pa3Ie/ieHUs] BXOIHBIX
JAHHBIX HA YKCIIO OOJIbIIIEE YeM WM paBHOE ABYM, B KOTOPOM 3Tar 00paboTku
nemudpoBaHusl MPEICTABISET COOOM ITAI BBIMOJIHEHUS 00pabOTKHU MpeoOpazoBaHuUs
JTAHHBIX C UCTIOJIb30BAHUEM PA3HBIX TUMIOB S-0JIOKOB B F-QyHKIMSIX, KOTOPbIE UMEIOT
OJIMHAKOBYIO CTPOKY BXOJIHBIX JAHHBIX U CTPOKY BBIXOJHBIX TaHHBIX U KOTOPbHIE
BEPTUKAJILHO PACIIOIIOKEHBI PSIOM IPYT C IPYTOM.

Kpowme Toro, B BapuaHTe OCYIIECTBICHUS] M300peTeHUs Ha 3Tare oopadboTKu
JenmdpoBaHMs BBITIOIHSIOT 00pa00TKy Jemu(poBaHus, B COOTBETCTBUM C KpUITTOTpadueit
C OOIIMM KJTIOUOM WIIM KpunTorpadueti 6;109HOro mudpa ¢ o01mM KIHUoM.

TpeTuit acleKT HACTOSIIETO U300 PETEHHsI HATIPABIIEH HA: MAIIMHOYMUTAEMbI HOCUTETh
3aIIMCH, COJIEPXKALIMI 3AIIMCAHHYIO HA HEM ITPOTPaAMMY, BBIIIOJIHEHUE KOTOPOM YCTPOMUCTBOM
00pabOTKH U POBAHUS IPUBOIUT K BHITIOJTHEHUIO 00paOOTKH e poBaHuS,
coJiep Kaliieii: aran oo0padboTku AemrppoBaHus, TPH KOTOPOM MOy 00paboTKH
nenmdpoBaHMsI BBITIOIHSAET 00pabOTKY mpeoOpa3oBaHUs JaHHBIX C UCITOIb30BaHUeM F-
(byHKIMY, BKITIOYAIOIIEH B ceOst S-0JI0KH, B KA4eCTBE PayHI0BOM (PYHKIUH MO OTAETbHBIM
CTPOKAaM JTAHHBIX, TTOJTYYCHHBIM, IIYTEM pa3elieH!s] BXOAHBIX TaHHBIX HA YHUCIIO OOJIbIIIee
YeM WM PaBHOE JBYM, B KOTOPOM 3Tan 00pabOTKH JemMppoBaHUS IPEICTABISET COOOM
3TaIl BBIMOJHEHUSI 00pabOTKH MpeoOpa30BaHUsI TAHHBIX C UCTIOJIL30BAHUEM PA3HBIX
TUTIOB S-0710KOB B F-(hyHKIMSX, KOTOPBIE UMEIOT OAMHAKOBYIO CTPOKY BXOAHBIX TaHHBIX U
CTPOKY BBIXOJIHBIX JAHHBIX U KOTOPBIE BEPTUKAIBHO PACIIOIOKEHBI PSIIOM APYT C APYTOM.

Kpowme Toro, B BapyaHTe OCYIIECTBIICHHUS M300peTeHMs Ha 3Tare o0padoTKu
nermudpoBaHUsl BBITTOTHSIOT 00pa0oTKy aemudpoBaHusi, B COOTBETCTBUM C KpUIITOTpadueii
C OOIIMM KITIOUOM WM KpunTorpadueit 6;109HOro mudpa ¢ 00ImmUM KITIOUOM.

YeTBepThIf aCMEKT HACTOSIIETO U300pETEHUsI HAITPABJIEH HA: YCTPONUCTBO 00pabOTKH
mrdpoBaHus, conepaliee: MoIyJIb 00padoTKU MM(POBAHUS, KOTOPHIN BBITTOHSET
00paboTKy MpeoOpa3oBaHUs JAHHBIX C UCIIOTb30BaHUEM F-(yHKIUH, BKITIOUAOIICH B
cebst S-0710KU, B KAUECTBE PAYHIOBOM (DYHKIMK MO OTAEIbHBIM CTPOKAM JAHHBIX,
MOJTyYEeHHBIM ITyTEM pa3/e/IeHUs] BXOIHBIX TaHHBIX HA YUCIIO, OOJIbIIEE YeM WIIU PABHOE
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JIBYM, B KOTOPOM MOJTyJIb 00paOOTKH MIM(PPOBAHUS BBITIOJIHEH TAK, UTO OH BKIIIOYAET B
ceOst pa3nuuHbIe TUITHI S-0710KOB B F-(DyHKIMSIX, KOTOPBIE UMEIOT OJMHAKOBYIO CTPOKY
BXO/JHBIX JAHHBIX U CTPOKY BBIXOAHBIX JAHHBIX, U KOTOPBIE PACIIOIOKEHBI PSIOM IPYT C
JIPYTOM.

Kpome Toro, B BapriaHTe OCYIIIECTBIIEHUSI M300peTEeHUsI MOAYIb 00paboTku muppoBaHuUs
BBITOJIHEH C BO3MOXHOCTBIO BBITIOJTHEHUSI 00pabO0TKY MH(PPOBAHUS C UCTIOIH30BAHUEM
cTpykTypsl DeticTensi, B KOTOPOH KOJIMYECTBO CTPOK JAHHBIX (KOJIMUECTBO Pa3AeiICHUI)
PaBHO JIBYM, WM 0000IIIEHHOM CTPYKTYpbl DeticTens, B KOTOPOU KOJIUYECTBO CTPOK
JAHHBIX (KOJIMYECTBO pa3/Ie/IeHUl) paBHO JBYM WM OOJIbIIE, U MOIYJIb 0OpabOTKU
M POBAHUS BBITIOJIHEH C BOBMOXKHOCTBIO BBITTOTHEHUS] 00pabOTKU MM POBAHUS C
UCTIOJIb30BaHUEM F-(QyHKIMIA, TPUMEHSEMBIX KaK MOYJIM BBITTOJTHEHUS! PAYHIOBBIX
(YHKIMIA, KOTOPBIE UMEIOT OJIMHAKOBYIO CTPOKY BXOJIHBIX TAHHBIX U CTPOKY BBIXOJIHBIX
JAHHBIX U, KOTOPBIE BEPTUKAIHHO PACIIOI0KEHBI PSIIOM JIPYT C APYTOM, B KOTOPBIX
00paboTKa HETMHEMHOTO IMpeoOpa3oBaHus, BeITIOTHsIeMas F-pyHKIMsIMH, ycTaHOBIIEHA KaK
pas3Hblie S-010KU, KOTOPbIE BBITIOIHSIOT Pa3HbIe TUITBI 0OPaOOTKHU HETMHEHHOT O
npeoOpa3oBaHusl.

Kpome Toro, B BapriaHTe OCyIIECTBIICHUSI U300peTeHus Kaxaas u3 F-pyHkimi,
UCTIOJIH3YEMbIX KaK MOJYJIM BBITIOJIHEHUS PAyHIOBBIX (DYHKIMI, BKIIIOUAET B ceOs
MHOJKECTBO S-0JIOKOB, KOTOPBIE BRIMOIHSIOT 00pa0OTKY HEJIMHEMHOTO MpeoOpa30oBaHuUs
COOTBETCTBYIOIIIMX YACTEH JAHHBIX, HA KOTOPbIE PA3/AEICHbI TaHHbIE, IPEeAHA3HAUECHHbIE IS
00pabOTKH, U MHOXECTBO S-0JIOKOB BKJIIOUAIOT B ¢e0s1, IO MEHbIIIEH Mepe, IBa pa3HbIX
TUmna S-0J0KOB.

Kpome Toro, B BapriaHTe OCyIIeCTBIIEHUsI U300peTeHus Kaxaas u3 P-pyHkuui,
UCTIOJIH3YEMbIX KaK MOJYJIM BBITIOJIHEHUS PAyHIOBBIX (DYHKIHUH, BKIIIOUAET B ce0s
MHOXECTBO S-0JI0KOB, KOTOPBIE BBIITOJIHSIOT 00pabOTKY HETMHEHHOTO MMPeoOpa30BaHUS
COOTBETCTBYIOIIIMX YACTEH JAHHBIX, HA KOTOPbIE PA3/AEICHbI TaHHbIE, IPEeAHA3HAUECHHbIE IS
00paboTKH, U 00PAOOTKY HEJIMHEHHOTO MTPeoOpa30BaHUs, BHIITOTHIEMYIO C
MOCIIEI0BATEIFHBIM ITPUPAIICHUEM YacTel TaHHBIX B F-QyHKIMSIX, UCTTONb3yeMBbIX KaK
MO/TyJIM BBITIOJTHEHUSI PAYHIOBBIX (PYHKIUM, KOTOPbIE UMEIOT OJUHAKOBYIO CTPOKY BXOJHBIX
JAHHBIX U CTPOKY BBIXOJHBIX JAHHBIX U KOTOPbIE PACIIOI0KEHBI BEPTUKAIIBHO PSAOM IPYT C
JIPYTOM, BBITIOJIHEHHYIO C BO3MOXHOCTbIO YCTAHOBKHM B KAUECTBE IPYTUX S-OJIOKOB,
KOTOPBIE BBIMOIHSIOT JPYyTUe TUITBI 0O0pabOTKU HEIMHEMHOTO TPeoOpa3oBaHUSI.

B BapuaHTe ocyuiecTBieHHs W300peTEHUs TUIIBI S-OJIOKOB U KOJIMYECTBO OTAEIbHBIX S-
OJIOKOB, BKITIOUEHHBIX B KOXKIYI0 U3 F-QyHKIMHI, UCTIONB3YEMBIX KaK MOIYJIM BBITTOJTHEHHUS
PayHIOBBIX (PYHKIMIA, UMEIOT OJJMHAKOBYIO YCTAHOBKY CPeIM OTAETbHBIX F-QyHKIuil.

Kpome Toro, B BapriaHTe OCYIIIECTBIICHUS U300peTEeHUSI MOAYIb 00paboTKU MU POBAHUS
BBINIOJIHEH C BO3MOKHOCTBIO UCIIOJIb30BAHMS, B KAUECTBE PA3HBIX S-OMTOBBIX
BXOJIHBIX/BBIXOJHBIX S-OJIOKOB, MpeIHA3HAYEHHBIX JJIs1 IPUMEHEHUS ITPU 00paboTKe
HeJIMHENHOT o mpeodpa3oBanus, (1) Tuna 1: S-010K, UCTIOB3YIONIMI HHBEPCHYIO KapTy: Y=

X! wm nokaszatenbHyto pyHkipoo Y=X4 mo nomo GF (2°) pacimpenus; (2) tTuma 2: S-0J10K,
TEHEPUPYEMBIii TyTEM KOMOMHUPOBAHUSI MHOKECTBA MAJIbIX t-OUTHBIX S-OJI0KOB, TIg t<s;

v (3) Tuna 3: S-6J10K, BRIOpAHHBIN ClTy4aliHBIM 00pa30M, 10 MEHBIIIEH Mepe, ABYX pa3HBIX
TUIOB S-0JI0KOB CPey OTTMCAHHBIX BBIIIE TPeX TUITOB S-0710k0B (1)-(3).

Kpome Toro, B BapriaHTe OCYIIIECTBIICHUSI U300peTEeHUsI MOAYIb 00paboTku muppoBaHUs
UMEET, B OTHOIIEHUU S-OJIOKOB, TPUMEHSEMBIX ISl BHITIOJIHEHUS PaYHI0BON QyHKIUH, (a)
KOH(pUTypanuro, B KOTOPO HEKOTOPBIE U3 S-OJIOKOB MPEACTABISIOT cOOO0M S-010kM THMA 1,
1 OCTaJIbHBIE S-OJIOKM MMPEICTABIISIOT coO0i S-01oku Tuma 2; (b) koHdurypamnuto, B
KOTOPOW HEKOTOPbIE U3 S-OJIOKOB MPEACTABISIOT cOOOM S-010KkM TUNA 1, U OCTAJIbHBIE S-
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OJIOKHW TIpeICTaBIISIOT coOolt S-6110ku THMa 3; (C) KOH(MUTYpaIHIO, B KOTOPOH HEKOTOPbBIS
13 S-0JI0KOB MPEACTABIISIIOT OO0 S-OJIOKHU THITA 2, M OCTaJIbHbIE S-OJIOKH MPEICTABIISIOT
cob6oit S-6moku Tuna 3; u (d) koHpUrypamnuro, B KOTOpO HEKOTOPBIE U3 S-OJIOKOB
MPEACTABIISIOT OO0 S-010KU TUMA 1, HEKOTOPBIE U3 OCTANIBHBIX S-0JIOKOB MPEICTABIISIOT
coOoit S-0110kM THMA 2, U OCTAJIbHBIE U3 S-0JI0KOB MPEICTABIISIOT CO00# S-0/I0KHM THIIA 3,
mo0OYI0 OJTHY U3 OMTUCAHHBIX BBIIIE KOH(pUTrypauuit (a)-(d).

Kpome Toro, B BapriaHTe OCYIIIECTBIIEHUSI M300peTEeHUSI MOAYIb 00paboTku muppoBaHUs
BKJIIOYAET B ce0sl, B MOYJISIX BBITTOJTHEHUS PAYHIOBBIX (DYHKIIMI, MHOXKECTBO S-OJIOKOB,
KOTOPBIE BBIMOJIHSIIOT 00pabOTKY HEJIMHEMHOT O MPeo0pa30BaHus ISl COOTBETCTBYIOIIUX
YyacTell TaHHBIX, HA KOTOPBIE pa3/ie/ieHbl JaHHbIE, TpeIHA3HAYeHHBIE 11 00paboTKy, U
MO/TyJIb 00paOOTKU MIM(POBAHHUS BBIMOJHEH C BO3MOXHOCTBIO BBITTOJHEHUSI 00paOOTKH C
UCIIOJIb30BAHUEM S-OJIOKOB OJTHOTO TUIA B OJTHOM payHe U S-OJIOKOB APYTMX TUIIOB Ha
OCHOBE OT payHJa K payH]y.

Kpome Toro, B BapriaHTe OCYIIIECTBIICHUS U300peTEHUSI MOAYIb 00pabOoTKU MU POBAHUS
BKJIIOUAET B ce0s, B MOJIYJISIX BBITIOJTHEHUS PAYHIOBBIX (PYHKIMI, MHOXKECTBO S-OJIOKOB,
KOTOPBIE BBIMOJIHSIOT 00pabOTKY HEJIMHEMHOT O MPeo0pa30BaHUsl COOTBETCTBYIOIIMX YacTen
JAHHBIX, HA KOTOPBIE pa3/elieHbl JaHHbIe, TPeIHA3HAYCHHBIE Il 00pa00TKH, U MOAYJIb
00paboTKu MKU(POBAHUS BBITIOJIHEH C BOBMOXKHOCTHIO UCIOJIb30BAHUSI PA3TIUUHBIX TUIIOB S-
OJIOKOB B OJJHOM payHJIE.

B eme oqHOM BapuaHTe OCYIIECTBIICHUS U300 PETEHUS TUITBI S-0JI0KOB U KOJIMUECTBO
OT/IEITBHBIX S-OJIOKOB, BKITIOYEHHBIX B KQKIBIN U3 MOJTYJIEH BBHITOTHEHUS payHIOBBIX
(GYHKIMIA, UMEIOT OJJMHAKOBBIE YCTAHOBKU CPeAU OTAENbHBIX F-hyHKIUA.

Kpome Toro, B BapriaHTe OCYIIECTBIIEHUSI M300peTEeHUSI MOAYIb 00paboTku muppoBaHUs
BBIMOJIHEH C BO3MOXHOCTBIO BBITIOJHEHUSI 00pabOoTKU MM POBAHUS B COOTBETCTBUM C
KpUIrTorpadueit ¢ O0IIMM KITIOUOM.

Kpome Toro, B BapriaHTe OCYIIIECTBIICHUS U300peTEeHUSI MOAYIb 00paboTKU MU POBAHUS
BBITIOJTHEH C BO3MOXHOCTBIO BBITIOJTHEHUsI 00pa0OTKU MM(PPOBAHUS B COOTBETCTBUM C
Kpurrrorpadueit 6;109Horo mudpa ¢ oOmUM KITFOYOM.

[TsaThI aceKT HACTOAIIETO U300PETEHUsI HATIPABJIEH HA: YCTPOUCTBO 00paboTKU
uH(OPMAIMK, COJIEPIKaIIee: 3aITOMUHAIOIIEEe YCTPOUCTBO, TIPeIHA3HAUECHHOE TSI XPaHEHMSI
JAHHBIX KJTFOYeH, HECOOXOAUMBIX TSI KpUIITOrpaduaeckoi 00paboTKH, mpoieccop,
BBITIOJTHEHHBIN C BO3MOKHOCTBIO BBIIMTOJTHEHUS PA3IMUYHBIX TPOTPAMM U yIIPABICHUS
o0paboTkoi mmdpoBanwms, U 610K 006padOTKHU MMPPOBAHMS, KOTOPHIN BBITTOTHSIET
00paboTKy MpeoOpa30BaHus JAHHBIX C UCTIOTb30BaHUEeM F-(yHKIUH, BKITIOUAOIICH B
ceOst S-0710KH, B KauecTBe payHA0BOM (DYHKIMHU IO OTIEIbHBIM CTPOKAM JTaHHBIX,
MOJIYYEHHBIM ITyTeM pa3/IeIeHUs] BXOIHBIX JAHHBIX HA YUCII0, OOJIbIIIee YeM UJIM PABHOE
JIBYM, B KOTOPOM 0JI0K 00pabOoTKM UG POBAHUS BBITIOJHEH TaK, YTO OH BKJIIOUYAET B ceOs
pas3nuyHbIe TUITBI S-0710KOB B F-(hyHKIMSX, KOTOPBIE UMEIOT OMHAKOBYIO CTPOKY BXOIHBIX
JAHHBIX U CTPOKY BBIXOJHBIX TaHHBIX, U KOTOPBIE PACIIOIOKEHBI PSIIOM APYT C APYTOM.

[IecTott acekT HACTOSIIEr0 U300pEeTeHUsI HAITPaBJIEH Ha: YCTPOUCTBO 00pabOTKHU
uH(popMaluu, cofepiKaiiee: 3arOMUHAIOIIEe YCTPONUCTBO, TPeIHA3HAYECHHOE IJI XpaHEHUs
JAHHBIX KITFOUel, HEOOXOIMMBIX TSI KpUnTorpadudecKkon o0paboTKH, IIPOIEccop,
BBITIOJTHEHHBIN C BO3MOKHOCTBIO BBIIMTOJTHEHUS PA3IMUYHBIX TPOTPAMM U yIIPABICHUS
00paboTKOM emudppoBaHus, U 010K 00padboTkK AemmdpoBaHKs, KOTOPBIH BBITIOIHSIET
00paboOTKy MpeoOpa30BaHUs JAHHBIX C UCTIOTb30BaHUEM F-(yHKIUH, BKITIOUATOIIEH B
ceOst S-010KH, B KauecTBe payHA0BOM (DYHKIMHU IO OTIEIbHBIM CTPOKAM JTaHHBIX,
MOJTyYEHHBIM ITyTEM pa3/e/IeHUs] BXOIHBIX TaHHBIX HA YUCIIO0, OOJIbIIEe YeM UIIU PABHOE
JIBYM, B KOTOPOM MOJIyJIb 00pabOTKU AemudpoBaHUs BBIIIOIHEH TaK, UTO OH BKIIIOYAET B
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ceOst pa3IMYHbIC TUITHI S-0JIOKOB B COOTBETCTBYIONIMX MOIYJIAX F-dyHKIMMH, KOTOpBIE
UMEIOT OJIMHAKOBYIO CTPOKY BXOJHBIX TaHHBIX U CTPOKY BBIXOJHBIX TaHHBIX, U KOTOPbIE
PACIIONIOKEHBI PSIIOM JIPYT C APYTOM.

CreqyeT OTMETUTD, YTO KOMITBIOTEPHAS TPOrpamMMa B COOTBETCTBUU C HACTOSIIIUM
U300peTEeHUEM MPEJICTABIISIET KOMITBIOTEPHYIO TPOrpaMMy, KOTOPas MOXKET OBbITh
MPETOCTABIIEHA Yepe3 HOCUTENM 3AIUCH, TAKKE KAK HOCUTEIIM 3aIIMCH, BKIIIOUAIOIIINE B
ce6s CD (K, xomnaxt-auck), FD (', rubkuit quck) 1 MO (MO, MarHuTOON THYECKUM
JIUCK), WM Cpeibl NIepelaun JAHHbBIX, TAKUE KaK CeTh, KOTOPAsi IIO3BOJISIET TPEIOCTABIISTh
nporpammy B ¢opMaTe, CAUTHIBAEMOM KOMITBIOTEPOM, HATIPUMED, 11 KOMIIBIOTEPHON
CHCTEMBI, TTO3BOJISIFOIIEH BBIMOJIHATh Pa3IMUHbIe TPOrpaMMHbIe KOJbI. [TyTem
MPEAOCTABIIEHUS] TAKON MTPOrPAMMBI B CUMTHIBAEMOM KOMIIbIOTEpoM (popmaTte 0OpaboTka B
COOTBETCTBUH C MPOTPAMMOI MOXKET OBITh BBIMOJIHEHA B KOMITBIOTEPHOI CHCTEME.

Jpyrue uenu, CBOMCTBA U MIPEANOUYTUTEbHBIE 3(D(PEKThI HACTOSIIETr0 U300peTeHUs OYAYT
TOHSITHBI U3 CIIEAYIOIIEr0 MOAPOOHOTO ONMCAHUSI BAPUAHTOB BBIIIOJIHEHUSI HACTOSIIET O
U300peTeHUs U YepTexeH, MPUI0KEHHBIX K HeMy. ClieyeT OTMETUTh, YTO CUCTEMa B
HACTOSIIIEM ONMMCAHUU OTHOCUTCS K JIOTUYECKOMY Y3J1y U3 MHOXKECTBA YCTPOMUCTB U HE
Or'paHUYMBAETCS y3J7I0M, B KOTOPOM YCTPONCTBA, UMEIOIIUE OTIEIbHYIO0 KOH(DUTypalUIO,
coziepkKaTtcs B OTHOM KOPITyCE.

[MpennouturenbHble IPPEKTHI

B cooTBercTBUM ¢ KOH(DUTypanyel BapuaHTa BOTUIOIIEHHS HACTOSIIETO U300PETEeHNUS B
YCTPOMCTBE 00pabOTKH MM POBaHUS, KOTOPOE BHITIOIHSIET 00paboTKy OJI0uHOro mudpa ¢
OOIIMM KJTIOUOM, OHO BBITTOJIHEHO C BO3MOXHOCTBIO UCIIOJIb30BAHUS, IO MEHBIIIEH Mepe,
JIBYX pa3HbIX TUIOB S-OJIOKOB B Ka4eCTBE S-OJIOKOB, UCTIOJIH3YEMbBIX, KAK MOTYJIb
00pabOTKHU HEMUHENHOT 0 TPeoOpPa30BaHMUSI, B MOJ1yJIe BBIIIOJIHEHUS PAYHI0BOM (DYHKIUU.
ITpu vcrob30BaHUM TAKOM KOH(UTYPALMK MOYKHO YIIYUIIUTh 3AIIUTY OT aTaK CIIOCOOOM
HachbleHus. Kpome Toro, B COOTBETCTBUM ¢ KOH(PUTrypanuen BapuaHTa BOTUIOIIEHUS
HACTOSIIEr0 M300peTeHus], B KOTOPOM THUIIbI S OJI0KOB IIPEICTABISAIOT CMECHh PA3HBIX TUIIOB,
MOJKHO YJIYYIIUTh YCTOMYMBOCTh MPOTUB aliredpandeckux atak (atak XSL (PAC,
pacCIIUPSIEMBIii SI3bIK CTUIIEN)), Peau3ys, TAKUM 00pa30M, BEICOKO3AIIUIIIEHHOE YCTPOUCTBO
00paboTKH mMdpoBaHHMS.

Kpartkoe onucanue ueprexen

Ha ¢wur.1 nmokaszana cxema, mpeacTaBisioniasi OCHOBHYIO KOHPUTYpaLHUIO aJIrOpUTMa
0touHOTO IU(pa ¢ OOIIMM KITFOUOM.

Ha ¢ur.2 mokazaHa cxema, OITMChIBAIOIasi BHYTPEHHIOI KOHUrypanuio Moayiis EFO
00paboTKHK 0JIOYHOTO MHUdpa ¢ OOIIMM KITIOUOM, WILTIOCTpUpyeMoit Ha ¢wur. 1.

Ha ¢wur.3 mokaszaHa cxema, OITMCBIBAIOIIAS TTOPOOHYIO KOH(MUTYpanyio Moays 12
00paboTKH mMdpOBaHMS, WILTIOCTPUPYEMYIO Ha (ur.2.

Ha ¢wur.4 mokaszaHna cxema, OIMChIBAOIast payHI0BYIO pyHKIMIO SPN-CTPYKTYpHI,
UCIIOIB3YEeMYI0 KaK IprMep KOH(PUTypauuu MOAYJIb BBITIOJIHEHUST PAYHIOBON (DYHKIWH.

Ha ¢wur.5 mokaszaHna cxema, onuchIBaroIias CTpykTypy Dercreis, UCIIOIb3yeMYyIo KaK
npuMep KOHGUTypaluu MOIYJIS BBITTOJIHEHUS! pAayHA0BON (DyHKIMH.

Ha ¢ur.6 mokazana cxema, onmucbIiBaroIias 0000IeHHy o CTpYKTypy Dericrens,
UCTIOB3YeMYI0 KaK IprMep KOH(PUTypauuu MOAYJISI BBITIOJIHEHUS] PAYHIOBOM (DYHKIUH.

Ha ¢wur.7 mokaszana cxema, OnuchIBaroIasi KOHKPETHBIN IIPUMEP MOIYJIsE 00pabOTKU
HEJIMHENHOT O MPpeoOpa3oBaHuUs.

Ha ¢wur.8 mokaszana cxema, onuchIBaromasi KOHKPETHBIN MIPUMEP MOIYJIsE 00pabOTKU
JIMHEMHOTO MPeoO0pa30BaHUSI.

Ha ¢ur.9 nokaszana cxema, onucbIiBaroIias npumMep ooiert KOHGUTrypauuu CTpyKTypbl
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®DeticTenst i 00001IeHHOM CTPYKTYphl DeicTens.

Ha ¢ur.10 mokazana cxema, OIMUCHIBAIOIIAS ITPUMEP KOH(DUTYpaIi CTPYKTYPbI
®eiictens wiv 00001IeHHON CTPYKTYpbl DeiicTensi, B KOTOPO CKOMITOHOBAHbI
pas3auuHble S-OJI0KH.

Ha ¢ur.11 mokazana cxema, onuchIBaroIasi IpuMep KoHpUrypamuu, B KOTOpoit
pas3iauuHble S-OJI0KU YCTAHOBJICHBI JIsI YIYUYIICHUS] UIMMYHUTETA POTUB aTaK CIIocOOOM
HACBIILIEHUSI.

Ha ¢wur.12 mokazana cxema, OIMChIBAIOIIAS IIPUMEP KOHPUTypaIy, B KOTOPO
pas3iauuHble S-OJI0KU YCTAHOBJICHBI JIsI YIYUYIICHUS] UIMMYHUTETA TPOTUB aTaK CIIOCOOOM
HACBIIIEHUSI.

Ha ¢ur.13 mokazana cxema, OnuchIBaroIasi IpuMep KoHpUrypamuu, B KOTOPoi
pas3iauuHble S-0JI0KU YCTAHOBJICHBI JIsI YIYUYIIeHUS] UIMMYHUTETA TPOTUB aTaK CIIocOOOM
HACBILIEHUSI.

Ha ¢wur.14 mokazana cxema, OIMCHIBAIOIIAS IIPUMEP KOHDUTYpaIy, B KOTOPO
pa3IMYHbIE TUIBI S-0JI0KOB YCTAHOBJIEHBI 1715 YIyUIlIEHUS UMMYHUTETA MPOTUB
anredpandeckux atak (atak PSAC).

Ha ¢ur.15 mokazana cxema, onucheIBaroiasi ipuMep KoHpUrypamuu, B KOTOpoi
pa3IMUHbIE TUIBI S-0JI0KOB pa3MeIleHbl TaK, YTO OHU YIY4IIal0T UMMYHUTET MPOTUB
anredpandeckux atak (atak PSAC).

Ha ¢ur.16 mokazana cxema, ONMChIBAIOIIAS IPUMEP KOHPUTypaIyu, B KOTOPO
pa3IMuUHbIE TUIIBI S-0JI0KOB pa3MEIIEeHbI JJIs YIy4YIIeHUs] IMMYHUTETA IIPOTUB
anrebpandeckux atak (atak PSAC).

Ha ¢ur.17 nokazana cxema, OnuchIBaroasi mpuMep KoHpUrypamuu, B KOTOpoi
pa3MenieHbl pa3IMUHbIe TUIBI S-OJIOKOB IS YIYUYIIEHUS] UIMMYHUTETA TPOTUB
anredpandeckux atak (atak PAC).

Ha ¢ur.18 mokazana cxema, OIMChIBAIOIIAs IPUMEP KOHPUTypaIyu, B KOTOPO
pa3IMuHbIE TUIIBI S-0JI0KOB pa3MEIIeHb! JUIs YIyYIIeHUs] UMMYHUTETA IIPOTUB
anredpaundeckux atak (atak PAC).

Ha ¢ur.19 nokazan cxema, onmucbiBaroIias npuMep KOHGUTrypauuu MOIyIs C
MHUKPOCXEMOI, UCITOJIb3YEMOT'0 B KAYEeCTBE YCTPOUCTBA 00pa0OTKH mH(PpoBaHUs, KOTOPOE
BBITIOJTHSIET 00paboTKy MM(PPOBAHUS B COOTBETCTBUHU C HACTOSIIIUM M300 PETCHHUEM.

IToapoGHoOe onucanue n300peTeHus

YcrpoiicTBo 00pabdoTku mmdpoBanus, ciocod oO0padboTKH MUbPOBAHUSI U

KOMITBIOTEpHAS IMPOTrpaMMa B COOTBETCTBUU C HACTOSIIIUM U300peTeHneM OyayT MOApOOHO

onucaHbl HUxke. Onucanue OyAeT IPUBEIEHO B COOTBETCTBUM CO CIEAYIOIIMMHU PA3AeTIaMU:

1. CxemaTHyHOE TIpe/ICTaBICHUE OJIOYHOTO MmHUdpa ¢ OOITUM KITFOYOM

2. Kondurypauusi, B KOTOPO# yJIydllIeH UMMYHHUTET ITyTeM pa3MelleHUs] MHOKECTBA
pa3IUYHBIX S-0JI0KOB

(2A) Kondurypanus, B KOTOpOi UMMYHHUTET IPOTUB aTAK CIIOCOOOM HACBIIIIEHUS
yAYUYIIAIOT ITyTEM pa3MeIIeHus IBYX WK OOJIbIIIE PA3IMUHBIX TUIIOB S-OJI0KOB B mudpe
®eiictens wid B mmdpe Deiictenss 06001IEHHOTO TUIIA C UCMTOIb30BAHUEM S-0JI0KOB

(2B) Kondurypanusi, B KOTOpOil UMMYHUTET MPOTUB anreOpanyeckux atak (atak PSAC)
yIY4YIIAIOT IIYTEM CMEIIEHUS BYX WM O0Jbliie S-O0JI0KOB pa3IMUHbIX TUIIOB B OJIOYHOM
mudpe, ¢ UCITOIB30BAHUEM S-0JI0KOB

(2C) KoHuduryparws, B KOTOpOH OMTUCAHHBIE BHIIIE M0aX0bI (2A) 1 (2B) ogHOBpEeMEHHO

peanu3yioT B mudpe Deiicrens u B mudpe Deiicrenss 0000IEHHOTO THIIA, C
UCIIOJIb30BAHUEM S-OJIOKOB
3. [Ipumep koHpuUrypamnuu ycrpoiicrsa oopadboTku mumdpoBaHus
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[1. CxemaTHUHOE TIpeACTaBIIEeHUE OJIOYHOTO ImMdpa ¢ OOIIUM KITFOUOM ]

Buauane Oynmer onvcaHa cxema OJOYHBIX IMIM(PPOB ¢ OOIMKUM KITFOYOM, KOTOPHIE MOXKHO
MIPUMEHSTh B HACTOSIIIEM U300peTeHud. B aToM onucanuu 6j109HbIe IKMQPHI C 00IIUM
KJIFOYOM (HIKE Ha3bIBaeMble OJIOUHBIMU MG PaMU) MPEACTABIISIOT COOO0M OJI0YHBIE
U psl, ONpeAeTICHHbIE HIXKE.

B Gyiounstit mmmdp nocrymnaet oTKpbIThIN TeKCT P u kirou K, kak BXOoHbIE JaHHBIE, U
Osounblit QP BEIBOIUT 3ammdpoBanHbiil TekcT C. JlrHa GUTOB OTKPBITOrO TEKCTA U
3ammppOBaHHOTO TEKCTA HA3BIBAETCS PA3MEPOM OJIOKA, KOTOPBIM 0003HAUEH 3/eCh C
MOMOIIIBIO0 OYKBBI n. XOTS n MOXET MPEICTaBISATh COOOM JIF000E LEeIoe YUCI0, B 001IeM
clly4ae, n MpeJCTaBIIsieT cO00M 3aJaHHOE 3HAUCHHUE I KAXKIOT0 alroOpuTMa 0JI0YHOTO
mmdpa. biounsiit mmmdp, pMHa 610Ka KOTOPOTO paBHA n, MOXKET HA3bIBATHCS N-OUTHBIM
OJIOUHBIM HIU(POM.

JmuHa B 6utax kiroua obo3HaueHa kak k. Kitrou moxeTt mpencrasisiTe co0ol 1ro6oe
1eJI0€ YUCITO. AJITOPUTM OJIOUHOTO MHMdpa ¢ OOIIMM KITIOUOM ITpeaHa3HauYeH ISl paOOTHI C
OJIHUM WJTU C MHOKECTBOM pa3MepoB Kitoua. Hampumep, ogun aaroputm A GJI04HOTO
mmdpa umeeT pasmep 0710ka n=128 ¥ MOKET OBITH BBIIOJIHEH C BO3MOXHOCTBIO 00pab0TKHU
Pa3IUYHBIX pa3MEPOB, TO €CTh, IIUHBI B OuTax k=128, k=192 nmum k=256 kmiroua.

NunuBuayanbHble pa3zMepbl OUTOB OTKpBITOTO TekcTa [P], 3ammdpoBannoro tekcra [C]
u kmoya [K] ob6o3HayaroT cienyomum oopazom:

OTKPBITBIN TEKCT P: n 6uTOB

samm@poBaHHbIi TeKCT C: n OUTOB

kirod K: k 6uros

Anroputm E 611ounoro mudpa ¢ o0mmM KIIF0UYOM JJTMHON N-OUTOB, MO3BOJISIOIIHIMA
00pabaTeIBaTh KJIIOY AJIMHOM k-OUTOB, npencTasiieH Ha ¢wur. 1. Kak moka3zano Ha ¢ur.1, B
Moys1b EFO 06paboTku 6510uyHOTr0 mHdpa ¢ 00IMM KITI0UOM ITOJAI0T N-OUTHBIN OTKPBITHIN
TeKcT P u k-OuTHbIi Kitou K, OH BBITTOTHSIET 3aJaHHBII aJITOPUTM UG POBAHUS U
BBIBOJIUT N-OMTHBIN 3aimudpoBaHHbiii TekeT C. CenyeT OTMETUTh, UTO, XOTSI 00paboTKa
M poBaHus, COCTOAIIAS B TEHEPUPOBAHNH 3aITU(PPOBAHHOTO TEKCTA U3 OTKPBITOTO
TEKCTa, MoKa3zaHa Ha ¢ur.1, mpu o0paboTke AemMppoBaHUs, COCTOSIIEH B TeHEPUPOBAHUU
OTKPBITOT'O TEKCTA U3 3aM(PPOBAHHOTO TEKCTA, OOBIYHO UCTOJIB3YIOT (PYHKIUIO OOPATHYIO
E10. CnenyeT oTMETUTD, YTO, B 3aBUCUMOCTH OT CTPYKTYpbl MoayJist E10 o6paboTku
mudpoBaHus, aHaoruaHast Moaysib E10 06paboTku 651094HOTro mudpa ¢ O0IIMM KII0UOM
TaKKe IPUMEHUM I 00paboTku nemmdpoBanus, 1 00padoTKa aemudpoBaHUs TO3BOJISIET
W3MEHSITh MOCJIEI0BATENbHOCTD, TAKYIO KaK MOPSIOK BBOJAUMBIX KJIIOUEH UM TOMY
nogo0Hoe.

Co cchutkoit Ha (pur.2, OyaeT onucaHa BHYTPEeHHSI KoHUrypanus Moyt E10
00paboTKH OJI0OYHOTO MHUdpa ¢ OOIIMM KITIOUOM, WITIOCTpUpyeMoit Ha ¢wur. 1. biouynHsrii
mdp MOKHO paccMaTpUBATh KaK UMEIOIIHI ABA OTACTbHBIX MOIYJIs. OMH MOIYJIb
MpeAcTaBisgeT codoit Moaynb 11 muaHupoBaHus Kitoua, KoTopasi mpuHuMaet ko4 K kak
BXOJIHbIE JAHHbBIE, PACIIUPSIET JUIMHY OMTOB, BBOAUMOTO Kitoya K, BBINOIHSS 3a]aHHbIE
9TaIbl, U BBIBOJUT paclIMpeHHblii ko4 K' (aymHa k' B OuTax), u Ipyroit MoyJib
MpeAcTaBiIsieT coooit Moaysb 12 00paboTku b poBaHuUs, KOTOPbIN BBITTOTHSET
npeoOpa3zoBaHKe TaHHBIX JJI1 TeHepUPOBaHUS 3aMppoBaHHOTO TekcTa C, mpuHUMas
paciupenHsli kitou K', BBoAMMBbIN U3 MOyJis 11 TuiaHMpoBaHuUs KIlro4a, ojydas
OTKPBITHIN TeKCT P B KauecTBe BXOHBIX JAHHBIX, U BBIITOIHSSA 00pa0OTKY mUppOBaHHUS,
npuMeHsst pacipeHHbid ko4 K'. Ciaenyer oTMETUTB, UTO, KaK OBLIO ONKCAHO BBIIIE, B
3aBUCUMOCTH OT CTPYKTYpPbI MOAYIs 12 00paboTku mubpoBaHus, MOAYIb 12 06paboTku
¢ poBaHUS TPUMEHUM K 00paboTKe AemudpoBaHUs JAHHBIX, COCTOSILEH B
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npeoOpa3zoBaHKy 32U POBAHHOTO TEKCTA OOPATHO B OTKPBITHIN TEKCT.

aee, co ccbutkoi Ha ¢ur.3, OyaeT onucaHa moapoOHast KoHGUTrypanus MoTyJIst 12
00paboTKu mudpoBanus, WLTOCTpUpyeMoii Ha ¢ur.2. Kak nmoka3ano Ha ¢ur.3, Mmoayns 12
00paboTKHU MKU(POBAHUS BBITOIHEH C BOBMOKHOCTHIO MHOTOKPATHOT'O BBIITOJIHEHHUS
MpeoOpa30BaHUs TAHHBIX, TPpUMeEHsIst Mo1yJIs 20 BBIMOIHEHUS payH10BoM GyHkuu. Takum
o0pa3om, Moayab 12 00paboTKu MUGPOBAHUSI MOKET OBITh pa3aeicH Ha MOIYJIN IS
00pabOTKHU, KOTOPBIE MPEACTABISIIOT cOO0H MOy 20 BBIOJTHEHUS PAYHAOBOM (PYHKIUH.
Kaxnprit Moyt 20 BBITIOJIHEHUS! PAYHIOBOM (PYHKIUM MTPUHUMAET JIBE YACTH JAHHBIX, KaK
BXOJHBIE TaHHBIE, BBIXO X; MOYJIS BBITIOJIHEHUS PAyHI0BOM (DYHKIMHU HA MPEIbIAYIIEM
JTare v payHIo0BbIi Kitou PK; creHepupoBaHHBIN HA OCHOBE PACIIMPEHHOTO KIII0Ya,
BBITIOJIHSIET B HUX 00pabOTKy peoOpa3oBaHUs JAHHBIX, U BBIBOJUT BBIXOJHbBIC TaHHBIC X;
| B CIIEAYIOIIMI MOJTYJIb BBIITOJIHEHUS payHaoBo (GyHKIMU. ClienyeT OTMETUTh, UTO BXO/I B
TEPBBIN payH MPEACTABISET COOON OTKPBITHINM TEKCT WUJIM IaHHBIE 00paO0OTKHU
MHULMATIU3ALUY 11 OTKPBITOTO TekcTa. KpoMe Toro, BIXO/ U3 MOCIIEAHErO payHIa
MpeACTaBIIIeT COOOM 3aIMpPOBAHHBIN TEKCT.

B nmpumepe, mimmrocrpupyemom Ha ¢ur.3, Mmoayiab 12 06paboTku mudpoBaHUsS UMEET 1
Mozmyset 20 BBITTOJTHEHUST pAyHI0BOM (DYHKIMH U BBITIOJIHEH C BO3MOXXHOCTHIO
MHOTOKPATHOT'O BBITMIOJIHEHUSI ITPEOOPA30BAHUS TAHHBIX I' Pa3 B MOJIYJISIX BBITTOTHEHUS
payHI0BOM (YHKIMH 7151 TEHEPUPOBAHUS 3aludpoBaHHOr0 TekcTa. KomuuectBo pas
BBINTOJIHEHUS PAYHI0BOM (DYHKIMU HA3BIBAETCS KOJIMYECTBOM payHI0B. B mpencraBieHHOM
MpuMepe KOJIMUYECTBO PAYHIOB PABHO T.

Bxomnbie qanHbIe X; KaXXI0T0 MOJIYJIsl BEITTOJIHEHUSI PAYHI0BOW (DYHKIMH, TPEICTABIISIIOT
co0oit n-OuTHBIE TaHHBIE, MTOJIBepraeMblie mudposanuio. Beixoa X, | payHaoBol (GyHKIUU B
OTIpEIeNICHHOM payH/Ie MOIaI0T KaK BXO/ B CIEAYIOmMi payHa. B kadecTBe npyrux
BXOJIHBIX JAHHBIX B KaX/IbI MOJTYJIb BBIITOJHEHUS payHIOBOM (PYHKIMH UCTIOTB3YIOT
JAHHBIE, OCHOBAHHbBIE HAa paclMpeHHoM Kitoue K', BBIBOAMMOM U3 MOYJIS INTAHUPOBAHMUSI
kiroya. Kitrou, BBOJUMBIN B KaXKIbI MOAYJIb BBIMOJIHEHUS PAYHI0OBOM (DYHKIMU U
MIPUMEHSIEMbIH J1JTS1 BBITIOJTHEHUSI pAyHI0BOM (DYHKIIMHM, HA3BIBAETCSl PAYHAOBBIM KIIFOUOM.
Ha cxeme payHI0BBIN KJTI0Y, TPUMEHSIEMBIH B i-OM payH[ie, 00o3HaueH Kak RK;.
Pacmmpennsiit kirou K' BBITIONTHEH KakK, HAMpUMep, 0ObeAMHEHHBIE TAHHBIE PAYHIOBBIX
kmrouert RK-RK, mis r payHnos.

Kondurypanus, npeacrasienHas Ha ¢ur.3, mpeactasiseT codoi KOHPUTypaInio
Moy 12 06paboTku mumdpoBaHusi, B KOTOPOM BXOIHbIEC JaHHbBIC B MEPBbIN payHI, KOrAa
UX PACCMaTPUBAIOT CO CTOPOHBI BBOJA MOyl 12 00paboTku mmdpoBaHusi, 0003HAUEHBI
Kak X, JaHHbIE, BBIBOAUMBIE U3 i-0i payHI0BOH (HYHKIMHU, 0003HAUEHBI KaK X;, U
payHI0BBIN KiTt0u 00603HaueH Kak RK;. Cremxyer OTMETUTh, UTO, B 3aBUCUMOCTU OT
CTPYKTYpBI MOy 12 00paboTku mmdpoBaHusi, HAIIPUMeEp, MyTeM YCTaHOBKU
MOCIEeI0BATEIbHOCTH TPUMEHEHUS [IJIs1 IPUMEHSIEMbIX PAYHIOBBIX KIIFOYel, TaK, YTOObI OHU
OBLIM MTPOTUBOIIOJIOKHBI KJTFOYaM IpU 00paboTke MM poBaHUs, U IPU BBOJIE
3amMu@poBaHHOrO TEKCTA B MOAYJIb 12 06paboTku mudpoBaHus MOAYIb 12 06paboTku
MG POBAHUS MOXKET OBITH BBITIOJHEH C BO3MOXXHOCTBIO BBIBOJIA OTKPBITOr'O TEKCTA.

Moy 20 BBITOTHEHUS PayHI0BOM PYHKIMK MOy 12 06paboTku mudpoBaHuUs,
MOKa3aHHOM Ha (Ur.3, MOTYT UMETh pa3iauuHbie GOopMbl. PayH10BbIe GYHKIUU MOTYT OBITh
KJIACCU(UIIUPOBAHBI B COOTBETCTBUU CO CTPYKTYPAMHU, MPUHSITHIMU COOTBETCTBYIOIIIUMU
anroputMami mudposanus. [IpencraBuTenbHbIe CTPYKTYPBI BKIIOUYAIOT B Ce0Sl CIIETyIOIINE:

(a) ctpyktypa SPN (CIIII, CeTb ¢ UCITOIB30BAHUEM MOJACTAHOBOK-IIEPECTAHOBOK);

(b) CrpykTypa Deiictens; u

(c) O6o06menHas cTpykrypa dericrens.
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DTU KOHKPETHBIE CTPYKTYPBI OyIyT OMUCAHBI HWXKE CO CChUTKOM Ha (ur.4-6.

(a) PaynnoBas ¢pynkims crpyktypbl CITTT

[Tpex e Bcero, co cchuikoii Ha ¢ur.4, OyaeT onucana payHaoBast GyHKLIUS CTPYKTYPbI
CIIII, ucrionp3yeMasi B KauecTBe mpuMmepa KoHGurypauuu Moaysist 20 BbIMOIHEHUS
paynaoBoit pyHkuuu. Moayns 20a ucrofiHeHus: payHaoBoi GyHkuuu cTpykTypsl CITTT
MMEET, TaK Ha3blBaeMyto, CTpyKTypy Tumna SP (I1I1, moncraHOBOK-IIEpECTAHOBOK), B
KOTOPOM COEIMHEHBI HEJIMHEWHBIN YPOBEHb peodpa3oBanusl (yPOBEHD S) U JTMHEWHBIN
ypOBeHB Ipeodpa3oBanus (ypoBeHb P). Kak mokazano Ha ¢ur.4, Mmoayas 20a UCIIOTTHEHUS
paynaoBot ¢pyHkiuun cTpykTypbl CITIT nmoctpoen u3 moayns 21 pacuera "uckirouaromiee
MJIN", koTopslii BeITONHSET ornepanuto "uckiaoyvaromiee MJIN" (EXOR, MNJIN) nns Bcex n-
OUTHBIX BXOAHBIX JAHHBIX U PAYHIOBOTO KJItOUa, MOIYJIsl 22 00pabOTKU HEJIMHEHHOT O
peoOpa3oBaHusl, KOTOPbIA MPUHUMAET PE3YJbTAT OMEPALUU, TOTyUYEeHHbIH MOAYJIeM 21
pacuyeta "uckmoyaroinee MJIM" B kauecTBe BXOJHBIX TAHHBIX, U BBIITOJIHSET HEJIMHEHHOE
npeoOpa30BaHUE ITUX BXOJAHBIX JTAHHBIX, MOAYJIS 23 00pabOTKU JTMHEHHOTO
peoOpa3oBaHusl, KOTOPbI MPUHUMAET PE3yJIbTAT 00paOOTKU HETMHEHHOTO
npeoOpa30BaHus, MOJYYSHHBIN MOIyIeM 22 00paOOTKH HEJTMHEHHOT O MPeoOpa3oBaHMs B
Ka4yeCcTBE BXOJIHBIX TAHHBIX, U BBIMOIHSAET 00pabOTKY JIMHEMHOTO mpeoOpazoBaHUs
BXOJHBIX JAHHBIX, U T.I. Pe3ynbTaT 00paboTKu JIMHEHHOT0 Tpeodpa30oBaHMUS, TTOTYyUEHHbBIN
Moj1yjieM 23 00pabOTKH IMHEHHOTO ITPeoO0pa30BaHMs, BEIBOJIST B CIASAYIOIIUI payH/I.
Beixoa nmocnegHero payHua npeacrasisier coooii 3amuppoBaHHbIi TeKCT. ClieayeT
OTMETUTb, YTO, XOTSI MTOCIEA0BATEILHOCTh 00pabOoTKHU MOy st 21 pacuera "UCKIIIoUYarolee
NJIN", moayns 22 06paOOTKM HETMHEHHOTO TpeoOpa3oBaHus U MOAYIs 23 00paboTKH
JIMHEMHOTO Mpeo0pa30BaHuUs WLTIOCTPUPYETCS B IpUMeEpe, MOKa3aHHOM Ha ¢ur.4,
MOCIEeI0BATEIbHOCTh MOIyJIeli 00pabOTKY HE OTPAHUUYMBACTCS ITUM, U 00paboTKa MOXKET
BBITNIOJIHSTHCS B IPYTUX MMOCTIEI0BATEIbHOCTSIX.

(b) CrpykTypa dDeictens

Jaee, co ccbutkoi Ha ¢ur.S5, OyaeT onucaHa cTpykrypa delicTens, uCmoib3yemas B
KayvecTBe mpuMepa KoHpurypauuu Moaysst 20 BBITOJIHEHUST PAyHI0BON (DYHKIIWH.
Crpykrypa DelicTens BBIMOJIHSIET, Kak MTOKa3aHo Ha ¢Gur.5, o0paboTKy myTeM pa3IeieHUs n-
OUTHBIX BXOAHBIX JAHHBIX U3 PEABIIYILEro payHaa (BXOIHOW TEKCT B IEPBOM payH[IE) Ha
JIBE€ PABHbIE MOAYJISl JAHHBIX JIMHOM n/2-OMT U paclIMpPSIET 3TH IBE MOIYJISI TAHHBIX APYT
JUISl Apyra Ha OCHOBAHUU OT payHJa K payHAy.

ITpu 06paboTke ¢ mpuMeHeHreM Mo 1yJIsi 20b BBIMTOTHEHHS pAyHIOBOM (PYHKIMH, CO
CTpyKTypoit DeicTens, Kak MoKa3zaHO Ha YepPTekKe, OJTHA MOIYJIb N/2-OUTHBIX JAHHBIX U
payHI0BBIN K04 BBOJAT B yacTh 30 F-pynkuuu. Yacts 30 F-byHknum nmeet, Kak u
onucanHas Boie crpyktypa CIIII, Tak Ha3siBaemyto, cTpyktypy I1I1-Tuna, B koTopotri
YPOBEHb HEJTMHENHOT O NMpeoO0pa30oBaHus (S ypoBEHb) U YPOBEHD JIMHEHHOTO
npeodpaszoBanus (P ypoBeHb) coeIMHEHBI APYT C APYTOM.

OnHa yacth n/2-OUTHBIX TAHHBIX U3 MPEABIAYIIErO payHa U PAyHAOBbIN KIIIOU BBOJST B
MoyJb 31 pacuera "uckirogaroree MJIN" yactu 30 F-QyHKIMY 1 BBIMTOHSIOT 00pabOTKY
"uckmouatroiee MJIN" (MUJIN). Kpome TOro, 3Tu mojiydeHHbIE B pe3yJIbTaTe TaHHbIE
BBOJSIT B MOJYJIb 32 00pabOTKU HETMHEMHOTO MPeoOpa30BaHUs 1JI HEJIMHEHHOT O
npeobpaszoBanus. Kpome Toro, pe3yabTaT HeJIMHEHHOT O MpeoOpa30BaHUs BBOJIST B
MOJ1yJIb 33 IMHEHHOT O Mpeodpa30BaHus, IS IMHEMHOT O TIpeoOpa3oBaHus. Pe3yabTat
JIMHEWHOTO MpeoOpa30BaHUs BBIBOIST KaK IMOJIydaeMble B pe3ysibTaTe JaHHbIe 00padboTku F-
GyHKIMH.

Kpowme Toro, Beixoa F-pyHkIuu 1 1pyroti MoayJib n/2-OUTHBIX JAHHBIX, BBOJIMMBIX U3
MPEabIYIIEro payHaa, oJaarT B MOAYJIb 34 pacyeTa "uckimtovaroiiee MJIM" v BeIMOMHSAIOT
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onepauuto "uckmoyvaromee MJIIN" (MNJIN). Pe3ynbTaT BhINOIHEHUS YCTAHOBJIEH KaK BXO/I
st F-gpyHkuum cnenyromero paynaa. Cienyer OTMETUTbD, YTO n/2-OUTOB, yCTAHOBIIEHHBIE
KaK BXOJIHbIe JaHHbIe 11 F-byHKIMM i-0r0o payHaa, IpeIcTaBICHHON Ha CXeMe, TPUMEHSIIOT
B onepanuu "uckiouaromiee MJIN" ¢ BeiBogom F-pyHkiumu crneayromiero paynaa. Takum
oOpa3om, cTpykTypa delicTesns BRINMOIHIET 00padboTKy Mpeodpa3oBaHus JaHHBIX,
npumensist F dyHkuum, npu oOMeHe BX01aMu IPYT ¢ APYrOM Ha OCHOBE OT payHAa K payHy.

(c) O606mmennas crpykrypa Detictens

Jaiee, co ccbMKol Ha ¢ur.6, OymeT onrcaHa o6o0IeHHas cTpykTypa dercrens,
UCIIOJIb3yeMasl B KauecTBe MpuMepa KoHpurypauuu Moayss 20 BIOTHEHUS PAyHI0BON
bynkuun. CtpykTypa Delictens, KoTopas ObUTa OMMCaHA BBIIIE CO CCHUIKOM Ha (ur.5,
BBIMOJIHSET 00pabOTKY MyTeM pa3lIeieHUsl n-OMTOBOTO OTKPBITOrO TEKCTA Ha JBE PABHBIE
4acTu, UMerolye 1o n/2 6ut. Takum 06pa3oM, KOJIMIECTBO paszfeiieHuit d paBHO IBYM MPU
o0paboTke. CrenyeT OTMETUTD, UTO KOJIMYECTBO pa3/IeJICHUN TaK)Ke MOYKET Ha3bIBAThCS
KOJINYECTBOM CTPOK JAHHBIX.

O06o01eHHas cTpykTypa DeiicTens ycTaHABIUBAET KOJIMYECTBO CTPOK d JAHHBIX
(KOJIMYECTBO pas3fefieHui), pAaBHBIM JIIOOOMY LIEIOMY YUCTY, OOJIbIIIEMY WM PABHOMY JABYM.
Pasnuunbie 000011eHHBIE CTPYKTYpbl DeiicTens MOryT OBITh OMPEAeTIEHbI B COOTBETCTBUU
CO 3HAaUEHHEM KoJjindecTBa d CTPOK TaHHBIX (KOJIMYeCcTBa paszfeneHuit). B mpumepe,
MOKA3aHHOM Ha (Ur. 6, KOJIMYECTBO CTPOK d JAHHBIX (KOJIMUECTBO pa3ieieHuil) paBHO
YeThbIpeM, U n/4-OUTOBBIE TAHHBIE BBOJAT B KAXKAYIO0 CTPOKY JaHHBIX. B Kaxaom payHne
BBITIOJIHSIIOT OJIHY WK OoJblie F-(QyHKIMHI, UCTIOIB3YEMbIX KaK PAyHIOBbIE (DYHKIUH.
Nnnoctpupyemslii mpuMep npeAcTaBiiseT coooit mpuMep KOH(GUTypalyu BbITTOTHEHUS
PayHIOBBIX OTMepalui, C UCTIOIb30BAHUEM JIBYX MoOayel F-QyHKIui B KaXK10M payH/IE.

Kondurypauus monynett 41 u 42 F-dpyHkuun ananornyia koHdurypauuu moayis 30 F-
(YHKIMH, OTTMCAHHOM BBIIIE CO CChIIKOM Ha ¢ur.5. Moayiu 41 v 42 F-GyHKIUKM BBITTOJTHEHBI
C BO3MO’KHOCTBIO BBINOJIHEHUS onepanud "uckiouaroniee MJIN" nmo payHI0BOMY KIIIOUY U
BXOJHOMY 3HA4YE€HMIO, 00pabOTKe HEIMHEMHOT'O ITpeoOpa3oBaHus U 00pabOTKe JIMHEHHOT O
npeo6pazoBanusi. Ciaenyer OTMETUTD, UYTO PAYH/IOBBIN KITIOY, BBOJUMBII B KaXKIbIH U3
MojyJieit F-byHKIuM, peryampyroT TaKUM 00pa3oM, UTO KOJIMUECTBO OMTOB PAyHIOBOTO
KJII04a COBIIAIAET C KOJIMYECTBOM OMTOB BXOJHBIX OUTOB. B npeacraBieHHOM npumepe
KOJINYECTBO OUTOB PayHAOBBIX KIIIOUEH, BBOAUMBIX B COOTBETCTBYIOIIME MOAYIH 41 u 42 F-
(GYHKIUH, paBHO n/4 OUTa. DTH KITIOYM TEHEPUPYIOT ITyTEM CETMEHTHUPOBAHMS OUTOB
KaX/I0r0 U3 PAYHIOBBIX KIIFOUEH, COCTABIISIOIMX PACIIMPEHHBIN Kito4. ClienyeT OTMETUTb,
YTO, MyCTh d MPEACTABISIET COOOM KOJIMYECTBO CTPOK AAHHBIX (KOJIMUYECTBO pa3AeiIeHU),
TOrJa JAHHbIE, BBOJUMBIE B KAXAYIO CTPOKY, COCTaBIISIIOT n/d OUTOB, U KOJIMUECTBO OUTOB
KJTI0Ua, BBOJJUMOTO B KQXKAYIO F-QyHKIHMIO, pEryIupyIOT TaK, YTOOBI OHO cOCTaBIsuIo n/d
OUTOB.

CrieyeT OTMETUTD, YTO 0000IIeHHAs cTpyKTypa DelicTens, MpeacTaBlIeHHas Ha Qur. 6,
MpeNCTaBIISIET OO0 MpuMep KOH(DUTYpaL|H, B KOTOPOiL, MyCTh d OyJIeT paBHO KOJIMUECTBY
CTPOK JaHHBIX (KOJIMYECTBO pasjerneHui), Toraa d/2 F-GhyHKIMU BBITOIHSIOT apalljIeIbHO
JIPYT C ApyroM B KaxxaoM payHae. O6o01meHHas ctpykTypa deticTens MOKeT ObITh
BBIMOJIHEHA C BO3MOXKHOCTBHIO BBIMOJIHEHUS], TTIO0 MEHbIIIeH Mepe, OHOM U MEHbIIIe YeM U1
paBHoro d/2 xonmuyectBa F-pyHKIMI B KaXXI0M payH/IE.

Kak Ob110 OnmucaHo co cChIIKOM Ha (Gur.4-6, Mo1yb 20 BBITIOTHEHHS payH/IOBOM
byHKIMA Moyt 12 00paboTku mudpoBaHus B 0J109HOM K pe ¢ OOIMM KITIOUOM MOKET
UMETh OJIHY U3 CIIEAYIOLIUX CTPYKTYP:

(a) CIIII (cTpykTypa CeTH C UCMOJIb30BAHUEM TMOJCTAHOBOK-IIEPECTAHOBOK);

(b) Crpykrypa Deirctens; u
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(c) O6o06mmenHas cTpykrypa demcrens.

Kaxmpiit U3 3TUX MOAyJIel BBITIOJIHEHUST PAyHI0BOM (DYHKIMU UMEET, TAK Ha3bIBAEMYIO,
cTpykTypy tuna [1I1, B koTopoit coeMHEeHbl yPOBEHb HEJIMHEMHOTO MPeo0pa30BaHuUs
(ypoBeHb S) ¥ ypOBEHb JIMHEHHOTO peobpazoBanus (ypoeHb P). Takum oO6pazom, Kaxabii
UCTIOJIHUTEIbHBIN MOJIYJIb PAYHIOBOM (PYHKIMK UMEET MOIYJIb 00PaOOTKH HETUHEHHOTO
MpeoOpa30BaHusl, KOTOPBIN BBITOIHSAET 00pabOTKY HEIMHENHOTO MpeoOpa3oBaHus, U
MOJTyJIb 00PaOOTKU JTUHEHHOTO MPeoOpa30BaHUsl, KOTOPBIN BBITIOJHIET 00padOTKy
JIMHEMHOTO MpeoOpa3oBanus. Takue koHUrypammm oopadboTKu peodpa3oBaHus OyayT
OTTUCAHBI HUXE.

(Moaynb 00paboTKU HEJTMHEMHOTO MPeo0pa30BaHuUs)

Co cchuikoit Ha (pur.7, OyaeT onucaH KOHKPETHbINM TpUMeEp MOAYIsl 00paboTKu
HeJUHeNHoro npeoopazoBanus. Kak mokazano Ha ¢ur.7, moayias 50 06paboTku
HEJIMHEMHOT O Mpeo0pa30oBaHus BKIIIOYAET B ce0sl, B YACTHOCTH, MACCHB M3 M TAOJIUIL
HEJIMHEMHOTO TTpeoOpa30BaHusl, HA3bIBAEMBIX S-0JI0KaMU 51, KaXKIbIN U3 KOTOPBIX
3aHUMAeT S OUTOB, B KAUeCTBE BXOJAHBIX JAHHBIX U TEHEPUPYET S OUTOB B KAUeCTBE
BBIXO/IHBIX TAHHBIX, B KOTOPBIX MS-OUTHBIE BXO/IHBIC TAHHBIE PA3/IeJICHbl HA PABHBIC
YaCTU s-OUTHBIX JAHHBIX, U YACTH 9TUX IAHHBIX BBOJAT B COOTBETCTBYIOIIUE S-010KU 51 U
npeobpa3yroT. Kaxxapiii u3 S-010k0B 51 BeIOIHIET 00pabOTKYy HEJTMHEHHOTO
peoOpa3oBaHus MyTeM MPUMEHEHUs, HATpUMep, TabJIuIbl TpeoOpa30BaHUs.

Cy1iecTByeT TEHACHIMS, COCTOSIIAS B TOM, UTO IO Mepe TOTO, KaK pa3Mep BXOJIHBIX
JAHHBIX YBEIIMYUBAETCS, TAK)KE TTOBBIIIAETCS CTOMMOCTD BOIUTONICHUS. J{J1s1 UCKITFOUeHUsT
9TOr0, BO MHOTHUX CIIy4asiX, KaK MoKa3aHo Ha (Ur.7, UCTIOJIb3yeTcss KOH(pUTypanus
pas3aeneHust TaHHbIX X, TPeIHA3HAUEHHBIX Il 00pa00TKHU, HA MHOXECTBO YacTeil U
BBIMOJIHEHUS HEJIMHEHHOTO Mpeo0pa3oBaHus Kaxaoi yactu. Hampumep, eciiv BXOIHOM
pasmep paBeH ms OUTOB, BXOAHBIC JaHHBIE PA3MICIISIIOT HA M YacTel JAaHHBIX Pa3MEpOM S
OUTOB, U M YACTEN S TAaHHBIX pa3MePOM S OUTOB BBOJSAT B COOTBETCTBYIOIIME S-010KH 51
JUTSI HEJIMHEMHOTO MpeoOpa30BaHUs IyTEM ITPUMEHEHHUSI, HAIIPUMED, TaOIHIbI
npeoOpa3oBaHMs, 1 m YacTel BHIXOAHBIX S-OUTOBBIX JAHHBIX KOMOUHUPYIOT IS
MOJTyYeHUs] mS-OUTHOTO HEJIMHEMHOTO pe3ysibTaTa Mpeoopa3oBaHusl.

(Moaynb 00pabOTKH TUHEHHOT O MpeoOpa30BaHKs)

Co cchutkort Ha (pur.8, OyaeT onrcaH KOHKPETHBIN TpUMEP MOAYJIST 00pabOTKH
JIMHEHHOTO mpeobpa3oBaHus. Moysib 00pabOTKHU JIMHEMHOTO TTpeoOpa3oBaHus MPUHUMAET,
KaK BXOJ/IHbIE TaHHBIC, BXOJHOE 3HAUYEHHUE, TAKOE KaK BBIXOHOE 3HAUYEHUE PA3MEPOM mS
OUTOB, KOTOPOE MPEICTABIISIET COOOM BBIXOAHBIE JaHHBIC, U3 S-0JI0KOB, B KAUECTBE
BXOJTHOT'O 3HAUEHMsI X, IPUMEHSIET TMHEHHOE Mpeodpa30BaHUe K 3TUM BXOJIHBIM JaHHBIM, U
BBIBOJMUT PE3YJIbTAT pa3MepoM ms OMToB. OO6paboTKa JUHEHHOTO MPeoOpa30BaHUS
BBITTOJTHSIET 0Opa0OTKY JIMHEMHOTO MTpeoOpa30oBaHus, TAKYIO KaK 00paboTKa nepecTaHOBKU
MTOJIOKEHUI BXOJIHBIX OUTOB, U BBIBOAUT BBIXOJHOE 3HAUCHUE Y pa3MepOM ms OUTOB.
OOpaboTka TMHENHOTO MTpeoOpa30BaHUs MPUMEHSET, HATIPUMEP, MATPUILY JTUHEHHOTO
npeoOpa3oBaHMst KO BXOAHBIM TaHHBIM U TIO3BOJISIET BBIMIOJIHUTE 00pa0OTKY NEpPecTaHOBKHU
TOJIOKEHUI BXOAHBIX OMTOB. [IpriMep MaTpulibl TpeACTaBIIsIeT COOOM MaTPUILy JIMHEHHOTO
npeoOpa3zoBaHus, MOKa3aHHYIO HA (ur.S.

DJIeMEHTBI MaTPUIIbI IMHEMHOTO MPeoO0pa3oBaHUsl, TPUMEHSIEMOT0 K MOJIYJII0 00pabOTKHU
JIMHEHHOTO MpeoOpa3oBaHUsl, MOTYT OBITh, B OOIIIEM, BBITIOJIHEHBI KaK PA3JIMUHbBIC
TIpeACTABIICHNUS, TPUMEHUMbIE K MATPHIIE, TAKHE KAK 2JIeMEHThI B ONsiX pacumperus GF(2%)
wiu seMenTsl B osie GF(2). Ha ¢ur. 8 wimtoctpupyercs npuMep KOHGUTYpalviu MOy IS
00pabOTKHU IMHEHHOTO TPeoOpPa30BaHMUS, B KOTOPYIO MOCTYNAIOT MS-OUTHBIE BXO/IHbBIC
JAHHBIE U, B KOTOPOI FeHePUPYIOT Ms-OUTHBIE BBIXOIHBIE TAHHBIE U, KOTOPAsl OIlpe/ieieHa
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0 MaTpHIe mxm, orydeHHo# yepe3 GF (25).

[2. Kondurypaiuus, B KOTOPOH yIy4IlleH UMMYHHUTET IyTEeM pa3MeEIIeHUss MHOKECTBa
pa3IUYHBIX S-OJIOKOB]

Kak 6b110 onucano BbIlIe, OJIOUHBIN MU(P ¢ OOIIUM KITFOUOM BBITTOJIHEH C
BO3MOXHOCTBIO BBITTOJIHEHUS 00pabOTKU MIMPPOBAHUSI TYTEM MHOTOKPATHOTO
BBITIOJTHEHUS payHa0BoM ¢yHKIMK. O0padboTka 0I0YHOTO mKdpa ¢ OOITUM KITFOUOM UMEET
MpoOJIeMy yTEUKH KJItouel B pe3yJibTaTe KpunToaHaausa. ToT GakT, 4TO KIFOYU MOTYT
OBITh JIETKO MPOAHATM3UPOBAHBI C IOMOIIIBIO KPUIITOAHAIM3A, O3HAYAET, YTO MUpp
o0yiagaeT HU3KOM 6€30MaCHOCThIO, UTO MPUBOIUT K CEPbE3HOM MpobiieMe BO BpeMsi
npuMeHeHus. B nanpHeiem Oyaet onucana KoHburypanus oopadboTku mudpoBaHus, B
KOTOPOM UMMYHHTET YJTyUIIIeH IyTeM pa3MeIIeHUs] MHOKECTBA PA3IMYHBIX S OJIOKOB.

Kak 06b110 OnmrcaHo co cChIIKOM Ha (GUT.7, MOYJIh 00Pa0OTKH HETMHEHHOT O
npeoOpa3zoBaHMsl, BKIIIOUEHHAS B KK/l MOYJIb BBITTOJIHEHHUSI PAYHIOBON (DYHKIIWH,
BKJIIOUAET B ce0s1 MHOYECTBO S-0JIOKOB, KOTOPBIE BBIMOIHSAIOT 00pa00TKY HEJTMHEHHOTO
npeobOpa3oBaHus. B ciaydae HEOOXOIUMOCTH, TA0IUIy 0O0pabOTKH OOIIETO HEMMHEHHOTO
MpeoOpa3oBaHusl MPUMEHSIOT KO BceM S-0J10KaM, U S-OJIOKU BBITTOJTHEHBI TaK, YTOOBI OHU
BBITTOJTHSITA OOITYIO HEJIMHENHYI0 00paboTKy MmpeoOpa3oBaHuUsl.

B HacTosieM n300peTeHun NpeaiokeHa KoH(GUTryparus, B KOTOpOH yaeseTcs
BHUMaHUE YS3BUMOCTH, CBS3aHHOM C TAKUM MO100MeM S-0JI0KOB, TO €CTh,
BOCITPUMMYMBOCTH K aTaKaM, a UMEHHO, KPUIITOAHAJIU3Y, TAKOMY KaK aHaJIM3 KIIoUel, U
UMMYHUTET MOBBIIAIOT MTyTEM YCTAHOBKM MHOXECTBA Pa3HbIX S-OJIOKOB.

Hwxe, kak BapraHThI BOTUIOLIEHHS HACTOSIIIIET0 U300peTeHus1, OyIyT MOCIeI0BATETbHO
OTIMCAHBI CIIEAYIONINE TPU BaPUAHTA BOTLIOIICHMUSI.

(2A) Kondurypanus, B KOTOpOH UMMYHHUTET IPOTUB aTaK CIIOCOOOM HACBIIIIEHUS
yAYUYIIAIOT ITyTEM pa3MeIIeHus IBYX WK OOJIbIIIE PA3IMUHBIX TUIIOB S-OJI0KOB B mudpe
®eiicrens wd B mudpe Delictenss 0000IIEHHOTO TUITA C UCTTOIL30BaHUEM S-0JIOKOB

(2B) Kondgurypanus, B KOTOPOil UIMMYHUTET NTPOTUB anreOpanueckux aTak (atak PSAC)
yIAYUYIIAIOT ITyTEM CMEIICHHUS ABYX WM OOJIbIIe S-0JI0KOB pa3IMYHBIX THUIIOB B OJIOYHOM
mudpe, ¢ UCIOIb30BaAHUEM S-0JT0KOB

(2C) Kouduryparws, B KOTOpOH OMUCAHHBIE BBIIIE M0axX0bI (2A) 1 (2B) ogHOBpEeMEeHHO
peanmusyiot B mudpe Deiicrens wim B mmdpe Pelictennss 00001IEHHOTO TUTIA, C
UCIIOJIb30BaHUEM S-OJIOKOB

(2A) Kondurypanus, B KOTOpOil UMMYHUTET IIPOTUB aTAK CIOCOOOM HACHIIIICHUS
yIY4YIIAOT MyTeM pa3MeIleHUsl IBYX UM OOJIbIle PA3IMYHbIX TUIIOB S-0JI0KOB B 1M pe
®deiicrens wid B mudpe Delictenss 0000IIEHHOTO TUITA C UCTTOIb30BaHUEM S-O0JIOKOB

IIpexne Bcero, OyneT onucana KOH(MUTypalys, B KOTOPOH yIydllleH IMMYHUTET MPOTUB
aTak cmocoOOM HaChIIIEHHUs, Oaroaaps pa3MEIIeHUIO IBYX WA OOJIbIIIE pa3IMUHbBIX
TUTOB S-0710K0B B 1udpe Deiicrens wiu B mudpe Detictenst 0600111eHHOTO TUIIA C
UCIIOJIb30BaHUEM S-OJIOKOB.

(2A-1. KpaTkoe onmucaHue aTaku CltocoOOOM HACBIIICHHS)

[Tpex e Bcero, OyayT omMcaHbl aTAKK CIIOCOOOM HACBIIIEHHSI, U3BECTHBIE KaK aTaKH,
HarpaBJIeHHbIE TPOTUB OJIOYHBIX MUPPOB. CyIIeCTBYET MHOKECTBO THUIIOB aTaK CIIOCOOOM
HachkleHust. [lepBriii TUI peacTaBisier codol MPoLece aTaku, B KOTOPOM UCIOJIB3YeTCs
XapaKTEPUCTUKA, COCTOSINAS B TOM, UTO, €CJIM 256 TUIIOB 3HAUEHUI BBOJAT OJJHOBPEMEHHO B
ONpEeJICHHOM TOJIOKEHUU JAHHBIX OTKPBITOTO TEKCTA, ITOCNe TOro, Kak o0paboTka
npeoOpa30BaHus B payH/ie OyeT BBIIIOJHEHA I MHOKECTBA PayHIOB, Bce 256 TUIOB
3HAYCHUI MTOSIBIISIOTCS] B OMIPE/ICTICHHOM MOJI0KEHUN OalTa BEIXOIHOTO 3HAYCHMUS.

Kpowme Toro, B kauecTBe APyroro TUIA aTaku CIOCOOOM HACHIIIEHUS CYIIECTBYET
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TEXHOJIOTHUS ATaKU, B KOTOPOM UCIIONB3YETCS XapaKTEPUCTUKA, COCTOSINAS B TOM, YTO
CyMMa 3HAUYCHUH, MTOSIBIISIOIINUXCS B OMPENIEIECHHOM TTOJIOKEHUH OalTa, Tocje TOro Kak
npeoOpa3zoBaHue B payH e OyAeT BBIITOIHEHO ISl MHOKECTBA PayH/IOB, BCErJa PABHO HYIIIO.
Hanpumep, B kauectBe 256 TUIIOB OTKPBITOTrO TekcTa Py-P; 55, KOTOpbIe BBOAAT B
YCTPOUCTBO 00pabOTKM 0109HOTO mHdpa ¢ OOMIUM KITFOUOM, BHITIOHSIONIETO PayHI0BBIE
(bYHKIMH, TTOCIIEIOBATEIHHO BBOAST JAHHBIE TUITBI OTKPBITOTO TeKCTa Py-P; 55
Py=(0, 0, 0,0, 0, 0,0, 0)
P,=(0,0,0,0,0,0,0, 1)

P,55=(0, 0, 0, 0, 0, 0, 0, 255)

CnenyeT OTMETUTD, YTO, B MIPEICTABIICHHOM BBIIIIE MPEACTABICHUH, KaXXabIi [0]
oOo3HauaeT 1 Oant gaHHBIX (.

B cnyuae, korja nocneqoBaTenbHO BBOJSAT 3TH TUIIBI OTKPBITOTO TeKcTa Py-Ps 55,
BBIXOJIHBIC 3HAUCHUS, TTOJIYYCHHBIE TTOCJIE TOT0, Kak 00paboTka mpeodpa3oBaHUs TaHHBIX
OyZeT BBINOJIHEHA JJIs OIpeeNIeHHbIX payH10B, 0003HaueHbl Kak Cy-C, 55 cleayommum
oOpazom:

Co=(c, 2,2,2,7,2,2,7)

Ci=(c,2,2,7,2,2,7, 7

Cys55=(Cy55,2,2,2,7,2,2,7)

B omnucaHHBIX BbIIIE BBIXOAHBIX 3HAUEHUSX [?] MOKET MPEICTABIISITh COOOM T1000€e
3HAUeHHUE OuTa.

Oty BbIxoAHbIe 3HaUeHUs Cy-C255 umeroT, Kak ObLIO OMMCAHO BBILIE, XapPAKTEPUCTHUKY,
COCTOSILIYIO B TOM, YTO BCe 256 TUIIOB 3HAYEHUH Cy-C; 55 MOSIBIISIFOTCS] B OIPEAECTICHHOM
TMIOJIO’KEHUHU OaiiTa (IepBoe MoIokeHue OanTa B MpeaCTaBIEHHOM Bbile mpumepe). Eciau
3apaHee U3BECTHO, KAK OTMEUEHO BBIIIIE, KOTJAa 3HaUYeHUs OT 0 10 255 MOSABIISIOTCS OTHAXKIbI
0e3 pa3Iuuus MOPsIIKA MOSIBJIEHHUS, aTaKa MOXET ObITh BBHIMTOJIHEHA C UCMIOJIb30BAHUEM 3TOMN
XapakTepucTUKU. MI3BECTHO, YTO payHIOBbIE KIIFOUHM MOKHO OIIEHUBATH IyTEM aHaIu3a
BBIXOJHBIX 3HAYEHUH, ITOJIYYEHHBIX B pe3yJIbTaTE MOCIEIOBATEIbHOTO U3MEHEHUS BXOTHOT'O
3HAYCHMS.

Kpowme Toro, B ciiyuae, korna cymma (MMJIN) 3HaueHuit ¢y-c, 55 B ONPEAETIEHHOM
MIOJIOKEHUU OalTa, BKIIFOUEHHOM B BbIXOJHBIE AJaHHbIE Cy-C, 55, paBHA HYJIIO, MOXKHO
BBINIOJIHUTH aTaKy (KpUIITOAHAJIN3), UCITONIB3YS 3Ty XapaKTepUCTUKY. Takum oOpa3om,
KJTIOUM MOKHO OIICHMBATh IMYTEM ITOCIIEIOBATEIILHOTO BBOAA 256 TUITOB OTKPBITOI'O TEKCTA
Py-P, 55 1 aHanmM3upys BBIXOJHBIE TAHHBIE B ONIPEIEIICHHOM IOJIOKEHUU OanTa.

Korpaa pe3ynbTaTsl mpeodpa3oBaHus MOYJIeH payHI0BOM (DYHKIMK UMEIOT BBIXOTHBIC
JIAaHHBIC C OTIPEACIICHHON PETYISIPHOCTHIO, TAKOM, KAK OIMKMCAHO BBIIIIE, TO €CTh, MMOSBIISIIOTCS
BCe 236 TUITOB 3HAYEHUM C(-Cs 55, WU

cymma (MNJIN) 3Ha4YeHuit C)-C, 55 B ONPEAETICHHOM IIOJIOKEHUH OaliTa paBHA HYJIIO,

MIPU BBIBOJIE C MTPOSIBJICHUEM TAKOM PEryJIsipHOCTH, aTaka ClIOCOOOM HACBIIICHUS
MPEICTaBIISIeT COOON TEXHOJIOTHIO aTaKu (aHAJIM3), BBITTOJHIEMYIO Ha OCHOBE 3TOMN
PeryJIsipHOCTH.

[ToaTomy, 1St TOTO, YTOOBI MOTYYUTH MIUQP, 3AMIUIICHHBIN OT aTaK CIIOCOOOM
HACBIIICHUS, HA 3Talle KOHCTpYUpoBaHUs mudpa 3h(OEKTUBHO BBIITOJIHUTH KOH(PUTypaIuio
mudpa TakuM o0pa3oM, YTOOBI HE TEHEPUPOBATH TaKUE CIIeM(PUUHBIC BEIXOIHbBIE TaHHBIE,
KaK BBIXOJHBIE TaHHBIE MOAYJIeH payHaoBo ¢hyHKIUK. ClleyeT OTMETUTh, YTO aTaKH
CIOoCOOOM HACHIIIIEHUS] HE OTPAHUUMBAIOTCS aHAJIM30M Ha OCHOBE OT-OaiTa-K-0anTy (8
OUTOB); ATAKU, UCITOJIB3YIOIIME AHATIOTUYHYIO XapaKTEPUCTUKY, MOT'YT OBITh BBIITOJIHEHBI TTO
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MIPOU3BOJILHOM JIMHE OUTOB.

(2A-2) ITpobaemsl pu 00paboTKe MUGPOBAHUS C TPUMEHEHHEM CTPYKTYphI DeiicTens
Wi 00001IeHHOM CTPpYKTYpbl DeiicTens

Hanee 6yayT onucansl mpobJieMbl, BOZHUKAOIIUE MTpU 00paboTke mudpoBaHus, ¢
MIpUMEHEHHUEM CTPYKTYpbl DelcTens i 0000IeHHON CTPYKTYpbl DelcTens.

Uro kacaercs cTpykTypsl Detictens uinm obo0b1eHHoN cTpyKTyphl DeticTens, 06e oHU
BBIMTOJIHEHBI TaK, YTOOBI MOBTOPSTH PAYHIOBYIO OINEpaLUIO C MTPpUMEHEeHUeM Mo 1yist F-
¢byakuum [TI1-Tuna, BKITIOYaroIero B ceds MOayIb 00pabOTKH HEJTMHEHMHOT O
npeoOpa30BaHUs U MOJIYJIb OOpaOOTKH JIMHEHHOT O ITpeoOpa30BaHus, KaK ObLJIO OIMMCAHO
BBIIIIE CO CChUTKOM Ha ¢ur.5 u gur.6. B cTpykType DelicTens KOIMUECTBO CTPOK JTaHHBIX
(KOJIMYECTBO pas3zefieHuil) OrpAaHUUYEHO ABYMSI; OJTHAKO, B 000OIIEHHOM CTPYKTYpe
®deiicTens pa3IMuue COCTOUT B TOM, YTO KOJMUECTBO CTPOK JTAHHBIX (KOJMYECTBO
pa3aeneHuil) yCTaHOBJIEHO PABHBIM JTIOOOMY YKCITY, OOJIbIIIEMY WIIM PABHOMY JIBYM.

B cnenyromeM onucaHuy mpeanonaraeTcsi KoH(QUrypamus, B KOTOpou, mpu o0paboTke
¢ poBaHUS C MPUMEHEHUEM CTPYKTYphl DeticTernnst Ui 060011eHHON CTPYKTY PhI
deiicTens UCTIONB3YIOT S-OJIOKK B YACTU 0OPAOOTKHU HEIMHEHHOT O MTpeoOpa3oBaHus, B
kax o F-pyHKIuM, KoTopas mpeacTaBisieT OO0 MOAY/Ib BBIMOJIHEHUS payHI0BOM
¢dbynkmun. Kak ObII1O OMKMcaHo BBIIIE CO CChUIKOM Ha (Ur.7, S-0J10KH, COOTBETCTBEHHO,
BBIMOJIHSIOT, HATIPUMED, ITyTeM TPUMEHEHUsI TAOIULbI HETMHEHHOTO TpeoOpa3oBaHuUs,
00pabOTKH HEITMHENHOT O TTPpeoOpa30BaHUs M YacTel s-OUTOBBIX JAHHBIX, HA KOTOPbIE
pa3IeNsoT JaHHBIE pa3MEePOM ms OMTOB, KOTOPBIN BBOAST B MOYJIb 00pabOTKH
HEJIMHENWHOT o MpeoOpa3oBaHUsl.

Kak 6b110 onucano BeIiie, 4To Kacaetrcst F-hyHKuui TpUMeHsIeMbIX JJ1s1 BBITTOJTHEHUS
payHI0BBIX (PYHKIMI B OOBIYHOM O10uHOM IHdpe, onHy U Ty ke F-pyHkuuio
MHOT'OKPATHO MCHOJIB3YIOT B KaX10M payHae. Ctpykrypa dercTenns uim o0o01eHHas
crpyktypa DeiicTens, B KOTOPOU O/1HA U Takxke F-pyHKIHMsS ycTaHOBJIEHA B KAXIOM payHIE,
B OOJIbLIEH CTeNeHU MOABEPKEHA ONTMCAHHBIM BBIIIIE aTaKaM CIIOCOOOM HACHIILEHUSI.
[TpuunHa 3TOTO OYAET ONMMCAaHA CO CChIIKOM Ha (ur.9.

Ha ¢ur.9 nokaszana cxema, mpeacTaBisoas KOHQUrypalro BEIPE3aHHOTO y4acTKa
cTpyKTypbl Deiictenst uimm 00001eHHoN cTpyKTypbl DeticTens. Takum odpa3oM, aBa
MO/TyJIsI, BBITIOJTHSIONIMX payHA0BYIO (pyHKIMIO, a UMeHHO, F-pynkipu 101 u 102,
BKJTIOUEHHBIE B IIM(PP cO CTpYKTypoit DericTelnst i ¢ 0000IIeHHOM cTpyKTypoit deicrens,
nokas3ansl Ha ¢ur. 9. 91w nBe F-dpyaxuun 101 u 102 npencrapisitor codoit F-pyHkumy,
KOTOPBIE UMEIOT OJIMHAKOBYIO CTPOKY (X) BXOJIHBIX JAHHBIX U CTPOKY (y) BBIXOJHBIX
JAHHBIX, U BEPTUKAIIBHO PACIIOIO0KEHbI PAIOM APYT C IPYTOM.

e F-dpyakmuu 101 u 102 BKIrOUaroT B ce0s MOy pacdera "uckimovaromee MJIN",
KOTOPBIC PACCUMTHIBAIOT (hyHKIUIO "Hckirodatoriee MJIN" ¢ payHI0BBIM KITIOUYOM, MOIYJIH
00pabOTKH HEMMHEMHOT'O TTPe0Opa30BaHUs U MOJYJIM OOpaOOTKU JTUHEHHOT O
npeoopa3oBanus. B atom npumepe 00padotku F-pyrkiun 101 u 102 BBITOHEHBI ¢
BO3MOKHOCTBIO BBITTOJTHEHUSI 32-OUTHOM BXOJHON U BBIXOAHON 00padboTku. Kaxabrit
MOJTyJIb 00paOOTKU HEJIMHEHHOTO MPpeoOpa3oBaHUs BKIIOUAIOT B ce0s UueThIpe S-0110Ka, U
KaXbli U3 S-OJIOKOB MPUHUMAET 8-OUTHBIE BXOAHBIE TaHHbIE U (POPMUPYET 8-OUTHBIE
BBIXO/IHbIE JAHHBIE.

ITosuyu oT A 1o J, mokaszaHHble Ha GUr. 9, 0003HAYAIOT PA3IUIHBIC THITHI JAHHBIX, TO
€CThb, 0003HAUYEHBI CIEIYIOLIME TUITbI JaHHBIX.

A: Bxoa B mpenpiaymyto F-¢pyakuuio 101;

B: Be1xoa u3 npeasiaymedt F-pyukiuu 101;

C: Bxon B nocienyromyto F-bynkuuio 102;
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D: BeIX0o u3 nocnenyronien F-gpyakipm 102;

E: nannbie onepauuu "uckimoyvaromee MJIN" ¢ Beixogom B w3 npenpiaymei F-
bynkuum 101;

F: mannsie onepanyu "uckmrovaroriee MJIN" ¢ nanHbpiME A;

G: pesynbTat onepauuu "uckimouvaroiiee MJIN" no nanaeiM B 1 nanueim E;

H: pesynbrat onepanuu "uckmouaroniee MJIN" no nanaeiM D u nanusiM G;

I: BBOA payHI0BOIO KiTtoua B Ipeapiaymyro F-gyaknuro 101; u

J: BBOJ payHIOBOI0 KIIF0Ya B Iocienyronyio F-gpynkmuio 102

B crnenyromem onucanuu, B ciiydae, Korjaa 32-OuTHbIE TaHHBIE, TPeAHA3HAUCHHbIE 1JIs
00paboTku Kaxaoi u3 F-gpynxiuii 101 u 102, mpeacraBieHbl B BUe mpupaiieHui 1 6ant
(BoceMb OMTOB), HATIPUMED, €CITU JAHHBIE A MPEACTABISIIOT COO0M 32-OUTHBIE JAHHBIE, OHU
MPEJCTaBIISIOT cOOOM 0ObeauHEHHBIC JaHHbIe 1 OaitTa (8 O6ut) manHbIx [0], [1], [2] u [3], npu
9TOM JlaHHbIe A OyAyT MpPeACTaBIIEHbI, KAK YKa3aHO BBIIIIE:

A=[0D[1DI2DI3].

3aech NpeAnoaaraercs, YTo B KAa4eCTBE, HAIPUMED, 256 TUIIOB JAHHBIX UCIIOJIb3YETCS
OTKPBITHIN TEKCT, MpeAHA3HAUECHHBIN JIsI BBOJA B KOHPUTypauuo 00padboTku
g poBaHUs, MOKA3aHHYIO HA GUr.9

Py=(0, 0, 0, 0)

P,=(1, 0, 0, 0)

P,55=(255, 0, 0, 0),

9TH TUIIBI OTKPBITOTO TeKcTa Py-P, 55 mocnenoBarenbHo BBOAAT. ClielyeT OTMETUTh, YTO
B ONMCAHHOM BBIIIIE ITPEICTaBIIeHUH, Kaxxabie u3 [0], [1], ... [255] o0o3HaYalOT JaHHbIE
paszmepom 1 Gair.

IIpeanonaraercs, YTO 3TH BXOHbIC 3HAUECHUSI UCTIONIB3YIOTCSl KAK BXOJIHbIEC JaHHbIE A
qutst mpenpiayieit F-dynkuuu 101, mokazanHoit Ha ¢ur.9. JlaHHble A peAcTaBIsiOT coboi
TaKue JaHHbIe, YTO, KaK OBLIO OMMCAHO BBIIIIE, B Clydae, Korjaa Ha0moaaoT 256 TUIIOB
JIAHHBIX, TPEAIOJIATrAETCA, YTO BCE 3TU 256 TUIOB 3HaUeHMH OT 0 10 255 MOSBIISIIOTCS B
niepBoM Oaiite A[0], U ocTaTbHBIE TTOJIOKEHUST OAUTOB SBJISIOTCS (PUKCUPOBAHHBIMU C OJTHUM
Y TE€M K€ 3HAUYCHUEM (3TO MPEAIOIAraeTcs B CBSA3M C TEM, YTO ATAKYIOLIWH, IIBITAIOIIEEC
3aITyCTUTh aTaKy CIIOCOOOM HACBIIICHUS, MOXKET CTEHEPUPOBATh TAKYIO CUTYAIHUIO,
yIpaBJIsisi BBOJOM OTKPBITOTO TEKCTA).

Kpowme Toro, npeamnonaras, 4To 3Ha4eHUe JaHHBIX F 115 onepanyy "UCKITrouaroIiee
WNJIN" ¢ nanabIMU A ocTaeTcs (PUKCUPOBAHHBIM BCE BpeMs ITpH 00padoTKe
MOCEA0BATEILHOT'O BBOJA OIIMCAHHBIX BBIIIEC 256 TUIIOB JaHHBIX A, 00ECIIeYMBACTCS, UTO
Bce 256 turoB 3HaueHuit ot 0 10 255 nmosBistoTes B mepBom Oaiite C [0] BXxoaHbIX maHHBIX C
nocaeayronieit F-pynkinuu 102, 1 UTO OCTaJabHBIC TTOJI0XKEHUS OANTOB SIBIISIOTCS
(PMKCMPOBAHHBIMH C OJIMHAKOBBIM 3HAUECHHEM.

B Takom ciyuae, B 3aBUCMMOCTH OT KOMOWHAIIUM CIISAYIOIIUX 3HAYCHHI 3JIEMEHTOB
JTaHHBIX:

I: payHIOBBI KJTFOY, BBOJUMBIN B TIpenbiayntyto F-pyrknuio 101;

J: payHIOBBIN KIJIFOY, BBOAUMBII B ocienyomyio F-dynkuuio 102; u

F: mannble s onepanuu "uckimouaromiee MJIN" ¢ nanabiMu A,

BCEr/1a BBIMTOJIHSETCS CIIEYIOIIee ypaBHEHUE:

A [0l (MAJIN) 1 [0] = C [0] (MUJIN) J [0]

OnucaHHOE BHIIIE YPAaBHEHUE MOXKET OBITH CITPaBEIIUBBIM.

Cnenyetr otmetuth, yto (MMNJIN) ob603Hauaer onepanuto "uckimovaroee MJIN", u uto

A[0] (MUJIN) I [0] o6o3nauaet onepanuto "uckirouaromee MJIN" nns nanasix [0] u

Crp.: 20



10

15

20

25

30

35

40

45

50

RU 2502201 C2

nauubIx 1 [0], n

C [0] (MNJIN) J [0] ob6o3HauaeT onepanuto "uckirouaroiee MJIN" s nanaeix C [0] u
maHHBIX J [0].

Vpasuenue: A [0] (MNJIN) I [0] = C [0] (MNJIN) J [0]

DTO ypaBHEHHE O3HAUAET, YTO OJTHO U TO KE 3HAUEHHUE BCErJa BBOJAT B JIBa S-0JIOKa B
nByx F-¢ynkuusax 101 u 102. DTu S-0710KU BBIMOIHSIOT OJIMHAKOBYIO 00pabOTKY
HEJIMHEWHOT O Mpeo0pa30BaHus, U BHIBOIST OJIMHAKOBOE BBIXOHOE 3HAUYCHUE JIJIS
OJIMHAKOBOT'O BXOJHOTO 3HaueHus1. [Toatomy, 3T nBa S-61oka nByx F-dyaknuit 101 u 102
BCErja UMEIOT OJIMHAKOBbIE BbIXO/IbI. OIMHAKOBBIE BBIXOABI S-0JI0KOB JIMHEHHO
MpeoOpas3yroT C MOMOIILIO MATPUL] MOAYJIeH 00pabOTKU JIUHEHHOTO MPeoOpa3oBaHUs
oTaenbHbIX F-pynkiuii 101 u 102, u pe3yabTaThl BEIBOAST B MOAYJIM pacuera
"uckmoyvarouiee MJIN" no crpoke (y) JaHHBIX C IPaBOW CTOPOHBL. DTU MOJIYJIM pacyeTa
"uckmroyaromee MJIIN" npeacrapnstoT codoit Mmoaynu 111 u 112, moka3aHHBIC HA CXEME.

3nauenust B u D, BeiBomuMBbIe U3 3THX ABYX F-pynkmuit 101 u 102 momymei 111 u 112
pacueta "uckimoyatoniee MJIN", cooTBeTcTBEHHO, MMEIOT crienuduuHoe nuddepeHuuaibHoe
3HaueHue A. Takum oOpazom,

B (MNJIN) A=D.

B stom ciiyuae, moayns 111 pacuera "uckimouaromee MJIN" paccunteiBaer nanusie G,
IyTEM pacyeTa

G=B (MUNJIN) E,

v MoayJib 112 pacuera "uckmovaromee MJIN" paccuuteiBaet

H=G (MWJIN) D.

IMTockonbky G=B (MNJIN) E u B (MNJIN) A=D, onucanHoe Bbiiie ypaBHenue H=G
(MNJIN) D npeacrasiseT coOow:

H=B (MNJIN) E (MNJIN) B (MNJIN) A

=E (MWJIN) A.

Takum 00pazom, pe3yJbTaT BBIMOJIHEHUs ornepanuu "uckiaouatroniee MJIN" no
3HAYCHMSIM, UMEIOIIMM (pUKCUpoBaHHOE udhepeHManibHOoe 3HaYeHUE, MPEACTaBIIsIeT COO0H
(buKcMpOBaHHOE 3HAYECHUE A, U, B PE3yJIbTATE

H =B (MNJIN) E (MNJIN) B (MNJIN) A

=A (MNJIN) E

=E (MNJIN) A.

Takum o6pazom, Beixoa H moayns 112 pacuera "uckmtouaromee MJIN" npencrasiser
coboit pesynbTaT onepaiuu "uckirovaromee MJIN" o nanasM E u pukcupoBaHHOMY
3HauYeHUIO A. XOTs payHI0BYI0 GyHKIMIO (F-DyHKIMIO) BRITOJHSIOT B JIBA 3TAIa, B
pe3yJIbTATE ITUX JAHHBIX HE BBIIIOJHSIOT [IEPECTAHOBKY. M cronb3ys Takyro
XapaAKTEPUCTUKY, MOXKET OBITh JIETKO MOJIyUeHa OUEHKA PayHA0BOIO KII04a MOCIEAYIOIIEro
payHaa. TakuM o0pa3oM, eciu CyLIeCTBYET MOCIEAYIOIUNA payHI, BPEMEHHO
YCTAHOBJIEHHBIN KJTIOY UCTIOJIB3YIOT B 3TOM payH/[Ie IS NenpOBaHUS TaHHBIX, BIUIOTh JI0
naHHbIX H, v mpoBepsoT, MOXKHO WIIM HET HAOIIOAATh 3TY XapaKTEPUCTUKY,
MPOOAOUIIUCTUUHBIM CITOCOOOM OMpeAesisisl, TAKUM 00pa30M, SIBJIIETCS JIM BPEMEHHO
MCIOJIb3yEMbIN KJTI0U MPABUIBHBIM WIH HET. JpyruMu c1oBaMu, MOKHO OLIEHUBATh
PayHIOBBIN KIIIOY, U MOKHO BBIIIOJIHATH aHAJIN3, UCIIOJIb3YS ATaKy CIOCOOOM HACBIIIEHMUSL.

71 TOro YTOOBI UCKIIIOYUTH TAKUE CUTYalUH, Y94aCTOK MaTPULbl, TPUMEHSIEMBbII ITPU
00paboTKe IMHEHHOTO NTPpeoOpa30BaHUsl, MOXKET ObITh U3MEHEH B 3aBUCUMOCTH OT
noJIokeHus Kaxaon F-pynkuun. B ciyuae, korna S-61moku oTaenbHbIX F-QyHKImit
OJVHAKOBBI, €CJIM BO3HUKAET YCIIOBUE, AHAJIOTUYHOE OMTMCAHHOMY BBbIIIIE, B 3ABUCUMOCTH OT
B3AUMOCBSI3U MEX/Y 3JIEMEHTAMU MATPUIIbI TMHEHHOTO MPeoOpa30BaHusl, HEKOTOPbIE U3
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0alTOB MOTYT CMeIIaTh APYT Apyra B MOMEHT, KOrJa BbIXOAHbIE JaHHbIe D nocnenneit F-
dbyakmum 102 moasepraroT oopadboTtke " uckimrouaroriee MJIN" ¢ nanabiMu G, B pe3ysibTaTe
4Yero BO3HUKAET OJaronpusaTHAs CUTYaLUs AJISl ATAKYIOILIETO.

B cooTBeTcTBUM C 3TUM, B CiTydae, KOoraa 00paboTKy HEIMHEHHOTr o Tpeobpa3oBaHUS C
OJIMHAKOBOM KOH(UTypaLueli MpUMEHSIOT, IO MEHbIIIEN Mepe, 1711 MHOKecTBa F-pyHkuui,
KOTOPbIE BBIBOJAT JAHHBIE B OJHOW CTPOKE, MOXHO BBINIOJHATh OLEHKY KIIFOUYEH Mpu
OCYIIECTBJICHUM aTaKU CIIOCOOOM HachlleHusl. KpoMe Toro, B 3aBUCUMOCTU OT S-0JIOKOB,
Kak pe3yabtat ux onepauuii (MNJIN), To ecTp,

S (A [0] (MUJIN) I [0] (MNJIIN) S (C [0] (MWJI) J [0])

B KA4ECTBE Pe3yJIbTATa UX PE3YIbTATOB, HEJIb351 HA3BATH JKEIATEIbHBIM CITydal, KOraa
MOSIBIISIFOTCS BCe 256 TUNOB 3HayeHuit oT 0 7o 255. B HOpMaibHBIX yCIOBUSIX, JAXKE B
cryuae, korga ob6a BeiBoga A [0] u C [0] BEIBOASAT 256 pa3HBIX TUIIOB 3HAYCHMIA, PE3YIbTAThI
onepanuii (MWJIN) mo A [0] u C [0] He 00s13aTeIbHO MOTYT 3aHUMATh BCe 256 TUIIOB
BBIXO/IHBIX 3HaueHUH. OTHAKO, TaKasl CUTyalusi MOXKET BOBHUKATh B 3aBUCUMOCTH OT S-
6sioxoB. Eciu BO3HUMKAET Takas HeOXKUIaHHAS CUTyalusl, *HQOPMAIKIOo, KOTOPYIO MOXHO
UCIIOJIL30BATh JIJIS BBIMOJIHEHUS aTaku (MHpopMalus, 0003HaAYAIOIIAsl, YTO BCE 3HAUCHUS
SBJISIFOTCSL PA3HBIMU), COXPAHSIOT ISl CIEAYIOLIEro 3TAMa, B Pe3yJIbTaTe Yero BOSHUKAET
OyaronpusTHas CUTyalusl AJIsl aATAKYIOIIETO.

(2A-3) Crioco0 ymydllieHuss UMMYHUTETA C UCTIOJIb30BAHUEM MHOXECTBA TUIIOB S-0J10KOB

[Tpumep KoH(UTYpaALKK TTOBBIIIEHUS! TPYAHOCTH OLEHKU KITIOUEH NP BBITIOJIHEHUH aTaKu
CcrocoOoM HachlllleHust OyieT onucad HUxe. TakuM oOpaszom, 1axe B ciydyae, Koraa
YIIOBJIETBOPSIIOTCS OMKMCAHHBIE BBIIIE YCIOBUS, MOAYIM 00pabOTKHU HEJTMHEHHOTO
npeoOpa3zoBaHus OTACTbHBIX F-pyHKIMIA, a UMEHHO, S-0710KU, BBITTOJTHEHBI TAKUM 00pa3oM,
YTO JaHHbIE NIEPE]] U TaHHBIE TOCIIE BBITTOJIHEHUS PayHA0BON (YHKIMU HE CTAHOBSTCS
SKBUBAJICHTHBIMU B PE3YJIbTATE CMELICHUS JAHHBIX.

KoHKpeTHBII mpuMep 3TOro OyIeT OnrcaH HUXKe co cchlikoi Ha ¢ur.10. Kondurypanus,
wuTrocTpupyemas Ha ¢ur. 10, mpercTaBiseT, Kak U Ha Gur.9, KOHPUTypanuio BIPE3aHHOTO
ydacTka CTpyKTypbl Deictens uim 00001eHHon cTpykTypbl Deiicrens. Ha ¢ur.10
wuttoctpupytores F-¢pyakuuu 201 1 202, KOTOPbIE UMEIOT OJIHY U TY ke BXOJHYIO CTPOKY (X)
JTAHHBIX U BBIXOJHYIO CTPOKY (y) JAHHBIX, U KOTOPBIE PACIIOIOKEHBI BEPTUKATIBHO PAIOM
JIPYT C IPYTOM.

Otu n8e F-pynkipm 201 u 202 BKIIOYAIOT B ce0s MOy pacdera "nckimovatromiee MJIN",
KOTOPBIC PACCUMTHIBAIOT (hyHKIMIO "nckirodatoriee MJIN" ¢ payHI0BBIMU KITFOYaMH,
MOJ1yJ 1M 00pabOTKU HEMMHENHOTO MPeoOpa3OBaHUS U MOAYJIM 00pabOTKH JIMHEHHOT O
npeoopazoBanus. F-¢pyakuun 201 1 202 BBITIOITHEHBI ¢ BO3MOYKHOCTBIO BBIITOJTHEHUS
00paboTKHU 32-OUTHBIX BXOJIHBIX M BBIXOAHBIX HaHHBIX. Kaxxapiit Momxyp 00paboTKu
HEJIMHENHOT O MpeoOpa3oBaHus BKIIIOUAET B ce0s1 yeThIpe S-0J10Ka, U KaX bl U3 S-0JI0KOB
MPUHUMAET §-OMTHBIE BXOJIHBIE TAHHBIX U (OPMUPYET 8-OMTHBIE BBIXOHBIC TaHHBIE.

Tax e, kak ¥ Ha (ur.9, moszunuu A-J, mpencraBieHdbie Ha ¢ur.10, 0603HaYAIOT
CJIEYIOIIME TUITbI JAHHBIX:

A: Bxon B ipenpiaymyto F-pynknuro 201;

B: Beixon u3 npeasiaymedt F-pynkiuu 201;

C: Bxoq B nocienyromyto F-pyakmuro 202;

D: BeIX0 U3 mocnenyronien F-pynkipm 202;

E: nannbie nyig onepauuu "uckirovaroee MJIN" ¢ Beixogom B u3 nipensiayiuer F-
byaxmum 201;

F: manuble mis onepanuu "uckmouaromiee MJIN" ¢ nanabIMu A ;

G: pesynbTat onepauuu "uckimouvaroiiee MJIN" no nanaeiM B 1 nanueim E;
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H: pesynbrat onepanun "uckimouaromee MJIN" mo nanubiM D 1 nanHbM G;

I: payHIOBBI KJTFOY, BBOJUMBIN B IIpenblaymyto F-gpyakiuio 201; u

J: payHII0BBIl KJIFOY, BBOAUMBII B ociieaytolyto F-dyHkuuio 202

B xondurypanum, npeacrasieHHoi Ha ¢ur. 10, S-6510ku MOAYIel HETMHEHHOTO
npeoOpa3oBaHus, yCTAHOBJICHHbBIE B peablayIe F-gpynkipu 201 u B mocneayromeit F-
dbynkuun 202, COOTBETCTBEHHO, BBITTOJHEHBI C BOBMOXKHOCTHIO UCIIOIB30BAHUS
pa3muuHbIX S-01okoB [S1] u [S2].

Takum o06pazom, S-010ku [S1], BeITOHSIONIME 00pAOOTKY HETMHEMHOTO
npeo6pa3oBanus B npeasiayiied F-pyukiuu 201, u S-6110ku [S2], BBITOTHSIONIUE
00pabOTKy HEMMHEMHOTO IpeoOpa3oBaHus B rmocieayomei F-¢pyakuyn 202, BBITOIHSIIOT
pa3IMuHbIe TUIBI 0OpaObOTKU HETMHEMHOT O peoOpa3oBanus. B uactHocTH, S-6110ku [S1]

U [S2] BBINOJHSIIOT 00pabOTKy HEIMHEHHOTO TPe0OpPa30BaAHUS, UCTIONIB3YSl, HATIPUMED,
pa3IMyHble TaOIMIBI HEMMHEMHOT O TIpeoOpa3oBaHus. S-0imoku [S1] u [S2], MOTYT HE UMETH
OJIMHAKOBBIN BBIXOJ ISl OIMHAKOBBIX BXOJIHBIX JAHHBIX.

31ech mpeamnoaaraeTces, YTo MHIUBUAyaabHbIe S-0110ku S1 1 S2 mpencraBisitoT codoit 1Ba
pa3HbIX S-0JI0KA, YAOBIETBOPSIONINE CISAYIOIIUM YCIOBUSIM.

IIpennonaras, yto otaeabHbIe S-0710KK S1 1 S2 npeacTaBistoT coOoi S-0JI0KH, KOTOPHIE
BBIMOJIHSIOT 00pabOTKY HEIMHEHHOT 0 TPeoOpa30BaHUs C N-OUTHBIMU BXOHBIMU JTJAHHBIMU
U n-OUTHBIMU BBIXOJAHBIMU TAHHBIMH, YAOBJIETBOPSIOTCS CIIEAYIOIINUE YCIOBUS:

(YcmoBue 1)

Ecnm Bce yacTu S-OMTHBIX JaHHBIX, @ UMEHHO, 2° TaHHBIX X, IOCIEI0BATEILHO BBOIAT B
JTII00BIe U3 S-OUTHBIX JaHHBIX C,

BbIXOJ S1 (X) mepBoro S-6;10ka [S1] a1t BXOAHBIX TaHHBIX [X] U

BeIXox S2 (x (MUNJIN) ¢) S-61moka [S2] mng BXxogubix gaHHbIX [X (MWJIN) c]

UMEIOT, IO MEHBIIIEH Mepe, OJTHO OTIMYAIOIIeeCcs 3HaYCHHUE.

Takum oOpazom,

S1 (x) (MNJIN) S2 (x (MHUJIN) ¢)

OTIMCaHHOE BHINIE YpaBHEHUE HE TIPUBOIUT K MOJIYYCHUIO (PUKCUPOBAHHOTO 3HAUCHMSL.

Kpowme Toro,

(YcaoBue 2)

€CJIM BCE YaCTU S-OMTHBIX JaHHBIX, 4 UMEHHO, 2° JaHHBIX X, IIOCIEI0BATEILHO BBOIAT B
JIIOOBIE S-OUTHBIE JAHHLIE C,

BBIXO/ S1 (X) mepBoro S-610ka [S1] a1t BXOAHBIX TaHHBIX [X] U

BeIxoa S2 (x (MNJIN) ¢) nna S-6:10ka [S2] g BxoaubIx gaHHbIX [x (MUJIN) ¢] umeer,
110 MEHBIIIeH Mepe, OHO 3HaUeHHue-1yoaukaTt. Takum oOpasom,

S1 (x) (MAJIN) S2 (x (MNJIN) ¢)

B OITMCAHHOM BBIIII€ YpaBHEHHU HUKOI' 1A HE MOSBIISIOTCS Bee 2°.

DTO MPEICTABISACT YCIOBUE, COCTOSINEE B TOM, UTO eCiii Ha ¢ur. 10 peArnoIoKUTh, YTO

JTaHHBIE A MPEICTABIISAIOT cO00M [X],

na"Hple F mpeacraBnsttoT coboit [cl,

BbIXOA S1 (x) S-6moka [S1] npenpiaymett F-pyakuuu 201 u

BbIx0# S2 (x (MUJIN) c) S-6:10ka [S2] mocaenyromieit F-pynkium 202

He OyyT OJIMHaKOBBIMM, WJIM HE BCE PE3yJIbTAThI ornepaiuu "uckimouaroriee MJIN" mo
BBIXOJAM OYIyT MPEJCTABIIATh COOOM pa3HbIe 3HAUCHUS.

JBa S-06moka [S1] u [S2], y1oBIeTBOpSIONINE YCTOBUSIM, YCTAHOBJIEHBI, KaK
npeacTaBiieHo Ha ¢ur.10.

Takum o6pa3om, onpeneneHHas F-pyHKIusS ucnoiap3yer Moayiib 00paboTKu
HEJIMHEHHOT O IMpeoOpa30BaHus C UCIIOJIb30BAaHMEM TOIBKO S-010k0B [S1], u creayromas F-
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(YHKIMS UCITONBb3yeT MOYJIb 00OpaOOTKH HETMHEMHOTO TTpeoOpa3oBaHus, C
HCIOJIb30BaHUEM TOIBKO S-0710k0B [S2]. Eciiu uMeroTcst AOMOTHUTENbHBIE PAYH/IbI TTOCTIE
3Toro, S-6;10kM [S1] 1 [S2] aHATTOrMYHO YCTAHABIMBAIOT B 3TOM IOPSIIKE B MOIYJISIX
00pabOTKH HEMUHEHHOTO MTpeodpa3oBaHus OTAENbHbBIX F-hyHKIuiA.

ITpu xoHpuUryprpoBanun 06padbOTKH HEMUHEHHOTO MPeoOpa30BaHUS TaK, YTOOBI OHA
ObLIa pa3IMYHOM, TO €CTh, IPU YCTAHOBKE MHOXECTBA PA3JIMYHBIX S-O0JIOKOB B BEPTUKATIBHO
coceqHuX F-QyHKIUSIX ¢ OIMHAKOBOM CTPOKOM BXOIHBIX TAHHBIX U CTPOKOM BBIXOJHBIX
JAHHBIX, MOXKHO 3HAYUTEIIbHO YMEHBIIUTh BEPOSTHOCTD MOSIBIEHUSI JAHHBIX B BHIXOJAHOM
CTPOKE TAK, YTO OHU UMEIOT CUIIbHYIO KOPPEISILUIO C TEM, UTO MOSIBIIETCS B TOU Ke
BBIXO/IHOM CTPOKE Mepe] BBITOTHEHUEM PayHI0BOM (PYHKIMH.

Takxum 00pa3oM, UCTIONIb30BAHUE S-0JI0KOB, YIOBIETBOPSIOIIUX OMTMCAHHOMY BBIIIIE
(ycnoBuro 1), obecrieunBaeT TO, YTO JaKe B clIydae, KOrja BXOAbI B Ba S-O10Ka UMEIOT
(bUKCHpOBaHHOE pa3Inyue, pe3yJbTaThl BHIMOJHEHUs onepauun "uckimovaroniee MJIN" o
UX BBIXO/JAaM UMEIOT pa3Hble 3HAYECHMUS], [0 MEHbIIIEH MEpe, OAHAXKIbI, YTO FapaHTUPYET,
TakuM 00pa3oM, UTO BBIXOJIbI HE OYAYT MOJHOCTHIO CMEIIEHBI APYT OT APYra.

Kpome Toro, ucnonp3oBanue S-0JI0KOB, yIOBIETBOPSIOIUX OMMUCAHHOMY BBIIIIE
(ycrnoBuro 2), o0ecrneuMBaeT To, YTO Jaxe B clydae, KOT1a BXOJIbI B 3TU ABa S-0J10Ka UMEIOT
(uKCHpOBaHHOE pa3Iuyue, pe3yJbTaThl BINMOJIHEHUs onepauuu "uckimtovaroniee MJIN" o
UX BBIXOJAM UMEIOT 3HAUEHUS - TyOIUKATHI, IO MEHBIIEH Mepe, OJTHAXKIbI, UTO, TAKUM
00pa3oMm, yXyallaeT XapaKTePUCTUKY, KOTOPYIO MOKHO MCIOJIb30BATh IIPU OPTraHU3aAlMU
atak. [ToaToMy, nmpu pazmenieHny AByX S-OJIOKOB ONMKMCAHHBIM BbIIIE 0OPA30M, MOKHO
CBECTH K MUHUMYMY OJIArONMPUSTHBIE YCIIOBUS VISl ATAKYIOIIUX, KOTOPbIE OPTaHU3YIOT
aTaku crocoooM HachlleHus. Takum 06pa3oM, MOKHO OKUAATDH YIYUIICHUS] UMMYHUTETA
MPOTUB aTaK.

Takum oOpa3oM, 1axe B clydae, KOrjaa 3HaueHus, BBOJMMBIE B S-OJI0KM OTeNbHbIX F-
dbynakmmii 201 u 202, paBHbI Ha ¢ur. 10, TO ecTh, aXxe eclu

A [0] (MWJIN) 1 [0] = C [0] (MJIN) J [O],

3HAYEHUSI, BBIBOJMMBIC U3 S-OJIOKOB B OTAETbHBIX F-QyHKIMSAX, 2 UMEHHO,

ST ([0OJ(MUIJIN) I [0]) u

S2 (C [0] (MJI) J [0])

He OyJyT OJIMHAKOBBIMM BO BCeX cilydasix. B pesynbrarte, BbixoaHble JaHHble B u D F-
byakuun otaenbHbIX F-byaknuit 201 1 202 He OyayT MOTHOCTHIO OAMHAKOBBIMU. [1pu aTOM
HE BO3HUKAET TaKasl CUTYyalusi, KaK OIMMCAHHAS CO CCBUIKOM Ha (Ur.9, Koraa CripaBeIIuBO

E=H (MNJIN) A,

¥ MO’KHO YCTPAHUTh CUTYaLMIO, KOTJa BEPOSITHOCTh JAHHBIX B OJJHOW CTPOKE JAHHBIX /10
¥ 110CJI€ BBITIOJIHEHUS payHaoBoi ¢pyHKImH (F-pyHKIumM), uMeeT PUKCHPOBAHHOE pa3iIUYKE.

[Tpu pazmenieHM MHOKECTBA PA3IMYHBIX S-O0JI0KOB, KOTOPBIE BBIIOIHSIOT Pa3HbIE THUIIBI
00pabOTKH HEMMHEMHOTO TPeoOPa30OBaHUS B BEPTUKAIBHO COCETHUX F-QyHKIUIX,
MMEIOLIMX OJMHAKOBYIO CTPOKY BXOJHBIX JAHHBIX U CTPOKY BBIXOJHBIX JaHHBIX, TPYIHOCTD
OpraHM3alMy aTaK ClI0OCOOOM HACBILIEHUSI MOXKHO 3HAYMTENIbHO MTOBBICUTh, U MOKHO
YIIyYIIUTh UMMYHUTET MIPOTUB ATaK.

(Cuctema 1 pa3paboTku)

B ommcanHoM BhIIIE O cChUTKOM Ha ¢Gur. 10 KoHUTYpay TPUHUMAIOT BO BHUMaHHE
TOJIBKO B3aUMOCBSI3b MEXAY ABYMSI F-(yHKIMSIMU U TTOTYYaIOT YCIOBUE, COCTOSIIIEE B TOM,
YTO pa3IUyHbIe S-OJIOKU YCTAHABIMBAIOT B 3TUX ABYX F-QyHKUMsIX. AHAIOTUYHAS UIest
MpUMEHNMA K TpeM uin oosbine F-pynkuusm. Hanmpumep, MOKHO OKUIATH YIydIIeHHE
UMMYHUTETA MPOTUB aTaK CIIOCOOOM HACBHILIEHUS ITPU pa3MEIlleHUU MHOKECTBa
pa3nuuHbIX S-010K0B B F-QyHKIMIX, Kak MoKa3aHo Ha ¢ur.11.
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Ha ¢wur.11 wmroctpupyercs: KOHGUTYpalys BBIPE3aHHOT'O yUacTKa CTPYKTYpbl Deicrens
WM 00001eHHON cTpyKTypbl Deiictens. Ha dwur.11 mwutoctpupyrorcs Tpu F-gpyakmum 211-
213, KOTOPBbIE UMEIOT OAUHAKOBYIO CTPOKY (X) BXOJHBIX JTAHHBIX U CTPOKY (Yy) BBIXOAHBIX
JTAHHBIX U KOTOPBIE BEPTUKAIIBHO PACHOJIOKEHBI PSIOM APYT C APYTOM.

S-6mmoxu [S1] ycTaHOBJIEHBI B MOAYJIe 00pabOTKH HENMMHEHHOT O ITpeoOpa3oBaHus F-
dbynkuu 211;

S-6mmoxu [S2] ycTaHOBJIEHBI B MOAYJIe 00pabOTKH HEMMHEHHOT O TTpeoOpa3oBaHus B F-
byaxmym 212; u

S-6mmoxu [S3] ycTaHOBJIEHBI B MOAYJIe 00pabOTKH HEMMHEHHOT O ITpeoOpa3oBaHus B F-
bynkuun 213.

CnenyeT OTMETUTh, 9YTO S1#S2#S3.

Takxum 00pa3oM, ycinoBusi, TpeOyeMble U1l MHOXKECTBA S-OJIOKOB, JOJKHBI MMPECTABIISTh
coboii:

(YcmoBue 1)

3agansl HAO0opwI S1, S2, ..., Sk as k (k>2) S-6710k0B U mapbl ABYX pa3HbIX S-0JIOKOB S;
u S; (i#)). Ecniu Bce BO3BMOKHBIE 28 TAHHBIX X Oy/yT 3a/IaHbl KaK BXO/IHBIE TAHHbIE JUIs
JII000TO C,

S;(xX) u

S; (x (MUJIN) c)

BBIXOJIHBIE JAHHBIE ITUX S-OJIOKOB HE MOJIHOCTHIO MPOTUBOPEUAT APYT APYTY, U S-0J10KU
BBIBO/ISIT pa3HbIE 3HAYCHUSI, IO MEHbIIIEH Mepe, OJIMH pa3. Takum o0pazom,

Pe3yabTATHI BBITOIHEHHS onepatyn “"nekimovaromee MJIN" no S; (x) u S; (x (MWJIN) c)
HE MIPUBOJIAT K MOIYYEHUIO (PUKCUPOBAHHOTO 3HAUCHMUSI.

Kpowme Toro,

(Ycnosue 2) 3amanbl Habopst S1, S2, ..., Sk mis k (k>2) S-0;10K0B, U Tapsl ABYX
pasMuHbIX S-05I0KOB S; 1 S; (i#]). Eciu Bce BO3MOKHBIE 2" MaHHBIX X OYAYT 3aaHbl KaK
BXOJIbI JIJIsI JIFOOOTO C,

Si(x) n

S; (x (MUJIN) ¢)

BBIXOJIbI 3TUX S-OJIOKOB HE MMEIOT BCe 2" 3HAUEHMH, MTOSBIIAIOIINXCS OQHAXKIbI. Takum
00pa3oM, BBIXO/Ibl S-0JI0KOB UMEIOT, 110 MEHbIIIEH Mepe, OJHO 3HAUEHHe-TyOJIMKaT.

ITpu ycranoske HabopoB S1, S2, ..., Sk S-6;10K0B, YIOBIETBOPSIONIMX ITUM YCIIOBUSIM U
NPy pa3MeIIeHur 3TUX F-QyHkiuit Bo MHOkecTBe F-QyHKIMIA, KOTOPBIE UMEIOT OJTMHAKOBBIC
CTPOKH (X) BXOJHBIX IAHHBIX U CTPOKH (y) BBIXOJHBIX JAHHBIX, U KOTOPBIE PACITOIOXKEHBI
MOCIEA0BATEILHO BEPTUKAIIBHO PSIZIOM APYT C APYTOM, BEPOSITHOCTh TPOTUBOPEUUS
JTAHHBIX, MTOSIBIISIOIIMXCS B BBIXOJHON CTPOKE TAHHBIM, MOSBIISIOIIMMCS B TOM )K€ BBIXOTHOM
CTPOKE Iepe/l BHIMOJIHEHUEM PAayHI0BOM (DYHKIMU, MOKET OBITh 3HAUUTEIbHO YMEHBIIIEHA.
B pesynbTate, MOKHO CYIIECTBEHHO MOBBICUTH TPYJIHOCTh aTaK CIIOCOOOM HACHIIIECHUS, U
MOKHO YJIYYIIUTh UMMYHUTET MIPOTUB aTaK.

(Cucrema 2 pa3pabOTKH)

VYuuThiBasi MpakTUUECKHE BAPUAHTHI BOTLJIOIIEHHUS, JaKe B CITydae, KOr/1a MHOXKECTBO
TUTIOB S-0JI0KOB BKJTIOUEHBI B OTAeNbHBIE F-hyHKIUYU, MOXKET OBITh KelaTeIbHbIM, UTOObI
OMHAKOBas KOMOUHAIMS S-OJIOKOB Oblla BKITFOUEHA B Kaxkayio F-pyHkiuro.

Takxum oOpa3zom, B cirydae, Korja npeoopa3oBaHue JAHHBIX, COOTBETCTBYoIIee F-
(YHKIMSAM, BBITIOTHSIOT, UCITOJIB3YsI, HAITPUMED, almapaTHBIE UK IIPOTPAMMHBIC CPEICTBA,
€CJIM Ta e KoMOuHanus S-0JI0Kk0oB OyieT BKItoUeHa B Kaxayro F-byHkuuro, anmapaTHbIe
WA TIPOTpaMMHBIE CPEJCTBA, UCTIONTb3yeMble KaK F-QyHKIMU, MOTYT OBITh BBITTOJTHEHBI KaK
OJIMHAKOBBIE allllapaTHBIE WIK IPOTPaMMHbIE CPEJICTBA, U TpeoOpa3oBaHMe JAHHBIX Ha
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ocHOBe F-pyHKINM MOXHO BBIMOJHSTH B KQXKIIOM payH/e TOJIHKO IMPU U3MEHEHUH BXOIHBIX
Y BBIXOJIHBIX TaHHBIX B Ka)K/IOM payH[I€, B COOTBETCTBUMU C HEOOXOIUMOCTBIO.

KonkpeTHbIil mpuMep OyeT onucaH co ccbutkoii Ha ¢ur.12. Kak u Ha ¢ur.10, Ha dur.12
WLTIOCTPUPYETCS] KOHPUTYypaLMsi BEIPE3AHHOTO y4acTKa CTPYKTYphl DelicTens uim
0000611eHHOM cTpyKTYyphl Deiictens. Ha ¢ur.12 wimoctpupytores F-bynkuun 221 u 222,
KOTOPbIE UMEIOT OJJMHAKOBBIE CTPOKY (X) BXOJIHBIX JAHHBIX U CTPOKY (y) BBIXOJHBIX JTaHHBIX
Y, KOTOPBIE PACIIOJIOKEHBI BEPTUKAIBHO PAIOM JIPYT C IPYTOM.

Yetbipe S-010Ka, BKIIFOYEHHBIE B Mpeabayiyto F-pyHkmuro 221, pacroioxeHbl B
nopsiake S1, S2, S1 1 S2 cBepxy BHM3, U S-0JI0KH, BKIIFOUSHHBIE B IIOCIeayomyto F-
byHkuio 222 B CIeayIOUIEM payHe, paclolokeHbl B mopsake S2, S1, S2 u S1 cBepxy BHU3.

CnenyeT OTMETUTD, UYTO S1#S2.

ITpu Takoit ycraHOBKE, €CiIi BOIUTOIIEHA KOH(UTYpalusl, TO3BOJISIONIAS BBITOJIHSTD
nBa S1 u nBa S2 mapasuieabHo apyT ApyTry, F-dyHkuuu 221 1 222 MOTYT OBITH BBITIOJIHEHHI C
UCIIOJIb30BaHUEM TaKoW KOHpUrypauuu. B cOOTBETCTBUM C 3TUM, MOKHO CHU3UTH
CTOMMOCTD BOILIOIIEHHS, U YCTPOMCTBO MOKET ObITh BBIITOJIHEHO 00JIee KOMITAKTHBIM.

Taxoke, B KOHGUTYpauuu, IpeacTaBieHHON Ha (ur.12, 00paboTka HETUHEHHOT O
peoOpa3oBaHusl, MPUMEHSIETCS I COOTBETCTBYIOIIMUX CTPOK OMTOB B OT/IEIbHBIX F-
bynkuusax 221 u 222 B ciaenyroeM mopsiakKe:

ot S1 no S2, unu

ot S2 no S1,

1 00paboTKa COOTBETCTBYIOIIMX OUTOBBIX TAHHBIX (HAIIpUMEpP, B KAXKIOM MOIyJIe
pa3MepoMm Oair) mpeacraBisier codoit 06paboTKy, aHAJTOTHYHYI0 00pabOTKe, ONMCAHHOM CO
ccbUIkoi Ha ¢ur.10. B pe3ynbTate, aHaIOTUYHBIN 9)PEKT MOKET ObITh TOCTUTHYT, TO €CTh,
BEPOSITHOCTD MMPOTUBOPEUUS JTAHHBIX, MOSIBIISIIOIIMXCS B BBIXOJITHOM CTPOKE C JAHHBIMU,
MOSIBIISIOIIIMMUCS B TOM )K€ BBIXOIHOM CTPOKE, Mepe/l BBITTOJIHEHUEM payHI0BOM (yHKIMH,
MOJKET OBITh 3HAUMTEIIbHO YMEHbIIEHA. B pe3ynbTarte, TPyAHOCTb OpraHU3aluM aTaK
CIIOCOOOM HACBIIIEHUS] MOKET ObITh 3HAUMUTEIbHO MOBBIIIEHA, U MOXHO yJIYYIIUTh
MMMYHUTET IPOTUB ITUX ATAK.

Jpyroit KOHKpETHBIN IMpuMep npeacTaBiicH Ha ¢ur.13. Kak u Ha ¢wur.11, Ha ¢ur.13
WLTIOCTPUPYETCS KOHPUTypalusi BBIPE3aHHOT'O YYacTKa CTPYKTYpbl DeicTerns uim
00001eHHOM cTpyKTYphl Delictensa. Ha ¢ur. 13 wnmocrpupytores Tpu F-dynkmpm 231-233,
KOTOPBIE UMEIOT OJIMHAKOBYIO CTPOKY (X) BXOJIHBIX JTAHHBIX U CTPOKY (y) BXOJAHBIX JTAHHBIX
Y, KOTOPBIE BEPTUKAIIBHO PACIOJIOKEHBI PAIOM JIPYT C APYTOM.

Yetbipe S-0110Ka, BKIIIOYCHHBIC B HaYaabHYI0 F-pyHknuro 231, pacroioXeHbl B
nopsiake S1, S2, S3 u S4 cBepxy BHU3. UeThipe S-010Ka, BKIIFOYEHHBIE B CpeHIOI0 F-
dbyHKIMIO 232 B CIIEAYIONIEM payH/e, pacinoilokeHbl B mopsake S2, S3, S4 u S1 cBepxy BHU3.
3aTeMm dernIpe S-0J10Ka, BKIIOUEHHBIE B cpeaHoo F-gyHknuio 233 B cienyromieM payHie,
pacrmoiioxkeHbl B mopsinke S3, S4, S1 u S2 cBepxy BHU3.

Cnenyer OTMETUTh, 4YTO S1#S2#S3#S54.

I1pu Takoit ycraHOBKe, ecii OyJeT BOIUIONIEHA KOH(PUTypalusi, TO3BOJISIONIAS
BBIMOJIHATE S1-S4 mapasienbHo Apyr apyry, Bee F-dynkuuu 231 1 233 MOTyT OBITH
BBITIOJIHEHBI C UCTIOJIb30BAHUEM 3TOM KOH(Urypanuu. B cOOTBEeTCTBUM C 3TUM, CTOUMOCTD
BOILJIOUIEHUSI MOXKET ObITh YMEHbBIIEHA, U YCTPOMCTBO MOKET ObITH BBIIOJIHEHO OoJiee
KOMITAKTHBIM.

Taxxe B KOHQUTYpalyUy, IpeIcTaBIeHHON Ha ¢ur.13, 06paboTka HETUHEHHOTO
peoOpa3oBaHus, MpUMEHsieMas sl COOTBETCTBYIOLIMX OUTOBBIX CTPOK B OTHEIbHbIX F-
bynkuusax 231-233, mpencraBiieHa B CISIYIOLIEM MTOPSIKE:

S1, S2, S3, S4, S1, S2, ...,
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1 00paboTKa COOTBETCTBYIOIIUX OUTOBBIX JAHHBIX (HAIIPUMEDP, KAXKIOTO MOTYJIS
pa3zMepom OaiT) mpeacraBisier codboit 06padboTKy, aHAJTOTHYHYI0 0OpaOOTKE, ONMCAHHOM CO
ccbUkoi Ha ¢ur.10 umu dur.11. B pesynbTaTe, MOXKET OBITH JOCTUTHYT aHAJIOTUUHBIN
3¢ }eKT, TO ecTh, BEpOSITHOCTD MOSIBICHUS] TPOTUBOPEUAIIMX TAHHBIX B BBIXOJIHOM CTPOKE C
JTAHHBIMU, MOSIBJISIOIIMMUCS B TOM e BBIXOJHOMN CTPOKE, Mepe BBIITOTHEHUEM PayHI0BOM
(GYHKIMHU MOKET OBbITh 3HAUMTEILHO YMEHbIIeHA. B pe3ynbTate, MOXKHO CYIIECTBEHHO
MOBBICUTH TPYAHOCTh OPraHU3alUK aTaK CIOCOOOM HACBIIICHUSI, U MOXKHO YJIYUIIUTh
UMMYHUTET IPOTUB aTaK.

(2B) Kondurypanusi, B KOTOpOil UMMYHUTET MPOTUB anredOpanyeckux atak (atak PSAC)
YIYYIIAOT IyTEM CMEIICHUS IBYX WM O0JIbIie S-0JI0KOB pa3IMUHbIX TUIIOB B OJI0YHOM
mmdpe, ¢ UCMIOIb30BAHUEM S-0JI0KOB

Hanee 6yaet onucaHa KoOH(MUrypauys, B KOTOPOH YIy4IlleH UMMYHUTET IPOTUB
anrebpaundeckux atak (arak PAC) myreM cMeleHus pa3IMuHbIX TUIIOB S-O0JIOKOB B
010ouHOM MIHdPE C UCITOTB30BAHUEM S-0I0KOB.

(2B-1) KpaTkoe onucanue anredpanyeckux atak (atak PSC)

Buauane OynyT onucanbl anredpaundeckue ataku (ataku PSC), koTopbie U3BECTHBI Kak
aTaku Ha O6younble U psL. Anredbpandeckue ataku (ataku PAC) Ha 6mounble mmdpsl
MPEACTABIISIIOT COOOM aTaku, B KOTOPBIX UCMOIb3YyeTCs aliredpandeckoe MpeacTaBiieHUe S-
6sioxoB. Korga BXogHbIe U BBIXO/IHBIE JaHHBIE S-OJIOKOB MPEACTABIIEHBI KaK
anredbpandeckye BbIPAKEHHUS, MOKHO BBIBECTU MHOXECTBO BblpaskeHUI. CI10KHOCTh
pacyeToB ISl OPraHU3ALMU ATAKKW MEHSETCS B 3aBUCUMOCTH OT MaKCUMaJIbHOT'O MOPsIIKa
BBIPAXKEHUM U KOJIMUECTBA YWJIECHOB, BKIIOUEHHBIX B BHIPAXKEHHE.

B kauectBe onHoro npumepa anredpanyeckoit ataku (ataku PSC), cymectByeT crnoco0 ¢
ucnoiib3oBaHueM byreBbix BeipaxeHuit. Hanpumep, 3a1aHHbIM OJ0YHBIH KD, BKIIOYAET
B €01 MHOXECTBO S-OJIOKOB, KaX/IbI U3 KOTOPBIX IPUHUMAET 8-OUTHBIE BXOHbIE TaHHbIE
u (opmupyet 8-OUTHBIE BHIXOIHBIE JAHHBIE, U TIYCTh BXOJIHBIE OUTHI U BHIXOHBIE OUTHI
KaXXJ10ro U3 S-0j10Ka ¢ 8-OUTHBIM BXOJIOM/BBIXO0M OYAET BBIPAXKEHBI CIIEAYIOIIUM
oOpazom:

BxoA X: (x1, x2, x3, x4, x5, x6, X7, x8), u

BoIXoa Y: (y1,y2,y3, y4,y5,y6,y7,y8),

3aTEM OLIEHUBAIOT KOJIMYECTBO BBIPAKEHUN, KOTOPbIE BBIPAXKAIOT C UCIIOJIB30BAHUEM
KBaJIPATHBIX WM 00JI€e HU3KOTO MOpsiiKa byneBbIX BbIpakeHUM.

Boiiee KOHKPETHO, OLIEHUBAIOT KOJIMYECTBO MHOTOUJIEHOB, BKIIOUAIOIIUX B cE0s
KBaJIpaTHbIE UM OOJiee HU3KOTO MOPSIIKA YJIEHBI, TAKHE KaAK

(1, xi, yi, xixj, yiy]j, X1yj),

KOTOPBIE MOKHO IOJIyUYUTh IYTEM BBIPAKEHUSI OITMCAHHBIX BBIILIE BXOJHBIX X U
BBIXOJIHBIX Y JaHHBIX, KaK ByleBbIX BbIpaKECHUIA.

B cnyuae, korna BbIpakeHusi 60siee HU3KOTro NOPsAKa, TAKUE KaK BbIPA)KEHUS B KOTOPBIX
MaKCUMaJIbHbIN MOPSI0OK MPEACTABIISIET COOOM BTOPOI MOPSI0K, BRIOUPAIOT U3 BCEX
ByneBbIX BeIpakeHUM, IPEACTABICHHBIX TAKUM 00pa30M, €I BIOUpPAIOT OOJIbIIIee
KOJIMYECTBO HE3aBUCUMBIX BBIPAXKEHUIL, U €CJIM KOJIUYECTBO WIEHOB MaJjlo, CUTyallus
CTAHOBUTCS IPEUMYIIIECTBEHHOM /71 aTakyroliero. Takum o0pa3oM, eciiu BEIOUPAIOT
0oJblIIEE KOJIMYECTBO HE3ABUCHMBIX BBIPAXKEHMI, B KOTOPBIX MAKCUMAJIbHBIN MOPSAOK
Or'paHUYEH BTOPBIM MOPSIKOM WIIM TOMY ITOJJOOHOE, U €CTIM KOJIMYECTBO YJIEHOB MAJIO,
CUTYyaLMsl SIBIIIETCS MPEUMYILECTBEHHOMN AJISI ATAKYIOLIEro U MPEACTaBIISIET INIOXOM
UMMYHUTET IPOTUB aTaK.

Kpome Toro, momumo ByseBbIX BeIpakeHUH, €CIi allre0pandeckue BhIpaKeHUsI HU3KOTO

MOPAJIKA MOKHO BBIBECTH B MPEEIax MoJsl OMPENAEIICHUs, TAKOro Kak rnoiie GF (28)
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pACIIMPEHMs], AaHATIOTUYHYIO0 METOJIMKY MOYXHO UCIIOJIb30BATH JIJIsI TOTO, UTOOBI JIETKO
OpraHu30BaTh anredpanyeckyio ataky (ataky PSC), uTo o3HauaeT mioxoi UMMYHHUTET
MPOTHUB aTax.

(2B-2) IIpobaema ucnonb3oBaHus S-OJIOKOB OJHOT'O THITA

Hanee Oyaet onuvcaHa mpooiieMa KOHPUTypalyu, B KOTOPOM UCIIONIB3YIOT S-0JI0KH
TOJIPKO OJTHOT'O THUITA B OJIOUHOM IIM(pPE ¢ UCTTIOIB30BaHUEM S-0JIOKOB, TO €CTh, MpoOjIemMa,
COCTOSIIIIAs B TOM, YTO IMOBBIIIAETCS BEPOSITHOCTDH OCYILECTBJICHUS HA TTPAKTUKE
anredpaundeckoit ataku (ataxku PAC).

CyIIecTBYIOT TPH CIAEAYIOIIUX MPEICTABUTEIILHBIX TUIIA S-OMTHBIX S-OJIOKOB, KOTOPHIE
BBITIOJIHSIOT HEIMHEMHOE MPpeoOpa30BaHKe C UCIIOIb30BaHUEM N-OUTHOT'O BXOJA U C
MOJIyYeHHUEM N-OMTHOTO BBIXO/IA:

UM 1: S-6J10K € UCITOJIb30BAHUEM UHBEPCHOM KaPTHI: Y=X"! umm nmokazarenpHOM
byukmpn Y=XP B ipezenax noins pacuiupenust GF (2°);

TUM 2: S-0J10KU, TEHEPUPYEMbIE ITyTeM KOMOUHUPOBAHUSI MHOXKECTBA S-0JIOKOB, BXOJIHBIE
Y BBIXOJHBIE OMTHI KOTOPBIX MEHBIIIE, YeM S OUTOB, HAIIPUMED, YEeThIPE OUTa; U

UM 3: S-0J10K, BEIOMpaeMblii CITy4aiHoO.

OTH TPpU THUIIA SBIISIOTCS PENPE3eHTATUBHBIMMU.

B wactHocTH, TMN 1 ¥ TUT 2 TPeACTaBISIOT COO0M S-0JI0KH, KOTOPBIE YACTO UCTTOIB3YIOT
13-32 HU3KOM CTOMMOCTH anmapaTHbix cpeacts (H/W, AC).

Hwxe, nu1st Ka>X10ro U3 OMUMCAHHBIX BBIIIE TUMOB 1-3, OyJeT onucaHa mpoodsiema,
CBsI3aHHAs ¢ KOH(GUTYpanue, B KOTOPOM UCIIOIB3YIOTCS S-0JI0KHM TOJIBKO OJHOIO THIIA, TO
€CThb IpobJieMa, COCTOsIIAsI B TOM, YTO MOBBIIIAETCS BEPOSTHOCTD OCYIIECTBIICHUS
anredpaundeckoit ataku (ataxku PAC).

<I1pobnema tuma 1>

ITpoGnema Tumna 1, To ecthb, mpobiteMa S-010KOB, C UCITOJIF30BAHUEM MHBEPCHOM KapTHI:

Y=X"! unn noxazartenbHoit byukiuu Y=XP mis GF (2s), Oyaer onucaHa HUXe.

Hanpumep, B cimyuae, korga S-0J10K, ¢ UCIIOJIb30BaHMEM MHBEPCHOM KapThl 110 GF (28)
MpecTaBieH Kak byaeBo BeIpakeHHe, M3BECTHO, UTO MPEICTABIICHUE BKITFOYAET B ceOs
MPUOJIM3UTENIFHO IBAATh HE3aBUCUMBIX KBaAPATHBIX BHIPAXKCHUIN U MTPUOIIU3UTEIIHHO
BOCEMBECIT WICHOB. AHAJIOTUYHOE MPOCTOE COOTBETCTBUE MOXKET ObITh HAMIEHO B ClIyuae
rokasaTteiabHol QyHknuu. KpoMe Toro, aHarormaHoe COOTBETCTBHUE, KaK 0KHMIAeTCs,

JIOJIKHO OBITH JEMCTBUTEIBHBIM ISl S-OJI0KOB, ONPeIeIeHHbIX He TOIbKO 1o GF (28), HO

taxxe v o GF (2%).

Hcrnionb3ys Takue mpencTaBiIeHus B BUJIe MHOTOWIEHOB, MOKHO OIICHUTH CII0KHOCTh
BBIUMCIICHUN 171 anreopanyeckoit ataku (ataku PSC). Bo Bpems pa3padorku mudpa
HEOOXOIUMO UCIIOIL30BATH JOCTATOUYHOE KOJIUYECTBO S-0JI0KOB IS TOTO, YTOOBI
00€CIeUUTh JOCTATOYHO BBICOKYIO CIIO)KHOCTB pacueToB JIsl 0OecredeHus: O€30MacHOCTH.
Kpowme toro, ais S-6110Ka, ¢ UCIIOIb30BaHreM UHBEPCHOM KapTel 110 GF (2%) MoxeT ObITh
IMOJIy4YeHO anrebpanyeckoe mpeacTaBicHue, Takoe Kak XY=1 mo GF (2°), u MoryT ObITh
BBIBE/ICHBI MHOT OUJIEHBI HU3KOT'O TTOPsiiKa. MI3BECTHO, UTO CYIIECTBYIOT CITOCOOBI aTaKU C
HCIOJIb30BaHMEM 3THX XapaKTEPUCTUK. AHAJIOTUYHBIN PE3YIbTAT MOXKET OBITh
MIPUMEHUMBIM K ITOKa3aTeIbHON (QYyHKIIWH.

ITockonbky Ba THMA anreOpandecKuX XapaKTePUCTUK UCTIONB3YIOTCS B IIMQPE C
MIPUMEHEHUEM S-0JIOKOB € UCITOIb30BaHUEM MHBEPCHOM KapThI I TTOKA3aTEIbHOMN

byukmun mo GF (2°%), koHCTpyKiust i pa T0HKHA YUUTHIBATH 3TH IBA THIIA
anredpanvyeckux XapakTEPUCTHUK.
CrieqyeT OTMETUTD, YTO TO K€ OTHOCUTCS K S-0JI0KaM, TeHEpUPYEMbIM, ITyTEM
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nobaBieHus adGUHHOTO MTPeoOdpa3oBaHus IIEPe/I/TIOCIe MHBEPCHOM KapThl U
TOKa3aTeIbHOM (PYHKIMH.

<I[IpoGnema Tumna 2>

Hanee Oyaer onmucaHa IpooiieMa Tvra 2, TO ecTh, mpoosema S-010Ka, FreHepUpyeMoro
IyTeM KOMOMHUPOBAHMSI MHOXKECTBA MEHBIIIUX (HAIIpUMED, 4-OUTHBIX) S-0JI0KOB.

PaccmoTtprm 8-OMTHBIN S-0110K, FeHepUPYEMBbIH ITyTeM KOMOMHMPOBAHUS MHOXECTBA
MaJIbIX S-0JI0KOB, C yU€TOM, HAITPUMED, 4-OMTHBIX BXOAHBIX JaHHBIX U ()OPMUPOBAHUS 4-
OUTHBIX BBIXOIHBIX JAHHBIX. MI3BECTHO, YTO 8-OUTHLIN S-OJ10K MOYET OBITH BBIIIOJIHEH C
HCIIOJIb30BAaHMEM OT TPeX JIO MATH 4-OUTHBIX S-010K0B. {71 opraHu3anuu aareopandecKom
ataku (ataku PSIC), kBagpaTHbIe Win O0jiee HU3KOTO TTopsiiKka byieBbl MHOTOUsIEHBI
BBIBOJIST U3 BXOAHBIX U BBIXOJIHBIX OUTOB 4-OMTHBIX S-0110K0B. ITOCKOIBKY CyMMa BXOIHBIX
Y BBIXOAHBIX OMTOB COCTaBIISIET BOCEMb, U3BECTHO, YTO CYIIECTBYET MPUOIM3UTEITHLHO
JBAJIATh UJIM UTO-TO OKOJIO 3TOI'0 HE3aBUCHMBIX BBIPAXKEHUH, MPEICTABIICHHBIX TAKUMU
MHOTOUYJICHAMH HU3KOTO TTopsiaka. [103ToMy, UCITONB3Y S TAKYIO XapaKTEPUCTUKY, MOXKHO
OpraHu30BaTh aTaky. Takas TeHJICHIUs IPUMEHUMA K CITyJaro, KOrJaa JijIsi TOr'0, YTOOBI
caenaTth S-0JIOK ¢ OOIBIIMM pa3MEPOM BXOJTHBIX/BBIXOIHBIX JTaHHBIX, KOH(QUTYPUPYIOT
0oJiee KpyIHBIN S-0JI0K C UCITOJIb30BAHUEM MEHBIINX S-0JI0KOB.

OnHako, B KaUeCcTBe MPEUMYIIECTBA TAKOT'O CIIoco0a, MOCKOIbKY BEPOSITHOCTD ITPOCTOTO

anredpanyecKoro COOTHOIIEHUSI, CylecTByomero B moje GF (2°), HarpuMep, Kak B Clrydae

HCIIOIB30BAHNUS S-6II0KOB C HCIIOIb30BaHUEM HHBEpCHO# KapThl o GF (2%), sHaunTensho
YMEHbUIAETCS, U3BECTHO, UTO CII0KHOCTh BBIUYMCIIEHUI ISl OPraHU3AlMU aTaKHU,
YBEJIMYUBAETCA. DTO O3HAUYAET, YTO MO CPABHEHMIO C NMPEABIIYIIMMH S-0I10KaAMHU,
CYLLIECTBYIOT KaK IIPEMMYIIECTBA, TAK U HEAOCTATKU B OTHOLIEHUH AJIreé0panyeckux atak
(atax PAC).

<I[IpobGnema tumna 3>

Hanee 6yaer onucana npobiema tuma 3, TO eCThb, IpodjieMa CIy4aiHOro BHIOpaHHOTO S-
6moka. Oxugaercss, 4To S-0JI0KH, BEBIOpaHHbIE CIIyYalHO, HE UMEIOT ajiredpanyecku ciadbIx
XapaKTEPUCTUK, KaK ObLJIO OMMCAHO BBILIE, U, CIIEA0BATEIBHO, 3TU S-OJI0KH, KaK 0KUIAETCS,
00€eCreunBarOT BHICOKYIO 3aIUTy MPOTUB ajredpanueckux atak (atak PAC). Onnako
CTOMMOCTb anmnapaTHOrO BOILIONIEHUS OYeHb BbhICOKA. [103TOMY MpeAnoYTUTENIBHO HE
JieNnaTh Bce S-0J10ku S-0J10KaMU, BHIOPAHHBIMU CITyYaiHO.

Kondurypauus (2B-3), B KOTOpOil UMMYHHUTET MOBBIIIAETCS B PE3yIbTaTe
UCIIOJIb30BAHUS MHOXKECTBA TUIOB S-0JIOKOB, UMEIOIIMX PA3IMUHbIe aJredpandeckue
XapaKTEPUCTUKHU

C y4eToM ONUCAHHBIX BBIIIE TPOOJIEM HUXKE MPUBEJIEHO OMUMCAHUE KOH(UTypaluu, B
KOTOPOI UIMMYHUTET MPOTUB, Kak anredpandeckux atak (arak PSAC) ¢ ucnonbzoBanueM
ByneBbIX MHOTOUJICHOB, TaK M MPOTUB ajredpandeckux atak (atak PSAC) ¢

ucrosb3oBanueM 1mojist GF (2°) MoskeT OBITh yityudliieH, 61aroapsi IPUMEHEHHUIO BYX HIIH
OoJibIIIe TUTTOB S-0JIOKOB, UMEIOIIUX PA3IUYHBIE ATe0panuecKue XapaKTePUCTUKHY, U B
KOTOPBIX 3(h()eKTUBHOCTH BOILIOIIEHUS B BUJE allapaTHBIX cpeAcTB (A/C) yiydlleHa, 1axe
B OOJIbIIIEN CTENEHH, YEM B Cllydae, Korja Bce S-OJI0KU MPEeICTaBIIIIOT cO00# S-0110KH,
BBIOpAHHBIE CITyYaiHO.

Kak Ob1710 onucaHo BBIIIIE, CYIIECTBYIOT CIIEAYIOIINE TPU PETIPE3CHTATUBHBIX TUIIA S-
OUTHBIX S-0JIOKOB, KOTOPBIE BBIMOJIHSIOT HEJIMHEHHOE ITpeoOpa30BaHUE, YUUTHIBAS S-
OWTHBIE BXOJHBIC JaHHBIE, U HOPMUPYIOT S-OUTHBIEC BEIXOAHBIC JaHHBIE:

I 1: S-6JI0K ¢ MCIIONb30BAHUEM MHBEPCHOM KapThl: Y=X"! umm nokasaTenbHoit

byukmn Y=XP B one GF (2s) paciupeHus;
THUI 2: S-6J10K, TEeHEPUPYEMBbIN ITyTEM KOMOMHUPOBAHUS MHOKECTBA MaJIbIX t-OUTHBIX S-
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OJIOKOB (Tae t<s); U

UM 3: S-0J10K, BEIOMpaeMblii CITy4aiHoO.

DTU TPU TUIA MTPECTABISIOT COOOM MPEICTABUTEIbHBIE TUITHI.

B nacrosiiieM BapuaHTe BOTUIOIIEHUS] CMEIIIAHHOE UCIIOJIb30BAHKUE ITUX PA3HBIX TUIIOB S-
OJIOKOB MO3BOJISIET peaqn30BaTh KOH(PUTYPALUIO, B KOTOPOH YIyUIIAeTC UMMYHUTET
npotuB anredpanueckux atak (atak PAC), u moseimaercs 3¢ (heKTUBHOCTD BOIUIOIICHUS B
Buje anmnapaTtHbix cpenacTB (A/C). Takum oOpa3oM, CMEIIAHHOE UCTIOIH30BAHUE IBYX WU
OoubIIIe S-OJIOKOB Pa3HBIX TUIIOB B OJIOUHOM IIHM(pPE C UCTIOTIB30BAHUEM S-0JIOKOB
MO3BOJISIET PeaIM30BaTh KOH(MUTYpalUIO, B KOTOPOU YIIyUIlIA€TCd UMMYHUTET TPOTUB
anreopandeckux atak (atak PSAC). Caenyer oTMETUTD, 4TO HEOOXOIUMO TOJIBKO, UYTOOBI
KoH(uUrypanus o0paboTku mudpoBaHus, B KOTOPOI MPUMEHUM HACTOSIIIUN BAPUAHT
BOILIOIIEHUS, TOJIKHA MTPECTABISATh COO0M KOHPUTypauo o6padoTku mudpoBaHus,
UMEIOIIYIO S-0JIOKH, KOTOPBIE BBITOTHSAIOT 00pa00TKY HETMHEMHOTO MPeoOpa3OBaHUSI.
Hanpumep, koHdpurypaimst o0padboTku muppoBaHUs TpUMEHUMA K JTI000M ClIeayroIei
KoH(puUrypanuu o6padoTku muppoBaHUs, KOTOPbIE OBUIA OMUCAHBI BBIIIE, TO €CTh:

(a) crpykrypa CIIIT (CeTh mOACTAaHOBOK-MIEPECTAHOBOK);

(b) Ctpyxtypa Detictens; u

(c) o6o0meHHas crpykrypa Deicrens.

B sToM npumepe 06paboTku S-010KU, UCITOTIb3yEeMbIE KaK MOIYJIU 00paboTKH
HEJIMHEMHOTO TTpeoOpa30BaHusl, BKIIFOUEHHBIE B payHIOBbIe (DYHKIMH JIJIS1 BBITTOJTHEHUS
00paboTKu MpeoOpa3oBaHUs JAHHBIX, IPEICTABIISIOT COOOM JTI00YIO OJTHY U3 CIIEIYIOIIUX
napamMeTpoB YCTAaHOBOK (a)-(d):

(a) koH(UTrypanus, B KOTOPOil HEKOTOPHIE U3 S-OJI0KOB MPEACTABIISIIOT COO0M S-0JTOKH
TUma 1, u ocTajabHbIe S-OJIOKU ITPEACTABIISIOT cOOOM S-010KHM THTIA 2;

(b) koH(pUTYpalKs, B KOTOPOI HEKOTOPHIE U3 S-0JI0KOB MIPEICTABIISIOT COOO0M S-OITOKH
Tumna 1, u octajgbHble S-O0JIOKU MPECTABIISIOT cOOOM S-010KHM TUTIA 3;

(c) KoHpUrypaysi, B KOTOPOW HEKOTOPBIE U3 S-OJIOKOB MPEACTABIISIIOT COO0M S-010KU
TUIA 2, ¥ OCTaJIbHbIE S-OJIOKU MPECTABIISIOT COOOM S-010KkM THTIA 3; U

(d) koHUryparus, B KOTOPOH HEKOTOPBIE U3 S-OJIOKOB IPEACTABISIOT COOOM S-0I0KH
TUMa 1, HEKOTOPbIE U3 OCTATBHBIX S-0JI0KOB MPENCTABIISAIOT cOO0M S-0JI0KHU TUTIA 2, U
OCTaJIbHbIE S-OJIOKM MPEICTABIISIOT cOOOM S-010KHu TUMA 3.

Hanpumep, B ciryyae onmMcaHHOM BBIIIE YCTAHOBKHU (a),

HEOOXOIMMO PACCMOTPETH TEOPETUUECKHI PP, B KOTOPOM IMOJTOBUHA S-OJIOKOB,
HCIOJIb3yeMasi Kak MOJyJIU 0OpaOOTKU HEJTMHEHHOT O MpeoOpa3oBaHusl, BKIIFOUEHA B
payHI0BbIe (PYHKIWH [T BBIMTOJIHEHUS] 00pabOTKH MpeoOpa3oBaHus JaHHBIX THIIA 1, TO

€CTh, S-0JIOKHU, C UCTIOJIb30BAHUEM UHBEPCHOM KapThl Mo GF (28), U OCTaJILHBIE S-OJIOKU
UCKITI0YeHbI. OLIEHUBAIOT CJIOKHOCTD pacyeTa MpU OpraHU3alUM aaredpandecKon aTaku
(ataku PSIC), ucrionbiys byneBbl BeipakeHus 1Mo TeopeTudeckoMy 1mmdpy. Ecimu Oyaer
OIICHEHA JOCTaTOYHAS BHIYMCIUTEIbHAS CJI0OKHOCTh, OCTAJIbHYIO YacTh S-0JIOKOB
KOH(PpUTYpUPYIOT KakK S-0JI0KM THIa 2, TO €CTh, 8-OMTHBIE S-0JIOKU, TeHEPUPYEMbIE ITyTEM
KOMOMHMPOBAHUS MHOXECTBA MaJIbIX 4-OUTHBIX S-0JIOKOB.

ITpu ucnonp30BaHNM KOH(GUTYpAUU 00PaOOTKH MK POBAHUS, UMEIOIIEH cMech THTIA | U
TUIA 2, KaK B OITMCAHHOM BBIIIIE TTO3UIIKH (@), €CIIM IOCTATOUYHBIM UMMYHUTET MOXKET OBITh

oOecrieyeH Ha OCHOBE OLEHKHU BBIYUCIUTEILHON CII0KHOCTH 0 GF (28), O04HBIN IMD, B
KOTOPOM OOIINIf UMMYHUTET YJIYUIlIEH, MOXET ObITh CTEHEPUPOBAH, IO CPABHEHUIO CO
cllyyaeM, B KOTOPOM MCIIOJIb3YIOT MO OTJAEIbHOCTH S-OJIOKHM KaXKI0TI'0 TUIIA.

OTO0T 3 PeKT HE OTPAHUUUBACTCS OITUCAHHON BBIIIE YCTAHOBKOM. AHAJIOTUYHO B JIIOOOM
U3 OTMCAHHBIX BbIIIE cayuyaeB (a)-(d), koHdurypauus o0padboTku mudpoBaHuUsl YCTAaHOBJICHA
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TaKUM 00pa3oM, UTO J1aKe OTPAHUUEHHOE KOJIMYECTBO S-0JI0KOB MO3BOJIsIET 00ECIIeUUTh
JIOCTATOYHO CUJIbHBI IMMYHUTET NMPOTUB ajiredpanueckux atak (atak PAC), u
ocTajbHbIe S-OJIOKU MOTYT OBITh OMpPEIeNeHbI ¢ yueTOM 3((HEKTUBHOCTU BOILIOIIEHUS WU
TOMY TTOAO0OHOE.

KonkpeTHble mpuMepbl KOHGUTypaluu 00paboTKU MM pPOBaHUs, BKIIOYAIOIIUE B ce0st
KOMITOHOBKH Pa3JIMYHBIX TUITOB S-OJIOKOB, KaK M B OMMMCAHHBIX BBIIIE CIydyasx oT (a) 1o (d),
OyIyT OMMCaHBI CO CChUIKOM Ha ¢ur.14-18. Kaxapiit U3 mpuMepoB, MOKa3aHHBIX Ha ¢Gur.14-
18, mpencraBisieT KOHPUTypanuo 00padoTKH MUGPOBAHUS, UMEIOIIYIO MOIYJIH
BBIMTOJIHEHUS PayHI0BOM (DyHKIMU B 1iecTy payHaax. Kaxapiit MoayIb BBIMOTHEHUS
payHI0BOM (DYHKIIMM BKIIFOUAET B ce0s1 MOy Ib OOPaOOTKU HEJTMHEHHOTO IMpeoOpa3oBaHusl,
BKJTIOUATOIIUI B ce0s1 MHOXECTBO S-0JI0KOB, U MOJYJIb 0OpaObOTKU TUHEHHOTO
npeoOpa3oBaHusl.

Ha ¢wur.14 ummroctpupyercst npumepHsiit 0104HbIi mudp CIIIT ¢ mectbio payHaamu, u
KaXIbIM payH[ BKIIFOYaeT B ce0s1 aecsaTh S-010koB. briounbrit mmdp CIIIT BemomHseT
npeoOpa3zoBaHue JAHHBIX, BKIIIOYAIOIIee B ce0s1 YPOBEHb HEIMHEMHOTO TTpeoOpa3oBanus (S
YPOBEHB) U YPOBEHb JIMHEHHOT O peobpaszoBanus (P ypoBeHb) B kaxxaoM payHe. ecsatsb S-
OJIOKOB, BKJIFOUEHHBIX B KaX/Iblll PAyH, 3AHUMAIOT COOTBETCTBYIOIIUE YACTHU BXOHBIX
JTAHHBIX, HA KOTOPBIE pa3/IENISIIOT BXOHbIE TaHHBIE, B KAUECTBE BXO/IHBIX JAHHBIX,
BBIMOJIHSIOT 00pabOTKy HEIMHEWHOr O TPeoOpa30BaHUs, U BBIBOJSIT YACTH JAHHBIX MOCTE
HEJIMHEMHOT O Mpeo0pa30oBaHus B yPOBEHb JIMHEHHOTr O NpeoOpa3oBanus (P ypoBeHs).
JlaHHBIe 1ocye IMHEHHOT 0 MpeoOpa3oBaHUs BBIBOAST B MO/1YJIb BBIITOJTHEHUS CIIEAYIOIIEH
payHaoBol ¢GyHKIUKU. BbIXOIHBIE JaHHBIE MOYJIS BBHIIIOJIHEHUS PAYHI0BOM (DyHKIMHK Ha
MOCTIeTHEM ATale MPEICTABISIOT COOOM 3amudpPOBAHHBIN TEKCT.

B otaenbabIx Moayssax 301-306 BeIMOTHEHUS payHAOBON (DYHKIMU, TOKA3aHHBIX HA
cxeMe, [S;] u [S,] obo3HauaroT S-6710K TUMA 1 U S-6110K TUIA 2, COOTBETCTBEHHO, KOTOPbIE
MPEACTABIISIOT COOOM S-OJI0KHU, UCTIOIb3YEMbIE KaK pa3IMUHbIe TUITBI MOAYJIeH 00paboTKu
HEJIMHEMHOT O Mpeo0pa3oBaHus, KaK ObLIO OMKUCAHO BBIIIIE.

B npumepe, mokazanHoM Ha ¢ur. 14, npencrasiieH IpuMep KOHPUTypauuu, B KOTOPOH,

T 1: S-6JI0K ¢ MCIIONB30BAHUEM MHBEPCHOM KapThl: Y=X"! umm nokasaTenpHoit
byukmpn Y=XP uepes mone GF (2°) pacimupenus,

S-610ku aToro tumna 1 pasmenieHsl B Moayiisix 301-303 BeITTOTHEHUST payHAOBOU
(GYHKIMH, B IPEABIAYIIMX TPEX payHaax, U

THI 2: S-6J10K, TeHEPUPYEMBbIli TyTeM KOMOMHUPOBAHUS MHOYKECTBA MaJIbIX S-0J10KOB,
TaKuX Kak 4-OuTHbIE S OI10KU

S-6710kM 3TOTO THIA 2 pacnookensl B Mmoayisx 301-303 payHaoBoi GyHKIUH, B
MOCNIEeIHUX TPEX payHaax.

B xoHurypanum, mokasaHaoi Ha ¢ur.14, o0pabOTKy HETMHEMHOTO IMpeoOpa3oBaHuUs B
MPEIbIAYIINX PAyHIaX BBIIOJIHSIIOT Kak 00paboTKy ¢ MpUMEHEHUEM S-0JI0KOB TuIa 1, u
00pabOTKy HEIMHEMHOTO MPeo0pa30BaHUs B MOCIIETHUX PAYH/IaX BBIMOIHSIIOT KaK
00paboTKy ¢ mpuMeHeHueM S-010koB Tuna 2. Anredpaudeckyro ataky (ataky PSAC)
OOBIUHO OPTaHU3YIOT HA OCHOBE MPEIIOJIOKEHUS, UTO Bce S-OJIOKU MPECTABISIOT COOOMH
6110kM ofHOTO TUNa. B ciydae, koraa S-OJ10KM pa3HbIX TUIIOB CMEIIAHBI TAK, KAK OMMCAHO
BBILIIE, ATaKa, a UMEHHO, aHAJIU3, CTAHOBUTCS TPyIHOW. B pe3ynbrare, peanuszyercs
KoH(puUrypanusi 00paboTKH MUPPOBAHUS C CUIIBHBIM UMMYHUTETOM TTPOTHB
KpUIITOAHAJIN3a, TAKOT0 Kak anreOpanyeckue ataku (ataku PSC).

Ha ¢wur.15 npencraBnen mpumepHsiii 01ounbii mudp CIIIT ¢ mecThio payHaaMu, v
KaXIbIi payH]l BKJIIOUAET B ce0s AecaTh S-0JI0KOB, Kak Ha ¢ur.14.

B npumepe, mokazanHOM Ha ¢ur. 15, npencrasieH npuMep KOHPUTypauuu, B KOTOPOH,
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Tl 1: S-6J'IOK, B KOTOPOM HUCITIOJIb3YCTCS MHBCPCHAA KapTa: Y:X-l WJIW ITOKAa3aTCJIbHAast

byukmust Y=XP o oo GF (2s) paciupeHus,

S-65oku aToro Tuna 1 pasmereHsl B Moy isix 321, 323 u 325 BBINOJIHEHUS payHI0BOM
(GYHKIMH, B IEPBOM, TPETHEM U ISITOM PayHIAaX C HEUETHBIMU HOMEPAMU, U

TUI 2: S-0JI0K, FeHEPUPYEMBII TyTEM KOMOWHUPOBAHUSI MHOKECTBA MAJIBIX S-OJIOKOB,
TaKUX Kak 4-OuTHbIE S OI10KU

S-0710kM TaKOTO THIA 2 pa3MelleHbl B MOAYsX 322, 324 u 326 BBINOIHEHUS PAYHIOBOM
(GYHKIMH, BO BTOPOM, YETBEPTOM U IIECTOM PayHIaX WM B pAYHIAX C YeTHBIMU HOMEPAMH.

B xoHurypanum, mokasaHaoi Ha ¢ur.15, 00paboTKy HETMHEMHOTO IMpeoOpa30BaHus B
payH/Iax ¢ HEUETHBIMU HOMEPAMU BBIMOJIHSIOT KaK 00pabOTKy MpUMEHEHHUs S-0JI0KOB
tumna 1, u 06paboTKy HEIMHENHOT O MPeoOpa30BaHUs B payHAaX C YETHBIMU HOMEpaMu
BBITIOJTHSFOT KaK 00pabOTKy ¢ mpuMeHeHHeM S-010koB Tuna 2. Kak u B koH(puUrypanuu,
MOKa3aHHOM Ha ¢ur.14, cMeCh pa3HBIX TUIIOB S-0JI0KOB YCTaHOBIIEHA B HACTOSIICH
KoH(purypaunun. B cooTBeTCTBUM € 3TUM, peanu3yercsi KoHpUrypamusi o0paboTku
mKr(ppoBaHUs C CUIIBHBIM UMMYHUTETOM IIPOTUB KPUIITOAHAIIN3A, TAKOTO KaK
anredpaunydeckue ataku (ataku PSC).

Ha ¢wur.16 wutroctpupyercst npumepHsbIit 00unbIi mmdgp CIIIT ¢ mecThio payHaamu, U
KaXIbIM payH[] BKIIFOYAeT B ce0s1 1ecATh S-0JI0KOB, Kak IMoka3aHo Ha ¢ur.14 u ¢wur.15.

B nmpumepe, mokazanHom Ha ¢ur. 16, mpeacTaBiieH npuMep KOH(MUTypalyu, B KOTOpOW

in 1: S-67I0K, ¢ MCIIOIB30BAHUEM HHBEPCHOM KapThl: Y=X! 1m nokaszaTenpHoi

byukmun Y=XP o mosro GF (2°%) pacimmpenus,

S-61moxu 3TOorO THNA 1 pa3sMeleHbl Kak IMOJIOBUHA S-0JI0KOB B MOAyJIsIX 341-346
BBIMOJIHEHUS PAYHI0BOM (DYHKIMU BO BCEX payHOaX, U

TUI 2: S-0JI0K, FeHEPUPYEMBI TyTEM KOMOWHUPOBAHUSI MHOKECTBA MAJIBIX S-OJIOKOB,
TaKUX Kak 4-OuTHbIE S-OJI0KU

S-0J10KM TaKOT'0 TUITA 2 pa3MeEIleHbl, KaK OCTalIbHAas IMOJIOBUHA S-010KO0B. Takum
00pazoM, naThk S-0710k0B THIA 1 [S;] ¥ nsATh S-6710K0B THMA 2 [S,] BKIIIOUEHBI B KaXK/bIH U3
MotyJieit 341-346 BBITIOJTHEHHS pAyHIOBOM (DYHKIMH.

JlaHHbIe, BBOAMMBIC B KaXKIbIN U3 Moayie 341-346 BBITTOTHEHUS payHIOBON (QYHKIUH,
pa3IeNsaoT Ha AECATh PABHBIX YACTEW, U 3TH I€CATh YACTEeW BBOIAT B COOTBETCTBYIOLIMUE S-
6moxu. Cpenu aecat paBHbIX yacted d;-d;( JaHHBIX, IEPBYIO MTOJOBUHY YaCTeN JAHHBIX
d;-ds BBOAAT B S-0J10KM THIIA 1, ¥ BBIIOJHSIOT 00pabOTKy HEJTMHEHHOTO MPEe0OPA30BAHUS C
MIPUMEHEHUEM S-0JIOKOB THUMa 1; U BTOPYIO MOJIOBUHY YacTell JaHHbIX dg-d; o BBOIAT B S-
0J10KM TUMA 2, U1 00pabOTKY HEJIMHEMHOTO MPeoOpa30BaHUs BBITIOJIHSIOT C
UCIIOJIb30BaHUEM S-OJIOKOB THIIA 2.

Kak u B koHpurypauum, nokaszaHtoi Ha ¢ur.14 u ¢ur.15, cMech pa3IMUHBIX TUIIOB S-
OJIOKOB TaK)Xe yCTaHOBJIEHA B KOH(MUTypalyy, mokazanHou Ha ¢ur.16. B cooTBeTcTBHM C
9TUM, peanusyeTcs KOHPUrypanus 06padoTKu MUGPOBAHUS C CUITbHBIM UMMYHHUTETOM
MIPOTUB KPUIITOAHAIIN3A, TAKOTO KaK anredpanyeckue ataku (ataku PAC).

Ha ¢wur.17 wumroctpupyercst npumepHsbIit 0ounbIi mmdgp CIIIT ¢ mecthio payHaamu, U
KaXbIil payH]l BKJIIOUAET B ce0s AecaTh S-0JI0KOB, Kak MoKa3aHo Ha ¢ur.14-16.

Kak u B mpumepe, nmokazaHHoM Ha ¢ur.16, mpumep, moKka3aHHbIN HA ¢ur.17,
MpeACTaBIIsIeT cOO0i MpuMep KOH(MUTypalliu, B KOTOPOIA,

T 1: S-67I0K ¢ MCIIONB30BAHUEM MHBEPCHOM KapThl: Y=X"! uim nokasaTenpHoit

byukmun Y=XP o mosro GF (2°) pacimpenus,
S-6510ku 3TOTO THMNA 1 pa3MeleHbl Kak MoJIOBUHA S-0JI0KOB B MOy IsIX 361-366
BBITIOJTHEHUS payHI0BOM (DYHKIUH, BO BCEX payHIaX, U
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TUI 2: S-0JI0K, FeHePUPYEMBI TyTeM KOMOUHUPOBAHUSI MHOKECTBA MAJIBIX S-OJIOKOB,
TaKUX Kak 4-OuTHbIE S-OJI0KU

S-0510KM TaKOT'0 TUITA 2 pa3MEIeHbl KaK OCTaJbHas MOJOBUHA S-0710K0B. Takum
o0pasom, ATk S-6;10k0B THNA 1 [S;] U aTh S-6710k0B TUMA 2 [S,] BKIIOUEHBI B KAXKIYIO U3
yacreit 361-366 BBIMOJIHEHHST payHI0BOM (DyHKIUN

JlaHHbIe, BBOAMMBIC B KaXK/IbIN U3 Moayier 361-366 BBITTOTHEHUST payHIOBON (QyHKIUH,
pa3densaioT Ha IECATh PABHBIX YaCTeH, U 3TU JAECATH YacTel BBOAST B COOTBETCTBYIOIIME S-
6moku. Cpenu aecsiT paBHbIX yacted d;-d; ; JAHHBIX, YACTU C HEUETHBIMU HOMEpPAMHU
JaHHBIX d;, d3, ds, d; 1 dg BBOAAT B S-OJIOKM THIIA 1, ¥ BBINOJIHAIOT 0OpabOTKy HEINUHEHHOr O
npeoOpa3oBaHus C MPUMEHEHHUEM S-OJIOKOB TUIIA 1; M 4aCcTU C YeTHBIMU HOMEPAMU JTAaHHBIX
d,, d4, dg, dg 1 d| j BBOAAT B S-0JIOKM THIIA 2, U BBIIOJHSIOT 00pabOTKY HETMHEHHOTO
npeoOpa30BaHus, C MPUMEHEHUEM S-OJIOKOB THUIIA 2.

Kak u B koHpUTrypanuu, mokazaHHou Ha ¢ur.14-16, cMech pa3IMUHBIX TUITOB S-OJIOKOB
TaK)Ke YCTaHABIUBAIOT B KOH(UTYpauuu no ¢ur.17. B cOOTBETCTBUM C ITUM, PEATU3YIOT
KOH(puUrypanuio o6padboTKu MUGPOBAHUS C CUITBHBIM IMMYHUTETOM MPOTHUB
KpUIITOAHAJIN3a, TAKOT0 Kak anreOpanyeckue ataku (ataku PSC).

B xoHpurypanusx, mokasaHabix Ha ¢ur.16 u ¢ur.17, S-610kH, TpeTHASHAYCHHBIC TS
BBITNIOJIHEHUS MTApaJuIeIbHO APYT APYTY B KAXKAOM payHIE, BKIIOUAIOT B ce0s NATh S-0JI0KOB
Tumna 1 v nsaTh S-0JIOKOB TUIA 2. DTO CBONCTBO SIBJISETCS OOIIMM ISl BCEX PAYHIOB.
[ToaTomy, eciiu OyaeT BorIoieHa KOH(GUTYpalus, TO3BOJISIONIAS BBITTOIHATH MATh S-
0J10KOB THMA | ¥ IATh S-0JI0KOB TUNA 2 MapalIeIbHO APYT APYTY, TAKYIO KOH(MUTYpAIUIO
MOXHO MHOTOKPATHO MPUMEHSTH ISl BHITOJTHEHHS payHAOBBIX (YHKIMI BO BCEX payHaaXx,
B PE3yJIbTATE YETO MOJIyYatoT IPEUMYIIECTBO, COCTOSIIEE B CHUKEHUU CTOMMOCTH
BOILJIOUIEHUS] U YMEHBIIIEHUH pa3Mepa.

ITpumep, B KOTOPOM S-0JI0KM pa3HBIX TUIIOB pa3MeENIeHBI B OTAEIbHBIX MOAY/IsIX 381-386
BBITIOJIHEHUS PAYHJOBBIX (DYHKIMI B cTpyKType DelicTens, moka3aH Ha ¢ur.18.

[Tpumep, wiumroctpupyemslii Ha ¢ur.18, mpeacTapisieT coOov mpumMep KOHpUrypamuu, B
KOTOpO1,

Tt 1: S-67I0K, C HCIIOIB30BAHUEM HHBEPCHOM KapThl: Y=X"! 1w nokasaTenpHoiM
dbynkuun Y=Xp no nomo GF (2s) pacumpenus,

S-61moxu 3TOoro THMNA 1 pa3MeleHbl Kak IMOJIOBUHA S-010KOB B MOy X 381-386
BBITIOJIHEHUS PaYHI0BOM (DYHKIIMU, BO BCEX payHIaX, U

TUI 2: S-0JI0K, FeHEPUPYEMBI TyTEM KOMOUHUPOBAHUSI MHOKECTBA MAJIBIX S-OJIOKOB
TaKUX Kak 4-OUTHBIE S-0JI0KHK

S-0710kM TaKOTO THIA 2 Pa3MeEIIeHbl B OCTAIbHOM MOJI0BUHE S-0710k0B. Takum oO6paszom,
nBa S-6yoka tuna 1 [S;] u aBa S-6y10ka tuna 2 [S,] BKIIOYEHBI B Kbl U3 Moaynen 381-
386 BBITIOJTHEHUST PayHI0BON (QDYHKIUH.

JlaHHbIe, BBOAMMBIC B KaXK/IbIN U3 Mo ayier 381-386 BBITTOTHEHUST payHIOBON (QYHKIUH,
pa3AemsaioT Ha YEThIpe paBHbIEC YACTH, U 3TH YEThIPE YACTU MOJAIOT B COOTBETCTBYIOLIUE S-
6s10ku. M3 ueTbipex paBHbIX yacted d;-d, JAaHHBIX, YACTU C HEUETHBIMU HOMEPAMU TAHHBIX
d; 1 d; BBOIAT B S-0110KkM Tuna 1, ¥ BBITOIHSIOT 00pa00OTKY HEIMHENHOIO MPeoOpa3oBaHus
C MPUMEHEHHEM S-0JI0KOB TUIA 1; M 4acTU C YETHBIMU HOMEpaMH JaHHbIX d, U dy BBOJSAT B S-
OJIOKM TUMA 2, U BBIMOJIHSIOT 00paOOTKY HEJTMHEHHOTO IMPeoOpa3oBaHuUsl, C TPUMEHEHUEM S-
0110K0B THMA 2.

Kak u B koHurypauum, nokaszaHHoi Ha ¢ur.14-17, cMech pa3IMUHbIX TUIIOB S-OJIOKOB
TaK)Ke YCTAHOBJICHA B KOH(UTYpalyu, ToKa3aHHoU Ha ¢ur.18. B COOTBETCTBUM € 3TUM,
peanuzyercs KOHPUrypauusi 00padboTKu MUGPOBAHUS C CUIIBHBIM UMMYHHUTETOM MTPOTUB
KpUIITOAHAJIN3a, TAKOT0 Kak anreOpanueckue ataku (ataku PSC).
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CreyeT OTMETUTD, UTO, B TIpUMEpPax, MOKa3aHHBIX Ha QUT.14-18, WILTIOCTpUPYIOTCS
MpUMepbl KOH(PUTYpaL|y, C UCTIOIB30BAHUEM CMECH JIBYX PA3JIMYHBIX TUIIOB S-OJIOKOB, S-
6sioxoB Tuna 1 u Tuna 2. B kauectBe KOHPUrypaIuy co CMeChbI0 Pa3IMYHBIX THUIIOB S-
0JIOKOB, BO3MOXHbI KOH(UTYpALIMU CO CIEAYIOIIMMU PAa3IMUHBIMU TUITAMU CMECEi, Kak
OBLIO OMUCAHO BBIIIIE:

(a) koHUrypauusi, B KOTOpO HEKOTOPBIE U3 S-OJIOKOB MPEICTABISIOT cOO0M TvM 1, U
ocTajbHbIe S-OJIOKU MPEICTABISIOT COOOM THUII 2;

(b) koH(pUTYpanKs, B KOTOPOI HEKOTOPHIE U3 S-0JI0KOB MPEACTABIISIOT COOOM THII 1, 1
ocTajbHbIe S-OJIOKU MPEICTABISIOT COOOM THUII 3;

(c) KoHpUrypanusi, B KOTOPOI HEKOTOPBIE U3 S-OJIOKOB MPEICTABISIOT COOOMU T 2, U
ocTajbHbIE S-OJIOKU MPEICTABISIOT COOOM TUI 3; U

(d) koHUrypaIus, B KOTOPOH HEKOTOPBIE U3 S-OJIOKOB MPEACTABISIOT COOOM THIT 1,
HEKOTOPBIE U3 OCTAJIbHBIX S-OJIOKOB MPECTABIISIOT COOOM TUIT 2, U OCTaIbHbIE S-OJI0KU
MPECTABIISIIOT COOOM THIT 3.

B nmro0oM ciryuae, peanusyeTcs yIydllleHHe UMMYHUTETA MIPOTUB aIre0panuecKkux aTak
(atak PAC).

(2C) Kouduryparusi, B KOTOpOM OMUCaHHbIE BhIIIE MoaX0abl (2A) 1 (2B) ogHOBpeMeHHO
peamu3yroT B mmdpe Deiictens win B mmdpe Deicrenst 0000IIEHHOTO THIIA, C
UCTIOJIb30BAaHUEM S-OJIOKOB

Hwxe OynmeT mpuBeneHo onuMcaHue mpuMepa KOHGUTYpalyu 17151 OTHOBPEMEHHOM
peanu3anyy ONMMCAaHHBIX BbIlIe ciydaeB (2A) u (2B) B mmdpe Detictens nim 0000IeHHOM
g pe DeticTens, ¢ UCTIOIB30BAHUEM S-0JI0KOB, TO €CTh:

(2A) Kondurypanus, B KOTOpOil UIMMYHUTET ITPOTUB aTAK CIOCOOOM HACHIIIICHUS
yJIydllieH, 6J1aroaapsi pa3MeIIeHuIo IBYX WK 00Jiblie S-0JIOKOB pa3HOTO TUIA B U pe
@eiicrens K B mudpe Derictenss 0000IEHHOTO TUTIA C UCITOJIB30BaHNEM S-0JIOKOB; U

(2B) Kondgurypanusi, B KOTOPOil UIMMYHUTET NIPOTUB anreOpandeckux atak (atak PSC)
yJIy4IlleH MTyTeM CMELLIMBAHUS ABYX WM OOJbLIE pa3IMUHBIX TUIIA S-OJIOKOB B OJIOUHOM
mudpe, ¢ UCIOIB30BAHUEM S-0JI0KOB.

Koudurypauus B onrcaHHOM Bbiiie ciiydae (2A) BBIMOJHEHA AJISI YIIYUIIeHUS
MMMYHUTETA IPOTUB aTaK CIOCOOOM HACBILIEHUS, TyTEM ITPUMEHEHUS ABYX WK OOJIbIIIE
TUIOB S-0J10KOB B CTpyKTYype DeticTesst uinm o6o01eHHoM cTpykType Deicrens.
Kondurypauus B onucanHoM BbIIIe ciydyae (2B) BbITTOTHEHA 15 YIY4IIIeHUs! MMMYHUTETa
NnpoTuB ayiredbpanyeckux atak (atak PSC), ¢ ucronb3oBaHUEM ABYX UM OOJIbIIIE TUIIOB S-
OJIOKOB B JTIOOOM OJTOYHOM HIMQPE, C UCITOTBL30BAHUEM S-0I0KOB.

Otn koHpuUrypamuu B cirydasx (2A) u (2B) MoryT ObITH CKOMOMHHUPOBAHBI U
peanrM3oBaHbl Kak oHa KoHpurypanus. Takum o6pa3zoM, CTAHOBUTCS BO3MOXKHBIM
CKOH(UTYPUPOBATH OJIOUYHBIN MU P, UMEIOIIHI CTPYKTYPY DercTeriss i 0000IIeHHY IO
cTpykTypy DelicTensd, ¢ UCOIb30BAHUEM JBYX WM OOJIbIlIE TUIIOB S-OJI0KOB,
YIOBJIETBOPSIIOIIMX XapaKTEPUCTUKAM, HEOOXOAUMBIM B citydasix (2A) u (2B), Takum
00pa30M, OTHOBPEMEHHO YIyUIIAIOT UMMYHUTET IPOTUB OOOUX TUIIOB aTaK.

B wactHOCTH, 1715 Kaxkmoro u3 S-61mokoB [S1], [S2], [S3], [S4], ... KOTOpBIE BHITOIHSIOT
pa3IMUHbIE TUITBI 0OPAOOTKU HETMHEMHOTO MPeoOpa30BaHusl, TPUMEHSIEMBIX B KaXKI0U U3
KoH(Urypanuii mo ¢ur.10-13, onmucaHHBIX B pa3ese

Kondurypauus, B KOTOpOit UMMYHHUTET TPOTUB ATAK CIIOCOOOM HACBIIIEHUS YIIyUIIAI0T
MyTeM pa3MeIleHus IBYX WM OOJIbIIe pa3IMYHbIX TUIIOB S-010K0B B mudpe Mdeicrens nimm
B mmdpe Delicrenss 0000IIEHHOTO THITA C UCTIOIL30BAHUEM S-0JI0KOB,

pPa3JIMYHBIE TUITHI S-OJIOKOB, OMUCAHHBIE B pa3/elie

(2B) Kondurypanusi, B KOTOpOil UMMYHUTET MPOTUB anreOpanyeckux atak (atak PSAC)
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yIy4ILIAIOT IIyTEM CMEIIEHUS BYX WM O0Jbliie S-O0JI0KOB pa3IMUHbIX TUIIOB B OJI0YHOM
mudpe, ¢ UCIOIB30BAHUEM S-0JI0KOB

TO €CTb,

T 1: S-67I0K, C HCIIOIB30BAHUEM HHBEPCHOM KapThl: Y=X! 1 nokasaTenpHoi
byukmun Y=XP o momro GF (2%) paciupenus;

THI 2: S-6JI0K, TeHEPUPYEMBbIii TyTeM KOMOMHUPOBAHUS MHOYKECTBA MaJIbIX S-0J10KOB,
TaKHUX KakK 4-OMTHBIE S-OJIOKHU; U

Tun 3: S-6J10K, BEBIOpAHHBIN CITy4alHO,

9TU TPU TUIIA YCTAHOBJIEHBI BO B3AUMHOM CBSI3U.

Hampumep, B koHpUTYpanuu, mokazanHoi Ha ¢ur. 10,

MyTeM YCTAaHOBKHU S-0710K0B [S1] u S-6510k0B [S2] B kauecTBe S-OJIOKOB pa3IMUHBIX
TUIIOB, OTIMCAHHBIX B paszaene (2B),

peanu3yercs KOH(GUTypalus ¢ CUIbHBIM UIMMYHUTETOM MPOTUB aTAK CIIOCOOOM
HaChIIIeHUs U anredpandeckux atak (atak PAC).

To e OTHOCUTCS K KOH(PUTYpaLMsIM, ITPeICTaBICHHBIM Ha ¢ur.11-13.

ITytem ycranoBku S-6510K0B [S1], [S2], ... Kak pa3HbIX TUIIOB S-0JIOKOB, OTIMCAHHBIX B
paznene (2B),

peanusyercs KOHPUrypauus ¢ CUJIbHBIM UMMYHUTETOM IIPOTHUB aTaK CIIocOOOM
HACBIIICHUS U aareOpanueckux atak (ataku PSC).

[3. [Tpumep koHUTYpaU YCTPOHCTBA 0O0paObOTKH MU POBAHHSA]

Hakownen, mpumep koHpurypampm Moyt 700 ¢ MUKpOCXeMO, UCTTOIb3YEMOT0 B
Ka4eCcTBe yCTPoicTBa 00paboTKH MM POBaHUS, KOTOPOE BBITOIHSIET 00pabOTKy
m(ppoBaHUs B COOTBETCTBUH C OTIMCAHHBIMH BBIIIIE BapUAHTAMU BOIUIOILIEHHUS, TOKa3aH Ha
¢wur.19. OnucanHas Boile 00paboTKa MOXKET BBIMOTHATHCS PA3IMIYHBIMUA YCTPOMCTBAMMU
00paboTku unpopmanuu, Takumu kak PC (I1K, nepcoHabHbIN KOMIBIOTED), KApTa C
MHUKPOCXEMOI1, OJI0OK CUMTHIBAHUSI-3aTTUCH U T.I1. Moayib 700 ¢ MUKpOCXeMOl, MOKa3aHHbIN
Ha (ur.19, MOKeT OBITH BBITIOJIHEH KaK JI000€ U3 3TUX YCTPOMCTB.

LITY (LlerTpanbHOe MmpoleccopHoe yeTpoicTBo) 701, moka3zanHoe Ha ¢ur.19,
MpEACTaBIIIeT COOOM MpoLeccop, KOTOPbIN YIpaBIIgeT HA4aIoM U MPEKPaILEHUEM
00paboTku mmdpoBaHUs, Iepeaavent/mIpueMoM JAaHHBIX U epeaayeil JAHHBIX CPeIu
OTAENIbHBIX JIEMEHTOB, U BBITIOJIHSET PA3IMUHBIC IPYTUe MPOTPAMMBbIL. 3aITOMUHAOIIIEE
yctpotictBo 702 Bkitouaet B ceds1, Hanmpumep, ROM (I13V, nmocTosiHHOE 3amioMUHarO1Iee
YCTPOMCTBO), B KOTOPOM COJIEPKUTCS ITporpamma, BeinonHsemass CPU (LIITY) 701, unu
(UKCHpOBaHHBIE TAHHBIE, TAKUE KaK OTlepallMOHHbBIC TTapaMeTphl, U RAM (O3Y,
OrnepaThBHOE 3aIIOMUHAIOIIEE YCTPOUCTBO), UCMIOIb3yeMOe KaK 00JIaCTh COXpAHEHUS WU
pabouast 06J1aCTh AJIsI TPOTPAMMBI, BBITIOJHSIEMOI MTpU 00pa00TKeE, BHITIOIHSIEMOI
LIITY 701, n napaMeTpoOB, U3MEHSIOIIUXCS, TT0 Mepe HEOOXOAUMOCTH, B X0/1¢ 00pabOoTKH
BBINOJIHSIEMOM mporpamMmMbl. Kpome Toro, 3anoMmuHaromiee ycrpocrso 702 MOXHO
UCIIOJI30BAaTh KaK 00JIaCTh HAKOIUICHUS, HAIIPUMED, [IJIs1 JAHHBIX KIII0UYer, HEOOXOIUMbIX
U1t 00paboTKu mudpoBaHUs, TAOIUIBI TPe0Opa30BaHUs (TAOIULBI IEPECTAHOBKH),
MpUMeHsieMol TTpu 06paboTke mUdpoBaHUS, U TaHHBIX, TOJABAEMBIX B MATPUILY
npeo6pazoBanus. CiaenyeT OTMETUTh, UTO OOJIACTh COXPAHEHUs JAHHBIX, TPEANOUYTUTEIBHO,
BBITNIOJIHEHA KAK 3aIIOMUHAIOIIEE YCTPOUCTBO CO CTPYKTYPOU, 3AIUIIEHHONU OT
HECAaHKIIMOHUPOBAHHOTO BMEIIATEILCTBA.

[Tpoueccop 703 mmdpoBaHus BEIMOTHAET 00pabOTKy mudpoBaHUsS U 00pabOTKY
nermdpoBaHusl, B COOTBETCTBHHU C AJITOPUTMOM 00pabOTKH OJIOYHOTO MmHdpa ¢ 00ITUM
KIIFOYOM, C IPUMEHEHUEM OJIHOM U3 CIEAYIOIIUX CTPYKTYP B COOTBETCTBYIOIIMX
KOH(UTypalUsX, TO €CTh, HAIIPUMEP, OTTMCAHHBIX BBIIIE PA3IMUHBIX KOHPUTYpaALUIX
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00paboTKH mMdpPOBaAHHMS:

(a) ctpykrypa CIIIT (CeTh mOCTAaHOBOK-TIEPECTAHOBOK);

(b) Crpykrypa Deirctens; u

(c) O6o6menHas cTpykrypa dericrens.

Kpowme toro, mporneccop 703 mmdppoBaHus BKIIrOYaeT B ceOs1 S-O0JI0KH, UCTIOTb3yeMbIe KaK
MO/JTyJId 00paOOTKH HEMMHEHHOTO TpeoOpa30oBaHUsI, UMEIOIIME KOH(Urypaluu,
COOTBETCTBYIOIIIME OMIMCAHHBIM BbIIIIE BAPUAHTAM BOILUIOIIEHUS, TO €CTh, KOH(UTYpal1H,
COOTBETCTBYIOIIHUE JIFOOOM OJTHOM U3 CIIETYIOIUX KOH(MUTYpaLHiA:

(2A) Kondurypanus, B KOTOPO#i 1Ba UK OOJIBIIIE pa3HBIX TUIIOB S-OJIOKOB pa3MelIeHbI B
mppe Deticrens unu B mudppe DeticTesns 000OIMEHHOT O TUIIA C UCITOIL30BaAHHUEM S-0JI0KOB;
(2B) Kondurypanus, B KOTOpOi1 1Ba WK OOJIbIIIE pa3HbIX TUIOB S-OJIOKOB CMEIIAHbI B

O01oyHOM MM pPe ¢ UCITOIb30BaHUEM S-OJIOKOB; U

(2C) Koudurypanusi, B KOTOpO¥ omUcaHHbIe BbIlIe ciaydau (2A) u (2B) ogHOBpeMeHHO
peaymzoBaHsbl B mmppe Devictens wiu B mudpe Deiictenst 000OIIEHHOTO THIIA C
UCIIOJIb30BaHUEM S-OJIOKOB.

Crieqyet OTMETUTD, YTO, XOTS PUMEDP, B KOTOPOM CPEJICTBO 00paboTKU MU pPOBAHUS
MpEeACTaBIIsIeT COOOM OTIENbHBIN MOAY/b, OBLIT OMKCAH BBIIIE, BMECTO MPEIOCTABICHUS
TaKOT0 HE3aBUCUMOT'0 MOAYJSl 00pa0OoTKHU MK pPOBaHUS, HATTPUMED, IPOTrpamMMa
00paboTKu mudpoBaHus MOXKeT ObITh coxpaHeHna B I13VY, u LIITY 701 MmoxeT OBITH
BBITNIOJIHEH C BO3MOKHOCTBIO CUUTHIBAHUSI U BBIIIOJIHEHUS 3TON IPOrPAMMBI, COXPAHEHHOM B
I13V.

I'enepatop 704 cimy4yaliHbIX YuCeN BBITIOJIHSIET 00pabOTKy T€HepUPOBAHUS CITyYaHHBIX
4Kcell, KOTOPbIe HEOOXOIMMBI, HAITPUMED, JIS TEHEPUPOBAHUS KITIOUEH, UCTIONb3YEeMbIX JIJIs
00paboTku mudpoBaHUsL.

INepenatuuk/npueMHuk 705 mpeacTaBisieT cOO0M MpolLeccop nepeaaun JaHHbIX, KOTOPBIM
BBITIOJIHSIET OOMEH JJaHHBIMM C BHEIIIHUMHU ycTpoiicTBaMu. Hanmpumep,
nepenaTYuK/mprueMHuK 705 BBIIOIHSET 0OMEH JaHHBIMU C MOAYJIEM C MUKPOCXEMOH, TAKUM
KaK OJIOK CUMTHIBAHUS/3AITUCH, U BBITIOJIHSIET BHIBOJI 3aIIM(POBAHHOTO TEKCTA,
CT€HEpUPOBAHHOI'O B MOJIyJI€ C MUKPOCXEMOM, UJIM MPUHUMAET JaHHbIE U3 YyCTPOMNCTBA,
TAKOro KaK BHELIHUHN OJIOK CUATHIBAHHMS/3AIIUCH, B KAUECTBE BXOIHBIX JAHHBIX.

Moaynbs 700 ¢ MUKpOCXeMON UMEET KOMITOHOBKY S-0JIOKOB, UCITOJI3YEMbBIX KaK MOJTYJIH
00pabOTKH HEITMHENMHOT' O MTpeoOpa30BaHusl, B COOTBETCTBUM C ONMMMCAHHBIMU BBIIIIE
BapuaHTamu BoruioueHus. B pesynabrare, Moayiab 700 ¢ MUKPOCXEMOR UMEET OJIHY U3 3TUX
KOH(pUTYpanui:

(2A) Kondurypanus, B KOTOpOH UMMYHHUTET TPOTUB aTAK CIIOCOOOM HACBIIIIEHUS
YIYUIIeH IyTeM pa3MelIeHus IBYX WK OOJIbIlle pa3HbIX TUIIOB S-0JI0KOB B 1M pe
®@eiicrens wm mmdpe DeticTenst 0600IMIEHHOTO TUIIA ¢ UCTIOJIB30BaHUEM S-0JIOKOB;

(2B) Kondgurypanusi, B KOTOPOil UIMMYHHUTET ITPOTUB anreOpandeckux atak (atak PSC)
YIYUIIEeH IyTeM CMEIIEHUS IBYX WJIM OOJIbIIIe Pa3HBIX TUIIOB S-OJI0KOB B OJIOYHOM HUdpeE ¢
KUCITOJIL30BaHUEM S-OJI0KOB; U

(2C) Koudurypaiusi, B KOTOpOM omucaHHbIe BbIlIe ciayyau (2A) u (2B) ogHOBpeMeHHO
peanmu3oBaHbl B mmdpe Deiictens umm B mudpe Deiictenss 0000IIEHHOTO THIIA, C
UCIIOJIb30BaHUEM S-OJIOKOB.

B cooTBercTBUM € 3TUM, MOAYITb 700 ¢ MUKpOCXEMOI UMEeT KOH(PUTypaIyio, B KOTOPO
yJIy4llleH UMMYHUTET IPOTUB aTaK CIIOCOOOM HACBIIIEHUS U alredpandyeckux atak (arak
PAC).

Hacrosiee nzoopereHre Ob110 TOAPOOHO OMUCAHO BHIIIE CO CCHUIKOM Ha KOHKPETHBIE
BapuaHThI BorutomeHnus. CreayeT, OIHAKO, TOHUMATh, YTO MOTUPUKALIMU UITU
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aJbTEPHATUBBI BAPMAHTOB BOIUIOLIEHUSI MOTYT OBIThH BBIITOJHEHBI CIIEUUATIMCTOM B JaHHOMW
00J1aCTU TEXHUKM 0€3 BBIXO/a 3a IMpeieibl 00beMa HACTOosIIero n3oopereHus. Takum
00pa3om, HacTosIIee M300peTeHre ObLIIO PACKPBITO HA MIPUMEpPAX, U €r0 PACKPBITUE HE
ClleflyeT paccMaTpUBaTh Kak orpaHuuuTenbHoe. s onmpeneneHuss oobeMa HacTOSIIero
n300peTeHus cleayeT oopalaThes K MpUIoKEeHHON hopMyIie U300peTeHUS.

CrieqyeT OTMETUTD, YTO MOCIEI0BATEIbHOCTh 0OpabOTKH, ONTUCAHHAS B OTMCAHUHY,
MOET OBITh BBIMOJIHEHA C TOMOIIIBIO AMMAPATHBIX CPEJCTB, IPOTPAMMHBIX CPEICTB WU UX
KoMOuHanumii. B cimyuae, koraa mocneaoBaTeIbHOCTb 0OPaOOTKU BBITIOIHSETCS C TOMOIIIBIO
MPOTrPaMMHBIX CPEACTB, MPOTpaMmMa, B KOTOPOIi 3aMUcaHa MOCIEeA0BATEIbHOCTh
00pabOTKHU, MOKET OBITh YCTAHOBJIEHA B 3aIIOMUHAIOIIEM YCTPOMCTBE, B KOMITBIOTEPE,
KOTOPBII BCTPOEH B CIIEUUATIM3UPOBAHHBIC allllapaTHbIE CPEJCTBA, U MOXKET ObITh
BBINOJIHEHA. B KauecTBe allbTepHATUBBI, TPOrpaMMa MOXKET ObITh YCTAHOBJIEHA B
KOMITbIOTEpE O0IIIero Ha3HAYEHUSI, KOTOPBI MO3BOJISET BBINOIHSITH PA3IUUHYIO
00paboOTKy, U MOKET ObITh B HEM BBITIOJTHEHA.

Hanpumep, mporpaMmma MoxeT OBITh 3apaHee 3alMcaHa Ha ®KecTKoM Jaucke wid B [13Y
(ITocTosiHHOE 3aMTOMUHAIOIIIEE YCTPOUCTBO), UCIIOJIB3YEMOM KaK HOCUTENb 3arnuck. B
Ka4yecTBE aJIbTEPHATUBBI, TPOTpaMMa MOXKET OBITH COXpaHeHa (3amMcaHa) BpeMEHHO WU
IOCTOSIHHO Ha CHEMHOM HOCHUTEJIE 3aIIMCH, TAKOM Kak ruokuii nuck, CD-ROM (I13V-K,
MOCTOSIHHOE 3aIIOMUHALOIIee YCTPOMUCTBO HA KOMITAKT-IUCKe), Ha Aucke MO
(Marautoontuueckuit auck), DVD (ITY, uudpoBoii yHUBEpCATbHBIN TUCK), MATHUTHBIN
JIMCK WJIM TTOJIYIIPOBOJHHUKOBOE 3alIOMUHAIOIIEE YCTPOUCTBO. TaKoi CheMHBIA HOCUTEIb
3aITMCH MOJKET MOCTABISITHCS B BUJIE, TAK HA3bIBAEMOTO, MTAKeTa MPOrPAMMHOIO
obecrieueHusl.

Crieqyer OTMETUTD, YTO, TOMUMO YCTAHOBKHU MTPOTPAMMBI C ONIUCAHHOTO BBIIIE CHEMHOTO
HOCMTEIIS 3aIUCH B KOMIIBIOTEP, IPOTPaMMa MOXKET ObITh NepeiaHa 1Mo OeCIPOBOIHOMY
KaHally IIepelaud JaHHbIX C CalTa 3arpy3KU B KOMIIBIOTEP, UJIM MOXKET OBbITh MepegaHa 1o
MPOBOJIaM B KOMIIbIOTEP uepe3 ceTh, Takyto kak LAN (JIBC - mokanbHas BEIYUCIUTEIbLHAS
CeThb) WM ceTh MITHTepHeT, oOecneurBaroiasi BO3MOXHOCTD ISl KOMIIbIOTEpA MPUHUMATh
MporpamMmmy, repenaBaeMyro OMMCAHHBIM BBIIIE€ CIOCOOOM, U YCTAHABIIUBATH ITY
porpaMmy Ha BHYTPEHHUN HOCUTEND 3AITUCHU, TAKON KAK KECTKUM JTUCK.

Crenyer OTMETUTh, YTO pa3inyHasi 00paboTKa, ONMMCcaHHAas B ONMCAHUU, HE 00SI3aTENIbHO
JIOJ>KHA OBITh BBIIOJIHEHA MTOCIEI0BATENIBHO B OMIMCAHHOM MOPAJIKE, U MOXKET ObITh
BBINIOJIHEHA MAPAJUIEIbHO WIM UHAUBUAYAJIBHO B COOTBETCTBUM C XapaKTEPUCTUKAMU UITU
MOTPEOHOCTSIMU 0OPAOOTKHU YCTPOUCTBA, KOTOPOE BBIMOJIHSET 3Ty 00padoTky. Kpome Toro,
CHCTEMA B HACTOSIIEM ONMMCAHUU OTHOCUTCS K JIOTUYECKOM KOMIIOHOBKE MHOKECTBA
YCTPOMCTB U HE OrpaHUYEHA KOMIIOHOBKOM, B KOTOPOM YCTPOUCTBA, UMEIOIIIME
WH/IMBUAYAJbHYIO KOH(PUTYPALUIO, COAEPKATCS B OTHOM KOPITyCE.

[TpombIieHHas TPUMEHUMOCTD

Kak 6b1710 onucaHo BbIIIe, B COOTBETCTBUM C KOH(UTYypalyel BapuaHTa BOTUIOLICHUS
HACTOSIIETro N300peTeHMs, B YCTPOUCTBE 0OpaOOTKH MM POBAHHUS, KOTOPOE BBIMOJIHSET
00paboTKy 6110uHOTO MG pa C OOIIMM KITFOUOM, S-0JI0KH, UCIIOJIb3yeMble KaK MOIYJIN
00pabOTKH HEMMHENHOT 0 TPeoOPa30BaAHMUSI, YCTAHOBIICHHBIE B MOYJISX BBIMTOTHEHUS
payHI0BOM (YHKIMH, BHITTOJTHEHBI KaK, [0 MEHbIIIEH Mepe, 1Ba pa3HbIX Tuna S-01okoB. [Ipu
UCIIOJIb30BAHUM TAKOW KOH(PUTYypaLi MOKET OBITh YIy4IIIeH UMMYHUTET IIPOTHUB aTaK
croco6om HaceimeHus. Kpome Toro, B COOTBETCTBUM C KOH(UTYpalyeil BapuaHTa
BOTLTOIIEHUST HACTOSIIETO U300PETEHUS, B KOTOPOM THIIBI S-0JIOKOB MPEACTABIISIOT COOOM
CMECh Pa3JIMYHBIX TUIIOB, UMMYHUTET MPOTUB anredpanyeckux atak (atak PSAC) moxer
OBITH yJIyUIlIEH, B PE3YJIbTATE YETO peasiu3yeTcsl yCTPOMCTBO 006 pabOTKH MM poBaHUs C
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BBICOKOI HAAEKHOCTBIO.

dopwmyia n3o0peTeHus

1. YcrpoticTBo 00paboTku aemmdpoBaHus, coaepkaliee:

MOJIyJIb 00pa0OTKHU AeIM(PPOBAHMS, KOTOPBIN BBIIIOJHICT 00paboTKy mpeoOpa3oBaHUs
JAHHBIX C UCTIOJIb30BaHueM F-dyHkuuu, BKItouaromel B ce0st S-0JI0KH, B Ka4eCTBe
payHa0BOM (DYHKIUU 1O OTAEIBHBIM CTPOKAM JTAHHBIX, TOJTYUEHHBIM ITyTEM pa3aeIeHUs
BXOJIHBIX JAHHBIX HA YUCIIO, OOJIbIIIEE UeM UM PABHOE JIBYM,

B KOTOPOM MOJIYJIb 00pa0OTKH AeM(ppOBaHUS BBITIOJIHEH TaK, YTO OH BKJIIOYAET B ceOs
pa3IMUHbIE TUIBI S-0JI0KOB B COOTBETCTBYIOIIMX MOAY/ISAX F-yHKIUHI, KOTOpPBIE UMEIOT
OJIMHAKOBYIO CTPOKY BXOJIHBIX JAHHBIX U CTPOKY BBIXOJHBIX JAHHBIX, U KOTOPBIE
PACIIONIOKEHBI PSIIOM JIPYT C APYTOM.

2. YcrpoticTBo 00paboTku aemudpoBaHus 1o 1.1, oTIudaroIieecs: TeM, 4To:

MOAYJTb 00pabOTKH emudpPOBAHUS BBITIOJIHEH C BO3MOXKHOCTBIO BBITIOJTHEHUS
00paboTKu nemudppoBaHUs C UCMIOIL30BAHUEM CTPYKTYphI DeiicTens, B KOTOpoi
KOJIMYECTBO CTPOK JAHHBIX (KOJIUYECTBO pa3/IesieHUI) paBHO ABYM, UM 0000IIEHHO
cTpykTypsl DeticTensi, B KOTOPOH KOJIMYECTBO CTPOK JAHHBIX (KOJIMUECTBO Pa3AeICHHI)
pPaBHO ABYM WK OOJIbIIE, U

MOJyJIb 00pabOTKH JIemu(poBaHUs BBITIOJTHEH C BO3MOXXHOCTHIO BBITOJTHEHUS
00paboTKu nemudpoBaHus ¢ UCTIOIb30BaHUEM F-QyHKIMHI, TPUMEHSIEMbIX KaK MOy
BBITIOJIHEHUST PAYHIIOBBIX (DYHKIMI, KOTOPBIE UMEIOT OJJMHAKOBYIO CTPOKY BXOJTHBIX JaHHBIX
U CTPOKY BBIXOJHBIX JJAHHBIX U, KOTOPbIE BEPTUKAIHHO PACIIOIOKEHBI PSIOM JIPYT C
JIPYTOM, B KOTOPBbIX 00pabOoTKa HEIMHENHOT O MpeoOpa3oBaHus, BeIMoIHsIeMast F-
(GYHKUMSMU, YCTAHOBJIEHA KaK pa3Hble S-OJIOKU, KOTOPHIE BBITTOTHSIIOT Pa3HbIE TUITBI
00pabOTKH HEITMHENHOT O TTPpeoOpa30BaAHUSI.

3. YerporicTBo 00paboTku A poBaHuUs T10 I1.2, OTIMYAIOIIeecs TeM, 9YTo Kaxmaas u3 F-
(GYHKIMHI, UCTIOIB3YEMbBIX KaK MOAYJIM BBITTOJTHEHUS PAYHIOBBIX (DYHKIMIA, BKITIOUAET B ceOsI
MHOXECTBO S-0JI0KOB, KOTOPBIE BBIITOJIHSIIOT 00pabOTKY HETMHEHHOTO MTPeoOpa30BaHUS
COOTBETCTBYIOIIIUX YaCTe! JAHHBIX, HA KOTOPbIE Pa3AeieHbI TaHHbIE, TPeaHA3HAUCHHbIS IS
00paboTKH, U

MHOECTBO S-0JI0KOB BKITIOUAIOT B €051, IO MEHbIIIEH Mepe, IBa pa3HbIX TUIA S-0JI0KOB.

4. YcTpoiicTBO 00pabOTKH JemM(ppoBaHUS 110 11.2, OTIMYAFOIIEeCs TeM, UTO Kaxkaas u3 F-
(YHKIMHI, UCTIOIB3YEMbIX KaK MOJIYJIA BBITIOJTHEHUS PAYHIOBBIX (DYHKIHI, BKITIOUAET B ceOs
MHOECTBO S-0JI0KOB, KOTOPBIE BBIITOJIHSIIOT 00pabOTKY HETMHEHHOTO MMPeoOpa30BaHUS
COOTBETCTBYIOIIUX YACTEH TaHHBIX, HA KOTOPBIEC Pa3/ielIeHbl TaHHBIC, TPEeAHA3SHAYCHHBIE IS
00paboTKH, U

00pabOTKy HEIMHENHOTO MPE0OPa30BaAHUS, BBITIOJIHIEMYIO C ITOCIEI0BATEIILHBIM
MpUpAIIeHUeM YacTeil JaHHBIX B F-QyHKIMAX, UCTTOIB3YEMbIX KaK MOJIYJIM BBITIOJTHEHHUS
PayHIOBBIX (PYHKIMIA, KOTOPBIE UMEIOT OJIMHAKOBYIO CTPOKY BXOJIHBIX JAHHBIX U CTPOKY
BBIXOJHBIX TAHHBIX U KOTOPBIE PACIION0KEHBI BEPTUKATILHO PSAIOM JIPYT C IPYTOM,
BBIMTOJIHEHHYIO C BO3MOKHOCTBIO YCTAHOBKHM B KAUECTBE IPYTUX S-OJIOKOB, KOTOPbIE
BBIMOJIHSIOT JIPYTUe TUIBI 00paOOTKU HETMHEMHOTO MPeoOpa30BaHUsI.

5. YcrpoticTBo 00paboTkM aemmdpoBaHMs MO 11.2, OTIWYAIOIIeecs TEM, YTO THITBI S-
OJIOKOB M KOJIMYECTBO OTAETbHBIX S-OJIOKOB, BKIIIOYEHHBIX B KOXKIAYIO U3 F-pyHKuuiA,
UCTIOJIb3YEMbBIX KaK MOJIYJIM BBITIOJIHEHUSI PAYHIOBBIX (DYHKIMIA, UMEIOT OJMHAKOBYIO
YCTAHOBKY CpeY OTAETbHBIX F-pyHKIuiA.

6. YcrpotrictBo 00paboTku aemmdpoBaHus Mo 1.1, OTIUYAOIIEeCs TEM, UYTO MOYITh
00paboTKu nenuppoBaHUs BBITIOIHEH C BO3MOXXHOCTHIO UCMIOIB30BAHMS,

Crp.: 38



10

15

20

25

30

35

40

45

50

RU 2502201 C2

B KQUECTBE Pa3HBIX S-OUTOBBIX BXOAHBIX/BBIXOAHBIX S-OJIOKOB, IpeAHA3HAUEHHBIX JJI51
MpUMEHEHUS TPU 00pabOTKe HETMHEHHOT O MPeoOpa30BaHuUs,

(1) Tuma 1: S-6710K, UCTOJTB3YIOIIUM UHBEPCHYIO KAPTY: Y=X"! wmm MMOKAa3aTeNbHYIO
byukmro Y=X4 no momo GF (2% pacuupenus;

(2) Tuna 2: S-6J10K, TEeHEPUPYEMBbIii TyTeM KOMOWHHUPOBAHUS MHOXKECTBA MaJIbIX t-
OUTHBIX S-0JI0KOB, '€ t<s; U

(3) Tumna 3: S-0710K, BBIOpaHHBIN CITy4aiiHBIM 00pa30M, IO MEHbIIIeN Mepe, ABYX Pa3HbIX
TUIOB S-0JI0KOB Cpey OMTMCAHHBIX BBIIIE TpeX TUITOB S-0710k0B (1)-(3).

7. YerpoiicTBO 00paboTKU AU POBAHUS IO 1.6, OTIIMYAIOIIEECS TEM, UTO MOIYJIb
00pabOTKH IeTUPPOBAHUST UMEET,

B OTHOIICHUH S-0JIOKOB, TPUMEHSIEMBIX JIJIs1 BHITTOJTHEHUST PAYHIOBOW (YHKIIWH,

(a) KOHpUTypayo, B KOTOPOI HEKOTOPBIE U3 S-0JI0KOB MIPEICTABIISIOT COOOM S-0JTOKH
TUma 1, u ocTajabHble S-OJIOKU MTPEACTaBIISIOT cOOOM S-010KHM TUMA 2;

(b) KOH(pUTYpalHIO, B KOTOPOH HEKOTOPBIE U3 S-OJIOKOB MPEJCTABIISIIOT CO00M S-010KH
TUmna 1, u octajabHble S-0JIOKU MPECTABIISIOT cOOOM S-010KHM TUTIA 3;

(¢) KOH(pUrypanyo, B KOTOPOI HEKOTOPBIE U3 S-0JI0KOB MPEICTABIISAIOT COOOM S-0JTOKH
TUIA 2, ¥ OCTaJIbHbIE S-OJIOKU MPECTABIISIOT COOOM S-010KkM THTIA 3; U

(d) koH(pUTypanrIo, B KOTOPOH HEKOTOPBIE U3 S-OJIOKOB MPEJCTABIISIIOT CO00M S-010KH
Tumna 1, HEKOTOPBIE U3 OCTAIBHBIX S-OJIOKOB MPECTABISIOT cO00M S-0/10KM TUMA 2, U
OCTaJIbHbIE U3 S-0JI0KOB MPEICTABIISIIOT COO0i S- 010KM THNA 3,

T00YI0 OJTHY M3 OTMMCAHHBIX BBIIIEe KOHGUTYpanuii (a)-(d).

8. YerporicTBo 00paboTku A pOBaHUS I10 I1.6, OTIUYAIOINIEECs TeM, UTO:

MOJTyJIb 00pabOTKH JenmmdpoBaHKs BKIIFOYAET B ceOsl, B MOIYJISX BBITOJTHEHUS
PayHIOBBIX (PYHKIIHI, MHOXECTBO S-OJIOKOB, KOTOPBIE BBIITOJHSIOT 00paboTKy
HEJIMHENMHOT 0 Mpeo0pa30BaHus JIsi COOTBETCTBYIOIIMX YaCTel JAHHBIX, HA KOTOPBIE
pas3/eneHsl JaHHbIE, IpeIHa3HAUEeHHbIE 11 00paOOTKH, U

MOAYJIb 00pabOTKH emu(pPOBAHUS BBITIOJIHEH C BO3MOXKHOCTBIO BBITIOJTHEHUS
00pabOTKU C UCTIOJIb30BAHUEM S-0JIOKOB OJTHOTO TUIA B OJHOM PayHIE U S-OJIOKOB IPYrUX
TUIIOB HA OCHOBE OT payHJa K payHAy.

9. YcrpotrictBo 00paboTku aemmdpoBaHus 1Mo 1.6, OTIUYAOIIEECS TEM, UTO:

MOJIyJIb 00pabOTKM AemudpoBaHUs BKIIIOYAET B ce0sl, B MOAYJISIX BBIMOJHEHUS
PayHIOBBIX (PYHKIIHI, MHOXECTBO S-OJI0KOB, KOTOPBIE BBIMIOJHSIIIOT 00paboTKy
HEJIMHENHOT O Mpeo0pa30BaHusl COOTBETCTBYIOUIMX YACTEM TaHHBIX, HA KOTOPbIE Pa3/IeleHbl
JTaHHbIE, TpeAHAa3HAYEHHbIE 11 00pabOTKH, U

MOJYJIb 00pabOTKU JelU(PpOoBaHUS BBITTOTHEH C BOZMOYKHOCTHIO UCIIOJIb30BAHUS
Pa3IMUHBIX TUITOB S-OJIOKOB B OJTHOM PayHJIE.

10. YcrpoiictBo 06paboTku aemudppoBaHus 110 11.9, OTIIMYAIOIIeecs TeM, YTO THUIThI S-
OJIOKOB U KOJIMYECTBO OTAEIBbHBIX S-OJIOKOB, BKIIOUEHHBIX B KAXK/IbIN U3 MOTYJIEH
BBIMOJIHEHUS PAYHJIOBBIX (DYHKIUI, UMEIOT OJMHAKOBBIE YCTAHOBKU CPEIU OTAENbHBIX F-
(OYHKITHIA.

11. YerpotictBo 06paboTku AetmmdpoBaHus 1o Jodomy u3 mil. 1-10, oTiruaromnieecs TeMm,
4TO:

MOJIyJIb 00pabOTKU Jemu(poBaHUS BBITIOJTHEH C BO3MOXXHOCTHIO BBITOJTHEHUS
00paboTKu aemudppoBaHUs B COOTBETCTBUU C KpUMiTorpadueli ¢ 001IKUM KITIOYOM.

12. YerpotictBo 06paboTku et poBaHus 1o Jodomy u3 mil. 1-10, oTiuuaronieecs TeMm,
4TO:

MOJyJIb 00pabOTKH Jemu(poBaHUS BBITIOTHEH C BO3MOXXHOCTHIO BBITOJTHEHUS
00paboTKu nemudppoBaHus B COOTBETCTBUU C KpuniTorpaduert 6;104HOTO Kb pa ¢ 001Imm
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KITIOUOM.

13. Crtoco6 06paboTKH TemM¢ppoBaHUs, COCTOSIIHIA B BBITTOJTHEHUA 00pabOTKU
nemmdpoBaHus B yCTPOUCTBE 00pabOTKU e poBaHusl, COASpKAIIUMI:

aTan o0paboTKU AemM(pPOBAHMS, COCTOSIINI B BBITTOJHEHUH, B MOYJIe 00pabOTKH
nemmdpoBanusi, 00pabOTKH peoOpa30BaHUS TAHHBIX C UCIIONIb30BaHUEM F-pyHKIumy,
BKJIIOUAIOIIEH B ce0s1 S-0JI0KH, B Ka4eCTBE payHI0BOM (DYHKIMU MO OTAETbHBIM CTPOKAM
JAHHBIX, TOJYYEHHBIM MyTeM pa3/IeleHUs BXOAHBIX JAHHBIX HA YKCIIO OOJIbIIEE YeM WU
paBHOE ABYM,

B KOTOPOM 3Tan 06paboTku AemnppoBaHus MPeACTaBIIsIeT cOOO0 3Tl BHIMOIHEHUS
00paboTKH peoOpa30oBaHuUsI JAaHHBIX C UCITOJIb30BAHUEM Pa3HbBIX TUIIOB S-0110KOB B F-
(GYHKIUSAX, KOTOPBIE UMEIOT OJIMHAKOBYIO CTPOKY BXOJHBIX TAHHBIX U CTPOKY BBIXOIHBIX
JAHHBIX U KOTOPbIE BEPTUKATBLHO PACIIOIOKEHBI PSAOM APYT C IPYTOM.

14. Crioco6 06paboTtku AemnppoBaHus Mo .13, OTIUYAIOIIMIACS TEM, UTO:

Ha 3Tare o0pabOoTKH e POBAHUS BBITIOJTHSIIOT 00paboTKy AemuppoBaHus, B
COOTBETCTBUM C KpunTorpaduert ¢ o0IIMM KIIOYOM WK Kpuntorpadueit 61ounoro mmumdpa c
OOIIMM KJTIOUOM.

15. MamvHoOYMTaeMbI HOCUTENb 3aIIUCH, COIEPKAIIMI 3AMMUCAHHYIO HA HEM ITPOTpaMMy,
BBITTOJIHEHUE KOTOPOI YCTPOUCTBOM 00PaOOTKU eI POBAHUS TPUBOAUT K BHIMOJIHEHUIO
00paboTku aemmdpoBaHus, coaepKalei:

sTan o6paboTKH aemMdppoBaHUS, IPU KOTOPOM MOYJIIb 0OpaObOTKH AemmdpoBaHUS
BBITIOJIHSIET 00paboTKy IpeoOpa30oBaHMs JaHHBIX C UCITONIb30BaHUWeM F-pyHKImy,
BKJTIOUAIOIIEH B ce0s1 S-0JI0KH, B Ka4eCTBE payHI0BOM (DYHKIMU MO OTAEIbHBIM CTPOKAM
JTAHHBIX, TOJTYYEeHHBIM MTyTeM pa3/IeleHUs BXOAHBIX JAHHBIX HA YKCIIO OOJIbIIEE YeM WU
paBHOE ABYM,

B KOTOPOM 3Tan 00paboTKu AemruppoBaHUs MIPEACTABIIIET COOOM 3TAIl BHITOJTHEHUS
00paboTKU MpeoOpa3oBaHus JAHHBIX C UCITOJb30BAHUEM Pa3HbIX TUIIOB S-0J10KOB B F-
(bYHKIUSX, KOTOPBIE UMEIOT OJMHAKOBYIO CTPOKY BXO/JIHBIX TAHHBIX U CTPOKY BBIXOTHBIX
JAHHBIX U KOTOPbIE BEPTUKAIBHO PACIIOIOKEHBI PSIIOM APYT C APYTOM.

16. MammHo4YnuTaeMBII HOCUTEND 3aMUCH 110 II.15, OTIUYaIOIIUICS TEM, UTO:

Ha 3Tare o0padOoTKH e POBAHUS BBITIOJHIIOT 00paboTKy AemuppoBaHus, B
COOTBETCTBMH C KpUnTorpadueri ¢ oOImUM KITFOYOM WM KpurTorpadueit 6;1ouHoro mmdpa c
OOIIUM KJIFOUOM.

17. YcTpoiicTBo 00paboTKu mmdpoBaHMs, CoIepKaIiee:

MOTyJIb 00paObOTKH MUGPOBAHKUS, KOTOPHIN BHITIOJIHSIET 00paboTKy peodpa3oBaHMS
JAHHBIX C UCMTOJIb30BaHUEM F-QyHKuuM, BKIIIOUarolei B ce0st S-0JI0KH, B KauecTBe
payHI0BOM (YHKIMHU TIO OTJEIBHBIM CTPOKAM JTaHHBIX, TOJYUYSHHBIM ITyTeM pas3ieieHUs
BXOJTHBIX JAHHBIX HA YUCIIO0, OOJIbIIIEE UeM UM PABHOE JIBYM,

B KOTOPOM MOJTYJIb 00pa0OTKH MM(POBAHMS BBITIOTHEH TaK, UTO OH BKJTIOYAET B CeOs
pas3nuyHbIe TUITBI S-0710KOB B F-(hyHKIMSIX, KOTOPBIE UMEIOT OMHAKOBYIO CTPOKY BXOIHBIX
JAHHBIX U CTPOKY BBIXOJHBIX TaHHBIX, U KOTOPBIE PACIIOIOKEHBI PSIIOM APYT C APYTOM.

18. YcrpotictBo 06paboTku mmdpoBanus mo .17, oTaryaromieecs TeM, 4To:

MOJyJIb 00pabOTKU MIMGPOBAHUS BBIIIOJHEH C BO3MOXHOCTBIO BBITIOJIHEHUSI 00pa00TKH
(P pOBaHUS C UCTIOTB30BAHUEM CTPYKTYpbI DelicTenst, B KOTOPOi KOJIUYECTBO CTPOK
JIAHHBIX (KOJIMYECTBO pa3/iejIeHUI) paBHO ABYM, WJIK 0000IIIeHHOM CTPYKTYphl DeiicTens, B
KOTOPOM KOJIMYECTBO CTPOK AAHHBIX (KOJIMYECTBO pa3/IeICHUI) PABHO IBYM WM OOJIbIIE, U

MOJTYJIb 00paOOTKH MIU(GPOBAHUS BBIITOJIHEH C BO3MOXHOCTBIO BBITIOJTHEHUST 00paOOTKH
¢ pOBaHUS C UCMIOIB30BaHUEM F-(yHKIM, TPUMEHsAEMbIX KaK MOJTYJIM BBITIOJHEHUS
PayHIOBBIX (PYHKIMI, KOTOPbIE UMEIOT OAUHAKOBYIO CTPOKY BXOAHBIX JAHHBIX U CTPOKY
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BBIXOJIHBIX TAHHBIX U, KOTOPHIE BEPTUKATBLHO PACIIOJIOKEHBI PSOM APYT C IPYTOM, B
KOTOPBIX 00pabOTKa HETMHEMHOTO MpeoOpa30BaHus, BhITTOIHsIeMas F-pyHKImsIMH,
YCTaHOBJIEHA KaK pa3Hble S-OJI0KU, KOTOPBIE BBIMOJIHSIOT pa3HbIe TUIIBI 00pa0OTKHU
HEJIMHEWHOT O MpeoOpa3oBaHUsl.

19. YcrpoiictBo 06pabotku mmdpoBaHus 1Mo 1.18, oTiMuaromieecs TeM, 4To Kaxaas u3 F-
(YHKIUHI, UCTIOIB3YEMbBIX KaK MOJIYJIA BBITIOJTHEHUS PAyHIOBBIX (DYHKIHIA, BKITIOUAET B CeOs
MHOJKECTBO S-0JIOKOB, KOTOPBIE BRIMOIHSAIOT 00pa0OTKY HEJIMHEHMHOTO MpeoOpa3oBaHus
COOTBETCTBYIOIIMX YacTel JaHHBIX, HA KOTOPBIC pa3eieHbI JaHHbIE, TPeAHa3HAUYCHHbBIS IS
00paboTKH, U

MHOECTBO S-0JIOKOB BKJIFOUAIOT B ce0sl, IO MEHbIIIEN Mepe, IBA Pa3HbIX TUMA S-OJIOKOB.

20. YcrpoiictBo 00paboTku mmdpoBaHus 1Mo 1.18, oTiMuaromieecs TeM, 4To Kaxaas u3 F-
(GYHKIUHI, UCTTOIB3YEMBIX KaK MOJIYJIA BBITIOJTHEHUS PAyHIOBBIX (DYHKIHIA, BKITIFOUAET B CeOs
MHOJKECTBO S-0JIOKOB, KOTOPBIE BRIMOJIHSIOT 00pa0OTKY HEJIMHEMHOTO MpeoOpa3oBaHus
COOTBETCTBYIOIIMX YacTel JaHHBIX, HA KOTOPBIC pa3AeeHbI JaHHbIE, TPeHa3HAUYCHHbBIC IS
00paboTKH, U

00pabOTKy HETMHEMHOTO IPe0OpPa30BaHUS, BBIITOJIHICMYIO C ITOCIEI0BATEIIbHBIM
MPUPAIICHUEM YacTel JaHHBIX B F-(QyHKIMSAX, UCTTOIB3YEMbIX KaK MOJIYJI BBITIOJTHEHUS
PayHIOBBIX (PYHKIUIA, KOTOPBIC UMEIOT OJIMHAKOBYIO CTPOKY BXOJIHBIX JJAHHBIX U CTPOKY
BBIXOJTHBIX JTAHHBIX U KOTOPBIE PACIIOIOKEHBI BEPTUKAIILHO PSIOM JIPYT C IPYTOM,
BBITIOJTHEHHYIO C BO3MOXHOCTBIO YCTAHOBKH B KQ4eCTBE JPYTUX S-OJI0KOB, KOTOPHIE
BBITTOJTHSIOT JIPYyTHe TUITBI 00pabOTKU HEIMHEMHOTO MTpeoOpa3oBaHUSI.

21. YcrpoiictBo 00paboTku mmdpoBaHus 110 .18, oTIuyaromeecss TeM, YTO TUITBI S-
OJIOKOB M KOJIMYECTBO OTACITBHBIX S-OJI0KOB, BKITFOUCHHBIX B KOKIAYIO U3 F-pyHKIWiA,
UCIIOJIBb3YEMbBIX KaK MOJIYJIM BBITIOJIHEHUS PAyHIOBBIX (DYHKIHIA, UMEIOT OJMHAKOBYIO
YCTaHOBKY CpelM OTIEIbHBIX F-hyHKIuiA.

22. YcTpoicTBO 00paboTKH mmdpoBaHus 1o m.17, oTirJaroieecst TeM, 9TO MOIYJTh
00paboTKH M POBAHMS BBITIOITHEH C BO3MOKHOCTHIO UCTIOJIb30BAHMS,

B KQUeCTBE Pa3HBIX S-OMTOBBIX BXOAHBIX/BBIXOAHBIX S-OJIOKOB, MTpeAHa3HAUECHHBIX IS
MIpUMEHEHUS TIpy 00PabOTKE HETMHEHHOTO MTpeoOpa3oBaHMUS,

(1) Tuna 1: S-6J10K, UCTIOIB3YIOIIMH UHBEPCHYIO KapTYy: Y=X"! umm MMOKA3aTENbHYIO
byukmpo Y=X4 o momo GF (2% pacuimpenus;

(2) Tumna 2: S-0J710K, FeHEPUPYEMBIi TyTeM KOMOUHUPOBAHUSI MHOXKECTBA MAJIBIX t-
OUTHBIX S-0JI0KOB, I'Ie t<s; U

(3) Tuna 3: S-61510K, BHIOpAHHBIN ClTydalHBIM 00pa3oM,

IO MEHbIIIEH Mepe, IBYX Pa3HbBIX TUIIOB S-OJIOKOB Cpe/id OTIMCAHHBIX BBIIIIE TPEX THUIIOB S-
omoxoB (1)-(3).

23. YcrpoiictBo 00paboTku mrdpoBaHus MO 1.22, OTIMYAIOIIeecss TeM, YTO MOTYIb
00paboTKu MKUPOBAHUS UMEET,

B OTHOIICHUU S-OJIOKOB, TPUMEHSIEMBIX JIJIs1 BBITIOJTHEHUS PayHI0OBOW (DYHKIIWH,

(a) koH(UTrypanuio, B KOTOPOH HEKOTOPbIE U3 S-OJIOKOB IMPEACTABISIOT COOOM S-0JI0KH
TUma 1, U ocTajabHble S-OJIOKU ITPEACTaBIISIIOT cOOOM S-010KHM THIA 2;

(b) KOHUTYpaIHIO, B KOTOPOI HEKOTOPHIE U3 S-O0JI0KOB IPEICTABIISIOT COOOM S-010KHK
TUma 1, u ocTajabHble S-OJIOKU IMTPEACTaBIISIIOT cOOOM S-010KHu TUMA 3;

(¢) koH(puUrypanuro, B KOTOPOH HEKOTOPbIE U3 S-OJIOKOB MPEACTABISIOT COOOM S-0JI0KH
TUIA 2, ¥ OCTaJIbHBIE S-OJIOKU ITPEICTaBIISIIOT cOOOM S-010Ku TUMAa 3; U

(d) koH(pUTypanuio, B KOTOPOH HEKOTOPBIE U3 S-OJIOKOB MPEJCTABIISIIOT CO00M S-010KH
Tumna 1, HEKOTOPBIE U3 OCTAIBHBIX S-OJIOKOB MPECTABISIOT cO00M S-0/10KM TUMA 2, U
ocTajbHbIE U3 S-OJIOKOB MPEACTABISIOT 000 S-610KU TUMA 3,
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T00YI0 OJTHY M3 OTMIMCAHHBIX BBIIIEe KOHGUTYpanuii (a)-(d).

24. YcTpoicTBO 00paboTKH mmMdpoBaHUS 1O 1.22, OTIIMYAIOIIEECS TeM, YTO:

MOJyJIb 00paOOTKU MIM(GPOBAHUS BKJIIOUAET B ce0s, B MOJIYJISIX BBITTOJTHEHUS PAYHIOBBIX
(YHKIMI, MHOXECTBO S-0JIOKOB, KOTOPBIE BBIMOJIHSIIOT 00pa0OTKY HEJTMHEHHOTO
MpeoOpa30oBaHus 1JIsI COOTBETCTBYIOIIMX YAaCTel JAHHBIX, HA KOTOPBIE pa3/iefieHbl TaHHbIE,
NpeaHa3HAuYeHHbIE 111 00paboTKu, U

MOJYJIb 00pabOTKU MIMGPOBAHUS BBIIIOJIHEH C BO3MOXHOCTBIO BBITIOJIHEHUSI 00pa00TKH
C UCTIOJIb30BAaHUEM S-0JIOKOB OHOTO TUIA B OJTHOM payHJie U S-OJIOKOB IPYyTUX TUIIOB Ha
OCHOBE OT payHJa K payHIy.

25. YerpoictBo 06paboTku mmdpoBaHus Mo m.22, OTIMYAIOIIEecs TeM, YTO:

MOJYJIb 00paOOTKU MIM(GPOBAHHUS BKJIIOUAET B €05, B MOJIYJISIX BBITIOJTHEHUS PAYHIOBBIX
(YHKIMI, MHOKECTBO S-0JIOKOB, KOTOPBIE BBIMOIHSIIOT 00pa0OTKY HEJTMHEHHOTO
MpeoOpa3oBaHUsl COOTBETCTBYIOIIMX YACTE TaHHBIX, HA KOTOPbIE pa3/eleHbl JaHHBIE,
NpeIHa3HauYeHHBIE 111 00padOoTKU, U

MOJIyJIb 00paOGOTKU MIM(POBAHUS BBIMOJIHEH C BO3MOXHOCTHIO UCTIOJIb30BAHUS
pPa3IMUHBIX TUIIOB S-OJIOKOB B OJTHOM PayHJIE.

26. YcrpoiictBo 00paboTKu KM poBaHUs IO M.25, OTIMYAIOIIEeCs TeM, YTO TUITBI S-
OJIOKOB U KOJIMYECTBO OTACIbHBIX S-OJIOKOB, BKIIOUEHHBIX B KAXKIbIN U3 MOTYJIEH
BBIMOJIHEHUS PAYHJIOBBIX (DYHKIUI, UMEIOT OJMHAKOBBIE YCTAHOBKU CPEIU OTAENbHBIX F-
(YHKIHIA.

27. YcTpoicTBO 00paboTKH M poBaHUS 1O JIFOOOMY M3 1I1.17-26, OTIIMYaroIIeecs TeM,
4TO:

MOJYJIb 00paObOTKU MIMGPOBAHUS BBIIIOJHEH C BO3MOXHOCTBIO BBITIOJIHEHUSI 00pa00TKH
¢ poBaHUS B COOTBETCTBUU C KpUITorpadueti ¢ 00IImM KITIOUOM.

28. YcTpoicTBO 00paboTKy mmdpoBaHUs 1O JIFOOOMY M3 111.17-26, OTIIMYaroIIeecs TeM,
4TO:

MOJTyJIb 00paOOTKH MIM(GPOBAHUS BBIITOJIHEH C BO3MOXHOCTBIO BBITIOJTHEHUSI 00paOOTKH
MUQPPOBAHUSI B COOTBETCTBUM C KpUTITOrpadue 0J109HOTO mudpa ¢ OOIIUM KITFOUOM.

29. YcrpoicTBO 06paboTKy MHGOPMALUU, COAEpIKAILIEE: 3alIOMUHAIOIIEee YCTPOUCTBO,
MpeIHa3HAuYeHHOE /TSl XpaHEHUs! TAHHBIX

KITFOUel, HeOOXOIMMBIX TS KpUITOTrpaduueckort o0padoTKH,

MIPOLIECCOP, BBHITTOTHEHHBIN C BO3MOXKHOCTBIO BBITIOJIHEHUST PA3TIMUHBIX TPOTPAMM U
yIpaBlieHUsT 00paboTKOM MUPPOBAHUS, U

0JIOK 00paboTKH MHM(PPOBAHUS, KOTOPHIN BBITIOIHSIET 00pa0OTKY MpeoOpa3oBaHus
JTAHHBIX C UCMIOJIb30BaHUEM F-QyHKuuM, BKIIIoUaroreii B ce0st S-0J10KH, B KauecTBe
payH/I0BOM (YHKIMHU TIO OTJAEIBHBIM CTPOKAM JTaHHBIX, TOJYUYSHHBIM ITyTeM pas3ieieHUs
BXOJIHBIX JAHHBIX HA YUCIIO0, OOJIbIIIEE UeM UM PABHOE JIBYM,

B KOTOPOM 0JI0K 00pabOTKH MM POBAHHUS BBIITOJIHEH TaK, YTO OH BKJIIOUAET B ceOs
pas3nuyHbIe TUITBI S-0710KOB B F-(hyHKIMSX, KOTOPBIE UMEIOT OMHAKOBYIO CTPOKY BXOIHBIX
JAHHBIX U CTPOKY BBIXOJHBIX TaHHBIX, U KOTOPBIE PACIIOIOKEHBI PSIIOM APYT C APYTOM.

30. YcrpoiictBo 00paboTKu HH(pOpMaIUK 110 11.29, OTIIMYAIOIIeecs TeM, YTO:

0510k 06paboTKU MUPPOBAHUS BBITTOJIHEH C BOBMOXKHOCTHIO BBIMIOJTHEHUSI 00pabOTKU
mPOBaHUS C UCTIOTB30BAHUEM CTPYKTYPbI DelcTenst, B KOTOPOil KOJIMYECTBO CTPOK
JTAHHBIX (KOJIMYECTBO pa3/iejICHUI) paBHO ABYM, WJIU 0000IIIEHHOM CTPYKTYphl DeiicTens, B
KOTOPOM KOJIMYECTBO CTPOK AAHHBIX (KOJIMYECTBO pa3/IeICHUI) PABHO IBYM WM OOJIbIIE, U

0JIOK 00pabOTKU MM(PPOBAHUS BBITTOJIHEH C BOBMOKHOCTBIO BBITIOJTHEHHSI 0OpaOOTKH
¢ pOBaAHUS C UCMIOIB30BAHUEM F-(yHKIMI, TPUMEHSAEMBIX KaK MOJTYJIM BBITIOJHEHUS
PayHIOBBIX (PYHKIMI, KOTOPbIE UMEIOT OAUHAKOBYIO CTPOKY BXOAHBIX JAHHBIX U CTPOKY
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BBIXOJIHBIX TAHHBIX U, KOTOPHIE BEPTUKATBLHO PACIIOJIOKEHBI PSOM APYT C IPYTOM, B
KOTOPBIX 00pabOTKa HETMHEMHOTO MpeoOpa30BaHus, BhITTOIHsIeMas F-pyHKImsIMH,
YCTaHOBJIEHA KaK pa3Hble S-OJI0KU, KOTOPBIE BBIMOJIHSIOT pa3HbIe TUIIBI 00pa0OTKHU
HEJIMHEWHOT O MpeoOpa3oBaHUsl.

31. YerpoiictBo 00paboTku nHGopmanuu 1o 11.30, oTauJaroIeecs TeM, uTo Kaxaas u3 F-
(YHKIUHI, UCTIOIB3YEMbBIX KaK MOJIYJIA BBITIOJTHEHUS PAyHIOBBIX (DYHKIHIA, BKITIOUAET B CeOs
MHOJKECTBO S-0JIOKOB, KOTOPBIE BRIMOIHSAIOT 00pa0OTKY HEJIMHEHMHOTO MpeoOpa3oBaHus
COOTBETCTBYIOIIMX YacTel JaHHBIX, HA KOTOPBIC pa3eieHbI JaHHbIE, TPeAHa3HAUYCHHbBIS IS
00paboTKH, U

MHOECTBO S-0JIOKOB BKJIFOUAIOT B ce0sl, IO MEHbIIIEN Mepe, IBA Pa3HbIX TUMA S-OJIOKOB.

32. YerpoiictBo 00paboTku nHGopManuu 1o 11.30, oTanJaroIeecs TeM, uTo Kaxaas u3 F-
(GYHKIUHI, UCTTOIB3YEMBIX KaK MOJIYJIA BBITIOJTHEHUS PAyHIOBBIX (DYHKIHIA, BKITIFOUAET B CeOs
MHOJKECTBO S-0JIOKOB, KOTOPBIE BRIMOJIHSIOT 00pa0OTKY HEJIMHEMHOTO MpeoOpa3oBaHus
COOTBETCTBYIOIIMX YacTel JaHHBIX, HA KOTOPBIC pa3AeeHbI JaHHbIE, TPeHa3HAUYCHHbBIC IS
00paboTKH, U

00pabOTKy HETMHEMHOTO IPe0OpPa30BaHUS, BBIITOJIHICMYIO C ITOCIEI0BATEIIbHBIM
MPUPAIICHUEM YacTel JaHHBIX B F-(QyHKIMSAX, UCTTOIB3YEMbIX KaK MOJIYJI BBITIOJTHEHUS
PayHIOBBIX (PYHKIUIA, KOTOPBIC UMEIOT OJIMHAKOBYIO CTPOKY BXOJIHBIX JJAHHBIX U CTPOKY
BBIXOJTHBIX JTAHHBIX U KOTOPBIE PACIIOIOKEHBI BEPTUKAIILHO PSIOM JIPYT C IPYTOM,
BBITIOJTHEHHYIO C BO3MOXHOCTBIO YCTAHOBKH B KQ4eCTBE JPYTUX S-OJI0KOB, KOTOPHIE
BBITTOJTHSIOT JIPYyTHe TUITBI 00pabOTKU HEIMHEMHOTO MTpeoOpa3oBaHUSI.

33. YerpoiictBo 00paboTku uHGopManuu 1o 11.30, OTIAUYaroIeecs TEM, YTO THITBI S-
OJIOKOB M KOJIMYECTBO OTACITBHBIX S-OJI0KOB, BKIIFOUCHHBIX B KOKIAYIO U3 F-pyHKIWiA,
UCTIOJIb3YEMbBIX KaK MOJIYJIU BBITIOJIHEHUS PAyHIOBBIX (DYHKIHIA, UMEIOT OJMHAKOBYIO
YCTaHOBKY CpeM OTIEIbHBIX F-QyHKIuiA.

34. YcrpoiicTBo 00pab0oTKH HH(POPMAIMHK IT0 11.29, OTIIMYaroIIeecs: TeM, UTO OJIOK
00paboTKH M POBAHMS BBITIOTHEH C BO3MOKHOCTHIO UCTIOJIb30BAHMS,

B KQUECTBE Pa3HBIX S-OMTOBBIX BXOAHBIX/BBIXOAHBIX S-OJIOKOB, MTpeAHAa3HAUECHHBIX IS
MIpUMEHEHUS TPy 00PabOTKE HETMHEHHOTO MTpeoOpa3oBaHMUS,

(1) Tuna 1: S-6J10K, UCTTIOIB3YIOIIMH UHBEPCHYIO KapTYy: Y=X"! um MMOKA3aTENbHYIO
byukmpo Y=X4 o momo GF (2% pacuimpenus;

(2) Tumna 2: S-0J710K, FeHEPUPYEMBIi TyTeM KOMOUHUPOBAHUSI MHOXKECTBA MAJIBIX t-
OUTHBIX S-0JI0KOB, I'Ie t<s; U

(3) Tuna 3: S-61510K, BHIOpAHHBIN ClTydalHBIM 00pa3oM,

IO MEHbIIIEH Mepe, IBYX Pa3HbBIX TUIIOB S-OJIOKOB Cpe/id OTIMCAHHBIX BBIIIIE TPEX THUIIOB S-
omoxoB (1)-(3).

35. YerpoiictBo 00paboTku nH(popManuu 1o 11.34, OTIUJaroIeecs TeM, 4To OJI0K
00paboTKHU MKUPPOBAHUS UMEET,

B OTHOIICHUU S-OJIOKOB, TPUMEHSIEMBIX JIJIs1 BBITIOJTHEHUS PayHIOBOW (DYHKIIWH,

(a) koH(UTrypanuio, B KOTOPOH HEKOTOPbIE U3 S-OJIOKOB MPEACTABISIOT COOOM S-0JI0KH
TUma 1, ¥ ocTajgbHble S-OJIOKU ITPEACTAaBIISIOT cOOOM S-010KHM THIIA 2;

(b) KOHUTYpaIHIO, B KOTOPOI HEKOTOPHIE U3 S-O0JI0OKOB ITPEICTABIISIOT COOOM S-010KHK
TUma 1, U ocTajabHble S-OJIOKU IMTPEACTAaBIISIOT cOOOM S-010KHu TUMA 3;

(¢) koH(Urypanuro, B KOTOPOH HEKOTOPbIE U3 S-OJIOKOB IMPEACTABISIOT COOOM S-0JI0KH
TUIA 2, ¥ OCTaJIbHBIE S-OJIOKU ITPEICTaBIISIIOT cOOOM S-010Ku TUMAa 3; U

(d) koH(pUTypanuIo, B KOTOPOH HEKOTOPBIE U3 S-OJIOKOB MPEJCTABIISIIOT CO00M S-010KH
Tumna 1, HEKOTOPBIE U3 OCTAIBHBIX S-OJIOKOB MPECTABISIOT cO00M S-0/10KM TUMA 2, U
ocTajbHbIE U3 S-OJIOKOB MPEACTABISIOT 000 S-610KU TUMA 3,
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T00YI0 OJTHY M3 OTMIMCAHHBIX BBIIIEe KOHGUTYpanuii (a)-(d).

36. YcTpoiicTBo 00pab0oTKH MHGPOPMALUHK IT0 11.34, OTIIMYAFOIIeecs: TeM, UTO:

0510k 06paboTKU MKUPPOBAHUS BKIIIOYAET B ce0s1, B MOAYJISIX BBITIOJTHEHUS PAyHIOBBIX
(YHKIMI, MHOXKECTBO S-0JIOKOB, KOTOPBIE BBIMOIHSIIOT 00paOOTKY HEJTMHEHHOTO
MpeoOpa30BaHus 111 COOTBETCTBYIOIIMX YaCTel JAHHBIX, HA KOTOPBIEC pa3/iefieHbl TaHHbIE,
NpeaHa3HAuYeHHbIE 111 00paboTKu, U

0510k 00pabOTKU MUPPOBAHUS BBITTOIHEH C BOBMOXKHOCTHIO BBIMIOJIHEHUSI 0OpabOTKHU €
UCIIOJIb30BaHUEM S-0JIOKOB OJTHOTO TUIA B OJHOM payH/E U S-0JI0KOB JPYTUX TUIIOB HA
OCHOBE OT payH/a K payH]y.

37. YcrpoiictBo 06paboTKu UHpOpMALUU 110 11.34, OTIIMYAIOIIEeCs TEM, UTO:

0510k 06paboTKU MKUPPOBAHUS BKIIIOYAET B ce0s1, B MOAYJISIX BBITIOJTHEHUS PAyHIOBBIX
(YHKIMI, MHOECTBO S-0JIOKOB, KOTOPBIE BBIMOIHSIIOT 00pa0OTKY HEJTMHEHHOTO
MpeoOpa30BaHUsl COOTBETCTBYIOIIMX YACTEM TaHHBIX, HA KOTOPbIE pa3/ieleHbl JaHHBIE,
NpeIHa3HauYeHHBIE 111 00padoTKU, U

0510k 00pabOTKU MKUPPOBAHUS BBITTOIHEH C BOBMOKHOCTHIO UCTIOIB30BAHUS PAZTTUUHBIX
TUIIOB S-0JI0KOB B OJTHOM payH/IE.

38. YcrpoiictBo 00paboTKH HHGOpPMALUK 110 11.37, OTIANYAOIIEecs TEM, UTO THUIIBI S-
OJIOKOB U KOJIMYECTBO OTACTBbHBIX S-OJIOKOB, BKIIOUEHHBIX B KAXKIbIN U3 MOTYJIEH
BBITIOJTHEHUSI PAYHIOBBIX (DYHKIIWIA, MMEIOT OJJMHAKOBBIC YCTAHOBKH CPEIU OT/CIbHBIX F-
(OYHKIHIA.

39. YerpoiictBo 00padoTku HHGOPMAIMK 110 JTI0O0oMY 13 I1.29-38, OTIMYAIOIIeecs TEM,
4TO:

0510k 06paboTKU MKUPPOBAHUS BBITTOJIHEH C BOBMOXKHOCTHIO BBIMIOJTHEHUSI 0OpabOTKU
¢ poBaHUS B COOTBETCTBUU C KpUNTOorpadueti ¢ 00IImM KITIOUOM.

40. YcrporictBo 00paboTku uH(popManuu o Jrodomy u3 n.29-38, oTiMyaroieecs TeMm,
4TO:

0JIOK 00pabOTKU MM(PPOBAHUS BBITTOJIHEH C BOBMOKHOCTBIO BBITIOJTHEHHSI 0OpaOOTKH
MUQPPOBAHUSI B COOTBETCTBUM C KpUTITOrpaduei 0J109HOTO mudpa ¢ OOIIUM KITFOUOM.

41. YcrporicTtBo 00paboTku MHGOpMaIH, CoAaepKallee:

3aIlIOMMHAIOIIEE YCTPOMCTBO, MPEeIHAZHAYCHHOE /TSI XPAHEHHUS JAHHBIX

KITFOUel, HeOOXOIMMBIX TS KpUITOTr paduueckort o0paboTKH,

MIPOLIECCOP, BBHITTOTHEHHBIN C BO3MOXKHOCTBIO BBITIOJIHEHUST PA3TIMUHBIX TPOT'PAMM U
yIpaBIieHUs 00paboTKoM AemruppoBaHUs, U

0JI0K 00paboTKHU AeUpPOBAHHS, KOTOPBIN BHITIOJHIET 00paboTKy peoOpa3oBaHMS
JTAHHBIX C UCMTOJIb30BaHUeM F-pyHKuuM, BKIIIOUaroleii B ce0st S-0J10KH, B KauecTBe
payH/I0BOM (YHKIMHU TI0 OTJEIBHBIM CTPOKAM JTaHHBIX, TOJYUYSHHBIM ITyTeM pas3ieieHUs
BXOJIHBIX JAHHBIX HA YUCIIO0, OOJIbIIIEE UeM UM PABHOE JIBYM,

B KOTOPOM MOJYJIb 00Pa0OTKH M POBAHUS BBITIOJIHEH TaK, UYTO OH BKITFOYAET B ceOs
pa3IMYHbIE TUITHI S-OJIOKOB B COOTBETCTBYIOMIMX MOYJIsAX F-(yHKIUN, KOTOPBIE UMEIOT
OJIMHAKOBYIO CTPOKY BXOJIHBIX TJAHHBIX U CTPOKY BBIXOJHBIX JaHHBIX, U KOTOPbIE
PACIIONIOKEHBI PSIIOM JIPYT C APYTOM.

42. YerporctBo 00pabotku uHbopManuu mo m.41, oTamyaromieecs TeM, 4To:

0JI0OK 00pabOTKHM AU POBAHUS BBIITOJHEH C BO3MOXHOCTBIO BBITIOJTHEHUSI 00PaOOTKH
e pOBaHUS C UCTIONIb30BAHUEM CTPYKTYphI DeiicTersi, B KOTOPOU KOJIMUECTBO CTPOK
JTAHHBIX (KOJIMYECTBO pa3/IejIeHUI) paBHO ABYM, WJIU 0000IIIEHHOM CTPYKTYphl DeiicTens, B
KOTOPOM KOJIMYECTBO CTPOK JAHHBIX (KOJIMYECTBO pa3/IeICHUI) PABHO IBYM WM OOJIbIIE, U

0110k 006paboTKM e pPOBaHUS BBITIOJIHEH C BO3MOKHOCTBIO BBIITOJIHEHHUS 00pabOTKH
e pOBaHUS C UCTTOJIB30BaHMEeM F-(pyHKIHIA, MPUMEHSEMBIX KaK MOIYJIN BBIITOTHEHHMSI
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PayHI0BBIX (PYHKIMI, KOTOPBIE UIMEIOT OAMHAKOBYIO CTPOKY BXOIHBIX JAHHBIX U CTPOKY
BBIXOJTHBIX TAHHBIX U,

KOTOPBIE BEPTUKAIBHO PACIIOIOKEHBI PSOM JIPYT C IPYTOM, B KOTOPBIX 00paboTKa
HEJIMHEMHOTO TTpeoOpa3oBaHus, BeIMoIHsIeMas F-QyHKIMSIMU, YCTAaHOBJICHA KaK pa3HbIe S-
OJIOKH, KOTOPBIC BBITTOIHSIOT pa3HbIe TUITBI 00PaOOTKH HETMHEMHOTO TTpeoOpa30BaHMsI.

43. YcrporcTBo 00paboTku MHGOpMaIUK 1Mo 11.42, OTIMYAIoIIeecs TeM, 4To Kaxaas u3 F-
(YHKIUHI, UCTIOIB3YEMBIX KaK MOJIYJIA BBITIOJTHEHUS PAyHIOBBIX (DYHKIHIA, BKITIOUAET B CeOsI
MHOECTBO S-0JI0KOB, KOTOPBIE BBIITOJIHSIOT 00pabOTKY HETMHEHHOTO IMPeoOpa30BaHUS
COOTBETCTBYIOIIUX YaCTeH TaHHBIX, HA KOTOPBIC Pa3ielIeHbI TaHHbIC, IPEAHA3HAYCHHBIC IS
00paboTKH, U

MHOKECTBO S-0JIOKOB BKIIFOUAIOT B ce0sl, 1O MEHbIIIEN Mepe, IBA Pa3HbIX TUMA S-OJIOKOB.

44. YcrporcTBo 00paboTku nHGOpMaIUHK 1Mo 11.42, OTIMYAIoIIeecs TeM, YTo Kaxaas u3 F-
(GYHKIUHI, UCTIOIB3YEMbBIX KaK MOJIYJIA BBITIOJTHEHUS PAyHIOBBIX (DYHKIHIA, BKITIOUAET B CeOsI
MHOECTBO S-0JI0KOB, KOTOPBIE BBIIOJIHSIOT 00pabOTKY HETMHEHHOTO MMPeoOpa30BaHUs
COOTBETCTBYIOIIUX YaCTeH TaHHBIX, HA KOTOPBIC Pa3/ielieHbIl TaHHbIC, IPEAHA3SHAYCHHBIC TS
00paboTKH, U

00pabOTKy HETMHEMHOTO IPe0OPa30BaHUS, BEITTOJIHICMYIO C ITOCIEI0BATEIIbHBIM
MIpUPAIICHUEM YacTel JaHHBIX B F-QyHKIMSAX, UCTTOIB3YEMbIX KaK MOJIYJIM BBITIOJTHEHUS
PayHIOBBIX (PYHKIIUIA, KOTOPBIC UMEIOT OJIMHAKOBYIO CTPOKY BXOJIHBIX JJAHHBIX U CTPOKY
BBIXOJIHBIX TAHHBIX U KOTOPBIE PACIIONIOKEHBI BEPTUKATBHO PSIOM JIPYT C IPYTOM,
BBITIOJTHEHHYIO C BO3MOXHOCTBIO YCTAHOBKH B KQ4eCTBE JPYTUX S-0JI0KOB, KOTOPHIE
BBITIOJTHSIIOT JIPYTUE TUITBI 00paOOTKKU HEJIMHEMHOTO MPeoOpa30BaHMSI.

45. YcrporctBo 00paboTku MHGOPMAIUHK 1O 11.42, OTIMYAIOIIEeCsS TEM, YTO THIIBI S-
OJIOKOB M KOJIMYECTBO OTACITBHBIX S-OJIOKOB, BKITFOUCHHBIX B KOKIYIO U3 F-pyHKIWiA,
UCITOJIB3YEMbBIX KaK MOJIYJIM BBITIOJTHCHHS PAYHIOBBIX (DYHKIMM, UMEIOT OJTMHAKOBYIO
YCTAaHOBKY CpelM OTIEIbHBIX F-QyHKIuiA.

46. YcTporcTBO 00padboTKu MHGOpMANWK 10 1.4 1, OTIIMYaroIeecs TeM, 4TO OJIOK
00pabOTKH AU POBAHUS BBITIOJHEH C BOBMOKHOCTBIO UCIIOTb30BAHMS,

B KQUEeCTBE PA3HBIX S-OMTOBBIX BXOIHBIX/BBIXOHBIX S-0JI0KOB, IPeTHA3HAUCHHBIX JIJIs
MpUMEHEHUS ITPU 00pabOTKe HETMHEHHOT O MPeoOpa30BaHMUs,

(1) Tuna 1: S-6J10K, UCTTIOIB3YIOIIMH UHBEPCHYIO KapTYy: Y=X"! um MOKA3aTENbHYIO
byukmpo Y=X4 o momo GF (2% pacuimpenus;

(2) Tuma 2: S-0J710K, FeHEPUPYEMBIii TyTeM KOMOUHUPOBAHUSI MHOXKECTBA MAJIBIX t-
OUTHBIX S-OJIOKOB, I'Ie t<s; U

(3) Tvna 3: S-6110K, BRIOpAHHBIN CITydalHBIM 00pa3oM,

110 MEHBIIIEH Mepe, IBYX Pa3HbBIX TUITOB S-OJIOKOB CPe/Id OTIMCAHHBIX BBIIIIE TPEX THUIIOB 8-
omoxoB (1)-(3).

47. YcrporcTBo 006paboTku uHGOpMaIyHu 1Mo 1m1.46, OTIIMUYAIOIIeecs TeM, YTO OJIOK
00paboTKH e poBaHUS UMEET,

B OTHOIICHUU S-OJIOKOB, TPUMEHSIEMBIX JIJIs1 BBITTOJTHEHUS PayHIOBOW (DYHKIIWH,

(a) koH(UTrypanuio, B KOTOPOH HEKOTOPbIE U3 S-OJIOKOB MPEACTABISIOT COOOM S-0JI0KH
TUma 1, u ocTajabHble S-OJIOKU ITPEACTAaBIISIOT cOOOM S-010KHM THIA 2;

(b) KOHUTYpaIHIO, B KOTOPOI HEKOTOPHIE U3 S-OJI0OKOB ITPEICTABIISIOT COOOM S-010KHK
TUma 1, u ocTajabHble S-OJIOKU IMTPEACTaBIISIOT cOOOM S-010KHu THMA 3;

(¢) koH(uUrypanuro, B KOTOPOH HEKOTOPbIE U3 S-OJIOKOB IMPEACTABISIOT COOOM S-0JI0KH
TUIA 2, ¥ OCTaJIbHbIE S-OJIOKU MPECTABIISIOT COOOM S-010Kku THTIA 3; U

(d) koHUTypaIuio, B KOTOPOI HEKOTOPHIE U3 S-O0JI0OKOB ITPEICTABIISIOT COOOM S-010KHK
Tuna 1, HEKOTOPBIE U3 OCTATBHBIX S-OJIOKOB MPEJCTABIISIOT COOOM S-0/T0KM TUNA 2, U
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OCTaJIbHbIE U3 S-0JI0KOB MPEICTABIISIIOT COO0# S- O10KM TUNA 3,

T00YI0 OJTHY M3 OTMMCAHHBIX BBIIIEe KOHGUTYpanuii (a)-(d).

48. YcrporcTBo 00paboTku MHGOpMAIUHK 1O 11.46, OTIMYAIOIIEeCs TEM, UTO:

0510k 00paboTKu A pPOBAHUS BKIIOUAET B €051, B MOJIYJISIX BBIITOJTHEHUS PAYHIOBBIX
(GYHKIMI, MHOXECTBO S-0JIOKOB, KOTOPBIE BBIMOIHSIIOT 00paOOTKY HEJTMHEHHOTO
npeoOpa30BaHMs TSl COOTBETCTBYIOIINX YaCTel JaHHBIX, HA KOTOPBIC pa3/ieieHbl TaHHBIC,
NpeaHa3HAuYeHHbIE 111 00paboTKu, U

0JI0K 00pabOTKHM AU POBAHUS BBIITOJHEH C BO3MOXKHOCTBIO BBITTOJTHEHUSI 00PaOOTKH C
UCIIOIb30BaHUEM S-0JIOKOB OJIHOTO THUIIA B OJHOM PayHIE U S-0JI0OKOB JPYTUX THIIOB Ha
OCHOBE OT payHJla K payHIy.

49. YcrporcTBo 00paboTku MHGOpMAIUHK 1O 11.46, OTIMYAIOIIEeCsS TEM, UTO:

0510k 00paboTKu AeubpPOBaHUS BKIIOUAET B €05, B MOJIYJISIX BBIITOJIHEHUS PAYHIOBBIX
(GYHKIMI, MHOXKECTBO S-0JIOKOB, KOTOPBIE BBIMOIHSIIOT 00pa0OTKY HEJTMHEHHOTO
npeoOpa3zoBaHKs COOTBETCTBYIOIIMX YaCTeH TaHHBIX, HA KOTOPBIE pa3/elIeHbl TaHHBIE,
NpeaHa3HAuYeHHbIE 111 00paboTKu, U

0110k 006paboTKM e POBaHUS BBIMIOJIHEH ¢ BO3MOKHOCTBIO UCIIOJIb30BAHUS
Pa3JIMYHBIX TUITOB S-OJIOKOB B OJTHOM payHIC.

50. YcrpoiictBo 006paboTku nHpOopMaIuu 1o 1m.49, OTIMYaroeecss TeM, YTO TUITBI S-
OJIOKOB M KOJIMYECTBO OTACTBHBIX S-OJIOKOB, BKITFOUCHHBIX B KQXKIbIN U3 MOTyJICH
BBITIOJIHEHUST PAYHIIOBBIX (DYHKIMI, UMEIOT OJMHAKOBBIE YCTAHOBKH CpPeU OTIAENbHBIX F-
(YHKIMIA.

51. YcrpoiictBo 00paboTku nHpopManuu 1o JrooomMy u3 nm.41-50, oTimuuaromeecs TeM,
qTO:

0110k 06paboTKM e POBaHUS BBITIOJIHEH C BO3MOKHOCTBIO BBIITOJTHEHHUS 00paboTK1
e poBaHUS B COOTBETCTBUHU C KPUIITOTpadueit ¢ 001IuM KITI0UOM.

52. YcTpoicTBO 00pab0TKH MHGOPMALUH 10 JTFo0oMy U3 1.4 1-50, oTarJarorieecs: TeMm,
qTO:

0JIOK 00pabOTKHM AU POBAHUS BBIITOJHEH C BO3MOXXHOCTBIO BBITTOJTHEHUSI 00PaOOTKH
e poBaHUs B COOTBETCTBHH C KpUIITOrpadueit 0;109HOro mmdpa ¢ 0OIUM KITI0UOM.
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