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UINT32 TRAP_OverlaySetPalette(UINT32 idx, UINT32 *color, UINT8 *trans);
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{DevicelD

(KeyID -
KeySelector (GroupiD,
KeySelector (GrouplD,
KeySelector (GrouplD,
KeyBalector {(GrouplD,
KeySelector (GrouplD,
KeySelector (GrouplID,
KeySelector {(GrouplD,
KeySelector {(GrouplID,
KeySelector (GroupID,
KeySelector {GrouplD,
KeySelector (GrouplD,
KeySeleator (GrouplD,
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KeySelector (GroupID,
KeySelector {(GrouplD,
KeySelaector (GrouplD,
KeySelector (GrouplD,
KeyBelecter {(GrouplD,

»» KeyiID}

323) {1 0x00000000
DevicelDd, 15, 8)
DeviceID, 16, 8}
DeviceID, 17, 39}
DevicelID, 18, 9)
DeviceaID, 19, 10)
Devicelly, 20, 10)
DevigeID, 21, 11)
DevicelIl, 22, 11}
DeviesID, 23, 12)
DeviceID, 24, 12}
DevicelDd, 25, 13}
DeviceID, 26, 13)
DeviceID, 27, 14)
DeviceID, 28, 14)
DeviceiD, 29, 1%)
DeviceID, 30, 15)
DeviceID, 21, 18)
Devicell, 32, 16)

Qx00060000 1| DevicelID

GroupID || DevicelD
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Let hash[0..19] equal the bytes of the SHA hash of KeylD || GrouplD.
Let AND MASK = (1 << g) - 1.

For i = 0 upto d-1:
Let n = hash[i] mod (g - i).
Clear the nth set bit in AND_MASK.

EndFor.

Let XOR_MASK = hash[16..19] AND (AND_MASK XOR ((1 << g) -1)).

Compute deviceHash[0..19] as the SHA hash of KeylID || GrouplID || DevicelD.
Return 0x00000000 || ((deviceHash[16..19] AND AND_MASK) XOR XOR_MASK).
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