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(54) Title: DEVICE AND METHOD FOR CFI-BASED GOT FALSIFICATION ATTACK PREVENTION

(54) & 9 HA: CFI7|W GOT W% 4 vbA] A= 2 1 vy

calling program

PLT
func_k@plt:
mov <gotOffset> (%rip), %rax
cmpl <target_ID_k>, <idOffset> (%rax)
e <pffset to the 'impqg *%rax'> ‘\
oushg <rellndex>
impq <plt[0]>

*%rax ; external library function call

f mpg

!

jump table

.e.ﬁtry_ki
impg <func_k> ; jump to the func_k /
prefetchnta  <target_ID_k> ; encoded branch ID
global function definitions
func_k: x
ush %ebp

mov %esp, %ebp

(57) Abstract: Disclosed are a device and a method for CFI-based GOT falsification attack prevention. According to an embodiment,
a global offset table (GOT) falsification attack prevention method performed by a computer-implemented GOT protection device may
comprise the steps of: generating a branch identifier by encoding a dynamic binding symbol shared between a calling program and
a library; performing a branch validity check via a command code for checking the encoded branch identifier code in a branch table
included in the calling program; and executing the calling program via a function call from the branch table included in the calling
program on the basis of the performed branch validity check.
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Program Library
dext fext
call func@plt ® r func:
|
|
plt ! plt
plt[0]: i plt[0]:
call resolver ! call resolver
|
!
pltfm]: — | plt[m']:
imp *got[n] e l imp *got[n']
e push relock index ! push relock index
- jmp pit[0] i jmp pit[0]
’ Lo
|
. |.got.plt | |.got.plt:
In -
. | gotn]: | got[n']:
L_.<address> ! <address>
The |- ¢ I
first [ ! :
call b ___ J
subsequent calls
[5-2]
100
AER MY S 210
Fad AAME 220
T2 Al E 230
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4]

Program #1

ELF

Program

Program #2

.dynsym

ELF

Program

Program #n

ELF Header

FUNG G —

)

.dynsym

FUNCG _

Program Header Table

.dynsym

<§§§§?5

eer
o6 506 -
0

.dynamic

K
7
b0,
)

'FUNC GLOBAL UND
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/dw%ﬂﬁ?/f 7 ;;a/

/

v

\ N
8&&

NEEDED

.dynamic i

NEEDED

/.

\\5\

AN NN
AN N 7&
\&\C\\\

v
v

v
L 7

.dynamic

NEEDED
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Library (libc.s0.6)

ELF Header

Program Header Table

.dynsym
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[5=5]

function writePlt(got,plt, relindex)
Input GOT, PLT, and a relocation entry index
Output PLT entry assembly instructions

symbol < get the function symbol using plt and relindex
module < get the library module using symbol

gotOffset < get an instruction offset value to the GOT entry using got and plt
targetlD < get MD5 hash value using symbol
idOffset < get the constatnt targetiDoffset from the branch target

if module does NOT has a jump table for the branch validation then

instuctions < {
impg x<gotOffset>(%rip)
pushq <relindex>
jmpa <plt[0]>
else
instuctions < {
mov <gotOffset>(%rip), %rax
cmpl <targetD>, <idOffset> (%rax)
ie <sKip to the indirect jJump instruction>
pushq <relindex>
impg <D|t[0]>
\ impg *%rax external library function call
end

return (instructions)



[

WO 2021/201433

5/11

calling program

PLT
func_k@plt:

mov <gotOffset> (%rip), %rax

cmpl <target_ID_k>, <idOffset> (%rax)

e <offset to the 'impq *%rax'> <\

pushq <rellndex>

ijpq <plt[0]>
impq

*%rax , external library function call

/[

{

jump table
entry_k:

impg <func_k> ; jJump to the func_k

prefetchnta <target_ID_k> ; encoded branch ID
global function definitions
func_k:

push %ebp

mov %esp, %ebp

PCT/KR2021/002188
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7]
#include <stdlib.h>

__attribute__((visibility("default"))) int foo() {
return 42;

}

__attribute__((visibility("default"))) void *alloc_memory(size_t sz) {
void *p = (void *) malloc(sz);

return p;

¥

0000000000001120 <foo@@Base>:
1120: e9 bb ff ff ff impa 10e0 <foo@@Base-0x40>
1125: 0f 18 04 25 ac bd 18 db prefecthnta Oxiffiffffdb18bdac
112d: ce int3
112e: ce int3
112f: cc int3

0000000000001130 <alloc_memory@@Base>:

1130: e9 bb ff ff ff jmpa  10e0 <foo@@Base-0x30>
1135: 0f 18 04 25 27 cc d0 2d prefecthnta gx2dd0cc27

113d: co int3

113e: ce nt3

113f: cC int3
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[5-8]
#include <stdio.h>
#include <stdlio.h>

extern inf foo();
extern void *alloc_memory(size_t);

int main(int argc, char *argv[]) {
int ret = foo();
void *p = alloc_memory( ret );

7/11
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printf("Allocated %d bytes at %pWn", ret, p);

free(p);

return 0;

0000000000001270 <.plt+40>:
1270: 48 8b 05 b0 1d 00 00
1277: 81 78 09 ac bd 18 db
127e: 74 Oa
1280: 68 01 00 00 00
1285: €9 a6 ff ff ff
128a: ff 0
128c¢: cc
128d: cc
128e: cc
128f. cc
1290: 48 8b 05 a1 1d 00 00
1297: 81 78 09 27 cc d0 2d
129¢: 74 Qa
12a0: 68 02 00 00 00
12ab: €9 806 ff ff ff
12aa: ff e0
12ac: cc
12ad: cc
12ae: ¢
12af: cc

mov  Ox1do9(%rip),%rax  # 3030 <foo@Base>
cmpl  $0xdb18bdac,0x9(%rax)

je 128a <_fini+0x72>

pushg  $0x1

impg 1230 <_fini+0x18>

impg  *%rax

int3

int3

int3

int3

mov  Ox1dal(%rip),%rax # 3038 <alloc_memory@Base>
cmpl $0x2dd0cc27,0x9(%rax)

je 12aa <_fini+0x92>

pushg $0x2

impg 1230 <_fini+0x18>

jmpq  *%rax

int3

int3

int3

int3
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sysinfo
strip—new
strings
size
readelf
ranlib
objdump
objcopy
nm-new
ld.gold
l0.gnu
incremental-cump
gprof
gdbserver
gdbrekplay
gdb
elfedit
dwp
cxxfilt
bfdtest?
bfdtest1
as—new
ar
addr2line

-

0.61%
46%

0.07%

: 0.13%

0.13%
0.12%
0.12%
0.08%
0.14%
0.13%
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0.11%
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W original file size(byte)
Oincreased PLT size(bte)

0.06%

0.06%

1.86%

0

2000000

4000000

6000000

8000000

10000000
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iblto_plugin.so.0 Lﬁ 3.51% O original file size(byte)

|d-linux-x86-64.50.2 %
0.29% O increased PLT sizelbyte)

libz.50.1 1.492%

libutil.so. 1 5 449 (3 jump table size(byte)

libtifo.s0.5 1.70%

3.55%
4.32%
DM .50.6  |— | 0.92%
IDSIACH+.50.6 | — | 4 82%
IOEYtON2.7.50.1.0  f——— () 659,

libpthread.so0.0

L LL L

libncurses.so.5

libgce_s.s0.1 ] 3.00%
libexpat.s0.1 | 0.77%
ibdl.so.2 o539

libc.s0.6 ﬁﬁ 1.72%

0 1000000 2000000 3000000 4000000
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