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DESCRIPTION

Field of the invention

[0001] The invention relates to medical instruments for monitoring and maintaining a subjects
blood sugar level.

Background and related art

[0002] So called patch insulin pumps and glucose monitors are attached to the surface of a
subject. It is advantageous to minimize the weight of these pumps and monitors by using a
control unit that is separate from the portion attached to the subject. If a wireless connection is
made between the portion attached to the subject and the control unit it is critical that the
connection be secure and impervious to attacks.

[0003] Losing control of an insulin pump to a hacker could endanger the health of the person
wearing the pump.

Summary

[0004] The invention relates to a method of operating a medical instrument and a medical
instrument in the independent claims. Embodiments are given in the dependent claims.

[0005] As will be appreciated by one skilled in the art, aspects of the present invention may be
embodied as an apparatus, method or computer program product. Accordingly, aspects of the
present invention may take the form of an entirely hardware embodiment, an entirely software
embodiment (including firmware, resident software, micro-code, etc.) or an embodiment
combining software and hardware aspects that may all generally be referred to herein as a
"circuit,” "module" or "system." Furthermore, aspects of the present invention may take the
form of a computer program product embodied in one or more computer readable medium(s)
having computer executable code embodied thereon.

[0006] Any combination of one or more computer readable medium(s) may be utilized. The
computer readable medium may be a computer readable signal medium or a computer
readable storage medium. A 'computer-readable storage medium' as used herein
encompasses any tangible storage medium which may store instructions which are executable
by a processor of a computing device. The computer-readable storage medium may be
referred to as a computer-readable non-transitory storage medium. The computer-readable
storage medium may also be referred to as a tangible computer readable medium. In some
embodiments, a computer-readable storage medium may also be able to store data which is
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able to be accessed by the processor of the computing device. Examples of computer-
readable storage media include, but are not limited to: a floppy disk, a magnetic hard disk
drive, a solid state hard disk, flash memory, a USB thumb drive, Random Access Memory
(RAM), Read Only Memory (ROM), an optical disk, a magnetooptical disk, and the register file
of the processor. Examples of optical disks include Compact Disks (CD) and Digital Versatile
Disks (DVD), for example CD-ROM, CD-RW, CD-R, DVD-ROM, DVD-RW, or DVD-R disks. The
term computer readablestorage medium also refers to various types of recording media
capable of being accessed by the computer device via a network or communication link. For
example a data may be retrieved over a modem, over the internet, or over a local area
network. Computer executable code embodied on a computer readable medium may be
transmitted using any appropriate medium, including but not limited to wireless, wire line,
optical fiber cable, RF, etc., or any suitable combination of the foregoing.

[0007] A computer readable signal medium may include a propagated data signal with
computer executable code embodied therein, for example, in baseband or as part of a carrier
wave. Such a propagated signal may take any of a variety of forms, including, but not limited
to, electro-magnetic, optical, or any suitable combination thereof. A computer readable signal
medium may be any computer readable medium that is not a computer readable storage
medium and that can communicate, propagate, or transport a program for use by or in
connection with an instruction execution system, apparatus, or device.

[0008] 'Computer memory' or 'memory' is an example of a computer-readable storage
medium. Computer memory is any memory which is directly accessible to a processor.
'‘Computer storage' or 'storage’ is a further example of a computer-readable storage medium.
Computer storage is any non-volatile computer-readable storage medium. In some
embodiments computer storage may also be computer memory or vice versa.

[0009] A 'processor' as used herein encompasses an electronic component which is able to
execute a program or machine executable instruction or computer executable code.
References to the computing device comprising "a processor" should be interpreted as
possibly containing more than one processor or processing core. The processor may for
instance be a multi-core processor. A processor may also refer to a collection of processors
within a single computer system or distributed amongst multiple computer systems. The term
computing device should also be interpreted to possibly refer to a collection or network of
computing devices each comprising a processor or processors. The computer executable code
may be executed by multiple processors that may be within the same computing device or
which may even be distributed across multiple computing devices.

[0010] Computer executable code may comprise machine executable instructions or a
program which causes a processor to perform an aspect of the present invention. Computer
executable code for carrying out operations for aspects of the present invention may be written
in any combination of one or more programming languages, including an object oriented
programming language such as Java, Smalltalk, C++ or the like and conventional procedural
programming languages, such as the "C" programming language or similar programming
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languages and compiled into machine executable instructions. In some instances the computer
executable code may be in the form of a high level language or in a pre-compiled form and be
used in conjunction with an interpreter which generates the machine executable instructions on
the fly.

[0011] The computer executable code may execute entirely on the user's computer, partly on
the user's computer, as a stand-alone software package, partly on the user's computer and
partly on a remote computer or entirely on the remote computer or server. In the latter
scenario, the remote computer may be connected to the user's computer through any type of
network, including a local area network (LAN) or a wide area network (WWAN), or the connection
may be made to an external computer (for example, through the Internet using an Internet
Service Provider).

[0012] Aspects of the present invention are described with reference to flowchart illustrations
and/or block diagrams of methods, apparatus (systems) and computer program products
according to embodiments of the invention. It will be understood that each block or a portion of
the blocks of the flowchart, illustrations, and/or block diagrams, can be implemented by
computer program instructions in form of computer executable code when applicable. It is
further under stood that, when not mutually exclusive, combinations of blocks in different
flowcharts, illustrations, and/or block diagrams may be combined. These computer program
instructions may be provided to a processor of a general purpose computer, special purpose
computer, or other programmable data processing apparatus to produce a machine, such that
the instructions, which execute via the processor of the computer or other programmable data
processing apparatus, create means for implementing the functions/acts specified in the
flowchart and/or block diagram block or blocks.

[0013] These computer program instructions may also be stored in a computer readable
medium that can direct a computer, other programmable data processing apparatus, or other
devices to function in a particular manner, such that the instructions stored in the computer
readable medium produce an article of manufacture including instructions which implement the
function/act specified in the flowchart and/or block diagram block or blocks.

[0014] The computer program instructions may also be loaded onto a computer, other
programmable data processing apparatus, or other devices to cause a series of operational
steps to be performed on the computer, other programmable apparatus or other devices to
produce a computer implemented process such that the instructions which execute on the
computer or other programmable apparatus provide processes for implementing the
functions/acts specified in the flowchart and/or block diagram block or blocks.

[0015] A 'user interface’ as used herein is an interface which allows a user or operator to
interact with a computer or computer system. A 'user interface’ may also be referred to as a
'human interface device.' A user interface may provide information or data to the operator
and/or receive information or data from the operator. A user interface may enable input from
an operator to be received by the computer and may provide output to the user from the
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computer. In other words, the user interface may allow an operator to control or manipulate a
computer and the interface may allow the computer indicate the effects of the operator's
control or manipulation. The display of data or information on a display or a graphical user
interface is an example of providing information to an operator. The receiving of data through a
keyboard, mouse, trackball, touchpad, touchscreen, pointing stick, graphics tablet, joystick,
gamepad, webcam, headset, gear sticks, steering wheel, pedals, wired glove, dance pad,
remote control, and accelerometer are all examples of user interface components which
enable the receiving of information or data from an operator.

[0016] A 'hardware interface' as used herein encompasses an interface which enables the
processor of a computer system to interact with and/or control an external computing device
and/or apparatus. A hardware interface may allow a processor to send control signals or
instructions to an external computing device and/or apparatus. A hardware interface may also
enable a processor to exchange data with an external computing device and/or apparatus.
Examples of a hardware interface include, but are not limited to: a universal serial bus, |IEEE
1394 port, parallel port, IEEE 1284 port, serial port, RS-232 port, IEEE-488 port, Bluetooth
connection, Wireless local area network connection, Ethernet connection, control voltage
interface, MIDI interface, analog input interface, and digital input interface.

[0017] A 'display’ or 'display device' as used herein encompasses an output device or a user
interface adapted for displaying images or data. A display may output visual, audio, and or
tactile data. Examples of a display include, but are not limited to: a computer monitor, a
television screen, a touch screen, tactile electronic display, Braille screen, Cathode ray tube
(CRT), Storage tube, Bi-stable display, Electronic paper, Vector display, Flat panel display,
Vacuum fluorescent display (VF), Light-emitting diode (LED) displays, Electroluminescent
display (ELD), Plasma display panels (PDP), Liquid crystal display (LCD), Organic light-emitting
diode displays (OLED), a projector, and Head-mounted display.

[0018] In one aspect the invention relates to a method of operating a medical instrument. The
medical instrument comprises a medical appliance and a control unit. The medical appliance is
powered by a first battery. The control unit is powered by a second battery. The medical
appliance comprises an electronic portion and a subcutaneous portion. The subcutaneous
portion may include such things as a cannula for attaching to a pump for pumping a fluid into a
subject. The subcutaneous portion may also include a sensor which may be inserted into a
subject. The electronic portion comprises a first processor and a first memory. The first
memory contains a onetime password.

[0019] A onetime password encompasses a password which may one be used or is intended
to be used a single time. The onetime password stored in the first memory is prevented from
being used again after Bluetooth encryption key is stored in the first memory, because the
password-authenticated key agreement algorithm is disabled. In this context, the onetime
password means that the onetime password can only be used for pairing the medical device
once. The term onetime is therefore considered to be descriptive of how the password is used.
The term "onetime password" may be considered equivalent and/or with the term "single use
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password" or "password" herein.

[0020] The first memory further comprises an implementation of a password-authenticated key
agreement algorithm.

[0021] The implementation of the password-authenticated key agreement algorithm may be
executed or is in the form of machine-executable instructions for execution by the first
processor.

[0022] The control unit comprises a second processor and a second memory. The control unit
comprises a data entry interface. The second memory contains the implementation of the
password-authenticated key agreement algorithm. The implementation of the password-
authenticated key agreement algorithm in the second memory is in a machine-executable form
for execution by the second processor. The password-authenticated key agreement algorithm
in the first and second memory are complimentary. In other words the implementation of the
password-authenticated key agreement algorithm in the first memory is a first portion of the
algorithm. The implementation of the password-authenticated key agreement algorithm in the
second memory is a second portion of the password-authenticated key agreement algorithm.
The first and the second portions of the password-authenticated key agreement algorithm work
together such that the first processor and the second processor execute the password-
authenticated key agreement algorithm with each other.

[0023] The medical appliance comprises a first Bluetooth communication module. The control
unit further comprises a second Bluetooth communication module. The first Bluetooth
communication module and the second Bluetooth communication module are operable for
forming a wireless communication channel between the medical apparatus and the control
unit.

[0024] The method comprises the step of entering the onetime password into the data entry
interface. This step may take different forms. For example if the data entry interface is a
keypad a user may simply type the onetime password into the data entry interface. In other
examples, the data entry interface may be a variety of other types of interfaces or readers for
receiving data. For example the data entry interface may comprise an optical, acoustic, or
radio-frequency system for receiving the onetime password.

[0025] The method further comprises the step of generating a Bluetooth encryption key by the
medical appliance and the control unit with the onetime password by exchanging data across
the wireless communication channel by executing the password-authenticated key agreement
algorithm. The control unit initiates execution of the password-authenticated key agreement
algorithm. The onetime password is used as a shared secret by the password-authenticated
key agreement algorithm to generate the Bluetooth encryption key. The use of the onetime
password as a shared secret prevents so-called man-in-the-middle attacks.

[0026] The method further comprises the step of storing the Bluetooth encryption key in the
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first memory. The method further comprises the step of disabling the password-authenticated
key agreement algorithm in the first memory after storing the Bluetooth encryption key in the
first memory. Once the password-authenticated key agreement algorithm has been executed
once to generate the Bluetooth encryption key the medical instrument is no longer able to
execute the password-authenticated key agreement algorithm any longer. This prevents the
medical appliance from pairing with any other device except the control unit. The method
further comprises the step of storing the Bluetooth encryption key in the second memory. The
method further comprises the step of establishing an encrypted Bluetooth communication
channel using the first Bluetooth communication module and a second Bluetooth
communication module. The encrypted Bluetooth communication channel is encrypted using
the Bluetooth encryption key.

[0027] By using the onetime password as a shared secret the password-authenticated key
agreement algorithm can be used by the medical instrument and the control unit to establish a
Bluetooth encryption key securely. The shared secret is shared outside of the wireless
communication channel formed by the Bluetooth communication modules. This may greatly
increase the security and reduce the risk that the medical appliance can be taken over or
controlled by anything but the control unit.

[0028] Since the medical appliance is disabled from repeating the password-authenticated key
agreement algorithm the paring of the the medical appliance with a control unit can only
happen once. If the medical appliance and the control unit lose their connection, they can
repair using the Bluetooth encryption key again.

[0029] In another embodiment, the password-authenticated key agreement algorithm is a J-
PAKE algorithm. The J-PAKE algorithm may also be referred to herein as a password-
authenticated key agreement algorithm. A J-PAKE algorithm or protocol is a type of password-
authenticated key agreement protocol that enables two parties to establish private and
authenticated communication solely based on their shared (low-entropy) password without
requiring the use of a Public Key Infrastructure. The use of a J-PAKE algorithm provides for
added security and eliminates the possibility of a man in the middle attack without a
complicated Public Key Infrastructure.

[0030] Some embodiments may provide for improved security of the pairing between the
medical appliance and the control unit. In particular, the combination of using a J-PAKE
algorithm for pairing and then disabling the J-PAKE algorithm in the first memory causes the
onetime password to be functional for paring only once without the use of a external server or
system for managing keys. The use of the J-PAKE algorithm also prevents any sort of man in
the middle attack.

[0031] In another embodiment, the subcutaneous portion comprises a glucose sensor (130).
The medical appliance comprises a continuous glucose monitoring system (126,130). The
method comprises the step of recording a glucose measurement using the continuous glucose
monitoring system. The method further comprises the step of transferring the glucose
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measurement to the control unit using the encrypted Bluetooth communication channel.

[0032] In another embodiment, the subcutaneous portion comprises at least one cannula
(124). The medical appliance comprises a pumping system (122). The pumping system
comprises anyone one of the following: a insulin pump for pumping insulin through the at least
one cannula, a glucagon pump for pumping glucagon through the at least one cannula, and
combinations thereof. The method further comprises the step of controlling the pumping
system via the encrypted Bluetooth communication channel by the control unit.

[0033] In another embodiment, the password-authenticated key agreement algorithm is a J-
PAKE algorithm.

[0034] In another embodiment, the disabling the password-authenticated key agreement
algorithm in the first memory comprises preventing execution the password-authenticated key
agreement algorithm by the first processor after the Bluetooth encryption key has been stored
in the first memory.

[0035] In some examples, this could be accomplished for example by first machine executable
instructions in the first memory containing commands that prevent execution of the the
password-authenticated key agreement algorithm after the Bluetooth encryption key is stored
in the first memory. These first machine instructions or even the implementation of the the
password-authenticated key agreement algorithm its self could be modified such that all or a
portion of the the password-authenticated key agreement algorithm in the first memory is
deleted or overwritten. This would make it impossible to induce the medical appliance to go
through the Bluetooth pairing process a second time, even if the device were hacked.

[0036] In another embodiment, the disabling the J-PAKE algorithm in the first memory
comprises preventing execution of the J-PAKE algorithm by the first processor after the
Bluetooth encryption key has been stored in the first memory.

[0037] In some examples, this could be accomplished for example by first machine executable
instructions in the first memory containing commands that prevent execution of the J-PAKE
algorithm after the Bluetooth encryption key is stored in the first memory. These first machine
instructions or even the implementation of the J-PAKE algorithm its self could be modified such
that all or a portion of the J-PAKE algorithm in the first memory is deleted or overwritten. This
would make it impossible to induce the medical appliance to go through the Bluetooth pairing
process a second time, even if the device were hacked.

[0038] In another embodiment the password-authenticated key agreement algorithm is an EKE
algorithm.

[0039] In another embodiment, the password-authenticated key agreement algorithm is a PPK
algorithm.
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[0040] In another embodiment, the password-authenticated key agreement algorithm is a
SPEKE algorithm.

[0041] In another embodiment, the password-authenticated key agreement algorithm is a
Dragonfly algorithm.

[0042] In another embodiment, the password-authenticated key agreement algorithm is
compliant with the IEEE standard 802.11-2012.

[0043] In another embodiment, the electronic system has an exterior surface. The medical
appliance may also be referred to as an electronic system herein. The exterior surface
comprises a label with password data. The password data is descriptive of the onetime
password. In some instances the password data may be identical with the onetime password.
In other examples the password data may comprise data which can be transformed into the
onetime password. For example when the password data is passed through a hash function it
may be hashed into the appropriate password. The password data may also be a machine-
readable code which may be transformed into the password. In another example the password
data comprises also the serial number of the medical appliance. In some instances the
onetime password and the serial number are in the password data. In some instances the
onetime password is or comprises the serial number of the medical appliance.

[0044] In another embodiment, the data entry interface comprises a keypad. The method
further comprises the step of entering the onetime password and/or the password data using
the keypad. For example if the control unit has a touch screen the method may comprise
displaying the keypad on the touch screen such that the step of entering the onetime password
using the touch screen can be completed.

[0045] In another embodiment the medical instrument further comprises printed matter
comprising the onetime password. The printed matter may for instance be a piece of paper
which is included with the medical appliance which contains such things as the onetime
password and/or the serial number of the medical appliance.

[0046] In another embodiment, the label is machine-readable. The data entry interface is an
optical label reader configured for reading the password data. The optical label reader may
take different forms depending upon the different type of label. In some instances the optical
label reader is a camera. In other instances such things as a laser scanner may be used. The
step of entering the onetime password into the data entry interface comprises reading the
password data with the optical label reader. The step of entering the onetime password into
the data entry interface further comprises transforming the password data into the onetime
password. For example if the label contains the onetime password and the serial number this
step may include extracting the onetime password from the optical reader information or data.

[0047] In another embodiment, the password data is encoded as a barcode and the optical
label reader is a barcode reader.
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[0048] In another embodiment, the password data is encoded as an EAN code and the optical
label reader is an EAN code reader.

[0049] In another embodiment, the password data is encoded as a two-dimensional optical
code and the optical label reader is a two-dimensional optical code reader.

[0050] In another embodiment, the password data is encoded as a QR code and the optical
label reader is a QR code reader.

[0051] In another embodiment, the password data is encoded as a data matrix code and the
optical label reader is a data matrix code reader.

[0052] In the above examples for example the barcode reader, the EAN code reader, the two-
dimensional optical code reader, and the QR code reader may be implemented in some
examples as a camera with appropriate software for analyzing pictures taken by the camera.

[0053] In another embodiment, the optical label reader is a digital camera.

[0054] In another embodiment, the electronic portion comprises an optical indicator. The
optical indicator in one example may be a light or light emitting diode which can flash. The data
entry interface comprises an optical detector. The optical detector may for instance be a digital
camera or it may be another detector for detecting signals from the optical indicator. In some
examples the optical indicator and optical detector could be operational for operating in the
infrared or ultraviolet range. The step of entering the onetime password into the data entry
interface comprises transmitting the onetime password using the optical indicator. The step of
entering the onetime password into the data entry interface further comprises receiving the
onetime password using the optical detector.

[0055] In another embodiment, the electronic portion comprises an audio signal generator.
The audio signal generator may for instance be a speaker, piezo transducer or other
transducer used to generate audio sounds. The data entry interface comprises an audio signal
detector. The audio signal detector for instance may be a microphone. The step of entering the
onetime password into the data entry interface comprises transmitting the onetime password
using the audio signal generator. The step of entering the onetime password into the data
entry interface further comprises receiving the onetime password using the audio signal
generator.

[0056] For example, the audio signal generator could use one or multiple tones for transmitting
the data. For example a single frequency of around 3 kHz may be useful. In this case
amplitude modification of the audio signal could be performed. If a second or more frequencies
are used one of the frequencies could be used as a clock signal. This may enable more rapid
transmitting of the data.
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[0057] In another embodiment, the medical appliance has a switch which starts the medical
appliance to transmit the onetime password.

[0058] In another embodiment, the electronic portion comprises a first RFID module. The data
entry interface is a second RFID module. The step of entering the onetime password into the
data entry interface comprises exchanging the onetime password using the first RFID module
and the second RFID module. The use of the RFID module may be useful because RFID has a
shorter range than Bluetooth. Also the use of two different communication protocols may
reduce the chances of the onetime password being stolen and the method being
circumvented.

[0059] In another embodiment the first RFID module is controlled by the first processor.

[0060] In another embodiment, the first RFID module is an RFID tag. For example the RFID
tag could be mounted internally or on an external surface of the medical appliance. In some
instances the RFID tag may also combine a machine-readable label. The RFID tag comprises
an RFID tag memory and the RFID tag memory contains the onetime password. In this case
the first memory and the RFID tag memory both contain the onetime password. Use of an
RFID tag attached to the medical appliance may be useful because the user could for instance
remove and/or destroy the RFID tag after its use.

[0061] In another embodiment, the electronic portion comprises a first NFC module. The data
entry interface is a second NFC module. The step of entering the password data into the data
entry interface comprises exchanging the password data using the first NFC module and the
second NFC module.

[0062] In another embodiment, the medical appliance comprises an insulin pump.
[0063] In another embodiment, the medical appliance comprises a glucagon pump.

[0064] In another embodiment, the medical appliance comprises a continuous glucose
monitoring system.

[0065] In another embodiment, the control unit is a mobile telephone device or a tablet
computer.

[0066] In another embodiment, the onetime password has a lower entropy than the Bluetooth
encryption key.

[0067] In another embodiment, the step of entering the onetime password into the data entry
interface comprises: entering password data into the data entry interface, wherein the
password data is descriptive of the onetime password; and transforming the password data
into the onetime password.
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[0068] In another aspect, the invention provides for a medical instrument. The medical
instrument comprises a medical appliance and a control unit. The medical appliance is battery-
powered by a first battery. The control unit is battery-powered by a second battery. The
medical appliance comprises an electronic portion and a subcutaneous portion. The electronic
portion comprises a first processor and a first memory. The first memory contains a onetime
password. The first memory further contains an implementation of a password-authenticated
key agreement algorithm. The first memory further contains the first machine-executable
instructions. The control unit comprises a second processor and a second memory. The
control unit comprises a data entry interface.

[0069] The second memory contains the implementation of the password-authenticated key
agreement algorithm. The second memory further contains second machine-executable
instructions. The medical appliance comprises a first Bluetooth communication module. The
control unit further comprises a second Bluetooth communication module. The first Bluetooth
communication module and the second Bluetooth communication module are operable for
forming a wireless communication channel between the medical appliance and the control unit.
Execution of the second machine-executable instructions causes the second processor to
receive the onetime password into the data entry interface.

[0070] In some examples, execution of the first machine-executable instructions may cause
the first processor to transmit the onetime password to the data entry interface. For example if
the medical appliance transmits the onetime password via sound, light, image or radio waves.
Execution of the second machine-executable instructions and the first machine-executable
instructions cause the first processor and the second processor to generate a Bluetooth
encryption key by the medical appliance and the control unit with the onetime password by
exchanging data across the wireless communication channel by executing the password-
authenticated key agreement algorithm.

[0071] The control unit initiates execution of the password-authenticated key agreement
algorithm. Execution of the first machine-executable instructions causes the first processor to
store the Bluetooth encryption key in the first memory. Execution of the first instructions further
causes the first processor to disable the password-authenticated key agreement algorithm in
the first memory after storing the Bluetooth encryption key in the first memory. Execution of the
second machine-executable instructions further cause the second processor to store the
Bluetooth encryption key in the second memory. Execution of the second machine-executable
instructions and the first machine-executable instructions cause the first processor and the
second processor to establish an encrypted Bluetooth communication channel using the first
Bluetooth communication module and the second Bluetooth communication module. The
encrypted Bluetooth communication channel is encrypted using the Bluetooth encryption key.

[0072] Relevant prior art document US 2014/281547 also discloses a method for operating a
medical instrument where a one-time password is entered, a Bluetooth encryption key is
generated and stored in memory and subsequently used to establish an encrypted Bluetooth
communication channel. However, this prior art document does not disclose or suggest to
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disable the password-authenticated key agreement algorithm in the memory of the medical
instrument after the Bluetooth encryption key has been generated and stored into said
memory.

Brief description of the drawings

[0073] In the following embodiments of the invention are explained in greater detail, by way of
example only, making reference to the drawings in which:

Fig. 1 illustrates an example of a medical instrument;
Fig. 2 illustrates a further example of a medical instrument;

Fig. 3 shows a flow chart which illustrates and example of a method of operating a medical
instrument;

Fig. 4 illustrates a further example of a medical instrument;
Fig. 5 illustrates a further example of a medical instrument;
Fig. 6 illustrates a further example of a medical instrument;
Fig. 7 illustrates a further example of a medical instrument;

Fig. 8 illustrates the functional relationship of a J-PAKE algorithm and a Bluetooth
communication system; and

Fig. 9 shows a flow chart which illustrates a method using the J-PAKE algorithm to generate
Bluetooth security keys.

Detailed Description

[0074] Like numbered elements in these figures are either equivalent elements or perform the
same function. Elements which have been discussed previously will not necessarily be
discussed in later figures if the function is equivalent.

[0075] Fig. 1 shows an example of a medical instrument 100. The medical instrument
comprises a control unit 102 and a medical appliance 104. The medical appliance 104 is
shown as being in a cradle 106 that has an adhesive layer 108 that attaches it to the outside
layer 110 of a subject 112. The view of the subject 112 is crosssectional. The exterior surface
110 is shown as being in contact with a dermis or skin layer 114. The dermis is in contact with
fatty tissue 116. The medical appliance 104 is shown as having an electronic portion 118 and a
subcutaneous portion 120. The subcutaneous portion comprises a cannula 124 and a sensor
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130 attached to a sensor lead 128. In this example the electronic portion 118 contains a pump
122 which is connected to the cannula 124 that extends into the fatty tissue 116. For example
the pump 122 could be used to dispense insulin and/or glucagon. In some instances there may
be more than one pump so that both insulin and glucagon can both be dispensed. The
electronic portion 118 is further shown as having a sensor controller 126 that is connected to
the sensor lead 128 that extends into the subject 112. The sensor 130 could for example be a
glucose sensor for a continuous glucose monitoring system.

[0076] The electronic portion 118 is shown additionally comprising a first processor 132, a first
Bluetooth communication module 134 and a first battery 136. In Fig. 1 not all components of
the control unit 102 and the medical appliance 104 are shown.

[0077] The control unit 102 is shown as having a touch screen 138. On the touch screen 138
is implemented a touchpad 140. For example, the touchpad 140 could be used for inputting
the onetime password. The touch screen 138 could also have other elements such as a box or
display element 142 for showing data that was typed. Not all components of the control unit
102 are shown in this Fig. The control unit 102 is shown as further comprising a second
processor 144 that is powered by a second battery 148. The control unit 102 further comprises
a second Bluetooth module 150 that is used to form a wireless communication channel 152
between the control unit 102 and the medical appliance 104. The control unit 102 can then
send and receive data via the wireless communication channel 152 to control and/or monitor
the operation of the medical appliance 104.

[0078] Fig. 2 shows a further example of medical instrument 200. The medical instrument 200
has an exterior surface 202 to which a machine-readable label 204 is attached. The machine-
readable label 204 may encode password data that is descriptive or can be used to derive the
onetime password. In this example the electronic portion 118 is further shown as containing a
first memory 206 and a hardware interface 208. The hardware interface 208 enables the
processor 132 to control the operation and function of the components of the medical
appliance. Not all components are shown in Fig. 2.

[0079] The first memory 206 is shown as having a onetime password 210 stored within it. The
first memory 206 is shown as further containing a password-authenticated key agreement
algorithm 212. The first memory 206 is further shown as containing a control module 214
which provides code which enables the processor 132 to control the operation and function of
the entire medical apparatus. The first memory 206 is further shown as containing a data log
216. The data log contains data which may be generated or stored as the processor 132
implements the control module 214. For instance how the pump 122 or sensor data 130 may
be stored in this file. The first memory 206 is further shown as containing a Bluetooth
encryption key 218 that was derived upon executing the password-authenticated key
agreement algorithm 212. The first memory 206 is further shown as containing instructions
from the control unit 220 that are received via the wireless communication channel 152.

[0080] In this particular example the control unit 102 is shown as further comprising a camera
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221 and a second memory 223. The camera 221 is shown as being positioned so that it can
take an image of the machine-readable label 204. The second memory 223 is shown as
containing an operating system 222 which provides the operating system for the control unit
102. For instance the operating system 222 may be android, iOS, LINUX, or other operating
system. The second memory 223 is further shown as containing a control application 224 that
enables the processor 144 to control the medical appliance 104 via the wireless
communication channel 152. The camera 221 may be used to take an image of the machine-
readable label 204. The second memory 223 is shown as containing in this case an image
which is identified as password data 226. The second memory 223 is shown as further
containing a password transformation module 228 which enables the processor 114 to decode
the password data or image 226 into the onetime password 210. The computer memory 223 is
further shown as containing an implementation of the password-authenticated key agreement
algorithm 212'. The machine-executable instructions 212 and 212' enable the control unit 102
and the medical appliance 104 to generate the Bluetooth encryption key 218 using the onetime
password 210 as a shared secret. The features of Fig. 1 and Fig. 2 may be combined. In the
example shown in Fig. 2 once the camera 221 has taken an image of the machine-readable
label 204 this may initiate the implementation of the password-authenticated key agreement
algorithm.

[0081] Fig. 3 shows an example of a method illustrated in a flowchart which shows how a
medical instrument according to an example may be operated. First in step 300 the onetime
password 210 is entered into the data entry interface 140. This step may also be provided by
using the camera 221 or other examples which follow in later Figs. Next in step 302 a
Bluetooth encryption key 218 is generated by the medical appliance 104 and the control unit
102 by exchanging data across the wireless communication channel 152. This is done by
executing the password-authenticated key agreement algorithm 212, 212' the control unit 102
initiates the execution of the password-authenticated key agreement algorithm 212, 212"

[0082] Next in step 304 the Bluetooth encryption key 218 is stored in the first memory 206.
The next step is step 306 where the password-authenticated key agreement algorithm 212 is
disabled after storing the Bluetooth encryption key 218 in the first memory 206. Next in step
308 the Bluetooth encryption key 218 is stored in the second memory 223. Finally in step 310
an encrypted Bluetooth communication channel 152 is established using the first Bluetooth
communication module 134 and the second Bluetooth communication module 150. The
Bluetooth communication channel is the wireless communication channel 152 that has been
encrypted using the Bluetooth encryption key 218.

[0083] Fig. 4 shows a further example of the medical apparatus 400. In this example instead of
having a label 204 there is a light source or light 402 which is exposed to the outside surface
202 or visible when viewing outside surface 202. The first memory 206 contains the password
data 226. In this case the password data 226 is the untimed password 210 encoded as pulses
for the light 402. The processor 132 then controls the light 402 to blink according to the
password data 226. The camera 221 then records these pulses and records it as the password
data 226. Other types of optical detectors 221 could be substituted for the camera 221.



DK/EP 3230909 T3

[0084] Fig. 5 shows a further example of a medical apparatus 500. The example shown in Fig.
5 is similar to that in Fig. 4 except the light has been replaced by a transducer 502. The
camera 221 has been replaced by a microphone 504. The transducer 502 is able to transmit
sound waves 506 to the microphone 504. In this example the password data 226 is encoded
as a sound which can be transmitted from the transducer 502 to the microphone 504 via the
sound waves 506 where it is then recorded again and stored as a sound or password data
226. The recording of the password data 226 by the microphone 504 may trigger the
processor 144 to initiate the password-authenticated key agreement algorithm 212'.

[0085] Fig. 6 shows a further example of a medical apparatus 600. In this example the medical
appliance 104 comprises a first RFID module 602 and the control unit 102 comprises a second
RFID module 604. These two RFID modules 602, 604 are able to form an RFID
communication channel 606 that is used to exchange the password data 226 or even the
onetime password 210 directly via the RFID communication channel 606.

[0086] Fig. 7 shows a further example of a medical apparatus 700. The example shown in Fig.
7 is similar to that in Fig. 6 except instead of the processor 132 controlling the first RFID
module 602 the first RFID module 602' is an RFID tag. The RFID tag 602" will have a separate
memory that will store the onetime password or the password data 226 separately from the
first memory 206. The second RFID module 604 functions as an RFID reader for the RFID tag
602".

[0087] Standardized communication protocols like Bluetooth allow devices to communicate
together. For security reasons it is necessary to be able to recognize specific devices and thus
enable control over which devices are allowed to connect to a given Bluetooth device. Available
Bluetooth protocols for pairing like secure simple pairing in Bluetooth version 4.0 unfortunately
do not protect efficiently against MITM or man-in-the-middle attacks and furthermore require
each device to have an input component such as display and/or numeric keypads. The
disadvantage of standard Bluetooth available protocols for pairing do not protect against the
MITM attacks, especially if one or both the devices did not have an input component as is the
case for a patch pump. A patch pump is an insulin pump that is attached to the surface of the
subject.

[0088] Some example may use a specific combination comprising a password-authenticated
key agreement protocol such as J-PAKE having an interface with a standardized Bluetooth low-
energy protocol in which the generated high secure random number is stored. A technical
solution is the J-PAKE algorithm generates a random number for pairing both devices based
on random numbers generated by each device and a password, in this case a onetime
password. The password can for example be printed on the medical device for example as a
barcode, a 2D code, or dot matrix code and read for example with an integrated camera in the
remote controller. The highly secure random number is then integrated into the BLE stack and
allows the secure pairing between the medical devices. In addition to J-PAKE other standard
protocols may be used. The J-PAKE algorithm may for example be implemented using elliptic
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curves.

[0089] Fig. 8 illustrates how a standard J-PAKE algorithm 212, 212' can be combined with a
standard Bluetooth implementation 800. The J-PAKE algorithm 212, 212" supplies a random
number or shared secret 210 to the Bluetooth security manager 802. This is then used by the
Bluetooth communication module 804 to establish an initial connection 152 which enables the
number exchange of the J-PAKE algorithm 212, 212' to exchange random numbers with the
medical appliance 104.

[0090] Fig. 9 shows a flowchart which illustrates an example of integrating the J-PAKE
algorithm 212, 212' with Bluetooth 901. First in step 900 the medical appliance stores a
random number 900. Next in step 902 the control unit starts the encryption by sending a
message to the medical appliance 104. In step 904 the control unit 102 generates a random
number. Next in step 906 the control unit 102 sends a random number to the medical
appliance 104. In step 908 the medical appliance sends its random numbers 908 to the control
unit 102. After this the medical appliance 104 calculates a Bluetooth encryption key 910. The
control unit 912 then also calculates the same Bluetooth encryption key. The password-
authenticated key agreement algorithm 212, 212' then passes the Bluetooth encryption key
onto the standard Bluetooth algorithm. In step 914 the medical appliance sends the Bluetooth
encryption key to the Bluetooth security manager. Also in step 914 the control unit 102 sends
its calculated value for the Bluetooth encryption key to its Bluetooth security manager. Next in
step 916 the control unit 102 initiates Bluetooth encryption. Next in step 918 the medical
appliance 104 sends a parameter for encryption. And finally in step 920 the control unit 102
sends a confirm encryption message to the medical appliance 104. At this point an encrypted
Bluetooth communication channel has been established.
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PATENTKRAV

1. Fremgangsmade til betjening af et medicinsk instrument (100, 200, 400, 500, 600,
700), hvor det medicinske instrument omfatter et medicinsk apparat (104) og en styreenhed
(102), hvor det medicinske apparat er batteridrevet af et forste batteri (136), hvor styreenheden
er batteridrevet af et andet batteri (148), hvor det medicinske apparat omfatter en elektronisk
del (118) og en subkutan del (120), hvor den elektroniske del omfatter en forste processor (132)
og en forste hukommelse (206), hvor den forste hukommelse indeholder en
engangsadgangskode (210), hvor den forste hukommelse desuden omfatter en implementering
af en adgangskodegodkendt negleaftalealgoritme (212, 800, 901),

hvor styreenheden omfatter en anden processor (144) og en anden hukommelse (223),
hvor styreenheden omfatter en dataindtastningsgraenseflade (140, 221, 504, 604), hvor den
anden hukommelse indeholder implementeringen af den adgangskodegodkendte
negleaftalealgoritme (212"),

hvor det medicinske apparat omfatter et forste Bluetooth-kommunikationsmodul (134),

hvor styreenheden desuden omfatter et andet Bluetooth-kommunikationsmodul (150),
hvor det ferste Bluetooth-kommunikationsmodul og det andet Bluetooth-
kommunikationsmodul kan betjenes til at danne en tradles kommunikationskanal (152) mellem
det medicinske apparat og styreenheden, hvor fremgangsmaden omfatter trinnene:

- indtastning (300) af engangsadgangskoden i dataindtastningsgraensefladen,

- generering (302) af en Bluetooth-krypteringsnegle (218) ved hjzlp af det medicinske
apparat og styreenheden med engangsadgangskoden gennem udveksling af data i den tradlase
kommunikationskanal ved at udfere den adgangskodegodkendte negleaftalealgoritme, hvor
styreenheden initierer udferelse af den adgangskodegodkendte negleaftalealgoritme,

- lagring (304) af Bluetooth-krypteringsneglen 1 den ferste hukommelse,

- deaktivering (306) af den adgangskodegodkendte negleaftalealgoritme 1 den forste
hukommelse efter lagring af Bluetooth-krypteringsneglen i den forste hukommelse,

- lagring (308) af Bluetooth-krypteringsneglen 1 den anden hukommelse og

- etablering (310) af en krypteret Bluetooth-kommunikationskanal ved anvendelse af
det forste Bluetooth-kommunikationsmodul og det andet Bluetooth-kommunikationsmodul,
hvor den krypterede Bluetooth-kommunikationskanal er den tradlese kommunikationskanal,
der er krypteret ved anvendelse af Bluetooth-krypteringsneglen.

2. Fremgangsmade ifelge krav 1, hvor den subkutane del omfatter en glukosesensor

(130), hvor det medicinske apparat omfatter et kontinuerligt glukoseovervagningssystem (126,
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130), hvor fremgangsmaden omfatter trinnet, der bestar i at optage en glukosemaling ved
anvendelse af det kontinuerlige glukoseovervagningssystem, hvor fremgangsmaden desuden
omfatter trinnet, der bestar i at overfere glukosemalingen til styreenheden ved anvendelse af
den krypterede Bluetooth-kommunikationskanal.

3. Fremgangsmade ifolge krav 1 eller 2, hvor den subkutane del omfatter mindst én
kanyle (124), hvor det medicinske apparat omfatter et pumpesystem (122), hvor
pumpesystemet omfatter et hvilket som helst af folgende: en insulinpumpe til at pumpe insulin
gennem den 1 det mindste ene kanyle, en glucagonpumpe til at pumpe glucagon gennem den i
det mindste ene kanyle og kombinationer deraf, og hvor fremgangsmaden desuden omfatter
trinnet, der bestdar 1 at styre pumpesystemet via den krypterede Bluetooth-
kommunikationskanal ved hjelp af styreenheden.

4. Fremgangsmade ifelge krav 1, 2 eller 3, hvor den adgangskodegodkendte
negleaftalealgoritme er en af folgende: J-Pake-algoritme (800, 901), EKE, PAK, PPK, SPEKE,
Dragonfly og IEEE-standard 802.11-2012

5. Fremgangsmade ifelge krav 1, 2 eller 3, hvor den adgangskodegodkendte
negleaftalealgoritme er en J-Pake-algoritme (800, 901), hvor deaktivering af J-PAKE-
algoritmen 1 den forste hukommelse udferes ved at @ndre J-PAKE-algoritmen i1 den ferste
processor, saledes at den ikke udferes af den ferste processor, nar Bluetooth-krypteringsneglen
er blevet lagret i den forste hukommelse.

6. Fremgangsmade ifelge et hvilket som helst af de foregaende krav, hvor det
medicinske apparat har en ydre overflade (202), hvor den ydre overflade omfatter en etiket
(204) med adgangskodedata (226), hvor adgangskodedataene er beskrivende for
engangsadgangskoden.

7. Fremgangsmade ifelge krav 6, hvor dataindtastningsgreensefladen omfatter et
tastatur (140), hvor fremgangsmaden desuden omfatter trinnet, der bestar i at indtaste
engangsadgangskoden og/eller adgangskodedataene ved hjalp af tastaturet.

8. Fremgangsmade ifelge krav 7, hvor det medicinske instrument desuden omfatter
tryksager, der omfatter engangsadgangskoden.

9. Fremgangsmade ifelge krav 6, 7 eller 8, hvor etiketten er maskinlasbar, hvor
dataindtastningsgreensefladen er en optisk etiketleser (221), der er konfigureret til at lese
adgangskodedataene, hvor trinnet, der bestar i at indtaste engangsadgangskoden i
dataindtastningsgreensefladen, omfatter lesning af adgangskodedataene med den optiske
etiketleser, hvor trinnet, der Dbestar 1 at indtaste engangsadgangskoden i

dataindtastningsgrensefladen, desuden omfatter omdannelse af adgangskodedataene til
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engangsadgangskoden.

10. Fremgangsmade ifelge krav 9, hvor et hvilket som helst af folgende:
adgangskodedataene er kodet som en stregkode, og den optiske etiketleeser er en
stregkodelaser, adgangskodedataene er kodet som en EAN-kode, og den optiske etiketleser er
en EAN-kodeleser, adgangskodedataene er kodet som en todimensionel optisk kode, og den
optiske etiketlaser er en todimensionel optisk kodelaser, adgangskodedataene er kodet som en
QR-kode, og den optiske etiketleser er en QR-kodeleser, adgangskodedataene er kodet som
en datamatrixkode, og den optiske etiketleser er en datamatrixkodelaeser, den optiske
etiketleser er et digitalkamera og kombinationer deraf.

11. Fremgangsmade ifelge et hvilket som helst af de foregaende krav, hvor den
elektroniske del omfatter en optisk indikator (402), hvor dataindtastningsgrensefladen
omfatter en optisk detektor (221), hvor trinnet, der bestar i at indtaste engangsadgangskoden i
dataindtastningsgrensefladen, omfatter transmission af engangsadgangskoden ved anvendelse
af den optiske indikator, hvor trinnet, der bestar i at indtaste engangsadgangskoden i
dataindtastningsgreensefladen, desuden omfatter modtagelse af engangsadgangskoden ved
anvendelse af den optiske detektor.

12. Fremgangsmade ifelge et hvilket som helst af de foregaende krav, hvor den
elektroniske del omfatter en lydsignalgenerator (502), hvor dataindtastningsgrensefladen
omfatter en lydsignaldetektor (504), hvor trinnet, der bestar i at indtaste engangsadgangskoden
i dataindtastningsgrensefladen, omfatter transmission af engangsadgangskoden ved
anvendelse af lydsignalgeneratoren, hvor trinnet, der bestar i at indtaste engangsadgangskoden
i dataindtastningsgrensefladen, desuden omfatter modtagelse af engangsadgangskoden ved
anvendelse af lydsignalgeneratoren.

13. Fremgangsmade ifolge et hvilket som helst af kravene 1 til 4, hvor den elektroniske
del omfatter et forste RFID-modul (602, 602"), hvor dataindtastningsgrensefladen er et andet
RFID-modul (604), hvor trinnet, der bestar i at indtaste engangsadgangskoden i
dataindtastningsgreensefladen, omfatter udveksling af engangsadgangskoden ved anvendelse
af det forste RFID-modul og det andet RFID-modul.

14. Fremgangsmade ifelge krav 13, hvor det forste RFID-modul er en RFID-tag (602"),
hvor RFID-taggen omfatter en RFID-taghukommelse, hvor RFID-taghukommelsen indeholder
engangsadgangskoden.

15. Fremgangsmade ifolge et hvilket som helst af kravene 1 til 4, hvor den elektroniske
del omfatter et forste NFC-modul, hvor dataindtastningsgraensefladen er et andet NFC-modul,

hvor trinnet, der bestar i at indtaste adgangskodedataene i dataindtastningsgrensefladen,
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omfatter udveksling af adgangskodedataene ved anvendelse af det forste NFC-modul og det
andet NFC-modul.

16. Fremgangsmade ifelge et hvilket som helst af de foregdende krav, hvor
engangsadgangskoden har lavere entropi end Bluetooth-krypteringsneglen.

17. Fremgangsmade ifelge et hvilket som helst af de foregaende krav, hvor trinnet, der
bestar i at indtaste engangsadgangskoden i dataindtastningsgransefladen, omfatter:

- indtastning  af  adgangskodedata 1  dataindtastningsgrensefladen,  hvor
adgangskodedataene er beskrivende for engangsadgangskoden, og

- omdannelse af adgangskodedataene til engangsadgangskoden.

18. Fremgangsmade ifelge et hvilket som helst af de foregdende krav, hvor
engangsadgangskoden leveres til dataindtastningsgreensefladen af det medicinske apparat.

19. Fremgangsmade ifelge et hvilket som helst af de foregdende krav, hvor det
medicinske apparat omfatter et serienummer, hvor engangsadgangskoden omfatter i det
mindste delvist omfatter serienummeret.

20. Medicinsk instrument (100, 200, 400, 500, 600, 700), hvor det medicinske
instrument omfatter et medicinsk apparat (104) og en styreenhed (102), hvor det medicinske
apparat er batteridrevet af et forste batteri (136), hvor styreenheden er batteridrevet af et andet
batteri (148), hvor det medicinske apparat omfatter en elektronisk del (118) og en subkutan del
(120), hvor den elektroniske del omfatter en forste processor (132) og en forste hukommelse
(206), hvor den forste hukommelse indeholder en engangsadgangskode (210), hvor den forste
hukommelse desuden indeholder en implementering af en adgangskodegodkendt
negleaftalealgoritme (212, 800, 901), hvor den ferste hukommelse desuden indeholder forste
maskineksekverbare instruktioner,

hvor styreenheden omfatter en anden processor (144) og en anden hukommelse (223),
hvor styreenheden omfatter en dataindtastningsgraenseflade (140, 221, 504, 604), hvor den
anden hukommelse indeholder implementeringen af den adgangskodegodkendte
negleaftalealgoritme (212'), hvor den anden hukommelse desuden indeholder yderligere
maskineksekverbare instruktioner,

hvor det medicinske apparat omfatter et forste Bluetooth-kommunikationsmodul (134),
hvor styreenheden desuden omfatter et andet Bluetooth-kommunikationsmodul (150), hvor det
forste Bluetooth-kommunikationsmodul og det andet Bluetooth-kommunikationsmodul kan
betjenes til at danne en tradlgs kommunikationskanal (152) mellem det medicinske apparat og
styreenheden,

hvor udferelse af de yderligere maskineksekverbare instruktioner bevirker, at den anden
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processor modtager (300) engangsadgangskoden til dataindtastningsgransefladen,

hvor udferelse af de yderligere maskineksekverbare instruktioner og de forste
maskineksekverbare instruktioner bevirker, at den forste processor og den anden processor
genererer (302) en Bluetooth-krypteringsnegle (218) ved hjelp af det medicinske apparat og
styreenheden med engangsadgangskoden gennem udveksling af data i den tradlese
kommunikationskanal ved at udfere den adgangskodegodkendte negleaftalealgoritme, hvor
styreenheden initierer udferelse af den adgangskodegodkendte negleaftalealgoritme,

hvor udferelse af de forste maskineksekverbare instruktioner bevirker, at den forste
processor lagrer (304) Bluetooth-krypteringsneglen i den forste hukommelse,

hvor udferelse af de forste instruktioner desuden bevirker, at den forste processor
deaktiverer (306) den adgangskodegodkendte negleaftalealgoritme 1 den forste hukommelse
efter lagring af Bluetooth-krypteringsneglen 1 den ferste hukommelse,

hvor udferelse af de yderligere maskineksekverbare instruktioner bevirker, at den anden
processor lagrer (308) Bluetooth-krypteringsneglen i den anden hukommelse,

hvor udferelse af de yderligere maskineksekverbare instruktioner og de ferste
maskineksekverbare instruktioner bevirker, at den forste processor og den anden processor
etablerer (310) en krypteret Bluetooth-kommunikationskanal ved anvendelse af det ferste
Bluetooth-kommunikationsmodul og det andet Bluetooth-kommunikationsmodul, hvor den
krypterede Bluetooth-kommunikationskanal er den tradlese kommunikationskanal, der er
krypteret ved anvendelse af Bluetooth-krypteringsneglen.

21. Medicinsk instrument ifelge krav 20, hvor den forste processor deaktiverer den
adgangskodegodkendte negleaftalealgoritme 1 den forste hukommelse ved at slette eller
overskrive 1 det mindste en del af den adgangskodegodkendte negleaftalealgoritme i den forste

hukommelse.
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