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(57) Abstract: Various configurations and techniques for enabling bidirectional cryptographic input output (IO) operations with an
IO device of a computing system are disclosed herein. In an example, electronic operations of a computing system to enable a secure
direct memory access (DMA) transaction including writing information to enable the secure DMA transaction to memory, reading
and verifying the information from memory, performing encryption of data from the IO device using the information from memory,
and writing encrypted secure data for the secure DMA transaction to the memory. In a further example, the information to enable the
secure DMA transaction may include a counter value written by authorized software, and encrypting the secure data using the
counter value, to prevent replay of the secure encrypted data by software other than the authorized software.
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BIDIRECTIONAL CRYPTOGRAPHIC 10 FOR DATA STREAMS

CLAIM OF PRICRITY
{6061 ] This application claims priority to U.S. Patent Application Serial No.
14/968,447, filed December 14, 2015, the content of which is herchy

incorporated by reference in s entivety.

TECHNICAL FIELD
[6002] Embodiments described herein gencrally relate to the communication
and processing of data in computer systems, and in particular, to the secure
communication and processing of device input/output (J0) memory operations

within a computing systom.

BACKGROUND
{6003] Computing sysiern architectures have been continuously developed
and enginecred to improve security operations. However, there is a significant
gap involving the security measures currently available within a computing
systera for [0 operations. The security of 10 operations within a computing
system is often referred to as “Trusted” or “Secure” [, referring to the concept
of ensuring that memory operations being conducted by a device to and from
memory are cryptographically secure, such that memory operations are
untaropered with and unusable by unintended parties.
{6064] The security considerations for such trusted IO techniques include:
how o provide sccurity in a cost effective way that may apply generically to
operations by all devices; how nmultiple different entities may cnable exchusive
access to respective [0 streams; and how to provide strong security protections
to ensure confidentiality, integrity, and anti-replay. Existing solutions that have
been attempted for computing device architectures have generally failed to
deliver a market acceptable, comprehensive trusted IO solution that addresses all

of these considerations.
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BRIEF DESCRIPTION OF THE DRAWINGS
{G005] In the drawings, which are not necessarily drawn to scale, like
nurmerals may describe similar components in different views. Like numerals

having different letter suffixes may represent different instances of similar

[#7)

components. Some embodiments are iflustrated by way of example, and not

limitation, in the figures of the accompanying drawings in which:

{6006] FIG. 1 illastrates a diagram of an example computer architecture

implementing a technique for establishing a trusted IO flow, according to an

example;

10 [6007] FIG. 2 illustrates a diagram of an example computing system
architecture implementing a techmque for continuing a trusted 10 flow,
according to an exampic;

[0008] FIG. 3 iltastrates a diagram of an examople computing system
architecture implementing a technigue for storing data in a trusted IO flow,

15  according to an cxample;

[G009] FEG. 4 illustrates an instruction line format and token format used
with storing data in a trusted IO flow, according to an example;

160146] FIG. 5 illustrates a flowchart of a software read flow adapted for use
with the presently disclosed trusted 10 techniques, according to an example,

20 [08611]) FIG. 6 iltustrates a flowchart of a software write flow, adapted for
use with the presently disclosed trusted IO techniques, according to an example;
16012] FIG. 7 illustrates a flowchart of an example method for storing and
accessing trusted IO data, for imnplementation of the presently disclosed secure
data configurations and flows, according to an example; and

25 {0613] FIG. 8 illustrates a block diagram for an example computer

architecture upon which any one or more of the techniques (e.g., operations,

processes, methods, and methodologies) discussed herein may be performed,

according o an example.

30 DETAILED DESCRIPTION
{6014] In the following description, methods, configurations, and related
devices and apparatuses are disclosed that provide for bi-directional

cryptographically secure 0 of data streams, enabling multt-party confidentiality,
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integrity, and ordering of data streams. Specifically, the present disclosure
addresses the security considerations of tusted 10 with use of a hi-directional
protocol for memory access, including divect memory access (DMA) with

respective computing system devices. In an example, the presently described bi-

[#7)

directional protocol may be used o allow software to send instructions at cache-

line boundarics that a memory controller entity or central cryptography engine

{e.g.. an IO crypto engine) may interpret and apply in a stateless manner.

[0015]  As discussed herein, the present technigues enable trusted IO through

secure DMA, while protecting cryptographic channels from a replay attack.

10 Replay protection is a difficult problem even with isolated cryptographic
channels, as there is a remote chance that the encrypted data could be intercepted
or read from memory and replayed at a later time. Thus, while existing
techniques have been developed to cryptographically encode device 10 data
from tampering or plaintext interception, the maintenance of state informanon

15 presents a far more complex challenge that existing technigues have not
addressed.

[0016] In an example, a trusted 10 communication technique is implemented
for communications with a trusted execution environment (TEE) (e.g., software
tmplemented in a secure area such as Intel® Software Guard Extensions (SGX)

20 secure enclaves or ARM® TrustZone® hardware security extensions), through
use of a specialized 10 crypto engine (ICE). This TEE may be located locally in
the computing system or at a remoic data service, and the TEE has a trust
relationship with the ICE to ensure that authentic 10 data is securely exchanged.
As avesult, the TEE does not need 1o trust other components of the computing

25  system, such as the operating system or local software, to accomplish trusted IO
operations.

16017] In an example, the presently disclosed trusted IO communication
technigues are implemented by core-side software mermory accesses to a data
line in memory that contains metadata to cnable the secure DMA fransaction.

30 This metadata is written to memory prior to the secure DMA transaction, and

then retrieved for use in the secure DMA transaction in response to the device

attempting to perform the secure DMA transaction.
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{6018] In a simplified example, the metadata stored in the data line in
memory includes a replay counter value that is written to a memory location.
This replay counter value may be a unigue value that originates from authorized
TEE software to prevent replay of the encrypted data. On a secure device DMA
o that same memory location, the metadata is first read to obtain the replay

counter value, and the DMA data is encrypted using the replay counter value

o~

e.g., as an encryption tweak, or as a counter with counter mode). Thereafter,
the metadata may be overwritien by the now-encrypted BMA data at the same
memory location.

[6019] In a more detailed example, the metadata stored in the data line in
memory contains additional globally unique identifving parameters used in the
DMA transaction, stch as a byte sequence, a key selector, a device/channel
ideuntifier, a replay counter, a token, and like pararneters. Upon aceesses to
memory via DMA from a device that is in a secure mode, the ICH may fetch the
data line stored in memory, identify the aforementioned identifying parameters
{o sclect a key and obtain the replay counter, and then encrypt the data for the
corresponding device using this key and replay counter. Metadata may then
indicate that the data line stored in memory should remain encrypted on a
subsequent read. Upon the subsequent read of the data from memory, trusted
software may decrypt the data, check data integrity, and use the aforementioned
counter verify that the data was not replayed, in a generic manner for any device.
16020] In an example, the ICE may first read the metadata from memory on
a secure DMA write and then overwrite the same metadata location with device
DMA data, encrypted according to the metadata divectives. As a result, no
additional memory allocation may be needed for maintaining the metadata for
the sccure DMA transaction. In other examples, the memory allocation and
secure DMA write occurs to other memory locations as indicated by the
metadata.

(6021} As explained in the examples below, the hardware functions
performed by the ICE are asvmmetric, providing a cryptographic function on a
device DMA write to memory, while also sending the resulting encrypted data
{¢c.g., ciphertext} to core software on a subsequent read of the DMA region. This

in turn enables software to decouple front the device path and hardware path, so
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that only authorized software will know the key and be able to decrypt the data.
Further, as explained in the examples below, core hardware, microcode, or
macrocode provides the attestation services and key exchange services to bind
the software keys with the central ICE keys. The core hardware, microcode, or
macrocode may also be used to manage an {OMMU (10 Memory Management
Unit) to assure the correct device identificr to memory mappings and data flows.
16622 FIG. 1 illastrates a diagram of an example computer architecture
implementing a technique for establishing a trusted IO flow, according to an
example. As shown in FIG. 1. the computer architecture incudes a device 110,
the device 110 coupled o a central processing unit (CPU) 120, and the CPU 120
coupled to a memory 140 (e.g., BRAM or other volatile memory). The CPU
120 further includes an IOMMU 122 adapted t© perform memory mapping for
DMA 10 operations with a plurality of devices {e.g., with the device 11(), and
an ICE 128 adapted to perform cryptographic memory operations for the DMA
IO operations with the plurality of devices (e.g., with the device 110). The CPU
120 further includes microcode 125 to operate specific processor execution
instractions, including features of the cryptographic memory operations further
discussed herein. It will be understood that numerous functions and components
of the device 110, the CPU 120, the memory 140, the IOMMU 122, and the ICE
128 are not depicted or described for simplicity.

[06023] Within the CPU 120, varicus instroctions are executed to implement
secure and unsecure software of the computing system. Such software may
include authorized software 124 (e.g., rusted software) and system software 126
{e.g., system management software included within an operating system), in
addition to other components of the operating system and other software
applications. For example, the authorized softwarc 124 may be implemented
through the use of a tusted zone, secure enclave, or other trusted execution
environment, providing a mechanism to execute software by the CPU 120 in an
isolated environment protected from the operating system and other software
applications. In some example, the trusted execution environment may ufilize
cryptographic isclation to protect trusted applications from each other and from

the other non-trusted software of the computing systent.

PCT/US2016/061807
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16024] A series of data flows 151, 152, 153 to begin wrusted 10 operations
are depicted i FIG. 1, through use of the ICE 128 and the {IOMMU 122, The
data flow 151 starts with platform software requesting secure 10 with the device

110 {e.g., through CPU instructions). In an example, the authorized software

[#7)

124 may request cryptographic access to device data in the CPU 120 using
processor microcode/macrocode (e.g., the microcode 125). As an examuple of
software executed using a secure enclave, the avthorized software 124 may be
authorized as an enclave with rights to access a particular device identifier
(Device ID) associated with the device 110, and the operating system may verify
10 the requests to the CPU 120 (to ensure that the CPU 120 also authorizes the
transaction).
{0025] During the data flow 151 depicted in FIG. 1. the authorized software
124 requests a sceret key and key identifier (a KeylD) from the CPU 120 for
access to data communicated from the device 110. This secret key will be used
15 to eryptographically encode and decode secure DMA memory entries that will
be conducted from the device 110. In another example, the KeyID may be
implicitly determined from the 1D of the secure device {e.g., a Bevice ID), thus
the Device ID may determine the key that is used to encrypt the DMA device
data. In some cxamples, the Device 1D need not be specificd in the metadata, as
20 the Device ID may serve as an wdentificr property for the device channcl. In
another example, a Device D in cormnbination with a channel {3 may together be
used to select a key, such as where the channel 1D pertains to a particular data
flow/session from the device 110.
[6026] During the data low 152 depicted in FIG. 1, the secret key for secure
25  communications with the device 110 is configured in the ICE 128, Inan
example, the ICE 128 may maintain a list of keys 130 or otherwise determine the
keys by use of the KeylD. For example, the CPU 120 may associate a secret key
and KeylID in the list of keys 130 stored within the ¥CE 128 1o enable an
encrypted DMA communication with the device 110, in another example, in
30 licu of a stored list of kevs, an encryption key may be derived from the KeylD or
Device ID. For example, encrypting the KeylD using a master secret key may

be used to generate, by calculation, the secret key associated with that KeyiD.
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16027] During the data flow 153 depicted in FEG. 1, if the avthorized
software 124 is verified as being authorized (e.g. operating in a secure enclave
and having correct permissions to the device 110), the secret key and the KeylD

for the secure corumumications with the device 110 are provided to the

[#7)

authorized software 124, The asthorized software 124 uses the seeret key and

the KeylD for the device 110 to later decrypt data that was securely provided

from the device 110. In an example, the secret key and the KeyiD for the device

110 are also used by the authorized software 124 to compute mntegrity check

values (JCVs) that the ICE 128 will use to determine whether memory

10 commands were properly configured by the authorized software 124 and
untampered with,
{0028]  The presently described protocol started by data flows 151, 153, 153 is
designed to allow the asthorized software 124 operating in a trusted cxecution
environment to use counters and tokens in addition o other eryptographic

15 security measures. As discussed in the following examples, this enables the
{ransaction that writes data to memaory to not only be encrypted, but also to be
tracked {through the use of these counters and tokens) to ensure that a
subsequent data read transaction does not occur out of order. Accordingly, the
following technique may be used to cnable bidirectional (write and read) trusted

20 10 operations of a data ransaction with replay protection.
160628]  FIG. 2 illustrates a diagram of an example computing system
architecture implementing a technigue for continuing a trusted 10 flow,
according to an example. The diagram of FIG. 2 continues the depiction of the
computer architecture of FEG. 1, although it will be understood that

25  modifications to the architecture and data flows of FIG. 1 may also further
modify the operations of FiG, 2.
160638] During the data flow 154 depicted in FIG. 2, DMA memory is
allocated to the device 110, such as a result of a call from system software 126
handled through the IOMMU 122, Additionally, during the data flow 154,

30 tokens are requested from the CPU 120 (e.g., through instructions in microcode

125) for an associated KeylD and memory page address{cs).

{6031]  In an example, the IOMMU 122 is setup with memory mappings for a

particular Device [D of the device 110 using an extension to a sct of page tables,
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such as with use of Intel® Virtualization Technology for Directed /O (VT-d)
page tables. In an cxample, an authorization token may be used by the DS or a
virtual machine monitor/hypervisor to configure the page tables with authorized

device to physical memory mappings, to ensure a particular device is authorized

[#7)

o use this memory location. Other techniques may be used to ensure the tables
are mapped correctly, to implement a2 mechanism so that a particular Device ID
is associated with specific physical memory addresses.

16032] During the data flow 155 depicted in FY{. 2, the CPU 120 {e.g.,

through microcode 125) configures the IOMMU 122 to map the device 110 as

10 secore (e.g., to identify the device as trusted), and to use allocated memory
addresses for secure DMA operations. In an example, a Device 1D for the
device 110 is etther tagged as secure or non-secure based on a configuration
specified in the CPU 120, If the device 110 is indicated as secure as determined
by the configuration of the {OMMU 122, then the DMA acecesses to memory for

15 the device 110 are likewise identified as secure to the ICE 128, In some
examples, the Device 113 may also be provided to the ICE 128 as part of the
DMA transaction, thus allowing the secret key used to be determined from the
secure Device ID.

[6033] During the data flow 156 depicted in FI1G. 2, the CPU 120 (e.g.,

20 through microcode 125) provides a list of tokens for memory pages to the
authorized software 124, These tokens are to be ased for populating instruction
lines in memory that are ready for the secure DMA. As explained in the
following examples of FIG. 3, these tokens may be used to validate or authorize
that the physical addresses are allowed for the given secret key in a stateless

25  manner. Further, these tokens may be used to demonstrate that the KeylD of the
sceret key is to be bound to a physical memory address/page frame as seen by
the {CE 128. This physical memory address/page frame effectively represents
the corresponding device or devices {(e.g., device 110) to perform the secure
DMA operation with. In a further example, the generation of such tokens may

30 be provided through use of a specialized memory encryption engine (MEE).

{0034 During the data flow 157 depicted in F1G. 2, the authorized software

124 configures the DMA-able memory, shown with instruction lines 170, This

memory may be directly accessed by the authorized software 124, or it may be
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copied to the DMA-able regions/pages by a device driver on behalf of the
authorized software 124,
[6635]  Importantly, the contents of the memory as written by the authorized

software 124 or on behalf of the asthorized software 124 (as a resuft of the data

[#7)

flow 157) are persevered, and these memory locations will be subsequently read

and interpreted by the ICE 128 on secure device DMA memory accesses. Thus,

through use of the instruction lines 170, the authorized software 124 is creating
packets in memory {(e.g., metadata} that will persist or cache a sequence of

instructions for the subsequent handling of each instruction line by the ICE 128,

10 [6U36]  Once read and interpreted as metadata by the ICE, these memory
locations may then be overwritten by the DMA data, with the ICE having
followed the metadata instructions included therein. In this example, the
metadata does not require separate mermory allocations, but may reside as part of
the same memory data line to be overwritten by DMA data.

15 (8837} The sequence of instructions written fo the instruction lines 170 may
include a pattern or format that indicates to the ICE 128 that this memory
location is special {e.g., indicating that this memory location is correctly
configured for secure device accesses). In one example, the instruction line
simply inchides metadata for a counter value. On a device DMA, the Device 1D

20 associated with the DMA transaction may then select/derive a key, and the
counter value may be used to modify the encrypted data. The modified
encrypted data then may overwrite the counter value at that same memory
location with the encrypted DMA data.

[6038] In a further example, the instruction line includes metadata for: a

25  token 162 used to determine whether the memory mapping is authorized, a
KeyiD) that the ICE 128 uses to lookup a sccret key for encryption of the secure
DMA communication, any counter values that the authorized software 124
wishes to use in the encryption to prevent replay, a mask set in software so that
the ICE 128 is able to determine which portions of the data should be encrypted,

30 and an ICV (integrity check value or data authenticity code/message authenticity

code (MAC)) calculated using the key identitied by the KeyID. However, some

of these values, such as the mask, may be optional and included for legacy
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compatibility purposes. The format for the instruction line is forther depicted
and discussed with reference to the instruction line format 410 of FIG. 4.
(60391 At the conclusion of data flow 157 in FEG. 2, the authorized software

124 has written properly formatted instruction lines 170 to the memory 140, with

[#7)

the data stored in the instruction lines 170 including data for the token 162 (the

token 162 providing a cryptographic authorization for the counter valuc and the

KeyiD of the encryption key, or in other examples, the Device ID of the DMA

transaction that is used to determine the encryption key). The format for the

token 162 is further depicted and discussed with reference to the token format

10 20 depicted in FiG. 4.
[6048]  Further, at the conclusion of data flow 157, the authorized software
124 (or the trusted execution environment operating the authorized software
124} has pre-populated the instruction lines 170 used for secure DMA with
counter values to adjust the encryption for the secure DMA. As discussed

15 below, when the ICE 128 proceeds to perform the secure DMA, it will read these
counter values in the instruction lines 170 to “pollute” the encryption of the
secare DMA data, using counter-mode cryptographic techniques. Because the
authorized software 124 is aware of the correct counter value, it may
successfully replay and decrypt the resulting encrypted data. Other software,

23 which is not aware of the correct counter value, cannot successfully replay and
decrypt the resulting encrypted data.
16041] FIG. 3 illustrates a diagram of an example computing system
architecture implementing a technique for storing data in a trusted 10 flow,
according to an example. The diagram of FIG. 3 continues the depiction of the

25  computer architecture of F1G5. 1 and 2, although it will be understood that
modifications to the architecture and data flows of FIGS. 1 or 2 may also further
modify the operations of FIG. 3.
[0042]  Asshown, FIG. 3 depicts operations for performing the secure DMA
with device 110. Once the BMA-able memory location in memory 140 is

30 properly configured by the authorized software 124 (e.g., with the operations

depicted in FEG. 2), secure DMAs with the device 110 may proceed.

{0043] During the data flow 158 depicted in FIG. 3. the device 110 attempts

a DMA to memory 140. As an initial operation, the IOMMU 122 may translate

i
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the memory address based on the device identifier associated with the
device 110, When the IOCMMU 122 determines that the device 110 is secure
(e.g., in a secure, trusted mode as configured by the CPU 120), it signals that the

DMA transaction s secure to the ICE 128, In an examople, this indication to the

[#7)

ICE 128 may be implemented with a mechanism similar to the non-secure (NS}

bit value used in an ARM® TrustZone® configuration,

{0044] During the data flow 159 depicted in FIG. 3, the ICE 128 reads and

verifies an instruction line from memory 140 for the DMA address. For

example, the ICE 128 may read the physical memory location at the instruction

10 lines 170 o statelessly obtain the instructions for handling the secure DMA
transaction with the device 110. (In one example, as an alternative to use of a
NS bit or similar mechanism, the ICE 128 may first read the memory line that is
being DM Acd to, for every BMA access, to look for an indication that identifies
the DMA memory location as being secure or unsecure).

15  {B045] The ICE 128 may lockup the secret key using the KeylD retrieved
from the instruction lines 170, and verify that the ICV, MAC, or other
verification value proves the integrity of the retrieved instructon line {e.g., to
ensure that mask, counter, key ID, etc. in the instruction lines 170 were not
modified). Further, the ICEH 128 may verify that the token 162 stored inthe

20 uwstruction lines 170 authorizes the device 110 to perform physical memory
access for the corresponding secret key (e.g., based on a Bevice ID). I an
example, this verification is performed using a second key only used by the CPU
120, allowing the token 162 to be cnerypted and integrity checked.

[6046] Inresponse to successful verification of the token 162, instruction line

25 data, and authorization of the memory access, the secure DMA memory
operation may be conducted. During the data tlow 160A depicted in FIG. 3,
data that is encrypted by the ICE 128 with the secret key is stored inline to the
instruction lines 170 {thus, overwriting the BDMA wansaction data that was
previously stored in the instruction lines 170). The ICE 128 encrypts the data

30 from device 110 using the secret key corresponding to the Key 1D, and the ICE

128 further adjusts the encryption of the secure DMA data values using the

counter value retrieved from the instruction lines 170.

i1
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[0047]  In an example, this adjustment to the encryption with a counter may
be performed with the use of “XTS”, e.g., an XEX-based tweaked-codebook
mode with ciphertext stealing. Due to the cipher’s bit diffusion properties,
patterns in the plaintext block will be destroved if the ciphertext is modified or
the incorrect tweak value/counter is used to decrypt the ciphertext data. Thus,
the absence of cxpected patterns in the decrypted data constitutes an implicit
integrity check that the TEE may use to determine whether there was
corruption/modification of the DMA data.

{6048] Also in an example, a mask value may be included in the metadata.
For example, a mask value retrieved from the instruction lines 170 may identify
regions of the DMA operations that are not to be encrypted. Modifications to the
encrypiion process may be accordingly performed to ensure that such sections of
data remain unencrypted (e.g., stored in plaintext in memory).

[0048]  In an example, if any of the integrity checks by the ICE 128 fail for a
secure device transaction, then the ICE 128 may notify the CPU 120 of the error
condition, and the CPU 120 may indicate the error to software and/or log the
crror. In an example, the authorized software 124 may use ervor indications or
data logging to securely check for crror conditions related to a device's
atterapted sccure DMA transactions. In a further example, error indications or
data logging may be implemented through a new CPU instruction that indicates
such errors pertaining to authorized software or a trusted environment in 3 way
that compromised system software cannot hide/modify them.

[6054]  During the alternative data flow 160B depicted in FIG. 3, data that is
encrypied by the ICE 128 is stored at an alternative instruction line 180, Inan
example, the token 162 may also include an alternate address, again as allowed
and indicated by operations of the CPU 120, to be associated with a particular
cacheline or memory page. This alternate address may be allocated by the OGS
on behalf of the authorized software 124 to inciude additional information such
as an ICV or MAC for the integrity of the DMA device data, as would be
computed by the ICE 128, Additionally, to enable devices to read and write to
memory through multiple secure DMA transactions, the alternative instruction
line 180 may be used to store the encrypted device data, keeping the instruction

lines 170 intact (not overwritten).

i2
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[0051]  The techniques and configurations described above with reference to
FIGS. 1, 2 and 3 enable the device 110 to access its own DMA memory space,
perform various computations, and move contents around within this DMA

memory space, while still affording a completely stateless and device-

[#7)

independent model for secure transactions. Thus, in examples where the

encrypied device DMA data is stored at the alternative instruction line 180, and

when the device 110 later attempts to read the memory via DMA, the instruction

lines 170 will be looked up, the keys determined, and the data at the alternative

instruction lines 180 would be retumed to the device 110 in its decrypted form.

10 [6052]  Inthe configurations depicted in FIGK. 1, 2, and 3, the IOMMU 122
and the ICE 12§ are depicted as separate components. It will be understood that
in some examples, the functions of these separate components may be merged
together, including with functions of a merged component responsible for
tracking device identifiers, secret keys, KeylDs, and like information used for

15 cryptographic DMA operations. Additionally, although in the examples depicted
in FIGS. 1, 2, and 3, the cryptographic key is based on a corresponding device
ID of the device 110, other technigues may be implemented in the [OMMU 122
or the ICE 128 for tracking cryptographic information for specific sccure
{trusted) devices.

2G [6833]  FIG. 4 provides an illusiration of an instruction line format 418 and
token format 428, used with storing data in a trusted 10 flow, according to an
example. The instruction line format 410 may be used as a format for the data
stored i1 the instruction lines 170 referenced in FEGS. 2 and 3, and the token
format 420 may be used as a format for the data stored in the token 162

25 referenced in FIGS. 2 and 3.
[6054] As depicted, the instruction line format 410 may include a key
identifier (KeyID) 411, a token 412, a counter 413, a mask 414, and an ICV 415,
As also depicted, the token format 420 (e.g., for use as the token 412) may
include a device identifier (Device 1D) 421, a key wdentifier (KeyID) 422 (e.g., of

30 the samue value as the key identifier 411), a valid identifier 423 {(e.g., an identifier

to allow reassignment of devices to different TEESs, used to validate whether a

particular transaction is valid), and an alternate memory address 424 (e.g.,

indicating the memory address(es) of the instruction lincs 180). In some
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examples, the token format 420 does not include the alternate memory address
424, or may provide the altcrnate address as a blank or mull field in cases where
the secure DMA storage is not provided to an alternate address. In another
example, the device identifier 421 may be substituted for a physical memory
address indicating the memory address(es) of the instruction lines 170 that is
associated with the particular device to perform the secure DMA operations
with.

{0055] FIG. 5 illustrates a flowchart 500 of a software read flow, adapted for
use with the presently disclosed trusted 10 techniques, according to an example.
As shown, the following operations of flowchart 500 may be implemented by
operations of a computing system in accordance with the configuration of FIGS.
1 to 3 to implement reads of secure DMA data, although the technique of
flowchart 500 may also be used in other configurations.

[6056] As depicted, the operations of flowchart 300 include reading the
encrypted data {e.g., ciphertext} from memory {operation 510). This may
include accessing the encrypted data at an inline memory location used to
receive the tusted 10 DMA, or at an alternate memory location used to write the
trusted IG DMA operation, as discussed above. Upon receipt of the encrypted
data from memory, the software application may decrypt the encrypted data
using the secret key (operation 520). The software application may proceed to
use the decrypted data value in software operations (operation 530).

{00571 FIG. 6 illustrates a flowchart 600 of a software write flow, adapted
for use with the presently disclosed trusted 10 technigues, according to an
cxample. As shown, the following operations of flowchart 600 may be
implemented by operations of a computing system in accordance with the data
flows of FIG:S. 1 to 3 to troplement an ICE-based flow of secure DMA writes,
although the technique of flowchart 600 may also be used with other varving
configurations and data flows.

{6058} The flowchart 600 depicts a series of operations that originate from a
Device DMA {(operation 610). A determination is made whetber the Device
DMA is intended to be secure (decision 615). I the Device DMA is not

intended to be secure, a normal DMA access to memory may be performed
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{result 620). H the Device DMA is intended to be secure, operations for a secure
device DMA continue.
[0039] The operations for a secure device DMA include operations for

reading an instruction line for the DMA from memory (operation 630), and

[#7)

retrieving data from this instruction line. As a result of the read of the data from

instruction line, data for a token (e.g., an encrypted token) and data for an

integrity check value of the instruction line may be extracted (data vaiue 640).

This data value may indicate whether the ICV of the instruction line is correct

based on the KeylD of the secure key, and whether the token is correct based on

10 the memory address and the KevID of the secure key. A determination is then
made whether the instraction line and token are valid for this secure DMA
operation {decision 643). If the instruction line or token is not valid, the secure
DMA operation may discontinue and an error may be reported (result 6530). If
the instruction Hoe and token is vakid, the secure DMA operation continges.

15 {$060] The secure DMA operation includes operations for encrypting the
data {operation 660), which may include use of a secref key associated with the
key ID, and a counter. The use of the counter is provided for an anti-replay
mechanism, to modify the encryption to be specific to use of the counter that is
known by the authorized software application.

20 [00s1] The operations of the secure DMA conclude with operations to write
the encrypled data into memory. A determination is made whether to store the
encrypted data at an alternate address {(decision 665). If data is not to be stored
at the alternate address, the instruction line (previously used to store the token) is
overwritten with the encrypted data (e.g., ciphertext) from the DMA operason

25  (operation 670). If the data is to be stored at the alternate address, the encrypted
data {e.g., ciphertext) is stored at the alternate memory address (operation 680).
16062] As a result of the technigue of Hlowchart 600, the software may setup
instructions in memory for tmplementing a central crypto engine {e.g., ICE),
where those instructions pertain to securing DMA from a device that needs to be

30 protected. This technique further enables a mechanism for delivering Trusted 10

in a cost-effective way that may apply generically to all devices, enables

multiple different entitics exclusive access to their 10 streams, and provides

strong security including confidentiality, integrity and anti-replay.
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[6063] Existing techniques that attemnpt to implement trusted IO do not
implement this level of bi-directional support for both secure writes and reads.
For example, limited protections may be established for encrypted 1O operations
with ARM® TrustZone®, using the operating system to establish secure DMA
channels. Such a mechamsm works as long as the operating system is trusted.
However, this security mechanisio falls short in cases where the operating
system is compromised. The presently described techmigues enable an approach
where the authorized (protected) software is trusted with the highest level of
security, but other functions on the machine need not be trusted.

[0064] Thus, the configuration of the presently described ICE and data
flows may manage all device states with a generic mechanism that is device
independent and driven entirely, and securely, from trusted software ina TEE or
other secure environment. Some of the examples of secure environments that
may be used in connection with the execution of trusted software as previously
described, mchude: an Intel® Software Guard Extensions (8GX) secure enclave,
an ARM® TrustZone® TEE, a Virtual Machine, containers, Execute Only
memory, and like secure endpoints; further, the presently disclosed techniques
may also be extended to other variations of scparate processes, S kernels,
privileged software, or scparate cores, or embedded subsystems such as a
Manageability Engine, or baschoard management controller (BMC).

[6065] The flexibility of the presently-described ICE approach is
demonstrated by the ability to provide replay protection, integrity, independent
roulti-party security and other capabilities in a stateless manner, as state is
directed and managed by the authonized software, and not the device oy ICE.
Moreover, the presently described approach for trusted IO enables maximum
comupatibility with existing software stacks, drivers, OSes, ete. without
sacrificing security. The stateless property enables multiple non-trusting partics
to securely interact with each other, and does not require a higher level of trust in
the underlying system software such as the OS/VMM, or in associated
applications operating in the underlying system software.

{6066] FIG. 7 illustrates a flowchart 700 of an example method for storing
and accessing trusted 10 data, for implementation of the presently disclosed

sccure data configurations and flows, according to an cxample. As shown, the
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following operations of flowchart 700 may be implemented by features of the
aforementioned ICE, IOMMU, processor circuitry, memory circuiiry, device
cireuitry, or other subsystems of a computing system. However, it will be
understood that such operations of the flowchart 700 may refer to computer
system operations as a whole, from a combination of ong or more subsystems.
{6067] The flowchart 700 depicts operations occutring 1o access memaory
and write data into the memory for a secure device transaction {e.g., a secure
DMA transaction with an input output device) storing encrypted data. It will be
understood that the operations occurring to access memory and read data from
the memory for the secure device transaction may be performed using
corresponding techniques for decrypting the stored encrypted data.

{6068] As shown in flowchart 700, an operation is initially performed in the
computing system for associating a secure key (e.g., an encryption key) and a
key identifier of this secure key with a secuve device transaction {operation 710).
Additionally, an operation is performed to create a token and a counter for the
secure device transaction (operation 720). The counter may be a value supplied
from authorized software (or other trusted user) to receive data from the secure
device transaction, as this counter may be establish as an anti-replay mechanism
tied to the authorized software. The token may be a value supplied from a
cryptographic engine and used to validate the secure device transaction as
discussed below.

[G069] The operations of the flowchart 700 countinue to write the token, the
secure device identifier, and the counter to a memory location (operation 730)
that is accessible during the secure device transaction. At the subsequent time
when the secure device transaction occurs, the token, the secure device
identifier, and the counter is retrieved from the memory location {operation 740).
The secure device ransaction is verified using the information in the token
{operation 750}, such as to verify that the device that is providing the data is
secure and trusted {¢.g., is not spoofed).

[6078] The operations of the flowchart 700 conclude by encrypting the
sccure device transaction data using the secure key {the secure key associated
with the secure key identifier retrieved from memory) and the counter (the

counter value retricved from memory) (operation 760}, and writing the encrypted
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secure device transaction data to a memory location (operation 778). This
memory location may overwrite the previous memory location of the
token/secure key identifier/and token, or may write to a new memory location

{such as a new memory location indicated in the token).

[#7)

{6071} In some examples, the presently described techniques may be

extended to include protection for protected environments and trusted software

operating in a remote or thivd party coroputing system. Thus, in an example, the

preceding techniques may be used in connection with an enclave or other secure

execution location operating in a remote cloud, which provides a suitable

10 secuority profile for secure communications with the computing system.
Likewise, any namber of secure or trasted software features may be extended
through the use of cryptography and secure communications.
[0072] FIG. 8 is a block diagram illustrating a roachine in the example form
of a computer system 300, within which a set or sequence of structions may be

15  executed to cause the machine to perform any onc of the methodologies
discussed hercin, according to an example embodiment. The machine may be a
computing device embodying the technigues described above for one or multiple
of FIGS. 1-7, such as a cormaputing device embodicd as a personal compuier
(PCY, a tablet PC, a hybrid tablet/notebook PC, a personal digital assistant

23 (PDA), a mobile telephone or smartphone, or any machine capable of executing
instructions (sequential or otherwise) that specify actions o be taken by that
machine. Further, while only a single machine is illustrated, the term “machine”
shall also be taken to include any collection of machines that individually or
jointly execute a set {or muliiple sets) of instructions to perform any one or more

25  of the methodologies discussed herein. Simitarly, the term “processor-based
systern” shall be taken to include any set of one or more machines that are
controlled by or operated by a processor {e.g., a computer) to individually or
jointly execote instructions to perform any one or more of the methodologies
discussed herein.

30 [6673] Example computer system 800 includes at least one processor 802

(e.g., a central processing unit (CPU), a graphics processing unit (GPU) or both,

processor corgs, compute nodes, etc.), a main memory 804 and a sfatic memory

806, which communicate with each other via an interconnect 808 {(c.g., a link, a
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bus, efc.). In some examples, such as in certain system-on-chip (SoC)
configurations, the processor 802 and main memory 804 may be integrated into a
single fabricated chip or circuitry, and may comununicate with each other using
an internal interface. The computer system 500 may further include a video
display unit 810, an alphanumeric input device 812 {e.g., a keyboard), and a user
interface (UL navigation device 814 (e.g., 2 mouse). In an example, the video
display unit 810, input device 812 and Ul navigation device 814 are incorporated
into a touch screen display. The computer system 800 may additionally include
a storage device 816 (g.z.. a drive unit), a signal generation device €18 {e.g., a
speaker), a network interface device 820 (which may include or operably
communicate with a network 830 using one or more antennas 828, transceivers,
or other wireless communications hardware), and one or more sensors 826, such
as a global positioning system (GPS} sensor, compass, accelerometer, gyroscope,
magnetometer, location sensor, or other sensor.

[G074] The storage device 816 includes a machine-readable medium 822 on
which is stored one or more sets of data structures and instructions 824 {e.g.,
software) embodying or utilized by any one or more of the methodologies or
functions described herein. The instructions 824 may also reside, completely or
at least partially, within the main roemory 804, static memory 806, and/or within
the processor 802 during execution thercof by the computer system 800, with the
main memory 804, static memory 806, and the processor 802 also constituting
machine-readable media.

[B075] While the machine-readable medium §22 is illustrated in an example
cmbodiment to be a single mediom, the term “machine-readable mediom” may
include a singlc medium or muliple media {(e.g., a centralized or distributed
database, and/or associated caches and servers) that store the one or nmore
instructions 824. The term “machine-readable medium” shall also be taken
include any tangible medium that is capable of storing, encoding or camrying
instructions for execution by the machine and that cause the machine to perform
any one or more of the methodologies of the present disclosure or that is capable
of storing, encoding or carrying data structures utilized by or associated with
such instructions. The term “machine-readable medium” shall accordingly be

taken to include, but not be limited to, solid-state mermorics, and optical and
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magnetic media. Specific examples of machine-readable media include non-
volatile memory, inclading but not limited to, by way of example,
semiconductor memory devices (e.g., electrically programmable read-only

memory (EPROM}, clectrically erasable programmable read-only memory

[#7)

(EEPROM)}) and flash memory devices; magnetic disks such as internal hard

disks and removable disks; magneto-optical disks; and CD-ROM and DVD-

ROM disks.

{6076} The instructions 824 may further be transmitied or received over a

communications network 830 using a fransmission medium via the network

10 interface device 820 utdlizing any one of a number of well-known transfer
protocols (e.g., HETTP}). Examples of communication networks inchude a local
area network (LAN), a wide area network (WAN), the Internet, mobile
telephone networks, plain old telephone (POTS) networks, and wireless data
networks {(e.g., Wi-Fi, 2G/3G, and 4G LTE/LTE-A or WiIMAX networks). The

15 term “wansmission medium” shall be taken to include any intangible medium
that is capable of storing, cncoding, or carrying instructions for execution by the
machine, and includes digital or analog communications signals or other
intangibic medium to facilitate communication of such software.
{6077] Embodiments used to facilitate and perform the techniques described

23 herein may he implemented in one or a combination of hardware, firmware, and
software. Embodiments may also be implemented as instructions stored on a
machine-readable storage device, which may be read and executed by at least
one processor to perform the operations described herein. A machine-readable
storage device may include any non-transitory mechanism for storing

25  information in a form readable by a machine {(e.g., a computer). For example, a
machine-readable storage device may include read-only memory (ROM),
random-access memory {RAM), magnetic disk storage media, optical storage
media, fash-memory devices, and other storage devices and media.
{0078} Examples, as described herein, may include, or may operate on, logic

30 and software of a mumber of components, modules, or mechanisms. Such

components are tangiblie cntities {¢.g., hardware and software-configured

hardware) capable of performing specified operations and may be configured or

arranged in a certain manner. In an example, circuitry or circuit sets may be
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arranged {e.g., internally or with respect to external entitics such as other
circuitry or circuif sets) in a specified manner as such components. In an
example, the whole or part of one or more computer systerns (e.2., a standalone,

client or server computer systern) or one or more hardware processors may be

[#7)

configured by famware or software {e.g., instructions, an application portion, or

an application) as a component that operates to perform specified operations. In

an example, the component may be embodied or programmed by instrucgons of

a machine readable mediom. In an example, software, when executed by the

underlying hardware of the component, causes the hardware to perform the

10 specified operations. Thus, such components, modules, or mechanisms are
understood to encompass a tangible entity, be that an entity that is physically
constructed, specifically configured, temporarily configured, adapted, or
programmed to operate in a specified manner or to perform part or all of any
operations described herein.

15 {6679 Additional examples of the presently described method, system, and
device embodiments include the following, non-limiting configurations. Each of
the following non-limiting examples may stand on s own, or may be combined
in any permutation or combination with any one or more of the other examples
provided below or throughout the present disclosure.

20 [0080] Hxarnple 1 is an apparatus, Comprising: an input output memory
management unit JOMMLU)}, coupled to volatile memory and an input output
(I0) device, the IOMMU fo manage a direct memory access {DMA} request
from the IO device to the volatile memory, to commence a secure DMA
fransaction; and an input cuiput crypto engine (ICE), coupled to the volatile

25 memory, the ICE to: write, to the volatile memory, metadata to enable the secure
DMA transaction; read, from the volatile memory, the metadata to cnable the
soecure DMA transaction and vertly the secure DMA transaction using the
metadata read from the volatile memory; and encrypt data from the IO device to
produce encrypted secure data for the secure DMA transaction, wherein the

30 encryption of the data from the 10 device includes use of the metadata read from

the volatile memory

16081} In Example 2, the subject matter of Example 1 optionally inclades,

wherein operations of the ICE to write the metadata to enable the secure DMA
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transaction include operations to write a token and write a counter associated
with the secure DMA transaction to the volatile memory, wherein operations of
the ICE to read the metadata to enable the secure DMA transaction include

operations to read the token and read the counter associated with the secure

[#7)

DMA transaction from the volatile memory, wherein operations of the ICE to
verity the sccure DMA transaction using the metadata read from the volatile
memory include operations to verify the secure DMA transaction using
information included in the token, and wherein the operations of the ICE to
encrypt the data from the 10 device include use of the counter associated with
10 the secure DMA wransaction to modify the encryption of the data of the 10
device.
{6082] In Example 3, the subject matter of Example 2 optionally inclades,
wherein use of the counter associated with the secure DMA transaction to
modify the encryption includes use of the counter in an XTS5 (XEX-based

15 tweaked-codebook mode with ciphertext stealing encryption) encryption
technigue.

{6083] In Example 4, the subject matter of any one or more of Examples 2-3
optionally include, wherein the information included in the token includes an
identifier of the IO device and an identifier of a secure key used t© encrypt the

20 data from the 10 device.

16084] In Example 3, the subject matter of any one or more of Examples 2—4
optionally include, wherein the counter is provided from operation of an
authorized software enabled to access the data from the {0 device, the authorize
software executing in a trusted execution cnvironment.

25 {0085] In Example 6, the subject matter of any one or more of Examples 1--5
optionally include, whercin the metadata to enable the secure DMA transaction
that is written to and read from the volatile memory includes information
generated for the secure DMA transaction including: a token, a counter, an
integrity check value (JCV), and an identifier of a secure key used to encrypt the

30 data from the IO device.

{6086] In Example 7, the subject matter of any one or more of Examples 1-6

optionally include, the ICE to additionally: create a secure key to encrypt the

data from the 10 device in the secure DMA transaction; associate the secure key
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with a secure key idemtifier; and store the secure key to encrypt the data from the
IO device in the secure DMA transaction; wherein the metadata to enable the
secure DMA trapsaction that is read from the volatile memory includes the

secure key identifier; and wherein the use of the metadata read from the volatile

[#7)

memory inchides use of the secure key identifier to retrieve the sccure key, and

encrypt the data from the 10 device using the secure key.,

16087] In Example &, the subject matter of Example 7 optionally includes,

the {OMMU to additionally: verify an identifier of the 10 device in a list of

trusted 1O devices, the list of trusted IO devices to identify the 10 device as

10 trusted to perforio the secure DMA transaction.
{6088] In Example 9, the subject matter of any one or more of Examples 1-8
optionally include, wherein operations of the ICE to read the metadata to enable
the secure DMA transaction from the volatile memory and verify the secure
DMA transaction using the metadata read from the volatile memory, are further

15 inttiated in response to the IOMMU managing the request to commence the
secure DMA transaction.
{6089] In Example 10, the subject matter of any one or more of Examples 1-
9 optionally include, wherein operations of the ICE to verify the secure DMA
transaction using the metadata read from the volatile memory include verifving

20 an integrity check value (JCV) included in the metadata read from the volatile
memory, the ICV associated with the secure DMA transaction.
16090] In Example 11, the subject matter of any one or more of Examples 1
10 optionally include, the ICE to additionally write the encrypted secure data for
the secure DMA transaction to the volatife memory, wherein operations of the

25  ICE to write the metadata to enable the secure DMA transaction write the
metadata to a memory location of the volatile memory, and wherein operations
of the ICE to write the encrypted secure data for the secure DMA transaction
write the encrypted secore data to the memory location of the volatile memory,
o overwrite the metadata to enable the secure DMA transaction.

30 (6091 In Example 12, the subject matter of any one or more of Examples 1-

11 optionally include, the ICE to additionally write the encrypted secure data for

the securc DMA transaction to the volatile memory, wherein operations of the

ICE to write the metadata to enable the secure DMA fransaction write the
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metadata to a first memory location of the volatile memory, wherein operations
of the ICE to write the encrypted secure data for the secure DMA transaction
write the encrypted secure data to a second memory location of the volatile

mmemory, and wherein the second memory location is indicated in the metadata to

[#7)

enable the secure DMA transaction.
[6092] Exarople 13 is at least one machine readable storage medium,
comprising a plurality of instructions that, responsive to being executed with
processor circuitry of a computing system, cause the computing system to
perform operations that: write, to a memory of the computing system, metadata
10 to cnable a secure direct memory access {DMA) transaction for a device of the
computing system; read, from the memory, the metadata to enable the secure
DMA transaction and verify the secure DMA transaction using the metadata read
from the memory, in response to the device attempting to perform the secure
DMA transaction; and perform an encryption of data from the device to produce
15 encrypted secure data for the secure DMA transaction, wherein the encryption of
the data from the device includes use of the metadata read from the memory
{6093] In Example 14, the subject matter of Example 13 optionally includes,
whercin the operations to write the metadata to enable the secure DMA
transaction include operations to write a token and write a counter associated
20 with the secure DMA transaction to the memory, wherein the operations to read
the metadata to cnable the secure DMA transaction include operations to read
the token and read the counter associated with the secure DMA transaction from
the memory, wherein the operations to verify the secure DMA transaction using
the metadata read from the memory include operations to verify the secure DMA
25  transaction using information included in the token, and wherein the operations
to perform the encryption of the data from the device include use of the counter
associated with the secure DMA transaction to modify the encryption of the data
of the device.
{6094} In Example 13, the subject matter of Example 14 optionally includes,
30 wherein use of the counter associated with the secure DMA transaction to
modify the encryption includes use of the counter in an XTS (XEX-based
tweaked-codebook mode with ciphertext stealing encryption) encryption

technique.
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[6095] In Example 16, the subject matter of any one or more of Examples
14-15 optionally include, wherein the information included in the token includes
an identifier of the device and an identificr of a secure key used to perform the
encryption of the data from the device.

[6096] In Example 17, the subject matter of any one or more of Examples
14-16 optionally include, wherein the counter is provided from operation of an
authorized software enabled to access the data from the device, the authorized
software executing m a frusted execution environment of the computing system.
16097] In Example 18, the subject matter of any one or more of Examples
13-17 optionally include, wherein the metadata to enable the secure DMA
fransaction that is written to and read from memory includes information
generated for the secure DMA transaction including: a token, a counier, an
mtegrity check value (JCV), and an identifier of a secure key used to perform the
encrypiion of the data from the device.

{6098] In Example 19, the subject matter of any one or more of Examples
1318 optionally include, wherein the instructions further cause the computing
system (o perform operations that: create a secure key to perform the encryption
of the data from the device in the secure DMA transaction: associate the secure
key with a secure key identifier; and store the sccure key to perform the
encryption of the data from the device in the secure DMA transaction in a crypto
engine; wherein the metadata to cnable the secure DMA transaction vead from
the memory includes the secure key identifier; and wherein the use of the
metadata read from the memory includes use of the secure key identifier to
retrieve the secure key from the crypto engine, and performance of the
encryption of the data from the device with the crypto engine using the secure
key.

[6099] In Example 20, the subject matter of Example 19 optionally includes,
wherein the instructions further cause the computing system to perform
operations that: verify an identificr of the device in a list of trusted IO devices,
the list of trusted 10 devices to identify the 10 device as trusted to perform the
sccure DMA transaction; wherein the operations to create the secure key and

verify the identifier of the device are performed by CPU microcods.
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16160] In Example 21, the subject matter of any one or more of Examples
13-20 optionally include, wherein the operations to read the metadata to enable
the secure DMA transaction from the memory and verify the secure DMA

fransaction using the metadata read from the memory, are further initiated in

[#7)

response to handling of a request to perform the secure DMA transaction by an

input output memory manageroent unit of the computing system.

16181} In Example 22, the subject matter of any one or more of Examples

§13-21 optionaily include, wherein the operations to perform the encryption of

the data from the device and write the cncrypted secure data to the memory are

10 performed by an input output crypto engine.
{6162} In Example 23, the subject matter of any one or more of Examples
13--22 optionally include, wherein the operations to verify the secure DMA
transaction using the metadata read from the memory inclodes operations to
verify an integrity check value (ICV) included in the metadata read from the

15 memory, the ICV associated with the secure DMA transaction.
16163] In Example 24, the subject matter of any one or more of Examples
13-23 optionaily inciude, wherein the instructions further cause the computing
system to perform operations that write the encrypted secure data for the secure
DMA transaction to the memory, wherein the operations to write the metadata to

23 enable the secure DMA transaction write the metadata to a memory location, and
wherein the operations to write the encrypted secure data for the secure DMA
{ransaction write the encrypted secure data {o the memory location, to overwrite
the metadata to enable the secure DMA transaction.
{6164] In Example 23, the subject matter of any one or more of Examples

25 13-24 optionally inchude, wherein the instructions further cause the computing
systern to perform operations that write the encrvpted secure data for the secure
DMA transaction to the memory, wherein the operations to write the metadata to
enable the secure DMA transaction write the metadata (o a first memory
location, wherein the operations to write the encrypted secure data for the secure

30 DMA wmansaction write the encrypted sccure data to a second memory location,

and wherein the second memory location is indicated in the metadata to enable

the secure DMA fransaction.
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[6185] Example 26 is a method, comprising electronic operations, which
when performed by circuitry of a computing system, causes the computing
system to perform the electronic operations including: writing, to a memory of

the computing system, metadata to enable a secure divect memory access (DMA)

[#7)

transaction for a device of the computing system; reading, from the memory, the

metadata to cnable the sccure DMA transaction and verifying the secure DMA

transaction using the metadata read from the memory, in response to the device

attempting to perform the secure DMA transaction; performing an encryption of

data from the device to produce encrypted secure data for the secure DMA

10 transaction, wherein the encryption of the data from the device mclodes use of
the metadata read from the memory; and writing the encrypted secure data for
the securc DMA transaction to the memory
[0106] In Example 27, the subject matter of Example 26 optionally inchudes,
wherein writing the metadata to enable the secure DMA transaction includes

15 writing a token and writing a counter associated with the secure DMA
{ransaction to the memory, wherein reading the metadata to enable the secure
DMA transaction includes reading the token and reading the counter associated
with the secure BMA transaction from the memory, wherein veritying the secure
DMA transaction using the metadata read from the memory includes verifying

20 the sccure DMA transaction using information inchided in the token, and
wherein performing an encryption of the data from the device includes use of the
counter associated with the secure DMA transaction to modify the encryption of
the data of the device.
{6167] In Example 28, the subject matter of Example 27 optionally includes,

25  wherein use of the counter associated with the secure DMA transaction to
modify the encryption inchides use of the counter in an XTS (XEX-based
tweaked-codebook mode with ciphertext stealing encryption) encryption
technigue.
{6198} In Example 29, the subject matter of any one or more of Examples

30 27-28 optionally include, wherein the information included in the token includes

an identificr of the device and an identifier of a securce key used to perform the

encrypiion of the data from the device.
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16169] In Example 30, the subject matter of any one or more of Examples
27-29 optionally include, wherein the counter i3 provided from operation of an
authorized software enabled to access the data from the device, the authorized

software executing in a trusted exccution environment of the computing system.

[#7)

{6116] In Example 31, the subject matter of any one or more of Examples

26-30 optionally include, wherein the metadata to enable the secure DMA

transaction that is written to and read from memory includes information

generated for the secure DMA transaction including: a token, a counter, an

integrity check value (ICV), and an identificr of a secure key used to perform the

10 encryption of the data from the device.
{6111} In Example 32, the subject matter of any one or more of Examples
26-31 optionally include, wherein the electronic operations of the method
further include: creating a secure key to perform the encryption of the data from
the device in the secure DMA transaction; associating the secure key with a

15 secure key wdentifier; and storing the secure key to perform the encryption of the
data from the device in the secure DMA transaction in a crypto engine; wherein
the metadata 1o enable the secure DMA transaction read from the memory
includes the secure key identifier; and wherein the use of the metadata read from
the memory includes use of the secure key identifier to retricve the sccure key

20 from the crypto engine, and performance of the encryption of the data from the
device with the crypto engine using the secure key.
16112] In Example 33, the subject matter of Example 32 optionally includes,
wherein the electronic operations of the method further include: verifving an
identifier of the device in a list of trusted 10 devices, the list of trusted IO

25  devices to identify the device as trusted to perform the secure DMA transaction;
wherein the clectronic operations to create the secure key and verify the
identifier of the device are performed by CPU microcode.
{6113} In Example 34, the subject matter of any one or more of Examples
2633 optionally include, wherein reading the metadata to enable the secure

30 DMA wansaction from the memory and vertfving the secure DMA transaction

using the metadata read from the memory, are further initiated in response to

handling of a request to perform the secure DMA wransaction by an input output

memaory management unit of the computing system.
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{6114} In Example 35, the subject matter of any one or more of Examples
2634 optionally include, wherein verifying the secure DMA transaction using
the metadata read from the memory includes verifying an integrity check valie

(ICV) included in the metadata read from the memory, the ICV associated with

[#7)

the secure DMA transaction.

{6115] In Example 36, the subject matter of any one or more of Examples

26-35 optionally include, wherein writing the metadata to enable the secure

DMA transaction writes the metadata to a memory location, and wherein writing
the encrypied secure data for the secure DMA transaction writes the encrypted

10 secore data to the memory location, therehy overwriting the metadata to enable
the secure DMA transaction.

{6116} In Example 37, the subiect matter of any one or more of Examples
26-36 optionally include, wherein writing the metadata to enable the secure
DMA transaction writes the metadata to a first memory location, wherein writing

15 the encrypted sccure data tor the secure DMA transaction writes the encrypted
secure data to a second memory location, and wherein the second memory
location 1s indicated in the metadata to enable the secure DMA transaction.
{6117} Example 38 is a machine readable medium including instructions,
which when executed by a computing system, cause the compufing system to

230 perform any of the methods of Examples 26-37.

[6118] Example 39 is an apparatus comprising means for performing any of
the methods of Examples 26-37.

[6119] Example 40 is an apparatus, comprising: rmeans for writing, to a
memory, information (o enable a secure direct memory access (BMA)

25  transaction for an input output ($0) device; means for reading, from the memory,
the information to enable the secure DMA transaction and verifying the secure
DMA transaction using the information read from the memory, in response o
the {0 device attempting to perform the secure DMA transaction; means for
performing an encryption of data from the 10 device to produce encrypted

30 secure data for the secure DMA transaction, wherein the encryption of the data

from the G device includes use of the information read from the memory; and

means for writing the encrypted secure data for the secure DMA fransaction to

the memory.
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16128] In Example 41, the subject matter of Example 40 optionally includes,
means for writing a token and writing a counter associated with the secure DMA
fransaction to the memory, means for reading the token and reading the counter

associated with the secure DMA transaction from the memory, means for

[#7)

verifying the secure DMA transaction using information included in the token,
and means for performing an encryption of the data from the IO device using the
counter associated with the secure DMA transaction to modify the encryption of
the data of the 10 device.
(6121] In Example 42, the subject matter of Example 41 optionally inchudes,
10 means for modifying the encryption by using the counter in an XTS (XEX-based
tweaked-codebook mode with ciphertext stealing encryption) encryption
technique.
[0122] In Example 43, the sabject matter of any one or more of Examples
41-472 optionaily include, means for including an identifier of the 10 device and
15 an identifier of a secure key used to perform the encryption of the data from the
IO device in the information included in the token.
{6123] In Example 44, the subject matter of any one or more of Examples
41-43 optionally include, means for providing the counter from operation of an
authorized software enabled to access the data from the 10 device, the authorized
20 software executing in a frusted execution environment.
16124} In Example 45, the subject matter of any one or more of Examples
4{-44 optionally include, means for including information generated for the
secure DMA transaction to the secure DMA transaction that is written to and
read from memory, to include: a token, a counter, an integrity check value
25  (KCV), and an identifier of a secure key used to perform the encryption of the
data from the 1O device.
{6125} In Example 46, the subject matter of any one or more of Examples
4{-45 optionaily include, means for creating a secure Key to perform the
encryption of the data from the 10 device in the secure DMA transaction; roeans
30 for associating the secure key with a secure key identifier; means for storing the
secure key to perform the encryption of the data from the IO device in the secure
DMA transaction in a crypto engine; means for including the secure key

identifier in the information to enable the secure DMA transaction; and means
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for using the information read from the memory to use of the secure key
identifier to retrieve the secure key from the crypto engine, and perform of the
encryption of the data from the 10 device with the crypto engine using the secure

key.

[#7)

[6126] In Example 47, the subject matter of Example 46 optionally includes,
means for identifving the 10 device as trusted to perform the secure DMA
transaction with the {0 device.

16127] In Example 48, the subject matter of any one or more of Examples

4(-47 optionally include, means for verifying an integrity check value (ICV)

10 included in the information read from the memory, the ICV associated with the
secure DMA transaction.

{0128} In Example 49, the subiect matter of any one or more of Examples
40-48 optionally include, means for writing the information to enable the sccure
DMA transaction by writing the mformation to a memory location; and means

15 for writing the encrypted secure data for the secure DMA transaction by writing
the encrypted secure data to the memory location, thereby overwriting the
information 1o enable the secure DMA transaction.

16129} In Example 50, the subiect matter of any one or more of Examples
4049 optionally include, means for writing the information to enable the secure

20 DMA wansaction by writing the information to a first memory location; and
means for writing the encrypted secure data for the secure DMA wansaction by
writing the encrypted secure data to a second memory location, wherein the
second memory location is indicated in the information to enable the secure
DMA transaction.

25 {6134 In the above Detailed Description, various teatures may be grouped
together to streamiine the disclosure, However, the claims may not set forth
every feature disclosed herein as embodiments may feature a subset of said
features. Fuorther, embodiments may inclade fewer features than those disclosed
in a particular example. Thus, the following claims are hereby incorporated into

30 the Detailed Description, with a claim standing on its own as a separate

embodiment. The scope of the embodiments disclosed herein is to be

determined with reference to the appended claims, along with the tull scope of

equivalents to which such claims are cntitled.
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CLAIMS

What is claimed is:

i. An apparatus, Comprising:

an input output memory management unit (JOMMU), coupled to
volatile mernory and an input output (10) device, the IOMMU to manage a
direct memory access (DMA) request from the 10 device to the volatile memory,
to commence a secure DMA transaction; and

an input output crypto engine (ICE), coupled 1o the volatile memory,
the ICE to:

write, 1o the volatile memory, metadata t© enable the secure DMA
transaction;

read, from the volatile memory, the metadata to enable the secure
DMA transaction and verify the secure DMA transaction using the metadata read
from the volatile memory; and

encrypt data from the 10 device to produce encrypted secure data for
the secure DMA wransaction, wherein the encryption of the data from the IO

device includes use of the metadats read from the volatile memory.

2. The apparatus of claim 1, further comprising:

wherein operations of the ICE to write the metadata to enable the
secure DMA transaction include operations to write a token and write a counter
associated with the secure DMA transaction to the volatile memory,

wherein operations of the ICE to read the metadata to cnable the secure
DMA transaction include operations to read the token and read the counter
associated with the secure DMA transaction from the volatile memory,

wherein operations of the ICE to verify the secure DMA transaction
using the metadata read from the volatile memory include operations to verify
the secure DMA transaction using information included in the token, and

wherein the operations of the ICE to encrypt the data from the IO
device include use of the counter associated with the secure DMA iransaction to

modify the encryption of the data of the 10 device.
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3. The apparatus of claim 2,

wherein use of the counter associated with the secure DMA transaction
to muodify the encryption includes use of the counter in an XTS5 (XEX-based
tweaked-codebook mode with ciphertext stealing encryption) encryption

technigue.

4. The apparatus of claim 2,
wherein the information included in the token includes an identifier of
the 1O device and an wdentifier of a secure key used tw encrypt the data from the

G device,

5. The apparatus of claim 2,
wherein the counter is provided from operation of an authorize
software enabled to access the data from the IO device, the authorized software

executing in a trusted exccution environment.

6. The apparatas of claim 1,

wherein the metadata to enable the secure DMA transaction that is
written to and rcad from the volatile memory includes information generated for
the secure DMA transaction including: a token, a counter, an integrity check
value (JCV), and an identifier of a secure key used to encrypt the data from the

IO device.

7. The apparatus of claim 1, the ICE to additionally:

create a secure key to encrypt the data from the 10 device in the secure
DMA transaction;

assoctate the secure Key with a secure key identifier: and

store the secure key to encrypt the data from the IO device in the
secure DMA transaction;

wherein the metadata to enable the secure DMA transaction that is read

from the volatile memory includes the secure key identifier; and
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wherein the use of the metadata read from the volatile memory
includes use of the secure key identifier to retrieve the secure key, and encrypt

the data from the 10 device using the secure key.

5 8. The apparatus of claim 7, the IOMMU to additionally:
verify an identifier of the 1O device in a list of tusted IO devices, the
list of wusted 10 devices fo identify the IO device as trusted to perform the
secure DMA transaction.
16 9. The apparatus of claim 1,

wherein operations of the ICE to read the metadata to enabie the secure
DMA transaction from the volatile memory and verdfy the secure DMA
transaction using the metadata read from the volatile memory, are further
initiated in response to the IOMMU managing the request to commence the

is secure DMA transaction.

16 The apparatus of claim 1, the ICE to additionally write the encrypted
sccure data for the secure DMA transaction to the volatile memory,

wherein operations of the ICE to write the metadata to enable the

20 secure DMA transaction write the metadata to a memory location of the volatile

mermory, and

wherein operations of the ICE to write the encrypted secure data for the
secure DMA transaction write the encrypted secure data to the memory location
of the volatile memory, to overwrite the metadata to enable the secure DMA

25 transaction.

il The apparatus of claim 1, the ICE to additionally write the encrypted
secure data for the secure DMA transaction to the volatile memory,
wherein operations of the ICH 1o write the metadata to enable the
30 secure DMA transaction write the metadata to a first memory location of the

volatile memory,
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wherein operations of the ICE to write the encrypted secure data for the
secure DMA transaction write the encrypted secure data to a second memory
location of the volatile memory, and

wherein the second memory location is indicated in the metadata to

5 enable the secure DMA transaction.
i2. A method, comprising electronic operations, which when performed by
circuitry of a8 computing system, causes the computing system to perform the
electronic operations including:
10 writing, to a memory of the computing system, metadata to enable a

secure direct memory access (DMA) transaction for a device of the computing
system;
reading, from the memory, the metadata to enable the secure DMA
transaction and verifying the secure DMA transaction using the metadata read
15 from the memory, in response to the device attempting to perform the secure
DMA transaction;
performing an encryption of data from the device to produce encrypted
sccure data for the secure DMA transaction, wherein the cneryption of the data

from the device includes use of the metadata read from the memory; and

20 writing the encrypted secure data for the secure DMA transaction to the
MEmory.
13, The method of clavn 12,

wherein writing the metadata to enable the secure DMA transaction
25  includes writing a token and writing a counter associated with the secure DMA
transaction to the memory,
wherein reading the metadata to cnable the secure DMA transaction
inchludes reading the token and reading the counter associated with the secure
DMA transaction from the memory,
30 wherein verifving the secure DMA ransaction using the metadata read
from the memory inciudes verifying the secure DMA transaction using

information mcluded in the token, and
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wherein performing an encryption of the data from the device inclodes
use of the counter associated with the secure DMA transaction to modify the

encryption of the data of the device.

[#7)

14. The method of claim 13,
wherein use of the counter associated with the secure DMA transaction
to modify the encryption includes use of the counter in an X'TS (XEX-based
tweaked-codebook mode with ciphertext stealing encryption) encryption
technigue.
10
15. The method of claim 13,
wherein the information included in the token includes an identifier of
the device and an identifier of a secure key used to perform the encryption of the
data from the device.
15
16. The method of claim 13,
wherein the counter 1S provided from operation of an authonzed
software enabled o access the data from the device, the authorized software
exccuting in a trusted execution environment of the computing system.
20
i7. The method of claim 12,
wherein the metadata to enable the securc DMA transaction that is
written to and read from memory inchudes information generated for the secure
DMA transaction including: a token, a counter, an integrity check valae (ICV),
25  and an identifier of a secure key used to perform the encryption of the data from

the device.

i8. The method of claim 12, wherein the electronic operations of the
method further include:

30 creating a secure key to perform the encryption of the data from the
device in the secure DMA transaction;

associating the secure key with a secure key identifier; and
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storing the secure key to perform the encrypton of the data from the
device in the sccure BMA transaction in a crypto engine;
wherein the metadata to enable the secure DMA transaction read from

the memory includes the secure key identifier; and

[#7)

wherein the use of the metadata read from the memory includes use of
the sccure key identificr to retrieve the secure key from the crypto engine, and
performance of the encryption of the data from the device with the crypto engine

using the secure key.

16 1s. The method of claim 18, wherein the clectronic operations of the
method further include:
verifving an identifier of the device in a list of trusted 10 devices, the
list of trusted 10 devices to identify the device as trusted to perform the secure
DMA transaction;
15 wherein the electronic operations to create the secure key and verify

the identifier of the device are performed by CPU microcode.

20. The method of claim 12,
wherein reading the metadata to cnable the secure DMA transaction
20 from the memory and verifying the secure DMA transaction using the metadata
read from the memory, are further initiated in response to handling of a vequest
{o perform the secure DMA transaction by an input output memory management

unit of the computing system.

25 2L The method of claim 12,
wherein verifving the secure DMA transaction using the metadata read
from the mermory includes verifyving an integrity check value (ICV) included in
the metadata read from the memory, the ICV associated with the secure DMA

transaction.

22. The method of claim 12,
wherein writing the metadata to enable the secure DMA transaction

writes the metadata to a memory location, and
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wherein writing the encrypted secure data for the secure DMA
{ransaction writes the encrypted secure data to the memory location, thereby

overwriting the metadata to enable the secure DMA transaction.

[#7)

23. The method of claim 12,

wherein writing the metadata to enable the secure DMA transaction
writes the metadata to a first memory location,

wherein writing the encrypted secure data for the secure DMA
{ransaction writes the encrypted secure data to a second memory location, and
10 wherein the second memory location is indicated in the metadata to

enable the secure DMA transaction.
24. A machine readable mediim including instructions, which when
executed by a computing system, cause the compuiing system to perform any of

is the methods of claims 12-23.

25. An apparatas comprising means for performing any of the methods of

claims 12-23.

20
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