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tration key associated with the first document, identifying a second document, gen-
erating a production key associated with the second document, and producing an
alert if a segment of the production key is identical to a segment of the registration
key. For example, the registration key may comprise a digital fingerprint and regis-
tration metadata and the production key may comprise a digital fingerprint and
production metadata, and the method may produce an alert of the digital finger-
print of the production key matches the digital fingerprint of the registration key.
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DOCUMENT META-DATA REPOSITORY
CROSS-REFERENCE TO RELATED APPLICATION

[0001] This application claims the benefit of U.S. Provisional Patent Application
No. 62/004,065, filed May 28, 2014, the contents of which are incorporated by reference
herein in its entirety.

FIELD OF THE INVENTION

[0002] The invention is related to a repository for media file meta-data and
methods for increasing the security of sensitive media items (including but not limited to
documents) by (i) preventing unauthorized or inadvertent disclosure and/or transmission
of media files produced by during the course of legal and regulatory proceedings; and (ii)
preventing unauthorized or inadvertent disclosure and/or transmission of sensitive media
files created during the normal course of business by commercial and government
entities.

BACKGROUND

[0003] When multiple reviewers collaborate on classifying media items, such as
documents or other data files, different reviewers may classify identical media items
differently. For example, where attorneys review documents in advance of a document
production during discovery/disclosure, a first attorney in a first jurisdiction may mark a
document as privileged, confidential, or otherwise sensitive, while a second attorney in a
second jurisdiction may mark the same document for disclosure. Further, once
documents are classified as privileged, confidential or otherwise sensitive, there may be a
need to control or monitor access or distribution of those documents, imposed by a court
protective order restricting access to documents produced as part of the
discovery/disclosure process. The inadvertent or unauthorized distribution of a document
originally considered privileged or confidential, whether intentionally or accidentally,
could have disastrous effects.

[0004] As legal/regulatory proceedings become more complex and

discovery/disclosure processes include more and more documents, the risk of inadvertent
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or unauthorized disclosure of confidential documents, or otherwise providing inconsistent
disclosures, is exacerbated. Such inconsistent disclosures can lead to loss of reputation,
court sanctions, malpractice proceedings, unhappy clients, and professional misconduct
proceedings, among other problems.

[0005] These problems may arise because clients do not always instruct the same
set of lawyers to represent them in complex proceedings (which are often multi-
jurisdictional), or because different firms represent clients in different actions in which an
overlapping set of documents are involved. Similarly, a single firm may assign different
legal teams and different lawyers to review documents for different matters, or different
parts of a single matter. Any time different attorneys or different legal teams review the
same discovery materials, there is likely to be at least some degree of inconsistency in
decisions involving privileged, confidential or otherwise sensitive documents.

[0006] Further, in some cases, sensitive materials may appear in the form of a
cross-reference to a document containing sensitive materials. In such a scenario, the
document containing the cross reference may require classification as confidential or
sensitive, or may instead require redaction prior to disclosure.

[0007] There is a need, therefore, for a platform that can alert users to actual or
potential inadvertent or unauthorized disclosure of confidential documents in the
corporate, governmental, and legal arenas. Such distribution of sensitive documents may
be deliberate or inadvertent arising out of dishonest or negligent acts or inconsistent
classifications across multiple classification processes.

[0008] In addition to legal/regulatory proceedings, other contexts in which such
unauthorized or inadvertent disclosures of confidential materials must be prevented exist
as well. In contexts other than litigation (for example the activities of commercial and
government entities), such unauthorized or inadvertent disclosures could result in the
releasing of trade secrets (in the case of commercial entities), state secrets (in the case of
government entities) or otherwise confidential documents. Accordingly, in a corporate or

government environment in which confidential documents are created, accessed and
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transmitted, there is a need for a platform that can provide alerts when a document that
may be confidential or otherwise sensitive, is removed (or about to be removed) from the
specified environment. There may be a further need for such a platform that can generate
alerts for a variety of suspicious activities related to such confidential documents, such as
the copying (in whole or in part) of such documents to thumb drives,
downloading/uploading to file sharing sites or the emailing or other transmission of such
documents and in such circumstances quarantine the relevant sensitive media item or
document.

SUMMARY

[0009] A computer based method of protecting sensitive documents is provided,
the method comprising identifying a first document, generating a registration key
associated with the first document, identifying a second document, generating a
production key associated with the second document, and producing an alert if a segment
of the production key is identical to a segment of the registration key. For example, the
registration key may comprise a digital fingerprint and registration metadata and the
production key may comprise a digital fingerprint and production metadata, and the
method may produce an alert of the digital fingerprint of the production key matches the
digital fingerprint of the registration key.

[0010] Typically, the digital fingerprint is produced using the same method or
algorithm for both the generation of the registration key and the generation of the
production key. In some embodiments, different methods may be utilized, but the
different methods produce identical results.

[0011] In some embodiments, the first document is a member of a first set of
documents, such as a set of documents defined as confidential or sensitive, and the
second document is a member of a second set of documents, such as a set of documents
defined as not-confidential or not-sensitive. The identification of the documents as
members of their respective sets, or the definition of the sets, may be by a first user at a

first user interface device applying definitions to the first document and a second user at a
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second user interface device applying definitions to the second document. Accordingly,
the identification of the documents as members of the sets may be by different users.

[0012] The method may be performed in a bulk or batch process. Accordingly,
the first set of documents and the second set of documents may be defined, multiple
documents, including the first document, may be classified as part of the first set of
documents, and multiple documents, including the second document, may be defined as
part of the second set of documents. Registration keys may then be generated for each
member of the first set of documents, and production keys may then be generated for
cach member of the second set of documents, and cach production key generated for the
documents of the second sect may be compared to each registration key generated for the
documents of the first set. In such an embodiment, the method may produce an alert if
any of the digital fingerprints of the production keys match any of the digital fingerprints
of the registration keys. In such an embodiment, the alert may be a listing of any
documents having the digital fingerprint of its production key matching the digital
fingerprint of any registration key.

[0013] The alerts generated may include identifying information for identifying
cach document that triggered a match on the basis of the production key in both the first
set of documents and the second set of documents.

[0014] The implementation of the method may be in association with an event,
such as a specific litigation. As such, each document may be associated with an event,
and any alert generated may then be transmitted to a user associated with the event
associated with the second document.

[0015] The digital fingerprint may be generated by a cryptographic hash function
that takes as input a portion of the corresponding document, and may contains less
information than the first document.

[0016] In some embodiments, the documents may be related to legal actions, and
the first document may be associated with a first legal action by defining a corresponding

first action key. The second document may similarly be associated with a second legal
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action by defining a second action key, and the alert may be generated only if the first
legal action is associated with the second legal action.

[0017] In some embodiments, the first document may be a member of a first set
of documents marked as sensitive and the second document is a document being
modified or distributed. In such an embodiment, the generation of the production key
may be triggered as a result of one of: transferring the second document to a flash drive,
uploading the second document to a website, transmitting the second document by email,
or downloading the document to a personal computer.

[0018] The methods described may be implemented in a system comprising a
server, a database, a first user interface device, and a second user interface device, where
the first document is identified at the first user interface device, the first user interface
device generates the registration key comprising the digital fingerprint and metadata for
the first document, and transmits the registration key to the server. The server then stores
the registration key and the metadata for the first document at the database. The second
document is then identified at the second user interface device, and the second user
interface device generates the production key comprising the digital fingerprint and
metadata for the second document and transmits the production key to the server. The
server then produces an alert if the digital fingerprint of the production key is identical to
any digital fingerprint of a registration key stored in the database.

BRIEF DESCRIPTION OF THE DRAWINGS

[0019] Figure 1A-B show an exemplary systems for protecting sensitive
documents;

[0020] Figure 2 is a flow chart illustrating a method for protecting sensitive
documents; and

[0021] Figure 3 is a second flow chart showing an alternate method for protecting
sensitive documents.

[0022] Figure 4 is a sample file including a table of warnings triggered by the
method of FIG. 3.
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DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

[0023] The description of illustrative embodiments according to principles of the
present invention is intended to be read in connection with the accompanying drawings,
which are to be considered part of the entire written description.

[0024] The features and benefits of the invention are illustrated by reference to
the exemplified embodiments. Accordingly, the invention expressly should not be
limited to such exemplary embodiments illustrating some possible non-limiting
combination of features that may exist alone or in other combinations of features; the
scope of the invention being defined by the claims appended hereto.

[0025] This disclosure describes the best mode or modes of practicing the
invention as presently contemplated. This description is not intended to be understood in
a limiting sense, but provides an example of the invention presented solely for illustrative
purposes by reference to the accompanying drawings to advise one of ordinary skill in the
art of the advantages and construction of the invention. In the various views of the
drawings, like reference characters designate like or similar parts.

[0026] Specifically, the invention comprises a method for increasing the security
of sensitive media items, such as documents marked as privileged and/or confidential,
and can be used in discovery/disclosure procedures for litigation and in commercial and
government entities generating commercial or state secrets, in each case where large
quantities of media items are created and/or disclosed, and wherein large quantities of
such media items may be classified as either sensitive or not sensitive.

[0027] When multiple reviewers, such as attorneys, collaborate on classifying
media items, such as documents or other data files, different reviewers may classify
identical media items differently, leading a first attorney to mark a document as
confidential while a second attorney, such as an attorney in a related case in a different
jurisdiction, marks an identical document as for disclosure.

[0028] To protect against such inconsistent disclosures, which can lead to loss of

reputation, court sanctions, malpractice proceedings, unhappy clients, and professional
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misconduct proceedings, among other problems, a method is provided to coordinate the
classification of media items by multiple reviewers across various related or unrelated
matters.

[0029] Figures 1A-B show exemplary systems 100a-b for protecting sensitive
media items including documents. This system may exist in a publicly or privately
maintained cloud platform, or within a server platform behind a firewall belonging to a
law firm, commercial or government entity. As shown, the system 100 may comprise a
server 110 and a database 120 accessible by the server. The system 100 may further
include a first user interface device 130 for generating registration keys for documents (or
other media items) and transmitting the registration key, which may include a digital
fingerprint and metadata related to the documents to the server 110. The system 100 may
further include a second user interface device 140 for generating production keys for
documents and transmitting the production key, which may include a digital fingerprint
and metadata related to the documents to the server 110.

[0030] As shown in FIG. 1A, in a first scenario, the system 100a may be located
entirely within a firewall 150, and may be operated within a corporate, law firm, or
governmental environment.

[0031] As shown in FIG. 1B, in a second scenario, the system 100b may
incorporate user interface devices 130, 140, managed by individual users or owned and
operated by a first party, and a server 110 and database 120 operated by a second party.
The first party may communicate with the second party using the internet 160.

[0032] The interaction between these components will be discussed in more detail
below with respect to a method 200 for protecting sensitive documents.

[0033] Figure 2 is a flow chart illustrating a method 200 for protecting sensitive
documents operable on the system 100 of figure 1.

[0034] In a typical implementation of the method 200, a first user may identify
(210) a first document at the first user interface device 130. The document may be a

document being classified as privileged and/or sensitive for the purpose of a disclosure
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process, such as during litigation or for the purpose of protecting commercial and state
secrets in the case of commercial and government entities respectively. While this
method is discussed in terms of documents, it will be understood that other types of
media items (including printed documents) are contemplated as well, and may be
monitored by this method, or a platform implementing this method.

[0035] In typical embodiments, the first document may be identified (at 210) as a
member of a first set of documents, such as a set of documents classified as sensitive or
confidential. In other embodiments, the document may be identified and separately
assigned a classification, such that a user may first identify (at 210) a document or set of
documents, and separately incorporate a classification into document metadata.

[0036] In some embodiments, the documents may be identified as members of a
set of documents that are being reviewed, such as those associated with a specified
litigation action, and a classification may be separately incorporated into metadata.

[0037] The first user interface device 130 then generates (220) a registration key
for the first document and transmits (225) the registration key to the server 110. The
registration key typically includes a digital fingerprint and metadata for the first
document. The metadata incorporated into the registration key may include, for example,
the name of an entity recording the registration key, the name of an party and/or software
application responsible for creating the document, and in some cases (as discussed), a
classification for the document as confidential, sensitive, secret, etc.

[0038] The server then stores (230) the registration key for the first document at
the database 120. In typical embodiments, the users may maintain firewalls between
their associated interface devices and the server, and the first document is never be sent to
the server. Therefore, the documents being evaluated and recorded are never transmitted
outside of a user’s firewall.

[0039] After the storage (at 230) of the registration key for the first document at
the database 120, a second user may then identify (240) a second document at the second

user interface device 140. The second user interface device 140 then generates (250) a
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production key for the second document and transmits (255) the production key to the
server 110. The production key, like the registration key, typically includes a digital
fingerprint and metadata for the second document.

[0040] As discussed with respect to the first document, the second document may
be identified as a member of a second set of documents. For example, the second
document may be a member of a set of documents identified as not sensitive, not
confidential, or prepared for disclosure. In some embodiments, the first set of documents
and the second set of documents are simply two sets of classifications of documents, such
that the method monitors such classifications for inconsistent category assignments.

[0041] The production key of the second document may then be compared (260)
to all registration keys stored in the database 120, including the registration key of the
first document stored therein (at 230). This is performed by evaluating the production
key digital fingerprint associated with the second document, and comparing it to cach
registration key digital fingerprint archived in the database 120.

[0042] The server then produces alerts (including but not limited to text message,
SMS, and email formats) (270) to the first user (in the case of the matching registration
key) and a similar alert (280) to the second user (in the case of the matching production
key) if the digital fingerprint of a production key is identical to the digital fingerprint of
any registration key stored in the database. In some embodiments, the alerts are
generated only if the second document has been identified as a member of a set of
documents conflicting with the categorization of the first set of documents. For example,
if the first set of documents is documents that have been classified as privileged or
confidential, and the second set of documents is those being prepared for disclosure, the
server produces alerts (at 270 and 280) indicating that a document being prepared for
disclosure has previously been classified as confidential.

[0043] The alerts generated (270 and 280) in these cases may contain information
sufficient to identify the second document (which in this case is identical to the first

document). That information may include the registration key for the first document and



WO 2015/184119 PCT/US2015/032939

production key of the second document. The alert may, in some cases, include just the
metadata associated with the documents (rather than the entirety of the associated keys).
Such an alert may then be transmitted to the partics responsible for disclosing the
documents and/or the parties responsible for classifying the documents. In some
embodiments, the metadata provided as part of the keys may include contact information
for use in alerting relevant parties. In other embodiments, contact information is
separately recorded, such as in “action keys” as discussed below.

[0044] In some embodiments, where the metadata of a document being evaluated
may include a classification as either confidential or non-confidential (among other
categories), the system may further determine if the classification of the second document
and the first document match prior to generating the alerts (at 270 and 280).
Accordingly, if the metadata associated with the second document indicates that the
second document has been classified as confidential, and thereby matches the metadata
associated with the first document, no alert would be generated.

[0045] The registration key and the production key discussed with respect to the
method typically include, digital fingerprints, which may be generated using,
cryptographic hash functions. The document key, or the corresponding digital
fingerprint, may contain less data than the document itself, making it impossible to
decrypt the key and generate the original document. The digital fingerprint of the
production key is typically generated (at 250) using an identical algorithm, or an
algorithm providing identical results, as that for generating the digital fingerprint of the
registration key (at 220). Accordingly, for identical documents, the digital fingerprint of
the registration key will be identical to the digital fingerprint of the production key. The
production key of the second document may then be compared to the keys for all
documents recorded in the database by determining if the digital fingerprint of the
production key exactly matches the digital fingerprint of any registration key in the

database.

-10-
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[0046] The media items, or documents, may be classified as part of a
classification process through which documents, or other media items, are prepared for
discovery/disclosure. The classification process may be managed by an administrator of
the method, or the method may be designed to be implemented alongside a preexisting
media item classification system, such as through an existing document review platform.
The method may then communicate with existing document review platforms using
application programming interfaces (APIs) designed for such purposes. The result of the
media item classification may be a first set of media items classified as sensitive and a
second set of media items classified as not sensitive.

[0047] The APIs used for integrating this method with various existing discovery
platforms may extract data from load files associated with the document review
platforms and insert that data into an overlay file. The purpose of this overlay file is to
manage the information associated with the documents and to merge the information in
the system database with the information in the existing discovery platforms.

[0048] As shown in Figure 3, the method 200 described above with respect to
FIG. 2 may be applied to batches of media items or documents in a first set and batches
of media items in a second set. In such an embodiment, all documents in a first set are
defined (300) and are provided with registration keys (310). The registration keys of the
first set are then transmitted (320) to the server 110, which in turn stores (330) the
registration keys at the database 120. All media items or documents in the second set are
similarly defined (340) and provided with production keys (350). The production keys
associated with the media items of the second set are then transmitted (360) to the server
110 for comparison with the registration keys generated (at 310) for the documents of the
first set. These registration keys and production keys may be generated at different times,
such as in long term multi-jurisdictional litigation, where registration keys are uploaded
to a database in a first discovery/disclosure process, and production keys are uploaded in

a second discovery/disclosure process, potentially several years later. The production

-11 -
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keys are then each compared (370) to the set of registration keys to determine if any
matches exist.

[0049] If any match is found, such a match then triggers a warning (380), or a
table of warnings, such as that shown in figure 4. The warning or table of warnings may
then be incorporated into alerts produced and distributed (390, 400) to one or both partics
that a media item that is scheduled to be disclosed matches a document previously
classified as sensitive or confidential.

[0050] Similarly, a set of registration keys for media items classified as sensitive
may be uploaded for comparison to future production keys, and a second set of
production keys classified as not sensitive may be uploaded for comparison to a previous
sct of registration keys.

[0051] In these embodiments, only the keys generated based on the media items
are uploaded, and the actual media items classified are not uploaded. Accordingly, the
media items, or documents, underlying the keys are never transmitted to the server 110.

[0052] In some embodiments, the first set of media items comprises all media
items classified in a process, rather than only those classified as sensitive, and the second
sct of media items may be any media items classified in a second classification process,
rather than only those scheduled to be disclosed. For any match uncovered by the
method, the system may then determine whether a media item had previously been
classified as sensitive and is now scheduled to be disclosed, or is now being classified as
non-sensitive. Similarly, the system may determine if the media item had previously
been disclosed, or classified as non-sensitive and is now being classified as sensitive. In
this way, a user of the system may be alerted to any inconsistency across multiple
classifications.

[0053] As discussed above, the algorithm for generating the digital fingerprint as
part of the production key may be the same as, or produce the same results as, the
algorithm for generating the digital fingerprint as part of the registration key. This
algorithm may be for generating a digital fingerprint using a cryptographic hash function

-12-
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taking as input all or part of a document. The digital fingerprint may contain less
information than the original files, such that the digital fingerprint cannot be decrypted.
While a digital fingerprint is discussed, it is not intended to limit the encryption method
to any specific type of digital fingerprinting. Accordingly, any encryption method, or
method for generating a unique identifier for a media item, may be used in its place.

[0054] In some embodiments, media formats or content may change over the
course of a classification process, and differently formatted media files may generate
different keys, and may have different digital fingerprints. Accordingly, registration keys
may be produced or updated at various steps during the classification process, such that
cach media item registered contains several digital fingerprints. For example, a first
digital fingerprint may be associated with a native version of the media item (e.g. .docx,
xlIsx etc.), a second digital fingerprint may be associated with a near-native version
(.html), and a third version may be associated with a tiff or pdf version of the media item.
Accordingly, when production keys are generated, keys may again be gencrated at
various stages of the process, and the system may then check if any digital fingerprint
generated during the production portion of the process matches any digital fingerprint
generated during the registration portion of the process.

[0055] Additional methods may be applied to media items in the creation of the
various keys. The media items may, for example, be distilled or filtered in order to
produce keys that are based solely on content and independent of format. In comparing
documents, bates stamp numbers may be associated with each media item and may be
used to assist in the comparison as well.

[0056] In uploading a batch of files, such as registration keys for media item
registration, the keys may be associated with an “action key” or a key tying the media
items to a specific court case, client, or other classification (such as identifying that the
media items belong to a particular commercial or government entity). A second batch of
files, such as those containing production keys, may be compared only to registration

keys for files associated with a related action key.

-13-
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[0057] In some embodiments, where a second user uploads a production key to
the server, the server compares the production key uploaded to all registration keys stored
in the database, or all registration keys determined to be relevant based on metadata, and
produces alerts if any keys are found to be identical. The metadata may be used to
determine relevance based on, for example, identifying a related matter or event that the
documents are associated with.

[0058] When the method evaluates a large number of media items, it may identify
a large number of media items in the first set and generate registration keys for each of
them. It may then identify a large number of media items in the second set and generate
a production key for cach of them. It may then compare cach production key to cach
registration key and identifies any identical keys, or any identical digital fingerprints
contained in the keys. The system may then provide a table of results to a user, such as
an attorney or a law firm, associated with cach set of documents. Such a table may show
a list of sample media items, each of which is a document encoded behind a registrant
firewall. In such a scenario, some data, such as the digital fingerprint and some portion
of the metadata for the file, may be stored in an administration database. This data may
be only the digital fingerprint and contact information for the registrant and the producer
so that alerts may be routed when necessary.

[0059] When a producer uploads a production key incorporating a digital
fingerprint to the server, the method, running on an administrator’s system, compares the
key to a set of digital fingerprints in the database, and highlights any overlap (which may
be shown in red). The information for the media item associated with the digital
fingerprint may then be collated in an alert to be sent to the relevant parties. The alert
may simply inform the relevant parties of an issue so that the parties can confer to resolve
the issue.

[0060] The platform described, or an included variation thereof, may be used to
track and secure confidential or sensitive documents prepared in the ordinary course of

business within, for example legal, corporate, or governmental entities. In some
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embodiments, all documents, or other media items, produced within a certain context,
such as those generated in a corporate or government environment, may be registered
with a registration system. In such an embodiment, any time a document or other media
item is generated or modified, it may be passed through a utility for gencrating a
registration key, and those registration keys may then be maintained in a centralized
database. In some environments, all documents may be recorded in this way. In other
environments, only sensitive or confidential documents may be recorded and maintained
in this way.

[0061] In such an embodiment, any time a task that may compromise the
confidentiality of a specified document is performed within the corporate environment,
the document may again be passed through a utility to generate the equivalent of the
production keys discussed above. Such tasks may be, for example, the emailing of a
document, the transferring of a document to a flash drive, a file sharing website, a
personal computer, or otherwise downloading or transporting the document. The utility
described may be incorporated into an email utility such that any time a document is to be
emailed, the document may be checked against the database of potentially sensitive or
confidential documents.

[0062] Accordingly, if an employee within the corporate environment tries to
download or transmit confidential information or documentation, the platform will
generate a production key, compare it to the registration keys, and if the information is
indeed confidential, alert an appropriate party and potentially quarantine the relevant
sensitive media item pending further investigation. In some such scenarios, the
production key metadata may further include the name of an entity, person, or software
application responsible for modifying, copying, forwarding, or otherwise transporting the
document. Any alert triggered by such a platform may be distributed to an appropriate
party, such as to senior management of the entity securing the document.

[0063] Embodiments of the subject matter and the operations described in this

specification can be implemented in digital electronic circuitry, or in computer software,
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firmware, or hardware, including the structures disclosed in this specification and their
structural equivalents, or in combinations of one or more of them. Embodiments of the
subject matter described in this specification can be implemented as one or more
computer programs, i.c., one or more modules of computer program instructions, encoded
on computer storage medium for execution by, or to control the operation of, data
processing apparatus. Alternatively or in addition, the program instructions can be
encoded on an artificially generated propagated signal, ¢.g., a machine-generated
clectrical, optical, or clectromagnetic signal that is generated to encode information for
transmission to suitable receiver apparatus for execution by a data processing apparatus.
A computer storage medium can be, or be included in, a computer-readable storage
device, a computer-readable storage substrate, a random or serial access memory array or
device, or a combination of one or more of them. Moreover, while a computer storage
medium is not a propagated signal, a computer storage medium can be a source or
destination of computer program instructions encoded in an artificially generated
propagated signal. The computer storage medium can also be, or be included in, one or
more separate physical components or media (e.g., multiple CDs, disks, or other storage
devices).

[0064] The operations described in this specification can be implemented as
operations performed by a data processing apparatus on data stored on one or more
computer-readable storage devices or received from other sources.

[0065] The term “data processing apparatus” and like terms encompass all kinds
of apparatus, devices, and machines for processing data, including by way of example a
programmable processor, a computer, a system on a chip, or multiple ones, or
combinations, of the foregoing. The apparatus can include special purpose logic
circuitry, e.g., an FPGA (field programmable gate array) or an ASIC (application specific
integrated circuit). The apparatus can also include, in addition to hardware, code that
creates an execution environment for the computer program in question, e.g., code that

constitutes processor firmware, a protocol stack, a database management system, an
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operating system, a cross-platform runtime environment, a virtual machine, or a
combination of one or more of them. The apparatus and execution environment can
realize various different computing model infrastructures, such as web services,
distributed computing and grid computing infrastructures.

[0066] A computer program (also known as a program, software, software
application, script, or code) can be written in any form of programming language,
including compiled or interpreted languages, declarative or procedural languages, and it
can be deployed in any form, including as a standalone program or as a module,
component, subroutine, object, or other unit suitable for use in a computing environment.
A computer program may, but need not, correspond to a file in a file system. A program
can be stored in a portion of a file that holds other programs or data (e.g., onc or more
scripts stored in a markup language document), in a single file dedicated to the program
in question, or in multiple coordinated files (c.g., files that store one or more modules,
sub programs, or portions of code). A computer program can be deployed to be executed
on one computer or on multiple computers that are located at one site or distributed
across multiple sites and interconnected by a communication network.

[0067] The processes and logic flows described in this specification can be
performed by one or more programmable processors executing one or more computer
programs to perform actions by operating on input data and generating output. The
processes and logic flows can also be performed by, and apparatus can also be
implemented as, special purpose logic circuitry, ¢.g., an FPGA (field programmable gate
array) or an ASIC (application specific integrated circuit).

[0068] Processors suitable for the execution of a computer program include, by
way of example, both general and special purpose microprocessors, and any one or more
processors of any kind of digital computer. Generally, a processor will receive
instructions and data from a read only memory or a random access memory or both. The
essential elements of a computer are a processor for performing actions in accordance

with instructions and one or more memory devices for storing instructions and data.
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Generally, a computer will also include, or be operatively coupled to receive data from or
transfer data to, or both, one or more mass storage devices for storing data, e.g.,
magnetic, magneto optical disks, or optical disks. However, a computer need not have
such devices. Moreover, a computer can be embedded in another device, e.g., a mobile
telephone, a personal digital assistant (PDA), a mobile audio or video player, a game
console, a Global Positioning System (GPS) receiver, or a portable storage device (¢.g., a
universal serial bus (USB) flash drive), to name just a few. Devices suitable for storing
computer program instructions and data include all forms of non volatile memory, media
and memory devices, including by way of example semiconductor memory devices, e.g.,
EPROM, EEPROM, and flash memory devices; magnetic disks, e.g., internal hard disks
or removable disks; magneto optical disks; and CD ROM and DVD-ROM disks. The
processor and the memory can be supplemented by, or incorporated in, special purpose
logic circuitry.

[0069] To provide for interaction with a user, embodiments of the subject matter
described in this specification can be implemented on a computer having a display
device, ¢.g., a CRT (cathode ray tube) or LCD (liquid crystal display) monitor, for
displaying information to the user and a keyboard and a pointing device, ¢.g., a mouse or
a trackball, by which the user can provide input to the computer. Computers may further
be provided in other forms, such as in the form of handheld devices or smartphones, as
well as in the form of tablet devices. Other kinds of devices can be used to provide for
interaction with a user as well; for example, feedback provided to the user can be any
form of sensory feedback, ¢.g., visual feedback, auditory feedback, or tactile feedback;
and input from the user can be received in any form, including acoustic, speech, or tactile
input. In addition, a computer can interact with a user by sending documents to and
receiving documents from a device that is used by the user; for example, by sending web
pages to a web browser on a user’s client device in response to requests received from the
web browser. A device for providing interaction with a user may be referred to as a user

interface device.
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[0070] Embodiments of the subject matter described in this specification can be
implemented in a computing system that includes a back end component, ¢.g., as a data
server, or that includes a middleware component, ¢.g., an application server, or that
includes a front end component, ¢.g., a client computer having a graphical user interface
or a Web browser through which a user can interact with an implementation of the
subject matter described in this specification, or any combination of one or more such
back end, middleware, or front end components. The components of the system can be
interconnected by any form or medium of digital data communication, ¢.g., a
communication network. Examples of communication networks include a local arca
network (“LAN”) and a wide area network (“WAN?”), an inter-network (e.g., the
Internet), and peer-to-peer networks (e.g., ad hoc peer-to-peer networks).

[0071] The computing system can include clients and servers. A client and server
are generally remote from each other and typically interact through a communication
network. The relationship of client and server arises by virtue of computer programs
running on the respective computers and having a client-server relationship to each other.
In some embodiments, a server transmits data (¢.g., an HTML page) to a client device
(e.g., for purposes of displaying data to and receiving user input from a user interacting
with the client device). Data generated at the client device (¢.g., a result of the user
interaction) can be received from the client device at the server.

[0072] While this specification contains many specific implementation details,
these should not be construed as limitations on the scope of any inventions or of what
may be claimed, but rather as descriptions of features specific to particular embodiments
of particular inventions. Certain features that are described in this specification in the
context of separate embodiments can also be implemented in combination in a single
embodiment. Conversely, various features that are described in the context of a single
embodiment can also be implemented in multiple embodiments separately or in any
suitable subcombination. Moreover, although features may be described above as acting

in certain combinations and even initially claimed as such, one or more features from a
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claimed combination can in some cases be excised from the combination, and the claimed
combination may be directed to a subcombination or variation of a subcombination.

[0073] Similarly, while operations are depicted in the drawings in a particular
order, this should not be understood as requiring that such operations be performed in the
particular order shown or in sequential order, or that all illustrated operations be
performed, to achieve desirable results. In certain circumstances, multitasking and
parallel processing may be advantageous. Morcover, the separation of various system
components in the embodiments described above should not be understood as requiring
such separation in all embodiments, and it should be understood that the described
program components and systems can generally be integrated together in a single
software product or packaged into multiple software products.

[0074] While the present invention has been described at some length and with
some particularity with respect to the several described embodiments, it is not intended
that it should be limited to any such particulars or embodiments or any particular
embodiment, but it is to be construed with references to the appended claims so as to
provide the broadest possible interpretation of such claims in view of the prior art and,
therefore, to effectively encompass the intended scope of the invention. Furthermore, the
foregoing describes the invention in terms of embodiments foreseen by the inventor for
which an enabling description was available, notwithstanding that insubstantial
modifications of the invention, not presently foreseen, may nonctheless represent

equivalents thereto.
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What is claimed is:
1. A computer based method of protecting sensitive documents, the method
comprising:

identifying a first document;

generating a registration key associated with the first document;

identifying a second document;

generating a production key associated with the second document;

producing an alert if a segment of the production key is identical to a segment of
the registration key;

wherein a method implemented to generate the segment of the registration key
and a method implemented to generate the segment of the production key generate
identical results when applied to identical documents.

2. The computer based method of claim 1 wherein the first document is a member of
a first set of documents and the second document is a member of a second set of
documents.

3. The computer based method of claim 2 wherein the first set of documents
comprises documents that have been identified as sensitive, and wherein the second set of
documents comprises documents that have been identified as not sensitive.

4. The computer based method of claim 3 wherein a first user has identified the first
set of documents as sensitive and a second user has identified the second set of
documents as not sensitive.

5. The computer based method of claim 2 further comprising:

generating a registration key associated with each member of the first set of
documents;

generating a production key associated with each member of the second set of
documents, and

producing the alert if any of the segments of the production keys is identical to

any of the segments of the registration key.
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6. The computer based method of claim 5 wherein the alert is a listing of any
documents having the segment of its production key matching the segment of any
registration key.

7. The computer based method of claim 6 wherein the alert includes identifying
information for identifying cach document having the segment of its production key
matching the segment of any registration key or having the segment of its registration key
matching the segment of any production key in both the first set of documents and the
second set of documents.

8. The computer based method of claim | wherein the segment of the registration
key is a registration digital fingerprint gencrated from at least a portion of the first
document, and wherein the segment of the production key is a production digital
fingerprint generated from at least a portion of the second document.

9. The computer based method of claim 1 Further comprising:

associating cach document with an event, and
transmitting the alert to a user associated with the event associated with the
second document.

10. The computer based method of claim 1 wherein the segment of the registration
key is generated by a cryptographic hash function that takes as input a portion of the first
document and the segment of the production key is created by the cryptographic hash
function that takes as input a corresponding portion of the second document.

11. The computer based method of claim 1 wherein the registration key contains less
information than the first document.

12. The computer based method of claim 1 further comprising associating the first
document with a first action key identifying a first legal action and associating the second
document with a second action key identifying a second legal action and producing an

alert only if the first legal action is associated with the second legal action.
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13. The computer based method of claim 1 wherein the first document is a member of
a first set of documents marked as sensitive and the second document is a document
being modified or distributed.
14. The computer based method of claim 13 wherein the generation of the production
key is triggered as a result of one of:
transferring the second document to a flash drive;
uploading the second document to a website;
transmitting the second document by email; or
downloading the document to a personal computer.
15. A system for protecting sensitive documents comprising:
a server,
a database;
a first user interface device; and
a second user interface device,
wherein a first document is identified at the first user interface device,
the first user interface device generates a registration key comprising a digital
fingerprint and metadata for the first document, and transmits the registration key to
the server,
the server stores the registration key and the metadata for the first document at the
database,
a second document is identified at the second user interface device,
the second user interface device generates a production key comprising a digital
fingerprint and metadata for the second document and transmits the production key to
the server, and
the server produces an alert if the digital fingerprint of the production key is
identical to any digital fingerprint of a registration key stored in the database,
wherein the alert comprises the registration key for the first document or the

production key of the second document.
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16. The system of claim 15 wherein the first document is identified as a member of a
first set of documents and the second document is identified as a member of a second set
of documents.

17. The system of claim 16 wherein the first set of documents comprises documents
that have been identified as sensitive, and wherein the second set of documents comprises
documents that have been identified as not sensitive.

18. The system of claim 15 wherein the second document is identified at the second
user interface device as a document to be modified or distributed.

19. The system of claim 18 wherein the second user interface device is configured to
generate the production key when performing one of:

transferring the second document to a flash drive;
uploading the second document to a website;
transmitting the second document by email; or

downloading the document to a personal computer.
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FROM: firsthame fastname@esiiaboratory.com
TO: solicltor advocate@englishlawfirm, uk
CC: associate. solicor@englishlawfirm.uk

DATE: May 26, 2014

PCT/US2015/032939

SUBJECT: ESILAR DOCUMENT META DATA REPOSITORY ALERT - PRODUCER VARIANT

Dwar Sirs,

You are about to produce the following media which has been registered by a third party as Sensitive
Material Madia in the ESILAB DMR,

Na. File Name
{105 PRO-0000G05.xds
£113 PRO-D0000036 3y
030 PRO-00600015.pdf
362 PRO-QORIAB5S.MSG
363 PRO-00014800.M8G
364 PRO-00014861.M5G
365 PRO-DHIA8H2.M5G
366 PRO-00014803.M4%G
463 PRO-UU015667 . dog
465 PRO-00015668.00C
465 PRO-OB01566% 400
467 PROG-00015670.00C
464 PRO-00018674.x1s
470 PRO-000G1 568000
478 PRO-00015677 doc
479 PRO-00015860.M8G
450 PRO-OO015861,.M5G
482 PRO-0001635%.xls
483 PRO-00016360.xIs
434 PRO-00016359 108
487 PRO-00016360.xls
507 PRO-000211 1 ppt
515 PRO-00015862.M5G

Pigase call ESILAB (§§ +1

12 Civ. 7312 (DLO)
Yours faithfully,
ESI Laboratory, LLC

High Court, Queen's Bench Division

Claim No. HQD8X01759

BETWEEN

East Coast Plaintiff PLC

and

Welsh Defendant Limited

File Size Bates Range

135168 PRO-UO0000000I3- PRG-(DGOOOOAG0I
312081 PRO-0000000G08- PRO-ODGOGOIN00R
895126 PRO-O00000QG0Z7- PRO-QUDOGO00GRY
24576 PRO-DO00O0DG00Z- PRO-0000G000002
25088 PRO-D00000000O04- PRO-D0G0000M0004
I5088  PRO-GOUI000G005- PRO-ID000GIN00S
24576 PRO-GO0000GC00G- PRO-00D03000006
25088 PRO-0O0G00DGO0T- PRO-000000000G7
65029 FRO-00000000041~ PRO-00000Q00041
56823 PRO-U0000000042 - FRO-DOOOM000042
TR PRO-00000000043- FRO-00000000043
63021 PRO-00DOGQ00044 - PRO-0GH0000G044
§3968  PRO-0000000006- PRO-D000000004E
34816 PRO-(OG0O0000047- PRG-NOONGNN004T
2103432 PRO-D0000000049- PRO-0000000004%
19968 PRO-00000000045~ PRO-0G300000045
17920 FRO-D0D0000G048~ PRO-00000000048
§0928  PRO-DD00CGOONOS0- FRO-D0GOG0O005E
§0828  PRO-DOO0GOGO051 - FRO-0600G000051
80928 PRO-DOOOGOO00SD- PRO-0GD0000G050
50928 PRO-00000000051- PRO-00000000051
348672 PRO-0OCG00000055- FRO-0000G000050

20644992  PRO-00000000057 - FRO-00000000057

FIG. 4

Digital Fingerprint
G1ch58a7d58dd 7550 30fad4bR6 24052 a7 18a33
IFI2McSeTshfcbSofeflf72ed43al dacfaa3nalda
1882-9bd8bhBS 380208 3R04683 7B Ic2 162bF
24531 6fae1chaT3894 2705208200405 7e 1 199488
S4Ge2bofhib2edeilach7 113848 1 2ah 7 3chie 950
6300 RhS 7385 calonab 1 idu939h0 70085
42682 103381 teabb(Healiladi3¢ 35958
FCHFOFO0RISFI450e1 2000589542 3ec 2dBaf 065
SF894h 2e800ma 2397 8ach B3 Dixic Ledf 1 951R7
Ah 1000 64d 2 7aaS A7 3Hihiiadad Pdedd
d7ef1dral 2e770a050dbb 77645050 radcdShf
a95feh3aben742648dA05a01b8hded ] Jodb9hch
AN TSRS hehb 251481 edhB 7 106 2093093 16dT
7123afecid4461 501 7Ra5F9981 2640262 13063
BE02 3rlcd4 165h75075h5 798004e5h 3121 2093
D376 6e0hi 033702207076 12702 1d27he12
eat3r3e35992 1581408 1 chebi Saal 2b 10082
23e023hba 1 7heiSbiiath8s1 16b746h85cid i a6edd
HrSE4AR0 1002402 Tee B bE62 SddIbBE61 3d2
24e023bd i Teith0aehbi51 18h 7460860 0c1d0e33
HeSFE4066 100 2403 7ee Pel 1 hoR250d0bSE613d2
HCOC236a4a3006d520640008 020605 1098 12644
12pef8adu28de a8l 6e2b 23955027 30 1e

& for further details and quote the following reference - Case No.
- in order to definitively determing the true status of the media in question.
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