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Figure 1. Top-level SDI architecture. 
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SECURE DATA INTERCHANGE 

RELATED APPLICATIONS 

0001. This application is a divisional of and claims priority 
under 35 U.S.C.S 120 to U.S. application Ser. No. 12/417,747 
entitled “Secure Data Interchange.” filed on Apr. 3, 2009, 
which is a continuation of U.S. application Ser. No. 09/699, 
098, filed on Oct. 27, 2000, which claims the benefit of U.S. 
Provisional Application No. 60/161,640, filed Oct. 27, 1999, 
titled Secure Data Interchange, and U.S. Provisional Appli 
cation No. 60/206,538, filed May 23, 2000, titled Secure Data 
Interchange, all of which are incorporated herein by reference 
in their entirety. 

BACKGROUND OF THE INVENTION 

0002 1. Field of the Invention 
0003. The Secure Data Interchange invention describes a 
system to allow a privacy-protected market for data exchange 
between multiple self-interested parties. The system presents 
a general infrastructure for the exchange of information 
within a safe privacy-protected environment, between mul 
tiple self-interested parties. We propose a central data ware 
house that maintains data submitted by different users, and 
executes queries and programs on the data. Rules are associ 
ated with data that define how the data can be used and 
queried, to allow agents that Submit data to maintain absolute 
control over its use. SDI acts as a trusted-intermediary to all 
parties, and implements an internal market for queries on the 
information, allowing agents to specify prices for data access. 
Furthermore, SDI Supports complex queries such as collabo 
rative filtering, that can provide a querying agent with a 
one-time benefit of data access but without long-term access 
to the data that was used to compute valuable results. 
0004. The invention relates to systems that provide per 
Sonalized information, profiling, automated matchmaking 
and information exchange, providing a framework that pro 
tects privacy and allows information collection and profiling 
within a carefully controlled environment. Although the mar 
ginal cost of data duplication is Small, there are hidden costs 
associated with data, for example because of privacy con 
cerns, and data can be a valuable resource in many problems. 
In business-to-consumer (B2C) applications Secure Data 
Interchange addresses the direct conflict between the goal of 
personalization and the need for privacy, preventing the 
exchange and collection of information without knowledge 
and consent. In business-to-business e-commerce applica 
tions (B2B) SDI allows vendors to provide sensitive and 
valuable information, for example about business needs and 
customer bases, in a secure environment that controls access 
and leverages value. 
0005 2. Description of the Prior Art 
0006. The invention of Secure Data Interchange relates to 
a wide-range of application domains, all of which are char 
acterized by a need to exchange information in a privacy 
protected and carefully controlled market-based environ 
ment. 

0007 As a key application we suggest a system for per 
Sonalized information delivery in a networked environment, 
in which the SDI-proxy can fact as a local filter on informa 
tion, based on what it knows about a user's preferences and 
methods for filtering pushed by the provider of content. The 
system allows collaborative filtering through information that 
is provided to the central data warehouse, but never released 
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directly to other agents; collaborative filtering methods are 
computed in the central SDI data warehouse. Further moti 
vation is provided with reference to some electronic com 
merce applications, that we describe in (A) business-to-con 
Sumer and (B) business-to-business e-commerce 
applications. 
0008. In addition to applications within commerce, the 
system of Secure Data Interchanges is central to developing 
many other new products. Examples include the formation of 
“self-help' groups between a set of individuals with common 
interests, and applications to personal information delivery 
systems, e.g. for educational and informational purposes. 

A. Business-to-Consumer (B2C) Electronic Commerce. 
0009. The recent explosion of electronic commerce, in 
particular Internet-based individual-to-business electronic 
commerce, presents new opportunities for automated person 
alized information delivery and the automated customization 
of products and services. This type of personalization is very 
valuable to Vendors because it can increase sales Volumes, 
enable cross-selling and up-selling of goods and services, and 
allows vendors to price products dynamically based on infor 
mation about the preferences and goals of customers. Person 
alization is also useful to customers when it correctly identi 
fies the requirements and preferences of a customer, because 
it can reduce search cost and enhance the “shopping experi 
ence'. Perhaps a customer can find the good or service (i.e. 
desirable price/quality/feature tradeoff) that he/she wants 
more quickly than without personalization, or receive infor 
mation about an interesting new productor service that he/she 
did not know about. 
0010. The basis for these new services is that Internet 
based “shop fronts’ can be individualized on a per-customer 
basis, dynamically and in real-time. Traditional main-street 
shops must offer the same store layout to every customer, 
because the layout is physical, although some level of per 
Sonalized service can be achieved through well-trained sales 
assistants, that act as a 'guide' for a customer within a store. 
On-line “shop fronts' are virtual, and configurable at negli 
gible cost to the customer or the vendor, assuming that com 
putation is cheap and fast. 
0011. Furthermore, Internet-based electronic commerce 
can allow business to collect vast amounts of consumer infor 
mation, because customers interact through a computer 
based interface. Customers can be monitored as they browse 
a Web site for products and services. Information such as the 
search-terms that users enter into a search engine, the links 
that users follow, and the length of time spent on each page, 
can all provide an insight into the current goal of a customer, 
i.e. the type of product that he/she wants. When combined 
across different sessions, and with similar information about 
the browsing and purchasing habits of other customers, the 
information can be folded into a long-term view of the pref 
erences and needs of a customer. 
0012 Moreover, new network connectivity enables differ 
ent vendors to exchange profiles for common customers, 
either statically or dynamically, in order to build broad and 
detailed profiles across vendor domains. There exist many 
potentially powerful synergies between the data sets that are 
collected by different vendors, that can be leveraged to pro 
vide appropriate services and products to customers. When 
analyzed with the proper statistical tools these data sets can 
reveal fundamental patterns in the behavior of users, and 
enable a vendor to provide appropriate information to a user. 
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Furthermore, access to user-profiles collected by other ven 
dors can enable vendors to provide focused information 
delivery to first-time users, and also cross-market services 
with other appropriate vendors. 
0013 Providing user profile information within a care 
fully controlled environment can benefit vendors and users: 

0014 Vendors would find benefit in sharing data with 
other vendors; this would deepen their understanding of 
their customers behaviors and preferences, especially if 
Some customers were traceable across several data sets. 

0015 Users would benefit from sharing data with other 
users. This is already evident in the popularity of news 
groups and web discussion pages catering to individuals 
with shared interests. By learning what other people 
with similar tastes and preferences have discovered and 
enjoyed, a user can sidestep information overload in the 
search for personally satisfying information. 

0016 Vendors can benefit from receiving data about 
users. An obvious example would be in the use of col 
laborative filtering for the marketing of targeted promo 
tions; rather than being deluged with coupons and adver 
tisements that are of absolutely no interest, a user would 
benefit by being presented with advertising that is highly 
relevant. In the process, the vendor would increase 
advertising response rates, boosting overall efficiency. 

0017 Users can receive benefits from providing infor 
mation to Vendors. Personalization of content at ven 
dors web pages, and well-focused banner advertise 
ments at other web sites that they visit. 

0018. The problem is that a user wants controlled person 
alization, in the sense that it might not be desirable for infor 
mation about every on-line transaction that a user performs, 
every on-line document that a user reads, and every web page 
that a user visits, and demographic information, to be avail 
able to every business that the user interacts with, in the 
virtual and physical world. 

A.1 Focused Banner Advertising/Content Provision 

0019 Internet-based media sites have followed preceding 
formats in generating revenue from advertising, with content 
to users often provided free-of-charge. The business model is 
similar to that in newspapers, magazines, and television, 
where circulation and audience/readership demographics are 
used to drive revenue. Electronic media presents new oppor 
tunities for media-based business: for example multimedia 
techniques and interactivity, personalized delivery of infor 
mation, and personalized targeting of advertising. 
0020. The problem—as before, is to acquire and leverage 
information about the preferences and interests of a user, 
within a system that protects user privacy (i.e. controls the 
collection and exchange of information about users, and con 
trols the use that is made of that information). A further 
problem is to extrapolate information from a large corpus of 
data about an individual user. 

A.2 Mailing Lists 
0021. As another example, suppose that business A 
requests a list of individuals that meet a particular criteria. 
Consumer B meets the criteria, but is only listed for business 
A if A also meets criteria specified by B, for example if A will 
provide information about new products and services that are 
interesting to B. In an application to the profiling of users 
on-line, the problem is that users want to receive the benefits 
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of targeted products and advertisements, but want to avoid the 
abuse of profile information and control vendors access to 
that information. 

B. Business-to-Business (B2B) Electronic Commerce 
0022. The Internet provides businesses with network con 
nectivity with other business, both competitors and partners. 
This connectivity allows businesses to exchange information 
about customers (dynamically or statically), in order to iden 
tify potential new customers, build better profiles for existing 
customers, and up-sell/cross-sell products and services in 
real-time. The problem with this exchange of information 
(that can include Swaps, sells, and rental access) is that busi 
nesses need to (a) protect the privacy of their customers; (b) 
prevent information release to competitors, either directly or 
through third-parties. 

B.1 Privacy-Protected Identification of Synergies/Matches 

0023 There are many scenarios where autonomous agents 
would like to be informed of matches under conditions of 
mutual consent, but without information leakage to any agent 
if any one of the agents declines the match. Consider two 
Vendors, A and B, and Suppose the vendors seek strategic 
partnerships with other vendors that have appropriate skills 
and goals. However, Vendor A does not want to broadcast to 
all vendors its need for a business partner or a new alliance, 
instead vendor A wants to be introduced to another vendor 
with the right mix of capabilities; similarly for vendor B. 
What is required is a system that only introduces vendor A to 
Vendor B, and perhaps anonymously at first, if both vendors 
consent to the introduction. The problem is to provide infor 
mation that enables matches, without allowing bad matches 
and abuse of information—i.e. within an environment of 
secure data interchange. 

B.2 Credential-based Introductions, 
Messaging-systems. 

0024. There are many situations where individual parties, 
for example individuals or businesses, require introductions 
to credentialed individuals and/or businesses, with the aim of 
building a new relationship or making a new contract. Con 
sider for example business associations, where credentials 
about non-bankruptcy, and no previous attempts to defraud 
could be important. Consider Social introductions, where 
individuals might be concerned about past criminal activities 
of new contacts. In the domain of automobiles, we could 
consider a system that identifies other automobiles in the 
physical location of a vehicle that have recently been involved 
in an accident. The problem is to manage certificates within a 
system where users can maintain multiple identities, and to 
protect the release of certificates without suitable provisions 
for terms-of-use and criteria for request. 

Contracting and 

SUMMARY OF THE INVENTION 

0025. The above problems are solved, and a technical 
advance achieved, by the system of Secure Data Interchange. 
The Secure Data Interchange system enables information 
about bilateral and multilateral interactions between multiple 
persistent parties to be exchanged and leveraged within an 
environment that uses a combination of techniques to control 
access to information, release of information, and matching 
of information back to parties. 
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0026. The system of Secure Data Interchange (SDI) pro 
vides a trusted server containing a large database of informa 
tion that is owned by its providers. Each data record has an 
associated price rule, that controls access to data. The pricing 
model allows a data owner to specify a price for different 
types and amounts of information access, and whether the 
identity of the information owner is required, and the system 
of SDI computes a composite price for a query based on 
aggregated prices for a query over a number of different data 
owners, with an internal market that favors low priced data. 
The pricing model allows discounts based on certificates of a 
requesting agent, and as a special case implements the stan 
dard capability-based access control systems, where informa 
tion is provided to users with appropriate permissions (i.e. 
with zero and infinite prices). In addition, the system of 
Secure Data Interchange allows data to be submitted with a 
level of random perturbation (noise), to provide added pri 
vacy protection, or alternatively allow an agent to specify in 
conditions under which additional noise should be added to 
data. A query is priced before execution, to allow an agent to 
decide whether or not to execute a query, and select between 
alternative types of queries. Binding price quotes are pro 
vided to querying agents, and queries can be scaled to meet a 
budget. 
0027. Data owners can submit data to the central data 
warehouse with different degrees of identification, for 
example anonymously, pseudonymously, or with a true iden 
tity. For example, in the case of data that represents a user's 
profile information, for example information about the inter 
ests of a user, a user might prefer to use a number of different 
pseudonyms for different types of activities that he/she likes 
to engage in online A user might maintain a number of dif 
ferent aliases within the database, for example to represent 
different types of things he/she likes to do which have little 
bearing on each other. 
0028. Various types of queries can be executed on the 
server, ranging from traditional SQL style queries to collabo 
rative-filtering style queries. The inventions of SDI is not 
predicated on the type of queries Supported, describing 
instead a general system to execute those queries within a 
secure data-controlled environment. We leave the algorithms 
that implements the semantics of a query undefined, but 
define the interface between that algorithm and the data in the 
database, which is protected with price rules. 
0029. A query can perform a considerable amount of com 
putation on records in the database before any information is 
provided in response to a query. We allow general purpose 
programs to run on the server, that might for example perform 
collaborative filtering or other data mining techniques before 
returning aggregate information, for example a new model of 
the profiles of users of a particular interest to a vendor. How 
ever, the total charge for a complete query session is com 
puted as the Sum payment charged by all record pointers that 
are used in computing the final response. 
0030. Furthermore, queries can also take an action on 
behalf of a querying agent, for example asking another agent 
to provide more information about something We allow que 
ries to be priced, based on a model of “revenue collection', in 
which the SDI server sells the right to access to data on behalf 
of the agents that submit data into the database. We also 
propose to allow “persistent queries', which reside on the 
server for a fixed period of time and return a response to the 
querying agent whenever conditions are met in the data. 
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0031 Interesting variations of SDI place data in different 
distributed locations, and move the control of information 
access between a central SDI server and distributed client 
side SDI proxy agents. This allows different tradeoffs 
between privacy and information sharing. It also has impli 
cations for bandwidth and computational requirements 
within SDI. One role of a client-side SDI data warehouse is to 
provide the same functionality as the central shared SDI 
database, but with processing only performed on information 
provided by that agent. This can allow greater privacy by 
allowing a user to retain absolute control over his/her data on 
his/her local machine without even releasing data to the 
shared database. 

0032. In an application to personalized on-line interac 
tions, we describe a client-side SDI proxy which manages a 
users interactions with the on-line sites of vendors and also 
manages a users interactions with the central SDI data ware 
house, i.e. providing profile information and controlling pro 
file access. The client-side SDI proxy for an agent that rep 
resents an individual browsing the Internet can manage that 
user's profiles in interactions with other agents, for example 
representing vendors and content providers. The client-side 
SDI proxy can also handle decisions about what types of 
information to Submit to the server, and manages query 
execution on behalf of the agent. The client-side SDI proxy 
agent can also push information about a users on-line activi 
ties to the central SDI data-warehouse in real time. This 
enables a system of “time-of-purchase-competition' system, 
in which a user can request competitive counteroffers from 
other vendors before making a purchase. 
0033. The system addresses the fundamental conflict that 
exists between rights of privacy and efficiency gains from 
better bilateral exchange of profile/preference information. 
SDI as applied to B2C e-commerce allows consumers to 
receive targeted information about products and services, but 
without the loss-of-privacy that can easily occur in the current 
on-line profiling “free-for-all’. The cookie technology pro 
vided by Netscape to Supported personalized sessions with a 
single vendor on-line has been used by advertising network 
providers such as DoubleClick to track users across multiple 
sites, often without either the consent or knowledge of that 
individual New York Times, Feb. 7, 2000. 
0034. In describing the system of secure data interchange 
we claim the following novel technical ideas: 

0035 (a) Agents can associate price-rules with informa 
tion that is placed in the central database, and retain 
absolute control and ownership overall uses of that data. 
As a special case of price rules, the system supports 
access based on certified properties of querying agents 
(with zero and infinite prices). The pricing model allows 
information providing agents to receive direct value for 
data, and allows agents that request access to informa 
tion to receive a price before a query is executed, and 
make appropriate decisions about what type of queries 
tO eXecute. 

0.036 (b) A number of novel techniques are proposed to 
allow data processing within the data warehouse without 
releasing too much information to an agent. General 
programs, for example collaborative filtering tech 
niques, can be executed in situ within the data ware 
house, so that agents can receive the aggregate benefits 
of information, without receiving details about the infor 
mation. We might also allow an agent to receive anony 
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mous or randomized information, and control the 
amount of information that can be received from a par 
ticular record. 

0037 (c) The system of SDI can act as a trusted inter 
mediary between agents, notifying agents about infor 
mation of a particular type, and for example sending 
messages between agents withoutbreaking the identity 
of agents except by consent. A special type of query that 
we call a persistent query allows an agent to maintain a 
permanent "searching presence in the central database, 
always on the lookout for useful information. 

0038 (d) In a key variation we push a small version of 
the SDI data warehouse onto an user's client computer, 
where it acts as a proxy agent, and further proxies an 
agents interaction with other agents in real time. The 
local SDI data warehouse, called the client-side SDI 
database, is a trusted party to the client, trusted to main 
tain information that it is valuable to the client and use 
that information is appropriate ways. The advantage of 
this method is that an individual never needs to release 
sensitive profile information, it is always heldon its local 
computer but can still receive the benefits of person 
alization. 

0039 (e) We also suggest a client-side SDI proxy that 
can collect information about a user, for example within 
an Internet browsing application, and periodically push 
the collected information to the SDI data warehouse in a 
controlled way. The client-side SDI proxy can also be 
responsible for certain data certification functions, and 
can manage a users interactions with other agents to 
protect its privacy in non-SDI mediated transactions. 

As an application to B2C e-commerce, the system of SDI 
allows client-side personalization instead of provider-side 
personalization. Instead of passing profile information to a 
provider and receiving personalized information in return, 
providers can provide personalization methods that are used 
interactively with local profile information about consumers 
to target products and services without receiving explicit 
information about a user's profile. In a simple form, the 
Vendor provides complete information about its services, and 
a method to display them to the user based on his/her local 
profile. When describing the application of SDI to electronic 
commerce we also describe methods to implement necessary 
ancillary systems that are essential to Supporting full e-com 
merce functionality within an identity-protected system, Such 
as systems for pseudonymous payments and physical mailing 
of products. 
0040 Collaborative filtering based on profiling informa 
tion from multiple users is supported within the central SDI 
data warehouse, but within a system of economic incentives, 
where users provide profile information in return for receiv 
ing payments from Vendors for that information. This allows 
broad network-wide information to be used for profiling, in 
addition to deep vendor-specific information. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0041. The novel features believed characteristic of the 
invention are set forth in the appended claims. The invention 
itself however, as well as a preferred mode of use, further 
objects and advantages thereof, will best be understood by 
reference to the following detailed description of an illustra 
tive embodiment when read in conjunction with the accom 
panying drawings, wherein: 
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0042 FIGS. 1 through 21 illustrate various parts and 
embodiments of the invention. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENT 

1. Introduction 

0043. The invention of Secure Data Interchange (SDI) 
describes a general infrastructure for the exchange of infor 
mation within a controlled environment. We propose a central 
data warehouse that maintains data submitted by different 
users, and executes queries and programs on the data. Rules 
are associated with data that define how the data can be used 
and queried. As such, the system of SDI prevents the 
exchange and collection of information without knowledge 
and consent. The system allows for payments to be received 
by the providers of information, in return for data access. In 
application, the invention enables new systems for the deliv 
ery of personalized information, profiling and automated 
matchmaking and information exchange, all within a frame 
work that protects privacy and maintains data security. SDI 
Supports the collection and exchange of information between, 
and relating to, autonomous (and possibly self-interested) 
agents within a distributed environment. 

1.1 Definitions 

Agent. 
0044 An agent in SDI is a any party that wants to sell or 
give away data to other parties, or buy or receive data, or in 
general both provide and receive data. Agents may represent 
any party with individual goals, autonomy of control, and a 
persistent identity. Examples in business-to-consumer 
e-commerce include business Such as newspapers, book 
stores and travel companies, that wish to receive data about 
the profiles and buying habits of users so that they can per 
Sonalize the information, products and services that are sold 
to users. We assume that agents are autonomous from the 
system of Secure Data Interchange, and follow actions con 
sistent with their preferences, abilities and resources. Simi 
larly, an on-line consumer is an agent that wishes to provide 
data about its preferences and buying habits to vendors and 
other consumers, in return for well targeted products and 
financial reward. 

Agent Computers: 
0045 Agents are represented in the system of secure data 
interchange with dedicated computational resources, agent 
computers, with permanent memory, processing power, and 
network connectivity. For example, an agent computer might 
be a consumer's home PC that will act as a client machine in 
interactions with the central SDI data server and the servers of 
on-line vendors. For a vendor, an agent computer might be the 
server computer that it uses to execute its on-line business. 
Agent computers might also be thin clients, such as mobile 
computing devices, handheld devices, cell phones. We push 
different amounts of data and functionality within SDI to 
agent computers and away from web centric devices depend 
ing on the nature of the computer and an agent's preferences. 

Certificates: 

0046 Certificates are used within SDI to establish trust 
between different agents, and to help agents to reach useful 
agreements. 
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Profile: 

0047. Each agent can have one or more profiles, which the 
agent can assume in its interactions with other agents. Part of 
a profile is a user's identity, that provides a (possibly limited) 
method for another agent to identify the agent in the future 
when it assumes the same profile. We allow three types of 
agent identities: anonymous, pseudonymous, persistent 
pseudonymous, and true identity. An agent may assume a 
profile and an identity in any interaction with another agent. 

0048. Anonymous. To assume an anonymous identity 
agent A creates a one-time identifier that it uses in inter 
actions with one other agent. The identifier may allow 
the other agent to respond Zero or one times. 

0049 Pseudonymous. A pseudonymous identifier cre 
ated by agent A may be used with more than one other 
agent, and allows agents to respond to agent A as many 
times as they like, but agent A can terminate the pseud 
onym at any time and separate from the identity. Agent A 
can optionally restrict the number of agents that may 
reply to the pseudonym, for example to the agents that it 
explicitly provides with the identifier. 

0050 Persistent pseudonymous. A persistent pseud 
onymous identifier is created by agent A for use with 
agents in set S, and provides the added condition that 
agent A promises to use the same pseudonym for all 
interactions with all agents in set S for all time into the 
future. Agent A can optionally restrict the number of 
agents that may reply to the pseudonym, for example to 
the agents that it explicitly provides with the identifier. 

0051 True identity. If agent A interacts with another 
agent under its true identity then it has no method to 
prevent the agent or any other agent responding to agent 
A in the future. 

0052. The identity that an agent assumes with a profile 
matters not only to the ability of an agent to control the agents 
that can send it messages, but also its ability to control the 
amount of information that can be exchanged about the agent 
in the open marketplace, out of the agent's control. A basic 
premise in the system of Secure Data Interchange is to keep 
control of data. We provide methods that allow an agent to 
release data, or performing processing on data, to one agent 
but prevent that agent from selling the data on to another agent 
with which agent A also interacts. For example, one key 
technique is for agent A to use a unique pseudonym with 
every agent that it interacts. This allows an agent (so long as 
it is careful not to release other identifying information) to 
release profile information to other agents without losing the 
value of that information, because there can be no secondary 
market in the agent's profile. If agent A provides information 
to agent B, then agent B cannot pass that information onto 
another agent C and have it still linked to agent A because 
agent C does not know the identity of agent A among the 
agents that it interacts with. 
0053 An agent's profile contains any and all data that an 
agent might wish to exchange with another agent when it 
assumes a particular identity. However, just because the data 
is in the profile it does not mean that it is available to another 
agent. Possible information in the profile of an on-line con 
Sumer includes: transactions that it has performed with other 
agents; information that relates to its true identity (e.g. salary 
range or education level); information provided by the agent 
(such as its preferences for a particular type of product, etc.); 
and other information that has been compiled based on 
observing the behavior of the agent (e.g. physical location for 
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a mobile user, Such as a user in a vehicle, or trace of recent 
web pages visited for a user that is browsing the Internet.) 

SDI-Proxy: 

0054 An SDI-proxy refers to the software that runs on top 
of an agent's computer device, and configures that device for 
Secure Data Interchange. The proxy intermediates interac 
tions between pairs of agents, and also intermediates trans 
actions between agents and the SDI data server. For example, 
an on-line consumer might define a profile-management 
policy at the client-side SDI proxy that automatically config 
ures the agent's profile and identity when as the agent inter 
acts with other agents. The profile-management policy imple 
ments an appropriate policy to select the user's profile and 
identity on the basis of the information that is available about 
the other agent (for example from certificates). 

1.2 System Architecture 

0055. The basic architecture for SDI is a system of agent 
computers, connected via a network (Internet, wireless, or 
otherwise) to other agent computers, and with a central SDI 
shared data warehouse. In FIG. 1 we illustrate the top-level 
architecture of Secure Data Interchange, the networked sys 
tem of agent computers and a centralized server computer that 
acts as a repository for data, rules and code. This is called the 
SDI data warehouse. Each user is associated with an agent 
computer, and in general users can be individuals, groups of 
individuals, or companies. In its most general form, the sys 
tem of Secure Data Interchange is for a system of multiple 
autonomous agent computers, involved in multilateral com 
munication. We restrict the system description to bilateral 
communication between agents, without loss of generality 
because any multilateral (multicast or broadcast) can be 
implemented as a set of bilateral communications. In any 
bilateral communication there are two parties, the sender and 
the receiver (and the parties can dynamically change over a 
communication session). 
0056 SDI proxy agents and profile management policies 
on agent computers mediate bilateral agent interactions. 
Agents define profile-management policies that are imple 
mented on agent computers and determine appropriate pro 
files and identities for an agent in interactions. Every time an 
agent initiates a new interaction, new information is available 
about the agent, that can be compiled by the agents own 
computer device, and also by the computer device of the agent 
with which it interacts. Careful profile and identity manage 
ment provides an agent with absolute control over the ability 
of other agents to profile the agent and exchange information 
about the agent, for example the agent can use a unique 
pseudonymous identifier with every other agent. However, 
the core of the SDI invention is that we encourage agents to 
exchange information, by providing a secure central data 
interchange for that purpose. Agents can Submit profile infor 
mation, and other data, to the central data warehouse and 
make it available for particular types of data mining by other 
agents, and receive financial reward for providing data. Prod 
ucts and services can also be targeted for agent A on that 
agent's computer, without the provider agent receiving infor 
mation about agent A's profile. For example, Vendor B might 
provide generic information about its products to agent A, and 
a personalization rule that it has constructed from data mining 
the central SDI data warehouse. The agent computer of agent 
A can then use its local and private profile information to 
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decide what products to target to the agent, based on the 
instructions that it receives from agent B. 
0057 The arrows indicate possible flows of information 
between the different elements within the system. We allow 
agents to communicate directly, via bilateral or multilateral 
communication, and also indirectly via the central data ware 
house. Information can be submitted to the central data ware 
house, for example new data and new rules, or queries that the 
data warehouse will execute. The data warehouse returns 
information to agents, for example the results of a query. The 
Secure Data Interchange invention is independent of the 
implementation details of the communication platform. We 
assume that the system of SDI is built on top of a secure 
communications platform, for example via a SSL-encrypted 
TCP/IP session in an application to the Internet. Furthermore, 
we draw on cryptographic techniques known in the art for 
identity management, and additional techniques to Support 
pseudonymous identities within a particular network proto 
col, e.g. the stripping of sender URL addresses from HTTP 
packets on the Internet. 
0058. In overview, the top-level claim in the system of 
Secure Data Interchange, of a privacy-protected market 
based system for data exchange between self-interested par 
ties, is constructed from the following core components: 

0059 A Central Data Warehouse, with associated price 
rules and constraints submitted by the owners of data. 
Architectural variations allow virtual links to data in the 
central data warehouse, with data physically located in 
distributed locations. 

0060 A Query-execution and Price module, which 
executes queries on the data within constraints on the 
types of queries that can be performed, and computes the 
price of queries, collecting payment. 

and the following optional components: 
0061 Distributed data management, via client-side SDI 
“proxy' agents, that intermediate the interactions 
between agents, and manage data provided to the central 
SDI data warehouse. Distributed data management 
includes methods to manage an agent's identity in inter 
actions with other agents, for example via pseudony 
mous and anonymous interactions. 

0062 Distributed query-execution, via client-side SDI 
query-execution modules, that allow data that is physi 
cally stored in distributed locations to be queried on 
distributed nodes, without an explicit release of the data. 

0063 Data perturbation methods to augment data val 
ues with randomized noise, to allow queries to tradeoff 
price and quality, and to allow a user to protect his/her 
identity by hiding revealing details of submitted data 
elements. 

0064. In describing key applications of the system of 
Secure Data Interchange, we describe in later sections addi 
tional features that extend the functionality of the invention: 

0065 Community dollars: an extended payment 
scheme that allows extended forms of payment within 
the system, for example allowing payment to be made in 
terms of discounts in purchases from particular vendors, 
or in return for agreements to purchase a certain number 
of products over an extended period of time. 

0066. Within an Internet-browser based system, meth 
ods to control a user's browsing experience via a per 
Sonalized portal, where personalization is performed via 
data mining techniques executed by the system of SDI 
on data in the central data warehouse. 
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0067 Methods to support anonymous and pseudony 
mous electronic commerce, e.g. delivery and payment 
services. 

0068. In the next section we provide an overview of each 
of the central SDI data warehouse, which forms the core 
component of Secure Data Interchange. We then add techni 
cal details for specific components, to make our ideas more 
COncrete. 

1.3 Implementation Details 

0069. In this we describe some of the core technologies 
known in the art that would be used to build up an implemen 
tation of the SDI system. The technologies span areas in 
cryptography, for pseudonym management, digital certifi 
cates, payment mechanisms, etc.; and information theoretic 
methods, for example to protect the identity of the originator 
of a message by routing messages through local “crowds of 
agents. 

1.3.1 Certificate Management 

0070 Cryptographic techniques well-know in the art 
Chaum 81; Chaum 85; Chaum 91 provide the ability for a 
certificate to be linked to an agent's identity, and not trans 
ferred to other agents. This is the basic functionality required 
of a certificate management system. For example, a certifying 
agency can sign the public key of an agent with the private key 
of the certifying agency, to indicate that the agent satisfies 
requirements for certification. Another agent can verify the 
certificate with the public key of the agent and the public key 
of the certifying agency. The certificate cannot be transferred 
to another agent unless that agent assumes the same public 
key. We assume a public key infrastructure to manage this 
process. 

1.3.2 Support for Anonymous and Pseudonymous 
Identities 

0071. We have already noted that it is important to provide 
whatever additional Support is required because of the under 
lying communication infrastructure to protect agents’ profile 
management policies. For example, in the TCP/IP mecha 
nism a message must be stripped of the network address of the 
originating Internet server, because this can provide informa 
tion to allow pseudonyms to be linked. Similarly, messages 
can be routed through a common gateway or random “for 
warders” as in the “CROWDS” system (GGMM98; RR98 to 
provide pseudonymity. Furthermore, other e-commerce func 
tions, such as payment and the anonymous mailing of goods 
must be Supported. 
0072 The ability to embed data within web pages allows 
client-side processing of information. By embedding profile 
and location information directly within a web document we 
can alleviate the bandwidth and computational bottlenecks 
that can occur at a centralized profile server if profiles are 
fetched on-the-fly when web pages are downloaded by cli 
ents. The origin server (Supported by the vendor) requests 
periodic profile updates from the central SDI server. This 
duplication of information enables the profile and the page 
contents to be provided directly from a vendor's server. 
0073. There are some potential drawbacks of this 
approach: (1) the profile information associated with a web 
page and target objects can be out-of-date; (2) the profile 
information is available to all clients and proxy servers, not 
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just those that are SDI-enabled; (3) the profile information 
can be altered. We Suggest technical Solutions to each of these 
problems below. 
0074. In one variation of SDI the profile of a user is main 
tained on the user's client, and partitioned into separate pro 
files for each pseudonym that a user chooses to maintain. 
Personalization of products and services (product types, 
prices, etc.) is performed at the client, through the execution 
of trusted code that is embedded as a Java applet or as Java 
Script within the web document of a vendor. In this way a 
vendor never receives access to the profile of a user, but is 
nevertheless able to personalize its response to users, even 
when a user first visits a site (on the basis of the profile for a 
user from his/her previous online transactions). Profiles for 
the target objects of a vendor that enable appropriate objects 
(representing particular products, or news stories for 
example) to be presented to a user are embedded as XML data 
within the vendor's web document. 
0075. In another variation of SDI personalization is not 
performed at the client, but either at the ISP-level SDI proxy 
server or the vendor's server. The location and other profile 
information that relates to a user are pushed to the ISP-level 
proxy or vendor server when a user requests a web page. In 
the same way as XML allows profile information about web 
sites and Vendor products to be associated with a web docu 
ment, and profile information to be provided from the central 
SDI server to a vendor, XML can be used to encode a user's 
profile. The system of SDI allows for profile and location 
information to be randomized slightly (and even anony 
mized) to protect the identity of a user, for example when an 
ISP-level proxy is not trusted. 

1.3.3 Maintaining the Integrity and Security of 
Messages 

0076. The privacy of information in transit between serv 
ers and clients can be assured through standard end-to-end 
cryptographic Solutions that establisha secure session prior to 
any data exchange, such as Secure Sockets Layer (SSL) that 
uses X.509 certificates and is supported by current browser 
technology. 
0077. In order to prevent the possibility of individual users 
being bribed by vendors to disclose target object profile data 
which reflects this type of information, users should not be 
provided access to directly decrypt the metatags for these 
portions of the target objects profile data, but rather this 
decryption and release of profile data should be performed 
securely in conjunction with the functions of the profile pro 
cessing (profile matching module) upon the client level proxy 
server rather this decryption and release of profile. 
0078. In addition, we prevent unauthorized access of 
embedded profile information through the encryption of the 
metadata that is represented within the XML structure of a 
web page. 
0079 Profile information can be encrypted using a hierar 
chy of keys, so that different levels of access to the informa 
tion may be provided according to the access levels of users 
and vendors. All users that request web pages from SDI 
enabled vendors, whether or not the user is a member of SDI 
receive the same profile information. We provide encrypted 
profiles to vendors in the Profile Update messages from SDI 
to Vendor servers, so that: (a) unauthorized agents cannot 
tamper with the profiles; (b) the profiles cannot be read by 
unauthorized agents. 
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0080. The SDI system supplies a private key to trusted SDI 
client software, that enables only SDI-enabled clients to 
access profile information, and only access that information 
to the extent permitted by privacy policies of users and ven 
dors. Different levels of encryption enforce multiple levels of 
access. Periodically the key pairs are changed to prevent 
extended attempts at cryptographic attacks. The SDI system 
uploads the key that provides the correct level of access for a 
user to a user's client, once terms of access and profile man 
agement have been agreed. A client can only access embed 
ded information once enabled with a relevant key. Finally, 
profile information is signed with a digital certificate, to pre 
vent third parties from tampering with profiles for commer 
cial gain. 

2. Core Modules 

I0081 FIG. 2 illustrates the core modules within the system 
of Secure Data Interchange. In this section we briefly describe 
each module in relation to the other modules, and provide 
more details in later sections. 
I0082. The central SDI data warehouse is the core system in 
SDI, managing data records on behalf of agents. In combina 
tion with the query-execution module, these two modules 
implement the privacy-protected market for query-execution, 
where queries are executed: 

0.083. If the querying agent has the right certificates, as 
defined by the owner of data 

0084 (and) If the querying agent pays the cost of per 
forming a query 

I0085. Furthermore, the system of SDI implements an 
internal market, with queries executed as cheaply as possible, 
within quality constraints provided by a querying agent. The 
eBank module in SDI collects payments, and allows those 
payments to be transferred to external bank accounts, or used 
in part payment for products and services to SDI-enabled 
Vendors. 
I0086 We allow the central SDI data warehouse to be rep 
licated and/or partitioned across a network, for example a 
Small single-user SDI data warehouse can be situated at a 
user's client machine to allow vendors to provide personal 
ized products and services without releasing personal infor 
mation (e.g. profiles). The rules that personalize products are 
queries, which can be executed in the SDI proxy on a user's 
machine. 
I0087. The central data warehouse acts as a repository for 
data Submitted by agent computers on behalf of users. Con 
sider, for example, data that represents user profiles (i.e. what 
types of books they like to read, what there political interests 
are, etc.), or data that represents business rules (i.e. what type 
of customer a business is seeking, what types of products it 
offers, what type of strategic agreements it is looking to make 
with other businesses, etc.) 
I0088. The data repository contains information submitted 
by agents to the central data warehouse. It is not necessary 
that a single agent links all information Submitted by one 
agent, because agents can Submit information anonymously 
or pseudonymously. Although agents Submit data to the cen 
tral shared warehouse they maintain key aspects of ownership 
of that data, but without minute-by-minute management of 
the data. In particular, providers of information provide the 
central SDI warehouse with a certain amount of autonomy to 
control how the information is used: the types of uses that are 
permitted, the type that are not prohibited, and what types of 
rewards (financial or otherwise) are required for access to the 
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information. The system of SDI, in the access that it allows to 
information in the database, acts as a trusted agent for infor 
mation. One role of SDI is to protect the identity of an agent 
that requests and provides information-allowing agents to 
remain anonymous when that is desirable. We outline in this 
description the key technical solutions with which this is 
achieved. 
0089. The data is heterogeneous, best represented within 
an object-oriented database system. Each data object is asso 
ciated with an accessor function, which describes the syntax 
of valid queries on a particular type of data, and executes 
queries. As data types become standardized, we could Sup 
pose a library of standard accessor functions for different data 
types, perhaps provided by third parties. For example, a spe 
cial data type could be developed to represent the profiles of 
online customers. As part of query execution therefore, is the 
execution of methods associated with heterogeneous types of 
data. Of course, we can also describe a simple special case 
where the data types are more transparent to SDI, and data 
fields are directly indexed as in standard databases. 
0090 Agents can submit queries to the SDI data ware 
house, these are placed in the pending queries queue if they 
are one-time and to be executed as quickly as possible, or in 
the persistent queries queue if they are to be executed peri 
odically, as the data in the repository changes. The query 
execution module contains the processor that performs 
instructions on behalf of agents, within the constraints of 
price rules. 
0091 Price rules are associated with data records. Price 
rules compute a charge for requested information about the 
data record. We describe a number of simple price languages, 
to allow an owner of information to configure access to the 
data. In general the price rules can be quite complex, and 
implemented within an object-oriented framework, so that 
the system of SDI is expandable to new data types. The 
query-execution module can execute both the methods to 
access data in objects, and the methods to price access to data. 
In performing query execution, we suggest some techniques 
to minimize the price paid to perform a query—for example 
we implement a simple internal marketplace where the data 
records with the smallest price are selected, with all other 
things equal. 
0092. As a special case, prices can implement the standard 
capability-based access control systems, such as those in 
UNIX, where a user must possess the necessary properties to 
read information. A price S0 corresponds to permission to 
access information, while a price Sinfinity prevents a user 
from reading information. The price rule computes a price for 
accessing information based on a number of factors: the prop 
erties of the requesting agent, as demonstrated with certifi 
cates; the information requested; and whether the identity of 
the owner of the information is revealed to the requesting 
agent. SDI enforces the price rules, with payment collected 
from agents before the results of queries are reported. SDI 
allows an agent to contribute information to the shared data 
base but maintain control over access to the data. Price rules 
can also specify different prices based on the degree of ran 
dom perturbation that is performed on data before a query is 
executed. This can protect the identity of the owner of infor 
mation but still allow valuable information to be provided in 
response to a query. 
0093. The system of SDI also expands the possible space 
of agreements through anonymity techniques and through 
random perturbation of data. Agents can provide information 
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anonymously or pseudonymously, or with their true identities 
revealed. Furthermore, agents can charge less for information 
provided anonymously than for information provided under a 
revealed identity. Meta-information associated with data can 
also specify whether the information has been certified by a 
third-party, or whether it has been randomized slightly before 
placing in the SDI data warehouse. 
0094. The data repository is linked to the query-execution 
module, that performs queries that are queued to be executed 
in the pending queries queue. We allow queries to be general 
programs, an extension from the simple queries that are found 
in SQL-based database languages. The key novelty is that the 
query-execution module can maintain intermediate results, 
for example pointers to records selected as part of intermedi 
ate queries. In a standard database there is more of a separa 
tion between data access and data processing, with data 
accessed, pulled outside of the database, and then processed. 
We allow data to be accessed and processed in the database, 
with results pushed to clients. This is has useful privacy 
properties, because less information is finally provided in 
response to a query. It is very useful in the space of secure data 
interchange because it expands the set of agreements that can 
be reached between providers of information and requestors 
of information. 
0.095 Data manipulation is via record pointers, which are 
one-time and anonymous pointers to data records. We asso 
ciate a single query (possibly a complex query, i.e. a query 
program) with a query session. A record pointer is a tempo 
rary identifier for a record that is selected. The pointer allows 
persistent queries to be performed on the same record during 
a single query session, but is not valid in other sessions. The 
same data record might be accessed multiple times during a 
single session, and with multiple record pointers when the 
accesses are independent (i.e. when the querying agent does 
not know that it is requesting information of the same data 
record). Provisional payments are tallied against each record 
pointer, and relate to the degree of information provided 
about that record. For example, consider the problem of find 
ing a set of profiles of a particular type. As the search is 
performed over data records in the database the query-execu 
tion module assesses a provisional payment, as records are 
accessed. However, the requestor of the information only 
pays the Sumpayment charged by the records that are actually 
selected as suitable. The owners of the data records that were 
not selected in the final result returned to the user receive no 
payment, because no information about their data was 
released and the information was only used in intermediate 
processing steps. This is important, because it makes it unnec 
essary to formulate queries carefully in order to avoid extra 
cost because of redundant intermediate steps. 
0096 Complex queries, including query-programs, with 
intermediate results and anonymous record pointers expand 
the space of data manipulation in a system with providers of 
information that are more willing to release information if 
that information is never made directly available to another 
agent except in aggregated system-wide terms. An agent 
might be willing to allow submitted data to be used for data 
mining applications so long as the data remains in the trusted 
data repository. The central SDI server can provide standard 
types of query-programs, stored in the SDI-methods module, 
for example methods to perform collaborative filtering. 
0097. The query-execution module also performs persis 
tent queries that are Submitted by agents to be executed when 
particular conditions in the data repository are true. Persistent 
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queries check for certain information to reside in the data 
warehouse, and notify a requesting agent whenever these 
conditions exist, perhaps automatically making an action. 
0098. The pricing module is responsible for pricing que 
ries before execution. The basic problem is to aggregate the 
charge over all data records that provide information to form 
part of the result of the query, and to estimate the price of a 
complex query without performing the query. We Suggest a 
simple top-level query language to allow a user to price qual 
ity-cost tradeoffs in the query that is finally executed. For 
example, statistical techniques can be used to compute aggre 
gate statistics without accessing all data records in the data 
base. To give another example, a query can be performed on 
the basis of accurate information or on the basis of slightly 
randomized information. The pricing module reports a price 
to a requesting agent, and then allocates payment to appro 
priate agents in the e-Bank if and when a query is actually 
executed for a user. 
0099. The e-Bank is a module that maintains a balance of 
payments received for each data entry in the warehouse, one 
balance for each of the unique SDI identifiers with which an 
agent Submits information. 
0100. There can be multiple accounts for a user in the case 
that the same person or company Submits information under 
multiple IDs (see below). 
0101 The communication module receives messages 
from agents. Agent messages can be updates about informa 
tion or access rules in the data warehouse, information 
received from the owner of data. Messages might also be new 
queries. The module also sends messages to agents, for 
example messages that indicate the results of an instruction 
are available, or to send messages that are generated by 
instructions from other agents and consistent with the rules 
associated with an agent's profile. The module also chooses 
an action to perform based on messages received, i.e. pro 
cesses incoming messages and either discards them, places 
them in the appropriate location if they are a query, or updates 
the data and rules when a message contains new data. 
0102 The following sections describe each of the key 
components in turn. 

3. Data Repository 

0103) The data repository in the SDI data warehouse is a 
general-purpose database that stores information Submitted 
by agents. Multiple agents Submit information, each of which 
retains control over access to their data. Access to information 
is controlled via the price rules that an agent specifies when 
providing information. The SDI query execution module 
enforces price rules, collecting revenue from requesting 
agents before providing results. The system of SDI allows 
users to receive economic benefits from information, and 
realize synergies—in a controlled environment. SDI imple 
ments an internal market for information, Such that data 
records with the best price are used in queries, given a number 
of records that satisfy other requirements. 
0104 For example: SDI can be used to store the profiles on 
online customers, to allow vendors to better personalize ser 
vices and identify market opportunities and to allow custom 
ers to receive value for their profiles: SDI can be used to store 
job offers and job applications, where job offers can contain 
salaries that are only revealed to applicants with suitable 
qualifications. 
0105 SDI is designed to allow users to submit many dif 
ferent types of information, from many different sources, and 
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for many different purposes. The application is particularly 
useful when it becomes a de facto data repository for lots of 
different types of information, information that can in fact be 
analyzed for the purpose of extracting patterns and other 
useful data (e.g. with collaborative filtering techniques). 
However, we provide three key variations in the following 
description, which are not necessarily exclusive. 

0106 1. A single unified database, with information 
residing on a central server (or a number of central 
servers). We describe two possible implementations for 
Such a heterogeneous database, one XML-based and 
another object-oriented model. 

0.107 2. Multiple databases, partitioned into “data 
types”. For example, one SDI database might contain 
profiles on online customers, while another database 
might contain information about job offers and job 
applications. This type of database can be implemented 
using a standard “indexed-field’ representation. Again, 
the information resides on a central server (or a number 
of central servers). 

0.108 3. Distributed data, with some data residing on a 
central server, and some data physically located on dis 
tributed servers (e.g. on the servers of vendors that sub 
scribe to SDI), but with virtual “hyper links' from the 
central server to give one unified view of the data. 

0109 The key over-riding problem is one of data repre 
sentation, the way in which information is encoded. We 
describe a general infrastructure for information exchange, 
and do not mean to limit the description to any one type of 
data. Furthermore, the system of SDI should be expandable, 
so that new data types can be introduced. In this specification 
the type of information in the Secure Data Interchange shared 
data warehouse is not constrained in any way, but may include 
for example user profiles (e.g. preferences, recent purchases, 
etc.) or business services (e.g. costs for services, service 
capabilities, etc.). 
0110. One approach is to use a single native SDI ontology, 
which is expanded as necessary. It would be the responsibility 
of providers of information in alternative forms to provide 
“translation services' to convert local data formats into the 
SDI native data format. A typical technology to Support a 
shared ontological representation is XML (Extended Meta 
Language), which allows a grammar to be defined for a docu 
ment, with meaning embedded in tags. The trend towards 
XML-based applications should facilitate a shared ontology 
structure, and allow metainformation to be associated with 
information and describe data. XML allows intelligent inte 
gration of data from multiple databases. 
0111 Alternatively, we can allow data to be stored in 
heterogeneous formats across a single unified database, 
within an object-oriented infrastructure. Each data object has 
a "wrapper” that controls access, and provides an interface for 
queries. When a query is executed, the method is invoked, and 
the result computed with the method and the data. This is 
perhaps more efficient than the aforementioned approach, in 
that efficient data formats are query structures are retained. 

3.1 Data Structure 

0.112. In this section we describe the structure of the 
records in the SDI database. The next section describes the 
interface that allows user agents to Submit data and update 
information. 
0113. The data repository has the following key features: 
price rules are associated with information, to control access 
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to information on the basis of information requested and 
properties about the requesting agent; meta-information to 
specify additional information about data records, for 
example has the information been certified by a third party. 
0114. We describe the abstract structure of data records in 
the data repository. The semantics of the data field and the 
price rules depend on the type of information. All data 
records, whatever the information that they represent, contain 
the following elements: 
0115 1. Owner ID. 

0116. The owner ID is a three-tuple (Public Key, SDI 
identity code, Remote address). The public key is pro 
vided by an agent that Submits data, and is one half of a 
public/private key pair in a public key based crypto 
graphic infrastructure. The public key is used to provide 
authentication of the agent, in case it wants to amend the 
record in the future. The agent can Submit a message 
signed with its public key to prove its identity. An agent 
can use a different public key for each alias that it main 
tains within SDI. The SDI identity code is a unique code, 
generated by SDI for eachagentalias, and provided to an 
agent to allow the agent to access the eBank and other 
ancillary SDI services, for example to collect payments 
received for access to the data. The remote address is an 
(optional) contact address for the agent that Submits the 
information, for example an email address to a pseud 
onymizing module that will forward email to the agent 
under a number of differentaliases. 

0117 2. Record ID. 
0118. The record ID is generated by SDI, and is used in 
the case that a user creates a number of different data 
records with the same owner ID. 

0119. 3. DataObject. 
0.120. As noted above, we allow data in SDI to be of 
different types, and a general data object might be rep 
resented in an internal coding that is not known to SDI. 
Such an object must provide an accessor function to 
allow queries to be performed. The query-execution 
module takes an object and invokes the accessor meth 
ods to perform a query. In the most general form, a data 
object is represented as a three-tuple: (data type, data 
field, data accessor). The data type specifies what the 
type of data is, for example is it a user profile or a 
business rule. The data field specifies the data, and can 
be a private record that is only accessed by the accessor, 
which provides an interface to allow queries of the cor 
rect format for the data type to be performed. 
0121. In a simple special case, with data types desig 
nated by SDI centrally and data indexed with fixed 
fields, a data object is more appropriately represented 
as an association list between field names and values, 
e.g. (Field 1, Value1), (Field2, Value2), etc. 

0.122 4. Price Rules. 
I0123. The price rules provide the owner of information 
with control over the type of queries that can be per 
formed on a particular data record. The price rules com 
pute an ask price for a proposed query, on the basis of 
three pieces of information: what type of information, 
and what accuracy of information is requested; what 
certificates can the querying agent present, can the infor 
mation be provided anonymously or must the identity of 
the owner of the information be revealed? As special 
cases, a price S0 corresponds to “access is possible for 
free”, and a price Sinfinity corresponds to “no access is 
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possible'. The unit of currency need not be US dollars, 
but can be any unit of currency, or as we also suggest in 
one useful variation “Community Dollars’ that are SDI 
specific dollars which can only be spent with vendors 
that are registered with SDI, and can also be restricted in 
various ways. As a special case, the prices allow a simple 
capability-based security system, because they can be 
set to S0 or Sinfinity on the basis of certificates owned by 
an agent that requests information. The price-rules are 
described in more detail in the next section. 

0.124 5. Meta-Information 
0.125. The meta-information associated with a data 
record is expandable, but at present we suggest the fol 
lowing pieces of information: is the data is randomized, 
and is the information certified? The method of random 
data perturbation is fully described later in this docu 
ment. Certification can be provided by third-parties, 
who can verify for example the age or nationality of an 
individual represented with an electronic profile. We 
provide more information on metainformation below. 

3.2 Price Rules 

0.126 The price rules that can be associated with a data 
element are described in the next main section, the Query 
Execution Module section. The user associates a rule with 
data that the system uses to compute the price of a query 
during query execution. The price is further used within SDI 
to operate a data marketplace. Again, this is described in the 
next section. The user will eventually pay the total price for its 
access to all data elements used to compute the final response 
to a query; for example negative responses do not incur a 
price, it is only data that actively makes it into the process of 
computing the result of a query that matters. 
I0127 We describe in the Query-execution module section 
the methods that are used to determine which data elements 
are used to compute the final response made to an agent, and 
therefore to compute the Sum price for the final query. An 
agent is not charged for every access to data elements made 
during intermediate stages of executing a query. For example, 
if a query requests information about ten data records with 
high value associated with a particular field, the price of the 
query is the cumulative price for the access to the ten data 
records returned in response to the query, and not for all the 
data records queried in determining the ten records to return. 
0128. In general, a query of a data record can be part of a 
larger query session, as discussed in the section on query 
execution. Within a larger query session, the same data record 
might be queried a number of times, for example with a large 
compound query split into a number of steps with continual 
execution contingent on continued correct responses. E.g. 
Select records of type A, then from those records select 
records of type B, then from those records select records of 
type C . . . . In this case, because price rules might be non 
linear in the amount of information provided, it is important 
to provide a price-rule method with information to allow it to 
track a sequential query. 
0129. As discussed in more detail in the next section, the 
system of SDI handles this by generating temporary and 
anonymous pointers to data records, that are valid only for a 
single session, and allow a price-rule to track sequential que 
ries. The data record pointer allows the history of queries to be 
recovered, and a new price to be computed on the basis of total 
information provided. Similarly, this is important when a 
query might collect a lot of information about a data record 
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and then request the identity of the agent that provided the 
information to SDI. The cost of revealing an agent's identity 
(and therefore allowing a secondary market in its informa 
tion) might well increase with the amount of information that 
has already been released. 
0130. Similarly, in some cases the same data record might 
be accessed on multiple occasions, but independently, Such 
that the environment performing queries does not know that 
the data record is the same record from before. E.g., select 
records of type A and extract information with rule B, then 
select records of type C and extract information with rule D. 
A single record can be of type A and of type C, and therefore 
be selected for information extraction in both cases. In this 
case, each independent sequential query (i.e. A, B and C, D) 
has a set of data record pointers, so that the cost of extracting 
information is computed independently for any record that 
has type A and type C. 
0131 Here is a simple example of a non-linear pricing 
function, that accounts for cumulative information that has 
been provided to a requesting agent. Suppose that any 
sequential query receives a temporary and anonymous 
pointerto a data record, that is only useful in the current query 
session. The data record pointer allows the price rule to imple 
ment a non-linear pricing rule. For example, consider the 
query what is the value of field A, B and C, split into queries 
what is the value of field A, then what is the value of field 
B, then what is the value of field C? The pricing rule might 
State: 

(0132 S0.1 for any one of A, B or C 
0.133 S0.2 for any pair of A, B and C 
0134) S10 for all of A, B and C. 
0135) In this case, by tracking the data record pointer with 
which a data record is accessed, the price of the first two 
requests can incur an incremental charge of S0.1, while the 
price of a third request can incur an incremental charge of 
S9.80. 
0136. At a per data-record level the price of a query 
depends on the response made to the query. This is important 
because an affirmative answer to the question are you the 
president of the united States carries more information than a 
negative answer. This has a slightly undesirable side-effect, in 
that when estimating the price of a query in the pricing mod 
ule, the estimated price of a query might leak information 
about the result, even without performing the query. How 
ever, we believe that the benefits of linking price to informa 
tion content in a query outweigh this potential loss in value of 
information. Note in particular, that in general the ask prices 
associated with data records are private information and inde 
pendently set, and therefore are not very revealing, especially 
within a competitive market place. 

3.3 Data Submission/Update Methods 
0137 In this section we describe the basic methods to 
register with SDI. Submit data, update data records, and 
access payments collected by SDI as information is queried. 
We use "agent to refer to the computer system that interacts 
with the central SDI data warehouse, submitting data and 
requesting payment from the eBank. Agents may represent 
individuals, vendors, or other self-interested parties. 
0.138. Data records can be submitted under multiple 
aliases by a single agent, to provide an additional level of 
control and flexibility in managing data submitted to SDI. For 
example, if an agent represents an individual that is an online 
consumer, interacting with different types of Vendors, then 
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perhaps the agent will use two aliases: one for while the 
consumer is at work, and one for while the consumer is at 
home. Alternatively, the agent can maintain a number of 
identities for different activities, or interests of the user. In the 
preferred implementation agents, for example web-browser 
based client agents, can manage an agent's selection of iden 
tities as it submits data to the central SDI warehouse local to 
the user. The ability to submit information under multiple 
identities protects the ability of an individual to prevent 
another agent building a complete picture about its prefer 
ences and profile, while still allowing that individual to lever 
age as much of the value associated with its information as 
possible. The SDI proxy agent, situated on user's client 
machines, implements this functionality. It is described later 
in this patent. 
0.139. A standard cryptographic public key/private key 
infrastructure provides a useful technique to implement a 
system in which agents can maintain different aliases. As 
proposed in the work of D. Chaum Chaum 81; Chaum 85: 
Chaum 91 a public key (PK) and private key (SK) serves a 
number of purposes. First, the public key acts as an identifier 
for the alias, a name. Second, the agent can compute a new 
private key/public key pair when it requires a new alias. The 
agent keeps the private key secure, and this provides a method 
to allow the agent to validate its identity, for example by 
cryptographically signing a message with the private key. The 
signature can be verified with the public key, and the keys can 
be selected with enough bits to make falsification a compu 
tational impossibility. This infrastructure is outside of the 
current patent, but standard in the art. 
0140. As described in the JANUS/LPWA system IBG 
GMM 97; BGGMM 98; GGMM 98, it is also possible to 
associate a public/private key pair with a pseudonymous 
e-mail address, to allow information to be pushed to an agent 
that owns information under its alias. The system is imple 
mented via pseudonymous proxies which a user agent to poll 
and check for new messages. 
0141 An alias can also be completely anonymous, but in 
this case the value of the data provided may be less in the 
internal market place implemented within SDI (in the query 
execution module). The convention for an anonymous alias is 
that the user agent continues to provide a public key, and use 
a private key for validation of its identity. However, in this 
case the public/private key is one-off and just for this data 
record, and no return address is provided. An agent that Sub 
mits information anonymously can still recover payments 
from the eBank. 

0142. When a data record is first created SDI returns a data 
ID, so that the agent that Submits information can specify a 
particular data records in future, in case it creates a number of 
data entries in the central SDI data warehouse. Submitting a 
new data record to the SDI data warehouse is accomplished 
with the following semantics: 
0143 (SDI identity code, SDI record ID)=SUBMIT(alias, 
data object, price rule, metainformation). 
0144. The following protocol is followed in the SDI data 
warehouse in response to a SUBMIT message: 
1. SDI first checks the alias against its record of existing 
aliases. If the alias exists, then SDI first verifies that the alias 
is not anonymous (in which case it should only have one 
record), and then challenges the agent to sign a random mes 
sage with its private key—to validate its identity. Once vali 
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dated, the SDI identity code is returned to the agent. Other 
wise, if the alias is not found, then a new SDI identity code is 
created. 

2. SDI then creates a new data record, with the data object, 
price rule, and metainformation provided by the agent, and 
then computes a new record ID, which is also returned to the 
agent as proof that the record has been created. This record ID 
is used to change the data in the future. 
0145 The owner of a data record can change the record 
with the following rules: 
Ok=CHANGE(alias, record ID, data change) 
Ok=CHANGE(alias, record ID, price change) 
Ok=CHANGE(alias, record ID, meta information change) 
0146. As with the SUBMIT command, first the SDI data 
warehouse checks that the alias exists, and challenges the 
agent that submits the CHANGE request to sign a random 
message with its private key, to validate its identity. Then the 
record ID is located, and again it is verified that the record is 
owned by the agent with the alias. Finally, changes are made 
to either the data record, the price rules, or the meta informa 
tion. If everything checks out, then SDI returns TRUE, oth 
erwise SDI returns FALSE. 

0147 Finally, an owner of data can remove a data record 
with the following command: 
Ok=REMOVE(alias, record ID) 
0148. The checks on the identity of the agent that requests 
that a data record be deleted are made as for the CHANGE 
command. 

3.4 Meta-Information 

0149 An agent canassociate meta-information with a data 
record, that can serve a number of different purposes. Data 
records can be tagged with meta-information, that can include 
but is not limited to, Has this information been randomized? 
Certificates relating to the data record. For example, the meta 
information might be a certificate from a third party about the 
integrity of information, or a certificate from an agents cli 
ent-side SDI proxy agent that the information in the record is 
unique, and not submitted under any other aliases by that 
agent. 
0150. A key example of the role of a certificate is 
described later in the patent, where we explain how the client 
side SDI proxy can provide a certificate to state that this is the 
only data record with informationX. This is useful, because it 
allows an agent that Submits information to maintain multiple 
records, but still provide a guarantee to querying agents that 
certain valuable information is not duplicated across multiple 
records. 

0151. The meta-information may be associated with par 
ticular fields in the data associated with a data element, for 
example specifying that a particular piece of information has 
been randomized, or that a particular piece of information is 
highly sensitive and should be randomized before release. 

4. Query Execution Module 

0152 The query execution module is a key component of 
the SDI system. Its key functionality is: 

0153 a. Implement an internal market for information 
as queries are executed, ensuring that information that is 
provided for a lower ask price is used in preference to 
information at a higher ask price. 
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0154 b. Compute the price of queries based on infor 
mation finally provided in response to a query, by keep 
ing track of the data records that are used to compute a 
result. 

0.155 c. Interface with the pricing module to allow the 
price of a query to be computed without executing the 
complete query. 

0156 d. Interface with the data repository, performing 
queries either on fields with fixed index labels (i.e. 
within a traditional database framework), or with respect 
to an object-oriented framework with queries performed 
by invoking methods that are associated with data. 

0157 e. Monitor conditions for the persistent queries, 
and provide a response to a query if conditions are sat 
isfied. 

0158. A central part of the invention of SDI is the method 
to compute the price of a query as it is executed. We described 
the semantics of price rules, which price access to data. They 
are defined by the owner of information. The SDI query 
execution module implements an internal market for queries, 
and ensures that queries are executed at minimal cost to 
agents. The SDI query execution module is also responsible 
for collecting revenue on behalf of owners of information. 
0159. We describe this methodology in this section, 
describing how the total price of a query is computed, as a 
sum of the price charged by the owners of data records that 
provide information which contributes to the final response. 
0160 The query execution module follows a protocol to 
execute queries: 

1. Request For Price(Query, Agent Certificates) 

(0161) 2. Estimate Price with call to the Pricing Module 

3. Price Quote(Quote ID) 

4. Request Query(Quote ID) 

5.Get Payment() 

6. Execute the Query 

7. Report Answer() 
0162. In step (1) an agent makes a request for a query to be 
priced, stating the query, and providing certificates to allow 
the query to be priced. In step (2) the query execution module 
makes a call to the pricing module, and a price for the query 
is computed (described in the next section). In step (3) the 
agent receives a price quote, and can then decide whether or 
not to execute the query, and also a query ID. In step (4) the 
query execution module receives a request to perform the 
query, and then in Step (5) requests payment from the agent. 
When payment is received the query is executed (6), and 
appropriate payment is credited to agents that provide infor 
mation, Scaled to make the budget balance as necessary (in the 
case of an over or under price quote). Finally, the response to 
the query is provided (7). 

4.1 Price Rule Semantics 

0163 Each data record has an associated price rule that 
controls the price of accessing information. A data record can 
contain a number of different pieces of information, and data 
can be provided to different degrees of accuracy, so the price 
rule can be quite complex in general. In particular, considera 
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data record that represents the profile of an individual. The 
individual might be happy to have information released about 
some fields, for example its ZIP code, or its recent book 
purchases, but less happy to have information released about 
different fields, for example its salary or social security num 
ber. Clearly, different pieces of information within a single 
data record require different prices. 
0164. Furthermore, a price rule for the data record as a 
whole might need to be Superadditive across data elements, 
Such that it becomes very expensive to request too much 
information about data associated with the same user. One of 
the driving concerns behind the present invention is that at 
present it is possible for on-line vendors to collect informa 
tion about a single individual via “cookies' (identifying codes 
which are left on a user's client machine), and form a portfolio 
of information about various activities and preferences of that 
individual. 
0.165 While information about an individual might be 
acceptable in Small amounts, in large amounts the same infor 
mation can soon become unacceptable. Furthermore, even if 
users release information anonymously in response to a 
query, ifa lot of information is released the identity of the user 
can be compromised. Every additional piece of independent 
information that I state about my profile identifies myself a 
little more clearly, and acts to distinguish me from the profiles 
of other individuals. We discuss this further in a later section 
on random data perturbation, which describes how random 
noise can be added to data to counteract this effect. 
(0166 The basic idea is that the system of SDI allows a user 
to associate a price rule with every data record, that computes 
the price that a user must pay to execute a query over that data. 
We allow the price to vary, depending on properties about the 
requesting agent, the amount of information requested, and 
the level of identification that is required of the owner of the 
information in responding to the query. 
0167. The abstract form of a price rule for a data record is 
a function: 
0168 (Information-requestxCertificatesxLevel-of-iden 
tification)->Price 
Given a request for information, a set of certificates that a 
requesting agent can present, and the level-of-identification 
that is required of the agent that provides information (i.e. 
anonymous, or revealed identity), then a price rule computes 
an ask price. This is the price that an agent must pay to execute 
the query on the data record. 
0169. However, as we describe in the next section, an 
agent only actually pays this price if the information provided 
is used to compute information in the final response provided 
to a query. For example, consider query “Select all data 
records close to record X. The query is most simply executed 
by computing the distance between each record and record X. 
Although a negative response from a record that is not close to 
X provides some information about that record, the informa 
tion is not used to compute the information (i.e. set of records) 
that is finally provided in response to the query. 
0170 As in the representation of heterogeneous price 
rules in SDI, the invention of SDI allows heterogeneous 
methods to compute prices for queries. In the most general 
case, we allow a price rule to be computed as a price method, 
which is invoked for a data record before a query is to be 
performed. The query-execution and pricing modules simply 
invoke the price method, and the data object provided by an 
agent returns a price for the query. In this most general ver 
sion, the role of SDI is limited to providing the price method 
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with the query, the certificates of the requesting agent, and the 
level-of-identification that is required. 
0171 In a simpler variation the system of SDI can provide 
a number of default price rule languages, which allow a user 
to specify in simple but quite flexible terms a price schedule 
for queries. We describe two such rule languages: an uncer 
tainty-based additive price rule; and a grouped additive price 
rule which is a simplified version of the general uncertainty 
based rule. 
0172. The uncertainty-based additive price rule allows a 
user to adjust the price for a query based on information about 
the requesting agent, the amount of information requested, 
and whether the information is required anonymously or with 
a revealed identity. It does not allow a non-linear coupling 
across the price of information about multiple attributes, but 
instead includes a simple upper-bound on the amount of 
information that can be requested. Such a non-linear coupling 
could be added with simple interaction terms between the 
prices on elements, for example if “information about more 
than half of the elements in this set is released, then add price 
term L'. 

4.1.1 An Uncertainty-Based Additive Price Rule 
0173 The uncertainty-based additive price rule allows a 
querying agent to present a certificate to prove that it is 
entitled to query a user's data for free, or prove that it is 
entitled to receive data at a price. If a querying agent can 
present no certificate from either set, then it is not allowed to 
query the data. 
0.174. Then, a user can define two different price rules, one 
for data revealed anonymously, and one for data revealed with 
an identity. A price rule computes a price-term for each data 
element that is queried, with the total price for a query com 
puted as the additive sum of all single element terms. The 
price for a query on an individual element is a linear function 
of the uncertainty with which the information is provided. For 
example, if a query requests the exact value of an element 
there is Zero uncertainty, if a query requests a range of values 
for the element, or a value--random perturbation there is 
Some residual uncertainty, and we allow a user to associate a 
cheaper price with this result. The uncertainty is normalized 
with respect to the population of data elements in the SDI data 
warehouse, e.g. an uncertainty of 10% indicates that the 
reported information is consistent with 10% of data elements 
in the database. 
0.175. The price-rule is parameterized with the following 
information for each data element (or set of data elements, if 
a user chooses to associate data elements with a type): 

0176 A set of certificates that allow a query to be per 
formed for free. 

0177. The price of an accurate response 
0.178 A function to compute a discount from the accu 
rate price, based on the uncertainty of the response. 

0179 There are many possible discount functions, that 
include but are not limited to the following: 

0180 A linear price discount functions, such that 100% 
uncertainty corresponds to a discount equal to the accu 
rate price. In this case, the user must only provide the 
price for an accurate response. 

0181. A step price discount function, where the level of 
discount is associated with a set of discrete uncertainty 
ranges, e.g. <10% no discount, 10-30% receives a 20% 
discount, and 30-100% receives a 70% discount. 
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0182. A quadratic price discount function, where the 
level of discount is associated with a quadratic polyno 
mial function of the uncertainty, in this case a user needs 
to specify a number of intermediate discount points and 
SDI can compute a best-fit quadratic function. 

0183 Stage 1: Present a Certificate (Price-Discrimina 
tion) 
0184 First, the querying agent can present a certificate to 
allow it to query information for free, or to allow it to query 
the data for a payment. If the agent can present no Such 
certificate, then it is not allowed to access the data. 
0185. Assume that the requesting agents falls into one of 
three classes: it presents certificates to make its access free, it 
presents certificates to make access possible at a price, it 
presents certificates to make access impossible (infinite 
price). Let Free denote the set of certificates that allow a query 
to be performed for free, and Charge denote the set of certifi 
cates that allow a query to be performed for Some charge. The 
failure to present certificates in either class indicates that an 
agent is not permitted to query the information. We do not 
Suppose that the presence of a certificate can indicate a nega 
tive property, because there is no method to force a querying 
agent to provide a certificate. We also assume that agents must 
present the same certificates to access all data elements. It is 
trivial to relax this assumption. 
0186 Stage 2: Specify the Type of Information Required. 
0187 Second, the querying agent specifies whether it is 
required that the information be provided along with the 
identity of the owner of the information. Assume that the 
agent's identity is either revealed (with a real or pseudony 
mous identity), or anonymous. The price required for particu 
lar types of information will vary with the level of identifica 
tion. 
0188 Stage 3: Select the Appropriate Price Rule: Com 
pute Sub-Prices. 
(0189 The “cross-product” of the certificate (i.e. free, 
price, or none) and the level-of-identification (i.e. anony 
mous, revealed) triggers a price rule. We allow the owner of 
the information to associate a price rule for each combination 
of certificate and identification, and with each data element. 
Many simplifications, for example “no access with no certifi 
cate” and labeling data elements in a class, and providing a 
price rule for a class of data elements are possible. 
0190. Without loss of generality, we can describe the price 
rule for a particular data element, and a particular cross 
product of certification and identification. The price-rule con 
tains a base-price, which is the price for accurate information 
about the data element, and a discount-factor, which reduces 
that base price by an amount related to the level of uncertainty 
in the response. 
0191) A query might permit a response that includes a 
level of uncertainty, for example: 

0.192 Is the value of the data field greater than a thresh 
old value? 

0193 What is the range of values in which the value 
lies? 

0194 Compute an additive noise perturbation, and 
respond with a “value plus noise perturbation. 

0.195 The randomized perturbation technique, which 
allows the agent to return randomized information about its 
true value, is disclosed later in this patent. For simplicity, we 
can assume that any non-exact query can be associated with 
an uncertainty-value, which is computed based on the pro 
portion of the population of data elements that can have 
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values within the accuracy of the response. The system of SDI 
can compute this uncertainty-value, perhaps approximately 
based on static statistics computed on a periodic basis over 
information in the database. 
0196. For example, SDI might assume that values are uni 
formly distributed between the lower and upper values over 
the population of data elements, and compute uncertainty as 
the fraction of values within the range indicated in an agents 
response. Suppose that all data records have values between 0 
and 100, then a query is x>70 has residual uncertainty 
30/100 (normalized) if it receives a positive response or 
70/100 if it receives a negative response, while a query what 
is your value of X has Zero uncertainty for all responses. 
0.197 Assume that the uncertainty value is between 0 and 
100%. The discount factor, discount(X), is computed as a 
function of the uncertainty X, with a larger uncertainty lead 
ing to a larger discount. 

Price(Q)=Base-Price(O)-discount(Uncertainty (Q)) 

where Q defines the query that is to be executed on the data 
element, for example “what is the value of the data element'. 
or “does the value of the data element lie within this range of 
values”. The value Uncertainty (Q) is a measure of the 
residual uncertainty in the agent's value for the field after 
making a response. A simple discount function is a linear 
function, for example 

discount(Q)=O*Base-Price 

such that an uncertainty of 0% receives no discount, while an 
uncertainty of 50% receives a 50% discount. A simple exten 
sion might add a multiplier, value between 0 and 1, to the 
discount term—so that the discounted price is always greater 
than Zero. As discussed above, other more general functions 
are possible, e.g. non-linear and step functions. 
(0198 Stage 4. Compute Total Price. 
0199 Finally, the total price of a composite query, 
query=Q_1, Q_2, . . . , Q N, is computed in this additive 
price-rule as the Sum of the component prices, where it is 
possible that different certificates are required for each ele 
ment that is queried, as described by the price-rules for each 
individual data element. Note, however, that if any one of the 
queried elements can not be priced because the querying 
agent cannot present a certificate in the set Free or Charge for 
that element, the price of the complete query is “infinite', and 
cannot be performed. An agent that breaks a query into a 
sequence of Sub-queries could performall queries that do not 
relate to that data element, but then the first query that relates 
to that data element is blocked. 

4.1.2 Grouped Additive Price Rule 
0200. The grouped additive price rule allows a number of 
simplifications to the basic additive uncertainty-based price 
rule described above. It is designed to allow a user to define 
less information in order to specify a price rule for all of its 
data in the SDI data warehouse. The basic idea is to group 
data, so that data elements of the same type can share the same 
price rules. We propose data sensitivity types, where each 
data element of the same type has the same price function. 
0201 Furthermore, this can be used on combination with 
very simple price functions, that compute one of four prices: 

0202 Zero price, if an agent presents a Free certificate. 
0203 Low price, if an agent presents a Charge certifi 
cate, and requests information with a High degree of 
uncertainty. 
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0204 High price, if an agent presents a Charge certifi 
cate, and requests information with a Low degree of 
uncertainty. 

0205 Infinite' price, if an agent cannot present a 
Charge certificate. 

0206. Different price functions can be defined for anony 
mous and revealed-identity. The price rule has the following 
components: 

0207 a) A set of certificates that allow data access for 
free. 

0208 b) A set of certificates that allow data access for 
Some charge. 

0209 c) A list of price-functions, each defined with two 
prices for revealed-identity and two prices for anony 
mous identity. The pairs of prices are for accurate infor 
mation, and approximate information (with a minimal 
level of approximation). 

0210 d) A mapping of data elements to price-functions. 
0211 Again, the price of a full query is computed as the 
Sum price over all information requests to all data elements. 

4.1.3 Superadditive Price Rules 
0212 We can allow a non-linear interaction between the 
price of queries on individual data elements with the intro 
duction of additive interaction prices, which are fired when a 
threshold is exceeded for the total amount of information 
released over all data elements accessed in the same query. 
This is a simple approximation to a more general combina 
torial price rule, which would price all combinations of data 
access terms explicitly. For example, a rule could state: “If 
more than T data elements are accessed in set Sensitive then 
add a “bundle price' L to the total sum price of the query.'"; or: 
“If the total weighted access to data elements in set Sensitive 
exceeds threshold T 1, then add bundle price L 1 to the total 
price of the query': where the weighted-access is computed 
with weights equal to the degree of uncertainty associated 
with queries on elements. 

4.2 Computing the Price of a Query 
0213. A query can be quite complex, involving a number 
of operations on data stored in the data repository. Call a 
query session a sequence of operations performed in response 
to a query, and before the answer is returned to the agent that 
Submits the query. 
0214. A general query specifies a program that operates 
over data stored in the data warehouse. All queries are of the 
form: 
0215 A=SELECT records with property X1; 
0216. PROCESS records in A with method Y1; 
0217 B-SELECT records in A with property X2: 
0218. PROCESS records in B with method Y2: 
0219 C-SELECT records with property X3; 
0220 . . . 

i.e., a general query is a sequence of select and process com 
mands, where process commands are specified over tempo 
rary record pointers that are returned by SELECT commands. 
A temporary record pointer is valid only in a particular query 
session. 
0221 Properties define Boolean conditions that are com 
puted as the result of requesting information from a data 
record. For example, is your distance to record X-0.1, or 
have you purchased a flight in the past month, etc. Methods 
define computational steps that are performed with record 
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pointers. For example, if your salary >S40,000 then compute 
the similarity between your profile and the profile of record 
Y, etc. ... Both methods and properties may be executed by 
calls to accessor methods that are associated with data in the 
case of a database with heterogeneous data and an object 
oriented methodology to access information. 
0222 One possible syntax for a language to structure Such 
a query could be loosely based around C++ or Java, with 
commands to be invoked as methods of data objects specified 
with object oriented notation. The language could be quite 
general purpose, but made consistent with the SDI database 
with a clear separation between the data in the repository, and 
the state of the query program. 
0223) Access to data is tightly regulated, via data record 
pointers. Data record pointers are analogous to variable point 
ers in C++, and allow a query program to manipulate data and 
perform general operations on data records. Data record 
pointers in SDI provide a key role, because they ensure that 
access to information is controlled, according to price rules 
that are associated with data. We maintain a single copy of 
data on a secure server, and pass dynamic and temporary 
pointers around while data is processed. A clear separation is 
maintained between the data and the state of the program that 
executes queries. 
0224. Each query session is associated with a table of data 
record pointers. The table records valid data record pointers, 
that can be referenced in later query operations, and the 
current price of queries performed with the data record: 

Data Record Pointer Current price 

SO.10 P 1 
P 2 SO.20 

The SDI query execution module performs another keybook 
keeping service, recording a list of data record pointers that 
have been used to compute a result in the program that 
executes a query. 
0225. For example, suppose that set PS contains a list of 
data record pointers, and a Subsequent query operation makes 
the following command: 
0226 
which can be interpreted as “count the number of records in 
set PS with property X. The query-execution module main 
tains a table of variable accounts, which records the data 
records that were used to compute a result: 

count=Count(PS, property X) 

Variable Name Associated data record pointers 

count P 1, P 4, P 6 
tmp P 3, P 8, P 10 

0227. Whenever the value of a variable is computed from 
the values of a number of existing variables, then the list of 
data record pointers is the union over the data record pointers 
which were used to compute the values of the other variables. 
0228. Eventually, when a result is reported at the end of the 
execution of a query, the price of the query is the sum of the 
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requested payment for the data record pointers that were used 
to compute the information provided, as stored in the table of 
data record pointers. 
0229 FIG. 3 illustrates the method diagrammatically. We 
maintain a “firewall between data and the state of the query 
execution, with all access to the values in data records via data 
record pointers, and invoking price rules associated with data 
records. On the query-program side we maintain a table of 
data record pointers, and the cost of the cumulative informa 
tion received from that data record under that pointer, and a 
table of variables and the data record pointers which were 
used to compute the values in the variables. 
0230 All manipulation with the values of variables on the 
“query-side' of the data firewall can be performed with no 
additional data-access charge, because data access charges 
are only incurred in computing values of variables, when that 
directly or indirectly requires that additional information be 
collected about the data records. 
0231. The only charges are incurred when the processor 
receives information. This information might be in the form 
of a number, that represents the count of records with a 
particular property, aggregate information in the form of a 
new collaborative filter, or raw data extracted from data 
records. 
0232 For example, SELECT operations are free until 
information in the data record is used to compute the value of 
Something which is used in computing the final response 
returned in answering a query. A charge is accounted for 
against the data records which are queried and selected, but 
that charge is only levied if information is used. 

4.1.1 Internal Market within the Query Execution 
Module 

0233. The data side of the firewall is also responsible for 
performing the cheapest queries possible. For example, if 
there is a request to retrieve 100 data records with property X, 
then the database retrieves the data as cheaply as possible 
based on the access-control rules of the owners of the infor 
mation in the database. 
0234 All operations are implemented within an internal 
market. The internal market ensures that information is pro 
vided according to the price rules associated with data 
records, and also places providers of data in competition with 
each other. 
0235. The system of SDI implements an internal market, 
with queries executed as cheaply as possible. Both the 
SELECT and the PROCESS commands allow an associated 
restriction on size, e.g. "SELECT 100 records with property 
X', or “PROCESS 10 of the records with data pointers in list 
X1 with method Y’. 
0236. In one greedy variation, each stage of a sequential 
query is executed as cheaply as possible. For example, for 
each operation the query is implemented by choosing the 
cheapest data records that satisfy the criteria. For example, 
the records that are selected are the 100 cheapest records to 
query that satisfy property X, and the records in X1 that are 
cheapest to process with method Y are selected. 
0237. This greedy method is not necessarily optimal for a 
sequence of queries, for example when the records that are 
cheapest for the current query are more expensive for a later 
query. Another variation allows a set of records to be main 
tained, with the cheapest records used in reporting the final 
result to the user. It might not be optimal to use the cheapest 
records at every point. For example, if a query is described as 
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“SELECT 100 records with property X, then “PROCESS 
with method Y', and “RETURN result”, it can be cheaper to 
select more records (e.g. 1000) initially, process all the 
records, and then return the 100 records that are cheapest after 
the processing. 
0238. The method of storing the data record pointers in a 
table, along with the price required for information, and keep 
ing a record of the data record pointers that are used to 
compute values during the execution of a query program 
provides a technique to compute the total price of a query. 
0239. In the previous section we described price rules, 
which are associated with data records and prescribe on a 
record-by-record basis the price of executing a query. How 
ever, only data records that are used in computing the final 
result that is returned to an agent at the end of a query receive 
payment. 

4.1.2 Query Optimization 
0240 Finally, consider the following two examples: 
0241 COUNT the data records with PROPERTY X 
and COUNT the data records with PROPERTY (not X) 
0242. In an optimal pricing model these queries both have 
the same cost. To focus ideas further, Suppose that no data 
records have property X. Such that without additional query 
optimization the cost of the first query is S0, while the cost of 
the second query is the Sum cost over all data records of 
reporting that they do have data property X. 
0243 To solve this problem we add a simple query opti 
mization routine in the pricing module, which can test differ 
ent formulations of properties (i.e. negatives), and the effect 
of reformulation on price. The order of operations for a given 
expression of properties does not change the price, but the 
way in which properties are expressed can affect the price. 
0244. In another extension, we can use statistical methods 
to optimize performance. For example, a query what % of 
data records have property X can be computed using a 
sample of the total data records, for an accuracy/price 
tradeoff. This functionality can be offered within the pricing 
module. 
0245 Another key technique for query optimization is to 
allow the SDI central server to perform pre-computation, for 
example to classify data records into useful bundles, and 
allow future queries from agents to limit themselves to 
bundles of data records that would appear to have useful 
properties. The cost is then incurred for further information 
revelation from these records, and avoided for information 
revelation from records which may not have useful proper 
ties. 
0246 4.2 Example of Query Execution 
0247. As an example, consider the following composite 
query: 
1—SELECT all data records that relate to users that have 
purchased a flight in the past month, 
2- PROCESS: Sort the data records according to salary, 
3- SUBSELECT: Limit the records to those users that are 
willing to have their identities revealed, 
4 RETURN RESULT: Return the identities of the remain 
ing users with the top 100 salaries. 
In step 1 data records from the SDI data repository are 
selected which have the required property, in this case corre 
sponding to profiles of individuals who have purchased a 
flight in the past month. The table of data record pointers is 
augmented with temporary pointers (valid for this query ses 
sion) to records with this property, and the price charged by 
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each data record to reveal this information. Notice that the 
table only includes pointers to data records that have this 
property. Although data records that respond negatively to the 
query reveal information to the query-execution module, that 
information is never revealed to the agent requesting the 
query, and therefore no payment is received. 
0248. In step 2 the data records that relate to profiles of 
users that have recently purchased a flight are now sorted in 
terms of their salary field. An algorithm to sort performs a 
sequence of comparisons between data records, with each 
comparison requiring that more information is revealed about 
the underlying salary of the profile, and changing the price 
associated with the data record. The prices are updated in the 
data pointertable according to the data record price rules, and 
the query program now has a list of ordered data record 
pointers. 
0249 Now, in step 3, the query program initializes a new 
set of data record pointers. This includes all the pointers for 
users that are willing to have their identities revealed. The 
pointers are maintained in order of salary. At this stage the 
entry for this new variable in the table of variable accounts 
only associates the data records with this new property. 
0250 Finally, in step 4, a new variable is initialized to 
contain the first 100 data record pointers from step 3. These 
are the data record pointers listed in the variable accounts 
table. These are the only data record pointers that receive 
payment as a result of this query, because the intermediate 
information provided by other data records remains within 
the SDI query execution module and is not released to the 
agent that performs the query. 

4.3 Discussion 

0251. The pricing model as outlined above has the follow 
ing attractive property: 

0252) The price of a query is independent of the order in 
which operations are performed, and optimization of 
order is not necessary for reasons of price. 

0253) This is nice, because it means that agents do not have 
to perform lengthy optimization to structure queries in cost 
efficient ways. The pricing module also ensures that: 

0254 Agents only pay for information received as the 
result of executing a query. 

0255 Finally, we implement an internal market, so that 
with all other things equal, data mining and other types of 
queries are executed as cheaply as possible: 

0256 An internal market favors data records with low 
cost pricing instead of records with high cost pricing, 
with all other things equal. 

0257. As an example, consider this query: 

COUNT (SELECT FIELD1=X and FIELD2=Y) 
0258. This query can be structured as Count (Select(X 
and Y)), or Count(Select(X, Select(Y))), or Count(Select 
(Y. Select(X))), all with the same cost. Although different 
amounts of information is requested from all data records in 
computing the query in the three different formulations, the 
final cost is computed only over the records that have property 
X and Y, and these records are the same across formulations 
and have released the same information. 
0259 Similarly, consider the query: 
0260 SELECT(Z, Select(Y, Select(X))); return 2. 

i.e., perform some complex nested query but return the fixed 
value 2. The query execution module tracks that no data 
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pointers are used to compute the value returned to the agent, 
and the querying agent is not charged for the information 
provided about data records to compute the SELECT opera 
tions, because that information is retained within the central 
SDI data server. 
0261. In a SELECT query the agent can only ever pay for 
information provided about data records that respond posi 
tively to a SELECT, because no information is ever released 
to agents about the data records that respond negatively. 
0262. In another example, consider a query “COUNT the 
data records with PROPERTY X, that returns the result 
none, i.e. there are no data records with this property. This 
query is priced at SO because none of the agents that own 
information provide information to compute the 
0263. Therefore, a query of the type how many data 
records have type X that answers none has price S0, because 
the individual agents have not revealed any information. 
Similarly, because we would like all equivalent queries to 
have the same price, a query “how many data records do not 
have type X' in the same database (answer “all of them”) 
should cost SO because the same query could have been 
formulated the other way. A reasonable way to ensure that a 
query is formulated in the cheapest possible way is to use an 
query optimization manipulation program, of the type that is 
common in database research, during the price quote phase 
in order to find the formulation with the cheapest price. 

5. Pricing Module 
0264. The pricing module is a core component of the cen 

tral SDI data warehouse. It has two functions: (a) to predict 
the price of a query without executing a complete query; (b) 
to aid in the allocation of payment given a price quote. 
0265. We build into the pricing module a method to allow 
an agent to make a quality/cost tradeoff before executing a 
query, and even to specify a restricted query that will respect 
an agents budget. Already embedded in the query-execution 
module is an internal market for data records, to ensure that 
cheaper data is used in preference to more expensive data 
access, given two identical data records. Furthermore, 
already embedded in the query-execution module is that 
agents only pay for the provision of information. Finally, the 
method computes a price for a query which is independent of 
the order of operations. 
0266 We propose the following method for providing ini 

tial price quotes to agents in SDI: 
0267 l. Compute a range of price quotes in response to 
a query, for different amounts of computation (which 
can be varied by limiting the input set of data records), 
and for corresponding values of a “quality metric' pro 
vided by an agent that Submits a query. 

0268 2. Allow the querying agent to select an optimal 
price/quality/computation tradeoff, and then receive 
payment, execute the query, and provide the response. 

0269. 3. Allocate payments to accounts in the eBank 
that correspond with data records which are used to 
compute the value of the result of the query, with pay 
ments adjusted if necessary to account for any error in 
the price quote. 

5.1 Computing a Price for a Query 

0270. We allow a small fixed price F for an initial price 
quote, to cover the cost of computation and prevent agents 
saturating the server. The price module computes a price 
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quote based on a statistical technique to compute the price of 
the full query without executing the full query. 
0271 The basic idea is to perform the query on a number 
of records, e.g. 1%. 5%, and 10% of the total records that will 
be used for the full query, and then extrapolate to the full 
query size. We need to perform the complete query because 
on a Subset of data records, instead of part of the query on all 
data records, because query programs can have different 
phases—and each phase might incur very different informa 
tion costs. The number of records that are used for the query 
can be restricted by making a random sample of the total 
domain of data records used for a full query. 

5.2 Allowing a Price/Accuracy Tradeoff 

0272. In computing the initial price quote we also suggest 
a tradeoff for the user between “result quality” and cost. 
Quality is subjective, and usually best measured by the agent 
that requests a query on the data. Therefore, we suggest that 
the querying agent should provide the metric, but limit this 
metric to a scalar value to prevent information leakage. We 
allow an agent in formulating a query to specify a key metric 
that it will use to choose an appropriate size of query to 
eXecute. 

0273. The core technique that we use to control the accu 
racy of the result of a computation is to limit the number of 
total data records that a query runs over as input to the query. 
Take a random selection of all the data, and use that for the 
processing. At this initial step we limit the price and the 
amount of computation performed. 
0274 As an example, consider a query to collect pseud 
onyms for agents with useful properties. The metric of inter 
estin this case is the average per-pseudonym cost, and this can 
be provided by the pricing module without providing any 
useful information to the querying agent. Given this informa 
tion the agent can then decide whether to proceed with a 
query, and how much money to allocate. 
0275 Similarly, perhaps a querying agent cares about the 
quality of match between data records and data records with 
ideal properties. The agent can provide a method to instru 
ment its query to compute this quality, and the price module 
can in pricing the query provide guidance about the tradeoff 
between running the query over different numbers of data 
records. 

0276 Another more involved method is to introduce ran 
domization as the query is processed, because some owners 
of information may provide randomized information more 
cheaply than exact information. 
0277. That will vary depending on the number of data 
elements that are queried. 

5.3 Making a Price Quote for a Budget 

0278 Consider the problem of an agent that wished to 
perform a query with a budget B. For example, I would like to 
spend S1000 to compute a collaborative filtering model. 
There is a particularly simple way to allow this: 

0279 First, estimate the cost of building a collaborative 
filtering model on the basis of N data records, selected at 
random (or with some preprocessing of the database to 
identify useful data records). Estimate price P for the 
query. 

0280 Second, adjust the number of data records used to 
compute the actual query based on the price P that was 
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computed, and the budget B. The number of data 
records, assuming a linear model of per-data record 
charging is simply NxB/P. 

0281. If there is reason to believe that the cost of a query is 
a non-linear function of the number of data records, then a 
number of samples could be priced, for Suitable sample sizes 
N. N. 2, ... etc. 
0282 Ultimately, the result is a query that is adjusted in 
scope by an upfront limit on the number of records used for 
the query domain. The price module can scale the cost of the 
query, and make an appropriate price quote. 

5.4 Optimizing the Price of a Query 
0283 We also suggest a technique to adjust the formula 
tion of properties in a query, e.g. 'COUNT(SELECT records 
with property X), could be reformulated as Count(all 
records)-COUNT(SELECT records without property X), 
possibly for a smaller price. A random search technique can 
provide one simple approach to optimize query formulas. 

6. Communication Module 

0284. The communication module in the central data 
warehouse takes incoming messages from agents and decides 
how to handle them, and sends responses to queries back to 
agents. 
0285. The action selected in the communication module 
depends on the type of the message, for example the message 
can be a data-update request, a new query to execute, a request 
to add new profile information, a request to find agent profiles 
that match, or a request for processing a set of profiles that 
meet a particular criteria with an application in the database. 
0286 FIG. 4 illustrates the communication module in 
block diagram form. Messages are received from agents, and 
passed to the data repository in the case of data-update com 
mands, or requests to add new information to the data reposi 
tory. Alternatively, if the message represents a query then it is 
either placed in the queue for execution, i.e. the pending 
queries queue, or in the set of persistent queries—which are 
periodically checked by the query execution module and 
executed when the correct conditions exist in the data ware 
house. The communication module can be implemented 
using standard message-handling methods known to those 
skilled in the art. 

7. Physical Location of Data 
0287. The default implementation of SDI assumes that 
information is physically stored in the central SDI data ware 
house. However, this is not necessary. The system of SDI is 
designed to present a privacy-protected marketplace for data, 
where queries can be executed with complete transparency as 
to the physical location of the data over a network. It is not 
necessary that data is physically uploaded to the central SDI 
data warehouse. Instead, we allow a user of SDI to provide a 
virtual pointer to the location of the data on another machine, 
for example hosted by a trusted third-party, or for example 
their own data server when that server is located within their 
own facility and always online. Alternative data locations 
provide tradeoffs between computation efficiency, communi 
cation cost, delays, and privacy. 

7.1 The Convergence of Network Devices 
0288 The invention of SDI is in no way limited to a 
centralized implementation. The invention is characterized 



US 2013/0097664 A1 

by its methods and protocols for handling personal informa 
tion and query execution. As best as possible the invention 
applies to any distributed system implementation that follows 
the disclosed methods. 

0289 Users with different types of personal computing 
devices can interact in a seamless fashion with the informa 
tion and personalization methods provided within SDI, with 
implementations that allow remote data access and mobile 
data. The user must either be identified by permanent devices 
as he/she moves around, or the user has his/her dedicated 
mobile device. 

0290 Co-pending patent application, entitled Location 
Enhanced Information Architecture (LEIA), provides a basic 
framework for this type of multiple-device data collection 
and delivery network environment. It describes a device and 
location independent methodology for identifying individu 
als utilizing an artifact termed a user identifier (or UID). This 
artifact encompasses a variety of more specific media for 
identifying individuals such as Smart cards, credit cards, bio 
metrics, EZ Pass, GPS, and the like. Additionally our issued 
parent application to this case entitled: “Pseudonymous 
Server for System for Customized Identification of Desirable 
Objects’ U.S. Pat. No. 5,754,938 suggests a means for cross 
correlating user data for profiling purposes. The data may be 
collected from both on-line and off-line media sources, 
including the user's personal computer, purchase data col 
lected by a vendor or credit card company. The profiling can 
be used to deliver personalized recommendations to the user 
through the web, through email, or even through point of sale 
terminals at a retailer's physical store location. 
0291. Other devices which may be used to push personal 
ized information, and to collect profile information, include 
the users set-top box, in home appliances (such as stereo 
system), an automobile on-board computer, a personal digital 
assistant (PDA), a cellular phone, a pager, an ATM, a fuel 
pump, point of sales-terminal, wearable computers, etc. In 
most of these examples, the device is typically a light client 
(which is descriptive of these “Network appliances'). One 
variation of SDI's privacy architecture pushes a proxy server 
to the client-level, where a user's personal profile information 
is stored. This provides a secure technical framework for 
protecting user profile data. In the case that the client memory 
is limited, because the user has a “light network client, then 
the proxy server functionality can be pushed to the ISP or a 
central SDI server. If the light client consists of a remote 
shared terminal (e.g. ATM kiosk, POS device), personal data 
may be transmitted from the user's own client device if/when 
and at the time it is needed and authorized by the user. This 
approach would be certainly feasible within the “always on 
client scenario, for example with a user's data stored at his/her 
set-top box, which is always "on-line'. 
0292. The devices with which a user interacts can check a 
user's data use policy, and then push data accordingly to the 
SDI network servers. Because servers at the network level are 
inherently not as secure as the user's own client, extremely 
sensitive personal information may still be stored even at a 
light client, i.e. data can be split across multiple locations. In 
general the user may make a tradeoff between data manage 
ment (latencies, bandwidth) costs and with the potential loss 
of information that can occur when data is released to other 
parties, even if that party is the central SDI data server. 
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Infrastructure for Smart Home/Smart Office Intelligence 
0293. The management of the potentially vast amount of 
information generated by Such devices, as well as its privacy 
protection, is enabled by the “personal agent, an on-line 
software entity that represents and acts on the behalf of the 
individual user. Furthermore, this agent is capable of com 
municating with and negotiating terms with agents represent 
ing other entities, including systems that form the infrastruc 
ture backbone for intelligent homes and offices. 
0294. Such systems (as embodied by the LEIA disclosure) 
have access to a broad range of input sources, allowing them 
to monitor different aspects of the user's activities or location. 
Inputs can include data derived from: 

0295 Email, wireless PDA, telephone communica 
tions. 

0296 Web browsing 
0297 Personal Computers 
0298 Personal Digital Assistants 
0299 Pagers 
0300 Wrist watches (typically one-way, receive only) 
0301 ATM machines, point of sale kiosks 
0302 Ceiling-mounted video cameras 
0303 room-based motion and heat detectors 
0304 Internet-enabled automobile 
0305 Chip-enabled appliances 
0306 Electronic Schedule Books 

0307 Smart Home Application The concept of a “smart 
home' is not a new one: Even in the 1950's futurists discussed 
the possibility of imbedding intelligent systems into a house, 
relieving the homeowners of such boring daily tasks as water 
ing plants or adjusting the thermostat. Such a system could 
easily be implemented today using control computers run 
ning simple sets of IF-THEN rules, but might soon prove 
unreliable because of its inability to adapt to new situations. 
For example, a garden party could easily be ruined if inad 
vertently scheduled at the same time as a scheduled lawn 
watering. 
0308) LEIA provides a much more sophisticated alterna 

tive. Given a house that incorporates an internal local area 
network (LAN) linking household appliances, sensors, com 
munication devices, and home computers, LEIA could easily 
form the basis for a truly intelligent and adaptive home envi 
ronment capable of handling daily chores, security, and infor 
mation delivery. 
0309 Firstly, LEIA could easily subsume the tasks tradi 
tionally slated for use in a smart home; however, its ability to 
infer the location and needs of family members would greatly 
enhance the handling of these tasks. For example, the above 
mentioned garden party would not be spoiled because a 
motion sensor would inform the watering system that a party 
is taking place on the lawn. Or, being set in a power-saving 
mode, LEIA could light only those rooms currently being 
used; as a family member moved around the house, lights 
would be turned off and on, tracking the person’s movement 
so that only their immediate surroundings are lit. 
0310 Secondly, LEIA could use its ability to predict infor 
mational needs (in a manner very similar to that used for the 
Automotive Information Delivery System) in the house, cus 
tomized to the personal tastes of different family members. 
One could imagine recipes being delivered audibly in the 
kitchen, or a television program that follows a family member 
from room-to-room as he strolls around the house. 
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0311 Finally, LEIA would have the sophistication needed 
to deal with intelligent appliances, telling the Swimming pool 
to clean itself, for example, an hour before the commuter 
returns home. 
0312 LEIA provides a unified infrastructure for the 
increasingly sophisticated systems being incorporated into 
modern homes. It would act as the central manager, making 
Sure that basic household tasks, security, and informational 
needs all work in a coordinated and intelligent manner, adapt 
ing Smoothly to the uncertainties of daily life. 
0313 A smart home would have several different types of 
SSOS 

0314 i) “Passive” detectors 
0315 motion detectors 
0316 sound detectors (including voiceprint and speech 
analysis module) 

0317 Active Badge detectors 
0318 Window and door sensors (are they open/closed?) 

0319 ii) sampled communications 
0320 telephone 
0321 e-mail 
0322 radio/TV 
0323 computer usage 

0324 iii) appliances 
0325 alarm clock 
0326 light switches 
0327 stove 
0328 dish washer/clothes washer 
0329 water taps 

0330. In addition, accessed via secure channels (perhaps 
using a personal agent as an intermediary), three major types 
of personal data are also useful for running the Smart home: 

0331 i) Explicit rules for routine tasks (E.g., desired 
Schedule for lawn watering) 

0332 ii) Expressed preferences (E.g., a desire for morn 
ing news about international events) 

0333 iii) Historical database of previous interactions 
between the family and the house (This will allow LEIA 
to learn daily routines and family habits). 

0334. There are two major classes of data that need to be 
served by LEIA: (1) control signals for household systems 
and appliances, and (2) information desired by household 
members. 
0335 To a large extent, household systems can be appro 
priately controlled using a traditional rule-base, although a 
fuzzy rule-base would be inherently more flexible (IF<the 
bedroom is somewhat chilly> AND-it's almost time to wake 
up> THEN<substantially increase the bedroom’s heatd). 
Many of these rules would be explicitly programmed by the 
family from the beginning; others could be learned using 
inductive methods. 
0336 Although most of the household systems could run 
unsupervised using Such a rule base, LEIA would remain the 
ultimate arbiter, and could override the rule-based system in 
exceptional cases. For example, if the family Suddenly has to 
go out-of-town, LEIA can infer their absence and inform the 
household systems to go on energy-saving modes. 
0337. It should be noted that certain state variables will 
have a major impact on this analysis. The date, time, mood 
(inferred from Sounds levels and Voice content), and current 
composition and location of people in the house should be 
carefully conditioned on. Strong daily routines will emerge 
(for example, a typical working day), but exceptions will also 

20 
Apr. 18, 2013 

be noted (when the teenaged son is home alone, and in an 
exuberant mood, play pop music LOUDLY). 

Extension to Data Delivery 

0338 Given the ensemble of sensors that form part of the 
smart home, it would not be difficult to monitor the types of 
off-line information being consumed by the inhabitants. Bio 
metrics (systems monitoring body state, facial expressions, 
retinal reactions), Sound sensors (capable of translating 
speech to text, and then text to content, using natural language 
processing techniques), and video monitors (which could 
observe reading material Such as magazines, textbooks, tv 
viewing guides, cookbooks, etc., and again use NLP methods 
to scan for content), would all form part of the input set. 
0339. This information is combined with all other sensor 
readings to infer the general focus of user interest. Within the 
Scope of the present network architecture, the parent patent 
application describes how Such contextual data can be con 
verted into target object profiles and through the use of the 
profile processing module 'similar target objects may be 
retrieved from the electronic medial distribution system 
(cached locally or over the network) and delivered and dis 
played at the local user terminal device for viewing by the 
user. Such media (which may be tailored for delivery at a RV 
set-top) may include streaming video/audio, multi-medial 
files or video-on-demand which are delivered in near real 
time upon activation of the request and which are of matching 
similarity (or complementarity) to the print media viewed by 
the user presently. Alternatively, the data captured by the 
miniature camera device relating to the particular pages of 
print media presently observed by the user may consist exclu 
sively of an identifier code a portion of which is used by the 
system for purposes of identification of the code (or alterna 
tively such identification may be determined by its physical 
coordinates on the page itself). The other portion of the code 
is a unique identifier of the particular page, which may be 
used to identify manually by a content expert whereby select 
print materials and particularly their associated electronic 
counterparts are either matched, designed and/or customized 
for use within their system context of the present convergent 
media application. It is apparent that such a system could also 
be usefully deployed to benefit advertisers, e.g., presenting 
advertisements electronically to correspond with particular 
printed content or matching printed ads with corresponding 
electronic counterparts. 
0340. This complimentary content, be it audio, video, text, 
or combinations thereof, including advertising conforming to 
user-defined conditions, is delivered through various in-home 
devices located in the proximity of the user. 

Smart Office Application 

0341 Large business centers can be very confusing 
places: people are often away from their desks, many differ 
ent meetings are scheduled and rescheduled during a single 
day, people are called off to emergencies, and clients drop in 
for unexpected visits. The inability to coordinate people and 
information in Such situations leads to greatly reduced effi 
ciency. 
0342 LEIA offers a unified solution in the face of this 
chaos; by linking together people's schedule calendars, com 
munications systems, contact information, and location coor 
dinates, a system can be devised to (1) shepherd a visitor 
(even ifunexpected) around the business center, (2) push vital 
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contact information about the visitor to those in the company 
who will be visited, and (3) adaptively coordinate important 
meetings within the company. 
0343. When a visitor comes to the center, he will: 
0344 a) sign in at a front desk; rather than sign a book, 
he logs in at a terminal that signals his presence to the 
company LAN. 

0345 b) receive a hand-held computer that, while pre 
senting the visitor with useful information, will emit a 
constant signal enabling LEIA to pinpoint his position at 
all times. 

0346. On the employee side, LEIA can acquire signals 
from: 

0347 a) active badges 
(0348 b) telephones 
(0349 c) beepers 
0350 d) interactions with terminals 

0351 All sensors are connected directly to a LAN internal 
to the company. Only basic security measures need to be 
enacted. 
0352 Registered visitors will likely be profiled in standard 
contact files containing information about their own com 
pany, position, professional interests, previous interactions 
with the company they're visiting, and basic personal details 
(e.g., photograph, wife's name). 
0353 Employees of the company using this LEIA-based 
system will have much more information available. In addi 
tion to the standard contact information, LEIA will have 
access to their phone and e-mail logs, daily calendar/Sched 
ule, work group and project details, position within the com 
pany hierarchy, and work-station notes (e.g., an unexpected 
“out to lunch' message could be posted on-screen by the 
employee before they run off). 
0354 Although some higher-level intelligence is needed 
(e.g., for matching interest profiles between employees and 
visitors), the office-based system could well be run with a 
combination of a rule-base and optimization routine (which 
would be capable of coordinating conflicting schedules). 
Since this version of LEIA will be installed in a fairly con 
trolled environment, the problems of location and timing will 
be fairly trivial, the former solved by active badges, the latter 
Solved by Smart calendar agents. 

For the Visitor: 

0355. If the visit is expected (and previously scheduled), 
LEIA will double-check the availability of the personnel to be 
visited and confirm or alter the schedule as needed. If the visit 
is unexpected, or certain employees are unavailable, LEIA 
will take into account the purpose of the visit and the visitors 
professional interest profile to locate those available employ 
ees who would be best suited for a meeting. 
0356. Once the visit schedule has been arranged (although 

it could be adaptively altered during the course of the visit), 
the visitor will be fed information via the hand-held computer 
they've been issued. This might give them a visual represen 
tation of the building's layout, along with the best route to the 
next office to be visited (a more advanced building might 
simply have computer displays in its corridors capable of 
flashing directional signals to the visitor as he passes them). 
In addition, it might give the visitor basic information about 
the person he's about to visit (for example, they might have 
interests in common, or have gone to the same university). 
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For the Employee to be Visited: 
0357 Whether or not the visit was previously scheduled, 
LEIA communicates with the employee's personal calendar 
agent and double-checks the employee’s current location. If 
the employee is at a fixed location and has some free time, the 
visit is scheduled. Obviously, his connection to the visitor will 
determine what information, in addition to the standard con 
tact data, should be pushed to his workstation. 

For Multiple Employees Requiring a Meeting: 
0358 Given that multiple employees have signed up for a 
meeting, or that a single employee has sent out a signal 
indicating the need for a meeting and its priority (standard or 
emergency), LEIAgets to work coordinating the details. Cell 
phone and beeper signals give employee locations outside the 
office, active badges signal employees already at the office. 
Calendar agents are contacted for availability; a standard 
meeting might depend on people having time slots free, 
whereas an emergency meeting would be given priority sta 
tus, and could bump items already scheduled (given that they 
have been assigned low priority). 
0359 An optimal meeting time and place (or teleconnec 
tion for remote employees) is set up, and any pre-meeting 
information is forwarded to the appropriate workstations. 
meeting, engaged in an important phone conversation 
0360 Resolution Credentials Section 2.2.1 of this patent 
discloses the use of resolution credentials for the facilitation 
of agent-agent interactions. Resolution credentials enrich the 
quality of Such interactions because they certify the status 
claimed by individuals, allowing agents to maintain relation 
ships of trust. On a more practical level, resolution credentials 
are of use for matching and introducing users to each other on 
the basis of common interests, for guarding access to high 
level users (with the agent acting as a gate-keeper), and for 
flagging times at which an individual is reachable (and not 
tied up in meetings, or the like, as specified by the scheduling 
agent). 

7.2 General Description 

0361 We allow a user of SDI to push some data A to the 
data warehouse, and make this data available to all other 
agents via the SDI query-execution module, and to retain 
local control over other data B on the client machine. In this 
section we discuss this and other variations, and explain how 
the functionality of the central SDI data warehouse can be 
replicated on a client machine in a client-side SDI database, to 
allow a user to leverage the value in local data when interact 
ing one-on-one with another agent. For example, a consum 
er's shopping agent might wish to use local data about its 
preferences to allow an online vendor to configure its Ser 
vices, but without releasing the information to the vendor. We 
explain how this can be supported within SDI. 

We Allow the Following Variations: 

0362. 1. A user can store some information on his/her 
local client machine, with that information provided to 
other agents directly, or retained for querying by other 
agents on the local client machine as in the system of 
query-execution on the central SDI database. 

0363. 2. A user can use a light client machine, perhaps a 
mobile computing device, which is periodically config 
ured with information stored on the central SDI database 
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that is relevant to the current task. This information can 
then be used directly by other agents in interactions. 

0364 3. A client machine can be automatically config 
ured with information about a user when the user is in its 
proximity, again to allow direct information exchange 
with a local agent. 

0365. 4. The client machine can maintain all informa 
tion, with virtual links from the central SDI data ware 
house to the information. The system operates as before, 
with information provided if conditions are met, etc. 

0366. There are two basic motivations at work. One, a user 
might prefer to keep control over some information, even 
keep control away from a central SDI data warehouse, in case 
it is compromised in Some way. We can allow a user to 
maintain data on a local client machine but seamlessly receive 
the same benefits as if the data was pushed to the central SDI 
data warehouse, with virtual links to the client machine. 
Query-execution can operate much as before, with data 
pulled from the client machine as necessary and charges 
levied. Operating overhead is incurred in Such a system 
because data must be communicated over the Network during 
query execution. The client machine must also be “fat', with 
enough local data storage. 
0367. A different motivation occurs when a user has a very 
light client, for example a mobile computing device Such as a 
Palm computing device or a cell phone. In this variation the 
user will perhaps like to store profile information relevant to 
the profile that it assumes with another agent in a one-to-one 
interaction, but not have space to store all profiles. The role of 
the central SDI data warehouse is to configure the light client 
dynamically. 
0368. With information on a user's client machine, then 
we can Support local queries from other agents, for example 
on-line vendors might request information to allow an appro 
priate product to be displayed to a user, or a relevant advert. 
The queries can be executed in a number of interesting ways. 
First, the information can simply be released to the agent, and 
the agent can make appropriate use of the information. Sec 
ond, the information can be retained on the client machine, 
and the agent can Submit its selection function, and receive 
the optimal selection, for example a good advert to show the 
USC. 

0369. One interesting implementation of such a client 
side data warehouse is via Smart stick technology, developed 
by Sony, which is a robust “data wand that allows the storage 
of configurable data. 

7.3 Important Data Location Variations 
0370. It is useful to identify four key modes of interaction 
between a pair of agents within the system of Secure Data 
Interchange. The agents might, for example, represent a con 
Sumer and a vendor in a B2C e-commerce application. The 
modes of interaction are adjusted to allow for different data 
locations. 

7.3.1 Data in SDI data warehouse 

0371. In FIG. 5 we illustrate the situation where agent 1 
has its personal information about the user Stored in the cen 
tral SDI data warehouse, and provides agent 2 with the ability 
to process a query on the data warehouse and access infor 
mation about the agent. The query might either request infor 
mation about the agent's profile, or provide a method to 
execute in the data warehouse, where the result of the method 
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is an optimal action for Agent 2 to make in providing person 
alized information and/or services to the user with agent 1. 

7.3.2 Data on the Client Machine (Client-Side Sdi 
Database) and in SDI Data Warehouse 

0372 FIG. 6 shows an alternative variation where data is 
stored on an agent's client machine and in the SDI data 
warehouse, and the client-side SDI data warehouse can 
respond to queries from agent 2 in the same way as the central 
SDI data warehouse. In particular, as we suggest later in this 
document, this variation allows an agent representing an on 
line consumer to store very personal information on a local 
machine, and for example only allow other agents to benefit 
from the results of analysis on that information without 
receiving the actual information. 

7.3.3 All information stored Client-side 

0373 Another variation on the basic SDI architecture, is 
that all information is stored only as virtual links within the 
SDI data warehouse, with physical storage on an agent's local 
client machine. Preferably, in order to leverage the value of 
information the client machine would be always networked 
with the central SDI data warehouse. A current technical 
solution which seems appropriate would use a Set Top Box, 
connected via cable TV lines to the SDI network. Many 
households in the US have set top boxes, and this would 
provide a quite convenient way to leverage the value of infor 
mation but keep it secure against inappropriate access in a 
central data warehouse. 
0374. In this variation, to support a personalized session 
with another agent the data is stored locally, and can be 
processed using a client-side SDI data warehouse with a local 
query-execution module. To also support data mining by 
agents of a shared database, the client-side data records could 
useful push data types and price rules to the virtual shared 
database, to allow more efficient searching. This variation 
describes a distributed SDI data warehouse, with indexing 
performed over on-line client machines. 

8. Distributed Query Execution 
0375. In addition to allowing distributed data location, the 
system of SDI allows distributed query execution, via client 
side query-execution modules. The advantage with this varia 
tion is that data can be physically stored on trusted local 
machines close to a user of SDI, and the queries can be 
physically executed on the machines so that not even inter 
mediate results are available outside of a local firewall pro 
tected system. There is no technical solution provided within 
SDI to prevent agents sharing information to other agents, 
other than to prevent agents from receiving that information 
in the first place. We do this using three many techniques: 
pseudonyms, information randomization (see Section 10), 
and query-execution in the SDI central server without release 
of raw data inputs. 
0376 We can implement safe client-side query execution 
with direct replication of the key functionality of the query 
execution and price-module of the central SDI data ware 
house on a user's client machine. A querying agent can push 
the same method to an agents client machine as it would 
Submit to the central SDI query execution module, and an 
agent can execute the method locally and release information 
consistent with his/her data release rules. The SDI client-side 
agent can be configured, via the profile management and 
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data-release policies, to control the type and amount of profile 
information released to the central SDI data warehouse. We 
discuss this in some detail in Section 9, on “distributed data 
management'. The challenge is to be careful that the results of 
a query do not reveal too much information, but this is solved 
using the same price rules as in the central SDI data ware 
house. The mode of interaction supported is QUERY(PID), 
i.e. execute a query on a particular pseudonym ID, and the 
client side query execution module ensures that the vendor 
has a certificate from the client-side SDI agent to query the 
information in the local database about that pseudonym. The 
control over the profiles that a vendor can access, coupled 
with the price rules to ensure that information is perturbed as 
necessary and that not too much information is released, and 
to allow an agent to leverage the value of information. A 
users agent can retain control over local information by 
limiting the information that can be released in response to a 
query. For example, although a query can be complex and 
access a lot of profile information on a user's client machine, 
we suggest an additional protection that controls the informa 
tion that a vendor can receive for future use. It is possible to 
limit the response that the vendor receives to a fixed message 
size, e.g. to 10 bits for example, to provide a very strong 
overall control on the ability of a vendor to use information 
again in the future. 

8.1 Example: Customized Vendor Web Pages 

0377 The method, called safe client-side query execution, 
has a direct application to systems for personalized informa 
tion delivery, where it is not desirable to release profile infor 
mation to an information provider, but preferable to allow the 
information provider to provide methods (e.g. queries) that 
are executed on a client machine, and personalize information 
before it is provided to the end user. A key application of this 
technique is in B2C on-line e-commerce where a vendor can 
push methods for personalization of a virtual shop front to a 
user, and the user's SDI enabled client machine can imple 
ment the methods (which are queries) on the client, and push 
the result back to the vendor's server. The server then con 
structs and pushes an optimized virtual shop front to be dis 
played on a user's local display. At present advertising net 
works such as DoubleClick (www.doubleclick.com) are able 
to track a user as he/she browses across multiple sites in the 
DoubleClick network because the ad server can place a 
“cookie' text string on the hard drive of a user's client com 
puter which identifies that user as he/she browses. SDI is 
designed to be used on-line in combination with a method to 
block cookies, replacing them for example with “safe cook 
ies’ Netscape 96 to still permit stateful interactions during a 
single session with a vendor, for example 'shopping basket” 
style interfaces. The SDI-client side proxy agent can replace 
the role that cookies take in automatic user log-in and pass 
word checking, through a Janus/LPWA-style implementation 
BGGMM 97: BGGMM98; GGMM98). A user's log-in user 
name and password can be derived from a user's pseudony 
mous identity, and computed within a cryptographic frame 
work. Janus also provides a technique to allow a user to 
receive e-mail pseudonymously. 
0378. A core technique in SDI is to use a unique pseud 
onym for each vendor, and then selectively provide vendors 
with profile information from across multiple pseudonyms: 
either anonymously within the central SDI data warehouse 
for data mining purposes, or alternatively via client-side per 
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Sonalization so that a vendor can leverage a user's wide pro 
file data without receiving direct access to that information. 
0379. In providing profile information to a vendor during 
an interaction, so that the vendor can provide targeted prod 
ucts and servers to the user based on data mining that it has 
performed on aggregated user data in the central data ware 
house, the users agent must be careful to protect the identity 
of a user. This means that the agent must not reveal informa 
tion under pseudonym P 1 and information under pseud 
onym P 2 to another vendor that allows the vendors to link 
the pseudonyms and reason that the agent represents the same 
USC. 

0380 We describe in Section 10 the technique of random 
noise perturbation to release information in response to que 
ries, and another simple technique is to carefully protect 
particularly sensitive information (e.g. social security num 
bers, etc.) 

8.2 Client-side Query Execution 

0381. As described earlier, a key variation of SDI retains a 
local data warehouse and query execution module that con 
tains information specific to a single agent, on the client 
machine of that agent. It is then possible, via the same query 
execution controls as described in the central SDI data ware 
house, to allow vendors to characterize and profile a user 
based on its local data, but without gaining explicit informa 
tion about the user's local data. The vendor can push appro 
priate methods and targeted services. We describe a number 
of bottom-level applications later in the patent, including 
personalized web pages, ad-networks, etc. 
0382 We describe one variation in which the vendor pro 
vides generic information to the client-side device, that filters 
that information locally. This is relevant for example in high 
bandwidth information services such as digital television and 
satellite systems, where a user's set top box can store program 
information locally and make local decisions about what 
programs a user might like to watch and when, without pro 
viding any profile information to the head-end server. In this 
variation an agent can Submit a query to be executed locally 
on a client-side SDI data proxy, that stores information sub 
mitted by the local agent. The applications of this technique 
are exciting, because it allows a user to maintain even more 
control over profile information but still benefit from person 
alized interactions with vendors. The client-side SDI data 
proxy just contains data for the local agent, and allows agents 
to submit personalization queries of the type execute this 
profiling rule and tell me what product to show the user. The 
outcome of the processing might be personalized informa 
tion, for example a selection of books that a user might be 
particularly interested in based on its profile information and 
the methods passed to the agent by the agent that sends 
general information about the books in its catalogue. FIG. 7 
illustrates the process. The SDI proxy agent maintains a set of 
profiles for a user, relating to transactions that the agent has 
performed with other agents in the system, and also other 
information that relates to the user associated with the agent. 
A vendor agent can send generic information and a method 
for personalization, which is executed as a query on the local 
profile database, with the results allowing a vendor to decide 
how to target its products and services to a user. For example, 
a book retailer might be able to provide a selection of books 
that a user might be particularly interested in based on its 
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profile information and the methods passed to the agent by the 
agent that sends general information about the books in its 
catalogue. 
0383 We can provide rule templates, which are used to 
select the type of method that the provider of the information 
is requesting be applied to the generic information that is 
passed to the requestoragent. The provider agent only needs 
to provide parameters for the processing. For example, if 
collaborative filtering is the desired personalization tech 
nique then the providing agent provides a list of prototypical 
cluster centers, but does not need to specify a collaborative 
filtering algorithm. The interpreter takes the information and 
methods from the providing agent and selects the appropriate 
rule template to form a program that is executed as a safe 
query in the CPU, with the usual controls over the amount of 
data that a query can access. 
0384 The output from this processing is personalized 
information, that can then be displayed to the user, perhaps to 
a final test in the control module for applicability. 

8.2.1 Preventing Information Leakage 

0385. The challenge is to be careful not to allow the results 
of a query, even those data is not explicitly revealed to an 
agent that Submits a query, to carry sensitive information that 
a user would rather not reveal. We allow this by: (a) partition 
ing a user's local profile into a number of different identities, 
so that a vendor can only access data for a particular profile; 
(b) allowing only “safe' information to be reported; (c) allow 
ing only “safe' data fields to be accessed. One particularly 
simple technique is to limit the size of a response to a query by 
the number of bits, because this can quite nicely prevent the 
release of too much information, when coupled with close 
control over the type of data that is accessed. For example, a 
user might be willing to allow queries with any amount of 
“less sensitive' information, with the understanding that the 
vendor only receives at most 10 bits of information. As 
described above, this profiling might also be a sequential 
iterative process, so that the vendor does not need to transmit 
a compete decision tree up-front, but request a sequence of 
information. Only release information to a vendor that we 
select, and do not allow the same vendor to access too much 
information over an extended period of time. 

8.3 Extended Example: Managing Distributed 
Personalization 

0386. In this section we describe an extended application 
of distributed query execution, for a vendor that wants to 
customize its products and services to a particular user. A 
central application of SDI is a system where users submit 
profile information to the shared SDI database, and receive 
personalized information and possible cash payments in 
return. This variation has users optionally Submitting infor 
mation to the central SDI database, and receiving personal 
ized information based on statistical patterns that a vendor is 
able to assess from the information that is submitted by other 
agents. A vendor can provide a user with personalized content 
that reflects his/her interests based on the types of information 
that other agents with similar profiles like to receive. 
0387 FIG. 8 provides a top-level view of one such agent, 
that we refer to in this section as a personalization agent. We 
consider an agent that maintains an identifier and (partial) 
profile information for the agents that it has interacted with. 
Consider, for example, email addresses of customers to Ama 
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Zon.com. The vendor-side SDI proxy can maintain profiles 
for each user that it interacts with, indexed on the basis of the 
log-in identity that a user users. The agent can also use a 
“processor device that takes data about the profile of a user, 
and the rules that have been collected based on profile infor 
mation in its local database and from wider SDI query execu 
tion, and computes the personalized information that n agent 
might be most interested to receive. The personalization 
agents information database (FIG. 8) contains all informa 
tion that the agent can provide to other agents, for example 
this would be all of today's news stories in the case of an agent 
representing the NewYork Times. The rules database contains 
methods that the agent can use to decide how to select infor 
mation to present to a user based on profile information about 
the user. The profile information can be stored local to the 
personalization agent for the information that the agent has 
collected about other agents, other information will be stored 
either in a central SDI database, or client-side at the user's 
SDI proxy. The communication modules receives requests 
from information from agents, and information about agents 
profiles, either from agents directly or from the central SDI 
server. The communication module also sends rules and pro 
file information to other agents, requests for information to 
the central SDI server, etc. In FIG. 9 we look inside the 
personalization agent's control module, which is the module 
that receives requests for information from the communica 
tion module, and checks whether the agent has the type of 
information that the agent requests, and then recovers the 
profile for the requesting agent and sends that to the proces 
sor. The processor selects a rule from the rule database to use 
in deciding what data to send to the requesting agent, and can 
also select a method from the rule database to accompany the 
data when it is sent to a requesting agent. 
0388. The control module receives a request for informa 
tion from the communications module, and checks with the 
information database for its capabilities to provide informa 
tion. A query can also specify no particular information. The 
next step is to consult the profile database, and investigate 
whether the agent already has profile information about the 
user, which it can used in the processor to select a rule that will 
decide which information to push to the agent. 
0389. The processor returns a rule, and the control module 
consults the information database, and recovers the required 
information. Finally, the control module forwards the infor 
mation, and optionally a method to further process the infor 
mation at the requesting agent with profile information stored 
locally to the requesting agent. FIG. 10 illustrates the role of 
the processor module in the personalization agent. The mod 
ule receives the request for information from an agent, and 
any profile information that the personalization agent already 
has about that agent or that is provided with the information 
request. The processor consults the rule database, and selects 
a rule with which to decide what information to send to the 
agent. The processor can also decide to send a rule with the 
data, that will be processed on the client of the agent making 
the request for information based on local profile information 
to that agent. 
0390 The decision module within the processor (FIG. 10) 
selects a suitable rule, and decides what information to pro 
vide to the agent. This rule is passed to the threshold testing 
module. This is where a decision is taken about whether 
further customization should be performed local to the 
requesting agent, based on its local profile information. If the 
rule provides sufficiently well personalized information then 
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the processor instructs the control module to process the 
information with the rule, and send the results back to the 
information gathering agent. Otherwise, for example in the 
case that the personalization agent does not have accurate 
profiling information about the requesting agent, the proces 
sor will instruct the control module to partially process the 
information as best as it can, and then send that processed 
information and an additional rule to the agent for additional 
processing. 

9. Data Management 

0391 The invention of SDI, in its most general form, 
refers to the system for a privacy-protected market for data 
interchange between multiple parties. In this section we dis 
cuss possible methods for an agent to manage its disclosure of 
data to the data interchange, and to other agents in the system. 
We allow agents to adopt different identities, and submit 
different information under different identities. The idea is 
that a pseudonym prevents other agents from exchanging 
information. Given an identity management policy, the data 
management policy is then used to determine what data to 
Submit to the central data server, or release to other agents, 
under a particular pseudonym. The agent needs to choose 
what data to release, and what price rules to associate with 
that data. We propose client-side “proxy agents’ to interme 
diate the interactions between agents, and manage data pro 
vided to the central SDI data warehouse; and methods to 
manage an agent's identity in interactions with other agents, 
for example via pseudonymous and anonymous interactions. 
The proxy agents control the amount and types of information 
exchanged between agents. We refer to the proxy as “client 
side', because it resides on the machine local to the agents 
that participate in the system of SDI. The client-level SDI 
proxy, implemented as a client program running on the user's 
client machine, manages all data release from the user to other 
agents and to the central SDI data warehouse. The proxy 
might usefully provide a rule-based interface to allow a user 
to select appropriate data management policies. 
0392 An important application of SDI is to a system for 
business-to-consumer (B2C) e-commerce, where SDI allows 
individuals to provide vendors with access to profile informa 
tion that is collected client-side about an individual as he/she 
interacts with vendors, but retain control over the amount and 
level of detail that is made available and collect payment for 
that information. A key function of the client-level proxy is to 
control the ability of multiple vendors to track a user, by 
control of the identity of a user in its interactions and the 
information released. The client-side proxy agent maintains 
profile information about a user, but releases that information 
according to a user-defined policy. The system of SDI, 
together with these client side proxy agents, allows a user to 
control the amount of information that is released to vendors 
and other agents, and allows users to exchange information 
within a privacy-protected and carefully controlled market 
place and receive personalized products and services The 
proxy might usefully provide a rule-based interface to allow a 
user to select appropriate data management policies. Vendors 
can run collaborative-filtering type applications on profile 
data from many online consumers, and use that information to 
personalize products and services in the future. Vendors can 
continue to build collaborative filtering models and other 
personalization models that used extended profiles, and users 
can receive the benefits of personalization without releasing 
profile information to a vendor; e.g. by personalization within 
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the central SDI query-execution module or by personaliza 
tion on a user's client machine. 

9.1 Overview 

0393. The basic assumption is that there is no technical 
method to prevent vendors from sharing information once 
they have that information, but it is possible to reduce the 
value of that information and the privacy implications for a 
user by making it very difficult to determine that two agents 
represent the same user in two different interactions. 
0394 The ability to interact pseudonymously with other 
agents, and adopt a unique (temporary or persistent) pseud 
onym for each agent-agent interaction, is not in itself novel. 
This is described in the literature, for example as early as the 
work of Chaum Chaum 85, and others more recently FR 
98; Cranor 96; BGGMM 97; BGGMM 98. What is novel is 
the central SDI privacy-protected marketplace, that respects 
metainformation that agents associate with data, to carefully 
control the availability of data to other agents. Also novel is 
the method of distributed query execution (Section 8), that 
allows an agent to push a method to another agent, and take a 
decision based on private information without learning the 
information. 

0395. In Section 9.2 we present example identity-manage 
ment policies. At one extreme, if an agent interacts with every 
other agent under a unique pseudonym, and never allows two 
agents to match its identity based on information that it 
releases, then the other agents have no way of combining 
information about the agent. In the business-to-consumer 
e-commerce example, Vendor A cannot share information 
about consumer Z with vendor B unless vendor B has some 
way of linking its customer with the customer of Vendor A. 
This can be done at present via cookie mechanisms and adver 
tising networks (e.g. DoubleClick), or simply by matching 
identifying information (e.g. user name, e-mail address, 
credit card number) across sites. 
0396. In Section 9.3 we describe data-release policies, 
which are methods that determine what information is 
released for each pseudonym a user selects, and the rules 
associated with accessing that information. We also note that 
an agent can choose to introduce a level of noise-perturbation 
to data before its release, so that the data is still useful but 
cannot be used to link an agent across multiple pseudonyms 
via the data that it releases. Alternatively, an agent can release 
data with a reduced level of accuracy, for example within a 
range of values, and/or restrict the types of data that are 
released. Methods of data perturbation are discussed in more 
detail in Section 10. Finally, note that there are two parts to the 
data management policy. One relates to the data that a user 
releases to the central SDI data warehouse under a particular 
pseudonym, and another relates to the data that an agent 
releases to another agent in a direct agent-agent interaction. 
The following bullets summarize the distinction, and note the 
sections for more details. 

0397 (9.3: Data Management Policy Manage the 
Release of Data to the Central SDI data warehouse (with 
either physical uploading of data, or release of links to 
physically distributed data); this includes the association 
of price-rules with data that is provided to SDI. 

0398 9.4: Agent-Agent Data Management Manage 
direct Interactions with other Agents, for example con 
trolling the identities used in interactions, and the 
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amount and type of information released. This is really a 
special-case of Sections 9.2 and 9.3 for data release to 
the central SDI database. 

0399. In addition to the identity and data management 
policies, an extension of SDI could allow statements about 
“fair use of information, much as is developed in the W3C 
P3P project W3C: CR 98: RC 99, that allows a user to state 
for example whether or not it would like to receive electronic 
mail in response to information, whether the data can be 
exchanged with other agents, whether it can be used for 
personalization. “Fair use” policies are typically protected by 
"catch and punish' mechanisms, for example with spot 
checks by special interest groups on business practices, and 
not with technical solutions. In comparison, we focus on 
technical solutions to allow a user to control information held 
by other agents; for example by careful identity management, 
careful data management, and careful metadata annotations 
to control queries in the central SDI database. 

9.2 Identity-Management Policy 

0400 Identity management policies allow an agent to 
assume pseudonymous or anonymous identities in its inter 
action with other agents, for example in the context of con 
Sumer-to-business commerce preventing two vendors from 
exchanging information about the same agent on the basis of 
the agent's revealed identity. An identity-management policy 
defines an appropriate identity (pseudonymous or anony 
mous) for differentagents with which an agent might interact. 
04.01. A pseudonym can be unique for each agent-agent 
interaction pair, in which case another agent can store infor 
mation about repeated interactions but cannot exchange that 
information with other agents on the basis of the pseudonym, 
because the pseudonym is unique. A strongerform of privacy 
is provided with an anonymous identity, that does not allow 
even the same agent to track the agent across multiple inter 
actions. An anonymous identity exists only for a single ses 
sion—until either party agent changes context and connects 
to another agent. A pseudonymous identity system can be 
implemented using standard cryptographic techniques 
known in the art. For example, the JANUS/LPWA system 
BGGMM 97; BGGMM98 allows a client-side proxy to 
compute a new pseudonym for an agent, and also a new e-mail 
address and user-name and password for that pseudonym, to 
allow access to web-pages that require user log-in. In particu 
lar, it is possible to compute new pseudonyms for a user 
without a central register of pseudonyms that could compro 
mise a user's identity, through the technique of “blinded 
signatures' Chaum 85. 
0402. The identity-management policy can be configured 
by a user when he/she first registers with the system of SDI; 
for example a simple policy might classify agents according 
to the certificates that they can present, and select a pseud 
onym according to the agent's class. 
0403. Other reasonable identity-management policies 
include: 

0404 Absolute Privacy. At the highest level of privacy 
an agent interacts anonymously with every other agent 
So that agents cannot learn about the agent across ses 
sions, and cannot personalize future interactions. Fur 
thermore, information about the transaction with the 
agent, cannot violate a user's privacy when provided to 
other agents, so long as the agent does not release any 
identifying information during its transaction. 
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04.05 High Privacy. At the next level of privacy, an 
agent interacts with every agent under a unique persis 
tent pseudonymous identity. This prevents another agent 
exchanging information about the agent with other 
agents, unless the agent reveals other identifying infor 
mation. However, this policy does allow agents to 
receive personalized information over multiple sessions 
with the same agent, directly without the vendor using 
information submitted to the central SDI data ware 
house, or stored on a client-side single-user database. 
Another agent can personalize information, but only on 
the basis of previous transactions with the agent. In an 
Internet environment this mode of interaction allows a 
Vendor to track its customer across multiple sessions. 

0406 Medium Privacy. Use the same persistent pseud 
onymous profile with groups of other agents, perhaps 
segmented according to the type of task that an agent is 
performing. With this level of privacy agents still control 
of the ability of other agents to build portfolios of infor 
mation. Examples: (a) an agent might specify one iden 
tity for wheneverit is purchasing books, so that any book 
seller agent that it approaches can access profile infor 
mation that relates to the agent's previous book pur 
chases and queries (so long as someone will provide/ 
exchange/sell/rent that information to the agent); (b) an 
agent might require that a different pseudonym is used 
for business-related transactions and leisure-related 
transactions, to allow more precise personalization; (c) 
consider a family that interacts with other agents 
through the same SDI proxy. Each member of the family 
might choose to use a different pseudonymous persistent 
identity for all of his/her on-line transactions. 

0407 Low Privacy. No attempt is made to protect the 
identity of an agent. This is the default privacy level 
provided via current Internet browsers, at least in the 
common usage of individuals. The system of Secure 
Data Interchange is useful with this level of privacy only 
to the extent of leveraging the value of information that 
has not been released to any agent. There is not technical 
method to prevent agents from exchanging information 
that relates to transactions they have performed with the 
Same agent. 

0408. A general method to select a “medium' privacy 
strategy, with different pseudonyms for different agents, but 
Some shared pseudonyms, is to Suppose that agents present 
certificates. A certificate places an agent into a particular 
class, and each class is associated with a particular pseud 
onym. Therefore agents that can position themselves in a 
particular class that is shared with other agents can share 
profile information; while an agent that can not position itself 
within a shared class will receive its own unique pseudonym. 
04.09. A useful default policy is to suggest that an agent 
adopts a unique pseudonymous identifier for each vendor that 
they interaction, and then explicitly link pseudonyms as they 
decide, via a link-command to the central SDI database. The 
policy is a hybrid of the core Suggestions above. Initially a 
user selects high privacy, but the user can choose to incre 
mentally relax this privacy decision on the basis of continued 
interactions with agents. A user might also sell links between 
profiles, to agents that can present the right characteristics and 
pay the right price. 
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Example in Consumer-Business On-line Commerce 
0410 FIG. 11 illustrates agents 1, 2 and 3; agent 1 main 
tains one pseudonym for vendors 1 and 2, and a different 
pseudonym for vendors 3 and 4; agent 2 maintains one pseud 
onym for vendors 3 and 6; agent 3 maintains a unique pseud 
onym for each of vendors 1, 3 and 5. Of course, a vendor 
might adjust its level of service according to the level of 
identification provided by an agent. For example, a vendor 
might provide a more complete service to a user that provides 
a pseudonym than a user that provides an anonymous identi 
fier, because a pseudonym allows a vendor to collect infor 
mation over an extended period of time and build a detailed 
profile that can enable future personalization. 

9.3 Data-Release Policy 

0411. The client-side SDI proxy provides support for 
automatic Submission of profile data, and other types of data, 
to the SDI central data warehouse. This includes policies for 
pricing queries, and policies for introducing random pertur 
bations to data. 

0412. There are a number of human/computer interactions 
that are important in allowing a user to configure these 
options. Many of the issues were anticipated in Cranor's work 
CR 98: RC 99, in which she describes methods adopted in 
the W3C P3P (platform for privacy preferences) project, and 
Suggests that users can as a first step select a special interest 
group with which they are affiliated, use that as a base policy, 
and then adapt the policy as necessary. Alternative techniques 
include decision-tree methods that ask a user a number of 
questions in order to ascertain an appropriate service. There 
are many dimensions that a user might like to identify; for 
example: the type of information that can be released, the 
types of queries that can be performed on that data, the price 
that must be paid to perform the queries. For example, we 
might hardcode different price and data-release policy codes, 
e.g. A B C D . . . . and allow third-parties to provide maps 
between data types and an appropriate policy code. 
0413 We view an agents complete data release policy as 
an intersection of its data management and identity manage 
ment policies. As with identity management, a simple varia 
tion will define a fixed number of data management policies, 
stating types of data that can be released and conditions, and 
a mapping from agent certificates to policies. An agent can 
receive whatever policy it presents a certificate for. 

9.3.1 Data Validation 

0414. The SDI client-side proxy can also provide a useful 
service of validating data in profiles. This can be important in 
scenarios in which it is possible that a user can try to misstate 
information in the database for personal gain. For example, 
consider a consumer-business e-commerce system in which 
vendors determine user discounts for products based on their 
profile information. Clearly all users will attempt to adopt the 
profile for the cheapest price, if that is known, and if that is 
possible. We can allow vendors to specify that they will only 
follow validated information, for example if a user's profile 
states that he/she is very price sensitive, then it is more useful 
to know that if the assessment is based on validated transac 
tions performed via the SDI system. In general terms, infor 
mation is valuable within a marketplace if the information is 
accurate, and we can use client-side validation to achieve that 
goal. 
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0415 Consider another business-consumer e-commerce 
example. In general it is useful to allow an agent to duplicate 
information across different identities in the SDI data ware 
house, e.g. my Zip code might well be information that I am 
very happy to associate with all of my profiles because it is not 
too revealing of my identity. However, as a vendor I might like 
to know that when I execute a query I am not paying to receive 
duplicated data records for the same user. One useful way to 
prevent this is to allow a user to also state with some records 
“this is the only user profile for which I am choosing to submit 
this piece of information’. For example, if user A purchases 
book X then the user might choose to associate information 
about that book purchase with just one of his/her profiles in 
the SDI data warehouse, e.g. the profile for the “book-reader'. 
Stating this allows a vendor to specify within its query that it 
is only interested in receiving information associated with 
profiles that include this “exclusivity' claim. The SDI client 
side proxy can provide a guarantee that the user only associ 
ates data with one profile, for example using a cryptographic 
method, e.g. signing the data record with a key to indicate that 
it is a unique record. 

9.3.2 Data Perturbation 

0416. In addition to an agents identity management and 
data-release policy an agent must be careful that it does not 
compromise its identity-management policy by releasing 
identifying information. For example, an agent must be care 
ful not to release the same piece of information X under 
pseudonyms P1 and P2 if it is unlikely that the information 
would relate to two different agents. In the next section we 
discuss the concept of data perturbation in some detail. The 
idea is that an agent must add enough noise to any information 
that is released to prevent identification by another agent, 
unless the other agent already knows the agents true identity. 
This date-perturbation module can run on top of identity and 
data-release methods. Without careful management of the 
control of information a pseudonymous identity management 
policy is redundant. Remember, whenever pseudonymity is 
compromised there is no technical method to prevent vendors 
and other agents from exchanging information about the 
agent. 
0417 Agents are careful to reveal only information that 
will not allow a vendor to link the identity of a user across 
multiple pseudonyms, defeating the identity management 
policy. Pseudonymity can be broken whenever an agent 
reveals the same piece of information, X, to multiple agents, 
e.g. A and B, and that informationX has significant discrimi 
native power. Agents A and B might be able to deduce with 
quite high probability that it is likely that the two pseudonyms 
refer to the same agent; and therefore combine their profile 
information and defeat the user's profile management policy. 
0418 Consider an extreme example in business-to-con 
Sumer e-commerce: if agent 1 reveals its social security num 
ber to vendors 1 and 3, its pseudonymity is broken. Vendors 1 
and 3 can now communicate and deduce that the agent that 
interacts under pseudonym P1 and pseudonym P2 is the same 
agent, and therefore share profile information that the agent 
would like to isolate from each agent. The pseudonymity is 
broken in this case because social security numbers are 
unique identifiers. A slightly more subtle example is to con 
sider an agent that provides a combination of profile infor 
mation to two vendors, where the information taken together 
is suitably revealing that the vendors can conclude that the 
pseudonyms relate to the same user with high probability. 
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0419. At the other extreme, we might simply provide no 
personal identifying information, such that in a business 
consumer e-commerce application the vendor knows only the 
type of product that the agent is looking for, or the request for 
information made by the agent. In this situation we can use 
the methods disclosed herein to complete a transaction with 
pseudonymous physical mail and pseudonymous payments. 
0420. A slightly more advanced method is to classify 
information as identifying and non-identifying, where infor 
mation is non-identifying if no amount of the information can 
break a user's identity; e.g. information common to many 
other users, perhaps the city in which a user lives, a rough 
salary range for a user, a user's banking institution, etc. In 
comparison, identifying information might include a user's 
street address, a user's favorite book, a user's exact salary, etc. 
0421. The data-perturbation approach is to select the 
information to release, via an agents data-release policy, and 
then add a necessary amount of random noise to that infor 
mation to protect a user's identity. We can add a small amount 
of random noise to data, enough to prevent identification, but 
not so much that the data has no value to another agent. For 
example, my year of birth and Zip code might be almost as 
valuable for customization purposes as is my full date of birth 
and street address. 

9.3.3 Click Stream Data 

0422 One type of data that is especially interesting in a 
browsing environment is click stream data, which is stored at 
the client machine and represents a sequence of clicks that a 
user has executed, possible across multiple vendors. The data 
can be stored on a user's local client machine and periodically 
released under an appropriate pseudonym to the central SDI 
data warehouse. The client-level proxy server that runs on a 
user's host machine is in a unique position of being able to 
monitor the user across different pseudonyms and across 
different vendors’ sites. The client proxy might also collect 
information about: 

0423. The information that is displayed to a user (e.g. 
the text, the pictures, etc.) 

0424) Information typed at the keyboard, and profile 
information transferred from the client machine to a 
vendor. 

0425 The data is gathered by passively observing the 
actions of the user, and not by direct question-and-response. 
Possible click stream data release policies include the follow 
ing data-release policies: 

0426 A. Release no information. 
0427 B. Only release data on the URLs of the most 
recent sites visited. 

0428 C. Release data about the URLs of the most recent 
sites visited, and the information displayed to the user. 

0429 D. Release data about the URLs, the information 
displayed, and the information entered by the user. 

in combination with a suitable identity-management policy. 
For example, an agent might state that all click stream data 
should be released under the pseudonym that the agent adopts 
for a particular transaction, i.e. all click stream data with 
amazon.com should only be associated with my “buying 
books' pseudonym. An alternative policy might state that 
click stream data should be stored under a unique pseudonym, 
and not identified with any of a user's other pseudonyms. The 
agent might then allow a vendor to perform limited queries on 
that data, for example only query information related to par 
ticular domain names. Many variations are possible: e.g. use 
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a unique pseudonym for each new URL domain, i.e. when 
evera user skips to a new site, Submit click stream data under 
a new pseudonym. 
0430 Click stream data can be subject to random pertur 
bation, just like standard data—for example removing time 
stamp information and adding noise to the URLs that a user 
clicks. 

0431. There may be other click stream data release poli 
cies worth considering outside the preferred embodiment 
discussed above. For example, an Intermind patent, provides 
for the release of a users information according to the terms 
and conditions of the user's own data disclosure policy. 
0432 Such an arrangement could be further enhanced by 
conditioning the quality of the data released by the vendor to 
the user on the strictness of the user's own data disclosure 
policy—users could then be rewarded to share more of their 
clickthrough data. Various levels of security could also be 
guaranteed to the user releasing such information—for 
example the data perturbation technique could be used to 
ensure that the vendor only receives aggregate information 
about his visitors. 

9.4Agent-Agent Data Management 

0433. It is important that an agent that submits data to the 
central SDI data warehouse also maintains careful control 
over the data that is directly released to other agents through 
one-to-one interactions. It is necessary to prevent a “black 
market' in data. Furthermore, a user might simply prefer that 
another agent (for example representing a vendor) does not 
know certain pieces of information. 
0434. With respect to preventing a black market in infor 
mation about a user, it is important to prevent two different 
agents linking the identity of an agent under two different 
pseudonyms, based on comparing information provided by 
an agent under each pseudonym. We do not propose a tech 
nical solution to prevent these agents exchanging information 
(outside of SDI) about the agent when this type of linking is 
possible. Such violations can not only affect a user's privacy, 
but might also decrease the value of information provided to 
the SDI data warehouse, since information can be readily 
exchanged between agents outside of the constraints of SDI. 
Fundamentally, the policy under which an agent handles data 
release to another agent is no different from the policy with 
which data is released to the central SDI data exchange. This 
is a special case, in which the agent knows that it is providing 
explicit permission for an agent (specifically the agent with 
which it interacts) to receive all information that it releases. 
As indicate above, the pseudonym and the data release to 
another agent can be determined by certificates that the agent 
is able to present, and an agent's local data and identity 
management policies. 
0435 For example, suppose that the policy defines that 
certificate A confers the right to receive a persistent pseud 
onym, and also receive links to the pseudonyms in set P1. 
Suppose the certificate B confers the right to receive an 
anonymous pseudonym, and receive no links, and certificate 
C confers the right to receive a persistent pseudonym, and 
links to pseudonyms in set P2. Finally, Suppose an anony 
mous profile is the default. Now, Suppose a vendor presents 
certificates A and C. This vendor receives a persistent pseud 
onym, and links to pseudonyms in the union of sets P1 and P2: 
a vendor that presents A and B receives a persistent pseud 
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onym and links to pseudonyms in set P1; and a vendor that 
presents no certificates receives an anonymous profile and no 
links to other pseudonyms. 

9.5 Light Clients: Web-Centric Data Management 
0436. In this section we describe a variation that pushes 
data management to a centralized web-server, so that “light' 
mobile computing devices can achieve the same functionality 
as a more powerful desk-top computer. The convergence of 
telecommunication and computation technologies is leading 
to many new mobile devices, but they often have limited 
computational resources processing power, memory, Stor 
age space, battery life-time. It is an interesting problem to 
provide these mobile devices with general computational 
abilities, for example leverage centralized computation to do 
Such compute-intensive tasks as data mining and information 
extraction. 
0437. We explain how the functionality of the client-side 
proxy agent, for example in managing the identity and profile 
information of a user as he/she interacts with other agents in 
a networked environment, can be pushed to a central server in 
the system of Secure Data Interchange. This is useful in the 
case of a light client with limited data storage and information 
processing capabilities. This enables a user to maintain a 
persistent SDI profile across different client machines, for 
example at work and at home. The profiles and pseudonyms 
that an agent uses to interact with other agents can be stored 
in a central computational server, with remote user access. 
Alternative technologies, such as Smart-card technologies, 
might allow information about an agent to be physically 
stored with a mobile agent, but use central servers and local 
compute devices to perform computation. 
0438. The first step is to support user-identification, for 
example via a mobile key-card Chaum 85; Chaum 91, pass 
word and question-response, a Voice-test, an iris-Scan test, 
etc. With this, the client’s proxy agent can authenticate its 
identity to the SDI profile management server, and request 
that the profile manager initialize a personalized interaction 
session with another agent. Consider for example a physical 
SDI device in a store, that requests notification whenever 
agents with light SDI clients are in its physical proximity. At 
this stage the light client and initiate an exchange of informa 
tion between the SDI store agent and the SDI central servers, 
and receive the benefits of a personalized interaction. 
0439 FIG. 12 illustrates a sequence of steps that can allow 
a light client to execute a customized interaction with another 
agent. Suppose agent 1 is a light client. Initially agent 2 
contacts agent 1, requesting profile information so that agent 
2 can provide a customized service to agent 1. Agent 1 
receives the request, and contacts the SDI profile manage 
ment server, which implements the functionality of an agents 
data management and identity management policies, and pro 
vides an identifier for the appropriate agent pseudonym to 
agent 2. Agent 2 can then request information about agent 1 
directly from the central SDI server, and finally provide per 
Sonalized information and services to agent 1. 
0440 The pending patent application “A System for Loca 
tion Enhanced . . . . patent application Ser. No. 09/314,321 
describes a method to identify a user based on location, which 
can allow automatic detection of close SDI-enabled agents 
based on physical proximity. The methods taught in the LEIA 
patent also suggest the use of a common user identifier, which 
could via simple look-up act as the Unique User identifier in 
the central SDI database. Other biometric variations, e.g. via 
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Iris Scan technology promise to allow personalized interac 
tions between people and other agents that they approach in 
the physical world, with sessions automatically configured 
based on identification and principles of consent. Location 
based filtering can be further used to allow relevant informa 
tion to be delivered to a user based upon his/her physical 
location. It is also possible to pre-cache personalized infor 
mation directly to the user's client (and server) thus overcom 
ing the bandwidth bottleneck or wireless connections. 
0441 Web-centric profile management can be used in an 
environment of mobile users that interact with many different 
computational devices, for example ATM machines, point 
of-sale terminals, etc. A simple variation of SDI allows a user 
to allow a machine with which he/she interacts to be auto 
matically configured for a personal session, based on care 
fully controlled queries from that machine to the central SDI 
data warehouse. A common “user identifier be it cards, codes 
or biometrics can be used to identify and personalize the local 
SDI client machine. The user may also be identified during 
off-line transaction via his/her credit or debit cards, for 
example on ATM machines and POS kiosks, providing pro 
motional offers and coupons. 

9.6 Smart Cookies 

0442. Current practice in web-browser based consumer 
to-business electronic commerce is to use cookies, which are 
identifiers placed on a users hard drive, to identify a user 
across an extended period of time. For example, if I access the 
New York Times from my home personal computer on Mon 
day, and then again on Tuesday, the New York Times server 
can identify that I am the same individual and build a profile 
of my interests, i.e. the new stories which I choose to receive 
first each day. This type of information about all of the users 
that read the Times can allow collaborative-filtering type 
techniques and personalization of information in the future, 
such that my “front page' is different from the front page of 
someone else. 
0443. However, cookies have the unfortunate side effect of 
allowing an individual to be tracked across the web pages of 
different vendors, for example across the web page of the 
New York Times (www.newyorktimes.com) and Amazon 
(www.amazon.com), if the Times and Amazon both embed 
content from the same third party in their pages. This hap 
pens, for example, with the DoubleClick advertising network. 
DoubleClick (www.doubleclick.com) operate a virtual net 
work of pages, and can track a user across any page within 
their network, and gather a very comprehensive user profile. 
Although the cookie mechanism is designed so that only 
Vendors with the same domain name can access cookies on a 
users hard drive, they can easily be used to profile users 
across multiple vendors, for example with a double-click 
style network that embeds a universal advert server within 
each page. 
0444 The system of SDI allows controlled personaliza 
tion, Such that a proxy-automated log-in session where the 
proxy presents a user's pseudonym to a vendor allows that 
vendor to track a user over time at its own web site, but a 
vendor cannot track a user across web sites. The SDI client 
side proxy agent will disable cookies in their current form 
(although introducing “smart cookies' to retain the initial 
functionality provided by cookies in Netscape's description, 
that of a stateful interaction with a user). Furthermore, ven 
dors can still perform collaborative-filtering style data-min 
ing across different data sets from multiple vendors, but only 
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with the explicit authorization of owners of that information, 
as presented by price-rules associated with that data in the 
main data warehouse. 
0445 Netscape, Inc. see Netscape.com technical notes 
for developers have proposed a method called “safe cookies' 
to retain the Stateful interactions that are an essential part of a 
good e-commerce interaction (Supporting shopping baskets, 
for example), but without the drawback of tracking users. Our 
smart cookie mechanism is similar, allowing stateful HTTP 
sessions without allowing a user to be profiled across multiple 
sessions. In its basic form HTTP is anonymous, there is no 
way to differentiate one request for information from another 
request for information. The cookie mechanism was designed 
to overcome this problem when it is useful to display consis 
tent information to a user over a sequence of "clicks', for 
example to implement a 'shopping basket in a on-line 
e-commerce site. An alternative mechanism is to embed 
codes in the URL itself, with the "+code” mechanism. 
0446. We propose a smart cookie, that is stored on a user's 
hard drive and provided with every HTTP mechanism sent to 
a vendor, but deleted as soon as the user changes his/her 
current context and goes to another URL domain name. For 
example, the New York Times can write a smart cookie to the 
users hard drive to associate that user with HTTP requests 
while the user does not change context and go to another web 
site. However, as soon as the user enters the amazon.com 
URL into his/her browser the cookie is permanently deleted 
from the users hard drive. Essentially, the solution must 
allow only temporary cookies, which expire at the end of a 
“session', as defined by the client machine. The temporary 
cookies provide stateful interactions in a TCP/IP system as 
with cookies, but expire at the end of a session. 
0447 Cookies are also used at present to allow a user to 
automatically and seamlessly log-in to a web page. We can 
avoid any loss of convenience to a user with automatic meth 
ods for log-in to remote servers, for example via the JanuS/ 
LPWABGGMM97; BGGMM98; GGMM98 or W3C pro 
posals (CR98: RC99; W3C-OPS 97): essentially the 
pseudonym and an associated password that a user adopts for 
a vendor allows log-in to that vendor. 
0448 Also important when Supporting a system that 
allows a user to browse pseudonymously is that the physical 
attributes of a network system are removed of their identify 
ing characteristics. For example, another role of client-side 
data management agents is to strip the from field in a HTTP/ 
TCP message. 

9.7 Implementation Details 

0449 In an Internet browser environment the client-side 
proxy agent that provides distributed data management for an 
agent might be implemented as a plug-in into the browser, 
that can for example be downloaded from a central SDI 
server. The browser is then configured to use the SDI proxy as 
its proxy, and the SDI proxy itself connects through a user's 
ISP (or other intranet gateway) to the Internet, and on to other 
Vendors. 

0450. The user provides his/her SDI proxy with personal 
information, Such as his/her name, mailing address, and 
e-mail address. The client-level proxy registers then registers 
the user with the central SDI server, providing the server with 
the name, address and e-mail address of the user. Other basic 
user information might include demographic information, for 
example a users job, marital status etc. The client proceeds to 

30 
Apr. 18, 2013 

automatically generate a unique SDI user ID code, and a 
private key to allow future authentication of its log-in. 
0451. The client can create a unique public key/private key 
pair. This key pair can be generated only once for a person, 
and although the central SDI userID server does not know the 
key pair, the server can verify that a key pair is only generated 
once—because a new user must present proof of identity to 
establish an account. The client generates a unique user iden 
tifier, UUID, for example with the methods taught in Chaum 
85; Schneier 92. The UUID can then be blinded and signed 
to certify that a user is registered with SDI, using Chaum's 
technique of blinded signatures so that the certifying agent 
does not the identity of the UUID that it signs Chaum 85, 
Chaum 92. The client-level proxy can remove the blinding 
factor, to compute a signed UUID that it uses when it is 
necessary to generate new pseudonyms and request new cer 
tificates. 
0452. The client-level proxy can now sign messages with 

its private-key, and provide the signed to UUID, to verify that 
(1) the UUID represents a validated user; (2) it is the client 
level proxy authorized to act for the user, because it has the 
private-key associated with the UUID. The client-level SDI 
proxy uses the private key to authenticate messages that it 
sends to other modules within SDI, such as Pseudonym 
administering servers. The unique user ID for a user does not 
carry any information about the user, its sole purpose is to 
provide a unique identity. The unique UUID can also be used 
to generate new pseudonyms for users that are certified one 
time for a particular vendor, so that the user certifies that 
he/she maintains the same profile for all interactions with a 
vendor. 
0453 At this stage the central SDI server might verify the 
identity of the user, and also check that the user is not already 
registered with SDI. The method for verifying the identity of 
a user could include requesting that the user provides his/her 
Social security number, or some other institutional Solution 
that is used for this purpose. In the future we could envisage 
an electronic system for Such an identity procedure, but the 
method might require for the user to execute this initial step in 
person with the presentation of a recognized photo ID. The 
central SDI user ID server maintains a database of all users 
that are registered with SDI, and checks that that the user is 
not already registered with the system of secure data inter 
change. The central SDI proxy may also provides the user 
with a signed certificate of Some universal identifier. Such as 
its Social Security Number, that the user can use to generate 
other certificates from certifying agencies, to be able to gain 
certificates under pseudonymous identities. 

9.7.1 Initializing Identity and Data Management 
Policies 

0454. The client-side SDI proxy might provide a rule 
based interface to allow a user to select from a menu of 
defaults an appropriate profile management policy, or to con 
figure with the aid of a decision tree an appropriate profile 
management policy for a user. Profile management policies 
define how a user will interact with various classes of vendors 
(depending on the nature of the business that the vendor is 
engaged in), the kinds of uses to which the transactional 
information that a vendor collects can be put to, and the 
amount of information that a vendor which collects profile 
information about a user is authorized to release. The client 
level proxy manages a users interactions with vendors, to 
keep them within desired policies. 
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9.7.2 Generating a New Pseudonym 

0455 The method of blinded signatures Chaum 85: 
Chaum 92 provides a useful technique to generate new 
pseudonyms for a user, without any centralized database that 
stores pseudonyms. The client-level SDI proxy can generate 
a new identifier, comprised of a sequence of bits, that will be 
unique with a high degree of probability. The identifier is 
“blinded' and then submitted to a trusted-third party to be 
authenticated for use as a pseudonymous identifier. When 
authenticated the blinding factor is removed, and the final 
signed pseudonymous ID can be used as a new identifier. The 
signature can allow a user to associate certificates with that 
identifier, and also to Verify that the user has only a single 
pseudonymous ID with a particular vendor. 
0456) Pseudonym administering authorities (PAS) cannot 
build dossiers of the pseudonyms, because users Submit 
“blinded' identifiers. The only information that a PAS has is 
the list of unique vendors that a particular user has registered 
with. The pseudonym administering server can be operated 
by an agent with a trusted relationship with a particular ven 
dor. 
0457. Every SDI user has a unique identifier, a UUID, that 

is presented to the PAS with the new pseudonymous identifier 
to be validated. The PAS can verify that this is the first pseud 
onym for a particular vendor. Each Pseudonym administering 
server has a public key/private key pair (PKPAS, SKPAS) for 
each Vendor for which it validates new pseudonyms. A signed 
pseudonymous identifier, signed with the private key of PAS, 
verifies that the pseudonym is valid. Cryptographic tech 
niques ensure that the signature cannot be falsified, and allow 
another party to verify the signature with the public key of the 
PAS. This enables a vendor that receives the pseudonym to 
validate that the pseudonym is unique for the user, to enable 
persistent interactions across multiple sessions. 
0458 An agent can use its pseudonymous identity to ini 

tialize transactions with a vendor, and also to encrypt mes 
sages. However, it may be more efficient to exchange future 
messages with a shared key pair—this is more efficient to 
implement that an asynchronous key pair cryptographic solu 
tion. Messages can be encrypted with the shared key, that only 
the user and the vendor know. This (1) validates that the 
message is from the sender; (2) ensures that only the intended 
recipient can read the message. 

9.7.3 Automatic Client-Side Profile Management 

0459. When a user clicks to a new URL the SDI proxy 
agent must determine (a) the identity to adopt with the ven 
dor, and (b) the profile-management policy to adopt with the 
vendor. The first-step can be performed by local look-up, in a 
stored table of the vendors that the user has interacted with. 
Should the vendor be a new vendor, then it is necessary to 
implement the identity-management policy based on certifi 
cates provided by the vendor, and then either use an existing 
pseudonym or alternatively adopt a new pseudonym. 
0460. With an appropriate pseudonymous identifier the 
proxy agent can connect to the vendor, sending the vendor its 
signed identifier to identify itself. The proxy server continues 
by sending the data privacy policy for the user with this 
vendor, signed with the private key for the pseudonym. This 
serves three main purposes: (1) it demonstrates to the vendor 
that the user is indeed the owner of the public key PKP. 
because the user has the secret key that is associated with it; 
(2) it informs the vendor about the data-privacy policies that 
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the user requires; (3) whenever the vendor submits informa 
tion about transactions with this user to the central SDI server 
it must also submit this certificate to verify that it is following 
the user's guidelines. 
0461 The client-side SDI proxy agent might also provide 
a “connection-certificate' to provide the vendor with certain 
abilities to access information about the user in the central 
SDI data warehouse, as described in the earlier section. When 
a user connects to a site and provides a certified public key, the 
first-level proxy server also provides a time-stamped certifi 
cate of connection, S((PK* V.T), SKP), where T is the current 
time, PKV is the unique public key of the vendor, and SKP 
is the secret key of the user for the pseudonym that it uses with 
the vendor. This “connection certificate” is used by the vendor 
to request a profile-release from the central SDI server. 
0462. The proxy agent than implements the profile-man 
agement policy, as it relates to the certificates presented by the 
vendor. First, the agent might submit the basic profile infor 
mation to the vendor, for example a users age, nationality, 
state, sex—anything a user is happy for any vendor to know. 
This is the basic profile that is configured by the user during 
initial registration with SDI. Later, the vendor might request 
profile information, that can be provided if the vendor is 
authorized to receive Such information. 

9.7.4 Leveraging Existing Standards 

0463. The architectural framework outline above can be 
implemented with a number of existing technical methods. 
One approach is to use the Extensible Markup Language 
(W3C-XML) to encode information exchanged between cli 
ent agents and Vendoragents, for example profile information 
and requests for information. This has been Suggested by the 
W3C consortium. The eXtensible Markup Language (XML) 
proposal of the Worldwide Web Consortium working group 
on SGML provides an ideal standard for representing such 
information. XML allows meta-content to be included with 
documents, machine-readable information that enables docu 
ments to be processed by client software. Augmenting web 
documents with structured information enables clients to 
respond to requests for profile information. XML can repre 
sent rich data structures, and that allows a grammar to be 
defined for information that allows data to be automatically 
verified for correctness. 

Example: An XML Representation for a Profile 
Request Message 

0464) A vendor might request profile information from a 
client-side SDI proxy agent. A vendor sends a Request Pro 
file message, and the client-side SDI proxy agent responds 
with a Profile Update message, that contains profile infor 
mation, in accordance with a user's profile management 
policy. The request-response mechanism can be implemented 
using the standard HTTP Post/Response mechanism in con 
junction with XML message types. The Request Profile 
message can be represented in XML as: 

<2XML version = 1.02> 
<?xml:namespace ns = "http://www.sdi.com" prefix = "SDI"?> 
<doc 
<SDI:Request>http://www.some vendor.com <SDI:Request> 
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and the SDI proxy agent's Profile Response message can be 
represented in XML as: 

<2XML version = 1.02> 
<?xml:namespace ns = "http://www.sdi.com/clientX12345" prefix = 
"SDI"> 
<doc 
<SDI:Updates 

<SDI:Profe 
<SDI:Items (1231, 0.453) </SDI:Items 
<SDI:Items (1041, 0.034) </SDI:Items 

<ASDI:Profe 
</SDI:Updates 

0465. An illustrative Document Data Type (DTD) for an 
SDI:Profile element type is presented in the next section. The 
XML messages are included in the body of standard HTTP 
Post/Response messages. We limit the performance degrada 
tion caused by out-of-date profile information that is stored 
within web pages of on-line vendors by associating “out-of 
date' time stamps with the profiles that are provided by the 
central SDI server. This mechanism is similar to the “expira 
tion time' tag of a Netscape Cookie message. The frequency 
with which profile updates need to occur will depend on the 
speed with which profile information changes. The “out-of 
date' time stamp can be included as an additional element in 
an SDI:Update message. 
0466. The system as outlined above can be implemented 
within the current HyperText Transfer Protocol (HTTP), as a 
sequence of challenge/response pairs between clients and 
servers. The HTTP Post/Response mechanism allows clients 
and servers to exchange data, and this data can be an instance 
of an XML Document Type, within the body of a HTTP 
message. The HTTP protocol is the underlying mechanism, 
with SDI messages contained in the body of the HTTP Post 
and HTTP Response as XML documents. 

Example: A Possible XML Representation of a User 
Profile 

0467. The World Wide Web Consortium (W3C) SGML 
working group developed XML (eXtensible markup lan 
guage) to provide an open and extensible grammar for struc 
tured data XML. An XML document has an associated 
schema definition to enable an XML-enabled browser to vali 
date the structure of XML data automatically. A Schema in 
XML is called a Document Type Definition (DTD), and 
defines the names of tags, their structure, and their content 
model. XML allows the DTD for an XML file to be identified 
through a Universal Resource Indicator URI in the header of 
the file (see below). XML also allows URIs for mobile code 
resources to be referenced, in order to enable a client to 
process embedded XML data. An XML document must be 
well formed, and in order to be well formed the tags must 
form a tree structure. In addition, the DTD allows the struc 
ture of an XML document (an instance) to be validated 
against a particular schema. Senders and receivers must only 
send valid SDI files. Each SDI message is a valid XML 
document. 
0468. We provide an example XML instance and part of a 
Document Type Definition for use within the system of SDI. 
We assume in this example that profile information is repre 
sented as a list of attribute-value pairs within an XML docu 
ment. An attribute is defined by a numeric code, and the value 
defines the weight of the attribute. For example: 
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<2XML version = 1.02> 
<?xml:namespace ns = "http://www.w3.org/OPS/OPS" prefix = 
"OPS"> 
<?xml:namespace ns = "http://www.sdi.com" prefix = "SDI"?> 
<doc 
<SDI:ProfileData 

<SDI:Location> 
<SDI:Geocode> 12321561 <SDI:Geocode> 
<SDI:DigiMap>http://www.digimap??12321561 
</SDI:DigiMap> 
<OPS:Zip> 19103 <SDI:/Zip> 

<SDI: Location 
<OPS: Demographics 

<OPS:Genders> F<OPS:Genders> 
<OPS:Age> 26 </OPS:Age> 
<OPS:Income 50000-75000 <OPS:Incomes 

</OPS: Demographics 
<SDI:ID> 

<SDI:Pseudonym P12543 </SDI:Pseudonyms 
<SDI:PublicKey> 12453246129421 </SDI:PublicKey> 

<ASDI:ID> 
<SDI:Profe 

<SDI:Profile-items (1242, 0.546) </SDI:Profile-items 
<SDI:Profile-items (56,0.045) </SDI:Profile-items 

<ASDI:Profe 
<SDI:ProfileData 

0469. The Document Type Definitions for this document 
are specified in the header, and include URIs to a DTD of the 
Open Profiling Proposal of the W3C, and also a DTD of the 
Secure Data Interchange. The OPSDTD is used to bootstrap 
the SDI DTD, providing tags for common profile informa 
tion, such as Gender, Age, Income, etc. The section of 
the SDI Document Type Definition that is used in the above 
XML fragment is presented below. It makes reference to tags 
defined in the OPSDTD, and the RDF (Resource Description 
Framework), a W3C proposal to standardize the structure of 
Digital Type Definitions for XML documents. XML Name 
spaces NS provide a method for unambiguously identifying 
the semantics and conventions governing the particular use of 
property-types by uniquely identifying the governing author 
ity of the vocabulary, for example OPS and SDI in the 
example above. The URI for a schema can contain a human 
and machine-readable description of an XML schema. 

<!ELEMENT SDI:ProfileData (SDI:Location?, OPS: Demographic?, 
SDI:ID2, SDI:Profile?) > 
<!ELEMENT SDI:Location (SDI:Geocode?, SDI:DigiMap, OPS:Zip?, 
OPS:Address?) > 
<!ELEMENT SDI:ID (OPS:Name?, SDI:PublicKey?, SDI:Pseudonym?) > 
<ELEMENT Profile RDF:list<SDI:Profile-items - 
<ELEMENT SDI:Geocode iPCDATA > 
<!ELEMENT SDI:Digimap#URI > 
<!ELEMENTSDI:PubicKey #PCDATA > 
<!ELEMENT SDI:Pseudonym #PCDATA > 
<!ELEMENT SDI:Profile-item (SDI:Attribute-ID, SDI:Attribute-value) > 
<ELEMENT SDI:Attribute-ID #PCDATA > 
<ELEMENT SDI:Attribte-value #PCDATA > 

The tag #PCDATA is used here to represent numeric or 
textual information, #URI declares that an instance of ele 
ment SDI:Digimap' must be a valid URI pointer. 
0470 There are a number of other related W3C proposals. 
The W3C proposal W3C-MCF for a Meta Content Frame 
work (MCF) suggests a particular structure for the descrip 
tion language for web pages, to enable schema to be shared 
and re-used. This proposal is incorporated into the W3C 
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W3C-RDF Resource Description Format standard (RDF). 
The W3C proposal W3C-OPS for an Open Profiling Stan 
dard (OPS) describes a system for profile exchange between 
two parties, building on XML and MIME standards. The 
W3C proposal on privacy and profiling W3C-Privacy on the 
Web extends the vCard Vcard schema for electronic busi 
ness cards to include profile information, and Suggests that 
profile information can be stored and managed locally, with 
Client-server exchange of personal information as required 
(using the HTTP challenge/response mechanism). The 
Resource Description Framework (RDF) enables the encod 
ing, exchange, and reuse of structured metadata. RDF is an 
application of XML, with additional constraints to allow for 
Data Type Definitions (DTDs) to be published, and inter 
changeability across different communities. The ability to 
standardize the declaration of vocabularies will encourage the 
reuse and extension of semantics among different informa 
tion communities Mil 98). RDF is a W3C proposed standard 
for defining the architecture necessary for Supporting web 
metadata. RDF is an application of XML that imposes struc 
tural constraints to provide unambiguous methods of express 
ing semantics for the consistent encoding, exchange, and 
machine processing of metadata. RDF additionally provides 
means for publishing both a human-readable and machine 
readable vocabularies designed to encourage the exchange, 
use and extension of metadata semantics among disparate 
information communities 

10. Methods for Data Perturbation 

0471. In this section we introduce data perturbation meth 
ods to augment data values with randomized noise, to allow 
queries to tradeoff price and quality, and to allow a user to 
protect his/her identity by hiding revealing details of submit 
ted data elements. 
0472. The randomization of data occurs in two places in 
SDI, first a client-side SDI agent can be programmed to add 
noise to data as it is submitted to SDI, to provide an absolute 
guarantee that no malicious party, even for example an 
employee of SDI with privileged access to the SDI data ware 
house, can benefit from highly sensitive information. Second, 
the data repository in the central SDI data warehouse can be 
programmed via price-rules for access to data records to 
allow randomized information to be released in response to 
queries, perhaps for a cheaper price. 
0473. The method of random data perturbation allows an 
agent to protect the pseudonymity of profile information 
which is released within the system of Secure Data Inter 
change in response to queries executed on the central SDI 
data warehouse, and also with respect to information that is 
provided to other agents (e.g. from consumer client machines 
to vendors servers in e-commerce applications) during direct 
interactions. Information is either adjusted slightly, through 
the addition of small amounts of noise, or rounded orbinned 
in some way—to protect the identity of an agent if it is also 
releasing the same information under other pseudonyms. The 
goal in the method of data perturbation is to only adjust data 
by as much as necessary to protect the privacy of an agent, so 
that the value of data for personalization and user-profiling is 
retained. 
0474 As an example, Suppose a user lists its last 10 com 
pact disk purchases, their prices, and the dates of purchases to 
two different on-line music vendors. Suppose the agent uses 
different pseudonyms with each vendor. Given information 
about the distribution of CD purchases over the population of 
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agents, the vendors can compute the probability that the 
pseudonyms relate to the same agent. If it is quite likely that 
it is the same agent, the vendors can now exchange informa 
tion about that user, and even collude on price. Clearly, the 
more revealing the information (e.g. providing more infor 
mation, location of purchase, last 4 digits of credit card, etc.), 
the greater the chance of identifying a user. 
0475. However, the system of SDI is built around the con 
cept of gaining value from the release of information, and 
maintaining careful control over the particular information 
available to other agents. The method of random perturbation 
allows information to be released without losing control over 
the ability of another agent to link the information with other 
pseudonyms that an agent might use. 
0476. The main focus here is on random data perturbation, 
or rounding etc. as a method to prevent the identification of an 
agent and the linking of pseudonyms. This is critical to the 
Successful operation of a system of pseudonymous data 
exchange, such as that implemented within SDI. 
0477 FIG. 13 illustrates how an agent's price rule can 
usefully contain an additive cost to reflect an agent's prefer 
ences to protect its protection level during query execution. 
For example, highly sensitive information can have a high 
price, while other information can have a low price. This 
additive cost to account for an agent's protection against the 
linking of its pseudonyms can be universal across all data 
records. 

0478 We propose a technique to allow a user to control 
information released and secure a certain protection level. 
which is an indication of the probability that its true identity 
can be recognized from information that it releases by an 
adversary with a perfect copy of the agent's true profile. The 
randomization method adds a level of noise to information to 
provide protection, based on the amount of information that is 
released and the information that is present in a database 
because of data records submitted by other agents. This is 
illustrated in FIG. 14, which shows qualitatively that if there 
are many data records then the agent needs to add less noise 
to achieve the same level of protection as with less data 
records. 

0479. The method of random data perturbation adds noise 
to data records to prevent an adversary with accurate infor 
mation about the values of certain fields in the data record 
under another pseudonym from linking the pseudonyms, and 
reasoning that the two users are the same. Alternatively, we 
can round orbid data values, this has a similar effect. 
0480 Basically, we add enough random noise to make the 
record sufficiently indistinguishable from other data records. 
There are two modes of protection, that depend on the amount 
of information known by the adversary: 

0481 A. Strong Protection Assume that the adversary 
knows that an agent A 1 with data records P Submits 
data into a database; i.e. assume that the adversary 
knows for sure that one of the data records in the data 
base relates to agent A 1. 

0482 Strong protection is only possible if there are 
enough data records from other agents to allow agent A1 
to add noise to its own data and make it sufficiently like 
that one of the other data records is the data of A1; in 
particular the other data records must also be submitted 
with random noise perturbation, or rounded, such that it 
is possible that other data records are submitted by agent 
A 1. 
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0483 B. Weak Protection Assume that the adversary 
does not know that the agent A 1 with data records Phas 
definitely submitted data into the database. 

0484 Weak protection is easier to achieve. It is only 
necessary to add enough random perturbation to data to 
make the number of possible data records over the popu 
lation of possible data records that are supported with 
the perturbed data record large enough to prevent agent 
identification. 

0485 Randomized data is still useful within SDI for data 
mining and other applications, so long as the amount of noise 
which is added to records is Small in comparison to the value 
of a record. For example, we can still perform correlation 
across fields with randomization so long as the randomization 
does not destroy any trends between fields. Randomized data 
is marked as such within SDI, and labeled with the degree of 
degradation, so that SDI can be aware of the number of 
records to get relevant accuracy levels, and can report accu 
racy to customers. There is a tradeoff between the level of 
privacy protection and the level of aggregation at which 
responses to queries become accurate. It is possible to add 
random noise to data but still allow data that is aggregated 
across multiple records to be quite accurate, so that useful 
data mining can be performed. Binning or rounding of data 
does not have the same effect. For example, assuming addi 
tive noise and additive aggregation, then randomized data 
from a number of agents can be aggregated to obtain an 
aggregate value (e.g. mean) quite accurately as the number of 
agents increases for noise perturbation with Zero mean. 
0486 Random perturbation of individual data records can 
provide a cheaper and more secure alternative to crypto 
graphic techniques, such as secure function evaluation, for 
providing information without compromising privacy 
Schneier 92. Randomized data is secure to computational 
attacks and the loss or theft of private keys-because we 
degrade the data, and make access to any one data item 
virtually useless. Cryptographic techniques known in the art 
provide methods to compute aggregates or other values from 
encrypted information without first decrypting this informa 
tion. However, the general-purpose nature of these methods 
makes them unnecessarily cumbersome for complex prob 
lems. In particular, the communication and computation 
requirements of these methods when applied to the problem 
of aggregation result in an unacceptable overhead on the 
system. 
0487. Finally, all cryptographic techniques are subject to 
compromise by Successful attacks on the cryptographic 
scheme or by the loss/theft of private keys. Such problems are 
present in all uses of cryptography. In comparison, the 
method of random perturbation is an information-theoretic 
technique, and not subject to the same problems. 

10.1 Technical Details 

0488 We propose one possible method to select an appro 
priate amount of noise to add to data. The noise can be added 
in two places: 

0489. 1) At the agent's client machine as data is first 
provided to the central SDI data warehouse 

0490 2) In the SDI data warehouse as queries are 
executed, with the SDI query execution engine imple 
menting data perturbation for agents. 

0491. With numeric continuous data we can select an addi 
tive noise term, for example sampled for example from a 
Normal distribution. The amount of noise is computed to 
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provide an appropriate degree of confidence that an adversary 
with exact information about its attributes cannot identify the 
individual. For example, in a Normal distribution, the stan 
dard deviation that is required depends on the number of 
agents that have provided similar information, and how 
sparse the information is in its domain. The standard devia 
tion is “tuned to provide the appropriate level of privacy. We 
do not require that all data is perturbed from the same noise 
distributions. 
0492. The amount of noise perturbation to add to a data 
record can be computed using an adversary argument, where 
we assume that an adversary knows the true values of an 
agent's data, and may also (strong) know that the agent has 
submitted data to the database. We allow an agent to submit or 
release data with a random noise perturbation, and also can 
provide the service in the central SDI data warehouse in 
combination with price rules, to control the accuracy of data 
released to agents in responding to queries. An agent with true 
data X computes perturbed data X" with additive noise com 
puted from distribution f, and submits the distribution fand 
the perturbed value X". 
0493. The problem is more difficult with discrete data, but 
we can instead select a new discrete element at random from 
a close neighborhood of the original data point Section 10.4. 
In addition, with multi-attribute data, different, indepen 
dently chosen noise terms are used for each field of a record 
that needs to be perturbed by the addition of noise Section 
10.5. 10.1.1 Single Attribute and Strong Protection Agent 
A 1 has data X to Submit to a shared database, e.g. the data 
warehouse in SDI. Alternatively, we can assume that the 
agent is about to send the data directly to another agent. 
Suppose in this example that X is a continuous real number. 
0494 Suppose that an adversary knows that agent A 1 
will Submit data record X, and the goal of the agent is to 
Submit data X with enough random noise perturbation to 
provide some protection against identification. The level of 
noise that the agent needs to add to the record depends on the 
other data records already present in the database. 
0495. The problem is to select an additive noise distribu 
tion f that will be used to perturb the value X, and compute a 
perturbed value X". Let eps-0 denote the agent's desired 
privacy level, the probability that the value X" was submitted 
by agent A 1 given the data in the data warehouse and that 
one of the data records was submitted by an agent with true 
value X. 
0496 For example, suppose the distribution is fN(0,1), 

i.e. a Normal distribution with mean 0 and standard deviation 
1 and the value X=1. Assume that the random numbergen 
erated by f, noise=+0.3. Therefore the perturbed value is 
X=1.3, and this is the information that the agent submits to 
the database. Given this, an adversary can compute that a eX 
post distribution for the true value, g(X)=N(1.3, 1). 
0497 Bayesian analysis can be used to compute an opti 
mal parameterization for the random distribution, given a 
desired level of protection and information about the data 
already in the database, and the randomized perturbations that 
were added to that data. Assume that the database contains a 
set of data records submitted by agents, each with the sub 
mitted value X" and the noise distribution from which it was 
generated, f. With this information agent A 1 can select an 
amount of noise perturbation. 
0498. The goal is to compute Pr(Agent=A 11true 
value=X), i.e. the probability that the agent that submits (per 
turbed value=X', noise distr=f), is the agent with true value X. 
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Using Bayes rule, this conditional probability is computed as 
Pr(A 1)xPr(true value=X|A 1)/Pr(true-value=X). Each of 
these terms can be computed as follows: Pr(A 1) This is the 
a priori probability that a random data record is submitted by 
agent A 1, and is equal to 1/N, for N records. Pr(true 
value=X|A 1) 
0499. This is the probability that an agent that submits (X", 

f) has true value X, and is computed from X=X--f(d) as 
gCX)=X'=f. Pr(true-value=X) This is computed as the sum of 
Pr(A i)xPr(X|A i) over all data records, and represents the 
probability that any one of the data records was represents 
data with true value X. 
0500 Agent A 1 can now select parameters for distribu 
tion fbased on this analysis, so that the probability that it is the 
agent to Submit the new data record is less than eps, its desired 
protection level. 
0501. The rule has the right behavior the more data 
present in the system then the more accuracy an agent can use 
to submit its own information, for the same privacy level 
epsilon. Notice that the agent is more protected as: 
0502. 1. Pr(A 1) decreases, i.e. with more data records in 
the database 

0503 2. Pr(true-value=X/X, f) decreases, i.e. with more 
noise perturbation f 

0504 3. Pr(true value=X) increases, i.e. there are more 
data points from other agents that might have true value X. 

0505. The parameters for f. for example the mean and 
standard deviation in the case of noise generated from a 
Normal distribution, can be selected to set Pr(X'true 
value=X, f)=eps for the case that X-X, i.e. when the random 
noise is Zero. This presents the worst-case, assuming that 
distribution f places the most probability on Zero noise. 
0506 Finally, to compute parameters for f the agent 
requires aggregate information about the data in the database 
that has been Submitted by other agents. In particular, the 
agent needs Pr(X), the probability that any of the current data 
records could correspond to data with true value X. In some 
cases it is important to receive this information without 
revealing true value X. 
0507. In a simple case, for example when a trusted inter 
mediary Such as SDI stores information provided by agents, 
the agent can simply poll SDI for Pr(X) before selecting a 
level of noise to use to perturb its information. Alternatively, 
when SDI is computing the level of noise perturbation to add 
dynamically as information is released in response to queries 
then the system of SDI can compute Pr(X) directly. In a more 
complex case, considera problem where an agent is releasing 
information directly to an adversary, and the relevant set of 
data points are data that the adversary agent has already 
collected from other agents. In this case the provision of 
information Pr(X) must be done within a secret-protocol 
where the adversary does not learn the value of X in the 
process. A straightforward way to achieve this is for the 
"adversary agent to post aggregated information about the 
probability that a data record in its population has true value 
X, for a range of different values of X, and allow an agent to 
use anonymous look-up in a table. 
0508. In summary, the following procedure can be used to 
select an appropriate level of noise to add to a data point: 

0509 a. Choose a distribution family (e.g. Normal, Uni 
form, etc.), and let Par denote the parameters that define 
a specific distribution. 

0510 b. Choose a level of privacy protection, eps where 
0<eps<1. 
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0511 c. Request Pr(X) from the database, i.e. the cur 
rent probability that a perturbed (or otherwise) data 
record in the database has true value X. 

0512 d. Compute parameters for the distribution to set 
eps-max {X}Pr(A 1|X', X, f) where X" is the value 
generated from f. 

10.1.2 Examples: Strong Protection(a) Uniform 
Additive Noise Perturbation Distributions 

0513 Assume that every agent submits information from 
a uniform noise distribution, centered around its true value. 
The decision variable in choosing a level of data perturbation 
when Submitting new information is the range of the uniform 
distribution. 
0514 Suppose agent 1 submits data point g 1–4, 6, to 
denote that its perturbed value is X', and the value was com 
puted with additive uniform noise U(-1, 1). Agent 2 submits 
data point g 24.6, agent 3 Submits g 3–3.5, agent 4 
Submits g 4-3,6, and agent 5 submits g 5-2.4). Suppose 
that an adversary knows that user John has true value X=2.5, 
and that an agent for John has Submitted a data record. In this 
case the adversary can be sure that agent 5 represents John, 
because Pr(A 5x=2.5)=Pr(A 5)Pr(X=2.52.4)/Pr(X=2.5) 
=0.2*(/2)/(0.2/2)=1. In comparison, for an adversary that 
knows that Mary has true value X=5, then Pr(A 1|X=5)=0.2* 
(/2)/(0.2* /2+0.2* /3+0.2* /3)=0.375, and similarly for agent 
A 2. The probability that agent A 4 is Mary is 0.25. Now, a 
new user, Bill, with agent A 6 wants to provide information 
about its data X=5, and wants to be sure that an adversary 
cannot determine its identity with probability greater than 
eps=0.1. Let d 6 denote the uncertainty selected by agent 
A 6, and compute an optimal d 6 as So that Pr(A 6|X=5), i.e. 
the probability that agent A 6 has true value x=5. This is 
computed as Pr(A 6|X=5)=/6*(1/d 6)/(/6*/3+/6*/2+ 
/6*/3+/6*1/d 6)=1/(%d 6+1), and is less that eps for 
d 6>6.75. Therefore agent A 6 should generate a perturbed 
value with additive noise computed with uncertainty 6.75, 
and can then be sure that its identity is protected. 

(b) Normal Additive Noise Perturbation Distributions 
0515 Now, assume a normal noise distribution, and let 
sd i denote the standard deviation selected by agent A i for 
its noise distribution. The analysis is slightly more compli 
cated, because the Pr(X|A i) is now a function of the position 
of X within the distribution, not just whether it is in range as 
with uniform distributions. 
0516. In this case an agent chooses the standard deviation 
for its Normal distribution by assuming that the randomized 
value X'=X, i.e. that the random noise distribution generates 
Zero noise. This is the worst-case, maximizing Pr(A 6|X) 
because Pr(x|A 6) is maximized and the other terms in the 
Bayesian expansion are invariant. 

10.2 Rounding and Binning of Data as an Alternative 
to Random Perturbation 

0517. An agent can gain the same benefits of random 
perturbation in a more static scheme, where data is rounded or 
“binned into intervals, i.e. agents report only approximate 
information to other agents. This works for the same reason, 
mapping each released data value to more than one true value. 
0518. The problem is to select buckets for information (i.e. 
intervals on data) So that there are enough data records in each 
bucket to provide the required level of protection against 



US 2013/0097664 A1 

adversaries aimed at uncovering the identity of agents from 
the information that they report. 
0519. The previous analysis extends to this case, but can 
be simplified. If an adversary knows that an agent has true 
value X, then its first task is to find the prototype value (or 
bucket) corresponding to the true value. The probability that 
an agent has the true value is the same for all agents that have 
posted values with the prototype value, and equal to 1/N p 
where N p is the number of agents with the prototype value. 
0520. The decision for agents about submitting informa 
tion is also simplified: if (1/N p)<eps for the prototype that 
the agent's value maps into and a desired level of protection 
eps againstan adversary, then select the prototype value in the 
interval and report information, otherwise report no informa 
tion. 

0521. In order to support agents with different levels of 
privacy-sensitivity the system of SDI can allow agents to 
select a degree of accuracy when Submitting information— 
providing nested buckets. For example, we can allow an agent 
to specify that its true value can lie in one of a number of 
buckets, or equivalently in a single Superbucket. The number 
of agents with true values in a particular interval is then 
computed as the Sum of the agents that report values in an 
interval, and a weighted Sum of the agents that state that their 
values are in one of a number of intervals, according to the 
total size of interval specified and the size of the current 
interval. 

0522. A useful variation on this method is to control the 
amount and type of information released, but only releases 
accurate information. The degree to which a user can be 
identified if it submits information X to a vendor depends on 
the other agents that have submitted similar information. For 
example, if X is very detailed (e.g. my Street address), then it 
is probable that no other agent has submitted the same infor 
mation, and I will self-identify myself with that information. 
On the other hand, if X is quite abstract, for example my ZIP 
code, then it is quite possible that a number of other agents 
with the same ZIP code have already submitted and released 
the same information. The method discussed above can be 
simply adapted to allow a client-side SDI proxy agent, or the 
SDI data warehouse, to decide how much information to 
release in order to protect a user's identity, based on informa 
tion about the data already in a database. For example, instead 
of my street address my agent could choose to submit my ZIP 
code. 

10.2.1 Example: Binning Techniques 

0523 Suppose that an agent must decide whether or not to 
reveal its salary on the basis of information that has been 
revealed by other agents. The database Supports intervals: 
<S20000, S20000-40000, S40000-100000, >S100000. The 
number of agents with each prototype value is currently 10, 
12, 16, 5. 
0524 Now, suppose a new agent represents a user with 
salary S200,000 and privacy threshold eps=0.1. The proto 
type values prevent an agent from stating the high value 
(>S100000) because there are less than 10 agents in the 
bucket. However, if the provideralso allows agents an option, 
for example “my value is in bucket 40,000-100,000 or 
>100000, then the agent can state that information safely. In 
this case, the probability that the agent is an agent with salary 
S200,000 is computed as its weight in the top valued bucket, 
divided by the total weight, i.e. 0.5/5.5<0.1 
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0525. This technique of binning information, or rounding 
information, is simpler to implement that random noise per 
turbation because probability distributions must neither be 
sent to the provider or maintained by the provider. However, 
the information is represented with a static accuracy which is 
hard to improve as the amount of data Submitted increases. 
This occurs automatically in the standard version. 

10.3 Adding Random Perturbations to Discrete Data 
0526. Adding noise to discrete values is a little more com 
plicated, because the new value must remain feasible. For 
example, in randomizing the name of a CD the new name 
must be the name of another CD, not some “made up' name. 
We need to add noise to make data elements “close' to the 
accurate values. With discrete data, Such as the name of an 
artist, “close' must be defined within the correct metric. The 
appropriate metric is such that a “close value shares many of 
the same characteristics. For example, it is not appropriate to 
assign a close value on the basis of a shared last letter in the 
first name, but it is appropriate to assign a close value on the 
basis of an artist from the same genre of music—from a 
“semantic cluster'. 
0527 Agents use discrete probability distributions to ran 
domize data points. 
0528 For example, suppose that an agent wishes to reveal 
the name of the artist that recorded the last compact disk that 
a consumer purchased. An artist’s name is best viewed as a 
point in “artist space', and therefore as a discrete value. It 
does not make sense to changearandom set of letters, because 
the new “name' will not be the name of a valid artist. Instead, 
the concept of noise is to randomly choose a new name close 
to the current name, i.e. choose a new feasible location in 
artist space. One reasonable solution for the names of record 
ing artists is to define a neighborhood of artists that are close 
to the original artist, and select a new artist from within the 
neighborhood with equal probability. The metric that defines 
how close artists must be computed using a system that is 
common knowledge to the provider of information and the 
consumer agent, because the provider of information must be 
able to compute the distribution over true artist name, given a 
randomized name and probability distribution. We can define 
the probability distribution with a threshold in the distance 
d(name1, name2) metric, and the tag uniform to indicate 
that each artist within the neighborhood was assigned an 
equal probability weight. A metric for artist names can be 
computed using clustering techniques, where artists are clus 
tered according to the buying habits of consumers that pur 
chase them. 
0529 Semantic clustering that enables useful randomiza 
tion of discrete field can be automated when goods are fre 
quent purchase, high Volume goods—where individuals pur 
chase goods on multiple occasions, and more than one of the 
family of goods on a single occasion. However, it is possible 
that high price, low Volume goods, should be randomized on 
the basis of expert analysis (for example new cars, computers 
...)—where an expert can extract key features of a purchase, 
and represent the purchase generically using either a single 
prototype good, or one of a set of approximately equivalent 
goods. 
0530 Another approach to discrete data is to apply the 
“approximation” technique and allow agents to specify a 
genre of music for example, or a prototype value from a 
semantic cluster. This is equivalent to stating a range of sala 
ries. For example, the system of SDI can provide clusters for 
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music, and allow a Submitting agent to state the cluster of the 
artist for the CD that it just purchased instead of the name of 
the artist. 

10.4 Noise with Bundles of Information 

0531. In general agents will release more than one piece of 
information to other agents, in a bundle of information. Intu 
itively, when agents Submit abundle of information they open 
up more possibilities for adversaries to determine their iden 
tity, because a bundle of independent information reveals 
more about a user than a single piece of information. 
0532. With a couple of assumptions, we can apply the 
same technique of random perturbations. It is again required 
that an agent either has information about the distribution 
over data points present in the database, or in the population 
at large. For example, consider an agent that has already 
Submitted approximate information to a provider about its 
home ZIP code, annual salary, and model/year of car. The 
agent needs to decide on an appropriate level of randomiza 
tion for new information about its profession. 
0533. The required level of randomization depends on the 
number of other agents in the system that could have the same 
salary, ZIP code, car, and profession, given the randomized 
information that they have submitted. 
0534. The problem of computing the current probability 
that another agent in the database might have true data B is 
more difficult because not all agents will submit the same 
bundles of information, i.e. Some agents might provide more 
information than others. 
0535 An agent will add independent noise to each ele 
ment of its databundle so that bundles of information released 
under two different pseudonyms cannot allow the pseud 
onyms to be linked. Also, if it is important that my data not be 
revealing an agent might add a random term that is shared 
across all my data values so that for example all my salaries or 
all my CD purchases are aggregated, an adversary does not 
get an accurate picture of my preferences. 
0536 Assume that each element of a bundle of informa 
tion is randomized independently. For example, if agent 1 has 
provides information about values X a and X b then it com 
putes perturbed X a and X b from adding independent ran 
dom values from distribution f. This allows the probability 
Pr(X a, X b|Agent 1) to be computed for values X a, X b as 
the product of the two marginal random distributions. 
0537 We compute the probability of (X a, X b) for an 
agent that has only provided one value, e.g. X" a, we can 
assume that the value of the other element is independent of 
the value of X a and multiply by the a priori probability of 
X b, over all agents that have provided information about 
their values for Xb and therefore Xb. 
0538. The appropriate noise distribution f can be com 
puted as before by setting the worst-case probability that an 
adversary can identify the agent to its desired protection level. 

10.4.1 Example 

0539 Here is a simple example for a problem where the 
data is two-dimensional, with two features. Consider feature 
a, year of birth, and feature b car model. Suppose that 
agent 1 has submitted car model VW Beatle, 0.1 to indicate 
that it selected a random car model from within a proximity 
threshold of 0.1; agent 2 has submitted car mode Mercury 
Mistique, 0.05 and year of birth 1962 1968 to indicate that 
the year is somewhere in that range; and agent 3 that has 
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submitted year of birth 1965 1975). Now, agent Z, with true 
information (VW Beatle, 1972), computes a randomized data 
entry as agent 4, based on a privacy threshold of epsilon 0.4 
for an adversary with correct information about agent Z. 
Assuming that the Mystique is not within a threshold of 0.05 
of the Beatle, agent 2 has placed on probability on its true car 
model being the Beetle. Also, assume that the proximity 
threshold of 0.1 on the Beetle implies that agent 1 has a Beetle 
car with Pr(Beetle Agent 1)=0.2. Finally, the probability that 
an agent over the entire population has a Beetle is 0.1. Fur 
thermore, the probability that an agent in the population was 
born in 1972 is 1/(7+11)=/1s. Therefore, agent Z must place 
probability P Zon (Beetle, 1972) such that P Z/(/1s0.2)<0. 
4, i.e. P Z</225. To support this, the agent can randomize each 
data point with probability (/22s) (/2)=/15, i.e. randomize 
1972 with a uniform distribution of years I-7, +7, and select 
a threshold on cars greater than 0.1 to give a smaller prob 
ability than the 0.2 achieved by agent 1 with a proximity of 
O.1. 

10.5 Bootstrapping 
0540 A Data SetBootstrapping is an important technique 
for the system of strong data perturbation, in which we 
assume that an adversary knows that a particular agent has 
Submitted one of the data values in a database, and knows the 
true values of that agent. 
0541. A problem occurs at the start of a system, when there 

is little data in the database. In this case it is often possible that 
an agent cannot reveal any information because no other 
agent's data can possibly represent the agent's true value. For 
example, if an agent with age 18 is deciding a level of ran 
domization, and there is currently a handful of ages in the 
database: {24, 28, 34,38), 42, 46.42, 44 then the agent 
cannot Submit a randomized value and distribution, because 
the range of implied true ages will always include 18, and be 
the only approximate information to include 18. The agent 
cannot provide its age to the database. 
0542 We suggest a simple technique to bootstrap the sys 
tem. The method works in the case that there are a number of 
different reasons to decline to provide information to another 
agent in response to its query. An agent provides randomized 
data and a privacy leveleps to the database, e.g. (16.20, 0.2). 
where 16, 20 is the range of possibilities for an agent's true 
age, and 0.2 is the desired privacy level. 
0543. The SDI database can be configured to only release 
information when it can verify that it is safe to. Similarly, an 
automatic method on the client machine of a user can be 
configured to only release information when it is safe to do so. 
The problem that is solved here is that sometimes there is no 
reasonable amount of noise that can be added to a data value 
to protect a user's identity. 
0544 Another technique to solve the bootstrapping prob 
lem could hold all data until it is safe to release information 
for the majority of data points, given the State privacy require 
ments of users etc. The measure of “safe' is defined by the 
information in the database and the privacy level specified by 
each Submitting agent. A more advanced technique could 
introduce data periodically as new parts of the data space 
become populated, so that there is never an “active' under 
populated part of the space. 

10.6 Verifying Noise Levels with Playback 
0545 We can use a cryptographic technique to verify the 
distribution of noise that is added to data—and also to enable 
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replay. “Playback ability” the ability to reconstruct the 
original record from a noisy version of that record is impor 
tant for a number of purposes. An individual may want to 
obtain proof of a transaction for legal purposes and law 
enforcement agencies with appropriate warrants might want 
to examine original records. 
0546. The client-side SDI proxy, or the central data ware 
house, must keep a record of the non-randomized data X, and 
a method to verify that the randomized data was computed 
from data X. To generate a random noise value from a distri 
bution f the agent can use a one-way “trapdoor function trap 
on the object X to generate a seed for a pseudo-random 
number generator. The pseudo-random number generator 
then generates a sequence of random numbers that are used to 
create the random perturbation from a well-defined algorithm 
Suitable trapdoor functions known in the art include the RSA 
encryption-decryption function. It is not necessary for all 
agents to use the same private/public keys. 
0547. With this method it is possible to verify randomiza 
tion and audit data release with stated levels of randomiza 
tion. SDI can request that an agent provides: X, f, and the 
trapdoor function trap, and can use this information to Vali 
date X". Note, that because trap is a one-way function the 
agent cannot fabricate different values of X that would giveX 
given random function f. SDI can “playback” the noise per 
turbation and produce the noisy record from the original 
record. 

11. Architectural Variations 

0548. There may be commercial contexts in which an SDI 
service can be established where there is already in place a 
pre-existing trust relationship between multiple vendors and 
a third party. Such third parties are inherently motivated to 
provide services to enhance advertising and e-commerce for 
their existing and potential customers. These third parties 
may include, for example, web hosts or e-commerce service 
providers (ESPS) which often have hundreds or thousands of 
sites which they host, Web portals, information and com 
merce service manufacturers, advertising and affiliate net 
work services and data analysis and business intelligence tool 
providers (which includes the business to business applica 
tion). 
0549. A third party may wish to implement an SDI which 
operates separately and independently from the central SDI 
service. Alternatively, some of these third parties may install 
an SDI server on their customer information server. The 
server may be integrated into an existing advertising service 
which they operate and maintain, in which case the vendor 
receives an appropriate fee for data which is exchanged 
between his/her existing customers, and a reduced fee (which 
may be split with the central SDI service) for data which is 
exchanged by/between a member of his/her SDI service and 
vendors who are members of the central SDI service but not 
of his/her local SDI service. Unless or until the client-level 
proxy server becomes a standard or a large critical mass of 
end-users adopts the service, one of several compelling busi 
ness models could be used by a vendor to encourage the 
visitors to his/her site to adopt the user-centric SDI service 
based upon the monetary incentives the user may receive for 
Subscribing. Typically the resulting revenues are split 
between the user, the user-centric SDI service and the vendor 
(in exchange for promoting the service to their site visitors a 
share of resulting revenues generated may be necessary). 

Apr. 18, 2013 

11.1 An open SDI system 
0550 An ISP level proxy server can contain the user pro 

file generation module, profile processing module, user pro 
file interest Summary generation module and target object 
generation module which operate in distributed manner. This 
enables an ISP to independently implement the core function 
ality of the system without the cooperation of information 
vendors (Web sites) or their operators (Web hosts) who opt 
out of SDI. The modules in third-party SDI servers can share 
information with the modules in network vendor servers. This 
flexible architecture enables the user-centric SDI service to be 
implemented (by ISPs or completed independently) and 
when available inter-operating with the complete data sets 
available from the information vendors. 
0551 SDI can allow third parties to operate their own 
secure advertising and/or electronic commerce-based prod 
uct syndication affiliate network (for all customers). In accor 
dance with the preferred implementation of SDI, these 
“advertisements' are represented at the item-leveland may be 
distributed across the (proprietary or main) SDI system net 
work presented in the form of ads, affiliate or portal links to 
purchasables or sites (which may contain target objects as 
purchasables) and/or simply (transparently integrated) selec 
tions on an e-commerce product catalogue. The users that are 
also subscribed to SDI, can be given highly personalized 
information for each site or for the network of sites (which 
could involve an interface which provides site to site links as 
a “virtual mall'), and a menu interface to these sites which 
includes the 2 or 3 dimensional personalized menu features 
and personalized search facilities as disclosed in the parent 
description (a “personalized portal'). Traditionally the term 
"portal' was exclusively reserved for major search engine/ 
directories such as Yahoo, Lycos, AltaVista etc. 
0552. However, at the present time, there is a trend in 
which may Web-sites are becoming what are called “portals' 
or "community portals' serving a particular e-commerce or 
content niche or theme. Often highly robust content and/or 
extensive (usually web-wide) links to relevant information 
resources and web-sites are accessible from Such portals in 
order to create a “one-stop shop' service to visitors or com 
munity members. Additionally, in order to leverage low-cost 
access to more robust content, a transaction-based or "click 
through-based' or transaction based model is also emerging. 
This model fits particularly well within the current framework 
of SDI. In particular user profiles provided by SDI-enabled 
site visitors provides the platform for automatic generation of 
not only personalized ad banners but also content and portal 
links, it is reasonable for these community portals as part of 
their business relationships with the sites and advertisers to 
which they provide access to share revenues paid by these 
sites and advertisers with the end-users (which significantly 
increase the click through by virtue of personalization of 
information at potentially all varieties at the site resulting 
from revelation of the profiles from those visitors). As dis 
cussed on the parent case, these pages are pre-cached in 
advance onto the local server and client. 
0553 Within today’s internet infrastructure as pages are 
typically dynamically generated, the files are first pre-cached 
then dynamically generated local to where they are antici 
pated to be used. Additionally, high-end community portals 
typically offer content from external sources which is some 
times syndicated from content providers which are paid by 
click through or transaction. In this model the user or the site 
may absorb these fees paid to the content provider (because 
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the content when personalized may appeal to almost any type 
of user, most typically the site would subtract a certain per 
centage of the click through or transaction fees paid to the 
user). AS is discussed in the parent patent application, content 
(e.g. links to specific syndicated items) may also be created 
based upon the collective user statistics those links are pre 
sented to the users for which user profile information is not 
available (where these page links could be generated on-the 
fly based upon the user profile). 
0554. The user-centric SDI service also provides valuable 
information in not only generating the data model for person 
alizing site content but in general identifying what type of 
content to syndicate to the site. In a variation, it may even be 
possible to employ the statistical techniques used by SDI to 
dynamically select and generate personalized pages in a 
much more ad-hoc and unrestricted fashion. Using the Syn 
dication model, a vendor may agree (based upon their asso 
ciated privacy policies), to enable other sites to not only 
syndicate their content which may be contextually relevant to 
that site, but also actual portions of the site or portal may be 
linked from other pages on the site which are contextually 
relevant. These pages may be linked from the portal directory 
or as hyperlinks which are links to contextually very similar 
pages (or the vendor may allow these pages to be modified as 
needed by the site. As a general site development technique 
also the user's click through patterns are useful in updating or 
Suggesting updates to the model to improve the value of the 
site. Of course, some vendor's privacy policies will restrict 
the ability of some sites which can utilize the content. 

11.2 A Closed SDI System for a Syndicated Network 

0555. The Web host (or more generally a vendor, a pro 
vider and/or operator of server functionality to a variety of 
information vendors), may also be interested in operating 
his/her own closed version of SDI. The main SDI server for 
the closed system can be located on the network vendor 
servers, or it may reside upon the information vendors servers 
(as it is operated by that local Web host). For example, an 
affiliate ad network (including a web host acting in Such 
capacity) could upon installing SDI onto their network enable 
and enforce the wishes and desires of advertisers (and par 
ticularly) sites which are advertised upon with regards to what 
types of sites and advertisers (respectively) they allow or 
disallow for purposes of standard or affiliate advertising, in 
accordance with the methods herein disclosed. The general 
implementation for determining which this general applica 
tion for using collective user feedback to determine relevant 
site links was described in the parent issued patent). In this 
case, end users who are subscribed to SDI would receive 
personalized affiliate links (including product level recom 
mendations for on-site purchases) which have been pooled 
and profiled at the main SDI server from all SDI vendors (in 
distributed fashion) and matched with the user. Alternatively, 
such approach may also be used for ISPs who wish to operate 
their own closed user-centric SDI. 

11.3 Interoperability Between Local SDI Services 

0556. With interoperable (local) SDI services, we can also 
facilitate the secure enforcement of data sharing policies and 
transfer of transaction fees between these local SDI services 
E.g., by/between aggregations of ad networks, syndication 
networks e-commerce site, portals and Web hosts operating 
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virtual portals and advertising/syndication networks with 
personalization as its primary capability. 
0557. In each of these primary example domains, the 
server operator is financially motivated to sell the SDI ser 
vices to his/her sites because the transaction based model is 
used, and the server operator receives the commission on each 
transaction (or click through) occurring within his/her net 
work of sites. However, if the server operator also integrates 
his/her local SDI service into the main SDI service (to share 
user lists and impressions and/or space to advertise to these 
target users), S/he can receive a commission (in conjunction 
with each vendor transacted with) for each advertisement 
placement or syndicated transaction to or from his/her net 
work. 
0558 We can also allow the local server operator to split 
the transaction fee (normally received from the main SDI 
service), thus “referral fee' for both the referred customer and 
the referral of customers (through the placement of outside 
ads or products on one of his/her sites) or other means of 
targeting his/her site's existing customers. 
0559 Reduced overhead resulting from economies of 
scale which may likely result in incentives to the local opera 
tion, e.g., free installation and operation of his/her local main 
SDI server by the main SDI service, i.e., as the operational 
overhead would be cost justified by the shared transaction 
fees of customer referrals and advertising space coming back 
to the main SDI service. 
0560. This architecture also may be useful and is ideally 
Suited for cross vendor product advertising as through an ad 
network or product syndication network using affiliate links. 
In addition to the user profile generation module, a target 
object profile generation module should also reside across the 
network vendor servers such that it is possible to generate 
target object profiles for target objects on network vendor 
servers. Alternatively, user profiles and target object profiles 
are downloaded to the client level proxy which performs 
collaborative filtering tasks as the user browses from site to 
site. 
0561. In both of these cases, the main SDI server can 
receive user profile data generated from the user profile gen 
eration module located on the ISP-level proxy, and target 
object profiles generated from the target-object profile gen 
eration modules located on the various multiple information 
vendor servers. 

12. Ancillary Systems 

12.1 Support for Pseudonymous Electronic Mail 
0562. The ISP-level proxy server is positioned just behind 
the firewall of the user's local dial-up network (ISP or Intra 
net). The proxy provides protection for users operating under 
pseudonyms from point-to-point attacks and HTTP header 
tracking by stripping HTTP header-information and forward 
ing HTTP packets on to their destination with no information 
other than their source at the ISP-level proxy server. The 
ISP-level proxy also Supports pseudonymous e-mail, 
between users, and between users and Vendors. 
0563 FIG. 2 shows a couple of users connected to clients, 
that are in turn connected to the Internet through a local 
intranet, such as the network of an Internet Service Provider 
(ISP). 
0564. The proxy “washes' outgoing messages of any 
information that would compromise a user's pseudonymity, 
for example the “referral field that contains the previous 
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URL of a user in a HTTP message. HTTP messages also leak 
other information, for example browser software on a user's 
client machine, the operating system and a user's IP address. 
0565. A user can receive electronic mail through the PID 
and associated IP address of the ISP-level proxy server. 
0566. The preferred implementation of this system allows 
the user to periodically check for new mail. The client-level 
proxy gains access to the mail box that is associated with a 
pseudonym by providing a correct response (signature) to an 
ISP-generated challenge. Notice that with this solution, the 
ISP-level proxy has no way to connect the pseudonyms of a 
user, so long as the user's client is not identified in its mes 
sages to the ISP-level proxy server other than by the PID that 
the proxy makes a request for. 
0567 We can extend this mechanism using a technique 
taught in the Lucent Personalized Web Assistant (LPWA). 
The LPWA BGGMM 97; BGGMM98 provides for a 
sequential access mechanism to the mailboxes that belong to 
a user through a one-way function that takes the user's SDI 
log-in name and password, and an integer from 1 to N, and 
computes the mailbox location. The mail server does not need 
to maintain a list of pseudonyms for each user, because the 
user is able to efficiently access all of its mailboxes sequen 
tially as a function of other information. 
0568 Another variation, that relies on the user placing 

trust in the ISP-level proxy server, provides the ISP-level 
proxy with the e-mail address for each pseudonym. This push 
method is more efficient, because the ISP proxy and the client 
proxy communicate only when new messages arrive, but 
provides the ISP proxy with information to compute all the 
pseudonyms for a single user probably undesirable. 

12.2 Support for Pseudonymous Physical Mail 

12.2.1 Vendor to User 

0569. A vendor must hold a “physical mail certificate to 
be able to send mail (packages, letters) to a user under a 
pseudonym. The certificate is similar to the “electronic mail 
certificate', in that it is signed by the private key of the user's 
pseudonym, and indicates that the vendor with public key 
PV can send mail to the user (under the pseudonym). 
0570. Each user has a trusted physical address authority, 

just as it has a trusted electronic mail authority (the second 
level proxy server), that maintains the physical mailing 
address for each pseudonym. When a vendor has a letter X to 
mail to user with public key PKP, the vendor generates a 
unique ID for the package, IDX, and sends the ID code and 
the physical mail certificate to the trusted physical address 
authority of the user. 
0571. The physical address authority receives the certifi 
cate, S((PKP, PK* V. SEND MAIL), SKP), that indicates that 
the vendor is authorized to send mail to the pseudonym, and 
the packages identify code, signed by the vendor to certify 
that the vendor holds the secret key that matches the public 
key in the physical mail certificate. 
0572 The vendor then passes the letter X and the signed 
ID code to a trusted mailer, that Supports pseudonymous 
mailing, and has been certified by the central SDI server as 
such. The trusted mailer then provides the signed ID code to 
the physical address authority, signed with the private key of 
the trusted mailer. The physical address authority verifies that 
the trusted mailer is a valid service, and releases the real 
address of the user to the mailer. The mailer now has the letter 
X that the vendor wants to send to the user with pseudonym P. 
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and the physical mailing address of the user—and the pack 
age can be mailed. At not time did the vendor determine the 
true mailing address of the user, unless it works in collusion 
with the trusted mailer, but the trusted mailer is certified by 
SDI, and also audited by the chosen physical address author 
ity of the user. The address authority will only release 
addresses to reputable pseudonymous physical mail agents. 
0573 We can operate physical mailing lists in the same 
way, and gain additional security by never releasing the 
pseudonyms or the mailing addresses to the vendor that has 
requested the targeted Solicitations. We can use a technique 
that is similar to the technique that we used for virtual mailing 
lists. The vendor describes its solicitation to the central 
Secure Data Interchange, which leverages as much data as 
possible (without violating the privacy policies of any of the 
users or vendors that are represented within the data). The 
central SDI server generates a list of Suitable pseudonyms, 
and then provides a series of unique codes to the vendor, that 
the vendor can Supply to its chosen pseudonymous mailer 
with the material that is to be mailed. The central SDI server 
also provides the appropriate address authorities with autho 
rization to release the physical mail addresses to the mailer 
when presented with the IDs. Notice that at no stage did the 
Vendor have the pseudonyms or the mailing addresses. The 
parties all have only as much information as is necessary— 
the vendor needs someway to identify its packages to the 
pseudonymous mailer. The mailer needs an identifier to 
present to the address authority, and receives the addresses. 
The address authority just needs to know what addresses to 
release and to which third party. 

12.2.2 User to Vendor Mail 

0574. The Secure Data Interchange system also provides a 
mechanism for users to send physical mail to Vendors that are 
registered with SDI with pseudonymous return addresses. In 
particular, when a user sends mail to a vendor, the first-level 
proxy server provides a tool that: (1) Computes/Looks-up the 
appropriate pseudonym for the user with this vendor. (2) 
Generates a unique ID, and Submits a signed message to the 
central SDI-server, where the message relates the pseud 
onym, the vendor, and the ID. (3) Provides the unique ID to 
the user. 
0575. The user writes the unique ID on the envelope, and 
mails it to the vendor. Should the vendor wish to reply to the 
user, then the vendor can take the envelope to a pseudony 
mous mailer, and request that the envelope be mailed appro 
priately. The pseudonymous mailer verifies the identity of the 
vendor, and then submits the ID, together with the vendor's 
signature, and its own signature, to the physical address 
authority that is maintained by SDI. SDI releases the address 
to the mailer that can then return the mail. 

12.3 Pseudonymous Payment Mechanisms 

0576. The Secure Data Interchange architecture must be 
able to support all the standard electronic commerce func 
tions that we take for granted, but while maintaining pseud 
onymity for users and following privacy policies. There are 
various different solutions to this problem. 

12.3.1 Anonymous Credit Card Payment LMP94 
0577. The second-level proxy server can maintain infor 
mation on the user's credit card information, and perform the 
following transaction. Whenever a user makes a purchase 
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from a vendor, the user provides the vendor with authoriza 
tion to bill SX to his/her credit card account, but anony 
mously—through the Secure Data Interchange as a middle 
man. The user generates a unique number, Y, and signs a 
“right to payment’ message, M=(SX, PKP, PKV,Y), that gives 
the vendor the right to make a claim for payment of SX from 
the Secure Data Interchange. The first-level proxy server 
registers the unique number Y with the second-level proxy 
server to ensure that the vendor does not spend the money 
twice, and provides the proxy server with authorization to 
charge SX to his/her credit card when the request for payment 
is presented. 
0578. When the vendor submits its “right to payment” and 
proof of identity to the second-level proxy server the proxy 
server first runs the charge through the user's credit card, and 
if that clears, runs the charge from the vendor through the 
account of SDI (which could also be a credit card, or could be 
operated as electronic cash or some other mechanism for 
payment). 
0579. This “anonymous credit card' payment method has 
the following properties: 

0580) 1. The user's credit card pays SX, but does not 
know who receives the money except that it is going to 
the Secure Data Interchange. 

0581 2. The vendor receives payment for SX, but does 
not know the user's credit card information, or the user's 
identity. 

0582 The Secure Data Interchange incurs no financial risk 
because it receives payment from the user before making 
payment to the vendor, although there could still be problems 
if the user complains about the quality of the good for 
example. 
0583. This protocol is simpler than full cryptographic 
anonymous credit card mechanisms because the SDI acts as a 
rusted third party to both the user and the vendor. 

12.3.2 Electronic Cash Chaum 85; Chaum 92 
0584 Electronic cash is anonymous, just like physical 
cash. The user purchases electronic cash from an electronic 
bank, presenting blinded notes, so that the bank has no record 
of the note numbers that it issues to the user. For example, the 
user generates a new note number, X, and has the bank sign a 
blinded copy with its S10 signature, S(B(X), SKBANKS10). 
Then the user, or the first-level proxy for the user, removes the 
blinding factor, and can use the electronic cash as tender. 
Whenever the note changes hands the recipient needs to 
check with the bank that it has not yet been spent, because 
notes are easily copied, but not forged. 
0585 Electronic cash has the same useful properties as 
anonymous credit cards, although it is perhaps a little more 
exotic. In particular, notice that the bank does not know to 
whom, or for what, payment has been made, and the vendor 
does not know which user made the payment—it just receives 
the payment. We have minimized the amount of information 
exchange that takes place between the various parties in the 
system. 

12.4 Client-Side SDI Proxy 
0586. The client-level SDI proxy, implemented as a client 
program running on the user's client machine, manages all 
data transfer between the client machine (and the user), and 
other vendors and the central SDI data warehouse. A key 
function of the client-level proxy is to implement profile 
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management for a user, to control the ability of agents to track 
a user as he/she interacts with multiple vendors. The client 
level proxy also controls release of profile information: the 
addition of demographic and other personal information to 
profiles, and the control of random perturbation to fields to 
prevent linking across user profiles. 
0587. The client-level proxy maintains profile information 
for a user's collection of pseudonyms, and allows the user to 
view and challenge profile information. The proxy also pro 
vides a rule-based interface to allow a user to select appro 
priate privacy/personalization policies. 
0588. The primary mechanism that protects the identity of 
a user across multiple vendors and service providers is the 
ability to interact pseudonymously with vendors. The user 
can choose a unique pseudonym for each third party with 
which he/she interacts, and be absolutely certain that he/she is 
the only party that knows his/her true identity. There is no way 
that a vendor can know anything about the transactions that a 
user has had with other vendors under alternate pseudonyms 
unless the user chooses to disclose the equivalence of pseud 
onyms, or use the same pseudonym across multiple vendors. 

13. Modes of Use of SDI 

0589. It is useful to distinguish three key modes of use of 
the Secure Data Interchange system: 

0590 Static data-mining Query execution with no 
dynamic requests for new information from information 
providing agents. 

0591 Interactive data-mining. Query execution that 
includes dynamic attempts to request additional infor 
mation from information providing agents. 

0592 Client-side data-mining Query execution that is 
performed on the local client machine of an agent, based 
on data stored exclusively on that machine. 

0593 All three modes may use distributed information, 
i.e. it is possible that the information is stored in the central 
SDI database, or on distributed client-side information serv 
ers, or in third-party servers. The first static case and the 
second interactive case are distinguished from the third 
client-side case in that the query execution is performed 
centrally in the SDI data warehouse in the former, and on an 
agent's client machine itself in the latter. Client-side data 
mining has particular application to privacy-protected cus 
tomization of information and services in on-line business 
to-consumer applications. 
1. Static Data MiningIn static data mining queries are 
executed on the information that is currently present in the 
SDI data warehouse, and there is no opportunity to contact 
agents and request more information. Applications of this 
type of static data mining include all types of “standard” 
database queries, where it is assumed that the data set is static. 
Queries may be open-ended, i.e. “find me all data records of 
this type, and perform the following operations.” or closed, 
i.e. "perform the following query on the data record for agent 
with pseudonym P1’’. Queries may also have side-effects, i.e. 
“find all records that satisfy this constraint, and then take 
action A. 
2. Interactive Data MiningIn interactive data mining multiple 
agents may be contacted by the system of Secure Data Inter 
change in the process of executing a query, to request new 
information from agents, or push information to agents. A 
central application of this mode of data mining is matchmak 
ing, which is a process where information flows between 
agents if and only if both the profiles of both agents are 
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mutually compatible. In interactive data mining the querying 
agent does not need to know the identities of agents that are 
contacted by SDI, this is all transparent, and hidden from the 
querying agent. 
3. Client-Side Data Mining In client-side data mining the 
querying agent executes a query with the information associ 
ated with a specific agent, and the information remains 
located on that agents client machine throughout the query. 
The query is executed by providing the query method to the 
client machine, processing the method with local informa 
tion, and then returning a response or taking an appropriate 
action (e.g. displaying productX for priceY). A central appli 
cation of client-side data mining is to privacy-protected cus 
tomization, where a vendor wishes to customize its products 
and services for a particular agent that is registered with SDI. 
and take advantage of personal information relating to that 
agent that is not generally available. As another application, 
we describe a client-side advertising auction, where advertis 
ers compete for the right to display a banner advert to a user, 
based on local information about the user's preferences. 
4. Applications: Very Brief Overviewlin the next section of the 
SDI description we describe some specific variations and 
systems that can be implemented within the general architec 
ture. In overview, we describe the following key applications: 

0594 Safe user profiling and personalization. This 
allows on-line users to receive personalized information 
and services without providing personal information to 
Vendors, so that users retain control over their personal 
information. Users can interact with vendors under dif 
ferent pseudonyms, and provide information to the cen 
tral SDI data warehouse to allow data mining. Finally, 
users can allow specific vendors to execute queries, 
where the result of the query is information that allows 
that vendor to customize its service. 

0595 Client-side user profiling. The client-side SDI 
proxy can monitor the browsing behavior of a user, and 
submit data periodically to the central SDI data ware 
house with appropriate meta information to provide the 
user with guarantees about the type of information that 
can be released to Vendors during query execution. 

0596 Static Data mining applications. Agents can sub 
mit queries to the data warehouse query-execution mod 
ule and perform data mining and collaborative filtering 
on aggregated and anonymous information provided by 
data Submitted to the warehouse by agents. 

0597 Interactive data mining applications. Agents can 
request actions from the SDI system if certain conditions 
are found to exist in information, for example SDI can 
send information to other agents about services or prod 
ucts, if good matches are found. Another example is a 
request that a certain number of agents with particular 
properties be contacted and asked to take a particular 
action, we give an example within a transportation 
domain. 

0598. Pro-active data mining. The system of SDI might 
itself pro-actively execute data mining queries, and 
index and classify certain types of data to allow more 
efficient future query execution, and to also Suggest use 
ful information to its client agents. The answers to popu 
lar queries can be priced and cached, so that providing 
agents receive value whenever an answer is sold to 
another agent. The system of SDI might advertise a set of 
queries to allow vendors to select pre-computed results. 
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0599 Matchmaking applications. We described in the 
top-level description of SDI a technique to implement 
“persistent queries', which reside on the central data 
warehouse's query execution module, and are triggered 
whenever the correct conditions exist in the database. 
One typical use of such a query is to say “introduce me 
to other users with property P, such that the system 
introduces user A 1 with user A 2 if A 1 has the prop 
erty required by A 2 and also A 2 has the property 
required by A 1. This is equivalent to “introduction by 
mutual consent, and is possible within SDI without 
information leakage, because the only agents that are 
informed of a match are the agents with the correct 
properties. Applications exist to finding a business part 
ner, funding a new start-up (incubator Co.), forming an 
interest group, n-way negotiation, introducer system (by 
mutual consent). 

13.1. Static Data Mining Applications 
0600 This section describes specific applications of SDI 
based static data mining. A central example is collaborative 
filtering and personalization applications in electronic com 
merce, where consumers and Vendors provide information to 
SDI, and the information can be queried within the price and 
data-access rules placed with the data by owners of the infor 
mation. We refer to the variation of SDI with consumer profile 
information as the “iamworthit system, because users can 
place profile information in a shared database and receive 
payments in return for queries performed by vendors. Ven 
dors can use the profile information to build better customi 
Zation models, and provide customized products to customers 
based on their profiles and what has worked with other cus 
tomers with a similar profile. 
0601 We limit our attention in this section to “static' 
datamining, which as defined in the mid-level SDI descrip 
tion allows agents to query the data, but without contacting 
the agents to request more information. All queries are per 
formed on the basis of the information already submitted to 
the database, and the rules associated with that information. 
Within the set of static queries, we do allow a vendor to 
identify a specific agent within a query command, so that if a 
user provides an identifier to a vendor then the vendor can 
query the database with its collaborative filtering model and 
determine an appropriate action to take. It is possible to 
request an action as the result of a query, for example 'send 
message X to all users with profile information Y. So long as 
this message is not contingent on as yet unknown information 
about the user. We describe specific examples, for example to 
a Smartbrowsing system, an education portal, and an adver 
tising network. One of the core purposes of SDI is to provide 
a common location and format for information that has been 
gathered from a wide variety of sources and that might require 
different sorts of analysis. Since its framework is designed to 
handle different types of data and algorithms, SDI can be used 
as a platform to explore and exploit the rich connections that 
potentially exist within and across the databases of different 
Vendors and customers. The system is designed to allow 
vendors to execute queries over profile information provided 
by multiple agents, and ensure that all queries are consistent 
with the policies outline by agents as information is first 
submitted. The central SDI server can also support cross 
Vendor and single-vendor personalization tools, such as 
multi-attribute collaborative filtering techniques. The queries 
can be executed to enhance a vendor's model, without pro 
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viding the raw data to a vendor. A vendor's model can be 
enhanced without explicitly revealing any information about 
user profiles. The SDI server ensures the integrity of data, and 
prevents data being used for unauthorized purposes. A query 
will receive access to data as permitted by certificates pre 
sented by the querying agent, and to the extent that the que 
rying agent is willing to make payments defined in the price 
access rules associated with the data. As discussed in the 
top-level SDI description, the query-execution module 
implements an internal market with the data, and executes an 
agent (i.e. a vendors) query as cheaply and efficiently as 
possible. 

13.1.1 Statistical Techniques for Multi-dataset 
Collaborative Filtering 

0602. This section describes a statistical method for cross 
Vendorand cross data-set collaborative filtering. The example 
considers particular types of data and analytical methods and 
Suggests forms of validation that can be made available within 
SDI. 
0603. In describing this system, we show how the Secure 
Data Interchange architecture can integrate the architecture 
issued U.S. Pat. No. 5,754,939 “System for Customized Iden 
tification of Desirable Objects' into a system for secure data 
exchange between multiple parties. The aforementioned 
patent teaches a method for profiling objects and users over a 
bi-directional distributed network, such as: an ISP multiple 
ISP networks, a Web hosting network, or server software 
(such as data mining or recommender software) that is linked 
to a coalition of sites (such as a portal or Internet mall). 
0604. The current invention, the system of Secure Data 
Interchange, allows correlations to be identified between ven 
dor's data sets, that allows accurate profiling through the 
application of statistical methods, without providing vendors 
with explicit access to the profiles of users—because profiles 
are provided in anonymized and randomized forms. There are 
less efficient methods that can be used to identify correla 
tions, for example using customer demographics, and Vendor 
categories, to suggest which vendors might be well placed to 
form dynamic syndication relationships. With SDI it is pos 
sible to leverage as many data sources as are available, about 
users and the target objects with which they interact. In fact 
the degree of the measure of improvement in predicting user 
behavior (or increasing click through) is approximately in 
direct proportion to the square root of the number of user 
profiles and target profile interest Summaries which are 
known. The emphasis in the aforementioned patent is on the 
bilateral relationships between vendors and users, and the 
architecture is not designed to Support secure and privacy 
protected data interchange and analysis across the user bases 
of different vendors. 
0605. In the system for SDI we push control of the profile 
for each user to the client software that runs on the machine 
local to the user, and provide for personalization through 
dynamic processing of information on the user's client 
machine. Similarly, we enable vendors to exchange data sets 
only to the degree that is mandated by users, and provide 
technical solutions to enable significant leverage of data 
while maintaining user privacy. 
0606. The supporting architecture as stated in the above 
referenced patent also allows for profiling statistics to be 
collected and processed in a distributed manner. In the present 
invention the profile generation capabilities can be imple 
mented at various levels, depending on where profile infor 
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mation is physically located. As described earlier, the central 
SDI data warehouse can be nothing more than a “virtual' 
database, with multiple links to data that physically resides on 
client machines that belong to users and Vendors. 
0607 To enable useful cross-vendor profiling, vendors 
can Submit web pages that are tagged with profiles of target 
objects, user quality ratings based upon overall quality as well 
as other criteria (e.g., value, price, entertaining, informative 
graphic/visual appeal, etc.), location data (for target objects 
representing physical or geographical items), etc. User infor 
mation, in addition to profiles, can include data mining and 
trend analysis statistics, and user provided ratings for target 
objects. 
0608. As previously described in this patent, various con 
ditions can be placed on the way in which a set of data may be 
used (i.e., can the user make a personal copy of the dataset'?), 
as well as on the privacy controls put in place. It might well be 
that a vendor or a user is willing to share only a portion of his 
database, or that he will release only randomized data in 
accordance with the level of privacy he has guaranteed his 
customers. Although such restrictions could impact the con 
tent of the data analyzed by a vendor, as long as it is kept in an 
SDI-compliant format it can be analyzed by SDI's suite of 
tools. 

0609. The data that is stored in the central SDI server has 
tight usage restrictions. For example, the user will have speci 
fied (via aprice-policy) that data can only be used by querying 
agents that are able to present certain types of certificates, 
only anonymously, etc. The central data warehouse maxi 
mizes the value of data by analyzing conditions and Support 
ing queries with the cheapest possible price rules. 
0610. The information that is stored in the central SDI data 
warehouse can be provided by users, via their SDI client-level 
proxy agents, and relating to their own individual purchasing 
and buying habits. Alternatively, the data might be provided 
by vendors, and relate to what information that vendor 
decides to release about its customer base—and in agreement 
with stated practices that the vendor follows about the infor 
mation that it collects on its customers. 
0611. It is not necessary for data records to physically 
reside on the central SDI data warehouse. A vendor may 
provide links to data, and use a locally secured query-execu 
tion module to carefully control queries of the data. For our 
current purposes we assume a uniform data access model, 
where although both data and algorithms might reside either 
at vendors’ home locations or within the SDI system itself, 
the general analysis works transparently across these bound 
a1S. 

0612 For security reasons, the contents of databases may 
be injected with a small amount of noise. This prevents data 
base users from Surreptitiously connecting database records 
to individual customers, yet maintains the quality of infer 
ences made about the database in general. This is described 
earlier, as noise-perturbed data release. Although Such 
“noisy” records don’t pose too much of a problem for those 
methods that make generalized inferences, it should be noted 
that recommendations made for individual customer vectors 
that have undergone Such randomization will be less useful, 
since predictions are being made for a noisy target. 
0613. A final consideration is the reduction of the data 
vectors’ dimensionality (which can be extremely high), since 
it is harder to make clean inferences about sparse data. There 
are many standard methods that can be used to achieve this, 
Such as Principal Components Analysis. Another approach is 
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emails written consist of the words "Beatles”, “Mozart', and 
“practice', and that we are using the function 

TF/IDF(x) = 1 / Vn, 

0632. Where nx represents the number of times word x 
appears in the dictionary. We now want to represent one of the 
customers in the database; he’s a 10-year-old boy who prefers 
Mozart to the Beatles, and who wrote an email to his friend 
that mostly describes his attempts at practicing Mozart, but in 
passing mentions his sister's new Beatles CD. Suppose he 
uses the word Mozart 2 times (although it appears 456 times 
in the full database of all customers’ emails), the word Beatles 
1 time (appears 217 times in database), and the word practice 
3 times (appears 77 times in database). 
0633 

x=age=10 

We define the following coordinates: 

y={Mozart, Beatles)=(1,0) 

z=# of times customer uses word “Beatles'xTF/IDF 
(“Beatles')=1*0.067=0.067 

z=# of times customer uses word “Mozart'xTF/IDF 
(“Mozart)=2*0.047=0.094 

z=# of times customer uses word “practice'xTF/IDF 
(“practice')=3*0.114=0.342 

0634. In our example, then, we might encode this boy as 
customer 1: 

c=(x,y,z,z,z)=(10.1.0.0.067,0.094.0.342) 

13.1.1.4 Choosing an Appropriate Level of Data 
Granularity 

0635. We define the term granularity to denote the level of 
detail available within a given set of data, which is often 
structured hierarchically. Suppose a grocery store database 
contains records for a box of flavored gelatin powder. This 
could be categorized in a variety of ways; moving from the 
most specific to the most general, we might treat this data 
point as “12.5 ounce, strawberry flavor, Jello-brand gelatin 
dessert' (which would be entirely different from “12.5 ounce, 
banana flavor, Jello-brand gelatin dessert”), or as “12.5 ounce 
Jello gelatin' (a categorization which would treat as identical 
the strawberry and banana Jellos), or as “flavored gelatin, or 
as “dessert, or as “food, or as “grocery”. 
0636. When analysis is performed on such data, the level 
of granularity chosen will have a strong effect on the outcome 
of the analysis. If the level of granularity is too fine-grained, 
the data will be too sparse, although it could be potentially 
aggregated to the next highest level of granularity. If the 
granularity is too coarse, the results of the analysis might be 
overly general (e.g., a customer would find a collaborative 
filter useless if the only recommendation it makes for a des 
sert choice is “go to the grocery section of the store'). 
0637 Since the level of granularity will have a salient 
effect on the outcome of an analysis, it should be chosen very 
carefully, and might well play a factor in pricing when a 
Vendor chooses to sell its data. 
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13.1.1.5 Statistical Methods for Data Analysis 
0638. In order to perform a wide range of analytical tasks, 
SDI needs to make use of a variety of computational 
approaches. These are described below, starting with the sim 
plest methods first. 
0639 (1) Standard Database Searches 
0640 Since most of the data will be stored in central 
ized databases, simple searches, queries, and data filters 
can be implemented by means of standard SQL com 
mands. Typically, data will be collected or sorted using 
efficient database calls before being fed through analysis 
routines; once complete, the results can be fed back out 
to the database environment for further efficient manipu 
lation. 

0641 (2) Metrics—Measuring the Similarity Between 
Profile Vectors 

(0642) Given two customer (or vendor) profiles, c, and c, 
it is frequently desirable to know how similar they are. 
For this purpose, we define the similarity metric M(c,c) 
to be a function that takes as input two customer vectors 
and returns as output a numerical value in the range 
(0,1). When two customers c, and c, are identical, M(c. 
c)=1; when they’re completely different, M(c,c)=0. 

0643. The problem is somewhat simplified by the fact that 
we treat all customers as 

M(A, B) 0 = - ? , B) = cost = 
A. BI 

0644 vectors. Given two customer vectors, we can use the 
correlation between them to serve as our metric: 
0645. Note that 0 here represents the angle between the 
vectors A and B, and that we expect all coordinates of the 
vectors to be positive (in order for M(A,B) to keep its output 
in the range 0.1). 
0646. In more complicated cases, however, a customer 
vector might contain multiple fields with varying ranges of 
values. For example, we might have customer vectors of the 
form c. (age, income,), in which the maximum age is 80, but 
the maximum income is 300,000. In such cases, the coordi 
nates with larger values will dominate the similarity metric, 
overwhelming any influence that Smaller fields might have. 
0647. This requires a normalization of the customer vec 
tors, which can be done in several different ways. One 
approach would be to Scale every coordinate by the maximum 
observed value, forcing all coordinates to lie between 0 and 1 
(again, enforcing the rule that all coordinates must be posi 
tive). 

age; income; c; = ( ) max(age) max(income) 

0648. The only problem with this is that if a coordinate's 
maximum value is an outlier (being vastly bigger than the 
typical value), most of the coordinates’ values will seem 
unusually small once they are scaled by the maximum. In 
such cases, it might be better to scale the values with a 
“squashing function Such as the sigmoid, which deadens the 
impact of extreme values; one such configuration would be 
the following: 
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age - meantage) 
age = - Cage 

income; - mean(income) income; 
Cincome 

income; 8 

1 + ergei 1 income; 

0649. Note that the mean and variance of the data points 
are used to fully normalize them, such that the sigmoid func 
tion will spread the values somewhat more evenly between 
Zero and one. 
0650. The previous approaches are especially useful for 
single numerical fields, which might well overwhelm each 
other if some sort of normalization isn't performed. 
0651. A different problem arises for text or large categori 
cal fields, since they can potentially consist of hundreds of 
coordinates capable of overwhelming the influence of single 
numerical fields. Suppose we believe the age of a customer is 
as important as the text of articles read. In Such a situation, the 
thousands of coordinates devoted to the text field would 
dominate the metric's behavior, negating any influence that 
age would have on our measure of similarity—clearly not a 
good situation. 
0652. A solution to this would be to find the correlations 
among the fields taken separately, then average the result. 
That is, if each customer c (age, text), where text, is a 

corriage, age) + corr(text; al 

0653 vector with a very high number of dimensions, we 
could define the metric: 

0654). Where 

corr(Ci, Ci) = C; ci 

0655 The result is a metric that gives equal influence to 
each field. 
0656 (3) Forming Vectors into Groups 
0657 The process of classification is essential to collabo 
rative filtering, as it allows different vectors to be formed into 
groups based on some measure of similarity. If we are able to 
create groups of customer vectors, for example, we can then 
give individual customers recommendations based on the 
patterns of their group-mates, who presumably have similar 
tastes. 

0658 K-means Clustering and Nearest Neighbor algo 
rithms are extremely useful for grouping purposes: previous 
iReactor patents give a full and detailed description of our 
customized versions. This section gives a brief overview of 
these methods. 
0659 (3.1) Clustering 
0660 K-means Clustering is an algorithm used to partition 
a coordinate space Such that all vectors in a given partition are 
more similar to that partition’s vector average (the centroid), 
than to the centroids of any other partition. It is a process that 
iterates over the following steps: 
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0661 0. “Seed the coordinate space with the initial cen 
troids, which are vectors used to describe the centers of the 
clusters, in the sense that they are the average of all the vectors 
currently assigned to the partition. This can be done randomly 
(assigning centroids random coordinates) if no other infor 
mation is available, or it can be guided by pre-existing infor 
mation. For example, if we wish to cluster vectors of music 
customers, we can use information about musical genres to 
create initial partitions that correspond to pop, gospel, clas 
sical, etc. This will locate the centroids in well-spaced inter 
vals across the coordinate space. 
0662. 1. Assign vectors to the most similar centroids. This 

is done for each vector by Scanning across all centroids and 
calculating similarity M(vector, centroid); once finished, the 
vector is assigned to the cluster whose centroid has the great 
est similarity. In this stage, Vectors may switch their alle 
giance from one centroid to another, if the relative distances to 
the vector have changed sufficiently since the previous itera 
tion. If no vectors change their allegiance, the iteration pro 
cess is complete, and the algorithm stops. 
0663 2. If the iteration is not complete, recalculate the 
centroids by setting them equal to the average of those vectors 
that have been assigned to them. Go back to step 1. 
0664. Once the algorithm converges, the vectors are 
grouped into clusters. The centroids coordinates as well as 
the identity of cluster members is useful information that can 
be passed on to Subsequent stages of analysis. 
0665 (3.2) Nearest Neighbor 
0666. The nearest neighbor algorithm, simply stated, cre 
ates a list of those vectors in a database that most resemble a 
particular target vector. This is accomplished by comparing 
the target vector, in turn, to every other vector in the database; 
the similarity between them is recorded, and once the com 
parison loop is complete the list of similarities is sorted. The 
top k members of this list are returned as representing thosek 
vectors which most resemble the target. 
0667 (4) Generalizing Across Databases 
0668 One of the most useful aspects of SDI is that it 
allows for inferences to be drawn across different databases 
through underlying connections in membership or content. 
An especially strong link can be made between commercial 
databases if they have customers in common. However, for 
reasons of privacy, individual customers may choose to use 
different pseudonyms when dealing with different vendors. 
This might be preferred by the individuals, but it weakens the 
inferences that can be made between fields occurring in dif 
ferent databases. 
0669. The techniques chosen to infer correlations across 
different databases will depend on how many pseudonyms 
are shared in common. At one end of the spectrum, every 
customer uses a single pseudonym for all transactions, and 
makes an appearance in every database. At the opposite end of 
the spectrum, every customer uses a different pseudonym 
with every vendor, and may appear in only a single database. 
0670 Case 1: All Customers Use a Single Pseudonym, and 
Appear in all Databases Considered. 
0671 This is the simplest situation to handle. Since all 
customers appear in all the databases, the customer vectors 
fields are essentially scattered across several locations, but 
can be easily reconstructed. For each customer, we define a 
new data vector that concatenates that customer's represen 
tation from across the different databases. 
0672 Hence, if we are considering databases A, B, Z, and 
customer i appears in each one, we define a new vector c, 
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(c. c. . . . . cz), where c is customer is vector in database 
A. We then proceed as usual, making inferences with these 
augmented customer vectors. 
0673 Case 2: Most Customers Use a Unique Pseudonym, 
and Frequently Appear in Different Databases. 
0674. In this situation, although we see some connections 
between the databases, many pseudonyms appear in only a 
single location. Using Bayesian techniques, however, we can 
still make predictions for customer vectors across databases. 
0675 Suppose we have a set of databases, A, B, . . . . Z. 
Taking each database in turn, we cluster it using all available 
data. Thus, using every record in database A, we group A's 
customers into clusters 

0676 A. A. . . . . A. Taking database B, we create 
clusters using all of B's information, creating customer clus 
ters B. B. . . . , B, and so forth. 
0677 Now, scan both databases for common pseudonyms 
(representing those customers who have interacted with both 
Vendors under the same pseudonym) and create count Vari 
ables w, to represent the number of pseudonyms that appear 
jointly in A, and B, 
0678 We can now produce the probability that a pseud 
onym appearing in A, will appear in B, 

wif total 

P(BIA) = 

i 

X. wif total 
i=l 

total = X. X. Wii 

0679. For example, if we have a database of airline ticket 
purchases and a database of restaurant visits, we can create 
clusters, in the first case, of customers who travel to similar 
destinations, and in the second case, of customers who eat at 
similar restaurants. Given that a particular customer belongs 
to a cluster of people who frequent Caribbean restaurants, we 
can infer which travel packages would most appeal to him 
based on the linking probabilities, as defined above. 
0680 
0681. If we have a third database C, and there are a large 
number of pseudonyms common to A, B, C, the above prob 
abilities can easily be extended. For example, knowing that a 
customer appears in A, and B, we can calculate the linking 
probabilities to any C. 

Multivariate Extensions: 

P(A; a B.A. C.) 
P(A; a B.) 
wik f total 

PC. A.; AB) = 

p 

X wik f total 
k=1 
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0682. Or, if there arent many pseudonyms that span all 
three databases, the probability of C. given that a pseudonym 
exists in A, and B, could be approximated by: 

0683 Case 3: All Customers Use Several Pseudonyms, 
and None Appear in Different Databases 
0684. In this situation, there are no common customer 
codes that can be used to create links across the databases. 
However, the mere fact that several databases have been 
brought together for analysis should imply that there are 
semantic commonalities in the data. 
0685 Although each database contains different fields, it 
may be the case that those fields deal with related subjects. A 
human expert, knowledgeable in the content of the databases, 
the subtleties of the domain, and the overall goal of the analy 
sis (e.g. the creation of recommendations), will be in a posi 
tion to create a "common-information profile’ that spans the 
databases. In essence, the common-information profile 
defines a format that allows vectors from different databases 
to share a common coordinate space. 
0686. The idea is this: the expert designs a high-level 
vector format that embodies the content deemed important 
for the project goals. Next, for each database he develops a 
mapping that encodes the database's elements into the 
generic format. Finally, the desired analysis is performed on 
the full set of common-information profiles. 
0687 Although the expert will have to create completely 
new fields for the common-information profile, certain types 
of data will map directly to the common-information format. 
In particular, if every database contains text (catalogued and 
counted, for TF/IDF purposes, by accompanying dictionar 
ies), the union of the words will define the text coordinates of 
the new common-information profile. When word counts are 
being mapped from their original databases to the new vector, 
the original TF/IDF weightings may be used, or new TF/IDF 
weightings may be created (using a dictionary constructed 
from all the databases text taken together). 
0688. Once analysis has been performed, certain com 
mon-information profiles will be grouped together by their 
shared similarities, although the pseudonyms they represent 
may have been originally drawn from different databases. 
Such groups will represent links between different databases, 
and may be used for predictive purposes (see end of example). 

13.1.1.6 Example of Cross-Database Analysis 
0689. In this example, suppose that the central SDI data 
warehouse contains data submitted by the following vendors: 

0690 A. A travel agency keeps track of tickets sold, and 
vacation web pages browsed. 

0691 B. A bookstore keeps track of books sold, and 
stores an electronic version of the New York Times 
Review of Books. 

0692 C. A sporting-goods and clothing shop, keeps 
track of purchase items sold (which includes magazines, 
for which electronic text exists). 

0693. A certain airline wants to promote various vacation 
packages it has available, which include both European and 
Caribbean vacations, as well as singles and family packages. 
Although it has leased rights to databases A, B, and C, it turns 
out that no customer pseudonyms appear in more than one 
database at a time—in other words, there are no shared 
records. 
0694. A vacation expert is hired to create a common-in 
formation profile. He creates the following information vec 
tor: (list of tropical countries, list of European countries, 
family score, list of sports, text) 
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0695. Note that the family score is a numerical value rang 
ing from 1 (young singles) to 10 (many Small children), and 
indicates what kind of person the customer is (a party-ori 
ented student vs. a sedate father of three). 
0696. The expert then creates the following mappings: 
0697 A. Travel Agency. Link destinations of tickets 
sold to country fields (i.e., the number of trips to Ger 
many by a customer would be placed in the Germany 
field of the common-information profile). Link sales of 
children's tickets, or requests for children's meals, to 
family score. Put web-page data into text field. 

0698 B. Bookstore. Link travel books' text to country 
lists. For all books purchased by a customer, map text 
from book reviews into text field. 

0699 C. Sporting-Goods store. Map warm-weather 
clothing (and Swim gear) to tropical countries, ski gear 
to countries with skiing areas. Map sales of toys or 
children's clothing to high-value family scores, map 
revealing-bikini and student-discount Sales to low-value 
family scores. Map text from magazines purchased by a 
customer to text field. 

0700. These mappings are then applied to each database, 
generating a full set of common information profiles. These 
are then clustered, forming groups that share commonalities. 
0701. The expert can now do several things with the 
results. First of all, he identifies the general “flavor of each 
cluster (e.g., families with Small children that enjoy winter, 
Europe, and skiing); the pseudonyms contained within each 
cluster can then be targeted for vacation packages suitable to 
their tastes. Secondly, the fact that pseudonyms from different 
databases have been clustered together allows the expert to 
plan cross-category marketing. If certain travel-book-buying 
parents have been grouped together with parents who bought 
their children swimsuits and scuba toys, it may be that they 
share a preference for family activities that take place in warm 
places or by the seashore. Hence, the book-users might be 
advertised various ocean-related sports goods appropriate for 
young families, and likewise the Swimsuit-users might enjoy 
getting recommendations for travel books that describe tropi 
cal destinations that are especially fun for children. That is, if 
the goal is to cross-market items from A to customers in C, the 
most logical source of recommendations would be the people 
in A who have been grouped with the people in C. 

13.1.1.7 Methods for Validation 

0702. To a large degree, the overall success of an SDI 
analysis is the relevance of the connections that are inferred 
from the data. It is often the case that a certain amount of 
validation is required to determine which analytical 
approaches are the most Successful, given that the analyst has 
had to choose a particular combination from a wide range of 
algorithms, data sets, levels of granularity, and parameter 
settings. The process of validation measures the relative suc 
cess of a given project, and is used to guide the analyst 
through further iterations of tuning and adjustment so as to 
optimize the final results of the analysis. 
0703. There are two general approaches, not necessarily 
mutually exclusive, to validation: the first is fairly quantita 
tive, the second relies more on human expertise and intuition. 

(1a) Quantitative Approaches—Test Against a Validation Set 

0704 Suggest the use of a human to infer the most relevant 
attributes influencing a particular output and the role of 
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experimental design (as suggested) as a way of holding out 
part of the input data in order to validate the key relevancy of 
particular attributes. Principal components analysis is also 
implied in the last paragraph of 1-1. 
0705 The goal of validation, in this context, is to measure 
how Successfully SDI makes a prediction, most commonly a 
recommendation. Before a recommendation system can be 
used commercially (when it is exposed to actual customers), 
it is important to make Sure that it is using the best possible 
combination of algorithms, input data, and parameter settings 
(e.g. TF/IDF tuning). If several different combinations are 
under consideration, there is a need to gauge the relative 
predictive accuracy of one approach over another. This can be 
accomplished by holding out part of the data set, training the 
recommendation system on the remainder, then evaluating 
the strength of the recommendations made for the hold-out 
Set. 

0706 Suppose we are testing two possible settings for a 
system that recommends music. We make a copy of the cus 
tomer purchase records and remove a single purchase at ran 
dom from each customer—this slightly reduced copy will 
serve as our training set. We then allow the two rival systems 
to recommend musical albums for each customer, based on 
the information in the training set alone. Typically, these 
recommendations will take the form of a list of items with 
corresponding numbers that indicate the strength of each 
recommendation. The relative performance of a set of recom 
mendations can then be gauged by looping across each cus 
tomer, noting whether or not the system recommended the 
item that had been held out, and if so adding it to a running 
total. The system with the highest total can thus be judged the 
most effective, since it most strongly recommended items that 
the customers did, in fact, end up purchasing. 
0707 Because the result of this type of validation is a 
quantitative score, it is possible to automate the model selec 
tion process. Given a set of analytical approaches (each with 
its own array of parameter settings), it is possible to loop 
through the full parameter space (using a grid of evenly 
spaced numerical values, if needed, to reduce dimensional 
ity), computing a validation score at each iteration. Those 
combinations of algorithms and parameter settings that dem 
onstrate the best performance could be chosen as the top 
candidates for the final system configuration, since they do 
the best job at predicting customer behaviors. 

(1b) Quantitative Approaches—Dynamic Method 

0708. The problem with the hold-out approach to valida 
tion is that it isn't dynamic, since it doesn’t reflect the impact 
that the recommendation system has on the customers once it 
is implemented, and may be based on data that doesn't con 
tain current trends. After all, it is better to predict what the 
customer will buy rather than what the customer has bought in 
the past. 
0709. A better approach is to run a controlled experiment 
against the actual customer base. First, the pool of customers 
is split at random into different segments. Next, each 
approach under consideration is used exclusively to make 
predictions for a given segment. Once the trial period is over, 
each system is given a score based on how valuable its rec 
ommendations turned out to be (this could be measured by 
total sales generated, for example, or by the number of times 
a customer made use of a recommendation). 
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(2) Human Expert in the Loop 
0710 Although quantitative methods can automate the 
validation process to Some degree, at the beginning of many 
projects there is so much raw input data available and so many 
decisions that have to be made about the analytical approach 
that an automated process would have to test a prohibitive 
number of combinations of data, algorithms, and parameter 
settings to get optimal results. In Such cases, it is useful to 
employ a human expert who understands the psychology and 
nature of the particular domain being analyzed. 
0711 Such a person will have intuition about what is and 
isn't relevant for his domain. For example, a movie expert 
might be called in to work on a movie-recommendation sys 
tem, for which an immense amount of input data is available. 
In choosing relevant fields for analysis, the expert's under 
standing of cinema would lead him to include the director's 
name and numbers of Oscars awarded, whereas the exact 
length (in minutes) of the movie would be, in his estimation, 
irrelevant and therefore excluded. 
0712. Once the analysis is complete and recommenda 
tions have been made, the expert's opinion (based on a quali 
tative understanding of the domain) can be used to guide 
which particular combination of settings, chosen from a list of 
candidates with detailed test outputs, should be used for the 
recommendation system. 

(3) Combined Human/Quantitative Method 
0713 There is certainly no reason why both approaches 
couldn't be used in combination. Many data sets include 
fields that are extremely noisy or simply irrelevant to a given 
problem; a human expert can be employed to pare the data set 
down to a reasonable size and dimensionality, using his 
domain expertise to create a data model reasonable for the 
proposed analysis. Next, automated methods can be used to 
fine-tune the parameter settings and to choose which Subsets 
of the input data are the most useful. Finally, the human 
analysts called back to qualitatively evaluate the results of the 
fine-tuning, making the decision to either start a new iteration 
of the analysis, or to certify that the process is complete and 
ready for commercial application. 

13.1.2 The Iamworthit System 
0714 Iamworthit is an application of Secure Data Inter 
change to business-to-consumer (B2C) e-commerce, where 
individuals perform transactions on-line through interactions 
with the server machines of on-line vendors. Individuals 
interface with the servers of vendors via local user client 
machines, networked at present over the Internet, although 
this is not a necessary infrastructure for the invention. 
0715 Iamworthit allows individuals to receive payments 
for the information that is collected by an SDI client proxy 
and stored in the central SDI data warehouse, for data mining 
purposes. Iamworthit also allows individuals to receive pay 
ments in one-to-one interactions with vendors in return for 
providing vendors with information that allows them to make 
an appropriate offer. Secure data interchange Supports the 
useful exchange of information between agents without 
allowing vendors to collect and distribute information about 
users without the knowledge or permission of users, as is 
possible now via the system of cookies and affiliate networks, 
such as that operated by www.doubleclick.com. In the system 
of Iamworthit vendors benefit through well-targeted adver 
tising (both push and pull), the ability to customize informa 
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tion and services (even to first-time customers), and access to 
a large database of information about buyer purchasing hab 
its. Individuals still release profile information to the central 
SDI database for the purposes of controlled access by ven 
dors, and also provide vendors with profile information dur 
ing interactions and allow vendors to execute queries on 
information and receive the benefits of personalization with 
out directly accessing the information. Users can maintain 
multiple pseudonyms and profiles, but within SDI vendors 
can still access information across pseudonyms and use 
cross-web (broad) and single-vendor (deep) information to 
build robust models of buyer behavior. Buyers benefit 
through personalization with privacy, and financial rewards in 
return for releasing profile information. 
0716. Within B2C e-commerce, secure data interchange 
can also support a system of time-of-purchase competition, 
which allows an individual to use the profile management 
capability of SDI to provide vendors with information about 
a user at the time of purchase, and allow competing vendors to 
offer the same product at a betterprice, or a better product (for 
the user) at a good price. With time of purchase Small entrants 
to the marketplace can make counteroffers to users that are 
about to purchase a product or service from another vendor, 
and can compete in Small parts of the marketplace without 
investing heavily in advertising and brand awareness. Time 
of purchase requests can be made by user clients to iamwor 
thit, to request that iamworthit cascades purchase requests 
onto other vendors, collects responses, and then return them 
to user clients. This extension of SDI is discussed in Section 
2.1. 

0717. As a commercial strategy, one might make it a nec 
essary condition of belonging to Iamworthit that client 
machines submit profile information to the SDI central data 
warehouse, so that vendors can perform useful data mining 
and then provide customized products and information to 
users, for example based on models of collaborative filtering. 

13.1.3.1 System Overview 

0718 Client machines in Iamworthit implement an SDI 
proxy on-top of a user's regular web browser. The role of the 
proxy is: 

0719 a) Profile and identity management as the indi 
vidual interacts with server computers of on-line ven 
dors. 

0720 b) Collect and manage profile information, with 
information periodically submitted to the central SDI 
data warehouse. 

0721 c) Release profile information to vendors accord 
ing to profile management policies. 

0722. In Iamworthit the client-side SDI proxy is config 
ured by users to periodically push information collected 
about the user to the central SDI data server, i.e. click stream 
data, profile information, purchases made, information 
requested, etc. Profile information is associated with price 
rules, as in the top-level description of SDI, and can also be 
adjusted with random perturbations to protect the identity of 
a user under multiple pseudonyms. 
0723. The client periodically sends update messages to the 
database, for example with information about new activity 
(e.g. web browsing, purchases, adverts not selected, etc.) SDI 
allows the information to be used by vendors to build models 
that enable good personalization of products, services and 
adverts. 
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0724. Users might choose to randomize profile informa 
tion to protect sensitive information and to prevent vendors 
linking users across different pseudonyms. Clients Submit 
perturbed data points and the distribution that was used to 
generate the noise (see the section on random noise perturba 
tion). 
0725 13.1.3.2 Privacy-Protected Data Mining 
0726 Vendors can gain access to profile information in the 
central SDI data warehouse, as long as they meet the criteria 
of the agents that submit information on behalf of users, and 
pay the price of data access. The profile information can allow 
Vendors to build complex models for personalization, nego 
tiation, and advertising, based on information about pur 
chases made by different types of users. 
0727. Users submit profile information to a central data 
base that can be used for profiling, without revealing their 
identities. Client-side SDI proxies track user activity on-line, 
across multiple sites, and Submits data, randomized if neces 
sary, and only according to a user's preferences to the central 
SDI data server. The data is useful for building models of 
buyers, for example purchasing patterns, for the purposes of 
personalization of information and adverts. Agents that Sub 
mit information retain ownership of the data. Simple data 
mining queries include: 

0728 (a) Compute the average income level of people 
purchasing camcorders. Suppose that a vendor has 
pseudonymous identities of its recent customers, and 
wants to compute their average salary. It does not know 
the salary of any of the customers, and individual cus 
tomers will not release their salary to the vendor. How 
ever, if some of those customers have provided informa 
tion about their salary to the central SDI data warehouse 
then the vendor can compute the result to its query. 
Agents might associate price rules with information 
about their salary that allow a vendor to query that infor 
mation so long as the identity of the agent is not revealed, 
i.e. So long as the salary is provided anonymously. We 
described earlier in the patent description how price 
rules can define different prices for different types of 
information access. 

0729 (b) Compute the total donation to a fund for bone 
cancer research. Individuals do not wish to release infor 
mation about their specific charitable donations, but 
might be happy to release that information anony 
mously. Again, a query to compute an average donation 
can be formulated and executed in the central SDI data 
warehouse. 

0730 (c) Perform collaborative filtering across multiple 
fields. This is explained in more detail below, and is 
possible within SDI because a general query can be 
performed so long as the querying agent makes pay 
ments for data access in accordance with the price rules 
of agents which Submit information to the shared data 
base. Note also that randomly perturbed data does not 
prevent the computation of correlations between fields, 
so long as the random perturbation is “small with 
respect to the value of the data record. 

13.1.3.3 Importing Off-line Data into the Data 
warehouse 

0731. The central SDI server can associate off-line infor 
mation about a user with a users on line pseudonymous 
profile, even though the central server does not know the 
user's pseudonym IDs. This can only be done with the user's 
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consent, and may also involve appropriate compensation. 
Within the system of iamworthit we can credit users for both 
off-line and on-line information. 
0732 Merging a marketing database with SDI user pro 
files can be useful both to initialize the database, for example 
when asking a user questions to generate an accurate user 
profile rapidly and efficiently. Off-line data can also add use 
ful richness to on-line profiling information, which may be 
largely contextual and low on details/factual information. For 
example, off-line data can include information Such as 
whether a user owns a car, rents an apartment, has house 
insurance, life insurance etc. SDI can also extrapolate corre 
lations to other user profiles, on the basis of common SDI 
profiles, for example using statistical techniques. 
0733. It is often the case that individual customers appear 
in Some databases, but not in others. Under normal circum 
stances, an analyst working across different databases would 
be faced with a large number of incomplete customer records, 
each with gaps corresponding to the fields of the databases to 
which they don’t belong. A solution to this problem is offered 
by SDI, which is capable of drawing correlations between 
different databases—this information can be used to generate 
predictions to fill in the gaps of incomplete customer records. 
The result is a full set of customer records that can be mean 
ingfully sorted or filtered by any of the combined fields, and 
which can now be handled as a unified set of data, suitable for 
use by standard database analysis systems. 
0734. In a typical example, SDI might be used to combine 
a demographic database, such as the one offered by the 
Econometrics Corporation, with a commercial database. Such 
as the one offered by Claritas. The Econometrics database 
consists of 180 million different customer records, but at a 
fairly coarse-grained level of detail, consisting of Such infor 
mation as age, gender, family status, location (at the state, 
city, or zip code level), and personal income. In comparison, 
Claritas offers a smaller base of customers, but includes infor 
mation of arguably higher quality, since it breaks customers 
down to the geocode (Sub-neighborhood) level, and includes 
much more detailed information on personal spending habits 
across hundreds of different purchase categories. A logical 
reason to combine these databases would be to Supplement 
information about customers in the vastly broader demo 
graphics dataset with particular predictions about their per 
Sonal preferences and likely commercial spending habits. 
One could imagine using this augmented data set to Supporta 
web site that instantly customizes itself to new visitors’ pref 
erences. Since the number of records in the Econometrics 
database is equivalent to roughly 72% of the population of the 
United States, it is likely that most first-time visitors to the site 
will already have a “thumbnail sketch' in the system, and can 
thus be greeted with an page appropriately configured to their 
personal tastes. 
0735. The technical details of the combination process 
(which have been described elsewhere in the patent) to a large 
degree depend on the amount of overlap between the data 
bases, that is, the number of customer records which are 
shared in common Suppose the demographic databases 
fields are coded (x1,..., Xn), and the commercial databases 
fields are coded (y1,...,yn). Suppose further that customers 
in set A appear only in the demographic database, customers 
in set B appear only in the commercial database, and custom 
ers in set C appear in both. 
0736. The process of supplementing the fields of custom 
ers A depends completely on the derivation of the distribution 
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f(y1,..., ynlx1,..., Xn), which describes the correlation of 
fields in the commercial database on fields in the demo 
graphic database. As previously discussed in the patent, dif 
ferent techniques may be used to create this distribution, 
depending on the size and variety of C. 
0737. As a concrete example, one could imagine that set C 
includes customers from rural areas. The demographic data 
base would reveal that, although their incomes aren't huge 
relative to the national average, they tend to spend a lot of it 
(i.e. are active consumers), have large families, and purchase 
large vehicles. The commercial database might show that 
they enjoying hunting magazines and Ford trucks. If they live 
inland, they buy hunting equipment, if they live near the 
ocean, fishing equipment. 
0738. If these trends are dominant in set C, they will 
impact the distribution function. Thus, when a browser from 
a small town in Texas with a typical income pattern visits the 
automated website, he could be greeted with discounts on 
truck accessories and a small sidebar with news on the hunt 
ing season. On the other hand, a visitor from a small town in 
Maine might be given the same truck discounts, but would 
have news on the fishing season. 
0739. Although the demographic dataset is arguably the 
weaker of the two in terms of content, the fact that it contains 
even a small amount of information on most people in 
America makes it very valuable for handling first-time visi 
tors, since most of them will appear in it. By using SDI to 
leverage the more detailed information in the commercial 
database, we are able to Supplement the rough demographic 
data with predicted commercial preferences. This allows us to 
construct more detailed thumbnail sketches for each cus 
tomer, allowing our reception of first-time visitors to be much 
more appropriate (since knowing personal hobbies or inter 
ests tells us much more about a person than general income 
level). 

13.1.3.4 Static Query Execution 
0740 Central ApplicationsSome key applications of SDI 
a. 

0741 Assessing the Value of Data. Plug together sets of 
data, and measure predictive accuracy. 

0742 Matching Data Across Vendors. Find patterns in 
common pseudonyms, denoting common areas of inter 
est; use catalogues of order codes and item description to 
find similarities across data sets. 

0743 Targeted Recommendations; e.g. match custom 
ers to their nearest neighbors in a data set and generate 
recommendations for users, collaborative-filtering style 
application. 

0744 Leveraging Portal Data. Use data from portal to 
leverage data needs for ISP 

0745 Analyzing Affinities. Suppose a vendor has a list 
of customers, and knows to some degree what web pages 
they visited after leaving vendor site. A large collection 
of customers taken from an ISP will contain their web 
surfing behavior. Cluster web sites and cluster custom 
ers, finding cluster-to-cluster interactions. Use this 
information to classify vendor's customers; gives ven 
dor an edge in knowing customers’ tastes. 

0746 There are a number of search-based applications, 
where SDI searches for appropriate profiles and then requests 
that SDI makes contact with the users pseudonymously, i.e. 
without the Vendor receiving any useful information about a 
user's identity. The contact, interaction, and business rela 
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tionship with the vendor occurs under terms of complete 
buyer pseudonymity. The pseudonymous communication 
may be either email, real-time text communications, Voice 
(such as the pseudonymous telephony or Internet telephony). 
In the case of pseudonymous telephony, instead of a one-time 
or persistent pseudonymous buyer address, pseudonymous 
buyer telephone numbers may be used for the third party to 
reach the buyer under his/her terms. Example applications 
include: 

0747 (i) Financial Advice and Financial Planning Ser 
vices. Often buyers are quite sensitive about the confi 
dentiality of the release of this type of information 
related to personal financial matters and particularly 
with certain matters (and perhaps in general) prefer that 
their financial advisors were unaware of their true iden 
tities. Similarly, investment advice or sales communica 
tions by Stock brokers are another application where 
similar buyer information is typically disclosed. 

0748 (ii) Insurance Agents & Brokers. For many types 
of insurance, (e.g. health, life, casualty) personally sen 
sitive information is disclosed by buyers to their agents 
and brokers. Initially, before insurance services are pur 
chased, it is possible that useful detailed quotes and/or 
insurance advice could be provided to a buyer pseud 
onymously. 

0749 (iii) Legal advisors. There are a variety of legal 
disciplines in which the associated legal services delve 
into highly sensitive personal information (e.g., bank 
ruptcy law, divorce law, criminal law, etc.) Many law 
yers also offer to first-time prospective clients a free 
consult in which Such a privacy-enhanced communica 
tions system could be initially beneficial to the parties. 

0750 (iv) Family Counseling and Psychological Coun 
Seling. The parent patent application also suggests these 
applications which often involve the exchange of highly 
confidential personal information. 

0751 (v) Medical Consultations Involving Drug Pre 
Scriptions. In this variation, although medical consulta 
tion may be conducted anonymously, in order for a phy 
sician to prescribe medication, the identity of the patient 
must be known (within the current regulatory legal 
requirements). 

0752 (vi) Advertising network (where the clustering or 
nearest neighbor algorithm interact with the ad server). 
Ads on that ad server's database, e.g., on the sites most 
frequently visited by the user are periodically uploaded 
to SDI such that the ad(s) of highest predicted interest to 
the user is presented upon the user visiting that site. 
Preferably the target object profiles of all the ads on the 
ad server database, as well as the profiling algorithm, 
which is used by the ad server is properly integrated with 
that of SDI so that it is possible to convert the usage 
statistics of the data model used by the ad network 
(which may include ad server data for users collected 
across the ad networks) into useful statistics for SDI. 

0753 (vii) Content sites, e.g., for personalizing news 
articles (which are again uploaded to the SDI server each 
news day if those articles would not otherwise be avail 
able on that web site. If they are, as with any web content 
format which is universally accessible, the content may 
be frequently profiled following retrieval, e.g., by a 
simple web crawler script. 

0754 (viii) Portal Sites—As detailed in the parent case, 
the user profile may be presented to the information 
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Vendor server containing the portal site. The selection 
and prioritization of the most relevant personalized con 
tent categories may be automatically determined at the 
client level proxy, which is conveyed to the information 
vendor server in order to personalize every aspect of the 
portal interface. It should be noted that without the ven 
dor's cooperation (with SDI) the interfaces of portal 
sites and content sites could be automatically modified 
at the client-level proxy in order to provide the person 
alization of selections to the user (from the user's per 
ception as if the personalization was dynamically gen 
erated on the site itself). However, ad servers/ad 
networks could not be personalized as easily without 
privileged access to the ad database (unless the ads from 
that site were recorded and stored in the ISP-level proxy 
from other users visiting that site). 

(0755 (ix) Rating Sites. The ISP level proxy may also 
contain metadata relating to specific sites, products or 
informational content (as an alternative to the metadata 
residing on the HTML pages, which they describe 
through cooperation with the vendor). Such metadata 
includes annotations, average user ratings, according to 
a variety of attributes, as well as the ability to browse 
Web pages with associated annotations and/or user rat 
ings provided from those users who are identified by 
either: a user-selected cluster, or the user's profile or 
high or low ratings according to site selected. Endorse 
ments (and ratings by a variety of relevant criteria) by a 
variety of types of organizations may be available as 
well, and browsing and searching may be performed 
with these organizational endorsements/ratings as a cri 
teria to bias or filter searches or filter the sites accessible 
via browsing interface (the same may be also performed 
for user based ratings as well). 

0756 (x) Cache Engines—As an alternative to the pro 
file generation and processing modules running on the 
network vendor (ISP) servers, it may operate instead, or 
in combination as a distributed process upon the caching 
server in accordance with the method taught by “Broad 
cast System for Reduced Memory Devices and Asym 
metric Networks”. (check exact title of this patent) As 
taught in this patent (in accordance with the current 
applications) the pages predicted to be accessed by the 
user on the following day are precached in advance. 
(0757. Typically sites which tend to be visited most 

frequently are assessed for selections which are per 
sonally relevant but have never been previously 
accessed. These would be presented as recommenda 
tions to the user if/when he/she visits that site (which 
is also probabilistically determined). The fact that the 
recommendation (whether generated by the site itself 
or modified at the client level proxy), the user's 
behavior is positively being reinforced by the fact that 
the ranking of personal recommendations is priori 
tized in direct relation with the prioritization scheme 
for precaching, i.e. personalized recommendations 
and precached pages are substantially identical and as 
a result of precaching to the server, or even the client, 
can be accessed by the user with little or no latency 
(thus in the ideal embodiment it may even be advan 
tageous to highlight the links which have been pre 
cached). 

0758. In a preferred commercial model, the tech 
niques which are above described, that metadata con 
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taining profile information on the pages are encrypted 
Such that a cache engine that is used to precache 
cannot be decrypted and read by certain caching 
engines which do not possess a desired business rela 
tionship withiamworthit. In another implementation, 
other competitive intermediary services to iamworthit 
may not be able to decrypt and read these web page 
profiles in order to present personalized information 
to the user (even if the competing protocol were pur 
sued, the accuracy of the iamworthit version would be 
substantially more accurate due to its ability to lever 
age vendor centric SDI data from the host level proxy. 

(xi) Auto Insurance Application 
Co-pending patent application entitled "Applica 

tions for a Location Enhanced Information Architec 
ture' describes a location-enhanced framework by 
which statistical methods are used in order to very effi 
ciently and confidently extrapolate the most relevant 
attributes in predicting automobile accidents (or the 
avoidance thereof). The correlations from some of the 
existing metrics used may be refined using this tech 
nique e.g. LEIA is able to accurately determine the num 
ber of miles a buyer drives per week while the buyer will 
often lie about this, thus the basic model may be refined 
and more accurate information may be provided on a 
per-buyer basis. The scheme also enables completely 
new metrics to also be identified and utilized as well 
which may correlate the attributes location with time. It 
is conceivable that if a buyer provides access to this 
location-enhanced information by an insurer, that the 
insurer could in turn offer premiums, discounts or 
deliver credit to the buyer which could be added to 
monetary credit the buyer receives for personal informa 
tion fromiamworthit, for example, aniamworthit imple 
mentation which uses LEIA to profile and target buyers 
with ads by their location (e.g. while riding in an auto 
mobile). 

(xii) Hospital example. 
In one data application of the client level proxy 

server, the user profile includes medical data which is 
obtained from medical records. (Such as from hospitals 
or physician’s medical records or potentially that of a 
health insurer). Typically, various physicians offices 
and hospitals which a patient (hereinafter “user') has 
visited over the years contains separate portions of a 
user's overall medical history, thus these various sources 
may be combined upon the user's request by download 
ing this data to the client-level proxy (or preferably, the 
user enters into a contract with those organizations in 
which all medical data and updates thereof are down 
loaded by the organization and/or an "agent to the 
organization which transmits a request which is digitally 
signed by the user at the client-level proxy server. The 
origin of the request (the user) is authenticated and may 
be processed by a human or another agent located at the 
organization's host computer. 

Because of the highly sensitive nature of medical 
data, there are potential user privacy advantages in using 
randomized aggregates. For example, a users age, 
medical history of specific relatives (particulars of 
which could be more generalized) genetic data, numeric 
values associated with various medical tests, results for 
which are a numeric value. This data may be of relevance 
to pharmaceutical companies, alternative medicine ven 
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dor and clinics insurance companies hospitals physi 
cians, clinics and home health care providers, the latter 
three of which may wish to advertise to patient prospects 
and extend their medical practices. The privacy archi 
tecture herein provided is a critical component for 
enabling access to user data by these commercial entities 
and is perhaps critical to the extent that users must 
explicitly authorize the transfer of medical records from 
either the physical copying or electronic duplication of 
an associated transfer of such information to an interme 
diary (SDI) which is trusted by the user. 

0764 (xiii) Medical information, such as medical con 
ditions, medical history, active prescriptions, drug reac 
tions, family history, possibly even genetic pre-disposi 
tions (from a genetic profile). Medical insurance 
information may also be potentially useful for a prospec 
tive qualified accessory to be able to readily access in 
case of an emergency. 

0765 (xiv) Physical location information Users or 
advertisers could, for example: a) Ouery a pseudony 
mous user database to access profiles that are in close 
physical proximity and match certain criteria, e.g. live in 
a certain geographical region, had recently attended a 
meeting or event (or is planning to attend a particular 
event) had recently communicated with a friend or asso 
ciate. In another variation, a user could for example, 
Submit a query pertaining to every user in a particular 
physical space, e.g., a room, hotel or convention center, 
e.g., identify all users present here who attended Internet 
World, 1995. 

13.1.3.5 Buyer Infomediary 

0766 The central SDI data warehouse can be used by 
vendors that provide services of buyer infomediaries, for 
example providing buyers in B2C e-commerce applications 
with historical information about previous purchases of users. 
At present companies Such as www.priceline.com make prof 
its because many individuals post take-it-or-leave-it buy 
offers for goods that are above the reservation price that 
Vendors are prepared to accept for a service. An information 
infomediary, based around information submitted by users 
about previous successful or unsuccessful bids would provide 
for a more efficient marketplace. 
0767 Abuyer infomediary system can be built as an appli 
cation of SDI to providing bid prices for agents in electronic 
marketplaces which are agent-mediated and allow dynamic 
pricing, for example the nascent marketplaces of on-line auc 
tions, www.ebay.com and on-line reverse auctions, www. 
priceline.com. 

13.1.3.4. Seller Infomediary 
0768. On the flip-side, the system of SDI can also be used 
to Support third-party infomediaries for sellers, that make 
their business by performing data mining on the information 
in the shared data warehouse, and can sell that information 
onto other vendors. It is possible to identify useful pricing 
models, based on historic purchase information from many 
different individuals. 
0769 The system of SDI can also be used as a confidential 
database for the purposes of generating statistics from sensi 
tive data. For example, as a trusted system, manufacturers 
might be willing to provide information about their produc 
tivity, margins, retainment rates, production efficiencies, 
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yields etc. The central SDI server could generate statistics, 
globally for the manufacturing sector, and then individually 
for each manufacturer—as it relates to the information pro 
vided by other companies. Similarly, it would be possible to 
use Such a system to compare salaries across different univer 
sities. While an individual university might be reluctant to 
reveal information about its pay-scales to other universities, 
in the aggregate this information is not sensitive—and a Sur 
vey on salary can be useful to both employers and job candi 
dates. SDI is used to securely calculate statistics, without 
revealing any information that might compromise the privacy 
of a single employer. 

13.1.3.5 Personalization Application. 

0770 Personalizing information on-the-fly requires that a 
Vendor has a data model, for example that clusters its current 
user-base according to what they are likely to be interested in. 
We can allow vendors to execute queries, for example clus 
tering algorithms on profile information, that use all the infor 
mation submitted to the database by users without violating 
privacy policies of the owners of that information. This can be 
done by returning a classifier, that will place new profiles into 
relevant clusters, and provide information about the likely 
interests of a particular user. Given this classifier, we describe 
in Section 3, “client-side data mining, a method that allows 
the vendor to compute the results of a personalization algo 
rithm on the profile of an agent without receiving that profile. 
Simpler methods might either run Such a personalization 
query in the central SDI data server, or release some profile 
information to the vendor. 

0771 Vendors are assured that all enabled users (who are 
subscribed to iamworthit) will receive highly personalized 
recommendations for their products, services and advertising 
access from their site. (and because many sites are migrating 
towards providing also a full-blown niche portal with content, 
chat and forums, personalization of this information is 
enabled as well). In addition to leveraging click-through navi 
gations and transactions captured from their own customers 
during present and previous visits to their site, iamworthit 
provides the unique advantage of being able to utilize the 
users web-wide profile consisting of a variety of attribute 
types upon accessing the site in order to leverage statistical 
correlations captured by the integration of the statistical mod 
els of the vendor, with that of Iamworthit. If stored on the SDI 
main server, the iamworthit data captured at the client level or 
ISP-level proxies is typically concatenated with the data sets 
of the vendor captured from the host-level proxy (maintained 
at the vendor's host server or if SDI enabled at the SDI main 
server) This is particularly important for first-time visitors to 
the vendors site and particularly within Vendor domains in 
which content-based merchandise (e.g. books, magazines 
and news Subscriptions) are sold. Assuming the number of 
iamworthit Subscribers is Substantial enough and assuming 
that the present business model involves a “relationship' 
between iamworthit and a vendor of recommender systems 
and/or (at an arms length) the vendor-centric SDI service, this 
advantage alone could impose significant pressure upon the 
Vendor to deploy a recommender system(s) which interoper 
ates with iamworthit (or subscriber to SDI). Content sites, 
news sites, and web portals, etc. can provide personalized 
information to users by subscription to the system of SDI, 
which provides access to customer profile information. 
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13.1.3.6 Example: Customized Web Pages 

0772 Analyze customers for broad preferences in choice 
of web pages visited (corporate, Star Trek fan, etc.). This 
defines the initial look and feel for the page that greets them 
at their portal (a teen might enjoy lots of bright colors and 
Sound clips, an investor would prefer a more staid design); 
different “skins' could be created to match the major catego 
ries of customers, and would designate both the graphical 
design and modules available on the page (e.g., a working 
stock-ticker for an investor, a real-time weather map for a 
jogger). The web pages and information most frequently 
accessed by a customer would be given priority, and a hier 
archy of usage could be developed. Since stock prices are of 
the highest importance to an investor, a ticker reflecting his 
portfolio value would stream across the top of the page. 
However, although he enjoys spending his profits on Vaca 
tions and automobiles, these are only of secondary interest to 
him (as revealed by his on-line behavior), and so are relegated 
to a Sub-menu on his web-page. As his usage changes, the 
priority level assigned to the modules would change as well, 
so that when a jogger purchases a treadmill for indoor run 
ning, his weather reports won’t dominate the top-level screen. 
(0773 Small children could have simplified browsers, with 
extra-big buttons and access to pages pre-screened by a “web 
nanny' service. 
0774 SDI would be used in the initial phases to group 
customers into general categories based on their patterns of 
their web surfing, and would be used in later phases to adjust 
the content and style of their portal home-pages (based on 
what similar customers seem to be enjoying). SDI can 
improve upon this rule engine-based model by giving far 
more information about the users who tend to perform certain 
actions on their sites. Moreover a second (outside) vendor 
which is syndicating products or advertising on the vendor's 
site could (upon further approval of the hosting vendor) use 
data mining of the hosting vendor's site and based upon 
explicit actions of users on his/her site and/or the user's 
profile ascribe rules for more explicit criteria for targeting 
these remote prospects. Of course, response of users provides 
a means for iteratively refusing these rules explicitly (or alter 
natively implicitly). 
0775. The Secure Data Interchange clearly offers signifi 
cant potential value to a vendorlicensing rules engine in many 
ways. As an additional example, many vendors also use a site 
traffic reporting tool in order to analyze traffic patterns 
through their sites. It is very helpful for vendors to analyze, 
for example, how often certain pages become clicked-on or 
transactions occur or conversions occur, how moving the link 
may affect (typically improve) these patterns and how certain 
rules (which may dynamically create links or move links) 
affects these patterns. Of course, observing the movement 
patterns of users throughout the site helps the vendor better 
understand user's perception of the relatedness and natural 
progression of page accesses throughout the site. This is 
particularly so if different rules are experimented with such 
that optimal click-through or transactions occur particularly 
for key pages or purchasables. Adding to this statistical data 
SDI user profile information is able to reveal (via data min 
ing) much more robust relationships between pages as these 
relationships change with user profile features. Accordingly 
appropriate rules may be provided for individuals based upon 
this general user profile information which is gleaned from 
interests and behavior before visiting the site, i.e., either from 
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the user-centric or vendor-centric SDI (while the user visits 
the vendor's site or alternatively accesses an affiliate site). 
0776. In another variation of SDI we can highlight content 
on web pages with information that might be relevant to a 
user, even when the source of the web page is not personal 
ized. This can be done via collaborative filtering techniques, 
which might bring in feedback and comments from other 
similar users within SDI that are stored in the central SDI 
database. The iamworthit (user side) SDI database in coop 
eration with the vendor centric SDI service can sell to the 
vendor centric SDI service or other industry or market 
research organizations strategic information about the com 
prehensive behavior activities and user profiles of visitors and 
customers of these vendors (as is suggested earlier in the 
spec). Additionally, targeted Survey questions may be pre 
sented on behalf of these entities in order to extract further 
information which may be correlated with certain features 
and attributes of these users. One such method may be called 
rapid profiling. 
0777 Vendors can utilize SDI's data mining interface to 
observe content and product consumption affinities based on 
user profiles describing Web wide behavior. This interface 
may also enable vendors to observe comparative click 
through and/or transaction rates of their competitors, how 
these criteria are affected by user profile attributes including 
geographic criteria (if relevant to that vendor) as well as how 
these criteria, (including even individual multivendor cus 
tomers) are affected by various types of recommender and 
rule based engines and further the particular rules and 
weighted feature correlations used in generating these recom 
mendations (again as described above, these rules and feature 
relationships may be derived automatically through a core 
sample of users, who are iamworthit subscribers). A vendor 
can use statistical data to tune certain features and implement 
certain rules, either directly or with the help of a user centric 
SDI analyst. Moreover, direct real time response feedback 
may be collected on these manipulations to the data model in 
iterative fashion. 

13.1.3.7 Example: Ad Networks 
(0778 The system of SDI provides a method for an adver 
tising network which allows users to receive personalized 
adverts that are relevant to their lives, and also allows vendors 
to boost profits by placing one-to-one adverts instead of the 
traditional broadcast nature of advertising in media Such as 
television and newspapers. Each user can receive adverts that 
are tuned to his/her profile, but without losing control over the 
information in that profile. In fact, a user can configure price 
rules to receive payment for receiving a well-targeted advert. 
The trusted secure data interchange can operate as an “ad 
network’, allowing for the placement of well-focused banner 
ads to market goods that are relevant to users of a particular 
content site. Electronic banner ads provide the potential for 
one-to-one marketing, when the advertising agency has infor 
mation about the user that has just hit a site, together with 
information about what the user is doing local to a site. For 
example a car manufacturer is able to place a focused adver 
tisement to a user that has just performed a search for new cars 
in a search engine, to a user that is known to have a large 
family and a high disposable income. 
0779 Ads can be targeted to iamworthit users based upon 
their user profiles. Ad networks can use the profile informa 
tion in SDI to target ads and reach their target customers. Ads 
can be targeted with statistical data across multiple vendors 
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that are subscribed to SDI. Statistical data can also be used to 
determine estimated revenues for a vendor if she/he were to 
interoperate with iamworthit and subscribe to SDI. 
0780 SDI might develop a decision tree to decide how to 
assign adverts to users with a particular profile. Within SDI 
we can track users across multiple domains, to allow fine level 
control over ads that the user sees. 
0781. There are two possible business models. Firstly, an 
Internet content provider could purchase access to informa 
tion placed by vendors and users within the Secure Data 
Interchange database. This information may be “rented for a 
period of time, and then whenever a user visits the site of the 
content provider (possibly through the pseudonymous proxy 
server), the provider can query the data interchange for infor 
mation about the user. The Internet content provider sells 
well-directed advertisements to vendors. Secondly, the data 
interchange could sell or rent data to an advertising agency 
directly, providing information in real-time to enable the 
advertising agency to provide more focus in its banner ads for 
its clients. “Per-transaction' pricing is a very powerful pric 
ing model that is enabled with on-line banner ads. It is simple 
to monitor the number of click-through that are received at a 
particular banner, in response to an advertisement. In the 
off-line world pricing must be based on the number of impres 
sions, or worst still, the number of mailings sent and it is more 
critical to understand the expected value of a campaign up 
front 

0782. The proxy server could also act as an “ad network” 
itself, and sell focused advertisements for vendors, and pur 
chase ad-space on the sites of content providers. The on-line 
domain provides this unique opportunity for quick experi 
mentation with advertising strategies in order to get feedback 
on the likely utility of untested approaches. The system can 
use a hierarchical cluster tree to identify the most revealing 
items in a dynamically responsive fashion Such that the pro 
files of all of the selections can be generated with the most 
minimal amount of interactions with the user (see “Rapid 
Profiling' section in issued patent entitled “System & Method 
for Customized Electronic Identification of Desirable 
Objects). Thus a more robust statistical model across multiple 
vendors is established as a result of the user's click through 
response of these intelligently selected virtual banners as well 
as other pages which are Subsequently navigated through 
once the remote site is accessed via the banner. 
0783. In the preferred approach rapid profiling not only 
dynamically identifies and presents items which are most 
revealing of the other items in the collection, it also selects the 
users whose profiles suggest the greatest familiarity with 
these items (i.e., potentially correlated items). Furthermore, if 
the system's objective is to find new users or users who may 
be interested in the present vendor's other products, products 
for which little is known, then it will matchusers who are least 
familiar with exemplar items. The idea is to reveal the most 
significant data about the user profile with respect to the 
present collection of items of interest. Finally, rapid profiling 
can use direct explicit queries to determine interest on an 
item(s) or to collect demographic data on a user. 
0784 The target object profiles of advertisements on the 
ad server are matched against the user profile in order to 
automatically present the most relevant recommendation(s). 
Typically, the client-side proxy requires the host-level proxy 
to disclose the target object profiles of the products/services 
sold by the vendor. This data is stored as meta-tags in XML 
form and is encrypted. This data can be very useful to the user 
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in navigation, filtering and search activities in the future or in 
a variation the ISP level proxy a party (a neutral server) 
could store these target object profiles and selectively dis 
close relevant pieces of them (e.g. genre cross-correlations) to 
Vendors, which are considered according to the disclosing 
vendor's data disclosure policy acceptable to receive this 
data. These profiles are not accessible to the client-level proxy 
but may be disclosed only if there are restrictions within the 
Vendor's data disclosure policy. 
0785. In another variation, if the data to be disclosed to the 
vendor is acceptable to the original vendor but she/he is 
untrusting of the vendor, the data is received by the host-level 
proxy (another neutral third party) instead of the vendor, thus 
providing the disclosing vendor with an additional level of 
security, assurance about the use of his/her data while 
enabling the users of Such a site to access all of the merchan 
dise or content in a completely personalized fashion. Thus 
these XML tags are stored in association with, but on a sepa 
rate server from the actual HTML pages stored on the ven 
dor's site. Additionally, these profiles are constantly updated 
by user profile data conveyed to the host-level server which 
operates in distributed fashion. 
0786 Advertisers may also stipulate additional rules relat 
ing to the delivery of ads to buyers in conjunction with per 
formance of certain explicit actions e.g. Submission of certain 
search terms, visitation of pages with certain key words (as a 
general tendency or on a per-page basis), visitation of certain 
specific pages or sites, performance of certain location spe 
cific behavior the delivery of which could be performed in 
accordance with the real-time behavior by the user if desired 
(e.g. visitation to a competitor's retail outlet or traveling 
within the proximity of the vendor's own store), otherwise the 
presently suggested algorithms may automate most of these 
manual functions by virtue of its recommendation capability 
e.g. matching ads to the most appropriate list of buyers or 
matching ads to metrically similar Web sites which may 
appear whenever the buyer visits that site(s). 
0787 Ads may also take the form of digital coupons 
KRJM 98 which are priced by vendors according to behav 
ioral information which the buyer is willing to disclose to this 
Vendor. Because many buyers are adverse to viewing addi 
tional advertising which is “imposed in the preferred 
embodiment, any inserted ads delivered by iamworthit can be 
“turned off by the buyer voluntarily unless the in kind value 
which the buyer receives in exchange for the advertising 
mandates a certain minimum ad impression delivery. Also in 
light of the above buyer concerns in the preferred embodi 
ment, there are no additional impressions added to the buyer's 
web browsing experience. 
0788 Adblocking technology can be deployed to block 
existing banners and replace them with iamworthit ads. Ad 
blocking is commonly available, and the techniques used are 
well known in the art. The HTML source for the ad banners 
may be either called-up from the remote server (such as with 
an ad network) or alternatively from an ad server (typically 
purchased by the vendor) on the vendor's own host server. In 
either case, the ad blocking Software typically recognize the 
HTML source which originates from the ad server. A direc 
tory of the HTML source for the various ad servers is main 
tained with the ad blocking software (and presumably 
updated e.g. if new servers are added or change their IP 
addresses). The location/physical dimensions of the portion 
of the page occupied by the HTML source which the software 
removes (its “footprint), may be readily replaced by another 
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replacement banner (by iamworthit) from wherever the proxy 
server resides (typically on the client but potentially on the 
network). As a result of a potential difficulty in which the ad 
server deliberately changes its IP address to avoid recogni 
tion, which occurs constantly and dynamically, it may be 
possible to recognize portions of the page which contain 
image “features' of ad banners, which are inserted from 
another HTML source where that HTML source is linked to 
known vendor sites (which are also linked similarly from 
other site's ad servers and/or are known via their HTML 
Sources to have previously utilized ad server technology and 
a “new” HTML source appears instead, etc. 
0789. This model may be extended to other media 
domains e.g. replacing digital TV commercials instead with 
targeted ads delivered and precached via iamworthit for inser 
tion at appropriate times i.e. during commercial breaks during 
standard video programming. Another variation could be tai 
lored to pre-loading iamworthit advertising to automobiles 
for insertion in place of traditional radio commercials. In 
accordance with the parent patent application, (and as Sug 
gested above), email may be a useful targeted ad delivery 
medium as well. Per the patent case, the system is able to 
classify email (according to its source and content using 
implicit or explicit actions of the buyer). Based upon certain 
desirable confidence threshold settings, the system may auto 
matically delete “span and replace it with targeted messages 
provided by iamworthit which the buyer is paid to receive 
pseudonymous physical mail is yet another potential Source 
of targeted mail for which the buyer may be paid in conjunc 
tion with the user's voluntary removal from direct mail mar 
keting services which iamworthit could provide in conjunc 
tion. iamworthits buyer compensated targeted advertising 
model could be extended to a pseudonymous telemarketing 
service (as suggested above) using one-time call session 
pseudonymous telephone numbers for telemarketers to reach 
desired buyers. Finally, human sales persons could be the “ad 
delivery medium' for iamworthit. 

13.1.3.8 Example: Dynamic Personalization of Links 
within a Web Site 

0790 Wide user profile data can also enable the dynamic 
personalization of links within a web site, to create a virtual 
shop floor to match the predicted preferences of each user. For 
a new user, that has never before visited the site, it is very 
advantageous for the site to already know about the prefer 
ences of that user in order to personalize the goods and Ser 
vices that it offers. The information provided at the secure 
data interchange, and gathered from the transactions of a user 
with another vendor, is vital for this type of personalization to 
first-time users. For return customers, an Internet site can also 
leverage its is information that it has collected from previous 
interactions with the user, information that is collected locally 
to the site. 

13.1.3.9 Personalized Search Engines 

0791. The present state of the art for search systems 
involves the use of an extremely static interface, which is not 
personalized for a user. Some search systems identify features 
ofa user and anticipate areas of content likely to be of interest. 
A personalized portal interface can then allow a user to view 
categories that are presorted in terms of expected value to a 
user, based around more than the search term just entered. 
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0792 For example, if AltaVista knows that I am a research 
student, then the search engine can bias results in the direction 
of information that is likely to be appropriate to my interests, 
and away from other items. The personalization and filtering 
can be done based on results that I have accessed in the past, 
and also on the basis of information that is stored about a user 
in the shared SDI data warehouse. It is possible to greatly 
increase the relevance of the search results through eliminat 
ing and prioritizing the potential range of results from the 
query. 
0793. Within the system of SDI, where more information 

is readily available about a user, we might now also look at 
what a user is currently doing, his/her professional expertise, 
skills, proficiencies, etc., the reason for the user asking the 
question, for what purpose was the question asked, for what 
purpose will the results be applied (if relevant), what is the 
geographic and/or time period content of the query, what type 
of content does a userprefer, e.g. humorous, wisdom/council, 
Scientific, political, business oriented. 
0794. In this way we can begin to incorporate contextual 
content into search. We might also allow users to contact other 
users who are determined to be experts in particular areas 
browsed, with this information dynamically discovered by 
queries into the SDI data warehouse. 
0795 Collaborative filtering can help to identify individu 
als with a close affinity to a particular site/vendor, and com 
munity of interest or interest domain Such, so that they can be 
informed of opportunities to act as experts and receive refer 
rals on demand. This added ability to bring new content more 
efficiently and timely could be very valuable. 
0796. Another simple extension is to provide personaliza 
tion to the results from a standard search-engine. For 
example, we could use a user's profile to perform additional 
filtering of the results of the search to refine the pages returned 
on the basis of their profiles and the user's profile, i.e. using 
collaborative-filtering/clustering style techniques. 

13.1.3.10 Smart Browsing: Personalized 
Annotations, Filtered Information 

0797 We can also introduce personalized annotations to 
pages that are displayed to a user, with annotations selected to 
reflect the interests of the user, for example as provided by 
special-interest groups sharing affiliated profiles, or as pro 
vided by other users. A couple of definitions for this section: 
exemplar—the profile of target object or (as pertinent to fol 
lowing description), user profile which is “most like the 
profile of the cluster to which it belongs, perhaps a median 
metric. 
0798. The Platform for Privacy Preferences (P3P)CR98: 
RC 99 provides for the ability to utilize XML meta-tags to 
annotate Web pages, and within a system Such as SDI we can 
allow comments from previous visitors to a page to add anno 
tations. Users can receive annotations from the SDI data 
warehouse that are associated with annotations provided by 
other users with similar profiles. One of the divisional appli 
cations of the parent case “System for Customized Electronic 
Identification of Desirable Objects' Herz 98b relating to the 
automatic creation of virtual communities Suggests that users 
may be automatically assigned to particular communities 
(e.g. chat groups, forums, etc.) for this purpose. 
0799 We might allow users to rate the annotations in the 
pages, allow SDI to learn how useful annotations provided by 
certain users are to new users, and classify users as “experts' 
that receive priority in the position of their current and future 
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comments. Future comments from users with a poor rating 
history for a particular content cluster may be deleted. A 
persistent interface feature on the tool bar or side bar can 
provide for annotations to also be accessed by users selecting 
certain profile features of users as they browse from page to 
page; for example a user could identify the comments of a 
news article about abortion by users who are self identified as 
advocates of the Women's Rights Movement, ultra conserva 
tive senior citizens, teen women or those with a strong interest 
in alternative medicine or the Catholic Church. 
0800 The parent case Herz 98b further suggests that 
users may actively provide ratings in a completely privacy 
protected manner according to various criteria of pages they 
browse. Profile-based clustering of these ratings and annota 
tions can allow a user to Submit as a query a user profile, to 
receive a page that rates or annotates a page, and a listing of 
highly relevant pages to a particular type of user. This could 
also be used in a “reverse engineering sense, for example 
requesting the exemplar user profiles for users that visited and 
gave high ratings to a particular site, and then using those 
profiles to find similar sites of interest, or finding the user 
features that are in the exemplar profile to understand some 
thing about the content of a web page. The browser interface 
may automatically display the related links that are deter 
mined dynamically to be most relevant to a user, again statis 
tically estimated via the data in SDI of users browsing habits, 
and/or via active page recommendations or as book marks by 
those users as being of particular relevance or similarity to the 
present page. 
0801 Browsing methods may include search-based 
browsing, and also browsing via a hierarchical navigation 
menu system, with users classified according to their behav 
ior patterns and/or ratings which have been actively Submit 
ted. The parent case Herz 98b also suggests the use of 
hierarchical clustering for products, to help in a Smart shop 
ping system. Similar products can be presented together 
where the feature criteria for creation of the hierarchical 
cluster tree could be price or other criteria. In addition to 
allowing users to view item selections according to desired 
selection criteria, a comparison shopping function can also 
allow a user to view the attributes of buyers that tend to buy 
certain items to help to add confidence to a user that he/she is 
getting the right product. 
0802. The above description also describes the use of a 
hierarchical menu through which groups of users may be 
identified by their profile features (wherein a profile feature 
could even be a rating criteria itself of for example, an opinion 
via a site survey). These features could be used to either 
selectively filter-out content which falls outside of that crite 
ria as the user navigates the information or identify if/when 
pages encountered where these user rating features are 
present, thus displaying this user statistical information in 
conjunction with the ratings statistics and/or associated anno 
tations if desired. 

0803 We can allow the user to use one or more organiza 
tions to provide features and annotations to help in a search 
and information interpretation process, to add appropriate 
filter and bias to information presentation as a user browses 
the Web. Similarly, a user might adopt the endorsements of a 
friend for annotations, and editorial content about particular 
pageS. 

0804. The availability of feature information about indi 
viduals that provide high ratings for particularWeb pages can 
also be useful for vendors that wish to find appropriate loca 
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tions for their advertisements. For example, given an “ideal 
profile' of a consumer for a particular product, a web page/ 
type of information can be determined that will be useful to 
find appropriate customers. This is an alternative method to 
providing adverts to particular individuals, instead choosing 
to provide adverts to limited information domains that attract 
appropriate users. Vendors may request additional informa 
tion, Such as site-specific page view correlations (including 
time spent viewing each page) in accordance with user fea 
tures. Exemplar user profiles and attributes of those users are 
certainly of interest to vendors to which those sites belong as 
well as affiliate sites on which their advertisements and/or 
syndicated products are advertised and sold remotely. 
0805 We can also profile users with context information, 
for example based on their assumed goals (Social, business, 
personal, etc.), information which can be determined by the 
nature of their current activities. 
0806. In an interesting extension we can allow users to 
contact other users that are browsing similar material with 
similar profiles in real time, allowing ad-hoc virtual work 
group formation. Of course, all of this is done within the 
carefully managed profile and privacy managed systems of 
SDI. The location of a user could play into decisions about 
physical meetings. Typically some users may wish to enter 
into a present (or future) dialogue, which can be scheduled via 
calendar agents, which perform automatically scheduled 
compatibility meeting/introduction functions. 
0807. It is also reasonable to provide the technique of 
collaborative filtering to identify users whose profiles are 
particularly similar to the material which is being viewed, 
e.g., those users who are determined to have a high profi 
ciency level with regards to that particular material. Because 
the requesting user may be seeking to query the expert or seek 
edification on that material, typically same consideration is 
conveyed in exchange for that information. In a variation, a 
more . . . data exchange may be provided if collaborative 
filtering identifies fairly similar users to the presently viewed 
material which also demonstrate, via their profiles, consider 
able complementarily in the particular knowledge which they 
are likely to possess. Vendors may also ... and facilitate this 
type of information exchange on their sited between these 
complementary, (yet metrically similar) customers. 
0808. In a consumer-vendor commerce application of this 
form of interactive browsing we can allow users to enter into 
dialogues with Vendors based on their profiles, and share 
experiences with vendors, regarding their experiences. This 
can be done in real-time, or statically within an iamworthit 
style system architecture, where a user receives financial 
incentives for providing information that is useful to Vendors. 
0809. The parent case Herz 98b) suggests that organiza 
tions (e.g. Vendors, etc) may be rated by multiple users across 
and according to a variety of relevant attributes. One useful 
extension is to group descriptive opinions of users according 
to their profiles, certainly users with a particular type of 
profile are likely to have affinities towards certain sites and 
certain content. It can be useful to example how the assess 
ment of user's varies according on their profile information. 
0810. Another variation is to suggest a three-dimensional 
interface to allow useful diagrammatic representations of the 
information and meta-information that a user is presented 
with. The parent case Herz,98b describes a method to reduce 
the multidimensional characteristics of feature and annota 
tion information to only 3 dimensions, and present that infor 
mation graphically, via a technique of principle-component 
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analysis. The profiles of the target objects associated with a 
user's preferences are represented as points in 3-D space 
within a navigational interface. Nodes may also be displayed 
according to category and Sub-category. Views may also be 
restricted to users with the same goals, i.e. business users, 
social users, etc. this mind-set can be inferred by the sites that 
a user is visiting, for example. 

13.1.3.11 Smart Interface to On-Line Discussions 

0811. The present description provides a methodology by 
which it is possible to apply techniques of statistical NLP for 
purposes of enabling users of live discussion groups and 
bulletin boards to dynamically visualize concept (via auto 
matically generated labels short Summaries or even visual 
representations of the concepts). The parent patent Herz,98b. 
describes a browsing implementation in which it is possible 
for a user to view an on-line 3-D layout of a “virtual mall in 
which the multi-dimensional space of the object profiles of 
the items are collapsed into three dimensions. Further, the 
display may be customized to the user's profile by using as the 
vantage point the position of the user's profile within the 
Space. 
08.12 We can use information retrieval, pattern matching, 
and collaborative filtering techniques to refine information 
based upon the particular relevance feedback from those par 
ticularindividual engaged in a discussion. The novel interface 
enables the extraction of text segments from all previous 
discussions. These (multi-discussion) segments are essen 
tially grouped into clusters and the clusters are representative 
of “concepts”. The statistical framework is further used to 
determine what clusters (concepts) tend to follow in sequence 
what other clusters. Because conceptual flow in human lan 
guage is quite complex and perhaps somewhat relative to the 
individual, it is useful to provide different interface settings, 
e.g., for example one which is tailored to the individual (i.e., 
the layout of the conceptual flow based upon statistics taken 
from all individuals which are generally similar to the interest 
profile of the present user what it would be for certain types of 
user profiles as explicitly indicated or what it would be for the 
collection of user profiles of those individuals within the 
present discussion groups (or if two individuals, the user 
profiles). 
0813 The large statistical information stored in SDI may 
be useful for the purpose of guiding discussions in a chat or 
forum context. Individuals may use the system in order to 
guide the flow of their own thoughts (where it is tuned to their 
own personal profiles) or that of what a particular individual 
with which they are corresponding at that moment (or in this 
case ideally both of their profiles) or (to appeal to the overall 
discussion forum or chat room) the collection of user profiles 
in that discussion forum. Again, in a variation, the system may 
be tailored to give additional weight to the particular histori 
cal experiences of the individual or group, thus if imple 
mented in this way to the individual, the system may act in a 
similar capacity to a remembrance agent. 

13.1.3.12 Example: Vacation Package System 

0814. A vacation package organizer decides to begin a 
large-scale marketing campaign to target those people who 
would be the most interested in joining a new Caribbean 
Cruise. Although the Vendor has a database of current cus 
tomers, it is interested both in increasing the number and 
suitability of its potential leads. 
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0815 Interfacing with the secure data interchange with 
which it is a member, the organizer identifies several possible 
Sources of Supplemental data: a LEIA-based travel discussion 
group, an on-line bookstore, and a Caribbean restaurant. 
These are found both by browsing through the interchange's 
internal list of members, and by using SDI-based data analy 
sis tools, used within the interchange to automatically iden 
tify entities sharing common characteristics. 
0816. The package organizer then contacts each of these 
entities through the interchange, and negotiates different 
data-sharing deals: the travel discussion group is willing to 
exchange full information for a large travel discount, the 
on-line book store is willing to reveal the pseudonyms of 
users who have bought travel books in exchange for aper-sale 
commission, and the restaurant is willing to sell its entire 
database for a flat fee (and will provide an aggregated data set 
as a sample). 
0817. The vacation package organizer now chooses fairly 
basic data-mining algorithms to identify the individuals with 
the greatest potential interest in a Caribbean vacation; how 
ever, the organizer does splurge on a new neural network 
approach developed by a small Software company. On a per 
sale commission, the Software Company is willing to loan the 
vacation package organizer use of its data mining code. 
0818 First, the organizer decides which data sets to use. 
The initial results on the restaurants aggregated data arent so 
good (its customers turn out to not be very affluent). So the 
organizer declines the purchase of the full data set. However, 
it does agree to the conditions asked by the travel discussion 
group and the on-line bookstore. 
0819. The data provided by the discussion group and on 
line bookstore, being in a common format, are moved in a 
secure fashion to the interchange's processing area, and are 
acted upon by the data mining tools, which are also in a 
compatible format. As per the agreement, the interchange 
forwards discounted Caribbean cruise offers to the members 
of the discussion group, and forwards standard promotions to 
targeted individuals in the bookstore's customer list. A few of 
these individuals respond favorably; these electronic trans 
fers of money and passed back through the interchange, 
which slices off a commission for the book store before 
passing the accepted offers back to the tour organizer, who 
learns the identities of the customers and can now count them 
as part of its database. 
0820. This protocol specification could even be digitally 
signed by the “owner of the data as proof of ownership of the 
data and its associated restrictions by the owner, i.e., effec 
tively a “digital deed” which is both legal and untamperable 
by any other party and thus acts as a legally binding proof of 
ownership and terms/conditions dictating how that data can 
be used. 

13.1.3.13 Example: A Forum for Political Views and 
Discussion 

0821. The information within SDI can represent user's 
political views, and be used as a very advanced political 
polling system that respects the privacy concerns of users. For 
example, a user can state that information is released anony 
mously and that no identifying information is ever released. 
That said, within the iamworthit system an individual with a 
current and complete political profile could receive a steady 
income stream from semi-automated focus group queries. 
0822. Taken one step further, it could then also be possible 
to identify for a user candidates which are believed to be a 
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close match with a user's political profile. Expert opinions 
could be used to determine the individual issues and relative 
weightings (indicating relative priority which those issues 
assume within the politicians political priority scheme) as 
well as levels of extremism in views to political issues. In the 
preferred implementation a listing of different politicians is 
presented in conjunction with a percentage which reflects the 
degree of similarity among the views of the user and those of 
each politician as listed in descending order or similarity. The 
user could drill down and observe a redistribution of the 
percentage based on particular desired political issues, or the 
user could observe the distribution under a variety of different 
user profiles. The system may also take aggregate statistics 
from other, various types of individuals and or organizations. 
That is to say each individual can, on a Voluntary basis, 
disclose as much personal information, be it explicit or 
implicit disclosure (form his/her user profile data base), in 
order to create a more robust and comprehensive set of sta 
tistical relationships. 
0823. The system could also ask the users presently to 
indicate which actual candidates they selected; thus collabo 
rative filtering recommendations can indicate, for example, 
which candidates users with certain political issues-related 
profiles tend to vote for (even what other individuals, exactly 
like the present individuals, tend to do in this regard), or 
conversely, what political issues Voters of certain particular 
candidates tend to claim to Subscribe to. The system may also 
identify what characteristics (political or otherwise) are most 
prevalent or alternatively most unique to individuals which 
share an affinity for a particular candidate or a particular 
issue, or the system may recommend candidates based on 
existing candidate affinities. 
0824. The techniques of the parent patent Herz 98b may 
also allow a synchronous and asynchronous discussion with 
other individuals containing certain profiles (or identical pro 
file characteristics). Again the pseudonymous server may be 
useful in this regard. The present system may also enable 
rating of candidates, in which various types of individuals (in 
aggregate) rate the candidate according to different criteria, 
characterizing the candidates on issues such as strengths or 
weaknesses. This is a useful polling example, the ratings may 
be revealed according to various types of individuals. 

13.1.3.14 Example: A “Virtual Jury 

0825. The judicial process attempts to be as fair and equi 
table a possible by allowing a jury of "peers’ to be entrusted 
with the responsibility of evaluating the guilt or innocence of 
a particular individual as well as to determine the degree of 
liability, the penalty and degree of financial compensation 
which justified in light of the circumstances. The information 
within the system of SDI could be used to store information 
about users, explicit and/or implicit information based on 
their browsing habits, and offer a service, e.g. in civil cases for 
jury selection based on characteristics of individuals. In a 
criminal case the “virtual jury' may be used in addition to a 
real jury, to provide additional feedback on a case. The virtual 
jury may be paid by the plaintiff to participate, e.g., in the 
case. The feedback from the virtual jury may be presented to 
the judge and/or an actual jury before its own deliberations 
and Verdict. In a novel variation the virtual jury may even 
hedge bets upon its conclusions such that if they contradict 
the conclusions of the actual jury but are later determined to 
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be correct the members receive compensation. The advent of 
live streaming video greatly facilitates the feasibility of the 
current methodology. 
0826. In a variation, it may be possible to apply the tech 
niques of collaborative filtering towards automating the 
selection instead of those individuals which are representa 
tive of the most diverse possible groups and clusters of indi 
viduals across a wide range of criteria (including Such criteria 
as psychographics, ethnicity, intelligence, social status, etc.) 
In fact, Subject to Some changes in the law, this approach 
would be a more efficient means of selecting a standard jury 
than the process of random selection. 
0827. In one variation, the virtual . . . is selected based 
upon similarity to the plaintiff. In another, it may . . . of 
individuals which are individually similar to both plaintiff 
and dependent on more effectively a combination of individu 
als who are similar individually to the plaintiff and the defen 
dant respectively. It is believed, in addition to guilt innocence, 
a more equitable assessment of the monetary compensation 
which is provided to the plaintiff by defendant, it such a equal 
mixture of empathizers from both sides constitute a virtual 
Jury. 

13.1.3.16 Example: Group Therapy 

0828 There is a very useful and appropriate application 
for SDI to the automatic matching of individuals for purposes 
of group therapy. Individuals with commonality across many 
criteria can be selected, and multiple long-term groups 
adopted. In an application of this system, it may be possible to 
broadly extend the present scheme to the general public 
(where privacy is secured via the proxy server) and individu 
als may identify a group(s) which best fits their own unique 
emotional needs. It may also be useful to archive the sessions, 
index enabling the sessions and segments thereof to be 
searchable by keyword, e.g., via speech to text techniques 
and/or browsable by topical segment (which may be auto 
matically segmented and labeled). The present system may 
also provide an ideal framework by which psychologists may 
identify patients of other psychologists that similar pseud 
onymous complements of psychological characteristics and 
symptoms, to allow targeted clinician interactions and robust 
and useful information from therapeutic approaches and/or 
drug treatment regimens. 
0829. In a variation, the present system methodology also 
enables a means by which much more specialized group 
session topics may be created which focus upon a very spe 
cific type of disorder, conflict or aspect of the patients 
psyche. In this way, it may be possible for “identical patients 
to, as group, focus upon different aspects of their ideal thera 
peutic regimen which collectively create a comprehensive 
customized treatment program. It is worth noting that the 
specialization possibly associated with particular focused 
sessions (and even types of individuals) provides a frame 
work by which clinicians can become extremely specialized 
and expert within certain specific sub-domains of the field. 
0830. It is certainly possible to adapt the above described 
technique for “smart interface' to provide useful ideas and 
Suggestions for patients engaging in either psychotherapy or 
group therapy thus leveraging the information and personal 
experiences within the therapeutic processes of the collection 
of patients precoding them within similar topical sessions 
which shared very similar psychological and pathological 
patent profiles. 
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0831. It is certainly reasonable and appropriate to adopt 
the present application framework to more several fields of 
medicine. For example, enabling physicians to identify other 
physicians have ... had patients with the identical pathologi 
cal profile and medical history. This enables them to . . . 
current medical history and clinical data, insights, observa 
tions, etc., in order for the physician to ... the present clinical 
based on the expert advice and collaborative feedback from 
the other physicians possessing very similar experiences. 
Likewise patients could instantly access the physician orphy 
sicians which have or had experienced the most similar clini 
cal situations that and the present situation of the patient in 
order to seek a second opinion. Physicians sharing unique 
clinical experiences (particularly clinically or scientifically in 
... or series/problematic could use the . . . scheme in order to 
... companies, etc. Finally one could also apply the . . . . 

13.1.3.17 Example: A Personalized Educational 
Portal 

0832. Another interesting application is to develop and 
deploy a personalized on-line informational portal containing 
everything from helpful links, illustrative content, textbook 
information, quiz questions etc. The Personalized Educa 
tional Portal (PEP) typically is designed specifically for a 
particular class and includes several key features which are 
optimally applied as part of a comprehensive intelligent edu 
cational system. These features include the following: 

0833. The ability to dynamically customize all forms of 
relevant information from the educational portal. The 
criteria for this customization however is based not upon 
the preferences of the user (unless for example the user 
receives credit for studies or projects or research on 
topics which S/he may select, rather it is based upon a 
predicted profile of the user reflecting his/her strengths 
and in understanding the relevant content. In particular 
the techniques of the issued U.S. Pat. No. 6,029,195, 
entitled “System for Customized Electronic Identifica 
tion of Desirable Objects.” describes a variation of user 
profiling in which users are able to achieve a proficiency 
profile within certain domains of informational content 
where these informational domain(s) are determined in 
accordance with users ability to answer a certain ques 
tion(s) intelligently, discuss the answer to a certain ques 
tion or about a certain topic or provide a useful reference 
or URL based upon the level of satisfaction of the 
requestor. This technique in itself could be usefully 
applied within the present application framework. For 
example, users may be students, and "experts' fielding 
questions could be other students (like tutors of sorts) 
and the payment they receive may be monetary compen 
sation or even school, credit where other student's sat 
isfaction ratings both qualify them for future opportuni 
ties to submit future responses within that particular 
knowledge domain as well as means of verification, and 
measurements of his/her proficiency over that particular 
material. 

0834. Using the techniques of the parent patent appli 
cation it is possible to also customize content delivery 
(including quantity, depth, and difficulty level) which 
reflects the user's strengths/weaknesses within the vari 
ous relevant knowledge domains. It is possible to even 
statistically correlate the user's correct/incorrect 
responses to certain questions or types thereofas corre 
lated with each other by common terms in the question 
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answer part concurring in similar textual segments. 
These questions may be found in on-line exams or quiz 
questions associated with the actual content). It is pos 
sible to statistically correlate which content tends to best 
remedy certain deficiencies (as determined by incorrect 
responses to certain questions) by the user importance in 
being able to readily correctly answer those types of 
questions following reading the pages. 

0835. It may also be useful to apply the above technique 
towards determining which exam questions or combination 
thereof most commonly are revealing (if the student answers 
them correctly) of a student’s proficiency within a particular 
small yet well definable sub-domain of knowledge. i.e. in 
which statistics show that If the student answers that sub 
group correctly, S/he will likely answer the others in that sub 
domain correctly as well. 
0836. A sub-set of each of these exemplary questions from 
each knowledge Sub-domain may be allocated as questions 
provided at the end of each relevant section of reading content 
(which may be on-line, off-line or only the responses may be 
entered on-line, exclusively and if a wrong response is Sub 
mitted, the system may recommend reading certain content 
which has (as above Suggested) been statistically demon 
strated to improve the student’s proficiency in that sub-do 
main. It may also be possible to gauge in advance the stu 
dents’ predicted level and rate of advancement by knowledge 
domain via on-line psychological testing. Statistical correla 
tions between these test questions and the student’s learning 
abilities (by knowledge domain) can be usefully developed. 
0837. The system could even be constructed hierarchi 
cally by graduation of skill levels i.e. initial mix of questions 
of varying difficulty levels in order to gauge what level of 
content to recommend. The questions which follow are one 
level higher as is the next set of recommended content unless 
improvement is not observed. 
0838. It may be possible to a decision tree which automati 
cally select which questions most effectively test the students, 
command of the materials (in this way a shorter exam may 
actually be better than for longer exams those questions 
which are more exemplary of Such knowledge may carry 
greater weight). We could also effectively try to create a 
Summary e.g. by topics/headings or even using text Summa 
rization techniques Submit the areas of deficiency in one 
student to another student who is particularly proficient in 
that area for virtual tutorial. For this the tutor can receive 
monetary and/or also scholastic credit. The ideal Scenario is 
actually creating virtual study sessions in which students are 
matched together which have the most different complement 
of proficiencies/deficiencies as possible and where these 
areas of potential mutual exchange benefit are maximized and 
are revealed to both students initially. Other forms of virtual 
study groups could be achieved by grouping students by 
similar proficiency areas and levels and creating a “virtual 
tour with questions and content presented synchronously to 
a group of correspondence enabled students. In this way, if 
virtual tutoring or study groups occurs on-line exclusively, it 
may be performed pseudonymously as desired. We can even 
take a defined study group and assign it to group projects 
which can (again) relate to content to which the group is 
(collectively) deficient. (as group oriented problem solving 
has been proven to be extremely effective in remedying such 
deficiencies. 
0839. In a very novel application, it may be possible to 
even statistically using historical data to analyze the relative 



US 2013/0097664 A1 

proficiency profiles of students by knowledge domain (per 
haps) even further by, learning ability in those domains by 
teacher. Thus a virtual class could be constructed using live 
streaming video which are truly customized to each students 
particular needs and abilities, i.e. the idea would be before the 
semester to identify which teacher(s) were most successful in 
eliciting the highest levels of achievement among students 
which have an identical profile to that of the student (such 
statistics used in this profile may includebut are not limited to 
the proficiencies/grades of the student in all other previous 
classes, psychological testing and/or (selective) knowledge 
domain proficiency questions (as above described). Certainly 
depending upon Such investor's personal preference, it is 
reasonable for each to agree within their personal data dis 
closure policies to disclose to SDI data regarding the types of 
investments, amounts and under what conditions (including 
those conditions stated by other investors such as the example 
above). The conditions for this disclosure, however, would be 
that no individual data be disclosed to another investor, i.e., 
that it be used only for SDI to be able to reveal aggregate 
statistics and predictions how the investment community, in 
aggregate, interacts with investment opportunities, and under 
what conditions, and in exchange for this disclosure, each 
investor earns the right to access this aggregate data. The 
individual investor or SDI, acting on behalf of that investor, 
may then suggest the best terms and conditions with which to 
negotiate with other investors, in order to optimally achieve 
their own desired objectives, part of the condition statement 
to SDI could also include the amount of money to invest in 
each synergistic investment opportunity which SDI typically 
would suggest to the investor based upon the relative distri 
bution of its presently invested funds, size of the available 
non-invested funds as well as the relative risk/benefit propo 
sition of the company to that investor (as estimated by SDI's 
use of company data as disclosed to that investor). SDI can 
even recommend or act as a proxy, in negotiating with the 
individual companies (who themselves could use an SDI 
negotiating agent representing their own interests). E.g., SDI. 
acting for the investor, could leverage considerable informa 
tion about not only, the present investment opportunity, but 
literally all other investment opportunities which had been 
submitted to SDI for consideration by SDI affiliated inves 
tors. Based upon the total benefit which the investor stands to 
gain which is based, in turn, upon the SDI recommended 
comprehensive investment strategy) and the relative down 
side (relative risks compared to other alternative prospects 
within the total pool of investment opportunities) may be used 
to determine basic parameters in which the investor or its SDI 
proxy would be willing to deal, e.g., the amount of funding, 
the associated amount of equity as well as other more subjec 
tive factors such as amount and nature of control, the use of 
the funds (e.g. will they be used for a particular technology 
product or service which, if developed, offers the primary 
degree of benefit to the investor's existing company(s). It is 
also worth noting that SDI may identify those prospective 
investors whose collective cooperation would result in an 
economically optimal scenario for that investor. SDI, acting 
on behalf of the collective group of investors, may recom 
mend data disclosure terms to each individual investor (or its 
SDI proxy) which will optimize the probability that the coa 
lition resulting from the cooperation of all or most of the 
recommended participating investors will optimize the eco 
nomic benefit to that individual investor. This data could be no 
more than predicted value (including marginal value) that 
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particular investor would achieve the desired coalition were 
to be formed. Based on this data the investors or their SDI 
proxies could negotiate with one another in order for each 
investor to strive towards its own individuals best interest 
while attempting to assure that the global objectives of the 
coalition are ultimately achieved. E.g., that not only the best 
investment opportunities within this optimal global plan are 
funded but also the least desirable as well (of course this 
information would be concealed from the companies at least 
until the negotiations are concluded). Accordingly, the rel 
evant investors may wish to compete with one another for the 
best investment opportunities within this global plan or SDI 
with their unanimous cooperation again acting in their col 
lective best interests may as a coalition assign investment 
opportunities to each investor assuring them each equitable 
treatment and, of course, . . . no competitive bidding for a 
given investment opportunity (which, of course, would result 
in ultimately more favorable terms to the collective group. 
0840. In this preferred application (of non-competitive 
bidding) the SDI agent for the collective group achieves a 
commitment from each prospective investor in the group that 
within a range of prospective terms, each investor would be 
willing to commit its participation in the proposed investment 
opportunity. Accordingly, each company (assuming there are 
more than one) also agrees to a predetermined range of terms 
with which it would be willing to accept from the collective 
group of investors. Both sets of information (typically recom 
mended by the SDI representation each associated party) are 
disclosed to the main (party neutral) SDI entity. If overlap 
exists in the range of terms or the ranges are close to one 
another, the introduction and negotiation between the parties 
becomes initiated (through the company(s) are not made 
aware of whether the overlap exists or is merely “within the 
general proximity of accept... introductions on the interest 
of the parties (though most markedly the companies) 

13.1.3.18 Example: A “Group-Think” Ideas Market 
0841. In the consumer driven market place there is a sig 
nificant unrecognized opportunity in being able to harness the 
intellectual capital of the consumer market. Historically, (in a 
non-networked environment) leveraging of Such knowledge 
has been impractical and virtually infeasible due to the inabil 
ity to identify and measure this resource of human skills (and 
thus match this skill with in the appropriate matching prob 
lem) with the particular types of problems which companies 
may be in need of new ideas and Solutions as well as the lack 
of a trusted intermediary which can validate on an impartial 
including basis the authentic contributions of the provider of 
the information (as not having been claimed by the recipient 
after the fact as having been previously conceived before). Of 
course, there are remaining obstacles such as the fact that 
important problems are sometimes maintained confidential 
within a company (not even disclosed to some its own internal 
staff). 
0842. With the emerging of extranets a certain amount of 
inter-organizational knowledge leveraging is becoming more 
readily achievable. A secondary advantage over an extranet is 
because of its ability to act as a trusted intermediary. It can 
validate the fact that that the individual is only dealing with 
one commercial entity and not its competitors (at least for 
mally). Thus unlike extranet based knowledge leveraging it is 
conceivable a trust relationship enabling a certain amount of 
privileged information disclosure is at least theoretically pos 
sible. 
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0843. In the preferred embodiment, SDI retains a record as 
to the particular problem/solution sets that were successfully 
or unsuccessfully provided by users in the past in order to 
improve predictions as to their abilities to successfully 
address the same types of problems/needs in the future as well 
as to more accurately determine the “similarity of different 
and (perhaps often apparently) disparate problems from the 
standpoint of the user's ability to solve problems based upon 
knowledge of their ability to successfully (or unsuccessfully) 
solve others SDI is entrusted with the knowledge of particular 
needs of organizations (it may, for example, cooperate with 
Think Task companies). These needs are commonly oriented 
ideas (though not exclusively so), for example, Suggestions or 
ideas for product development, marketing, a business model 
or concept (such as a new business direction), content cre 
ation, technology or even potential commercial customers or 
strategic partners. In lieu of identifying particular problems to 
which an organization may be desiring a solution, users may 
instead provide their own ideas and/or solutions to needs or 
problems which they perceive SDI vis-a-vie its in-depth 
knowledge of the internal needs and problems of numerous 
entities is thus able to determine the relevance of the Sug 
gested Solutions or ideas or alternatively identify a particular 
organization which is likely to possess matching need which 
is relevant. 

13.1.3.19 Experimental Validation of New Models: a 
Test-Market 

0844. The system of Secure Data Interchange can be used 
for a test market application, where the effect of a vendors 
new collaborative-filtering based targeting model, or new 
pricing model, or advertising campaign, can be tested by 
simulation and “hold-out' testing. 
0845. A small sample of users can be targeted, and the 
results measured and reported to a vendor, before a vendor 
commits to an extensive campaign. This may provide a cheap 
method to test market conditions for a product, and run tests 
on sample groups selected on the basis of similarity to other 
products for which buyer response is known. Random Sam 
pling of buyers may be initially performed using data mining 
as applied for marketing research. Based upon this initial 
response vendors may identify key features of respondents 
which are typical buyers, non-buyers, proponents, non-pro 
ponents, etc. Accordingly, rapid profiling (as similarly) may 
enable the automated or semi-automated selection of dis 
closed segments of users (containing particular attributes) 
which are likely to have relevant properties. The user selec 
tion process may be iterative based upon responses from users 
as they are selected. 
0846 We can demonstrate this value experimentally, for 
example we can offer a vendor a free-trial and present per 
sonalized information/advertisements to one group of SDI 
users (both on the site and if desired also across the network), 
and regular advertisements etc. to another group without the 
aid of SDI. The increase in vendor revenue can be estimated 
from client-level monitoring of the change in purchase Vol 
ume achieved with well-focused solicitations on the vendor's 
own business. Other prospective ads and syndicated purchas 
ables could likewise be virtually overlaid on the vendor's site. 
Thus degree of increased click through rates, transaction rates 
and syndication revenues could be tabulated for that vendor in 
advance of his/her subscribing (or even being solicited) to 
SDI. Portals are also potential beneficiaries of this service in 
light of their need to better target their partner's ads. 
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0847 The ability to the tailor a targeted marketing strategy 
to users knowing these correlations could be extremely ben 
eficial in both on-line as well as off-line commercial environ 
ments. In the process of selecting the target user profiles 
significant value may be achieved from data collected from 
that vendor's own on-line presence, and a portion can be sold 
to other similar vendors; as discussed in the main description 
of SDI, this now forms a cached query which can be used by 
other vendors. 
0848 We might also demonstrate value to vendors with 
SDI by monitoring the performance of vendors with SDI 
technology, and providing metrics for new vendors to allow 
them to select Suitable models of user targeting and person 
alization. Vendors that subscribe to SDI (the vendor centric 
version) can provide more attractive offers/products to users, 
based on information about the wideractivities/interests of a 
user, on other vendor pages, and in the physical world (of 
course, only to the extent that this information is authorized 
by the user). Vendors can use information in the central SDI 
data warehouse for users’ cross vendor and within vendor 
browsing and purchasing habits, and also with respect to 
profiling information about a user. 
0849. One key application is first-time personalization, so 
that information and products can be targeted to a user when 
he/she first hits a web page, based on profile information that 
the user is willing to release. Vendors and users may also sell 
this information to other vendors. For example, information 
that a user likes a particular type of music is very valuable for 
Vendors that sell content-based products, for example books, 
and CDs. Vendors can personalize their service, for example 
with collaborative-filtering based recommender systems. 

13.1.3.20 Example: An Efficient Product Delivery 
System 

0850 Collaborative filtering may be applied to the strate 
gic optimization of a vendor's business, for example to allow 
a vendor to select an optimal location for an inventory ware 
house based on projected consumer purchasing patterns; 
using the aggregate purchase history of users at that site 
compared with the other purchase selections at other sites for 
similar users. The model can also be used to predict demand 
for new items, and optimal locations for inventory given 
warehouse locations. 
0851. Now, within SDI the vendor can have control over 
two things: 

0852. 1) the vendor has access to profile information 
about users 

0853 2) the vendor has a method to personalize and 
annotate on a dynamic basis the presentation of products 
to a user. 

0854. In common with the Smart caching application of 
SDI to making communication networks more efficient, we 
can suggest an application to a product delivery system. At 
any moment a seller can have a good idea of the products that 
are available, and even the products that are in trucks etc., 
close to a prospective customer. This information allows the 
vendor to selectively present items that are close to the user, 
with labels such as “this is within 30 minutes of your door, 
NOW. Messages like this allow a vendor to manage its 
delivery process, because predictions can be made about 
likely purchase patterns, and then stock that is brought close 
to user locations can be explicitly advertised to those users. 
0855 Essentially, we attempt to predict transaction vol 
ume on a per item basis, and then positioning geographically 
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physical inventory storage facility locations where inventory 
can be stocked so that items which a user is predicted to 
request are already located within the immediate physical 
proximity of that user. 
0856. As the trend to disintermediation continues 
(whereby we have informational middlemen, but not middle 
men that physically hold products) we can allow vendors to 
notify portal intermediaries of product location within SDI, 
so that the portals can then pass this information onto cus 
tOmerS. 

0857. The key role of the SDI system in this application is 
to allow users to receive personalized recommendations of 
products, and also product locations, based on their profile 
information but without the vendors receiving that profile 
information. In addition, the shared information about user 
profiles in the data warehouse allows vendors to build good 
models for inventory location Finally, SDI can act as a trusted 
intermediary between different competing vendors: for 
example Suppose Amazon users bookstore A and bookstore B 
to provide books, and A and B do not wish to tell each other 
where their products are. The stores tell SDI where the books 
are, and SDI presents that information to users on a per-book 
basis, as books as browsed within the purchasing system. 
0858. There are numerous useful applications to improv 
ing quality, speed and cost of delivery to a user. In one 
example, it may be possible to provide same day delivery for 
on-line purchases. We could also restock a truck on the basis 
of what a local population of users are likely to purchase, with 
items presented to a user along with a particular anticipated 
delivery period, with the Global Positioning System (GPS) or 
more location-based information on the vehicle providing 
up-to-date information about a truck's location and antici 
pated delivery time. 
0859 We might also suggest that a user can physically 
travel to some location close to his/her base, based on infor 
mation within SDI about the user's travel patterns, etc. Pur 
chasable items can then be located in locations that are con 
Venient for users, or shipped dynamically to those locations 
(i.e. intermediate warehousing systems). Users can be pro 
vided with real-time directions to the location of such a pick 
up point via personal digital assistants (PDA) and naviga 
tional devices, etc. 

13.1.4 Push-Based Advertising/Solicitation 

0860. Another form of information that a user can submit 
to the central SDI database via his/her client is the advertising 
acceptance functions, which state the explicit preferences of 
a user for adverts, and required payments. The level of com 
pensation that a user requires to receive an advertisement will 
depend on the relevance of an advert. 
0861. An application of SDI is that vendors can use the 
centrally stored information to request that as a result of a 
query the query-execution module in the central SDI data 
warehouse sends advertising Solicitations to appropriate 
users, i.e. users that are willing to receive adverts as specified 
within their acceptance functions, and willing to release pro 
file information to enable useful advertising as specified in 
their price rules for regular data. 
0862 FIG. 15 illustrates the system for push-based adver 

tising. A vendor requests the right to advertise to users by 
sending a special type of query to the central SDI database, 
where the query states the vendors preferences for user pro 
files and requests that adverts be sent to users. The vendor 
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never receives the contact information for user's directly. The 
server also receives payments from Vendors and credits users 
acCOunts. 

0863 Suppose Vendor V wants to advertise a new product 
to relevant users. Vendor V can use the SDI database to select 
users with a high predicted hit rate for the advert, and then 
compute the value of a bid that it is prepared to pay users for 
the right to provide them with its advert. The vendor makes a 
request for bids to appropriate users by formulating this as a 
query with an associated action, and Submits to the central 
SDI data warehouse where it is handled by the query-execu 
tion module. Part of the query is a bid function, indicating the 
maximum amount that a vendor will pay to display an advert. 
0864. The query-execution module evaluates the request 
with respect to the profiles of each user, the rules that agents 
Submit for allowing access to profile information, and the 
advert acceptance functions. If successful the vendor pays the 
minimum value necessary to have its ad accepted by the user, 
again simulating a Vickrey auction as for the dynamic com 
petition for banner ads described earlier. 
0865 For example, suppose a vendor has an advert Ad to 
push to users, and is willing to pay up to S1 to place the advert 
with users that have a predicted hit rate of greater than 30% on 
the advert. The vendor can formulate a query that will first 
identify users with a predicted hit rate that is greater than 
30%, and then determine which users will accept the adverts 
at the bid price. If successful, the adverts are pushed to the 
users via the SDI central data warehouse, and the payment 
required by each user is submitted, less than S1 in all cases. In 
a simple variation, the vendor might also state a fixed budget, 
so that it does not send advertisements to more users than it 
can afford. 
0866. We can use the same profile information that pro 
vides focused/personalized service to users that hit a site that 
they have not visited before to form well-targeted mailing 
lists for vendors. The Secure Data Interchange can form mail 
ing lists in a number of different ways. 
0867 First, consider a vendor that wishes to send targeted 
mail to Some of its own user-base. When users connect to a 
site they indicate whether or not they are willing to receive 
electronic mail, and provide a “mail certificate” to a vendor if 
they are happy to receive mail. The Secure Data Interchange 
can proceed as follows: 

0868 (a) Perform analysis for the vendor to determine 
an appropriate set of users to receive the Solicitation, 
based on the information that the vendor provides about 
what it intends to market, and provide the list of pseud 
onyms to the vendor for mailing; 

0869 (b) Perform the same analysis, but also forward 
the communication to the users directly. 

0870. Now, consider a vendor that wishes to target new 
users, represented with different pseudonyms. Users indicate 
whether the information that a vendor submits about his/her 
transactions may be used for Solicitations, and furthermore 
vendors indicate the set of business interests that can receive 
the benefit of information that is submitted to the central SDI 
server. The SDI server can continue by performing analysis 
on the relevant subset of the permitted class of data records 
that pertains to the product or service that the vendor wishes 
to model, and generate a list of appropriate pseudonyms. 
Finally, the SDI server can sell the pseudonyms to the vendor 
outright, together with a certificate that the vendor can send 
mail to the pseudonyms, or the SDI server can retain control 
by sending the mail on behalf of the vendor. 
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0871 Provide vendors with virtual mailing lists that can be 
mailed to via the proxy server only. i.e. these customers 
should be solicited based on our analysis. (could even give 
Summary info., without revealing details about users). Fur 
thermore, do not even reveal data that corresponds to a pseud 
onym to a vendor because the vendor then has that informa 
tion about me when I am on his site. 
0872. A central data warehouse also enables vendors to 
identify new potential customers. This process is broken 
down into a number of steps: 
0873 (i) The vendor assesses the value of the information 
present in the secure data interchange. This computation is 
performed securely either by revealing randomized aggre 
gates to the vendor to enable its own local analysis, or by 
allowing the vendor to check data and algorithms into the 
secure data interchange site for analysis. 

0874) (ii) The vendor selects criteria for mailing unsolic 
ited advertisements, and agrees on a pricing model. In this 
case per-impression pricing is the most obvious pricing 
model, as it is difficult to monitor when a user responds to 
unsolicited mail per-transaction pricing is difficult. The 
user could be motivated to do this should the Secure Data 
Interchange promise future returns for recording a Success 
ful solicitation with the database. 

0875 (iii) Either the data list is released to the vendor for 
its use, if this is within the selling vendor's data policy, or 
the data interchange sends mailings on behalf of the pur 
chasing vendor. 

13.1.5 Community Dollars and Business Models 
0876 The primary objective of the iamworthit model is to 
create a market for information about buyers, with agents that 
submit profile and other personal information to the database 
able to collect payment in return for queries executed by 
Vendors. In an important extension, we can allow this pay 
ment to be made in terms of community dollars, which can 
only be spent with particular vendors. Community dollars 
allow a user that provides profile information to the system of 
SDI to receive payments that are dedicated for a particular 
type of purchase, these payments are called “community dol 
lars. One central example is to allow a vendor that signs a 
user into the SDI system to be able to lock a proportion of 
payments accrued by that user to the vendor's own product/ 
service domain. This is important, because vendors now have 
incentives to bring new users into the system. A vendor can 
offer a user community dollars on its (and its affiliates) web 
site, in exchange for receiving user data via the SDI data 
exchange. 
0877. We allow vendors to pay in “community dollars” for 
adverts, dollars that can only be spent at that vendor (with the 
host site of the advert receiving a share of the profits). This 
provides vendors with the ability to gain long-term custom 
ers. Furthermore, so long as the buyer agrees to receive adver 
tising from his/her iamworthit Subscription offer, community 
dollars can be replenished at the rate at which advertisers are 
willing to pay for impressions. This provides buyers with an 
incentive to spend at the vendor's site, because the vendor can 
monitor (pseudonymously) the buyer's that are sensitive to 
discounts and other special offers (that are delivered as com 
munity dollars). With community dollars a vendor can com 
pensate buyers for information that they access, but tie that 
information to certain vendors (e.g. the vendors that first 
signed the user into the system). The system has the following 
useful properties: 
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0878 (1) buyers are incentivized to provide information 
that allows vendors to push relevant advertisements/ 
products; 

0879 (2) buyers will also be more likely to make pur 
chases at a site or a coalition of sites for which they can 
receive discounts via community dollars; 

0880 (3) providing buyers with community dollars will 
increase the number of hits to a site. 

0881. We allow buyers to receive compensation for pro 
viding personal data to Vendors, information that has value to 
vendors because it allows information to be focused (for 
example relevant ads can be displayed to a buyer, based on 
his/her profile). The system of iamworthit credits buyers for 
information, and provides buyers with direct incentives to 
reveal profile information to vendors. 
0882. A vendor can sign up with iamworthit.com and 
agree to provide only the most restrictive type of community 
dollars, that can be spent at that vendors site. Community 
dollars are the currency that vendors provide in return for the 
right to provide focused information to buyers. Dollars can be 
general (e.g. for a network of vendors), or very tightly focused 
(e.g. for a particular product, at a particular time). The buyer 
centric infomediary acts as a broker, matching buyers and 
vendors. Another key role of the infomediary (e.g. the portal) 
is to protect the buyer from information saturation by con 
trolling the flow of solicitations. (i.e. restrict the number of 
ads. that a buyer sees) 
0883 Community dollars extend the methods in Secure 
Data Interchange that allow a user agent to sell controlled 
access to information to other agents, introducing in addition 
a method which can control the ability of a user to spend 
received payments. For example, a vendor might be happy to 
pay a user for the right to display a targeted advertisement if 
the payment represents a discount that can only be used 
against products offered by that vendor. Community dollars 
provide this functionality, allowing dollar payments to be 
limited to reimbursement in particular “communities of ven 
dors and/or other agents. 
0884 Community dollars instead are more configurable 
than traditional currencies, which by their very nature are 
transferable to any agent. In particular community dollars can 
be restricted to spending at certain Vendors, can also have 
non-linear values to encourage loyalty from buyers. 
0885. The novelty in our description of community dollars 
in comparison to current methods known in the art for elec 
tronic cash is that we allow e-cash to be targeted so that it can 
be spent in particular ways, to be Smart so that it can accrue 
value in non-linear ways, and to be transferable only between 
the pseudonyms that belong to the same agent. 

13.1.5.1 Simple Business Models 
0886 A vendor that allows community dollars to be spent 
does not need to implement a special community dollars/ 
discounts program. The buyer can also be issued a special 
debit account dedicated to community dollars, that permits 
pseudonymous transactions without revealing a buyer's port 
folio of pseudonyms. 
0887. A portal site that hosts advertisers and buyers that 
Subscribe to iamworthit can mandate that all community dol 
lars are to be spent at sites that advertise on the portal site, and 
also only when the sites are accessed via the portal site. This 
technique will increase portal traffic. Portals can be expected 
to compete in terms of: (a) the fraction of advertising revenue 
that is turned over to buyers, in return for receiving profile 
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information from buyers; (b) the level of advertising that 
buyers are exposed to: (C) the nature of the community dollars 
"package', i.e. what vendors can the dollars be used at etc. 
This can be useful to attract niche customers, that have com 
mon outlooks, interests, and business needs. The primary 
goal of the portal is to drive traffic through the portal. 
0888. The main mode of the community dollars advertis 
ing model allows vendors to advertise for free, but provide 
community dollars to buyers, that can be spent at Some later 
time. The cost of advertising can be linked to the success of 
advertising. Moreover, the vendor can direct offers and 
adverts to particular user profiles. The hosting web page 
receives a share of the vendor's revenue that comes from 
transactions involving community dollars. The dollars can 
represent 'stored value'. Such as bonus points, that can be 
applied to special discounts for offers which are delivered via 
digital coupons and/or as “straight value' which could be 
converted directly to purchases thus are equivalent to real 
dollars at the point of transaction. 
0889. The community dollars can be “credits” that can be 
redeemed as real cash, credits towards discounts, and can be 
spent across a Suite of sites, or limited to one site. The co 
pending patent application entitled "System for the Auto 
matic Determination of Customized Prices and Promotions' 
U.S. patent application Ser. No. 10/262,1231 describes a 
comprehensive scheme which may be implemented in either 
on-line or off-line commerce environments. The system 
enables Vendors to deliver a digital message in the form of a 
promise to a buyer (typically on encrypted form for purposes 
of targeting a buyer specifically). This promise is typically a 
discount for a product, set of products (or all products in 
stock) or may even include entitlement to special privileges 
for that buyer, thus it is termed a “digital coupon’. The com 
munity dollars can represent special discounts for a buyer. 
0890. The buyer receives a financial incentive for receiv 
ing well-targeted Solicitations, while preserving buyer pri 
vacy within the SDI system. The vendors support the com 
munity dollars through advertising revenues and increased 
sales volume. We can also provide the vendor through which 
the buyer first subscribes a special “first screen’ right that 
allows the vendor to provide a buyer with his/her first impres 
sion as soon as S/he logs on. 
0891. Of course many variations of the community dollars 
scheme are conceivable and the current description is in no 
way intended to limit the scope of the claimed invention. For 
example, the ad revenues generated may instead be appor 
tioned between direct payment which the buyer receives, in 
real cash, community dollars which the vendor (or ISP) cred 
its the buyer and/or direct payment which the vendor (or ISP) 
receives as well as iamworthit or any combination of the 
above Such as exclusively direct payment which is appor 
tioned between the buyer and the vendor (in the absence of the 
community dollars Scheme). 
0892. In one variation all community dollars collected by 
a buyer must be spent back at the vendor site at which they 
originally subscribed (and also the site that hosts the adverts 
of other vendors). A buyer can spend the dollars with any 
vendors that are site partners of the original site. This provides 
the vendoran incentive to accept and promote the community 
dollars concept. 
0893. The value of providing a buyer with targeted solici 
tations is estimated at approximately $300 to S500 per year 
(based upon S120 per 1000 targeted impressions at approxi 
mately 25 impressions per day). Given these significant ben 

Apr. 18, 2013 

efits, a vendor can provide a buyer with a significant discount 
(in the form of community dollars). Vendors benefit from 
increased sales volumes. When the price of items is less than 
the value of dollars, the vendor can limit the amount of dis 
count that is available on any single product, or only allow 
community dollars to be applied towards customer discounts 
(which may nevertheless be quite substantial). 

13.1.5.2 Implementation Details 
0894. We can use meta-tags to restrict the way that com 
munity dollars can be spent. The tag associates the dollar, but 
the dollar is released within the system of blinded signatures 
Chaum 85; Chaum 92 so that a buyer that collects dollars 
over many transactions with different vendors can spend the 
dollars without compromising his/her private information 
about pseudonyms. Dollars can be restricted to a number of 
Vendors, and also restricted in additional ways—i.e. they can 
only be sent if the buyer visits the site through a particular 
portal, cannot be redeemed at a competitor, are worth a bonus 
if redeemed with certain vendors, etc. 
0895. The technology used to implement community dol 
lars is based on cryptographic techniques known in the art, for 
example within a digital signature scheme for electronic-cash 
as described in the work of Chaum Chaum 85; Chaum 92. 
The core functionality which must be supported by any sys 
tem for community dollars within SDI is: 

0896 a) An agent can receive community dollars under 
multiple pseudonyms but spend the dollars under the 
same pseudonym. The dollars must not allow an adver 
sary to link the pseudonyms and break a user's identity. 

(0897 b) Community dollars can be restricted to be 
spent with certain vendors and for particular products/ 
services. 

0898 c) Community dollars can accrue (and lose) value 
in non-linear ways. 

0899. The function of (b) can be supported within a system 
of electronic coupons, based on cryptography, as disclosed by 
Tygaret. al. Tygar 98. Alternatively, we can extend Chaum's 
Chaum 85; Chaum 92 technique of blinded signatures to 
allow dollars to be signed with the private key of a certifying 
agency, where the key is the private pair of a public key which 
indicates the ways in which the dollars can be spent. 
0900. The use of blinded signatures ensures that at the 
point of validation of cash, where a stream of random bits is 
signed by the “bank” to validate its value and restrict its use, 
the bank is blinded as to the identity of the bits, so that no-one 
other than the agent that creates the bit stream can trace the 
cash. This allows community dollars to be transferred 
between multiple pseudonyms of the same agent without 
being used to break an agent's identity. A vendor will accept 
community dollars as part-payment so long as the digital 
signatures indicate that the dollars are valid for the purchase. 
An extension to the scheme presents duplication, with real 
time verification of tokens. The vendor can finally exchange 
the dollars for “regular cash via an electronic bank that 
accepts community dollars (debiting an associated account). 
0901) We suggest an electronic wallet application to allow 
users to store tokens locally, and then transfer them securely 
between pseudonyms. The electronic wallet can be imple 
mented in a client-side SDI proxy, or within the central SDI 
data warehouse, within the eBank module. The invention 
draws on techniques described in D. Chaum Chaum 88: 
Chaum 92, where the use of a secure chip in “smart card” 
technology prevents the tampering and duplication of e-cash. 
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0902. The solution proposed is that all e-cash must be 
signed not only with the private key of a vendor, but also with 
the private key that corresponds to a particular pseudonym 
within SDI. This is illustrated in FIG. 16. 
0903 Effectively cash becomes a one-to-one mechanism 
for payment, tied to future transactions between a user under 
a particular pseudonym and a particular vendor, for a particu 
lar purpose. The eBank allows a user to transfer cash across 
pseudonyms via the client-side SDI proxy which maintains 
the user's profile identifiers. 
0904. We support a dollar transfer command, of the form 
TRANSFER (PID 1, PID 2, amount) where PID 1 and 
PID 2 are the public keys to identify two pseudonyms owned 
by the same agent. Before executing Such a transaction the 
eBank requires that the requestor answers challenges for both 
identities, for example signing random messages with the 
corresponding private keys. This proves that the requesting 
agent has authority for both pseudonyms. Finally, we need to 
be sure that the pseudonyms belong to the same Subscriberto 
SDI, which is possible via the one-way identity look-up func 
tionality of the central SDI data warehouse. The eBank can 
query the look-up table, and check that both PIDs correspond 
to the same UUID. 
0905 For example, an amount of dollars below a certain 
threshold can be programmed to have no value, but additional 
dollars can have increasing marginal value. This provide a 
non-linear incentive for a user to stay with the same vendor in 
a market with low Switching costs, or a non-linear incentive 
for a user to receive adverts from the same advertising agent. 
The advantages to Vendors and advertisers are repeat pur 
chases, consumer lock-in, and also improved profiling from 
interacting with the same agent overextended periods of time. 
0906. The functionality is embedded into the community 
dollars. The framework expands the idea presented in Chaum 
Chaum 85; Chaum 92 where the public key of a public 
key/private key pair indicates the dollar value of a community 
dollar. In this case, we allow any number of public-key/ 
private-key pairs, and use the public key as an index into a 
table maintained within the eBank to provide additional cri 
teria about how the cash can be redeemed, for example it has 
more value if used in combination with other community 
dollars, it decays overtime from dataYY/YY/YY, etc....We 
do not intend to limit the variations possible, but provide this 
as a framework for ways in which constraints and conditions 
on community dollars can be extended. For example, com 
munity dollars can also be programmed to lose value over 
time. This can increase the number of repeat purchases 
0907. In the preferred implementation we use an “elec 
tronic cash’ infrastructure for the community dollar system. 
Abuyer's SDI-enabled client-level proxy stores dollars that 
the buyer receives securely. Dollars are anonymous and non 
traceable, so that the buyer can maintain a single “bank” of 
dollars, and aggregate dollars collected across pseudonyms 
for a single purchase, so long as the purchase satisfies the 
constraints on the dollars. Each dollar is created using 
Chaum's blinded signature technique, and also signed with 
the conditions on its use. 
0908. This scheme allows vendors to monitor the offers 
that buyers respond to, because when a buyer presents a 
community dollar the dollar can be validated to indicate the 
type of discount that it is, even if the identity of the dollar (i.e. 
the serial number) is untraceable. SDI provides vendors with 
guarantees that buyers have once-in-a-lifetime pseudonyms, 
so redeeming a Voucher of aparticular type that is redeemable 
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only at vendor V and was issued by vendor Vallows vendor V 
to be sure that the Voucher was issued under the same pseud 
onym, and has not been transferred to another of the buyer's 
pseudonyms. 
0909. In an alternative architecture, the ISP-level SDI 
proxy, or the web-host for the advertising service, can main 
tain community dollar"debit accounts for each buyer. This is 
more limited, because it does not allow buyers to transfer 
dollars between pseudonyms without compromising privacy 
(revealing a portfolio of pseudonyms). However, in a scheme 
where advertisers require that agents have once-in-a-lifetime 
pseudonyms, and only release community dollars to be 
redeemed at their own site, this is not limiting. Both of these 
approaches are useful for "community dollar-enabling 
numerous or all sites. 

13.1.5.3 Example Community Dollar Applications 
0910. On-Line Gaming site. 

0911 Consider an on-line gaming site that has a net 
work of affiliated vendors, that do not pay to advertise, 
but provide community dollars that can be spent either at 
the vendors—or at the casino. When buyers lose money 
at the casino the casino receives real dollars from Ven 
dors. The casino is one possible outlet for spending 
dollars—and a vendor only pays the casino (the host of 
its ads) ifa buyer chooses to gamble on the site, and loses 
its dollars. The gaming site becomes a portal, with links 
to partner vendors. Each vendor offers the buyer com 
munity dollars, that can only be spent back at that site or 
at the casino. However, the number of dollars which can 
be spent at the store is substantially less than the number 
of community dollars which can be spent at the casino. 
IF the buyer accepts the credits, whenever the buyer 
accesses the URL to the store he/she is either automati 
cally routed first to the casino portal or to the vendor site 
whereby a prominent banner is displayed which is dis 
played to that particular buyer from which the buyer can 
conveniently engage in a casino gaming session. 

0912) If the buyer loses a substantial amount of com 
munity dollars he/she may regain the lost credits by 
spending a specified amount (in real dollars) at a partner 
vendor. This provides a safety-net for buyers. The cost to 
the vendor is the cost of the dollars that the buyer lost at 
the casino, and the cost of replenishing the buyer's com 
munity dollars (which can be used for further gambling). 
However, the vendor makes a sale—so the vendor is 
happy So long as the dollar value is areasonable discount 
for the sale. Clearly, the casino gains substantially 
through the redemption of these community dollars. The 
Vendors can make an agreement with the casino where 
they only compensate a fraction of community dollars. A 
percentage of a buyer's profits at a casino are paid in 
community dollars, another percentage can be paid in 
real dollars. Perhaps the casino can also provide vendors 
with a revenue share. 

(0913) We allow for community dollars that are 
restricted to particular products, and customized for an 
individual buyer. The dollar-object can contain two 
parts: the first part is readable to the buyer, and indicates 
the nature and the amount of the discounts to which the 
credits can be applied. The second part of the message is 
encrypted, and accessible only to the vendor, and is 
signed by the vendor to prevent any form of alteration. 
The information can contain the dollar credit to the 
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buyer, the terms and conditions of the community dol 
lars, a dollar amount, the pseudonym ID of the buyer, an 
expiration date, the terms and conditions of discounts 
and special offers to which community dollars may be 
applied in combination with a partial cash transaction. 

0914. The vendor must check that it has not previously 
redeemed any piece of community currency with the 
same identifier; the identity of the buyer is correct; the 
date; the terms and conditions. Some vendors may allow 
redemption of the community dollars at other vendors 
sites. 

0915 
0916. One of the commercial applications of which 
community dollars may be used is in offering web sites 
free web development services and/or free web hosting 
services. In the former case a Web development tool 
provider could share in the community dollars revenue 
stream from iamworthit ad revenues, and accordingly 
cover the costs of the tool suite. Whenever new upgrades 
including new development modules are added, the 
costs could be covered by an incremental increase in the 
percentage of advertiser transactions. There is consider 
able economic pressure on web tool providers to provide 
competitive solutions which are not only rapidly deploy 
able but also extremely robust (typically bundling some 
form of personalization technology), thus as a result of 
economic pressure to drive advertising and e-commerce 
transactions through the site (often through the use of a 
revenue sharing model which can reduce upfront costs to 
the vendor substantially). iamworthit through its cus 
tomer loyalty enhancement capability provided by com 
munity dollars can significantly improve the effective 
ness of personalization at the site (perhaps more 
significantly than cookies which often are blocked and 
all typically not implemented so as to be recognizable 
across the collection of sites which the tool provider 
supplies or the web host services). 

0917. It is believed that the revenue sharing model may 
be structured to cover both the cost of the tools, web 
development services as well as web hosting (thus 
unless he himself offers a complete turn key suite of 
Solutions and services a tool provider which integrated 
the community dollars concept could be in an extremely 
competitively advantageous position in attracting stra 
tegic relationships with Web developers and Web hosts. 
The tool provider may for example sell an ad server 
module or could “automatically subscribe the user with 
an opt-out option. The very fact that all of the tool, Web 
development or hosting provider's sites are exempt from 
ad blocking/ad replacement technology (barring iam 
worthit competitors) would be a significant motivating 
factor in incentivizing sites to utilize their services (e.g. 
through promotional programs). An emerging large 
market for Web development is providing these services 
to individual end-users. Completely free services in this 
regard would likely mobilize what activity in what is 
now a dormant, albeit enormous commercial market. 
For example, tools for developing elaborate Web-wide 
community portals could have customized community 
links which are matched to the user's personal profile. 
Visitors to the site (subscribed to iamworthit) could 
experience an additional layer of personalization based 
upon their own user profiles. 

Web-Hosting Application. 
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0918 Web hosts may also use an additional feature 
(optionally to significantly drive increased traffic 
through potentially all sites on their network. This 
optional feature is a set of links (e.g. along the side of the 
user's screen). These links are used to point the user to 
other relevant pages issuing aggregate site usage statis 
tics of their visitors (as described in the parent patent 
application) iamworthit, user referral links may addi 
tionally personalized based upon their user profiles. 

13.1.5.4 Vendor Coalitions 

0919 Vendors may choose to form coalitions, to allow 
buyers to spend community dollars at any "partner site. 
Vendors that have similar buyer bases can be automatically 
identified using collaborative filtering. (i.e. determining simi 
larity with the present vendor, from the aggregate vendor 
preferences of a given vendor's Subscribers). Also, these 
resulting metrics could incorporate predicted online spending 
by each buyer at each site. This could help to narrow the 
selection of sites the vendor wishes to partner with and/or the 
selection of these partner sites could be determined and pre 
sented to the buyer to even further narrow the selection for 
each buyer. All vendors in a coalition advertise, and provide 
cross-links and up-links to other vendors. 
0920. The coalition model is good for buyers that are more 
likely to find products that they want. Vendors can share the 
risk of advertising, since dollars provided to one buyer by a 
particular vendor can be redeemed at another vendor. Adver 
tising and community dollars increases sales Volume at all 
vendors in the coalition. Furthermore, studies on on-line buy 
ing behavior Suggest that on-line shoppers tend to make pur 
chases across a variety of categories of e-commerce products, 
thus it is likely that they would also prefer the freedom and 
flexibility which is associated and can be provided in this way 
only by deploying a multi-site community dollars Scheme. 
Iamworthit usage statistics are very effective in identifying 
prospective vendor coalitions which consist of complemen 
tary (non-competitive) vendors. Alternatively, personalized 
coalitions which can be created in ad-hoc fashion for each 
buyer can further serve the buyer's interests by increasing the 
freedom and flexibility which the buyer often strongly 
desires. Though practically this can only occur for those 
(perhaps Smaller less commercially significant) vendors 
which have not been a major coalition consisting of vendors 
which many buyers tend to use which collectively serve a 
Substantial percentage of the overall user base. 
0921. Thus if the vendors have not established firm part 
nerships with other vendors, we can even allow vendors to 
form dynamic and virtual coalitions within SDI, with a poten 
tially unique coalition of vendors for each buyer. The coali 
tion may consist of an optimal pool of vendors, as determined 
by SDI collaborative filtering techniques. The goal in this 
model is to provide buyers with a particular “brand’ of com 
munity dollars. 
0922 Multi-Vendor Community Dollar Portal 

0923. We can allow each vendor to retain an exclusive 
right to advertise to each buyer, and also develop a portal 
for the coalition—that gives advertising prominence to 
coalition members. Portals will be expected to aggres 
sively promote community dollars. Buyers that collect 
community dollars become loyal return visitors to the 
portal and its associated vendors. In the case the Vendors 
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do not generate the same value we can provide commu 
nity dollars in proportion to the value that a vendor 
contributes to a coalition. 

0924 We can also provide targeted advertisements for 
the vendors at the portal, using the user profile to focus 
ads. The categories and links at a portal (that might 
include a search engine) can be re-prioritized (high 
lighted and/or re-ranked) in accordance with the buyer's 
preferences (as described above), and to favor subscrib 
ing vendors. In commercial practice, the motivation for 
Vendors to become coalition members is largely driven 
by customer partnerships with providers of e-commerce 
tools and Solutions. There are many emerging trends by 
which these intermediary tool providers could conceiv 
ably integrate community dollars. Consider loyalty 
points (e.g. www.mypoints.com) or loyalty bonuses pro 
grams (e.g. www.clickrewards.com). These points or 
bonuses could be substantially subsidized by the adver 
tising and deeper benefits passed onto the consumer. 
Other simpler technology which would compel these 
Vendors to cooperate include shopping basket technol 
ogy, the emerging standard, ECML, common Web tool 
and/or tool development Solutions, common hosting 
Solutions, common ad delivery systems. 

0925 Vendors pay the portal site to advertise, and the 
portal provides community dollars to buyers in return for 
privacy-protected profile information. This model does 
not provide incentives for the portal to provide well 
targeted adverts, because there is no direct link between 
a portal's revenue stream and the vendors’ sales Vol 
U.S. 

0926. A portal with community dollars that can only be 
spent under a single pseudonym at its partner sites also 
provides an incentive to buyers to interact under a single 
pseudonym which in turn allows a portal to profile 
buyers across its complete vendorpartner network. Buy 
ers will access many sites with the same pseudonym. 
The system of SDI allows vendors to leverage the shared 
profile information as buyers browse web pages and 
products. 

0927 We can also lockbuyers into a single portal—and 
a single coalition of Vendors—with community dollars 
that “decay” over time, and must be continually replen 
ished. In this way a buyer cannot pick and choose dif 
ferent portals, and different community dollars, but can 
benefit mainly from high web-browsing volume through 
a single portal. The value to Vendors in terms of con 
Sumer lock-in can be considerable. 

0928 Affiliate Network. A coalition of vendors can 
join to allow a buyer unlimited access overall affiliate 
Vendors. The program can be sold through the exist 
ing marketing channels of each vendor, as well as 
through a portal directory of sites for those vendors. 
Vendors that join can be required to promote the pro 
gram through their own marketing channels. Addi 
tionally, perhaps vendors are selected to cover exclu 
sive physical regions (e.g. in the case of a set of ski 
resorts), or exclusive product categories (e.g. in the 
case of on-line vendors). Vendors can provide a com 
munity dollar-for-real dollar exchange, in return for 
becoming part of a vendor network. Alternatively, 
perhaps vendors provide an up-front fee, that can be 
recovered via dollars spent by buyers at their own site. 
Each vendor is obligated to sell the partner network 
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community dollars, but is not necessarily required to 
promote the other community dollar vendors. 

0929. An affiliate program could be developed by part 
nering with the affiliate network’s advertising. Typically 
each advertiser provides a purchasable(s) which affiliate 
sites offer for sale on their sites in exchange for a per 
centage of the resulting sales. In the community dollars 
variation, each vendor agrees to tailor an offer for their 
products/services on the affiliate network which is sub 
sidized by community dollars which the user collects 
after Subscribing to iamworthit. An example Solicitation 
could be “receive S100.00 free credit toward future pur 
chases at booksamillion.com plus S50.00 cash. 
0930 Creation of an iamworthit online multi-store 

retail site. Establish a retail presence in a (or poten 
tially multiple) retail niches. The primary business 
model would be to leverage existing large iamworthit 
subscriber base (involving the other various types of 
commercial partners) in order to dedicate a certain 
percentage of the community dollars (e.g. thirty per 
cent or approximately one hundred fifty dollars per 
customer) which could only be redeemed at that 
multi-store retail site (and/or the value of these dollars 
could be worth more at the retail site). In addition, in 
this model, the independent advertising initiative of 
iamworthit would be geared towards community dol 
lar credit of that retail site. It should be noted that, 
because if other outside competition occurs to the 
basic iamworthit scheme to a substantial degree there 
will not be a compelling incentive for buyers to adopt 
a more restricted form of valve (as retail credits at a 
particular site), Versus accepting the credit from a 
competitor in the form of cash. Thus this model could 
provide a viable means for attaining a leading position 
in one or more on-line retail markets if this competi 
tion does not Substantially exist. 

0931 Marketing Network. Iamworthit sites which 
offer a community dollars promotion could, upon the 
buyers subscribing to iamworthit, additionally offer 
the buyer with a down-loadable client based software 
which provides a small promotion in conjunction with 
a link to iamworthit. Each time a recipient of the email 
Subscribes to iamworthit, a percentage of the value of 
that customer is credited back to the buyer in the form 
of community dollars. Each subscriber resulting from 
the current subscriber's email (though reduced) pro 
vides an additional credit to the original subscriber in 
accordance with the marketing network business 
model. If the site originally delivering the promotion 
is not an e-commerce site, a percentage of advertising 
revenues resulting from the Subscriber (and poten 
tially all resulting subscribers) could be used. It could 
be applied in the form of iamworthit advertising (or 
exchanged) for advertising in an ad server. 

0932 Free Web hosting. A portion of community 
dollars may be allocated in a revenue sharing arrange 
ment between the buyer and the web-site from which 
subscriptions to the service are provided, thus 
enabling Web hosts to offer free hosting services 
while also receivingfull payment which is iamworthit 
advertising Supported. Iamworthit could also easily 
use its vast statistical data collected form each site in 
the hosting network in order to predict which sites 
tend to be most commonly linked to from the present 
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site (and/or share “similar content”). This technique is 
described in the parent patent application by estab 
lishing these links users can better access relevant 
information. In one preferred variation, all non-cus 
tomer's sites are not included in the referral links. 
This level of targeting is likely to drive significant 
traffic through the Web hosts’ network (and even more 
so ifiamworthit user profiles are transferred to the site 
upon visitation of an iamworthit subscriber as these 
similar cross-links can also be personalized to the 
U.S. 

13.1.5.5 Transaction-Based Revenue-Sharing 

0933. In transaction-based revenue sharing, the only time 
that advertisers pay to provide an impression to a user is when 
a sale results, in this case the hosting site receives a cut of the 
final transaction price. The vendors provide buyers with com 
munity dollars directly. The dollars, which are stored at the 
portal site, allow buyer-spending to be tracked. This allows 
the portal to monitor when a sale occurs, not just a hit on a 
banner ad. With transaction-based revenue of this kind, per 
Sonalization is critical. In this model the portal with give 
prominence to adverts from Successful sites. A portal site may 
forgo payment from a vendor in exchange for the increased 
click-through from a strong network of community-dollar 
enabled vendors. Value is credited directly to buyers for 
future redemption at that particular vendor's site. The com 
munity dollars provided to a buyer can be restricted, such that 
a buyer can only redeem dollars if S/he maintains enough 
visits to the portal site. 
0934 Vendors can offer discounts on their own products 
directly, instead of providing the portal with money for adver 
tising. The vendor only pays to the extent that its advertise 
ments are well-targeted. The vendor could also request spe 
cial ad priority. A vendor that presents advertisements to a 
buyer offers the buyer discounted promotional offers for 
products offered by partner vendors, in exchange for Sub 
scribing to iamworthit and receiving targeted impressions. 
These offers are in lieu of community dollars, and can be 
provided by partner vendors—maybe in exchange for a right 
to a number of ad deliveries for the vendor's own advertising 
purposes. 

0935 We can also require that buyers are automatically 
routed through a portal when accessing any partner vendor 
directly. The portal (and therefore the coalition of vendors) 
then receives exposure each time the buyer clicks on an ad (or 
link) to that vendor. The portal may also provide benefits (e.g. 
additional advertising prominence) for sites which are 
responsible for driving traffic through the portal. Community 
dollars can be provided whenever the buyer accesses a site 
from the portal. Portals can offer free advertising to e-com 
merce sites (forgoing advertising fees). The portal provides 
discounts to buyers that purchase a product following a link 
provided at the portal. 
0936. A buyer receives the discount by validating a pur 
chase with the portal, and the site agrees to provide the portal 
with a share of revenue whenever the buyer cashes in com 
munity dollars in this way (we do not rely on HTTP refer 
mechanism because that can be blocked and falsified. Fur 
thermore, we do not rely on URL +extension correspon 
dences, also not secure instead rely on providing buyer's 
with incentives, and monitoring buyers that have earned com 
munity dollars.) 
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13.1.5.6 Delivering Per-Impression Dollars 
0937 We can deliver community dollars on a per-impres 
sion basis, with vendors competing to offer buyers high val 
ues for being able to present an advert. The existing collabo 
rative-filtering engine at a buyer's SDI client-level proxy can 
filter ads, and select appropriate offers, using community 
dollars as just another measure of the usefulness of a message. 
This is an alternative to providing dollars on a one-off (or even 
yearly) basis, for consumption via the vendor's site that the 
buyer subscribes to the service. 
0938 A hosting site can take a fraction of any dollars 
provided to a buyer. Alternatively, a site can convert the value 
into the community dollars to provide to the buyer, possibly at 
a preferable basis. The portal might also wish to convert its 
commission to credits for the buyer at any one of its partner 
vendors, with the stipulation that the buyer must access those 
sites via the portal in order to be able to redeem the credits. 

13.1.5.7. Providing Loyalty Bonuses 
0939 We can use the client-side SDI proxy to provide 
vendors with "loyalty guarantees, that are credentials to 
verify that the buyer has executed no transactions with any 
competitor, under any of its pseudonyms. The client-side SDI 
proxy is in a unique position to be able to implement this 
monitoring, because no other system knows a buyer's port 
folio of pseudonyms. The buyer can present its digital cre 
dential when visiting a vendor's site. 
(0940. A vendor may wish to provide loyalty dollar credit: 
for example, it would be possible for vendors to offer buyer's 
credits if the buyer is a 100% loyal customer i.e. that she/he 
did not (over a specified period) do his/her purchases at the 
site of any competitor. For example, certain types of high 
value customers could be given considerable value in the 
form of credits or discounts as a result of demonstrated ven 
dor loyalty. The credential can be time-stamped, to prove 
loyalty. It does not reveal any information about the buyer's 
other pseudonyms to a vendor, because many pseudonyms 
will exist that have not made any purchases from a competi 
tor. Upon accessing the vendor's site, this credential may be 
presented to the vendor. One criteria for the above benefits 
could be that the buyer may visita competitor site, and engage 
in interactions; however S/he should not transact with that 
vendor. 

13.1.6 Alternative Business Models 

0941 Offer discounted or free services in return for the 
right to access profile information. 

0942. Examples: Free or discounted retail products 
with “niche' partners in each category: Free dial-up ISP 
(as an independent ISP or a service to jointly promote 
free access with ISPs); Free Cable and ISP service, Free 
pay-per-view (note that viewing patterns and the asso 
ciated content could provide additional valuable user 
profile information); Free phone service (e.g. advertise 
Subscription service on screen phones or audio ads from 
pay phones); Free prepaid calling card; Free print media 
Subscriptions (magazines, newspapers); Free book 
clubs; Offer any combination of the above with “deep 
discounts' for each (this can involve S350 community 
dollars per buyer or it may simply involve certain pur 
chasing limitations per customer). Each vertical niche 
partner in exchange gets exclusivity within their own 
respective niches to target advertise to those buyers (e.g. 
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retailers); Free access to sporting events: Free credit for 
casinos; Free lottery tickets; Free charity donations; Dis 
counted hotel lodging; Monetary credit to a credit or 
debit card (either an iamworthit branded card or pro 
vided as a partnership with the card companies; Mon 
etary credit to a diner's club: Free subscriptions plus 
credit to retail buyer's clubs (on-line or off-line); Credit 
or discounts for book clubs; Free musical concerts, or 
theater presentations, movies or access to arcade enter 
tainment; Free access to amusement parts or theme 
parks; Free golfseason passes; Free commission fees for 
stock trading; Free commission fees for travel booking 
(if implemented for on-line buyers would be less com 
pelled to search for travel information on-line though go 
off-line to make their bookings). 

(0943 Allow the ISP to promote free internet access 
through personalized advertising on iamworthit. 

0944. The ad server can even recognize through the 
associated domain names, the buyers which are coming 
from a competitor ISP. So long as that ISP is not apartner 
of iamworthit, the associated buyer would be selectively 
targeted with an offer of this sort “free Internet access” 
by subscribing to iamworthit'. Smaller ISPs would be 
particularly compelled by such offers to their direct tar 
get prospects. This is because they are operating on a 
“thin margin’. Furthermore, both they and their small 
regional counterparts would be particularly Vulnerable 
to this type of advertising by regional competitors from 
the same geographical area, during specified period of 
months of initial usage of the service, the share of profit 
due iamworthit could instead be committed to purchase 
additional advertising for the Internet service provider 
(or the balance of this profit traded-out in the form of 
additional advertising through the ad server partner). 

0945. The ad server partner could further become an 
exclusive partner of iamworthit on the following com 
mercial venture: Relationships as established with on 
line merchants and other e-commerce sites. The Vendor 
actively promote an offer to their customers through 
both off-line media (using a URL unique to that vendor) 
and on-line advertising through the ad delivery partner. 
The offer may say (as an example), “receive three hun 
dred dollars in purchasing credit at Books a Million in 
exchange for subscribing to iamworthit (or receive five 
hundred dollars worth of discount credits at Books a 
Million. In addition, as a further benefit to the vendor 
iamworthit could trade its own advertising impressions 
with impressions on thead server for the current offer (in 
order to reach a different base of buyers which are not 
currently subscribed). A particularly compelling indus 
try for this application is on line travel inasmuch as a 
plaguing problem to this industry is the fact that many 
buyers use travel sites as an informational resource on 
available travel deals and packages, but ultimately book 
their trips directly through a travel agent (thus cutting 
out the travel site). A three hundred dollar a year travel 
credit would be a compelling incentive to many buyers 
to modify their current travel booking habits. Affiliate 
networks are also an ideal channel for these types of 
promotions because affiliate sites agree to participate 
(typically) purely based upon the degree of the profit 
sharing opportunity (which would be significantly larger 
than most types of transaction based affiliate advertis 
ing). 
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0946 Alternatively, it would be possible to offer web 
sites the ability to become Internet service providers 
where the interface to the ISP home page would essen 
tially be heavily branded to that site or portal. Compa 
nies like GTE already offer a “Virtual ISP service in 
which the content to the ISP home page is unique to the 
ISP while the network is provided by the virtual ISP 
service. This model would be particularly compelling 
for sites which are largely community oriented and have 
a potentially loyal customer base. Moreover, interest 
ingly, many of these community sites are offering many 
of the services and capabilities that a full-blown ISP 
would offer from its home-page, e.g., a portal interface, 
links to high-quality content, chat/forums, e-commerce, 
commerce affiliate links, etc. 

(0947 Free Community-based Content. 
0948 Create premium content which is free to iamwor 
thit subscribers, subsidized by revenue from profile 
information. Each iamworthit buyer would be granted 
free access privileges to the premium content on all sites 
which are part of the program. Some content may be 
purchased and/or reusable, other may be entirely site 
specific and novel. This model would be particularly 
appropriate for community sites which are largely mem 
ber-based (or for example ISP-member-based commu 
nities) where much of their value to members is based 
upon information and other content which it can pro 
vide. It is conceivable that alliamworthit-enabled com 
munity sites would enable free access to their content by 
all other iamworthit customers (though it is possible that 
they may be mutually restricted if members of competi 
tor communities as desired by the community site). Ifan 
ISP service is not already provided, a virtual ISP service 
could additionally be offered at a substantially reduced 
price or possible free. One could imagine further extend 
ing this present network of free content to free content 
iamworthit subscribers for free access to fee-based tele 
vision programming or VOD services. In as much as 
community sites and television channels are becoming 
different media for delivery of the same information as 
the number of channels increases, VOD becomes tech 
nically enabled, and, most imminently, full motion 
video can be delivered upon demand over the Web. 

0949 Free Access To Subscription and Fee-for-use 
Information of the Web. 

0950 In addition to the aforementioned free commu 
nity site content, it would be possible to further provide 
free and automatic access to fee-based information on 
the Web. These costs may be able to be covered by the 
model across all or most sites depending upon the usage 
characteristics of its buyers (e.g. assuming advertiser/ 
community dollars payment to the sites are averaged 
across buyers in accordance with the consumption pat 
terns of the average iamworthit buyer). The identity 
(pseudonymous) of the buyer would have to either be 
disclosed to the site via the proxy or a unique pass code 
(as required by the site) provided to the buyer could be 
automatically entered upon the buyer accessing the fee 
for use area requiring the code. A directory (portal) of 
these fee-based sites would be a useful adjunct to sub 
scribers. 

0951 Bundling iamworthit links with hardware with a 
PC manufacturer. 
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0952. Many PC manufacturers are now recognizing 
e-commerce as a very important sales channel. The 
present model would involve the P.C. manufacturer bun 
dling a link along with a promotion for iamworthit. The 
promotion would offer the buyer cash credit for the 
buyer. The PC manufacturer would also receive exclu 
sive advertising rights to target buyers whose browsing 
behavior profile qualifies them as a future sales prospect. 
E.g., instead of cash credit as the profile is identified, the 
offer could then become modified to offer free hardware 
or credit to their purchase. Because PCs are highly por 
table, the advertising targeting techniques described in 
LEIA could add substantial additional value to advertis 
ers. A similar model could be used for manufacturers of 
PDAS 

0953 Allow matchmaking of buyers based on profiles 
across a network of iamworthit/community-dollar sites. 

0954. A menu of different forums and chats can be 
displayed on each iamworthit member site. (the under 
lying methodology for which is described in co-pending 
patent application “Virtual Community Service for Sys 
tem for Customized Electronic Identification of Desir 
able Objects”). In accordance with this specification, a 
variation of the service involves the process for identi 
fying individuals who most closely match a given cat 
egory or target object. For example in the context of the 
present implementation a category or content, merchan 
dise or a purchasable being specially promoted may be 
the focal point of a discussion forum or chat room, which 
is automatically organized by the Virtual Community 
agent. Accordingly, a portal (or in accordance with the 
present trend) a site with which a portal interface is 
integrated utilize the present techniques for generating 
virtual communities for each category or Sub-category 
of content on the portal or for direct access into a forum 
or chat room which was automatically created around 
that particular site (as the target object used as the match 
ing criterion). As described, the user may navigate a 
hierarchical menu of virtual communities which may be 
constructed automatically according to the methods 
described which involves communities assigned to cat 
egory, Sub-category, and association with corresponding 
sites. Ideally in this scheme the portal is actually a “vir 
tual portal' which may be utilized in providing access to 
the communities across numerous sites (and/or ISP 
home-pages). Users may also be navigated (at the indi 
vidual user level) which along with their pseudonymous 
user profile data is subject to their data release policies. 
In a variation of the above schemes, if there is geographi 
cal information which is associated and which is 
released in accordance with the above individuals and/pr 
communities (e.g., as may be occurring or scheduled to 
occur in physical space), LEIA may be employed as a 
primary (or additional) selection criteria for navigating 
the present information accordingly. 

0955 Advertising in Exchange for Equity. 
0956. A potentially attractive optional form of value, 
which could be provided to iamworthit customers 
involves equity shares in companies which advertise to 
the buyer (in lieu of community dollar credit or cash). 
This scheme is an ideal application for iamworthit in as 
much as iamworthit customers can be highly targeted 
and because many Internet-based start-ups are highly 
niche community oriented (thus iamworthit customers 
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who are interested in the sites can be efficiently identi 
fied and targeted). Moreover advertising is typically 
very expensive which in the absence of accurate target 
ing may be of questionable value. It should be noted, 
however, that because the primary objective is to both 
find viable prospects and to engender an element of 
loyalty (which the equity model does). This scheme 
would be the preferred approach to advertising for sites 
which do not sell on-line where community dollars 
would be the preferred loyalty engendering scheme. In 
order for this model to substantially provide its desired 
advantages of increased advertising exposure to fledg 
ling web based companies, the iamworthit subscriber 
base would have to be quite substantial. 

0957) 
0958) Deliver through the back of sales receipts, kiosks or 
direct mail or on-line substantial purchase credit to retailers 
(e.g. grocers) customers, using the aforementioned tech 
nique of utilizing a unique URL to identify the vendor and/or 
promotion from which an iamworthit subscriber originally 
accessed the iamworthit Subscription site (thus identifying for 
both buyer and Vendor the appropriate denomination and/or 
terms of community dollars issued to the buyer). In the pre 
ferred implementation, a loyalty card is used to identify the 
buyer thus enabling the community dollars value to be pro 
vided to the customer at check-out as Straight credit or pos 
sibly an enhancement to loyalty credit. The buyer may also be 
identified via credit card or alternatively a voucher (or cou 
pon) could be printed from the buyer's computer or from a 
kiosk which is typically situated near the entrance to the store 
and which could be activated upon insertion of a loyalty card 
credit card (or associated authorization code) and could also 
be used to disclose the buyer's community credit balance. A 
unique identifier for that Voucher or coupon is provided and 
non-tamperability measures are provided such that the buy 
er's community dollars account can be appropriately debited 
upon redemption. Preferably, a pre-determined value is speci 
fied on each voucher (which could be predetermined by the 
service or the buyer) or alternatively, the total community 
dollars balance could be specified on the voucher along with 
the buyer's name/address and redeemable only upon presen 
tation of valid buyer ID. 

0959 Free ASP Services Web-centric applications 
are becoming an increasing central part of the e-business 
infrastructure. iamworthit could potentially enable orga 
nizations to gain free access to these Web-centric appli 
cations in exchange for iamworthit enabling their 
employees and customers (e.g. which may use Some of 
these applications as well). 

0960 Credit to a User's Credit Card Many credit 
cards are tailoring promotions to enhance not only 
acquisition of market share but also loyalty of its users. 
The user-centric SDI provides an enhanced (e.g. rebates 
for expenditures) platform which could provide more 
efficacious loyalty enhancement marketing strategies 
for card issuers. For example, a credit card user could be 
given certain credit towards the card (e.g. via a promo 
tional offer) for becoming an iamworthit subscriber 
(which is largely ad revenue Supported). An additional 
novel application could involve providing an offer for an 
additional benefit which could be provided if the user 
performs all of his/her on-line transactions using the 
present credit and (i.e. wherever the card is accepted). 

Loyalty credits for offline retailers. 
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0961. An iamworthit pseudonymous credit card e.g. 
LMP94 could be provided whereby users collect credit 
for advertising (e.g., on billing statements for the ad) 
which the user receives as well as the advertising deliv 
ered via iamworthits on-line (Web or targeted email) as 
well as pseudonymous physical mail, telemarketing 
calls using user profile pseudonyms and one all time or 
pseudonymous phone numbers. This user profile data 
consists in part of off-line data and on-line data. 

0962 
0963. It is reasonable to offer individuals completely 
free, Web design/development and hosting services 
which are offered and mass marketed. At the time this 
patent was written, Web developers were offering such 
free services in exchange for revenue sharing for adver 
tising product syndication or e-commerce offering on 
the individual's site. Iamworthit could conceivably be 
deployed in conjunction with this commercial model 
whereby either a portion of the user's own iamworthit 
profiles are used to subsidize (or subsidize in part) the 
portal and the developer and/or revenues shared from 
profits from iamworthit subscribers who subscribed 
from the portal are utilized also (or instead). As such, it 
is also reasonable for such a developer to provide links 
on affiliate sites (e.g. access an affiliate network) which 
offers free individual portals in exchange for subscribing 
to iamworthit (and perhaps agreeing to offer a similar 
iamworthit expectation from that portal as well from 
which the user can also share in a portion of the revenue 
stream. Such a program could even be structured in its 
revenue distribution to the subscribers as a multi-level 
marketing network. Users could even receive value for 
providing links to the vendors site either both (e.g. as 
"cob . . . shopping portal) ... direct off-line encounters 
in the other users as prospective customers to the URL. 
(where the URL is unique for each individual. 

0964 Multi-level Marketing Network. 
0965. This economic model for distribution of shared 
revenues from iamworthit may be implemented several 
ways. For example, as above Suggested, the user's Web 
portal offering Solicitations for iamworthit (as a standard 
offering or in combination with a free personal portal), 
could be implemented in a number of different ways, 
Such as: a). The Solicitation is presented upon the users 
Web portal. b). The solicitation is made through the 
traditional sales channel of direct one-o-one correspon 
dence with friends or associates. c). The Solicitation is 
attached to any email messages of the user Such solici 
tation provides a link to enable the user to subscribe. 

Free Personal Portal for Individuals. 

13.1.6.1 Agent-Mediated Value Exchange in the 
Supply-Chain 

0966. The information in the SDI data warehouse can 
allow vendors to identify business relationships between 
other vendors, for example between vendors and their sup 
pliers, and between vendors and their customers. With this 
information a vendor might attempt to exert pressure on 
another vendor by making direct offers and incentives to their 
Suppliers and/or their customers. Of course, in all cases infor 
mation is only available Subject to price and disclosure poli 
cies, but with there being at least two parties in any deal no 
vendor can unilaterally prevent this kind of information from 
reaching the SDI enabled data marketplace. 

72 
Apr. 18, 2013 

0967 Information may include the benefits/disincentives 
associated with particular actions, and help to identify action 
able events. Agents might offer other vendors a share in some 
future profits that result from taking aparticular action, so that 
little up-front collateral is required. The information in the 
data market can be used to estimate the value of this share, for 
example, based on information about expected trade Volumes 
from projected market share. 
0968. In a variation, SDI may also assume the task of 
negotiating on behalf of each entity involved. This is useful 
when information is sensitive and/or confidential, SDI can 
allow negotiation without identification until a deal is struck. 
In this section we describe an application of SDI to an agent 
based economic infrastructure in which value exchange is 
used to create 'efficient Supply chains and contracts'. 
0969. It is critical within this system that agents can 
specify quite elaborate privacy policies, so that they can Sub 
mit sensitive information to the SDI data warehouse but be 
sure that the information will not be revealed to competitors. 
One consequence is that SDI will compute efficient supply 
chainstructures based on the information provided by agents, 
but be able to report a good set of contracts without providing 
complete rationale (e.g. plans, strategies and or future tech 
nologies) for the basis of the identified Solution. An agent may 
be asked to apply economic pressure within a Supply chain 
without understanding why it will receive personal (and per 
haps long-term) benefits. In another variation, if SDI is able to 
keep track of an entity's competitors and cooperating part 
ners, then certain amounts of information can be carefully 
released to justify decisions. 
0970 SDI must retain a considerable amount of 
autonomy, to apply its knowledge to act in the best interest of 
these entities which it represents without being able to dis 
close the rationale for their contract recommendation. There 
is a very significant amount of trusted information regarding 
all of the commercial activities, internal operations, market 
ing, strategic business and product development strategies, 
etc. which must be disclosed to SDI for an accurate assess 
ment regarding the present and predicted commercial impact 
of new Supply-chain contracts. 
0971) Furthermore, we must prevent a vendor from exag 
gerating its value of certain outcomes, to achieve a good 
solution. Given this incentive-compatibility problem, and the 
potential problem of Vendors entrusting so much extraordi 
narily delicate information to a single entity, we could instead 
allow SDI to assume many of the roles of a consulting firm. In 
this case SDI controls the reporting of information to SDI, 
and can verify its accuracy. 
0972. The mechanism for providing value to the recipient 
(in exchange for providing the desired action) is flexible and 
may include (as Suggested above)"upside value, direct com 
pensation (or direct "redeemable value'), or an exchange of 
actions between agents (I will do X if you will do Y). Part of 
a deal may be that the provider of a requested action guaran 
tees exclusivity and that it will not provide a similar action for 
competitors. 
0973) A vendor might identify and propose deals to the 
customers of another vendor, to apply economic pressure 
through threatened boycott and compel the vendor to perform 
a desired action. This “indirect economic leverage may be 
applied at the consumer (lowest) level in the Supply chain, and 
passed upward. In addition to boycott, a vendor could prom 
ise please note, shouldn't consumers be termed customers of 
the vendor since consumers cannot be threatened with boy 
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cott) consumers credit in return for taking a particular action. 
SDI can mediate the entire electronic control, transfer, fulfill 
ment and negotiation processes (typically XML-based) indi 
vidually on behalf of each entity within this multi-step nego 
tiation process. In the above applications SDI can represent 
each entity in the negotiation process, and also have a role in 
providing information and Statistics, expert opinions, etc. 
which clearly elucidate the value and potential value oppor 
tunities available to the entity(s). 
0974. The current model allows different supply chains to 
compete for the loyalty of the consumer, e.g., through pro 
viding indirect economic value to the consumer as in kind 
products/services and/or upside in the benefiting entity. 
0975 Economic alliances can be created between ven 
dors, Suppliers and consumers within the same Supply chain. 
SDI can act on behalf of different supply chains and establish 
a competing market between different chains for the business 
and ultimate loyalty of purchasers. End purchasers have a 
large economic leverage on a Supply-chain. The decision of 
an end purchaser will depend on: 

0976) 1) The type, selection and quality of personalized 
products/services 

0977 2) The economic value which a given supply 
chain is willing to provide a user in exchange for com 
plying with particular requests (i.e., favors). This factor 
may ideally translate to price or loyalty credit. 

0978. A part of a consumer's decision may be based on 
which vendors are likely to use personal data effectively in the 
future, to provide for example highly customized products/ 
services for the individual. Supply chains which can deliver 
products and services which are most closely aligned to the 
needs/preferences of the customer should ultimately win out 
by capturing the customer's loyalty. A consumer's personal 
data can be quite valuable to a Supply-chain, especially if a 
consumer provides one Supply-chain with the exclusive right 
to its personal data. In application to the virtual sales person 
scheme, customers can receive incentives to Solicit other cus 
tomers as introduced dynamically via SDI and LEIA, cus 
tomers that match desirable user profiles. The payment that a 
customer receives for committing to a Supply-chain can be 
received from all members of the Supply-chain that can gain 
value from the customer, with “considerations’ passed down 
the chain which are eventually provided in some form of 
loyalty credit to the customer by the vendor at the end of the 
chain. Some of the value conveyed back to the user can, of 
course, be in the form of community credit, e.g. Subsidizing a 
portion of the customer's needs from Vendors within a Supply 
chain. 
0979. In this model we can also allow an employee to 
receive benefits to reflect the value that s/he provides within 
the Supply chain. Again, a vendor's Supplier might even pro 
vide a benefit to encourage the employee to perform well. 
Valuable employees may receive more “value bonuses the 
longer they stay with the organization, to encourage them to 
stay with an organization which needs them, and without the 
ability to leave a company once the value of share options has 
been realized. 
0980 With interwoven supply-chains, for example, with 
the same Supplier connected to multiple vendors, and vendors 
with competing Suppliers, this method of passing value along 
the Supply chain becomes more tricky. When a consumer 
applies economic pressure on a vendor that it deals within the 
Supply chain, that vendor may inform other Suppliers of the 
pressure and block service to the user. Abartering system can 
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provide additional benefits, to allow vendors to exchange 
bonuses, discounts, etc. with favors offered to vendors in 
other value chains. In general it is quite likely that a favor will 
not substantially benefit a user in another supply chain. We 
can also include a method to prevent a vendor that does not 
itself offer favors in the Supply chain from taking advantage 
of favors offered by other vendors. This can support coopera 
tion within the supply chain, and allow effective competition 
with other Supply chains. 
0981. Each vendor in the supply chain can benefit in two 
ways: 

0982) 1) They receive a “commission' on the transac 
tions in which they convey the favor to their customer 
(which again may be “upside' in the ultimate benefi 
ciary of the favor and/or product/service loyalty credit 
with their own supplier). 

0983. 2) (Most importantly), they receive customer loy 
alty advantages via the community credit they provide 
Such customers. 

0984 For reasons of this latter benefit they are likely to 
compete with other competitive vendors for the privilege of 
exclusively delivering the incentive to evoke the favor to the 
next level up the supply chain. In this way each vendor below 
the Supplier requesting stands to gain via customer loyalty 
benefits by competing with another Supply chain. 
0985. A consumer can provide value to a supply chain by 
exclusive provision of personal data, to allow a Supply chain 
to create specially customized and targeted products and Ser 
vices. However, it is not necessary for a customer to have an 
exclusive contract with a Supply chain (although this might 
bring greater loyalty benefits and payments). 
0986 A variety of different techniques and methods 
should be integrated and deployed to implement this agent 
mediated Supply chain value exchange system: 

0987 1) Digital contracts to define and enforce particu 
lar transactions and long term business relationships. 

0988 2) An SDI infrastructure to suggest particular 
opportunities for a vendor, based on the benefits to the 
complete Supply chain. SDI can utilize as much infor 
mation as the vendor is willing to entrust in SDI, to try to 
identify present and predictive future benefits resulting 
from actions on the part of other vendors. 

0989 3) A means for enabling customers and/or ven 
dors to form coalitions, to strengthen their ability to 
provide pressures on other vendors. 

0990 4) A mechanism with useful incentives for these 
customers and Vendors guarantee direct benefit even if 
the desired action ultimately does not result in new 
Value, e.g., an insurance Scheme. 

0991 5) A method to exchange terms and conditions 
between members in a Supply chain, by being passed up 
the Supply chain from the lowest level (consumer), and a 
mechanism to provide “fair compensation for this pro 
CCSS, 

0992 6) A method to integrate loyalty benefits and 
long-term purchasing contracts, etc. into an electronic 
cash protocol, so that buyers are aware of all contractual 
constraints during negotiations with agents. 

0993 7) Methods within SDI to advise a customer 
about an appropriate bidding strategy, based on esti 
mated values of different contracts and Supply chains, to 
help the customer to make a good decision. 

0994) 8) Methods within SDI to recommend informa 
tion to reveal to a Supply chain, to maximize the value of 
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a loyalty bonus offered and ultimately received by an 
agent. Of course, information cannot be falsified, but 
some information can be withheld. 

0995 Applications of “bribing the consumers of a ven 
dor: 

0996. A commercial entity is sustaining bad publicity 
from an article published in newspaper X. The company 
could offer the customer base of the publication (iden 
tified via SDI) an incentive to temporarily disrupt or 
boycott the publication until corrections/changes are 
made to the article. The company could also offer dis 
counted products or services to the consumers, based on 
information (from SDI) about their consumption pat 
terns. A more indirect discount could be provided via 
other vendors further up the supply chain, via multi 
Vendor exchange. 

0997 Company A is a high tech startup selling software 
products and services to established vendor B. Vendor B 
identifies the substantial value proposition of the prod 
ucts and services provided by the start up, and decides 
that it should provide the services for itself “in-house'. 
Startup company A can go to the consumers of vendor B 
(information from SDI) and offer a percentage upside, 
e.g. percentage equity in the start up, if they will apply a 
threat to boycott the vendor unless the vendor agrees to 
do business with the startup. Company A might even 
identify consumers or Suppliers further down the Supply 
chain, and apply indirect pressure to B. 

0998 Company A is developing a new commercial ini 
tiative which may be competitive to that of another 
Smaller company B, and might harm B's market share. 
Assume that consumers prefer B's products to the future 
products of A, and that B can make more profits than A. 
Company B could convince the customers of company A 
of these facts, offering them a percentage of potential 
upside and/or discounted or value credit towards prod 
ucts. The customer profiles of company AS customers 
also reveal the vendors from which they most frequently 
purchase, and company B could also offer equity or 
otherwise some potential upside to these vendors in 
exchange for offering discounts or credits to their cus 
tomers (which are customer A's customers as well). 

0999. In place of monetary compensation, we might pro 
vide a value payment to an agent in the form of a long-term 
compensation, based on the long-term value achieved by an 
agent further up the Supply chain. 

1000 SDI can identify the paths in the supply chain 
between companies, to allow a sequential transfer of 
benefits down a chain. Ideally, each entity providing the 
benefit is doing business with another next lowest in the 
Supply chain, so that value can be exchanged. 

1001 SDI might “bribe” each party within a value chain 
to enter into a contractual relation which benefits that 
party (directly or indirectly). 

1002 SDI can determine what companies along this 
chain would have the greatest future potential to benefit 
one another, i.e., where the Supplier can generate com 
pelling long term benefit to each of his Subsequent buy 
ers at each level down the chain. 

1003 SDI can use available information regarding a 
Vendors internal and external activities and goals, to 
identify optimal multi-vendor Supply chain models, in 
terms of maximizing the Sum value to all members in the 
Supply chain, and the value of each individual company. 
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1004 SDI must also consider the willingness of each 
Vendor to establish the necessary contractual relation 
ships for the new Supply chain. Vendors might provide 
SDI with “relationship policies” and “contract policies', 
to allow this to be factored into an SDI recommendation. 

1005 SDI models, in detail, the economic value which 
each scenario provides to the collective vendors and to 
each individual vendor. SDI can inform each individual 
vendors of its own predicted value, while withholding 
information about other vendors. 

1006 SDI can seek coalitions of vendors with similar 
interests to combine their bargaining power, and attempt 
to compel vendors to enter particular preferred value 
chain scenarios. 

1007 SDI is privy to most or all of the information relating 
to all of the companies in a Supply chain, and can be trusted 
with the task of creating strategic plans between different 
companies, potentially making the Supply-chain more effi 
cient and benefiting all vendors. 
1008 The strategic plan might Suggest: 

1009 1) New business relationships between the most 
synergistic entities 

1010 2) Contracts for existing commercial relation 
ships which embody and enforce specific terms of those 
relationships within the framework of this optimal Sup 
ply chain system. 

1011 SDI might also create a detailed system for account 
ing for the effect of a contract on the rest of the supply chain 
(individually and collectively), and predict short and long 
term effects of contracts in advance. This information can be 
used to encourage the desired contractual activities on the part 
of vendors in a chain. There may also be cases in which the 
direct/indirect economic impact of a contract upon a vendor 
results from an additional secondary economic advantage to 
that vendor besides the trickle down economic effect; for 
example because of strategic commercial benefits. These fac 
tors can also be considered in an economic benefit model. 
1012 Given models to compute the comparative eco 
nomic value of proposed contracts to Vendors in a Supply 
chain we can demonstrate a “trickle down” economic value 
chain in which the Success of company A is directly related to 
the Success of company B. This information can be presented 
to company A and each intervening Supplier. SDI can then 
establish long term contracts between each entity in the chain 
to insure that each company receives the benefits of products 
and services from its other Suppliers which are of greater 
value than without the contract. This trickle-down benefit can 
be used to entice a company to enter into a recommended 
contract, for its own benefit and the benefit to company B. 
1013 The benefits which each vendor is predicted to 
receive in a proposed value chain can be pooled together and 
used to “bribe' each vendor within the value chain to enter 
into the preferred contract. While some value chains may 
actually be willing to provide greater compensation to a ven 
dor, the goal is to link a vendor's decision to the value of the 
complete value chain, both future and present. 
1014 Of course, vendors may face risks in committing to 
long-term contracts, particularly when many vendors in the 
chain must prosper for the value to be realized. SDI might 
introduce a number of decommitment clauses to allow a 
vendor to back out of a plan, perhaps reverting to a “plan B 
which protects the interests of harmed vendors while retain 
ing as much value to other vendors, i.e. allowing all vendors 
to contribute to the cost of failed contracts. Alternatively, we 
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might create a futures market in which the risk of the future 
value can be traded in real options, within a public market— 
providing a financial instrument to share risk. In this case, if 
Some measurable form of economic benefit Such as sales 
value (for e.g., the particular relevant product line), possibly 
stock values, profits, etc. falls below a target level the vendor 
may be compensated for its initial risk, i.e., secure a worse 
Case OutCOme. 
1015. It may be important in high-growth markets such as 
technology, with high risk companies, to allow insurance for 
contractual non-performance of Suppliers. 
1016 SDI can leverage available data to compute the most 

beneficial economic scenario for all associated vendors col 
lectively, and also to compute optimal scenarios for each 
individual entity. SDI can disclose the complete picture to 
each agent, and then allow individual vendors to optimize 
their local plans in a global plan. To effect a new scenario 
though, agent agreement is required. Another mechanism 
could have SDI report the optimal global scenario, and the 
optimal scenario for each individual agent. Then we could 
allow agents to negotiate, to find a multi-agent compromise 
outcome that is more efficient than the current solution but 
possibly not as good as the globally optimal new Supply 
chain. The decision of an individual agent to enter into a 
proposed contract will be determined by the cumulative 
value, short term and/or long term, to that entity, consisting of 
the predicted value of taking an action (e.g. breaking a con 
tract, initializing a new contract) both in terms of immediate 
bonus to a Vendor, long-term individual benefit, and trickle 
down benefit because of global Supply chain improvements. 
1017. Each vendor must provide SDI with as much infor 
mation as possible about the particular conditions under 
which it will perform new contracts, such as its preference 
between short term and long term predicted benefits, etc. SDI 
looks for outcomes that are favorable to individuals and to the 
overall system. Value can be realized in short-term payments 
and long-term bonuses. 

Additional Examples Include 
1018 Company A may threaten to file a lawsuit against 
company B (which could be very damaging to company 
B). In a similar barter exchange, company B can barter 
its own value (in the form of upside or products/services) 
as offered to the customers (or vendors of the customers) 
of company A, targeted to only those customers that 
reside within the same Supply chain. Thus, by limiting 
the value proposition to only these entities, and not to 
those which reside within the supply chain of a competi 
tor, the value of the potential upside is worth more 
because it is partially predicated upon their own direct 
Success. Again, it is also possible to use an indirect 
strategy, bribing entities or individuals of influence 
withina given company from which aparticular action is 
desired. 

1019. In another novel application there are certain 
activities among certain individuals which are consid 
ered to be mutually and collectively advantageous or 
disadvantageous to all members of a certain Vendor 
community. We can have all members contribute money 
into a fund. The desired actions would be rewarded 
appropriately while these not desirable are punished. 
If/when an undesirable action is performed all vendors 
can threaten to boycott that action (creating a significant 
disincentive to the user). The individuals may also be 

Apr. 18, 2013 

subject to boycott by other entities which the present 
individuals rely upon economically (as buyers or sell 
ers). 

1020 Company B is a large entity discussing a major 
partnership deal with company C which involves a large 
development initiative to Supply company C with tech 
nology. SDI is confidentially apprised of the negotiation 
via company C and, in accordance with its privacy 
policy, allows SDI to notify and apprise company A of 
this developing prospective deal. Company A (a smaller 
company) initiates a counteroffer to company C, and is 
willing to share a portion of its upside (resulting from the 
deal directly or from its own equity) to customers of C if 
they can convince company C to deal with company A. 
SDI may finally suggest a boycott or reduction in busi 
ness unless company A is selected. 

1021. A high tech start up is in the process of seeking 
new or additional funding. 

1022 SDI can identify a potential customer base and col 
lection of Strategic partners, and also likely indirect benefi 
ciaries of the technology, products and services in the Supply 
chain. These entities and their consumers can then be incen 
tivized to place economic pressure on the necessary financing 
institutions. The commercial entities themselves may also be 
incentivized, for example potential direct Suppliers or cus 
tomers can be informed that investment will provide an 
opportunity for new guaranteed business or value conces 
sions. These entities might also apply direct pressure on their 
own financing institutions. The scheme extends to existing 
Suppliers and customers. 

1023. An entrepreneur with a new start up venture can 
find companies (e.g. Suppliers, etc.) that will benefit 
from the new company, and seek funding from those 
entities, in return for providing a long-term share in the 
company. SDI can contract all the relevant strategic part 
ners before a funding commitment, to provide more 
information and reduce risk. Other equity shares could 
flow from marketing agreements, e.g. a co-branded 
affiliation of all further products/services. The new com 
pany might also guarantee an exclusive contract with 
another entity. An entrepreneur might also be willing to 
sell a company to the more established entity, e.g., 
within a year or two, this can be contracted at the outset. 
The present framework allows value from long-term 
strategic alliances to be released. 

1024 Within SDI we can adapt a user's personalized por 
tal browser to favor the vendors providing such value oppor 
tunities to the consumer. A vendor could achieve additional 
market share by complying with requests of another vendor. 
The value proposition as presented to the user can leverage 
the personalized browser user interface to prioritize a ven 
dors offers in the future. 

Example Commercial Application 

1025. An investor has invested in a very high risk venture 
relating to highly speculative stem-cell research. After years 
and millions of dollars, the venture finally goes out of busi 
ness (or becomes acquired on the Verge of bankruptcy) the 
investor loses all of her investment, however terms in the 
original investment contract (which involved at the time the 
approval of a variety of medical organizations most likely to 
benefit from the eventual medical science benefits of the 
research) now enable the investor to acquire in kind benefits 
(which may include anything from equity in these various 
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medical organizations to goods/services provided by them). 
A portion of the value may even include a sizable amount of 
value provided by the original company and/or indirectly 
vis-a-vie the remaining medical entities, a Substantial amount 
of value within the barter exchange for favors. 
1026. With time, stem cell medical applications prolifer 
ate thus, the “upside benefit’ increases in proportion over 
time. However, if this "up-side benefit” (of the original col 
lection of contracts from the various relevant companies in 
the field to which the original research activities pertained) 
was insured through the futures market the investor can ben 
efit from the value and growth. Investors can include 
researchers whose contribution of time and effort and dedi 
cated focus on the problem had been estimated. This can 
allow valuable talent to receive the incentives to join the 
initiative from the outset in a way which would be very 
difficult to achieve with other standard recruiting approaches. 
It is important in this scenario, however not to over incentiv 
ize the managers and executives such that they may lose 
incentive to make the company succeed. In this scenario that 
the company does not go bankrupt, proper incentives could be 
provided to further encourage similar Scientific and innova 
tive entrepreneurial initiatives in the future, thus a portion 
(perhaps a fraction of the upside in these other entities could 
be provided even in the event of success (and irrespective of 
the level of risk associated with the original venture). Cer 
tainly the field of stem cell research is only one example of 
many speculative new technology fields with potential for 
enormous overall impact upon all aspects of the economy and 
Society. Another example cited elucidates other potential fea 
tures and variations of the present novel scheme. The field of 
na... technology is believed by many to become perhaps the 
most important and pervasive technology paradigm of the 
twenty-first century impacting almost every industrial sector. 
As such, many different critical problems will need to be 
Solved, each with potentially enormous associated economic 
opportunity. There is, however, considerable risk associated 
with the probability for industry and research institutions to 
realize these significant returns on investment for any given 
industrial sector or application domain (however, by no 
means is this true for the overall field of nanotech). Also 
breakthroughs in any one application domain will Substan 
tially advance the state of the art for potentially all other 
application domains. It is reasonable for SDI to create a 
futures market in which it predicts certain long term but very 
realistic goals for each application domain of nanotech. 
Through cooperation with industry and the investment com 
munity it may further pre-contract with various present and 
potentially future entities which are most likely to be direct 
beneficiaries of the technology which is spawned from the 
initial extremely high risk commercial ventures pioneering 
the basic technology. As in the stem cell commercial example 
percentages in the various longer term beneficiaries can be 
used as a strong inducement to present prospective investors 
in the pioneering commercial entities. As suggested, this per 
centage may be inversely related to the degree of Success of 
the initial venture and if desired, the risk may be further 
reduced through the use of a futures market which essentially 
assures the predicted economic marks of these various pro 
spective commercial endeavors. The wise investor in the 
futures market will seek diversification of investment across 
many different technological sectors of nanotech (thus assur 
ing the large upside which is certainly to occur universally but 
not necessarily for any one given application commercial 
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domain. SDI could further mediate the long-term opportuni 
ties to the original investor by mediating, for example, tech 
nology transfer and licensing intellectual property to present 
or prospective commercial entities which have thus agreed to 
operate under the terms as provided by SDI. In exchange, SDI 
could also (as above suggested) provide a resource and tech 
nology sharing service and associated partnership brokering 
service (between potential multiple companies containing 
potential commercial Synergies). In addition it may work with 
the investment (particularly incubator community) by which 
it may, without disclosure, of commercial Strategies and tech 
nologies which are presently or prospectively planned across 
the entire nanotech industry of disclosed suggestions for par 
ticular commercial and technological opportunities which 
would appropriately complement and benefit the global strat 
egy or nanotech which is known exclusively buy SDI. This 
approach in addition to emulating the same united focus and 
integration of multifaceted technological and R and D initia 
tives can also ensure the proper distribution of efforts within 
each technical application domain, the appropriate sharing of 
information whenever potential for technological comple 
mentarity, but not commercial competition exists (which 
SDI) strives to achieve on an industry wide basis) and the 
assurance that companies and departments do not duplicate 
their efforts if at all possible. The investment community 
through SDI could certainly stimulate conditions as above 
which band aid the adherence to these terms as a condition to 
investing. SDI, through incubators could additionally dis 
close particular commercial and technologic opportunities 
which are both synergistic to the global SDI strategy as well 
as predetermine (visa vie SDI's extensive in depth research 
on the industry to possess significant commercial opportu 
nity. Based upon Some existing companies technical profi 
ciency and commercial strategies, some of these emerging 
opportunities could be disclosed as potential (Suggested 
extension of existing departments or divisions based upon 
their individual areas of expertise and particular skill sets of 
its employees. 
1027. The present system methodology (of business to 
business and business to consumer) may also be extended to 
include other variations including consumer to business or 
consumer to consumer. An example of the former could be an 
employee who is slated for lay-off or firing within a large 
organization. The indirect effect of the lay-off could result in 
a negative impact upon the individual’s financial welfare and 
indirectly upon the professional contributions of that employ 
ee's children. The likely potential beneficiaries (corpora 
tions) may identify potential lost revenue streams and effec 
tively bribe the present organization with “value” to avoid the 
lay off. It is also noteworthy to mention that the justification 
for accepting the offer for the second organization is more 
compelling if there exists a “trickle down” economic impact, 
ultimately upon the first organization (and certainly SDI. 
within the present framework, would factor such small eco 
nomic negative factors into the optimization model for the 
most efficient Supply chain of Vendor relationships). 
1028. Within the scope of the present example, it is pos 
sible to create a form of insurance in which SDI identifies 
extremely similar circumstances where similarity is mea 
Sured primarily by the nature and scope of the opportunity and 
its associated risks as well as the entity whose critical action 
is necessary to bring about the desired objective. In this case, 
the individuals (or entities) benefiting from the desired action 
are able to effectively conceive to contribute a certain level of 
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value to the collective group to effectively insure the desirable 
outcome on behalf of all of the members of that group, such 
that, if the desirable action on behalf of the other entity (in this 
case the large organization contemplating Substantial layoffs) 
does not concede to the desired action for one or more of the 
individuals, this value contributed from the group is used to 
apply still greater economic pressure upon the entity to per 
form the desired action. If this does not facilitate the action, 
the value is instead applied in another (albeit less optimal) 
form to compensate at least a portion of negative economic 
impact upon that individuals/entity of course, the level of risk 
may influence the amount of insurance each individual/entity 
is willing to contribute within a given group. 
1029 1. There are numerous other extensions and poten 
tially practical applications of the present novel methodol 
ogy, particularly those applied primarily at the consumer 
level, and where consumers are provided with an infome 
diary such as SDI to represent the most individually ben 
eficial actions within the present agent mediated contract 
negotiation framework. One of the significant technical 
advances of SDI is the ability to not only represent the 
particular best interests of an individual (or other entity but 
also provide: (1) knowledgeable experts (or “knowledge 
proxies') who within the information rich economic and 
political universe is able to offload the task of acquiring 
constantly updated and changing and expanding expert 
knowledge within each domain and sector of the economic 
and political systems. In this regard SDI may, as a service 
to consumers, represent consumers according to which 
overall economic scenario which best represents their 
Socio-economic interests which may factor in both long 
term or short term monetary benefits and/or socio-eco 
nomic benefits and/or (if they differ in any way from 
above) personal or political views or objectives. The use of 
collaborative filtering may provide a useful tool for assur 
ing that proper recommendations for political views 
reflects economic political and Socio-political information 
available about the user, such economic data of which is 
typically gleaned passively and may be confirmed by active 
confirmation of the user along with political views and 
positions on political issues which may prompt the user in 
order to collect rapid profiling information about the user is 
overall political objectives. Thus SDI can effectively in 
practical terms provide a "continual personal advisor to 
guide all consumer activities (via contracts) as political 
decision making policies, and even these consumeractions 
to indirectly (via the Supply chain) apply political pressure 
upon organizations in order to achieve certain desired eco 
nomic, or even politically advantageous objectives, at an 
individual level. Accordingly, once they are certified on an 
individual level, SDI could provide synergistic benefit to 
the ultimate political objectives of each person individually 
by creating a “global political Support strategy' for each 
group of individuals sharing the same political objectives. 
SDI may develop information models based on relevant 
historical data of what political and economic impacts 
resulted from politicians and political camps and combi 
nations thereof within political and economic conditions 
which are similar. Within the framework of this methodol 
ogy an extremely valuable technical advantage of SDI is its 
capability to monitor huge Volumes of information from 
not only organizations but also news feeds, legal cases, 
government regulation over industry and profession 
(which may indirectly affect quality of life of individuals), 
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and/or monetary status of individuals. Case in point, within 
the health care industry there is a significant amount of 
covert, however, aggregious attempts by both government 
and private sector HMOs to limit the quality, scope and 
depth of health care services which can be provided to the 
consumer. In accordance with the present SDI framework, 
an SDI agent acting on behalf of each individual could 
effectively create an economic and political coalition with 
the collective economic ability to boycott the most aggre 
gious violators of their monetary and health care benefits, 
apply political pressure through believable, perhaps even 
irrefutable, threats (through individual contractual obliga 
tions with SDI) to mandate changes to those particular 
policies (be . . . at the governmental, regulatory or legal 
levels) so as to bring about the desired results at the con 
sequence of Voting the relevant decision makers out of 
office (directly or vis-a-vie their political appointees). SDI, 
in accordance with its functional objectives could also 
certainly Supply valuable information to users Supporting 
its internal rationale for structuring such coalitions by esti 
mating and presenting to the user Such data as the predicted 
degree of reduction in the quality of health care (from 
physicians and hospital for that user and her family based 
upon the negative impact which the present system has 
upon these entities. In addition, it may be advantageous for 
the most aggregious abusers to be boycotted by individuals 
collectively. Based upon the knowledge available to SDI, it 
may be advantageous to pre-commit or provide a polling 
based solution for the individuals constituting these coali 
tions as to their responses to the desirable actions pre 
scribed if the user rejects the recommendation, SDI may 
further query the user and/or suggest an alternate strategy 
(Suggest one to SDI). This data about the political issue 
strategy(s) which the user Support may then be used in 
order to provide direct feedback to politicians with suffi 
cient notice with which to pre-formulate their political 
strategies at both the micro and macro levels with which to 
best comply with the adopted or otherwise recommended 
political and/or economic edicts according to SDI. Or, if it 
is determined that such pre-knowledge could be abused in 
Such a way as to politically manipulate campaigns, large 
employers, etc. undermine the political Support for these 
edicts, SDI may determine that it is advantageous to not 
disclose Such information in advance to the target political 
groups (this, however, is a very Subjective and complex 
analytical process). Thus SDI, representing each common 
group, must determine and predict which politicians are 
most likely to ultimately Support the issues which are most 
important to their political objectives for which advanced 
disclosure of their own political Support strategy is likely to 
advance the strategic knowledge of that politician while 
assuring that none of their positions on none of the political 
issues are likely to be ultimately abused by that politician 
by him/her ultimately changing his/her position on that 
issue in order to improve his/her chances of election. For 
this reason, it is also of interest to each group to attempt to 
predict the ultimate position that each other group is likely 
to assure for each political issue in order to determine 
whether or not pooling their collective influence on that 
particular issue (including free disclosure to those 
“trusted candidates) would be advantageous or informa 
tion which would be potentially harmful to pre-release to a 
potential adversary on that issue (which it may ultimately 
disclose to a candidate opposing that issue and/or modify 
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its own political strategy in a manner which is ultimately 
antagonistic to the interests of the welfare of that issue or 
theoretically even issues which that group may wish to 
disclose in the interest of providing further support for the 
global political strategy through this form of coalition cre 
ation). It is worth noting that within the scope of the present 
framework it is likely that the availability of such detailed 
information, both predictively and at an individual level, 
regarding the ultimate political and economic effects 
which certain voting in other political support actions via 
SDI are likely to imply, it is extremely likely that members 
of each group may be reluctant to provide information, 
regarding the groups political strategy to public polls. 

1030 Thus it is a primary objective within the scope of the 
present systems formation of common political support 
strategy groups to ascertain each individuals user's ultimate 
political objectives based upon the analysis which provides 
analysis and prediction of the present and likely future effects, 
both politically and economically from the standpoint of that 
individual (which may include social, professional and pre 
dicted individual investor oriented direct and indirect conse 
quences at a detailed level as it relates to that individual. And 
secondly, to formulate a global political strategy based upon 
these objectives which are represented by an SDI agent and 
which is able to recommend actions and, as such, act as a 
coalition on behalf of the constituent individuals, and includ 
ing negotiations for further coalition formation on various 
portions this global strategy in order to further enhances the 
collective power wherever common interests can be safely 
identified and shared to both groups mutual best interest. 
1031. The effects on commercial industry, even specific 
businesses in which certain actions are likely to result, may be 
modeled and presented to the user as well as the effects upon 
the user in light of the investment portfolio of the user. If a 
particular political position were to be taken, the system could 
even recommend . . . which is most compatible with a par 
ticular political position. 

Continuation to Supply Chain Section 
1032. It is also possible to utilize the extensive information 
in SDI to instruct each political support group's most advan 
tageous supply chain structure in order to be able to recom 
mend certain strategically advantageous cases of tax dollars 
which facilitate the construction of such supply chains in 
accordance with the above methods above described. It 
should be noted that a “political group' may be further sub 
divided into groups based upon purchase affinities (which 
themselves suggest different group divisions) which in turn 
may bribe or boycott commercial entities as needed to 
achieve their most advantageous strategy as consumers or 
simply individual users (as economic entities). Each Sub 
group (via SDI) may further augment their economic leverage 
with their political leverage (over tax allocation decisions). 
E.g., if candidate X supports this particular supply chain 
strategy and if he is elected then it is most optimally advan 
tageous to also utilize consumer leverage in supporting trans 
actions with certain vendors and boycotting others in order to 
support or complement the politically (tax) funded strategy. 
1033. As suggested, SDI may be used to facilitate the 
matching and strategic formation of coalitions of groups 
which are most likely to benefit one another on particular 
political issues or formation of strategic contractual relation 
ships between commercial entities (SDI is able to determine 
if/when certain information is helpful or harmful to disclose 
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to another particular entity). Each group may exert particular 
leverage over politicians. I.e., not only could the politicians 
receive feedback as to the political issues and economic 
(commercial) alliances which are most advantageous but also 
the groups could upon the advice and direction of SDI make 
their votes conditional upon the politician supporting certain 
issues or economic actions. SDI could provide real-time feed 
back right up until the election as to the numbers and percent 
ages of users who had supported the candidate and the can 
didates response to them. There are other instances in which 
the leverage could be used to incentivize commercial entities 
to support certain political concerns e.g., if company X 
donates percentage of its revenues to the United Negro Col 
lege Fund group Z will support the facilitation or an alliance 
between company and a major manufacturing firm (e.g., by 
putting consumer pressure upon those retailers which are the 
manufacturers’ customers to in turn threaten temporary boy 
cott of the firm unless the stipulations are met or if they are not 
consumers to instead offer consumer loyalty (e.g. through 
dedicated currency). 
1034) A variety of applications of the present scheme are 
conceivable such as local politics such as commissioners 
office and board members delegated for purposes of master 
planing and use applications and allowing or disallowing 
certain real-estate and highway development projects. Cer 
tain commercial projects, for example, could be of substantial 
benefit to certain commercial entities which could provide 
considerable direct long term economic benefit to citizens in 
the local community even directly to the individuals in the 
communities (who elect those officials) as well as contribute 
indirectly via the available tax base. Or certain commercial 
entities could, for example, directly or indirectly provide 
economic benefit to certain individuals, e.g., if they are 
employees, investors or commercial entity which is in some 
way commercially dependent upon that company, e.g., for 
commercial business if it is a customer or alternatively a 
supplier and the impact of its resulting success in general (or 
even local presence) would again provide trickle-down eco 
nomic benefits to that entity. In accordance with the present 
application it may even be possible to estimate values for Such 
factors as, for example, the economic impact 20 years in the 
future upon commercial business and industries in the local 
region (as well as nationally) if local schools are provided 
with a 10% vs. a 7/2% share of the local tax base. With these 
predictive models, the associated prospectively affected com 
mercial entities could, effectively encourage SDI acting on 
behalf of the local citizens to form a coalition which makes 
their voting of the relevant elected official(s) contingent upon 
the increased tax allocation for local schools (the specific 
preferred users could be predefined as well). SDI acting on 
behalf of the interests of the prospectively affected commer 
cial entities could bribe the citizens with either (preferably) 
such benefits as in kind, goods/services which could in turn be 
leveraged through the supply chain or through a barter 
exchange system or employment benefits or wage increases 
(which again could be effectively treated as a barterable com 
modity subject to the above conditions of avoiding interac 
tions with competitive entities. Such modelling could be 
extended to many other situations, e.g., allocation of funds to 
police, fire and EMS services, approving and providing high 
way improvement again may provide the above benefits etc. 
providing safety and preserving the health, welfare and life 
(in addition to educational quality) of a certain number of 
individuals (each with a certain predictively modeled) local 
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economic impact. The cost versus impact affecting each citi 
Zen could be presented to them by SDI accordingly in order to 
elucidate their decision making processes. 
1035. There may be certain instances in which users at an 
individual level may be able to provide predicted . . . this 
benefit can be quantified towards commercial entities or even 
individual users if particular events can be achieved (or par 
ticular events prevented). For example, consider a student 
who is determined to be capable towards achieving Substan 
tial real-world Success. In one instance the student cannot 
afford tuition for graduate School. In another instance, the 
student cannot afford to continue his/her studies due to 
depleted financial resources. The present system may model 
and predict likely beneficiaries commercial or even individu 
als who are likely to benefit and accordingly “insure” certain 
long-term monetary benefits (if a commercial entities) or 
even personal or social benefits (if an individual). 
1036 Internet piracy of copyrighted information is cost 
ing authors billions of dollars per year. Technical experts 
(e.g., within SDI or outside “domain experts' which SDI had 
identified and presented the problem) identify a technical 
Solution consisting of a ground breaking technology which 
could greatly reduce total piracy from occurring, however, 
such solution would require cooperation from all of the Inter 
net server manufacturers. There is, of course, the Small risk 
that in the relatively short-term the technology will partially 
or completely fail (e.g., copyright pirates find a way around 
the solution) before a sufficient amount of revenues are real 
ized by the copyright owners to off-set the cost, and justify the 
expenses to the server manufacturers, of integrating the tech 
nology into their services. 
1037. In addition, if copyright owners receive their right 

ful share of royalties, more Web servers will be sold in general 
to host such content. (Insert 2 from page 3) SDI can be a 
facilitator to enabling a beneficial solution to the industry in 
the following ways: 
1038) 1 Present estimated industry-wide revenue losses 
compared to the industry-wide... the server manufacturers 
as a group Sustain (based upon sales data each one indi 
vidually and secretly submits to SDI). 

1039 2 Also present the increased sales the industry 
would sustain if the copy-wright owners received their 
rightful royalties to the extent which the solution is able to 
provide. 

1040. 3 Provide insurance or create a future market to 
insure investors who would invest in the commercial 
opportunity for a share of the anticipated monetary benefits 
to the industry (such investors could include members of 
the industry). 

1041 4 Negotiate a deal with investors and/or an insurer 
(the latter of which could also be SDI representing the 
industry). A SDI again, of course, may also represent the 
investors. 

1042 Information which is enclosed may, for example, 
contain in addition to the identity of the prospective investors, 
the complete discussion of the economic benefits which each 
individual investor could potentially sustain, however, this 
information is disclosed only to the SDI representing the 
collective interests of the prospective investor coalition (a 
primary directive of which is to never compromise the data 
disclosure policies of any individual investmententity, even if 
Such disclosure to one or more of members of the group may 
ostensibly benefit the collective group). It is thus the objective 
of this collective SDI agent to make individual date disclosure 
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recommendations for each prospective investor that will opti 
mize the probability that the basic framework of the collective 
cooperative group is Successfully created while enabling the 
individual entities to withheld sufficient strategic information 
from the group in order to optimize its own negotiating posi 
tion with the other entities. For example, it would be particu 
larly advantageous to disclose credentialed information 
regarding the benefits which the investor could provide to the 
collective group of investors (based upon the existing investor 
information disclosed by the associated companies) and 
information regarding the existing relationships which that 
investor has with existing companies which could, in turn, 
provide positive benefits to the companies constituting the 
global investment strategy of the group and (in the case of 
negotiating with each given individual investor prospect) the 
benefit to companies which that investor has a relationship 
with and made available to the present investor prospect. 
These companies may also include those which SDI has 
recommended to that investor as part of the global investment 
strategy for that group. 
1043 User's reactions to various events and stimulate the 
Video programming can be captured, aggregated and 
accessed by present viewers such video in real-time or asyn 
chronously for future viewers of non-live content by user 
profile (or content profile) or by similar users to that of the 
profile of the user. Observing reactions/responses to political 
or ethnic jokes by that group which is targeted or other groups 
may be interesting to users to observe as a simple example. 
Reactions/responses to news or political events by different 
groups or those most effected thereby may be of interest to 
USCS. 

13.1.7 Off-Line Variations 

1044 We can allow the community dollar/iamworthit 
model to extend to physical transactions, for example via 
Smart card technology. A buyer can carry a Smart card with 
community dollars, that are loaded from the user's computer 
device, or from Some third-party operated kiosk. 
1045. For vendors who offer the integration of community 
dollars into their discount programs (e.g. may be members of 
a vendor coalition) the buyer may at any vendor terminal, 
kiosk or his/her PC upload targeted-vendor promotions such 
as digital coupons which are tailored to the users profile. This 
profile is downloaded to the vendor and which consists in part 
of the recent purchases. S/he had recently made at the various 
Vendor stores. 
1046. In another variation, the community dollars may be 
coded into a form which is bar code reader enabled and 
distributed to the buyer electronically or potentially ifused in 
conjunction with a traditional loyalty points program, addi 
tionally printed for the buyer at the vendor's physical location 
(such as point of sale or kiosk), applied in conjunction with 
purchases at the vendors physical location. At which point 
typically a new coupon is reprinted containing the updated 
secure information pertaining to the buyer's community dol 
lar and/or loyalty points account. 
1047. In another variation, a promotion for a yearly allow 
ance of community dollars could be printed as an advertising 
offer on a magazine coupon, newspaper insertion or direct 
mail piece which could contain a unique URL (typically the 
actual URL for the iamworthit community dollars subscrip 
tion site with a unique post script as the character string 
(“code’) identifying that particular vendor and/or that pro 
motion) from which the buyer could subscribe to iamworthit, 



US 2013/0097664 A1 

wherein the unique URL acts as an identifier for that particu 
lar vendor's promotional piece from which the buyer origi 
nally received the offer for his/her own community dollars 
promotion. 
1048. Within SDI we could send physical solicitations to 
buyers, and allow buyers to access promotions pseudony 
mously. SDI can target a selected audience for each vendor. 
Example: An iamworthit card in accordance with the pseud 
onymous payment methods described above. Such a card 
could be a direct extension of SDI into the offline environ 
ment. Buyers could use this card as an identifier Such that 
when they travel physically from vendor to vendor, their 
profile data can be readily identified where data pertaining to 
their own behavior and policy (depending on their data 
release potentially part of the vendors user profile data) is 
retrieved. 

1049. If a smart card is used this user profile data may not 
have to be remotely retrieved but may be stored on local 
memory on the card itself along with the client-based pseud 
onym proxy server. In one novel variation, a card is done away 
with completely by virtue of revolutionary technological 
breakthroughs in being able to instantly and positively iden 
tify buyers biometrically using iris Scanning techniques 
(which may in a variation be further combined with facial 
recognition techniques). Many vendors will wish to utilize 
user profile data in order to deliver promotions targeted dis 
counts and promotions (see pending patent "System for Cus 
tomized Prices and Promotions) 

13.1.7.1 Location Enhanced SDI System 

1050. The co-pending application entitled “Location 
Enhanced Information Architecture’ (LEIA) describes an 
integrated advertising delivery platform which selectively 
targets buyer personalized advertising based upon both the 
buyer's personal profile and the present location of the buyer 
which may suggest appropriate ads from Vendors which are 
local to the buyer, wherein user identifiers (UID's) which 
could include any of the above identification media provide 
the essential elements for this buyer targeting platform. With 
LEIA information providers can utilize location information, 
in addition to static and dynamic profiling information. The 
method customizes the information that is displayed on a 
private or public information device to the real audience in the 
vicinity of the device, instead of a predicted audience. LEIA 
collects an extremely detailed and comprehensive informa 
tion set about the daily activities of a user, enabling enhance 
ment of the user profile with location information and tem 
poral activity patterns. The co-pending LEIA patent Suggests 
appropriate application environments, for example in a Smart 
home, an office, on a mobile shopping device, and in an 
automobile. A LEIA-based system stores personal informa 
tion on users. 

1051. We can extend LEIA by incorporation with the 
Secure Data Interchange system that we teach in this patent. 
SDI enables the user to receive the benefits of powerful and 
well-directed information, but within a system that respects 
his/her privacy requirements. The interchange acts as a secure 
data warehouse for users and information providers, enabling 
information providers to target users without revealing pri 
vate information to the providers directly. As described in 
LEIA, the privacy architectures provided for in LEIA and SDI 
are all the more critical as components of an SDI enhanced 
LEIA system architecture given the extreme sensitivity of 
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personal location data which must be securely protected in 
both real-time and within an asynchronous context. 
1052 LEIA customizes information that is displayed to an 
information recipient based on object profiles and physical 
location of users. Presents the information most relevant to 
the REAL audience, not a predicted audience perse. Because 
of LEIA's ability to combine user's preference information 
with information about their current physical locations and 
deliver advertising which is both of personal and location 
contextual relevance to the user, LEIA provides a valuable 
enhancement to the targeted advertising services provided by 
iamworthit. For example, instead of advertisers being limited 
to accessing desired preference attributes of users in the 
pseudonymous user database exclusively they may addition 
ally access prospective target recipients by present (or antici 
pated future) location parameters of users connected to 
mobile and even terrestrial communications networks. 

1053. In accordance with the iamworthit targeted adver 
tising platform either advertisers select user profile attributes 
which they are interested in or the system matches their ads 
automatically to the most relevant users. The former applica 
tion may be performed either within the context of the pseud 
onymous user database which the vendor queries or targeting 
rules which s/he provides which control the advertising and 
pages which are dynamically generated for each user based 
upon his/her user profile. Whether the user's location is 
detected on a mobile network or a terrestrial network includ 
ing telephone or cable TV, LEIA's location features are able 
to provide additional useful features regarding users to the 
Vendor's rules interface or to the pseudonymous user data 
base controlling dynamic page generation at his/her site. 
1054 For example, at a bookstore, we can recommend 
isles and particular books; at a Supermarket, can play music 
preferences; Smart-radio, play appropriate channels in a cab 
based on target object profiles (as meta-data). As suggested in 
issued patent “System for Broadcast of and access to Video 
and Other Data Using Customer Profiles' appearance of rel 
evant selections can be continuously scanned for, dynami 
cally selected and presented to the buyer in the form of “Vir 
tual radio station'. Such a system can also be linked to a 
service for making an instant purchase, or linked to a database 
(in conjunction with LEIA) to recommend where a buyer 
should physically go to make a purchase. For example, music 
selections that the buyer is presently listening to may be 
ordered. 
1055 Also, it is possible to provide advertising which is 
targeted to a buyer by automatically recognizing pre-existing 
commercials and replacing them with targeted counterparts. 
This can be done through the identification of previously 
played commercials for example, commercials that have been 
manually identified and classified. Upon recognition, tar 
geted commercials (including those which are targeted by 
buyer location inaccordance with LEIA) may be inserted into 
these spots, and delivered and/or pre-cached through cellular, 
satellite or radio communications. 
1056. At a public phone we can identify a buyer with 
his/her calling card, and deliver targeted advertisements, via 
the public telephone readout or delivering the targeted ads as 
audio messages in which server Software at the phone Switch 
(an ISP level proxy) recognizes if/when the buyer is put on 
hold and delivers audio and/or audio/video advertising to the 
buyer accordingly. 
1057 Targeted discounts and advertisements can be deliv 
ered at kiosks, for example using a credit card/smart card/ 
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other ID method (e.g. biometric ...) Similarly, we can use 
credit cards to deliver targeted print advertisements on the 
backs of purchase receipts, e.g., Supermarkets or fueling 
pumps or, alternatively, on a sheet dedicated for a advertising 
purposes conjunction with public copiers or printers or in 
another variation, on the cover sheet of incoming faxes which 
are sent to the buyer's fax machine or in which the buyer is 
otherwise identified automatically from the recipient’s name 
field on the cover sheet. 
1058. One application includes “Smart Home Intelli 
gence', where methods are disclosed by which users’ real 
time behavior may be profiled through their movement 
throughout their home, and specific interactions with the 
various network enabled appliances throughout the home. 
Other inputs may include the user's speech patterns (using 
Voice recognition in combination with text analysis). It could 
for example, note the user's speech content patterns in real 
time. Such information provides invaluable clues as to the 
user's present activities, mood and interest state and may be 
processed by the presently described algorithms tuned with 
location/time features typically using the assistance of human 
data analyst to identify the key features and correlations. 
(This information may also provide enhanced information 
pertinent to the user's general, static preferences as well). 
1059. Other extensions of this scheme are also considered 

e.g. within the context of the users office, or automobile and 
pedestrian activities. This application may thus extended the 
usefulness of the iamworthit model to advertisers in being 
able to target users through the presently anticipated on-line 
media as well as networked appliances and in either case, 
based upon the relevant context of users’ present activities 
and behavior (and from this potentially their inferred moods 
or mental states) within their homes and elsewhere. Addition 
ally (perhaps most importantly), LEIA provides a highly ben 
eficial value to Vendors whose customers purchase primarily 
from the vendor's bricks and mortal store presence. SDI can 
identify multiple vendors which share a common physical 
location. Additionally, LEIA can also identify the physical 
location of buyers on mobile and terrestrial networks and 
Suggest the sharing of off-line prospects for these off-line 
retailers on the basis of not only interest but physical location. 

13.1.7.2 Digital Set Top Box Methods 
1060 Similarly, we can deliver targeted advertising and 
other information through cable TV systems, as described in 
the issued parent patent application entitled "System and 
Method for Scheduling Broadcast of and Access to Video 
Programs and Other Data Using Customer Profiles’ U.S. Pat. 
No. 5,758.257, and co-pending application entitled “Broad 
cast & System for reduced memory terminals broadly address 
the use of cable systems as an interactive medium (in a bi 
directional network architecture) for purposes of delivering 
targeted advertising targeted advertising and other informa 
tion to the consumer based on user profiles'. 
1061. In this system customer behavioral data is collected 

at the digital set top and the upstream channel enables these 
profiles to be processed at the lead end server. These detailed 
profiles may then be subsequently transmitted down and 
stored at the level of the individual set top. The cable envi 
ronment is a two way interactive medium. The bandwidth 
allocation is inherently asymmetric. Separate channels can 
push parallel adverts, which are selected at the set-top-box 
according to a buyer's profile. Each channel can have asso 
ciated meta-data to allow matching at the set-top-box. As an 
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alternative variation, full motion advertisements may be 
down loaded in the form of applets to the digital set top box 
and displayed to the buyer in similar fashion as described 
above. Or full-size commercials or infomercials could even 
be downloaded and inserted in place of existing commercials 
on the video stream. Digital tags used for queuing for ad 
insertion technology enable this capability. The preferred 
commercial implementation of the system is used within the 
context iamworthit (the buyer infomediary service in which 
the viewer receives value for advertising received). This 
method is preferred (in as much as in the following alterna 
tive, the cable operator does not need to be in the loop). With 
that said, in an alternative embodiment, however, requiring 
the cooperation of the cable operator various commercials 
could be broadcast in parallel during commercial breaks. The 
user profile at the set-top is deployed to select the most appro 
priate commercial accordingly. 
1062 User profiles regarding viewing behavior can be 
collected with relatively minor up-stream transmission, e.g., 
to infer whether a buyer is viewing a program the set-top may 
transmit the viewers current viewing selection, e.g., two min 
utes after the beginning of each half hour and two minutes 
before the end of the half hour (and possibly at additional 
intervals during the viewing segment as well). In the point 
to-point access and delivery of personal information as well 
as the passive monitoring of viewing behavior (for profile 
generation at the head-end and Subsequent user profile deliv 
ery for the set-top) because of strict buyer privacy regulations 
in the cable/satellite industries the use of the pseudonym 
proxy server architecture (as described in the parent case and 
integrated into the above referenced case) is extremely impor 
tant. 

1063. Once interactive television is enabled by access to 
very large amounts of bandwidth, it will be very feasible from 
a bandwidth utilization standpoint to transmit more interac 
tive content. Predictive caching is still extremely advanta 
geous in as much as advertising (unlike interactive video 
real-time on demand video content) tends to be controlled by 
targeting rules of the advertiser rather than the user who 
receives value in exchange. Of course, radio or music content 
may also be delivered in conjunction with preloaded audio 
commercials. And any of the above content is deliverable over 
the same networks to other appliances such as the P.C. 

13.1.7.3 Optical-Based System Extension 
1064 Iamworthit in a future version of the system could 
incorporate a novel optically based medium for delivery of 
the advertising. The protocol would enable the delivery of 
user targeted advertising in a non-electronic environment 
directly to the user from a static source in visible contact of 
the user. The system incorporates the following aspects: The 
user wears glasses or contact lenses which contain a Polaroid 
film in which the optical medium is polarized for only certain 
very narrow and specific wavelengths. Advertisements (or 
other messages) may be presented from signboards which 
display from the same Surface ads appropriate for every dif 
ferent user profile segment for which a unique message is 
appropriate. The Polaroid film for each user is unique to the 
user segment to which they belong. Each user segments 
optical film filters out all of the particular wavelengths of all 
other messages except that which is appropriate to the user 
segment to which that user belongs. Alternatively, the current 
application may also be relevant to virtual tags as users may 
provide instead optical messages specifically targeted by a 
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user to other users characterized by their profile features 
which establishes the entire criteria for the user segment they 
fall into for which an appropriate message may be targeted. 

13.2. Interactive Data Mining Applications 
1065. In this section we describe interactive data mining 
applications, which involve dynamic two- or multi-way com 
munication between agents. For example, within the context 
of a vendor-consumer interaction, the key difference is that 
information flow is not one-directional. An important 
example is time-of-purchase, in which the consumers agent 
initiates a request for a response (with a counter bid) from a 
number of Vendors. The vendors can access profile informa 
tion about that consumer, and then make personalized 
responses. In general, this bid-response processes can iterate, 
with vendors/consumers exchanging information over mul 
tiple rounds. The exchange of information may occur within 
SDI in initial stages, with the system acting as a trusted 
intermediary until the agents are ready for an introduction. 
1066. We describe time-of-purchase competition, and 
then move on to general match-making applications, which 
allow interested parties to exchange information by mutual 
consent (as indicated in SDI rules), with initial information 
exchange autonomous. There are a number of interesting 
match-making applications, for example within a system for 
sensitive negotiation, introductions. The system of SDI can 
play the role of a trusted intermediary, so that only suitable 
introductions are made. A vendor can place a request for a 
certain type of meeting without its competitors knowing that 
it has made such a request. Finally, we describe a “real-time 
experts market, in which experts can respond for payment to 
questions placed by other agents. The system of SDI allows a 
useful matching of agents and experts, and also allows data 
mining to check on the feedback a particular expert has 
received from previous clients. We also suggest an applica 
tion of interactive SDI-based data-mining to resale markets, 
and to a decentralized transportation management system. 

13.2.1 Time of Purchase Competition 
1067 One application of the system of Secure Data Inter 
change is in “time of purchase' competition, where by a 
networked system of vendors can subscribe and receive the 
opportunity to place counteroffers to users that are about to 
make a purchase. This application is enabled within SDI 
because the user agent can remain anonymous while receiv 
ing counteroffers, but still use the system of SDI to provide 
profile information that can allow vendors to make attractive 
personalized offers. The client-side SDI proxy notifies a cen 
tral SDI “time of purchase' server, which can: 

1068 Determine appropriate vendors to prompt with an 
opportunity to make a counteroffer. 

1069 Create a one-time anonymous identifier for the 
user, linked to an appropriate set of profile information, 
and allow vendors to execute queries under that profile. 

1070 Collect counteroffers, and pass them to the user's 
client machine. 

1071. We also describe how to generate coalitions 
dynamically, based on the privileged position of the time-of 
purchase server in the marketplace. The time-of-purchase 
server can transparently bundle purchases from disparate 
end-users, and negotiate quantity discounts with Vendors. 
Buyer Coalition formation can significantly improve negoti 
ating leverage as the collective buying power of numerous 
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individuals using the time-of-purchase competition feature, 
and be made completely transparent to users. 
1072 Time-of-purchase allows a user to elicit dynamic 
market competition between Vendors. For example, when a 
user browses a book at Amazon.com if she/he chooses to 
activate the time-of-purchase competition feature from the 
browser, a notification will be sent-out in real-time to all 
competing book stores which also offer that product section. 
The notification contains the product code and price quoted to 
that user at Amazon. The electronic agent at the vendor's site 
has an opportunity to counter Amazon's offer to the user 
(typically on the basis of price, however, other parameters 
may be used as well). The user may then select the offer which 
is most competitive or attractive, including the original offer. 
1073 Integration into a standard shop-bot interface e.g. 
with comparative features of the products associated with the 
various offers across a variety of product criteria, or at the 
least price can be used to provide the user within simple 
recommendations. 
1074 Another extension is to propose a special interest 
bearing bank account which we set-up for the user which is 
tied into a wallet or debit/credit card for off-line transactions. 
We can allow a user agent to bundle its own purchases over 
time, and use the system of SDI to guarantee future payment 
to on-line vendors in return to a good current offer. This is 
novel, because it is like participating in a “discount scheme 
without purchasing the right to future discounts up front. A 
user can still invest money that is earmarked for future pur 
chases with a vendor. 

13.2.1.2. Description 
1075 FIG. 17 illustrates the overall architecture of this 
on-line B2C e-commerce application of the methods of SDI. 
The agent represents a user with an SDI-enabled client 
machine, the vendor a server computer, also SDI-enabled. 
Agents interact with vendors both directly and via the central 
SDI server, and other components. We illustrate the time-of 
purchase server, which receives requests from user's client 
machines as purchases are about to be made, and forwards 
those requests via the SDI central data warehouse to vendors. 
1076 Client-side proxy agents monitor the interaction 
between a user agent a vendor, and can be configured to 
automatically notify other vendors when a purchase is about 
to take place. The key problem that we address to implement 
a system for time-of-purchase competition is how to identify 
the type of purchase that a user is about to make, automati 
cally. This makes the operation of time-of-purchase seamless 
to a user, the system simply requires that the user waits for a 
period of time while competitive bids are collected from other 
Vendors. 
1077. We propose two variations: 

1078 a) The vendor with which the user is about to 
make a purchase subscribes to SDI and provides infor 
mation to the client-side proxy about the users interac 
tion. 

1079 b) The vendor is un-cooperative, and the client 
side SDI proxy needs to use other techniques to classify 
the type of product or service that a user is requesting 
from a vendor. 

1080. The central SDI data warehouse maintains a search 
able index of vendors that provide certain products and ser 
vices, and sending buyer-profile and purchase information to 
appropriate vendors just before a purchase is made. Vendors 
can register with SDI to receive time-of-purchase competi 
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tion opportunities, and can also register to allow time-of 
purchase competition with purchases on their web pages 
(case a, above). Of course, it is unlikely that a vendor would 
do this without incentive, perhaps one incentive could be a 
discounted price for registering to receive opportunities for 
time-of-purchase competition. 
1081. In fact, this problem of client-side identification of 

transactions is a key problem that must be addressed in a 
description of client-side user profiling and the Submission of 
information to SDI. The system of SDI requires a method to 
know what the user is doing. Click streams, typed query 
information, provided profile information etc. 
1082) A vendor that registers to receive time-of-purchase 
competition opportunities agrees on a standard classification 
system for products and services, and to state what types of 
products and services it wishes to enable fortime-of-purchase 
competition. The classification system encodes the productor 
service that a user requests, at an appropriate level of detail to 
allow other vendors to make reasonable counteroffers. 
1083. The iamworthit central server maintains a database 
of vendor interest sets, so that it can determine from a classi 
fication code which vendors will be interested to provide 
counteroffers. 
1084. For example, if the product is “flights to the UK’ 
then the code might encode the dates that the user wants to 
travel, and his/her preferred departure and arrival airports. 
Take case (a), where we assume that a vendor is cooperative 
and provides the SDI proxy agent that implements time-of 
purchase for the user with a final product/service code and 
price. The system works as follows: 

1085 1. User enters into a dialogue with vendor. 
1086 2. Vendor makes “final offer to a user, and the 
user is about to make a purchase. The vendor has also 
informed the user of the product/service classification 
code that encodes relevant information about the type of 
product the user wants to purchase. 

1087 3. User clicks on time of purchase competition 
option on its local SDI-enabled client. 

1088 4. Client sends message to the SDI time-of-pur 
chase competition server with (User profile information/ 
identifier, one-time time-of-purchase ID, product/ser 
Vice classification code) 

1089 5. Time-of-purchase competition server looks up 
the product code, and sends the user profile identifiers 
and a time-of-purchase ID to relevant vendors. 

1090. 6. Vendors can construct competitive offers based 
on profile information accessed in the central SDI data 
warehouse, and information about the existing offer. 

1091 7. Vendors send the counteroffers to the time-of 
purchase server, which forwards the offers to the user's 
client-side SDI proxy. 

1092 8. The user is presented with a set of alternatives, 
and can make a final purchase decision. 

1093 9. The final purchase is completed with the appro 
priate vendor. 

1094. We allow other vendors to access profile informa 
tion about a user based on the profile information that the user 
provides to time-of-purchase, i.e. based on the profile which 
it wishes to use for the purposes of having appropriate coun 
teroffers constructed. At this stage the client-side SDI proxy 
agent might also send additional profile information to be 
stored within the SDI data warehouse. 
1095. It is useful for vendors to access profile information 
about a user (anonymously orpseudonymously, as defined by 
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the user's proxy agent) because products and services can be 
configurable goods or services, and a vendor can compete on 
more than price alone, but also in other dimensions. 
1096. The one-time time-of-purchase ID is constructed 
client-side in step (4) to act as a temporary identifier for the 
purposes of Soliciting competitive responses from Vendors. 
Vendors can be prevented from making direct offers to users, 
all counteroffers must be forwarded though the time-of-pur 
chase server. 
1097 FIG. 18 shows the offer process in time-of-purchase 
competition, with an offer from a vendor that a user interacts 
with viaan SDI-enabled client triggering a set of new requests 
for counteroffers from other vendors. The offer message 
from Vendor 1 includes a code about what type of product or 
service the user is requesting, and is passed to the other 
vendors. The request counteroffer from the client to the 
iamworthit server contains information from the user to 
enable the other vendors to make personalized responses, 
based on profile information stored in the central SDI data 
warehouse. After the request for offers are made, the ven 
dors compute responses and (optionally) access profile infor 
mation. Finally, vendors make responses which are collected 
by the time-of-purchase competition server and forwarded to 
the user client. 
1098 We can also allow vendors to pop up competitive 
offers to other offers the user sees on another competitor's site 
or ad banner in real time, even if the user is not about to 
purchase the product. For example, ifa user is shown "get this 
CD for S15, then a competing offer of no, get the CD for $14 
can pop-up'. A simple extension simply has the user also 
receiving a pop-up banner with a competing price if they are 
viewing a competitors offers in the virtual store of that com 
petitor. We might also report to a vendor if, when, and to what 
degree a customer is becoming disloyal to a particular vendor 
and taking alternate offers. 

13.2.1.3 Applications 

1099] There are numerous example commercial applica 
tions in which the time of purchase competition features can 
be utilized to provide significant benefit to the user. Some the 
less obvious commercial domains include: 

1100 1). Travel Packages and Flight and Hotel Rates— 
Features, amenities, class, activities, entertainment, 
excursions, etc. 

1101) 2). Financial Services (e.g., Loans and Mort 
gages) Terms, amortization, interest rates, service 
fees, etc. 

1102 3). Automobiles—Luxury and safety features, 
warrantees, auto club membership, terms of purchase, 
etc. 

1103 4). B2B Commerce Numerous commercial 
applications including standard Web-based environ 
ments for B2B e-commerce including buyer-side and 
seller-side e-commerce applications, Vertical B2B por 
tals and trading floors. 

1104 5). Job Positions—Employers posting job posi 
tions may be notified by the service of competing job 
offers which employment candidates are browsing (and 
ultimately accept if this information is indicated by the 
candidate). Resumes and, if desired, other profile infor 
mation is provided to all competitors. Depending upon 
the profile of the candidate and/or competitive employ 
ment opportunities which a particular candidate is 
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observing (or has recently observed), employers may 
wish to customize offers dynamically on an individual 
basis. 

13.2.1.4 Integration into a Shopbot Interface 
1105 We also suggest the integration of time-of-purchase 
competition into a standard shop-bot interface e.g. with com 
parative features of the products associated with the various 
offers across a variety of product criteria, or at the least price 
can be used to provide the user within simple recommenda 
tions. With this, even without a time-of-purchase offer the 
user can at least compare its offer with fixed-price deals in the 
wider market place. We might also provide a user with his 
torical information about previous (low) price offers, within a 
Yahoo-like portal for e-commerce; to provide a user within 
information about a reasonable price for each individual pur 
chasable; i.e. the very lowest price that each given item had 
been offered to a customer previously using time of purchase 
competition. This site could also act as a stand alone proxy 
server (like anonymizer) which inserts this information by 
overlaying it on Web pages as the user browses the web. 
1106. The time of purchase competition feature is 
designed to be accessible to a user within the context of or 
most any information access mode relating to browsing on the 
Internet e.g. Web or portal browsing, receiving email or 
"push” content, Submitting queries (e.g. specific names, cat 
egories and/or desired features (or combinations of the above) 
of products which the user identified as being or present 
interest. 
1107 During any of the above information access modes 
when a buyer specifies time-of-purchase competition at her 
SDI client proxy, SDI can automatically provide competitors 
with information about a buyer's product or service require 
ments, and a buyer's profile, as well as on particular vendor 
specific offers the buyer is observing or contemplating before 
a buyer makes a purchase. This can facilitate competition 
between vendors, and can lead to better prices and offers for 
buyers. The system of time-of-purchase competition can also 
help to reduce the costs of entry into a market, because name 
recognition becomes less important. New Vendors can simply 
register with time-of-purchase referral system, and cherry 
pick a Small set of purchases. 
1108. This is a next-generation e-commerce service. Cur 
rent shop-bots, for example "Junglee' at Amazon.com and 
www.shoptheweb.amazon.com provide a static comparison 
shopping service. A buyer can specify a product, and receive 
price information about the product from different suppliers. 
There is no dynamic competition between Vendors on price or 
features. The buyer driven service for flights offered by www. 
priceline.com is more dynamic, in that a seller is found to 
match the price that a buyer bids, but does not necessarily 
promote competition between sellers for a user's purchase. In 
fact the sellers can make excess profits from the pricing errors 
made by buyers, because once a buyer states his/her reserva 
tion price, that is the price he/she must pay. Surplus goes to 
the market operator, e.g. priceline, but not to the user. The 
system is also different to our proposed system in that: 

1109 a) Time-of-purchase competition is disintermedi 
ated and decentralized, implemented dynamically overa 
virtual network of competing vendors. 

1110 b) Time-of-purchase also allows a vendor to 
access anonymous profile information about a buyer, to 
enable a careful tailoring of an offer to the preferences of 
a U.S. 
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1111 We can use profile information, and historical trans 
action information for similar transactions, together with the 
customer price/promotion algorithm disclosed in co-pending 
patent "System for the Automatic Determination of Custom 
ized Prices and Promotions' to negotiate on a deal with a 
vendor that will optimize the value to the buyer. Profiling of 
Vendors, and buyer transactions, can allow buyers to avoid 
making bids that are too high and losing value (airlines in 
priceline.com can profit from inaccurate buyer bids). 
1112 Time-of-purchase enables vendors with competing 
products or services to receive automatic notification when a 
buyer is about to purchase a relevant product or service. A 
vendor can also receive information on the profile of a buyer, 
and the offers made by other vendors; and submit counter 
offers to a buyer via the buyer's SDI-enabled client. The 
buyer can then be presented with a final set of offers, before 
making a purchase decision. 
1113 Abuyer can also configure its profile management 
rules within time-of-purchase to provide profile information 
relating to the buyer's sensitivity to discount offers, customer 
loyalty with other vendors, value responsiveness (bargain 
driven), responsiveness to high quantity discounts (for only 
those categories which the buyer makes frequent or large 
purchases), etc. This information can be certified by the buy 
er's client-side SDI proxy, as a fair representation of the 
purchasing habits of a buyer, and can be aggregated across 
product types to protect a buyer's privacy. 
1114. The SDI time-of-purchase server can identify ven 
dors with similar products or services, either using a static 
index which maintains vendors in particular product 
domains, or through dynamic profile matches between the 
target object profile of the web site that the buyer is currently 
browsing and target object profiles of the web sites of other 
SDI-enabled vendors. Alternatively, perhaps classification 
and clustering techniques can be deployed to identify simi 
larity between vendors at the level of target objects, i.e. the 
products that a vendor offers; as indicated by virtual tags 
provided by a vendor that profile its products and services. 
1115 The time-of-purchase competition system may also 
draw in static “listed offers on a vendors web site, to prevent 
a vendor over-charging a user. In addition, SDI might track 
purchases and via clustering techniques request prices on 
similar or competing products to the product that a user is 
about to purchase. These products and/or services may also 
be released to a user. When presenting a choice of products 
and/or purchases to a user we can allow many features to be 
summarized, for example features which relate to the location 
of a vendor, terms of shipment and insurance, and user rat 
1ngS. 

1116 Vendors are notified, and provided with the ability to 
access the profile of the buyer (as the buyer deems appropri 
ate), either with client-level processing or through the release 
of an anonymous profile to the vendor. Vendors typically will 
wish to construct offers through a rule-based engine, data 
mining techniques, or automatic collaborative filtering tech 
niques, as disclosed in co-pending patent application "Sys 
tem for Automatic Determination of Customized Prices and 
Promotions” and U.S. Pat. No. 5,754,939, “System for Gen 
eration of User profiles for a System for Customized Elec 
tronic Identification of Desirable Objects” as such techniques 
may be deployed by the vendor directly or via the Secure Data 
Interchange representing the interests of the vendors. 
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Choosing an Offer to Make 
1117 User profile information may include a temporal 

profile of the buyer's present activities, including search 
terms, recent page navigations, what pages is the buyer 
observing presently (and the profile of this page) or even 
his/her present physical location as well as the general user 
profile. Any portion of the above particularly the latter two 
may of course be withheld from the vendor). Or the buyer 
may be more generous in providing this information about the 
various static or dynamic features. 
1118 Vendors can target buyers on the basis of their pref 
erences and interests, and also within the temporal context of 
when they are most likely to be receptive to offers (thus 
providing also a benefit/service to the buyer as well as 
enabling the competing vendors to increase the price point at 
which their competition begins, knowing that the buyer is in 
an optimally receptive condition to accept offers for that 
item). For example, a user might release to a vendor the 
current context of a user's purchase. Such as the click stream 
over the past 5 minutes. 
1119. In the preferred implementation, vendors are also 
provided with a (client or web-based) rules interface which 
enables the vendors to input pre-stated rules with which the 
system may solicit and respond to competitive offers auto 
matically. In this way data mining may be performed in order 
for the vendor to determine what a user (or all users) by 
attribute, tend to best respond to by product, product feature, 
features or services of the vendor, price, etc. If pre-stated rules 
are used to automatically respond to a notification with a 
competitive offer, the nature and degree of discount is typi 
cally determined in accordance with the nature and degree of 
the original or previous offer and/or the user profile as dis 
closed by the client-level proxy/server to that vendor. In lieu 
of manually entered rules, co-pending patent application 
entitled “System for the Automatic Determination of Cus 
tomized Prices and Promotions another similar algorithmic 
methodology may be used as an aid by the vendor in order to 
automatically determine a competitive offer (or Subsequent 
responses thereto) as well as an aid to the vendor in selecting 
optimal rules. 
1120. These techniques can also be used such that predic 

tive metrics as to selection, price and promotional type, may 
be optimally determined in relation to the individual buyer or 
specific relevant user profile attributes, for example, in accor 
dance with a data analysis expert of the vendor (or represent 
ing the vendor via SDI) analyzing randomized versions of 
user profiles and randomized aggregate statistics. These met 
rics may be linked with actual behavioral statistics of the 
buyers on the vendors web site. In order to further drive 
competition between vendors, the time-of-purchase system 
can provide each competitor details of the final transaction 
which the buyer chose to accept. Accordingly, in an attempt to 
better improve their competitive advantage in the competitive 
bidding process a vendor may also wish to analyze a user's 
purchases and adjust its future offers to similar users. 

Choosing a Profile to Release 

1121. From the buyer's perspective, there is an elaborate 
methodology for the automatic determination of the particu 
lar buyer information which, if released, will elicit the most 
optimal offers from vendors which can be determined by 
utilizing that same type of pricing model which the vendor is 
likely to use (for example that same method deployed in 
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co-pending patent entitled “System for the Automatic Deter 
mination of Customized Prices and Promotions” an instead 
be tailored to determine which metrics in the user's profile 
decrease the overall price point and/or increase overall value 
over an “average' user (with no profile disclosure). 
1122. It is even conceivable that vendors could (upon user 
permission) be allowed to directly identify plus enter into a 
live discussion with the user during the time-of-purchase 
competition process. A variation of the system was even is 
further disclosed in the above co-pending application which 
was intended (according to the above referenced co-pending 
specification) as an electronic assistant to tele-marketers and 
other sales persons to determine offers and counter-offers 
which are automatically generated in response to (for 
example) rejections of the previous offer as well as counter 
offers by the buyer. This dynamic system was originally 
designed for salespersons to optimize the expected profit 
from each customer (in view of the general user profile and 
the offer buyer responses up to that point in the negotiation). 
As such, this technique could be readily extended to the 
current application in which the previous offers up to that 
point may instead originate from other vendors (instead of a 
single one), thus the system responses may be affected by the 
user profile as well as the offer response pairs up to that point 
in the negotiation process. 
1123. It is likely that vendors will not compete on price 
alone, but rather through added-value services such as offer 
ing loyalty bonuses, cross-sells, and two-for-one offer and 
added features as well as service advantages such as fast 
delivery, guaranteed service/maintenance, warrantees etc. 
Vendors will choose this mode of selling to prevent simple 
price-comparison at the client. Conversely, in Some instances 
Vendors may attempt to eliminate the features in order to 
create the perception of a better deal through marginal price 
reductions, then possibly add these features as counter offers 
to other vendors in which the same price may be maintained. 
1124. Accordingly the above referenced algorithm as pro 
vided by the customized prices and promotions scheme, may 
offer valuable competitive insights to the vendor in being able 
to assemble more appealing cross-sells/up-sells and more 
complex offers (including multiple items which are adjusted 
by the system to be extremely desirable to the buyer) more 
effectively than the competition. Therefore the client will 
receive offers from multiple vendors, and after initial filtering 
of the large collection of offers, present a choice set to the 
buyer. 
1125 SDI can also present a buyer with ratings or anno 
tations for items across multiple competing products, for 
example, within the context of buyers whose attributes 
(which may be important pricing features) are similar to that 
of the buyer. SDI might also monitor previous offers made by 
vendors, so that if a better offer was made in the past a buyer 
can request the lower price, and try to bargain with the vendor. 
Typically the resulting purchase recommendations are pre 
sented as suggestions on the user interface to help the user's 
assessment of valuing the offer as a "good deal” as well as to 
accurately represent his/her own preferences. Some users 
may, however, use this feature as part of a fully automated 
(agent mediated) buying process which is performed in asyn 
chronous fashion (as described below, this typically is only 
necessary if the time-of-purchase system is deployed in order 
to create buyer coalitions prior to negotiating with the ven 
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dors. Of course the time of purchase competition enabled 
buyer will distribute the offers in order to elicit vendor com 
petition. 
1126 SDI can also present a buyer with previous time of 
purchase vendor competition negotiations e.g. offers made in 
the past by vendors for similar products as those provided by 
that prospective advertiser (even from the same vendor) 
which are at least as competitive as offers made to that user or 
“similar users. Because of the competitive nature of this 
environment, vendors will wish to leverage all of this infor 
mation and using their own pricing algorithms and data min 
ing tools, craft optimal offers through the pseudonymous 
buyer database. 
1127. If the buyer so desires, the client-level proxy can 
also automatically notify these vendors if/when a particular 
offer is about to be accepted by the buyer. For example, a time 
delay response in the client-level proxy actually processing 
the order requests could allow vendors a final opportunity to 
present another competitive offer to the buyer. In another less 
optimal variation, Vendors are notified only upon the buyer 
agreeing to accept an initial offer received. A secure function 
within the buyers client residing within the Secure Sockets 
Layer (SSL) is able to authenticate to the vendor's receiving 
the notification that the offer is true and untampered by the 
buyer through the transmission of a secure encrypted mes 
Sage. 

1128) As an additional service to buyers the SDI-level 
proxy server can perform analysis on the offers that a buyer 
receives, through comparison with offers that have been 
received by other buyers with the best offer that has been 
received by any buyer for the same product, and with the 
typical offer received by a buyer with a similar profile to the 
buyer. This can be useful to a buyer because it will allow the 
buyer to reject all offers if they are non-competitive. The 
SDI-level proxy could also automatically identify for buyers 
the profile attributes that promote good offers, and the profile 
attributes that promote bad offers, as an informational service 
to enable buyers to gain better offers in the future, either 
through revealing certain information or changing behavior 
to attain favorable profiles. 
1129. If iamworthit detects that discrepancies in the pric 
ing for a given vendors item occurs in correlation with cer 
tain identifiable user profile information (not arbitrarily), it 
will in the future initially disclose that data of any other which 
is determined from past buyerinteractions to be advantageous 
for the buyer. Should the vendor exhibit price or offer dis 
crimination (i.e. by having provided more favorable items to 
other previous buyers, the buyer may demand the lowest 
price. If the vendor ignores the request and the user has not 
received (or does not wish to accept) another vendors offer 
for a lower price and the iamworthit infomediary service may 
apply pressure upon the vendor Such as creating a buyer 
coalition and/or making a believable threat (as described 
below) which has the ability to deny future business to that 
vendor. If the vendor is able to present an exceptionally attrac 
tive offer the buyer may instead wish to stipulate that the offer 
is valid only if the time of purchase competition feature is not 
used by the user. iamworthits statistics based price prediction 
scheme can then predict if this decision would serve the user's 
best interests or not based upon the user's purchasing objec 
tives. 

1130. Furthermore, we can allow vendors to offer pay 
ment to a client in return for displaying an offer to the buyer, 
and vendors can also bid for space on the buyer's web portal 
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which is often represented as a profile associated with a 
pseudonym in conjunction with a description of the ad space. 
The purchasing decisions of the buyer may be performed by 
an electronic representative of the buyer's wishes (as “buyer 
agent”) implementing the techniques of pricing/promotion 
selection algorithms completely autonomously on behalf of 
the buyer. However, the best offer can only be presented to a 
buyer to the extent that the SDI client level software under 
stands a buyer's model of “value', and can make appropriate 
tradeoffs between product features and price (as implicitly 
inferred by the system through the above Suggested tech 
niques or explicitly stated by the buyer in advance). Nonethe 
less, this is a hard problem, and we expect that the buyer will 
often need to make a final product choice decision which 
could be a default in which the system would defer judgment 
to the buyer if its statistical confidence as to the buyer wishes 
below a certain threshold. 
1131. The collaborative filtering techniques described in 
pending patent"System for Automatic Determination of Cus 
tomized Prices and Promotions”, can allow a buyer's client 
level proxy server, termed the buyer agent in this section, to 
automatically analyze offers. The system can also be used to 
send initial offers to vendors, on the basis of historical infor 
mation about the transactions that have been performed 
between other buyers (which include the benefit of his/her 
complete user profile data) and the vendor. Offers can (of 
course) be sent to a vendor and its competitors Finally, after 
offers that are received from vendors are pre-screened, they 
can be automatically ranked for value—using a combined 
quality and price metric (again judged within a collaborative 
filtering framework). Buyer feedback e.g. average ratings and 
annotations from previous buyers may form an additional 
criteria. The goal is to leverage the database of other offers 
that have been accepted by buyers in the past, and form a 
model of vendors, to determine whether or not a buyer has 
received good offers (i.e. we can exchange information 
within the system of Secure Data Interchange, and making 
more information available increases the efficiency of the 
market). Offers can be filtered and presented to a buyer in 
rank order. 

13.2.1.5 Time-of-Purchase with Non-Cooperative 
Vendors 

1132 We suggest a simple technique to allow a client-side 
SDI proxy to automatically detect that a purchase is about to 
be authorized, and the details of the purchase. The model is 
that SDI, or a third-party SDI client, provides a banking 
service for a user. The advantage of Such a service is that in 
making a purchase, we can require that the vendor provides 
information to the bank about the purchase that is about to be 
made, as a condition for validating payment. The system 
works as follows: 

1133 1. User interacts with vendor, and decides to 
make a purchase. 

1134 2. User provides payment method, for example an 
SDI bank account number. 

1135 3. The SDI bank account server demands infor 
mation about the product which is about to be purchased 
before authorizing payment for the service. 

1136 4. The vendor provides the SDI bank with infor 
mation about the purchase. 

1137 5. The SDI time-of-purchase system can now step 
into the transaction, and Solicit competitive offers from 
other vendors. 
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1138 6. The user is presented with the opportunity to 
select an alternative offer. 

1139 7. The SDI proxy-agent reports the user's final 
purchase decision to the appropriate vendor, and denies 
purchase to the initial vendor if the user accepts an 
alternative offer. 

1140 8. The final transaction is executed. 

13.2.1.6 Automatic Buyer Coalition Generation 
1141. The time of purchase competition system can also 
be used to allow the automatic formation of user coalitions. 
Coalitions can be generated dynamically based on the privi 
leged position of the time-of-purchase server in the market 
place. The time-of-purchase server can transparently bundle 
purchases from disparate end-users, and negotiate quantity 
discounts with vendors. Buyer coalition formation can sig 
nificantly improve negotiating leverage as the collective buy 
ing power of numerous individuals using the time-of-pur 
chase competition feature, and be made completely 
transparent to users. The ability to offer a single vendor a 
number of sales allows significant negotiation leverage, and 
can be used to get special discounts. 
1142. Although the coalition formation problem is very 

difficult in general, because individuals may not have the 
same goals and the computation of an optimal outcome with 
self-interested agents is hard (for example, how should the 
profits from a coalition be divided, how can we assess the 
value of each agent for the coalition, etc.) 
1143. The time-of-purchase server has information about 

the current and pending purchase requests from users in the 
system, and can make one-shot coalition formation decisions, 
with profits divided equally between agents. Agents provide a 
one-time bid for a service, as the offer that they are about to 
accept from a vendor. This is a guaranteed offer, as the pur 
chase is about to be made. Therefore, it is a simple matter to 
aggregate bids from a number of agents as abundle bid for a 
set of items, and negotiate a good price from a single vendor. 
This solution to coalition formation is simple, because it is not 
negotiated over many steps between agents, but performed 
one-time with agents tied into an ad-hoc coalition. 
1144. For example, Suppose that at any time, in the period 
of 10 seconds, 100 SDI agents are about to purchase compact 
discs, varying in price between S5.99 and S15.99. The time 
of purchase competition agent has this information, and can 
perform the following steps: 

1145 1. Collect time-of-purchase requests over a short 
period of time (e.g. 10 seconds). 

1146 2. Identify purchases with a common type (e.g. 
compact discs). 

1147 3. Aggregate the Sum value of agent's buy prices 
for the purchases (e.g. Sum the price that each agent is 
about to pay for a compact disk). 

1148 4. Choose a discount on the TOTAL price, e.g. 
10%. Make an aggregated buy offer to appropriate ven 
dors on behalf of all clients (e.g. buy all 100 compact 
disks for a total 10% discount). 

1149 5. If successful, divide the final discount over all 
clients, e.g. subtract 10% from every CD purchase. Per 
haps take a share of the Surplus as profit for the brokering 
role performed. 

1150. The time-of-competition server can also take a posi 
tion in the market, identifying bundled purchases over time, 
essentially aggregating demand and making offers of a guar 
anteed stream of purchases over a period of time based on 
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historical information, again for a discount that can be seam 
lessly passed onto future purchasers. If the server is success 
ful in taking a position in the market for some good that its 
user base seem to be interested in purchasing, then in addition 
to returning offers from vendors in the system, the time-of 
purchase system can provide good prices to its clients. 
1151 Buyers might also form coalitions on the basis of 
automatically detected Synergies between their requests and 
predicted similarities between them. This can give buyers 
more leverage in negotiation with a vendor. In the automatic 
evaluation of how “good an offer is (how competitively it 
matches the market demand for that coalition's needs) in 
iamworthit's historical user information, it must also utilize 
information about the effect that size of the coalition has upon 
the markets responsiveness. Within the context of the present 
framework, the simplest version of the system involves cre 
ating the coalition around a particular item and, however, it 
also conceivable that it could beformed at the vendor level in 
which the coalition members are interested in any item(s) 
provided by the vendor and vendor competition is elicited by 
the coalition across all products which its members demon 
strate interest in and which are provided by the competitive 
vendors. Given a sufficiently large subscriber base, buyer 
coalitions may be automatically created in real-time and in 
ad-hoc fashion (i.e. from the iamworthit buyers who are inter 
ested in a particular type of item at that particular time). 
1152 Buyer coalitions typically are able to exert signifi 
cantly greater pressure upon vendors the larger they are (this 
fact applies as well to multiple company b to b buyer coali 
tions). AS Such iamworthit may also notify other members 
which in accordance with their user profiles are likely to have 
an interest in a particular item (or items) in which a coalition 
of members have demonstrated interest in order to increase 
the size of the coalition. Similarly, the aggregate user profile 
of all members of the coalition may be used in conjunction 
with collaborative filtering in order to recommend those items 
which collectively best match the preferences of the coalition 
collectively and thus are able to provide the best deal for the 
most items possible to that particular coalition. Thus the 
coalition model is extended to placing competitive pressure 
upon vendors across multiple items. iamworthit must also 
utilize the above modeling techniques in order to establish 
pricing models based on the value of these different items in 
light of the total monetary value which the coalition repre 
sents to the vendor collectively. In addition to inferring buyer 
interest entirely passively, it is possible for buyers to manu 
ally edit their profile, e.g. by modifying or actively selecting 
categories of purchasables of interest which she/he would like 
to be notified of (e.g. via pager) if/when a buyer coalition for 
a purchasable of that type is being established. It is further 
possible to increase the size of buyer coalitions by allowing a 
certain amount of time for buyer's to respond to offers to join 
that particular coalition (e.g. 24 hours). Typically a couple of 
days is all the time that is required to achieve a Substantially 
maximum buyer response. Also, because some vendors may 
wish to be (automatically) informed if/when substantially 
large coalitions approach the vendor, there may be an addi 
tional marginal price advantage by providing an additional 
period for vendors to reply. 
1153. The buyer may wish to allow the iamworthittime of 
purchase vendor competition system to operate in fully auto 
matic mode whereby certain “acceptance parameters' are 
provided to enable the buyer agent to act fully or autono 
mously on behalf of the buyer's stated (or approved) param 














































































