006/121990 A2 /I 000 0 00 O A

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization
International Bureau

(43) International Publication Date
16 November 2006 (16.11.2006)

‘ﬂm A 00 OO O

(10) International Publication Number

WO 2006/121990 A2

(51) International Patent Classification:
GOGF 11/00 (2006.01)

(21) International Application Number:
PCT/US2006/017652

(22) International Filing Date: 8 May 2006 (08.05.2006)

(25) Filing Language: English

(26) Publication Language: English
(30) Priority Data:
60/678,167 6 May 2005 (06.05.2005) US
(71) Applicant (for all designated States except US):
MARATHON TECHNOLOGIES CORPORATION
[US/US]; 1300 Massachusetts Avenue, Boxborough,

Massachusetts 01719 (US).

(72) Inventors; and

(75) Inventors/Applicants (for US only): LEVEILLE, Paul
A. [US/US]; 295 Foster Street, Littleton, Massachu-
setts 01464-2004 (US). WATANABE, Satoshi [JP/JP];

(74)

(81)

(84)

5-25-2-204 Kamiikedai Ota-ku, Tokyo, Tokyo 145-0064
(JP). KOYAMA, Keiichi [JP/JP]; 3-24-135 Sazumachi,
Chofu, Tokyo, Tokyo 182-0016 (JP).

Agents: HAYDEN, John F. et al.; FISH & RICHARD-
SON P.C., P.O. Box 1022, Minneapolis, Minnesota 55440-
1022 (US).

Designated States (unless otherwise indicated, for every
kind of national protection available): AE, AG, AL, AM,
AT, AU, AZ, BA, BB, BG, BR, BW, BY, BZ, CA, CH, CN,
CO, CR, CU, CZ, DE, DK, DM, DZ, EC, EE, EG, ES, FI,
GB, GD, GE, GH, GM, HR, HU, ID, IL, IN, IS, JP, KE,
KG, KM, KN, KP, KR, KZ, LC, LK, LR, LS, LT, LU, LV,
LY, MA, MD, MG, MK, MN, MW, MX, MZ, NA, NG, NI,
NO, NZ, OM, PG, PH, PL, PT, RO, RU, SC, SD, SE, SG,
SK, SL, SM, SY, TJ, TM, TN, TR, TT, TZ, UA, UG, US,
UZ, VC, VN, YU, ZA, ZM, ZW.

Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, ZM,
ZW), Burasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),
European (AT, BE, BG, CH, CY, CZ, DE, DK, EE, ES, FI,

[Continued on next page]

(54) Title: FAULT TOLERANT COMPUTER SYSTEM

Fault Tolerant System 100

Server 110

Server 120

o (57) Abstract: A fault-tolerant computer system includes at least two servers, each of which is configured to perform a first set of
O operations. Each of the two servers communicate with a computer that does not perform the first set of operations. In the event of a
failure of a component of the system, determining which of the servers will continue to perform the first set of operations based on

W

communication with the computer.



WO 2006/121990 A2 [N} N0VOH0 AT 0 000N AR

FR, GB, GR, HU, IE, IS, IT, LT, LU, LV, MC, NL, PL, PT,  For two-letter codes and other abbreviations, refer to the "Guid-
RO, SE, S, SK, TR), OAPI (BF, BJ, CE, CG, CI, CM, GA, ance Notes on Codes and Abbreviations" appearing at the begin-
GN, GQ, GW, ML, MR, NE, SN, TD, TG). ning of each regular issue of the PCT Gazette.

Published:
—  without international search report and to be republished
upon receipt of that report



5

10

15

20

25

WO 2006/121990 PCT/US2006/017652

Fault Tolerant Computer System

CROSS-REFERENCE TO RELATED APPLICATION

This application claims priority to U.S. Provisional Application No.

60/678,167, which was filed on May 6, 2005, and is incorporated by reference.

BACKGROUND

There are many techniques in the computer industry for regulating access to

common items.

For instance, only one computer at a time can transmit data on a multi-drop
communication line. To preserve the integrity of that communication line, some form
of access ownership protocol must be run to uniquely select a single master or owner.
Depending on the item being regulated, the controlling techniques may include, for
example, collision detection, quorums, tokens, lock managers, distributed lock
managers, central arbiters, back off timers, round robin scheduling or fixed

arbitration.

Similar techniques are used to preserve system integrity in a fault-tolerant
system. Fault-tolerance is the ability of a system to achieve desired results in spite of
a failure in the system producing the result. To achieve fault-tolerance, either
replication-in-time or replication-in-space must be implemented. Replication-in-time
refers to reproducing the result at a later time because the original attempt did not
succeed due to a failure in the system producing the result. Replication-in-space
refers to having duplicate resources available at the time of the failure such that those
duplicate resources are able to continue the intended operation and produce the

desired result in spite of a failure.

When dealing with a fault-tolerant system that uses replication-in-space
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techniques, care should be taken to ensure that those duplicate resources do not
accidentally operate independently. For example, a fault-tolerant system can be made
disaster-tolerant by geographically separating the redundant components such that no
single failure event will disable the entire system. Two computers appropriately
linked in side-by-side computer racks can be considered disaster tolerant to one rack
tipping over or losing power but will not be considered disaster-tolerant to a fire in
that room. The farther apart the machines are removed from each other, the more

tolerant they become to larger area disasters.

With separation comes the problem of deciding which machine should
continue to operate in the event of a loss of communications between them. Both
machines continuing to operate without coordination is a condition know as split-
brain. Two computers operating on the same problem with the same preconditions
but operating in uncoordinated environments may produce different but nonetheless
valid results. An example is scheduling airline seats. Given the same map of
assigned seats but with reservation requests arriving in different orders due to
geographic separation of the computers, the choice of future seat assignments may be
different between computers. Each computer’s result is valid given its viewpoint of
the problem space. As a result, the computers could create valid, but different, local
databases that will be impossible to reconcile when communications are restored

between the computers. For this reason, split-brain operation is to be avoided.

SUMMARY

In one general aspect, operating a fault-tolerant computer system that includes
at least two servers, each of which is configured to perform a first set of operations,
includes having each server of the fault tolerant computer system communicate with a
computer that does not perform the first set of operations, and, in the event of a failure
of a component of the system, determine which of the servers will continue to
perform the first set of operations based on communication between at least one of the

servers and the computer.
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Implementations may include one or more of the tollowing teatures. For
example, determining which of the servers will continue to perform the first set of
operations may include having a server that is able to communicate with the computer
after the failure of the component of the system continue to perform the first set of

operations.

The system also may determine which of the servers will cease performance of
the first set of operations in the event of the failure of the component of the system.
For example, a server that is unable to communicate with the computer after the
failure of the component of the system may cease performance of the first set of

operations.

Components of the system may include a first server, a first link between the
first server and a network, a second server, and a second link between the second
server and the network, and failure of the component of the system may include
failure of the first server, the second server, the first link or the second link.
Determining which of the servers will continue to perform the first set of operations
based on communication with the computer may include avoiding split-brain
operation by having the first server continue to perform the first set of operations and
having the second server cease performance of the first set of operations in the event

of a failure of the second link.

The computer may be connected to the network by a third link, and may be
selected by the servers from multiple computers that do not perform the first set of
operations. The computer may have a unique identifier, and may be configured to
communicate with multiple fault tolerant computer systems, each of which has a

unique identifier.

After the servers select the computer that does not perform the first set of
operations, the first server may be provided with a token that permits the first server
to operate independently of the computer and the second server. Provision of the
token may be conditioned on the first server and the second server being able to

communicate with each other, as may selection of the computer.
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The computer may provide the first server with the token. For example, the
computer may determine which of the first server and the second server has a higher
level of functionality and provide the first server with the token when the first server
has the higher level of functionality. Alternatively, the computer may determine
whether the first server and the second server have network connections to the
computer, and may provide the first server with the token when the first server has a
network connection to the computer and the second server does not have a network

connection to the computer.

The details of one or more implementations are set forth in the accompanying
drawings and the description below. Other features will be apparent from the

description and drawings, and from the claims.

BRIEF DESCRIPTION OF THE DRAWINGS
FIG. 1 is a block diagram of a simple fault tolerant computer system.

FIG. 2 is a block diagram of a system that includes one quorum computer and

a network attached computer system that includes two servers.

FIG. 3 is a block diagram of a system that includes two quorum computers and

a network attached computer system that includes two servers.

FIG. 4 is a block diagram of a system that includes two quorum computers and

two network attached computer systems that each include two servers.
FIG. 5 is a state transition diagram for a quorum computer.
FIG. 6 is a state transition diagram for a server.

FIG. 7 provides cross correlated state transition Information for the system of

FIG. 3.
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DETAILED DESCRIPTION

Referring to FIG. 1, a fault tolerant computer system 100 that is constructed
from two network-connected computers is susceptible to a fault condition that isolates
the two halves of the computer system. Servers 110 and 120 are two halves of the
fully-replicated fault tolerant system 100. Servers 110 and 120 are connected into
network 150 through respective links 111 and 121. Each of links 111 and 121 may
represent multiple connection links, such as having two or more Ethernet connections
into network 150. An example of a single fault condition that can isolate server 110
from server 120 is a backhoe tractor slicing through the wiring trench between
buildings that house servers 110 and 120. This produces the potential for a condition
known as split-brain. Each of servers 110 and 120 is a complete computer system
with no local fault condition that would prevent it from operating. If servers 110 and
120 both continue to operate, they will produce divergent databases that would be
impossible to reconcile. To prevent split-brain operation, system 100 must take both
servers 110 and 120 offline, or pre-select one server (for example server 110) to
continue and take the other server (server 120) offline. Taking both servers offline
reduces the availability of the system. Pre-selecting a server assumes that the pre-
selected server is still operational after the fault. However, server 110 may not be
operational if the backhoe tractor cut the power to the building that houses server 110

when it cut the wiring.

In one example, a server is a computer that is accessible over a network (such
as a local area network, a wide area network or the Internet) and provides a service to
one or more other computers. In a more particular example, a server may be a
computer that is designed to provide a service to a client computer system that is
remotely connected to the server over a network. Some servers are dedicated to a
particular functions, such as a print server, an electronic mail (e-mail) server, a file
server, a data base server, an application server. In such a case, the server is
configured with the memory, disk space, one or more application programs, and/or a
data base to perform a particular function. A user of a computer who desires to
perform the function may connect to the server from a client computer (such as, for

example, a laptop, a desktop, or another server) to perform the function. In another
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example of a server, a computer program performs a service for another program,
which may be referred to as a client program. The server program and client program

may communicate over an asynchronous or synchronous network connection.

Marathon Technologies of Littleton, Massachusetts produces a quorum service
called Endurance® FT Virtual Server that uses replication-in-space techniques and
may be used to implement the fault tolerant system 200 illustrated in FIG. 2 and

discussed below.

FIG. 2 shows a fault tolerant system 200 with the addition of a quorum
computer 230. Servers 210 and 220 comprise a fault tolerant computer system
interconnected through links 211, 221, and network 250. Quorum computer 230
connects into network 250 through link 231. When no faults are present in the system
200, quorum computer 230 can communicate with both server 210 and server 220. If
network 250 is constructed such that no single fault event will break any two of links
211, 221 and 231, then the quorum computer 230 provides a third viewpoint on the
fault to avoid split-brain operation. When any link (211, 221, 231) or computer (210,
220, 230) fails, the remaining connected components can resolve how the network is

fractured.

For example, a fault in link 211 leaves server 210 isolated with server 220 and
quorum computer 230 communicating through link 221, network 250, and link 231.
Server 210 knows is it isolated because it can see neither server 220 nor quorum
computer 230. Server 220 knows it is not isolated because it can see quorum

computer 230.

As another example, a fault in server 210 has no effect on server 220 and
quorum computer 230 who can still communicate through link 221, network 250, and
link 231. Server 220 knows it is not isolated because it can see quorum computer

230.

The converse cases occur for faults in link 221 and server 220, resulting in
server 210 and quorum computer 230 communicating through link 211, network 250,

and link 231.
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A fault in link 231 or quorum computer 230 results m servers 210 and 220
communicating through link 211, network 250, and link 221. No operational portion
of the system was lost. However, with the lack of communications to the quorum
computer 230, system 200 is once again susceptible to split-brain operation if another
failure occurs. When neither server 210 nor server 220 sees quorum computer 230, a
software policy can choose to downgrade the fault-tolerant system (remove either
server 220 or server 230 from the system) to avoid split-brain operation until

communications to quorum computer 230 are restored.

A quorum computer can be any computer running the quorum protocol. Since
the function of the quorum computer is to provide additional capabilities to a fault-
tolerant system, the quorum computer should preferably be permanently connected
into network 250. A laptop computer that is removed from the network every night or
a desktop that is powered down every night are not advisable choices for quorum

computers.

FIG. 3 represents a fault tolerant computer system 300 that has multiple
quorum computers (330, 340). Network 350 is connected to server 310 through link
311, to server 320 through link 321, to quorum computer 330 through link 331, and to
quorum computer 340 through link 341. A single quorum computer (330) is elected
to work with servers 310 and 320 to avoid split-brain operation. In the event that
quorum computer 330 is no longer accessible, quorum computer 340 is elected to
work with servers 310 and 320 to avoid split-brain operation or the need to
downgrade system 300. Since multiple quorum computers are allowed, standard
desktop computers can provide continuous quorum service without requiring fault-

tolerant quorum computers.

FIG. 4 represents two fault tolerant systems (401 and 402) with two quorum
computers (430 and 440). Fault tolerant system 401 includes server 410, link 411,
network 450, link 421, and server 420. Fault tolerant system 402 includes server 460,
link 461, network 450, link 471, and server 470. Either or both of systems 401 and
402 can use a quorum computer (430 or 440) to avoid split-brain operation. System
401 can use any quorum computer (430, 440) without regard to which quorum
computer (430, 440) that system 402 is using.

7
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Detailed Operation of Quorum

For this discussion, a server has three major states: offline, online, and active.
Offline means the server is not currently involved in the operation of the fault tolerant
system. Online means the server is in communications with the other server in that
fault tolerant system and is attempting to become Active. Active means that the

server is an operating component of the fault tolerant system.

Each fault tolerant computer system has a software generated globally unique
ID (GUID). Thus, in FIG. 4, the GUID for system 401 is unique from the GUID for
system 402. A single quorum computer may be in use by multiple fault tolerant
systems, and is said to be elected by those systems. The system GUIDs are paired and
used by the quorum computer to identify the fault tolerant systems it is handling or
that have elected it. Each quorum computer also has a GUID, giving quorum
computer 430 a GUID that is unique from a GUID for quorum computer 440. The
quorum computer GUID is used by the fault tolerant system to identify which quorum

computer it has elected.

A permission or token is created and exchanged between the servers of a fault
tolerant system (e.g., servers 410 and 420 of system 401) and the currently-elected
quorum computer 430. The computers involved in creating a token each keep a copy
of that token. The token indicates which server (410 or 420) is allowed to operate
without the presence of the other server (420 or 410). This gives a server the ability
to reboot after a power outage or a server restart. The goal is to maximize availability

without creating split-brained operation. The rules of operation include the following:

1) A TOKEN is generated when both servers can communicate with each

other but not with the quorum computer.

2) A TOKEN may be generated when a server communicates with the elected

quorum computer but can not communicate with the other server.

3) A quorum computer can only be elected when both servers can
communicate with each other and with the quorum computer.

8
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4) A server with a TOKEN can operate independently.

There are two steady state configurations for system 401. One steady state
configuration occurs when server 410, server 420 and elected quorum computer 430
are connected together. The other steady state configuration is when either server 410
or server 420 is running independently with a TOKEN. The system is operating as a

fault tolerant system in the first steady state, but not in the second steady stae.

FIG. 5, which is discussed below, represents the state transition diagram for a

quorum computer 430 or 440 from FIG. 4, or the quorum computer 230 of FIG. 2.

FIG. 6 represents a local server state transition diagram and is drawn from the
perspective of a server in a fault tolerant system. A server (410 or 420) views itself as
“Local” and views the other server (420 or 410) in fault tolerant system 401 as
“Remote”. When looking at FIG. 6 from the point of view of server 410, “Local”
refers to server 410 and “Remote” refers to server 420. When looking at FIG. 6 from
the point of view of server 420, “Local” refers to server 420 and “Remote” refers to

server 410.

The discussion that follows describes the transitions of the state diagram of
FIG. 5 for the quorum computer, and the transitions of the state diagram of FIG. 6 for
the servers. The interactions between the state diagrams of FIGS. 5 and 6 are also
_discussed. Note that a single quorum computer (e.g., 430) can serve multiple fault
tolerant systems (e.g., 401 and 402) at the same time. In this case, there would be a
different FIG. 5 state transition diagram for each of the systems served by the quorum
computer. In addition, a single fault tolerant computer system (e.g., 401) can interact

with multiple quorum computers (e.g., 430 and 440).

Each of quorum computers 430 and 440 and fault tolerant systems 401 and
402 is assigned a globally unique identification (GUID). For ease of discussion, the
GUIDs are assumed to be Q430 for quorum computer 430, Q440 for quorum
computer 440, S401 for fault tolerant system 401, and S402 for fault tolerant system
402.
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Referring to FIG. 5 and assuming that there has been no prior connection
between fault tolerant system 401 and quorum computer 430, quorum computer 430
boots at transition “Start” 501 and enters the “Initialize” state 510. The Start 501
transition occurs any time the quorum computer starts the quorum service. The Start
501 transition is an implied transition from every state in FIG. 5 that will occur if the

quorum computer is rebooted.

If, after Initialize 510, the quorum computer has no knowledge of the current
System GUID (i.e., S401) for fault tolerant system 401, transition 511 is taken to
“Inactive” 520. Transition 512 is taken to state “Segmented” 550 when the quorum
computer has stored the System GUID S401. As discussed below, this means that the
TOKEN for that System GUID has been given to one of the servers of system 401,

and that server has permission to run independently.

State Inactive 520 represents the condition where the quorum computer has no
prior knowledge of the activity of system 401. The default transition, Start 501,
returns the quorum computer back to state Initialize 510. Transition 521 from
Inactive 520 to state “Connected” 530 is taken when both servers of system 401
connect to (elect) this quorum computer. A TOKEN is created and held by the
quorum computer. Any previous TOKEN held by the servers of system 401 is
discarded. The TOKEN is unique to fault tolerant system 401 and the current System
GUID. The TOKEN being held by the quorum computer indicates that neither server
of System GUID currently holds a TOKEN, and, therefore, that neither server has

permission to operate independently.

From Connected 530 there are four possible transitions. The implied Start 501
transition to state Initialize 510 represents the quorum computer restarting the quorum
service while it holds the TOKEN. The quorum computer loses all knowledge of
TOKEN for System GUID. The servers of fault tolerant system 401 are allowed to

reelect this quorum computer or to elect any other quorum computer.

From Connected 530, transition 531 back to state Inactive 520 occurs when
quorum computer 430 loses communication to both servers of fault tolerant system

401. This is an implied de-election activity. The transition may have occurred

10
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because of a loss of network connectivity to quorum computer 430 or the servers ot
fault tolerant system 401 may have elected a different quorum computer. All
knowledge of the TOKEN and the System GUID for fault tolerant system 401 is
destroyed after a suitable timeout interval. This quorum computer 430 no longer

maintains information specific to fault tolerant system 401.

From Connected 530, the third transition is 533 to Save GUID 540, where
both servers in fault tolerant system 401 are no longer connected to each other but still
have access to the quoram computer. Each server in system 401 requests the TOKEN
from the quorum computer. This is a split-brain connection. As part of that request,
each server provides a scalar value representing the current capabilities of that server.
Only one of the servers in fault tolerant system 401 should be allowed to continue
operation. The server with the highest scalar value which represents the best selection
of current capabilities (e.g., network attachments, available disk drives, memory, or
fewest failures) will be issued the TOKEN by the quorum computer. The server with

the TOKEN is allowed to continue independent operation.

From Connected 530, the fourth transition is also to state Save GUID 540.
One server from fault tolerant system 401 is still connected to the quorum computer
and is requesting the TOKEN. That seiver is given the TOKEN by the quorum

computer. The server with the TOKEN is allowed to continue independent operation.

There are two cases of TOKEN distribution that are not covered in the
transitions from state 530 Connected. The two servers of system 401 are allowed to
create and distribute a TOKEN between them without the use of the quorum
computer. This will happen if one or both of the servers 410 and 420 loses the
connections fo quorum computer 430 but can still communicate between themselves.
Server 410 and 420 will directly exchange their capabilities value and create a
TOKEN identifying the server that will survive. In FIG. 5, this case is represented in

transition 531 1o siate 520 Inactive. This quorum computer was de-elected.

State Save GUID 540 saves the systern GUID S401 and TOKEN information,
"This information will persist until state Connected 530 is reached again. There are

three transitions out of Save GUID 540. The implied transition 501 Start comes right

11
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back to state Save GUID 540 through transitions 512 to Segmented 550 and transition
551. The second transition out of Save GUID 540 is transition 541, which happens
when communications is re-established between servers of fault tolerant system 401.
The TOKEN is given back to the quorum computer and state Connected 530 is
entered. The third transition 542 from state Save GUID 540 to state Segmented 550 is
taken when communications is lost to one or both of the servers in fault tolerant

system 401.

State Segmented 550 represents the quorum computer having given its
TOKEN to a server in system 401 to designate that server as having the privilege to
boot and/or run independently of the other server in system 401. There are two
transitions out of Segmented 550. The implied transition Start 501 returns back to
Segmented 550 through state Initialize 510 and transition 512. Transition 512 is taken
to state Segmented 550 when the quorum computer has stored the GUID (S401) of
fault tolerant system 401. This means that the TOKEN for S401 is outstanding.

The second transition from state Segmented 550 is transition 551 to state Save
GUID 540. This transition happens when both servers of fault tolerant system 401

reconnect to the quorum computer.

There is one transition that has not yet been described. From state Inactive
520, transition 522 to state Save GUID 540 is taken when one server connects to this
quorum requesting a TOKEN. After a timeout period has expired and the other server
of system 401 has not connected, the TOKEN is created and given to that single
server to allow it to operate independently. This transition can only occur if this
quorum computer is still the elected quorum computer for system 401. In other
words, the quorum computer was in state Connected 530 and transition 501 was taken
due to a power failure or system reboot or transition 531 was taken due to the loss of a
network connection between the quorum computer and system 401. In state Inactive
520, when one server connects to the quorum computer, the quorum computer now
knows that it is the elected quorum and starts a timer. When the timer expires, the
quorum computer creates a TOKEN and gives it to the connected server. If the other
server of system 401 connects before the timeout interval expires, then transition 521
to state Connected 530 will be taken as discussed above.

12
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Note that there is no overt de-elect function. When a quorum computer is de-
elected, the servers of fault tolerant system 401 stop conversing with the quorum
computer. From any state in the quorum state transition diagram, the “0 server”
transition represents a potential de-election. This leaves the quorum computer in
either state Inactive 520 or state Segmented 550. In state Inactive 520, the quorum
computer has no knowledge of system GUID S401. In state Segmented 550, the
quorum computer is holding onto the system GUID and the knowledge of which
server last had the TOKEN. If fault tolerant system 401 ever re-elects this quorum
computer, transitions 551 and 541 are followed back to state Connected 530 where the
stale TOKEN information is cleaned up. The servers of fault tolerant system 401
track the quorum GUID of the current quorum computer and ignore any TOKEN
information held by any other quorum computer. Thus, the stale TOKEN information

in a quorum computer has no adverse affect.

Referring to FIG. 6, the state transitions relative to a server are described. The
implied transition is Start 601, which leads into state Offline/Unknown 610. In most
cases, the state name chosen gives the condition of the local server (Offline) followed
by the condition of the remote server (Unknown). The first time a server is activated,
there is no elected quorum computer; therefore, the quorum GUID is not found.

There also is no TOKEN. From state Offline/Unknown 610, there is only one useable

transition 613 to state Online/Online 630 when the remote server is detected.

From state Online/Online 630, transition Start 601 represents the reboot of the
local server. Transition 631 represents the reboot of the remote server. In either case,
state Offline/Unknown 610 is entered. Transition 632 to state Active/Active 640
occurs when the local and remote servers elect a quorum computer with quorum
GUID. The quorum computer tracks the TOKEN for this system GUID. Both the
local and the remote servers also track the TOKEN based on the quorum GUID.
Transition 634 and transition 635 occur when both the local and remote servers
cannot connect to the same quorum computer before a timeout period expires.
Transition 634 occurs to state Active/Online 660 when the local server wins the
arbitration with the remote server. The local server was chosen to become active. A

TOKEN is created and kept by both servers to identify the local server. Transition

13
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635 to state Online/Active 620 occurs when the local server loses the arbitration with
the remote server. The remote server was chosen to become active. A TOKEN is

created and kept by both servers to identify that remote server.
Subsequent passes through state Online/Online 630 are described below.

State 640 Active/Active is the normal operational state of the system. Both
local and remote servers are operational and a quorum computer is connected. There
are three transitions out of this state, one for each of the three components. Transition
Start 601 to state Offline/Unknown 610 represents the local server as being removed
from the system by a failure or loss of communications to both the remote server and
the quorum computer. Transition 641 to state Active/Unknown 650 occurs when the
local server loses connection to the remote server and the elected quorum computer
gives the TOKEN to the local server. Transition 642 to state Offline/Unknown 610
occurs when the local server loses connection to the remote server and the elected
quorum computer gives the TOKEN to the remote server. Transition 643 to state
Downgrade Pending 670 occurs when communications is lost to the quorum
computer. Arbitration between the local and remote servers creates a local or remote
TOKEN to be used in case connections cannot be re-established to a quorum
computer. The Quorum TOKEN still exists, but it is isolated on the inaccessible
quorum computer. Resolution of this duplicate TOKEN is described below.
Transition 644 back to state Active/Active 640 allows the server to elect a different

quorum computer without affecting the operational mode of the servers.

State Downgrade Pending 670 is a temporary active/active state. A timeout
period is started on entry to the state. During the timeout interval, re-establishing
communications with the elected quorum computer or electing a new quorum
computer will avoid having to downgrade the computer system. Transition 673 to
state Active/Active 640 occurs when communications with the elected quorum
computer is re-established. The local or remote TOKEN created on entering state
Downgrade Pending 670 is discarded in favor of the quorum TOKEN on the quorum
computer. Transition 674 to state Active/Active 640 occurs when a new quorum
computer is elected. The local or remote TOKEN is discarded and a new quorum
TOKEN is created on the new quorum computer identified by the new value of
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quorum GUID. Note there is still an outstanding quorum TOKEN on the old quorum
GUID quorum computer. Transition 671 to state Offline/Unknown occurs when the
TOKEN created on the transition from state Active/Active 640 was remote and either
the timeout for finding a quorum has expired, or the remote server stops
communicating. Transition 672 to state Active/Unknown 650 occurs when the server
TOKEN created on the transition from state Active/Active 640 was local and either
the timeout for finding a quorum has expired, or the remote server stops

communicating.

Returning back to state Offline/Unknown 610, there are four transitions from
the state. Transition 613 was described above when describing the initial transfers of
anew system. Transition 611 occurs to state Online/Active 620 when a remote server
is present and the remote server has the TOKEN. Transition 612 to state
Active/Unknown 650 occurs when the local server has the TOKEN. Transition 614 to
state Active/Unknown 650 occurs when there is an elected quorum computer
identified by quorum GUID, the elected quorum computer has the quorum TOKEN,
the remote server is unavailable, and a timeout interval has expired. Then a local
TOKEN is given to the local server by the quorum computer and the local server is

allowed to go active.

State Online/Active 620 has the remote server operational with the local server
attempting to join the system. Transition 621 to state Offline/Unknown 610 occurs
when communication is lost with the remote server. Transition 622 to state
Active/Active 640 occurs when the local and remote servers elect a new quorum
computer. The remote TOKEN is destroyed and a new quorum TOKEN is created on
the new quorum computer. Transition 623 to state Active/Active 640 occurs when the
currently elected quorum computer is connected to both the local and the remote

server. The remote TOKEN is given back to the quorum computer.

State Active/Unknown 650 has the local server operational with the remote
server unknown. When connection to the remote server is established, transition 651

occurs to state Active/Online 660.

State Active/Online 660 has three transitions. Transition 661 to state
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Active/Unknown 650 occurs when communications to the remote server is lost.
Transition 662 to state Active/Active 640 occurs when the local and remote servers
elect a new quorum computer. The local TOKEN is destroyed and a new quorum
TOKEN is created on the new quorum computer. Transition 663 to state
Active/Active 640 occurs when the currently elected quorum computer is connected
to both the local and the remote server. The local TOKEN is given back to the

quorum computer.

After state Active/Active 640 has been visited once, there is always a currently
elected quorum computer identified by quorum GUID. From state Online/Online
630, transition 633 to state Active/Active 640 can be taken when communications to
the quorum computer quorum GUID is re-established. Transition 634 and transition
635 occur when neither the local server nor the remote server can connect to the same
quorum computer before a timeout period expires. Transition 634 occurs to state
Active/Online 660 when the local server wins the arbitration with the remote server.
The local server was chosen to become active. A TOKEN is created and kept by both
servers to identify the local server. Transition 635 to state Online/Active 620 occurs
when the local server loses the arbitration with the remote server. The remote server
is chosen to become active. A TOKEN is created and kept by both servers to identify

that remote server.

Resolution of Duplicate TOKENS

At any given time there may be multiple tokens in existence for a given
system GUID. The existence of multiple tokens for a given System GUID is

permitted because:

1) There can be only one elected quorum computer for any system GUID.
The servers in the system corresponding to the system GUID track the quorum GUID
for the elected quorum computer. The quorum GUID can only change when both

servers in the system GUID agree on a new quorum election.

2) A server can only get a TOKEN from the elected quorum computer or
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from the other server.

3) A quorum computer can only get the TOKEN when in communication

with both servers of the system corresponding to the system GUID.

4) When a local or remote TOKEN is outstanding, the servers of the
system corresponding to the system GUID ignore the token status of the elected

quorum computer quorum GUID.

Thus, when a quorum computer is de-elected, the de-elected quorum computer
is ignored by the servers of the system corresponding to the system GUID. The
current state of TOKEN from the perspective of the quorum computer is unimportant
and may appear to be in conflict with other quorum computers. There may be several
quorum computers that believe they are the elected quorum computer for a particular
system GUID. Only the servers of the system corresponding to the system GUID
know which quorum computer is the elected quorum computer. When system GUID
re-elects the quorum computer corresponding to the quorum GUID, the apparent
conflict for that pairing is resolved. The quorum computer is given the quorum

TOKEN and all local and remote tokens will be removed.

Interactions between quorum computer and servers

A sequence of interactions between server 310 and server 320 (both members
of the system corresponding to the system GUID 300) and quorum computer 330 and
quorum computer 340 are described to illustrate the operation of the system. Changes

in the configuration are illustrated in FIG. 7.

Step 1: Boot server 310 and server 320. Both servers end in state

Online/Online 630 because there is no TOKEN and no available quorum computers.

Step 2: Servers arbitrate. After a timeout period waiting for a quorum
computer, the servers arbitrate the TOKEN to server 320. Server 310 ends in state
Online/Active 620 because it does not have the TOKEN. Server 320 ends in state
Active/Online 660 because is has the TOKEN.
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Step 3: Quorum boots. Quorum computer 330 boots. There is no System

GUID knowledge, so the final state is Inactive 520.

Step 4: Elect quorum computer 330. Both server 310 and server 320 discover
and elect quorum computer 330. Both server 310 and server 320 end in state
Active/Active 640 while the quorum computer 330 ends in state Connected 530. The
Quorum GUID is 330, the System GUID is 300 (System GUID for servers 310 &
320), and the TOKEN belongs to quorum computer 330.

Step 5: Reboot the quorum computer 330. This forces both server 310 and
server 320 into state Downgrade Pending 670. They arbitrate the TOKEN to server
320.

Step 6: Avoid split-brain. A timeout period has expired attempting to acquire
a quorum computer. Using the TOKEN, server 310 ends in state Online/Active 620
while server 320 ends in state Active/Online 650. The quorum computer 330 has
reinitialized to state Inactive 520 with no prior knowledge of any dealing with System

GUID 300.

Step 7: Re-acquire Quorum. Both servers 310 and 320 connect to quorum
computer 330 and give the TOKEN back. This puts both servers in state
Active/Active 640. To quorum computer 330, this is an election into state Connected

530.

Step 8: Lose server 320. Server 320 stops communicating. The quorum
computer 330 transitions to state Segmented 550 and gives the TOKEN to server 310.
Server 310 transitions to state Active/Unknown 650.

Step 9: Lose quorum computer 330. There is no change to server 310 since it

already has the TOKEN and is allowed to operate independently.

Step 10: Reboot server 310. When server 310 reboots, it transitions from state

Ofﬂine/Unknown 610 to state Active/Unknown 650 because it still holds the TOKEN.
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Step 11: Reboot Quorum. The quorum computer 330 ends in state Segmented
550 because the System GUID of server 310 was saved over the boot and there is only

one server available. No change occurs to server 310.

Step 12: Server 320 boots. Server 320 stays in state Offline/Unknown 610
until a connection has been established to either server 310 or quorum computer 330.
Note that server 310 has the TOKEN and that server 320 has no record of a TOKEN.
Server 320 must either connect to quorum computer 330 and arbitrate for the token

(this is shown in step 17) or connect to server 310 and arbitrate for the token.

Step 13: Server 320 connects. Server 310 and server 320 can communicate.
This puts server 310 in state Active/Online 660 and server 320 in state Online/Active
620. Both servers agree on the TOKEN ownership. Quorum computer 340 has been

booted to show a new election in the next step.

Step 14: Elect quorum computer 340. Both server 310 and server 320 agree to
elect a new quorum computer 340. This puts both server 310 and 320 in state
Active/Active 640 with the Quorum GUID set to 340. Quorum computer 330 is still
in state Segmented 550 believing that it is still elected by System GUID 300. Quorum
computer 320 ends in state Connected 530 with a System GUID of 300 and the
TOKEN.

Step 15: Reboot both servers. Both servers are rebooted and follow the path
from states Offline/Unknown 610 to Online/Online 630 because neither server has the
TOKEN and both servers are present before the timeout period (transition 614).
Quorum computer 340 times out the connections to System GUID 300, drops all

knowledge of System GUID 300, and ends in state Inactive 520.

Step 16: Lose server 320. Server 310 ends in state Offline/Unknown 610
because it does not have a TOKEN. Quorum computer 340 is still elected quorum

computer for system 300.

Step 17: Quorum & Timeout. After a timeout period waiting for server 320 to
appear, server 310 arbitrates with quorum computer Quorum GUID (340) for the
TOKEN. Quorum computer 340 has no prior knowledge of System GUID 300 but

19



WO 2006/121990

10

15

20

25

will create the TOKEN and give it to server 310. This leaves server 310 in state
Active/Unknown 650 and quorum computer 340 in state Segmented 550. Both agree
that server 310 has the TOKEN.

Step 18: Server 320 reboots. Server 320 will end in state Online/Active 620
because server 310 is present and has the TOKEN. Server 310 ends in state
Active/Online 660. Quorum computer 340 stays in state Segmented 550 because

server 320 has not yet connected to it.

Step 19: Server 320 returns. Both servers transition to state Active/Active
when server 320 connects to quorum computer 340. Quorum computer 340 ends in

state Connected 530.

Step 20: Avoid split-brain. Servers 310 and 320 can no longer communicate.
Quorum computer 340 transitions to state Save GUID 540 and gives the TOKEN to
server 320. Server 320 ends in state Active/Unknown 650 with the TOKEN. Server
310 ends in state Offline/Unknown 610 because it does not have the TOKEN and

cannot acquire it from quorum computer 340.

Step 21: Reconnect. Servers 310 and 320 reconnect. This transitions both
servers to state Active/Active 640. Quorum computer 340 transitions to state

Connected 530 and gets the TOKEN back.

Step 22: Elect Quorum 330. Both servers 310 and 320 elect quorum server
330 without making any state change leaving them in state Active/Active 640.
Quorum computer 330 transitions from state Segmented 550 through Save GUID 540
to state Connected 530. Quorum computer 340 ends in state Inactive 520 with no
prior knowledge of System GUID 300. The System GUID and Quorum GUID for

servers 310, 320 and quorum computer 330 are now consistent.

Techniques have been described for ensuring that a replicated system cannot
operate in split-brain mode. A floating (selectable from a dynamic pool of available
computers) quorum computer may be used to arbitrate between the replicated
components when direct communication is lost. The ability to reboot the systems and

still avoid split-brain operation in the presence of failures is provided with the
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addition of a token. Token coordination is maintained across system failures, reboots,

and quorum computer changes.

Implementations of the techniques may include a method or process, a system
or apparatus, or computer software on a computer-accessible medium. Other

5  implementations are within the scope of the following claims.
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WHAT IS CLAIMED IS:

1. A method of operating a fault-tolerant computer system, the method

comprising:

having each server of a fault tolerant computer system that includes at least
two servers, each of which is configured to perform a first set of operations,

communicate with a computer that does not perform the first set of operations, and

in the event of a failure of a component of the system, determining which of
the servers will continue to perform the first set of operations based on

communication between at least one of the servers and the computer.

2. The method of claim 1 wherein determining which of the servers will
continue to perform the first set of operations comprises having a server that is able to
communicate with the computer after the failure of the component of the system

continue to perform the first set of operations.

3. The method of claim 2 wherein determining which of the servers will
continue to perform the first set of operations comprises having a server that is unable
to communicate with the computer after the failure of the component of the system

cease performance of the first set of operations.

4. The method of claim 1 further comprising determining which of the servers
will cease performance of the first set of operations in the event of the failure of the

component of the system.

5. The method of claim 4 wherein determining which of the servers will cease

performance of the first set of operations comprises having a server that is unable to
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communicate with the computer after the failure of the component of the system cease

performance of the first set of operations.

6. The method of claim 1 wherein:

components of the system include a first server, a first link between the first
server and a network, a second server, and a second link between the second server

and the network, and

failure of the component of the system comprises failure of the first server, the

second server, the first link or the second link.

7. The method of claim 6 wherein determining which of the servers will
continue to perform the first set of operations based on communication with the
computer further comprises avoiding split-brain operation by having the first server
continue to perform the first set of operations and having the second server cease

performance of the first set of operations in the event of a failure of the second link.

8. The method of claim 6 wherein the computer is connected to the network

by a third link.

9. The method of claim 1 further comprising having the servers select the
computer that does not perform the first set of operations from multiple computers

that do not perform the first set of operations.

10. The method of claim 9 wherein the computer that does not perform the

first set of operations has a unique identifier.
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11. The method of claim 9 wherein the computer that does not perform the
first set of operations is configured to communicate with multiple fault tolerant

computer systems.

5 12. The method of claim 11 wherein each of the multiple fault tolerant

computer systems has a unique identifier.

13. The method of claim 9 further comprising, after the servers select the
computer that does not perform the first set of operations, providing a first server with
10  atoken that permits the first server to operate independently of the computer and a

second server.

14. The method of claim 13 wherein providing the first server with the token
comprises doing so only when the first server and the second server can communicate

15  with each other.

15. The method of claim 9 wherein having the servers select the computer
that does not perform the first set of operations comprises doing so only when the first

server and the second server can communicate with each other.
20

16. The method of claim 13 further comprising having the computer provide

the first server with the token.

17. The method of claim 16 further comprising having the computer
25  determine which of the first server and the second server has a higher level of
functionality and providing the first server with the token when the first server has the

higher level of functionality.
24
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18. The method of claim 16 further comprising having the computer
determine whether the first server and the second server have network connections to
the computer and providing the first server with the token when the first server has a
network connection to the computer and the second server does not have a network

connection to the computer.
19. A fault-tolerant computer system comprising:

a first server configured to perform a first set of operations and having a
network connection to a computer that does not perform the first set of operations,

and

a second server configured to perform the first set of operations and having a

network connection to the first server and to the computer,

wherein the system is configured to determine, in the event of a failure of a
component of the system, which of the servers will continue to perform the first set of
operations based on communication between at least one of the servers and the

computer.

20. Computer software, stored on a computer-readable medium, comprising

instructions for causing a fault-tolerant computer system to:

have each server of the faunlt tolerant computer system, which includes at least
two servers, each of which is configured to perform a first set of operations,

communicate with a computer that does not perform the first set of operations, and

in the event of a failure of a component of the system, determine which of the
servers will continue to perform the first set of operations based on communication

between at least one of the servers and the computer.
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Cross Correlated State Transition Information for Figure 3

Operation

Boot servers
Servers Arbitrate
Quorum Boots
Elect Quorum 330
Reboot Quorum
Avoid Split-Brain
Re-acquire Quorum
Loose server 320
Loose Quorum
Reboot server 310
Reboot Quorum
Server 320 boots
Server 320 connects
Elect Quorum 340
Reboot both servers
Loose server 320
Quorum & Timeout
Server 320 reboots
Server 320 returns
Avoid Split-Brain
Reconnect

Elect Quorum 330

Server 310

630/-/-
620/-/320
620/-/320
640/330/-
670/330/320
620/330/320
640/330/-
650/330/310
650/330/310
650/330/310
650/330/310
650/330/310
660/330/310
640/340/-
630/340/-
610/340/-
650/340/310
660/340/310
640/340/-
610/340/320
640/340/-
640/330/-

Server 320

630/-/-
660/-/320
860/-/320
640/330/-
670/330/320
660/330/320
640/330/-
J-l-

/-

~f-f~

/-
610/330/-
620/330/310
640/340/-
630/340/-
/-]~

-
620/340/310
640/340/-
650/340/320
640/340/-
640/330/-

Quorum 330

of-/-

-f-/-

520/-/-
530/300/330
-/-]-

520/-/-
530/300/330
550/300/310
A

of-/-
550/300/310
550/300/310
550/300/310
550/300/310
550/300/310
550/300/310
550/300/310
550/300/310
550/300/310
550/300/310
550/300/310
530/300/330

Quorum 340

)t~
el

/-

el

J-l-

A

s

o

A

-/~

s

/-

520/-/-
530/300/340
520/-/-
520/-/-
550/300/310
550/300/310
530/300/340

. 540/300/320

530/300/340
520/~

Note: for Servers 670/330/320 => State 670 / Quorum GUID 330/ TOKEN holder 320
Note: for Quorum 550/300/310 => State 550 / System GUID 300/ TOKEN holder 310
Note: Server 310 and Server 320 are members of System GUID 300

Figure 7
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