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(57) Abstract: Example embodiments relate to classifying application protocol interfaces (APIs) in terms of their relation to user ex -
perience. Example embodiments may determine that a user action occurred and monitor a first thread separate from a user interface
(UI) thread of the computing device. The first thread may process a first API in response to the occurrence of the user action. A de-
termination may be made as to whether the first API being processed on the first thread is related to the user action. Responsive to
the first API being related to the user action, a determination may be made as to whether the first API causes the first thread to up -
date the UI thread of the computing device. Responsive to the Ul thread being updated, the first API may be tagged as affecting user
experience.
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CLASSIFYING APPLICATION PROTOCOL INTERFACES (APIS) AS AFFECTING
USER EXPERIENCE

BACKGROUND
00011 Application owners, application developers, and other interested parties often
wart o analyze and improve user experience of their application. To that end, these
parties ofien rely on client-side monitoring fools o collect data from an application at the
client side and send that data to a server for analysis. A server may perform various
analyses on the collected data to determine what collected data may affect user
experience. The process {o determine which of the collected data affects user experience
and which parts of the application are associated with the pertinent collected data may be

time consuming and may involve complicated processing.

Brier DESCRIPTION OF THE DRAWINGS
{00021 The following detailed description references the drawings, wherein:
{00031 FIG. 1 is a block diagram of an example client computing device for determining
user experience of an application running on the client computing device;
{00047  FiG. 2 s a block disgram of an example server computing device in
communication with a plurality of client computing devices for determining user experience
of an application running on the plurality of client computing devices,
[0005]  FiG. 3 is a flowchart of an example method for execution by a client computing
device for determining user experience of an application running on the client device;
[0006]  FIG. 3A s a flowchart of an example method for execution by a client computing
device for determining whether an individual AP! executed by an application running on
the client computing device causes an update;
10007} FiG. 4 is a flowchart of an example method for execution by a client computing
device for determining user experience of an application running on the client device;
{00081 FIG. 5 is a flowchart of an example method for execution by a client computing
device for determining user experience of an application running on the client device;
{00091  FiG. 6 is & block diagram of APIs that may be executed in an application

rurning on the client computing device;
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{00101 FIG. 7A 18 an exemplary table depicting information related to APIs that may be
executed in an application running on a client computing device; and
100111 FIG. 7B is an exemplary table depicling information related o APIls that may be

executed in an application running on a client computing device.

DeTaiLeDn DESCRIPTION
{00121 The Wllowing detailed description refers to the accompanying drawings.
Wherever possible, the same reference numbers are used in the drawings and the
following description 1o refer to the same or similar parts. While several examples are
described in this document, modifications, adaptations, and other implementations are
possible.  Accordingly, the following detailled description does notf limit the disclosed
examples. Instead, the proper scope of the disclosed examples may be defined by the
appended claims.
00131 As delailed above, application owners, application developers, and other
interested parties often want {0 analyze and improve user experience of their application.
To that end, these parties often rely on client-side monitoring tools o collect data from an
application at the client side and send that data o a server for analysis. A server may
perform various anaiyses on the collected data to determine what collected data may
affect user experience. The process to determine which of the collecied dala affects user
experience and which parts of the application are associated with the pertinent collected
data may be time consuming and may involve complicated processing
{0014]  Various client-side monitoring tools may collect all traffic and data being
processed in relation to an application and pass the collected information 1o a server for
analysis. The server may then sift through the collected information, analyze which
portions of the collected information may be relevant to user experience, and provide
formation related o those relevant portions (o application owner, application developers,
and/or other interested parties. Those interested parties may then identify which
processes or functionality of the application may produce the relevant portions of
information and determine how {0 optimize the identified processes or functionality. The
process may involve a ol of data being sent to and from the client and server, and
complicated back-end processing.
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[0015]  Example embodiments disclosed herein address these issues by instrumenting
an application running on a client device to determine that a first user action occurred and
monitor a set of threads separate from an user interface (U} thread of the computing
device, where an individual thread of the set of threads processes an application
programming interface (APl) in response o the occurrence of the user action. The
client computing device may classily the AP as affecting user experience, being related
{0 the user action that occurred, being unrelated to the user action, and/or with another
classification describing the relation of the AP to the user experience of the application.
The client computing device may then tag the AP with the corresponding classification,
and send information related to the tagged AP to a server which may analyze
application data, make the application available to the client, andfor be otherwise
related to the application being monitored.
{0016}  The client compuling device may classify an individual APl by determining
whether the individual AP} is related o the user action. Responsive 1o the individual
APl not being related o the user action, the client computing device may classify the
individual APl as not related (o user action. Responsive to the individual AP being
refated to the user action, the client computing device may then determine whether the
individual APl causes the Ul thread of the computing device to be updated. Responsive
o the Ul thread being updated, the client computing device may classify the first APl as
affecling user experience. Responsive o the individual AP not causing an update to the
LH thread, the client computing device may classify the individual AP| as related to the user
action.
{0017]  Referring now to the drawings, FIG. 1 is a block diagram of an example client
computing device 100 for delermining user experience of an application running on the
client computing device 100, Client computing device 100 may be any computing device
accessible 1o a server computing device, such as server computing device 250 of FIG. 2,
aver the Internet. In the embodiment of FiG. 1, client computing device 100 includes a
processor 110 and a non-transitory machine-readable storage medium 120.
{00181  Processor 110 may be one or more central processing units {(CPUs),
microprocessors, andfor other hardware devices suitable for relrieval and execution of

instructions stored in machine-readable storage medium 120. Processor 110 may felch,
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decode, and execute instructions 121, 122, 123, 124, and/or other insiructions o enable
monitoring of applications running on the client computing device 100, as describad below.
As an alternative or in addition o refrieving and executing instructions, processor 110 may
nclude one or more electronic circuits comprising a number of electronic components for
performing the functionality of one or more of instructions 121, 122, 123, 124, and/or other
instructions.

{00191 In one example, the program instructions can be part of an installation
package thal can be executed by processor 120 o implement the functionality
described herein. In this case, mamory 120 may be a portable medium such as a CD,
DVD, or flash drive or a memory mainiained by another computing device {e.g., the
server computing device 200) from which the installation package can be downloaded
and instalied. In ancther example, the program insiructions may be part of an
application or applications already instailed on client computing device 100.

{00201 Machine-readable siorage medium 120 may be any hardware siorage device
for maintaining data accessible to client computing device 100. For example, machine-
readable storage medium 120 may include one or more hard disk drives, solid state
drives, tape drives, andior any other storage devices. The slorage devices may be
located in client computing device 100 and/or in another device in communication with
cloud server 250. As detailed below, storage medium 120 may maintain and/or store the
data and information described herein.

{00211 For example, machine-readable storage medium 120 may be any electronic,
magnetic, optical, or other physical storage device that stores executable instructions.
Thus, machine-readable storage medium 120 may be, for example, Random Access
Memory (RAM), an Electrically-Erasable Programmable Read-Only  Memory
(EEPROM), a storage drive, an optical disc, and the like.

{00221  As described in detail below, machine-readable storage medium 120 may be
encoded with executable instructions for enabling client execution of the funclionality
described herein. For example, machine-readable storage medium 120 may store action
determination instructions 121, thread monitoring instructions 122, APl determining
nstructions 123, AP classification instructions 124, and/or other instructions that may be
used to carry out the funclionality of the invention.



WO 2015/167472 PCT/US2014/035923

5

{0023]  Action determination instructions 121, when executed by processor 110, may
determineg whether a user action was perceived in the application.  Action determination
nstructions 121, when executed by processor 110, may determine that a user action
occurred in the application, may receive an indication that a user action occurred in the
application, andior may otherwise determine that & user action was perceived in the
application. For example, the aclion determination instructions 121, when executed by
pracessor 110, may delermine that a user action occurred in the application by moniioring
a set of handlers in the application and/or the client computing device 100 via which user
action may be initially processed. Examples of handlers include an OnClick handler, a
ButionPress handler, andfor other handiers that detect user interaction with the client
computing device. In another example, the action determination instructions 121, when
executed by processor 110, may receive an indication from the application, from the client
computing device 100, from the server computing device 250, and/or from another source,
that a user action cccurred.

{0024] Hesponsive o determining that a user aclion occurred in the application, action
determination instructions 121, when executed by processor 120, may trigger monitoring
of threads, APls, and/or other data or processing that may occur in the application. For
example, responsive o determining that a user action occurred in the application, action
determination instructions 121, when executed by processor 120, may frigger the
execution of the thread monitoring instructions 122

{00251 Thread moniforing instructions 122, when exgcuted by processor 110, may
manitor the threads running in the application. Thread monitoring instructions 122, when
executed by processor 110, may monitor the threads running in the application responsive
o the action determination instructions 121 determining that a user action ocourred in the
application. In some examples, thread monitoring instructions 122, when executed by
processor 110, may continuously monitor threads running in the application, may moniior
threads in the application regardiess of whether the aclion determination instructions 121
determined that user action occurred, may monitor threads in the application at
predetermined intervals, may monitor threads running in the application responsive o

other criteria being mel, and/or may monitor threads in ofher manners.
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{0026  In conjunclion with monitoring the threads running in the application, thread
monitoring instructions 122, when executed by processor 118, may maintain, for each
ndividual thread running in the application, an identifier of the individual thread,
information related to the processing being done on the thread, andfor other information
related to the individual thread.  The information related to the processing being done on
the thread may comprise, for example, information related to an APl being execuied on
the thread, timesiamps associaled with when execution of an AP begins and ends, inputs
and/or outputs of the processing being performed on the thread, information related o
interaction with other threads, information related fo inferaction with other computing
devices, and/or other information related to the processing.

{00277 In some examples, 8 main user interface (Ul) thread spawned by the application
may be the only thread in the application with permission {0 update the user interface of
the client computing device 100. In some of these examples, the client computing device
100 on which the application is running may be a mobile device, a thin client device, 2
device running on a virtual machine, and/or other computing device with limited processing
capability.

{0028]  The thread monitoring instructions 122, when executed by processor 110, may
maintain information related to the Ul thread, including an indicator that the Ul thread has
permission to update the user interface of client computing device 100, inpuis received to
the U thread to update the user interface of client compuling device 104, the source of
those inputs, information related to the processing that caused the source o provide an
nput to the Ul thread, and/or other information related to the Ul thread. In some
examples, along with the Ul thread, numerous other threads (e.g., background threads)
may be spawned by the application in response to processing performed by the
application, user input received via the application, instructions received via the
application, andfor other interaction or functionalily of the application. The thread
rmanitoring instructions 122, when executed by processor 110, may maintain information
refated to these numerous other threads as well.

[0028]  The thread monitoring instructions 122, when executed by processor 110, may
store the information related {0 monitoring the threads running in the application in a non-

ransitory machine-readable storage medium 120 of the dlient computing device 100. The
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thread monitoring instructions 122, when executed by processor 110, may send the
monitoring information o the server computing device 250 as an allernative or in
conjunction with storing the monitoring information locally on the dlient computing device
100. In some examples, the thread monitoring instructions 122, when executed by
processor 110, may send the monitoring information © the server computing device 250 at
predetermined intervals, upon completion of processing associated with a received user
action, in response o a request received from server computing device 250, and/or based
upon another set of conditions being met.

{00307 The API delermining instructions 123, when executed by processor 110, may
determine whether an individual AP affects user experience of the application. For
example, the AP determining instructions 123, when executed by processor 110, may first
determine whether an individual APl is related (o the user action. Responsive (o
determining that the individual APl is related to the user action, the AP determining
instructions 123, when executed by processor 110, may delerming whether the thread on
which the individual APl causes an update o the Ul thread of the client computing device
100. For example, the AP delermining instructions 123, when execuied by processor
110, may determine whether the thread on which the individual AP is processed caused
the Ul thread o be updated responsive to compiletion of the processing of the individual
APL

{00311 The AP determining instructions 123, when execuied by processor 118, may
update monitoring  information responsive to these determinations.  For example,
responsive o determining that the thread causes an update to the Ul thread of the client
computing device, the APl determining instructions 123, when executed by processor 110
may update the monitoring information maintained by the thread monitoring instructions
122 to indicate that the individual AP was related o user action and caused an update o
the main Ul thread. Responsive o determining that the thread did not cause an update {o
the Ul thread, the API determining instructions 123, when executed by processor 110, may
update the monitoring information to indicate that the individual AP was reiated to user
action but did not cause the Ul thread 1o be updated. Responsive to determining that the
ndividual APl is not related to user action, the API delermining instructions 123, when
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executed by processor 110, may update the monitoring information o indicate that the
individual AP was not related o user action.

{0032] The API determining instructions 123, when executed by processor 110, may
determine whether an individual AP is related 1o user aclion by determining whether the
individual AP is related to processing that occurs responsive to the action determination
instructions 121 delermining thal & user action occurred.  For example, the API
determining instructions 123, when executed by processor 110, may determine whether
an individual APl was executed in response 1o the user action geeurring, in response o an
individual AP relaled to the user action causing the AP {0 exacute, andior otherwise
being related 1o the user action.

[0033] The AP determining instructions 123, when executed by processor 114, may
determine whether the individual APl was executed directly in response {0 the user action
occurring.  Responsive o determining that the individual APt was execuied directly in
response to the user action occurring, the AP determining instructions 123, when
exacuted by processor 110, may update the monitoring information associated with the
individual APl o indicate the APl s related o the user action.

10034} Responsive o determining that the individual APl was not executed directly in
response to the user action occurring, the AP determining instructions 123, when
executed by processor 110, may determine whether the individual APl was executed
directly in response to an APl related t© the user action being executed.

{00351 Responsive (o determining that the AP was executed directly in response to an
APl related fo the user action being exacuted, the AP determining instructions 123, when
executed by processor 110, may update the monitoring information associated with the
individual APl o indicate the AP is related o the user action. Responsive o determining
that the individual AP was not directly executed in response to an APl related fo the user
action being processed, the the APl determining instructions 123, when execuied by
processor 110, may update the monitoring information associated with the individual AP
o indicate the AP is not related to the user aclion.

{0036} In some exampies, the APl determining instructions 123, when executed by
pracessor 110, may maintain a list of all APls that are processed in response 1o the action
determination instructions 121 determining that a user action occurred.  The API
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determining instructions 123, when execuled by processor 110, may include any APis in
the list that were in the middie of being processed on one of the set of threads monitored
by the thread monitoring instructions 122, may include any APis that began processing on
one of the set of threads, and/or may include other APls that begin processing or are being
processed after delermining that the user action occurred.  In some examples, the AP
determining instructions 123, when executed by processor 110, may only include in the list
those APIs that began processing after determining that the user action cccurred. The
AP determining instructions 123, when executed by processor 110, may continue 1o
include APIs in the list until determining that processing associated with the user action
has completed, determining that all updates o the user interface of the client computing
device 100 in response o the user action have been completed, determining that ancther
user action has been determined, and/or based on another set of conditions being met.
{00371 For each individual APL in the list of APlIs, the AP determining instructions 123,
when executed by processor 110, may mainiain an identifier of the AP, an identifier of the
thread on which the APl is being processed, an identifier of 2 user action that was
determined to have occurred (e.g., the user aclion that occurred immediately prior 1o the
call of the API), information related to the processing performed via the AP, inputs and/or
outputs o the API, an indication of whether the AP caused the Ul thread o be updated,
information related to interaction with other APls, other threads, other devices, and/or
other entities, information related 1o the source of the AFI (e.q., information related to what
prompted or called the AP! to be processed), a timesiamp associated with the beginning
and end of the AP! processing, information related to the association of the AP! with the
user action, and/or other information related to the APL

{00381  The information related o the association of the API with the user action may
comprise, for example, information related o whether the user action prompted (either
directly or indirectly} the call of the API, whether the APl is otherwise related to the user
action, whether the APl is unrelated to the user action, and/or other information related to
a relationship between the AP and the user aclion.

{00381 The AP determining instructions 123, when executed by processor 1140, may
continug to update the information maintained with the APIs in the list as processing
associated with the yser action continues. For example, the APl determining instructions
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123, when executed by processor 110, may update the information related to the
association of the AP with the user action to include an indication that the APl caused an
updaie to be sent to the Ul thread (o then update the user interface of the client
computing device 100). In another example, the APl determining instructions 123, when
executed by processor 110, may update the information relsted to the timestamp
associated with the end of processing of the APL. Other updates to the information related
to the AP may be performed as well.

{0040]  As mentioned above, the APl determining instructions 123, when execuied by
processor 110, may continug 1o update the list of APls with new APIs that begin
processing after determining that the user action occurred, until one of a set of conditions
is met. The set of conditions may comprise, for example, that processing associated with
the user action is complete, all updates (o the user interface of the client computing device
100 in response o the user action have finished, all updates to the Ul thread in response
io the user aclion ocourring have been completed, and/or other conditions based on which
o stop tracking APls associated with a particular user action.

[0041]  The AP determining instructions 123, when executed by processor 114, may
determine that processing responsive to the user aclion is complete {(or updating of the Ul
of the client computing device 100 responsive 1o the user action is complete) by receiving
an indication from the application, the client computing device 100, the server computing
device 250, and/or another source. In ancther example, the API determining instructions
123, when executed by processer 110, may determine that processing responsive to the
user action is complete by comparing the processing associated with the user action to the
processing that has been performed responsive to the user action occurring. Similarly, the
AP determining instructions 123, when executed by processor 110, may determine that
updating of the Ul of the client computing device 100 responsive 1o the user action is
complete by comparing the Ul updales associaled with the user action to the Ul updates
that have been performed responsive to the user action occurring. The processing and/or
Ul updates associated with the user action may be stored in a2 non-transitory machine-
readable storage medium 120 of the client computing device 100, may be received from
the server computing device 250, and/or may be otherwise determined.
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[0042] Based on the monifored information maintained by the application, the thread
monitoring  instructions 122, and/or the APl determining instructions 123, the API
clagsification instructions 124, when executed by processor 110, may classify the
monitored APls. The API classification instructions 124, when executed by processor 110,
may classify the monitored APls as one of several classifications relaled to user
experience. The classilications may be predetermined, may be made available with the
availiability of the applicalion to the dlient computing device 100, may be downloaded by
the client computing device 100 responsive io the launch of a new session of the
application on the client computing device 100, may be pushed by a server computing
device 250 that may make the application available o the client computing device 100,
and/or be otherwise determined. In some examples, the APl dassification instructions
124, when executed by processor 110, may tag an AP with the determined classification.
For example, the tags may indicate that an APl affects user experience, is related o a
user action, is unrelated (o a user action, and/or other indication of a relationship between
the APl and the application.

{00431 The AP classification instructions 124, when executed by processor 110, may
classify an individual AP} responsive to that AP! being monitored. iIn some examples, the
AP classification instructions 124, when executed by processor 110, may classify some or
all of the APls monitored by the thread monitoring instructions 122 and the API
determining instructions 123 responsive 0 a set of conditions being met. The seat of
conditions may comprise, for example, processing responsive to the user action being
completed, the updating of the Ul responsive o the user action being complate, and/or
other conditions related to the user action.

{00441  The API classification instructions 124, when executed by processor 110, may
classify the APls responsive to processing and/or Ul updates being completed in order o
allow the full processing of the APIs spawned responsive to the user action occurring in
the application. By allowing the full processing of these APIlg, the API classification
instructions 124 can determine which APls affect user experience, which APls were
merely related to the user action, which APls were not related o the user action, and/or

other classes of APIs.
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{0045 For example, the APl classification instructions 124, when execuled by
processor 110, may determing that an individual APl affected user experience responsive
o the AP! causing the U thread of the dlient computing device 100 to be updaled. The
APl classification instructions 124 may determine that the individual APl caused the Ul
thread t0 be updated responsive 1o analyzing the monitoring information associated with
that individual APL

{00461  In ancther example, the API classification instructions 124, when executed by
processor 110, may determine that an individual AP! did not affect user experience, but
was related to the user action, responsive o the monitoring information related to that API
indicating that the AP did not cause any update to the Ui thread of the client computing
device 100 but that the APl was execuled responsive to the user aclion ocourring.

{00471 In ancther example, the API classification instructions 124, when exeacuted by
processor 110, may determine that an individual AP did not affect user experience, and
was not related to the user action, responsive to the moniioring information related to that
APl indicating that the APl did not cause any update to the Ul thread of the dlient
computing device 100 and that the APl was not exacuted in response {0 the user action
occurring or in any other way related to the user action occurring.

{00481  As discussed above, responsive to each of the APls monitored being classified,
the AP classification instructions 124, when executed by processor 110, may tag the APls
with the corresponding classification and may then update the monitoring information {o
nclude information related o the tags associated with the individual APls. The AP
classification instructions 124, when executed by processor 110, may send the updated
maonitoring information t© the server computing device 250, may make the monitoring
information available for download via the application, and/or may otherwise make the
updated monitoring information available to application developers, application owners,
and/or other interested parties.

{00491  In some examples, the APl classification instructions 124, when execuled by
processor 110, may flush the updated monitoring information responsive o sending the
updated monitoring information to the server computing device 250, For example, the API
clagsificalion instructions 124, when executed by processor 110, may delele the
maonitoring information related to APls related to a user action for which the monitoring
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information was already sent o the server computing device 250. The AP classification
nstructions 124, when executed by processor 110, may st maintain monitoring
information for APls nol related o that user action or for which monitoring information has
not yet been made available. The API dassification instructions 124, when executed by
processor 110, may flush the monitoring information for other reasons andior in other
manners as well.

{00501  The classifications andfor tags associated with an AP may be used by
application developers, application owners, and/or other interested parties to determine
which APls o optimize as the application is revised and tweaked. By knowing in particular
which APls affect user experience, the application can be revised to optimize those APis
that affect user experience.

{00511 FiG. 2 is a block diagram of an example server computing device 250 in
cormmunication with a plurality of client computing devices 200, 2008, ..., 200N for
determining user experience of an application running on the plurality of client computing
devices. As with processor 110 of FiG. 1, processor 210 may be one or more CPUs,
microprocessors, andfor other hardware devices suitable for relrieval and execution of
nstructions.

{0052]  As illustrated in FIG. 2 and described below, server computing device 250 may
communicate with client computing device 200. As with client computing device 100 of
FIG. 1, dlient computing device 200 may be a notebook, deskiop, tablet, workstation,
mobile device, or any other device suitable for execuling the funclionality described below.
{0053] As delailed below, client 200 may include a series of engings 220-260 for
enabling a user to monitor applications. Each of the engines may generally represent any
combination of hardware and programming. For example, each of the engines may
nclude a series of program instructions encoded on a machine-readable storage medium
and executable by a processor 110 of the client computing device 100. In addition or as
an alternative, each engine may include one or more hardware devices including
electronic circuitry for implementing the functionality described below.

[0054]  Action determination engine 220 may determine whether g user action was
perceived in the application.  Action determination engine 220 may determine that a user

action occurred in the application, may receive an indication that a user action occurred in
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the application, and/or may otherwise determine that a user action was perceived in the
application. Further details regarding an example implementation of action determination
engine 220 are provided above in connection with aclion determination instructions 121 of
FIG. 1.

[0055] Thread moniloring engine 230 may monitor the threads running in the
application.  Thread monitoring engine 230 may monitor the threads running in the
application responsive to the aclion determination engine 220 determining that a user
action occurred in the application. Further details regarding an example implementation of
thread monitoring engineg 230 are provided above in conmnection with thread monitoring
instructions 122 of FIG. 1.

[0056] AP monitoring engine 240 may determine whether an individual APl affects
user experience of the application.  For example, the APl monitoring engine 240 may
determine whether an individual AP processed on a background thread causes an update
io the Ul thread of the client computing device 100. Responsive to determining that an
individual APl causes an update {o the Ul thread of the client computing device, the AP
monitoring engine 240 may update the monitoring information maintained by the thread
monitoring engine 230. Further defails regarding an example implementation of API
manitoring enging 240 are provided above in conneclion with AP determining instructions
123 of FIG. 1.

{00571 In some examples, and as depicted in FIG. 2, AP monitoring engine 240 may
comprise a set of engines, including, for example, AP list maintenance engine 241, AP
performance monitoring enging 242, action completion monitoring engine 243, andfor
gther engines to monitor APIs being processed in conjunction with the application.

[0058] AP list maintenance engine 241 may maintain a list of ali APls that are
processed in response to the action determination instructions 121 determining that a user
action occurred. The AP list maintenance engine 241 may include in the list any APls that
were in the middle of being processed on one of the set of hreads monitored by the
thread monitoring instructions 122, may include any APls that began processing on one of
the set of threads, and/or may include other APis that begin processing or are being
processed after determining that the user action occurred.  Further delails regarding an
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example implementation of AP list maintenance engine 241 are provided above in
conneclion with AP determining instructions 123 of FIG. 1.

{00597 AP performance monitoring engine 242 may monifor the APIs included in the
list of APls, may add new APls that begin processing after determining that the user action
accurred, andior may otherwise monitor APls being processed after the user action
occurred.  For example, the AP determining instructions 123, when executed by
pracessor 110, may update the information related o the association of the APl with the
user action to include an indication that the AP caused an update 0 be sent to the Ul
thread (to then update the user interface of the client computing device 100}, In another
example, the API determining instructions 123, when executed by processor 110, may
update the information related o the timestamp associated with the end of processing of
the APl Further details regarding an example implementiation of APl performance
monitoring enging 242 are provided above in connection with AP determining instructions
123 of FIG. 1.

{0060]  Action completion engine 243 may determing that processing responsive o the
user action is complete {or updating of the Ul of the cdlient computing device 100
responsive o the user action 8 complete) by receving an indication from the application,
the client computing device 100, the server compuling device 250, and/or another source.
in another example, the APl determining instructions 123, when execuled by processor
110, may determine that processing responsive to the user action is complete by
comparing the processing associaled with the user action to the processing that has been
performed responsive {0 the user action occurring.  Similarly, the APl determining
instructions 123, when execuled by processor 110, may determine that updating of the 1H
of the dlient computing device 100 responsive {0 the user action is complete by comparing
the Ul updates associated with the user action {o the Ul updates thal have been performed
responsive o the user action occurring. Further details regarding an example
implementation of aclion completion engine 243 are provided above in conneclion with
APl determining instructions 123 of FIG. 1.

[0061]  API classification engine 250 may classity the monitored APis. Further details
regarding an example implementation of API classification engine 250 are provided above
in connection with API classification instructions 124 of FIG. 1.



WO 2015/167472 PCT/US2014/035923

16

{0062]  API optimization engine 260 may optimize APIs thal are tagged as affecling
user experience. In some examples, APl optimization engine 260 may provide an
indication that an AP! is tagged as affecting user experience and/or otherwise provide
irformation about that AP {o application owners, application developers, and/or other
interested parties. For example, the AP optimization engine 280 may send periodic
reports 1o interested parties regarding APls that were newly tagged as affecling user
experience, a change of tag of an APl from affecting user experience o anocther
classification, and/or other information related to the tagged APls.

{0063] FiG. 3 is & fliowchart of an example meathod for execution by a client computing
device for determining user experience of an application running on the client device. FIG.
3A is & flowchart of an example method for execution by a client computing device for
determining whether an individual AP executed by an application running on the client
computing device causes an update.

10064} Although execution of the method described below is with reference o client
computing device 100 andfor client computing device 200, other suitable devices for
exacution of this method will be apparent to those of skill in the arl, such as server
computing device 250. The method described in FIG. 3 and other figures may be
implemented in the form of executable instructions stored on a machine-readable storage
medium, such as storage medium 120, and/or in the form of electronic circuitry.

{00651  In an operation 300, a determination may be made that user action occurred.
For example, the dient computing device 100 (and/or the action determination instructions
121, the action determination engine 220, or other resource of the dlient computing device
100) may determine that a user aclion occurred. The client computing device 100 may
determine that a user action occurred in a manner similar or the same as that described
above in relation to the execution of the action determination instructions 121, the action
determination engine 220, and/or other resource of the client computing device 100,

{0086] In an operation 310, an individual thread separate from the main Ul thread of
the client computing device 100 may be monitored, where that individual thread processes
an individual APl For example, the client computing device 100 {and/or the thread
monitoring instructions 122, the thread monitoring engine 230, or other resource of the
client computing device 100} may monitor the individual thread. The client computing



WO 2015/167472 PCT/US2014/035923

17

device 100 may monitor the individual thread in a manner similar or the same as that
described above in relation to the execution of the thread monitoring instructions 122, the
thread monitoring engine 230, and/or other resource of the client computing device 100.
{00677  In an operation 320, a determination may be made as to whether that individual
APl monitored in operation 310 causes an updated to the main Ul thread of the client
computing device 100. For example, the dlient computing device 100 (and/or the API
determining instructions 123, the APl monitoring engine 240, or other resource of the client
computing device 100} may delermine whether the individual AP caused an updale to the
main Ul thread, The client computing device 100 may determine whether the individual
APl caused an updaie to the main Ul thread in a manner similar or the same as that
describad above in relation to the execution of the AP delermining instructions 123, the
APl monitoring enging 2400, and/or other resource of the client computing device 100.
{0068] In some examples, the determination of whether the individual APl causes an
update o the main U thread of the client computing device may comprise various
operations. For example, as depicted in FIG. 3A, in an operation 321, a set of threads
separate from the main Ul thread of the client computing device 100 may be monitored.
For example, the client computing device 100 {(andfor the thread moniforing instructions
121, the thread monitoring engine 230, or other resource of the client computing device
100} may monitor the set of threads. The client computing device 100 may monitor the set
of threads in a manner similar or the same as that described above in relation 1o the
exgcution of the thread maonitoring instructions 121, the thread monitoring engine 230,
and/or other resource of the client computing device 100.

(00691 In an operation 322, a list of APls processed after delermining that the user
action occurred may be maintained. For example, the client computing device 100 (andfor
the APl determining instructions 123, the AP monitoring engine 240, or other resource of
the client computing device 100} may maintain the list of APls. The client computing
device 100 may maintain the list of APls in a manner similar or the same as that described
above in relation to the execution of APt determining instructions 123, the AP monitoring
engine 240, and/or other resource of the client computing device 100.

{00701 In an operation 323, a new AP may be added (o the list of APIs, where the new
APl starts processing on an individual thread of the set of threads after the determination
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that the user action occurred. For exampie, the client computing device 100 (and/or the
APl determining instructions 123, the AP monitoring engine 240, or other resource of the
client computing device 100} may add the new APl The client computing device 100 may
add the new APl in a manner similar or the same as that described above in relation o the
execution of the AP determining instructions 123, the APt monitoring engine 240, and/or
other resource of the client computing device 100.

{00711 In an operalion 324, a determination may be made that processing associated
with the user action has completed. For example, the determination may be made that all
processing associated with the user action has completed.  In ancther example, the
determination may be made that all updates to the user interface in response o the user
action has been completed. Other determinations related o the completion of processing
associaled with the user action may also be made. For example, the client computing
device 100 {and/or the APl determining instructions 123, the AP monitoring engine 240, or
other resource of the client computing device 100} may defermine thal the processing is
completed. The client computing device 100 may determine that the processing is
completad in a manner similar or the same as that described above in relalion to the
execution of the AP determining instructions 123, the AP monitoring engine 240, andior
other resource of the client computing device 100.

{00721  In an operation 325, a determination may be made, for each AP! in the list of
APIS, regarding whether the individual thread running each individual APl causes the main
LH thread to be updated. For exampile, the client computing device 100 (andior the AP
determining instructions 123, the API monitoring engine 240, or other resource of the client
computing device 100) may determine whether an individual thread rumning an API
caused the main Ul thread to be updated responsive to the processing of the individual
APl being complete. The client computing device 100 may determine whether each of the
APlg in the list caused the main Ul thread to be updated in a manner similar or the same
as that described above in relation 10 the execution of the AP determining instructions
123, the APl monitoring engine 240, and/or other resource of the client computing device
100.

{00731  Returning to FIG. 3, in an operation 330, the individual APl may be tagged as
affecting user experience responsive o the determination that the individual APl causes
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an update to the main Ul thread of the client computing device 100. For example, the
client computing device 100 {(andfor the AP classification instructions 124, the AP
clagsification engine 250, or other resource of the client computing device 100) may tag
the APl as affecting user experience. The client computing device 100 may tag the APl as
affecting user experience in a manner similar or the same as that described above in
relation to the execution of the API classification instructions 124, the API classification
engine 250, and/or other resource of the client computing device 100,

100741 FIGS. 4 and 5 depict flowcharis of example methods for execution by a client
computing device 100 for delermining user experience of an application running on the
client computing device 100, FIG. 4 may focus on an individual APl being monitored,
whereas FlG. 5 may focus on the plurality of threads and APIls that may be processed
after occurrence of a user action has been defermined.

{0075]  In an operation 400, a determination may be made that user action occurred.
For example, the client computing device 100 (and/or the aclion determination instructions
121, the action determination engine 220, or other resource of the dlient computing device
100) may determine that a user action occurred. The client computing device 100 may
determine that a user action occurred in 2 manner similar or the same as that described
above in relation to the execution of the action determination instructions 121, the action
determination engine 220, andior other resource of the client computing device 100,

{0076} I an operation 410, an individual thread separate from the main Ul thread of
the client computing device 100 may be monitored, where thal individual thread processes
an individual APl For example, the client computing device 100 (and/or the thread
monitoring instructions 122, the thread monitoring engine 230, or other resource of the
client computing device 100} may monitor the thread. The dlient computing device 100
may monitor the thread in a manner similar or the same as that described above in relation
to the execution of the thread monitoring instructions 122, the thread monitoring engine
230, andfor other rasource of the client computing device 100.

{00771 In an operation 420, a determination may be made as o whether that individual
APl is related o processing being performed responsive to the user action occurring. For
example, the chent computing device 100 (and/or the APl determining instructions 123, the
AP monitoring engine 240, or other resource of the client computing device 100) may
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determine whether an APl is related to the processing. The client computing device 100
may determine whether an APl is related to the processing in a manner similar or the
same as that described above in relation to the execution of the AP! determining
nstructions 123, the AP! monitoring engine 240, and/or other resource of the client
computing device 100,

{00781  Responsive o the individual AP being related to processing for the user action,
i an operalion 430, a delermination may be made as o whether processing has
completed responsive 1o the user action. For example, the delermination may be made
that all processing associated with the user action has completed. In another example, the
determination may be made that all updates to the user interface in response o the user
action has been completed. Other determinations related o the completion of processing
associaled with the user action may also be made. For example, the client computing
device 100 {and/or the APl determining instructions 123, the AP monitoring engine 240, or
other resource of the client computing device 100} may defermine thal the processing is
completed. The client computing device 100 may determine that the processing is
completad in a manner similar or the same as that described above in relalion to the
execution of the AP determining instructions 123, the AP monitoring engine 240, andior
other resource of the client computing device 100.

{00791  Responsive o processing being completed for the user action, in an operation
440, a determination may be made as to whether the individual thread executing the
ndividual AP causes an update to the main Ul thread. For exampile, the client computing
device 100 {and/or the APl determining instructions 123, the AP monitoring engine 240, or
other resource of the client computing device 100) may determine whether each of the
APls in the list caused the main Ul thread o be updated. The client computing device 100
may determine whether each of the APls in the list caused the main Ul thread t© be
updated in a manner similar or the same as that described above in relation t© the
execution of the AP determining instructions 123, the AP monitoring engine 240, and/or
other resource of the client computing device 100,

{00801 Responsive to determining that the individual thread executing the individual
APl causes an update o the main Ul thread after completion of the processing of the
individual AP, in an operation 450, the APl may be tagged as affecting user experience.
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For example, the client computing device 100 {and/or the API classification instructions
124, the AP classification engine 250, or other resource of the client computing device
100) may tag the API as affecting user experience. The dlient computing device 100 may
tag the AP! as affecting user experience in a manner similar or the same as that described
above in relation to the execulion of the API classification instructions 124, the AP]
classification engine 250, and/or other resource of the client computing device 100.

{00811  Responsive to delermining that the individual APl does not cause an update o
the main Ul thread, in an operation 460, the APl may be lagged as related to user action.
For example, the client computing device 100 {and/or the API classification instructions
124, the API classification engine 250, or other resource of the client computing device
100) may tag the API as related to the user action. The client computing device 100 may
tag the APl as relaled to the user action in a2 manner similar or the same as that described
above in relation o the exscution of the AP classification instructions 124, the AP}
classification engine 250, and/or other resource of the client computing device 100.

{00821 Returning to the determination of operation 420, responsive o determining that
the APl is not related o processing for the user action, the APl may be tagged as
unrelated to user action in an operation 470, For example, the client computing device
100 {and/or the API classification instructions 124, the AP cdlassification engine 250, or
other resource of the client computing device 100) may tag the AP as unrelated fo the
user action. The client computing device 100 may tag the AP as unrelated o the user
action in a manner similar or the same as thal described above in relation o the execution
of the APl classification instructions 124, the APl classification engine 250, and/or other
resource of the client computing device 100.

{00831  The information related to the tagged APl may be sent o the server computing
davice 250 in an operation 480, For example, the dlient computing device 100 (and/or the
AP classification instructions 124, the API classification engine 250, or other rescurce of
the client computing device 100) may send the tagged AP the server computing device
250. The client computing device 100 may send the tagged AP in a manner similar or the
same as that described above in relation fo the execution of the API classification
nstructions 124, the APl classification engine 250, and/or other resource of the client

computing device 100,
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{00841  In an operation 490, a determination may be made as o which APIs to optimize
for & user action based on the lags associated with the APls being processed responsive
to that user action. For example, the client computing device 100 {(and/or the API
optimization engine 260, or other resource of the client computing device 100) may
determine which APls o optimize. The client computing device 100 may delermine which
APls to optimize in a manner similar or the same as that described above in relation to the
AP optimization engine 260, and/or other resource of the client computing device 100.
{0085]  As mentioned above, FIG. & is a flowchart of an example method Tor execution
by a client computing device for determining user experience of an application running on
the client device. FIG. 6 is a block diagram of APls that may be executed in an application
running on the client computing device, FIGS. 7A and 7B sach depict an exemplary table
depicting information relaled to APls thal may be executed in an application running on a
client computing device. The method described in FIG. 5 may be described in conjunction
with the block diagram of APls depicted in FIG. § and the tables depicted in FIGS. 7A-78.
{00861  In an operation 500, a determination may be made that user action occurred.
For example, the client computing device 100 (and/or the action determination instructions
121, the action determination engine 220, or other resource of the client computing device
100} may determine that a user aclion occurred. The dlient computing device 100 may
determine that a user action occurred in a manner similar or the same as that described
above in relation to the execution of the action determination instructions 121, the action
determination engine 220, and/or other resource of the client computing device 100,
{00877  As shown in FIG. 6, the occurrence of a user action may be detected 620 on a
main Ul thread 610, The processing performed responsive o the occurrence of the user
action may occur via one or more of a set of background threads (e.g., background thread
A 811, background thread B 612, background thread C 613, and/or other threads). As
mentioned above, the background threads may not have the ability to update the user
interface of the client computing device 100 in some exampiles.
{00881 In some examples, the occurrence of the user aclion may result in APH 1 630
being processed, which in tum may result in AP 3 650, APl 4 680 and API 6 880 being
processed.  As shown in FIG. 6, APl 1 830 and AP 5 670 may be processed vig
background thread A 611, AP 3 850 and APl 6 680 may be processed via background
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thread B 612, and AP 4 660 may be processed via background thread C 612, Other APls
{e.g., APl 2 840, APl 5 670) may begin processing on the background threads after the
occurrence of the user action, but may be unrelated to the user action. As shown in FiG.
6, APl 2 640 may be processed via background thread C 613 and AP 5 670 may be
processed via background thread A 611, The threads pictured in FIG. 6 are exemplary in
nature only; other threads and APls may also perform processing during the processing of
the user action. For example, other background threads may process other APls. In
some examples, after the processing of the user action detected at 620 is finished, another
user action may be delected, with other AFls (eg., APIs 7, 8, and/or other APIis)
processed via the background threads.
{00891 Returning to FIG. 5, in an operation 510, the set of threads 610, 611, 612, 813
of the client computing device 100 may be monitored. For example, the client computing
device 100 (and/or the thread monitoring instructions 121, the thread monitoring engine
230, or other resource of the dient computing device 100} may monitor the set of threads.
The client computing device 100 may monitor the set of threads 610, 611, 612, 613 In a
manner similar or the same as that described above in relation 1o the execution of the
thread monitoring instructions 121, the thread monitoring engine 230, and/or other
rasource of the client computing device 100,
{00001  In an operation 520, a list of APls associated with the user action may be
maintained. In some examples, each APl (e.g., API 1 630, AP 2 640, AFI 3 850, AP 4
660, AP 5 670, APL 6, and/or other APIs) in the list started processing on an individual one
of the set of monitored threads after determining that the user action occurred.  For
example, the client computing device 100 {and/or the AP determining insiructions 123, the
AP monitoring engine 240, or other resource of the dlient computing device 100) may
maintain the list of APls. The dlient computing device 100 may maintain the list of APls in
a manner similar or the same as that described above in relation o the execution of AP
determining instructions 123, the AP monitoring engine 244, and/or other resource of the
client computing device 100.
{00811 FiG. 7A depicts an exemplary table depicting information related to APls that
may be execuled in an application running on a dlient computing device. For exampie,

FiGG. 7A may depict the list of APls maintained by the client computing device 100. In the
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example depicted in FIG. 7A, the exemplary table may comprise information related to the
user action detected at 610, as well as a subsequent user action that may be detected
after the occurrence of the user action detected at 620. For example, the subsequent user
action may result in APIs 7 and 8 being processed, where both AP 7 and APl 8 may be
related to the subsequent user action, but only AP 7 may update the main Ul thread. In
some examples, the occurrence of the subseguent user aclion may occur before
processing associated with the user action delected at 620 is complete.
{00921 As shown in FIG. 7A, the information related to each APl may include, for
example, an ideniifier of a detacted user action, an APl identifier, a thread identifier via
which the individual APl may be processed, an indicaior of whether the AP is related fo
the user action, an indicator of whether the AP updates the main Ul thread, and/or other
nformation related o the APL In some examples, the tag associated with the AP may
also be included.
{00931 Returning to FIG. 5, in an operation 530, a determination may be made as to
whether an individual AP of the list of APls is related to processing for the user action. For
example, the chient computing device 100 (and/or the APl determining instructions 123, the
AP monitoring engine 240, or other resource of the client computing device 100} may
determine whether an AP is related 1o the processing. The client computing device 100
may determine whether an API is related o the processing in a manner similar or the
same as that described above in relation to the execution of the APl determining
nstructions 123, the API monitoring engine 240, andfor other resource of the client
computing device 100.  In some examples, responsive to the determination, the
information related (o the AP may be updated. In particular, the indicalor of whether the
APl is related to user action may be updated.
{00841 Responsive o the individual AP being related 1o processing for the user action,
i an operation 540, a determination may be made as io whether processing has
completed for the user action. For example, the client computing device 100 (and/or the
AP determining instructions 123, the AP monitoring engine 240, or other resource of the
client computing device 100) may determine that the processing is completed. The client
computing device 100 may determine thal the processing is completed in a manner similar
or the same as that described above in relation 1o the execution of the AP determining
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instructions 123, the AP! moniioring engine 240, and/or other resource of the client
computing device 100.

100951  Responsive to processing being completed for the user aclion, in an operation
550, a determination may be made as to whether the individual thread executing the
individual AP causes an update o the main Ul thread for each non-tagged API in the list
of APls. For example, the dlient computing device 100 {andfor the AP determining
nstructions 123, the AP monitoring engine 240, or other resource of the client computing
device 100) may determine whether each of the APls in the list caused the main Ul thread
o be updated. The client computing device 100 may determine whether each of the APls
in the list caused the main Ul thread to be updated in a manner similar or the same as that
describad above in relation to the exacution of the AP determining instructions 123, the
AP monitoring engine 240, and/or other resource of the client computing device 100, In
some examples, responsive to the determination, the information related to the APl may
be updated. In particuiar, the indicator of whether the APl updates the main U thread may
be updated.

{00961 Responsive to determining that an individual thread executing the individual
non-tagged APl causes an update to the main Ul thread after completing the processing of
the individual non-tagged AP, in an operation 560, that APl may be lagged as affecting
user experience. For example, the client computing device 100 {(and/or the API
classification instructions 124, the APl classification engine 250, or other resource of the
client computing device 100) may tag the APl as affecting user experience. The client
computing device 100 may tag the APl as affecting user experience in a manner similar or
the same as that described above in relation o the execution of the AP dlassification
instructions 124, the API classification engine 250, and/or other resource of the dlient
computing device 100.

100971 Responsive to delermining that the individual AP! does not cause an update o
the main Ul thread, in an operation 570, the APl may be tagged as related o user action.
For example, the client computing device 100 {and/or the API classification instructions
124, the AP classification engine 250, or other resource of the client computing device
100) may tag the APl as related to the user action. The client computing device 100 may
tag the APl as related to the user action in a manner similar or the same as that described
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above in relation to the execution of the APl classification instructions 124, the AP
classification engine 250, and/or other resource of the client computing device 100.
100981  Returning fo the determination of operation 530, responsive {0 delermining that
the APl is not related fo processing for the user action, the APl may be tagged as
unrelated to user action in an operation 580. For example, the dient computing device
100 {(and/or the API classification instructions 124, the AP classification engine 250, or
other resource of the client computing device 100} may tag the APl as unrelated o the
user action. The client computing device 100 may tag the AP! as unrelated io the user
action in & manner similar or the same as that described above in relation to the execution
of the API classification instructions 124, the API classification engine 250, and/or other
resource of the client computing device 100.
{00991  The information related to the tagged AP may be sent to the server computing
device 250 in an operation 580. For example, the dlient computing device 100 {and/or the
AP classification instructions 124, the AP classification engine 250, or other resource of
the client computing device 100} may send the tagged API to the server computing device
250, The client computing device 100 may send the tagged AP in a manner similar or the
same as that described above in relgtion io the execution of the AP! classification
instructions 124, the API classification engine 250, andior other resource of the client
computing device 100.
{00100} in an operation 585, the list of APls associated with the user action may be
flushed. For example, the cdlient computing device 100 {and/or the AP! determining
nstructions 123, the APl monitoring engine 240, or other resource of the client computing
device 100} may flush the list of APis. The client computing device 100 may flush the list
of APls in a manner similar or the same as that described above in relation to the
exacution of the API determining instructions 123, the AP moniforing engine 240, andlor
other resource of the client computing device 100.
{00101} FiG. 78 depicts the exemplary table depicted in FIG. 7A after the flushing of
APls associated with the user action. As described above, a subsequent user action with
associated APIs 7 and 8 may be detected before completion of the processing associated
with the user action detected at 620. As such, the APls 7 and 8 associated with the
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subsequent user action may be listed in the exemplary table bui the APIs 1,2, 3, 4, 5, and
6 associated with the user action detected at 620 may be removed.

100102]  The foregoing disclosure describes a number of example embodiments for
classifying APls based on whether the APls affect user experience. The disciosed
examples may include systems, devices, compuier-readable storage media, and methods
for measuring user action performance. For purposes of explanation, certain examples
are described with reference to the components illustrated in FIGS. 1-78. The funclionality
of the illustrated components may overlap, however, and may be present in a fewer or
greater number of elements and components. Further, all or part of the functionality of
flustrated elements may co-exist or be distributed among several geographically
dispersed locations. Moreover, the disclosed examples may be implemented in various
enwvironments and are not limited to the fllustrated examples.

0010317 Further, the seguence of operations described in connection with FIGS. 1-78
are examples and are nol intended to be limiting. Additional or fewer operations or
combinations of operations may be used or may vary without departing from the scope of
the disclosed examples. Furthermore, implementations consistent with the disclosed
examples need not perform the sequence of operations in any particular order. Thus, the
present disclosure merely sets forth possible examples of implemeniations, and many
variations and modifications may be made to the described examples. All such
modifications and variations are intended 10 be included within the scope of this disclosure

and protected by the foilowing claims.
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Crams
We claim:
1. A non-ransitory machine-readable storage medium comprising instruclions

executable by a processor of a computing device for classifying application protocol
interfaces (APIs) to:

determine that g user action occurred;

monitor a first thread separate from a user interface (Ul thread of the computing
device, where the first thread processes a first application programming interface (AP
in response o the occurrence of the user action;

determine whether the first AP being processed on the first thread is related o
the user action;

responsive o the first API being related to the user action, determine whether the
first AP! being processed on the first thread causes the first thread {o update the Ul
thread of the computing device; and

responsive to the Ul thread being updated, tag the first APl as affecting user

experience.

2. The storage medium of claim 1, further comprising instructions executable by the
pracessor of the computing device to:

send information related to the tagged first API {o a server communicably
coupled o the computing device.
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3. The storage medium of claim 1, further comprising instructions execuiable by the
pracessor of the computing device to:

monitor a second thread separate from the first thread and the Ul thread, where
the second thread processes a second APL in response o the occurrence of the user
action;

determine whether the second APl being processed on the second thread is
related to the user action;

responsive to the second AP being relaled to the user action, determine whether
the second API being processead on the second thread causes the second thread to
update the Ul thread of the computing device; and

responsive to the Ul thread not being updated, {ag the second APl as being

related 1o user action.

4. The storage medium of claim 3,
wherein the first thread processes a third APl unrelated to the user action after
the processing of the first AP is complete, and
wherein the storage medium further comprises instructions executable by the
procassor of the computing device {o:
tag the third APl as being unrelaled to specific user action.

5. The slorage medium of claim 3, further comprising instructions executable by the
processor of the computing device to:

determing which of the first and second APls cause the Ul thread 0 be updaled
responsive o all of the updates o the Ul thread associated with user action being
finished.

8. The storage medium of claim 5, further comprising instructions executable by the
processor of the computing device {o:

determine whether all of the updates o the Ul thread associated with the user
action have finished by comparing 2 predetermined set of Ul updates associated with
the user action to a set of Ui updates that have occurrad.
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7. The storage medium of claim 5, further comprising instructions execuiable by the
pracessor of the computing devics to:
tag the first APl and the second APl responsive {o a determination that all of the

Ul updates associated with the user action have finished.

8. The storage medium of claim 3, further comprising instructions executable by the
pracessor of the computing device to:
send information related {o the first tagged AP! and the second tagged APl o 3

server communicably coupled to the computing device.

8. A method for execution by a computing device for classifving application protocol
interfaces (APIs), the method comprising:

determining that a user action occurred,

responsive (o the user action occurring, maintaining a list of APIs that are
processed after the occurrence of the user action;

determining whether a first AP| of the list of APls is related to the user action;

responsive to the first AP! being related to the user action, determining whether
the first APl causes an update to a user interface (Ul) thread of the computing device;
and

responsive to the first APl causing the update, tagging the first AP as affecling

user experience.

10.  The method of claim 9, further comprising:

determining whether a second AP of the list of APls is related to the user action;

responsive to the second API being related to the user action, determining
whether the second APl causes a second update to the Ul thread of the computing
device,; and

responsive {0 the second AP not causing the second updale, tagging the second

APl as being related to user action.
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11, The method of claim 10, further comprising:
responsive o the second API not being related o the user action, tagging the

second API as unrelated o the user action.

12.  The method of claim 10, further comprising:
updating the list of APls with information related o the tag of the first APl and the

tag of the second AP, and
sending the list of APls to a server communicably coupled to the computing

device.

13, The method of claim 12, further comprising:
determining that the first API should be optimized based on the first APl being

tagged as affecting user experience.
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A mobile computing device for classifying application protocol inlerfaces {(APIs),

the mobile computing device comprising:

15.

a processor {o:

determine that a user action occurred;

responsive o the user action cccurring, maintain a list of APIs that begin
processing atter the occurrence of the user action is determined;

determine whether a first AP of the list of APls is related to the user
action;

responsive o the first AP! being related to the user action, determineg
whether the first APl causes an updatle o the Ul thread of the computing device;

rasponsive o the first AP causing the update, tag the first AP as affecting
user experience;

determine whether a second AP of the list of APls is related o the user
action;

responsive o the second APl being related to the user action, determine
whether the second API causes a second update to the UH thread of the
computing device; and

responsive o the second AP not causing the second update, {ag the

second AP as related 1o the user action.

The mabile computing device of claim 14, wherein the processor is further to:
determine that processing associated with the user action is complete;
responsive (o determining that the processing is complete, perform the tagging of

the first AP and the second AP,

update the list of APls with information related o the tag of the first AP and the

tag of the second APY; and

send the list of APIs {0 a server communicably coupled to the computing device

{0 be aggregated.
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FIG. 3A
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FIG. 7A
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