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ly improves upon the current state of the art for multipath HTTP and MP-
TCP. In CM, a client application will discover and/or connect to N endpoints,
over N ditferent paths. Preferably these different paths go through different
networks. Hence, each path may provide a unique communication channel,
potentially with unique characteristics. A typical (but not limiting) case would
be N=2, with the client application connecting over, for example, cellular in-
terface to a tirst endpoint, and over WiFi to a second endpoint. Wireline in-
terfaces may also be used.
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COOPERATIVE MULTIPATH

This patent application claims the benefit of US Application No. 15/913,367, filed March 6
2018, and also claims the benefit of priority of U.S. Application No. 62/468,261, filed March
7, 2017, the teachings of both of which are hereby incorporated by reference in their entirety

and for all purposes.

BACKGROUND
Technical Field

This application relates generally to distributed data processing systems and to the delivery of

content to users over computer networks.
Brief Description of the Related Art

Multipath HTTP is known in the art. In its current evolution, multipath HTTP (sometimes
referred to as mHTTP) is a method of using multiple network paths to serve a requested
object to a client. A client makes plural requests for the same object to a server over different
paths. For example, a client can issue one request over a mobile device’s WiF1 network
interface, and a second request over the client’s cellular connection. Another network
interface — wireline Ethernet for example — can also be used instead of, or in addition to, the
WiFi and/or cellular interface. In general, any set of two or more requests that take different
paths to a source of the same content can be used. Typically the term ‘source’ in this context
is a server (e.g., origin server, proxy server). In one known variation, the client can connect
to two or more servers (each over a different path), i.e., the first path being to a first server
with a first replica, and the second path being to a second server with a second replica.
Another known variation is to have the client connect to two or more servers over the same
network interface. An example would be to have the client issue two HTTP requests over a

cell network interface and thereby establish multipath HTTP.

More information about mHTTP and related topics can be found in US Patent Publication
No. 2015-0281331, the teachings of which are hereby incorporated by reference for all
purposes, and also in the following papers:

-1-
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° Kim et al., Multi-Source Multi-Path HTTP (mHTTP): A Proposal, available at
arvix.org (arXiv:1310.2748v3 [cs.NI]) December 10, 2013, 12 pages.

° Higashi, Topology-aware server selection method for dynamic parallel downloading,
published in Consumer Communications and Networking Conference, IEEE conference held

January 2005, paper dated 2004, pages 325-330.

° Andersen et al., Improving Web Availability for Clients with MONET, NSDI '05-
Technical Paper, Proceedings of the 2nd Symposium on Networked Systems Design and

Implementation, May 2005, 21 pages.

Multipath TCP is also known in the art. In general, multipath TCP involves setting up plural
subflows as part of a single TCP connection. The subflows may travel over different paths.
For example, TCP packets for one subflow could be sent from a WiFi interface, while TCP
packets for second subflow are sent over a cellular interface. The packets in the various
subflows are multiplexed back together at the receiver end. Multipath TCP works at the
transport layer, on the byte-stream. Hence -- and by design -- multipath TCP endpoints know
nothing about what the bytes represent to a layer 7 application. More information about
multipath TCP and related topics can be found in US Patent Publication No. 2015-0281367,
the teachings of which are hereby incorporated by reference for all purposes, and also in the

following IETF documents:

° A. Ford, Architectural Guidelines for Multipath TCP Development, IETF RFC 6182,
March 2011

° C.Raiciu, Coupled Congestion Control for Multipath Transport Protocols, IETF RFC
6356, October 2011

° A. Ford, TCP Extensions for Multipath Operation with Multiple Addresses, IETF
RFC 6824, January 2013

L M. Scharf, Multipath TCP (MPTCP) Application Interface Considerations, IETF RFC
6897, March 2013

° X. Wet et al., MPTCP proxy mechanisms, draft-wei-mptcp-proxy-mechanism-01,
IETF draft, March 9, 2015
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° L. Deng et al ., Use-cases and Requirements for MPTCP Proxy in ISP Networks,
draft-deng-mptcp-proxy-01, MPTCP Working Group IETF, Informational Internet Draft,
October 24 2014

° L. Deng et al., MPTCP Proxy for Mobile Networks, draft-deng-mptcp-mobile-
network-proxy-00, MPTCP Working Group IETF, Informational Internet Draft, February 14
2014

[0001] With the foregoing by way of background, the details of nature, operation, and

use of the invention are now described in detail.
SUMMARY

Cooperative Multipath (referred to herein as ‘CM”) significantly improves upon the current
state of the art for multipath HTTP and MP-TCP. In CM, a client application will discover
and/or connect to N endpoints, over N different paths. Preferably these different paths go
through different networks. Hence, each path may provide a unique communication channel,
potentially with unique characteristics. A typical (but not limiting) case would be N=2, with
the client application connecting over, for example, cellular interface to a first endpoint, and

over WiFi to a second endpoint. Wireline interfaces may also be used.

As those skilled in the art will recognize, the foregoing description merely refers to examples
of the invention. There are many variations of the inventive teachings described herein. The

claims alone define the scope of the invention for which protection is sought.

The teachings hereof may be realized in a variety of systems, methods, apparatus, and non-
transitory computer-readable media. It should also be noted that the allocation of functions to
particular machines is not limiting, as the functions recited herein may be combined or split

amongst different machines in a variety of ways.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention will be more fully understood from the following detailed description taken in

conjunction with the accompanying drawings, in which:

-3-
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FIG. 1 is a diagram illustrating one embodiment of a cooperation multipath communication

system;

FIG. 2 is a diagram illustrating another embodiment of a cooperative multipath

communication system,

FIG. 3 is a diagram illustrating an embodiment of the content delivery network (CDN) in

which the teachings hereof may be implemented;

FIG. 4 is a diagram illustrating an embodiment of an optimized WAN. behind the firewall
service provided by a CDN;

FIG. 5 is a block diagram illustrating hardware in a computer system that may be used to

implement the teachings hereof.

DETAILED DESCRIPTION

The following description sets forth embodiments of the invention to provide an overall
understanding of the principles of the structure, function, manufacture, and use of the system,
methods and apparatus disclosed herein. The systems, methods and apparatus described in
this application and illustrated in the accompanying drawings are non-limiting examples; the
claims alone define the scope of protection that is sought. The features described or
illustrated in connection with one embodiment may be combined with the features of other
embodiments. Such modifications and variations are intended to be included within the
scope of the present invention. It should also be noted that the allocation of functions to
particular machines is not limiting, as the functions recited herein may be combined or split
amongst different machines in a variety of ways. All patents, patent application publications,
other publications, and references cited anywhere in this document are expressly incorporated
herein by reference in their entirety and for all purposes. The term “e.g.,” used throughout is

used as an abbreviation for the non-limiting phrase “for example.”

Basic familiarity with well-known web, streaming, and networking technologies and terms,
such as HTML, URL, XML, AJAX, CSS, MPEG, ABR, HTTP versions 1.1 and 2, TCP/IP,

and UDP, is assumed. The term “server” is used herein to refer to hardware (a computer

-4 -
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configured as a server, also referred to as a “server machine”) with server software running
on such hardware (e.g., a web server). Likewise, the terms “client” and “client device” is
used herein to refer to hardware in combination with software (e.g., a browser or player
application). While context may indicate the hardware or the software exclusively, should
such distinction be appropriate, the teachings hereof can be implemented in any combination
of hardware and software. It should be assumed that any communication path or connection
described herein can be secured using known protocols, such as TLS or IPSec. For example,
HTTP over TLS (and over UDP or TCP) is one implementation. QUIC with TLS 1.3 over

UDRP is another implementation. These are merely examples.
Introduction

Multipath HTTP and multipath TCP are methods of using multiple network paths to serve a
requested object to a client, in order to improve response time. With the high variance in
network and proxy conditions this can have a measurable effect on the median response time.

It also can improve reliability due to redundancy.

Cooperative Multipath (referred to herein as ‘CM”) significantly improves upon the current
state of the art for multipath HTTP and multipath TCP (MP-TCP). In CM, a client
application can discover and/or connect to N endpoints, over N different paths. Preferably
these different paths go through different networks. Hence, each path may provide a unique
communication channel, potentially with unique characteristics. A typical case would be
N=2, with the client connecting over cellular interface to a first endpoint, and over WiFi to a
second endpoint. FIG. 1 shows an example, in which a client connects over
WiFi+wireline(path 1) to endpoint 1; over cellular+wireline(path 2) to endpoint 2. FIG. 1
also illustrates the general case that a client may connect over over N paths to N endpoints.
Note that the wireline networks shown in FIG. 1 could be same or different wireline networks

on the Internet.

One of the paths might go through a mobile network, such as those known as 3G, 4G LTE,
etc., while the other path may not. Typically the endpoints 1, 2...N are servers and in one
embodiment, the servers are part of a distributed computing system. An example of a
suitable distributed computing system is a content delivery network, or CDN, that serves
objects on behalf of a content provider. (See the description at the end of this document for

more information about CDNs, CDN servers and delivery techniques, and CDN operation.)
-5-
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The backchannels are communication channels between the endpoints, and may be
implemented using persistent (long-lived) TCP connections, tunnels, or Ethernet LAN
connections (for example) if the endpoints are in the same data center), private high-

performance protocols, or other techniques.

In an alternate embodiment, shown in FIG. 2, the client uses a single interface, such as the
cellular interface, and the N endpoints are outside the mobile network gateway (e.g., PGW
element). As shown in FIG. 2, the paths are same until the gateway, after which they diverge

on the public Internet.

After discovering, or after connecting to the N endpoints, the client informs each of the N
endpoints of the existence and identity of the other endpoints. The client also informs at least
the first endpoint, and in some implementations all N endpoints, about the network
performance of its connection to each of the other endpoints. The client can send a variety of
measurements, using network performance metrics as round trip time (RTT) to each

endpoint, loss, latency, bandwidth, and connection type.

By informing each endpoint about the other endpoints, the client in effect creates a set of N
cooperating endpoints that are aware of the client and each other, with each endpoint
preferably (but not necessarily) having a unique path to the client. This arrangement can be
used to facilitate improvements in communications and specifically in content delivery
between the cooperating endpoints and the client. Two benefits of the CM system are: 1)
resiliency: increased resilience to loss due to having established alternative connections if and
when one connection breaks or experiences congestion. This is something that can be
expected to happen frequently with wifi and cellular networks; and 2) performance: increased
performance using the combined effective throughput of multiple network interfaces in a
coordinated way. Note that these are potential benefits; achieving a specific benefit is not

necessary for a system to be considered to be practicing the invention.

CM at the Application Layer: Use Cases
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Preferably, CM is managed at the application layer, as that enables CM to have awareness of
application layer objects. A well-known application layer protocol is HTTP, and many

examples in this document use HTTP, but this not a limitation of the invention.
Object delivery using CM can be classified into one of two general cases.

The first case is where a client makes individual requests for objects. This includes delivery
of videos, software downloads, or other large files. Typically, such files are broken up into
segments that can be independently requested, or the files are otherwise addressable on a
chunk by chunk basis. In the latter case, the client may use HTTP range requests to request

individual byte ranges of the file.

Use Case 1. In the first case, CM can be used to deliver the object(s) from the endpoint that is
best suited do so, because of the characteristics of the endpoint and/or the performance of that
endpoint’s communication channel with the client. For example, upon receiving a request for
particular object, endpoint 1 can select itself or another endpoint to serve the requested

object. The decisions can be based on the characteristics of the endpoints (their current load,
role), and/or performance characteristics of the communication channel, and further in view
of the size, type, and identity of the object. An endpoint with a relatively large TCP
connection window size may be preferable to serve a large object, whereas an endpoint with a
relatively small round trip time (RTT) may be preferable to server a smaller object, by way of

illustration.

The second case is where a client makes a request for a first object that functions as a
manifest and will lead to further object requests. An example is request for a markup
language document, e.g., HTML. The markup language document is itself an object, but also
typically includes embedded references to other objects to be used in constructing, e.g., a web

page presentation.

Use Case 2. In the second case, CM can be used to prefetch, push, and otherwise accelerate
the delivery of those objects on the manifest that the client is likely to need soon. As
mentioned above, a primary example is delivery of a web page. Assume, for example, a
client application sends an HTTP/2 request for a base HTML document to endpoint 1.

Endpoint 1 knows that the client is also connected to endpoint 2.
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Endpoint 1 may deliver the HTML in response to the request. However, it may also decide to
instruct endpoint 2 to deliver some or all of the objects embedded in that HTML. This can be
implemented using by having endpoint 1 notify the client that endpoint 2 will deliver the
embedded objects, then having endpoint 1 send a message with a suitable instruction and
content identifier endpoint 2 on backchannel 1-2 in FIG. 1. Endpoint 2 then can push the
content to the client. In this way the client application is essentially receiving data over two
communication channels, and in this case two radio networks. In some embodiments, the
client application can be configured to send a HTTP/2 stream ‘cancel’ directive (e.g., an
RST_STREAM frame with a CANCEL error code) if and when the client determines that it
is receiving the same object over both, and that it could use the bandwidth more efficiently by

canceling one.

Notwithstanding the foregoing examples, it should be understood that any kind of content can
be delivered using CM techniques. This includes images, vector graphics, scripts,
stylesheets, video, audio, data in JSON, XML or other format, virtual reality content, and

others.
Details On Use Case 2 (Manifest object plus other objects)

Assume again that the client sends an HTTP request for a base HTML document to endpoint
1. Endpoint 1 can instruct endpoint 2 to deliver one or more objects embedded in the HTML
document to the client application. In response, endpoint 2 can preemptively push the objects
that the client application will need to construct the page defined by the HTML document,
using HTTP/2 features for server push for example. And, this can occur while (in parallel)

endpoint 1 delivers the HTML document to the client.

The decision to preemptively push an object, and the selection of which objects to push, can
be made using any of the multitude of prefetching techniques known in the art. For example,
see US Patent Publications No. 2014/0379840 and US 2015/0120821 and 2007/0156845, the

teachings of all of which are hereby incorporated by reference for all purposes.

When endpoint 1 instructs another endpoint such as endpoint 2 to push content, it may take
some time for endpoint 2 to receive and act upon this instruction; in the meantime, it may be
advantageous for endpoint 1 to notify the client that a push is imminent and that a client may

defer making a GET request for some time period. This notification action is potentially

-8-
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advantageous because, in general, when a client receives a document (HTML, JSON, XML
etc) that references other resources (described e.g. by a URL) the client may request copies of
those resources of which it does not have access to a valid cached copy. A push notification
from a server indicates to a client that a request is not necessary, as the server will put some

of that content in transmission expecting it to be useful to the client.

Hence, in accord with the teachings hereof, a notification from endpoint 1 can be sent just as
a push notification would ordinarily occur, notwithstanding that an alternate endpoint will
push the referenced content rather than endpoint 1. Delegating a push to another endpoint
takes some time -- e.g. endpoint 1 needs to contact endpoint 2. The notification from
endpoint 1 to the client mitigates this time delay and also informs the client that the content

will be arriving on an alternate connection at the client.

One way to do this is to leverage frames specified in HTTP/2. An HTTP/2
PUSH_PROMISE frame delivers an HTTP request (as in the style of a client) from server to
client and thus may contain HTTP headers. According to the teachings hereof, the endpoint 1
server may leverage the headers to communicate some server-to-client information, one of
which may be the aforementioned indication that the promised content will actually be
delivered from endpoint 2. Hence endpoint 1 would send a PUSH PROMISE frame with a
header, e.g. "X-Cooperative-Multipath-Push: delegated 2" where 2 is the appropriate
identifier for endpoint 2. The client could then respond with a cursory cancellation to the
PUSH_PROMISE frame from endpoint 1 using an RST STREAM frame with error code
CANCEL. Asynchronously, endpoint 2, after receiving notification from endpoint 1, could
issue a PUSH PROMISE frame to the client, this time without a special header, and followed
on the same socket with the appropriate content in accordance with HTTP/2. To handle some
failure cases, if a push is not received from endpoint 2 within a reasonable timeout (e.g., six
seconds), the client could seek to effectuate the push promise from endpoint 1 by issuing to
endpoint 2 (or to endpoint 1) a GET request for the same content described in the initial

PUSH PROMISE frame from endpoint 1.

Preferably, the above CM techniques are implemented using long-lived connections between
the client and the endpoints, as known in the art with TCP, HTTP/2 (RFC 7540) or

client/server tunnels. The technique can also work without long-lived connections or
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tunnels, but the performance benefits may be less significant due to the time needed to re-

establish the connection or tunnel when the client intends to send a request.
CM and Authentication/Authorization

A content provider may require authentication and/or authorization of the client in order to
receive some types of content. In such cases, both endpoints do an authentication and/or
authorization check ofthe client to verify that that the client is allowed to get the object, per
content provider configured rules. That may necessitate sending along the original client
request headers that are relevant, or the whole client request, from one endpoint to a
cooperating endpoint. Alternatively, endpoint 1 could send an authentication and/or
authorization assertion to endpoint 2. In yet another embodiment, endpoint 1 could send an
encryption key to endpoint 2 and a corresponding key to the client. The key could be sent to
the client in a header, embedded in the body of a response, or in an extensible HTTP/2 frame,
for example. Endpoint 2 then can encrypt the content that it needs to serve to the client. The
client will only be able to decrypt it if it has the appropriate key from endpoint 1, implying
that the endpoint 1 has authenticated and/or authorized the client to receive the content,

thereby eliminating the need for endpoint 2 to do so.
Designation of Cooperating Endpoints

In some of examples described above, a client informed every endpoint N of the existence of
the other endpoints. This is not necessary and not a limitation on the teachings hereof.
Generalizing, given N endpoints which the client discovers and are available to use with CM,
the client can create one or more sets of cooperating endpoints from the N endpoints (e.g.,
endpoint.1, endpoint.2....endpoint.N). Each set can be designated as S1, S2...Si. Each set Si
can have a size Zs in terms of the number of endpoints. The client creates a given set Si of
cooperating endpoints by notifying Zs endpoints of each other, where the Zs endpoints are
selected from the N endpoints to which the client is connected or has discovered. Multiple
sets of cooperating endpoints can be created, and a given endpoint may have membership of
more than one set. However, in the simplest case, Zs = N and all endpoints are notified of

each other and become part of a single set of cooperative endpoints.

The client can notify an endpoint of their membership in a set S in a variety of ways,

including sending that endpoint an identifier for the other endpoint(s), which identifier might

-10 -
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be an IP address or a hostname with parameters encoded therein. The client can also send an
identifier for the set S of cooperating endpoints to each endpoint in the set. Each endpoint
can respond to this notification with an acknowledgement message. An endpoint may also
respond to this notification with a cancellation of its membership in the cooperative scheme,
for example if it is not permitted to participate in a cooperative scheme with one or more of
the other endpoints listed, which may be driven by technical, communication, legal, or
business reasons. One way to indicate cancellation would be to gracefully close the socket;
in HTTP/2 this could involve sending a GOAWAY frame with a NO_ERROR error code and
possibly a debug payload that could indicate that CM is unavailable with the chosen

endpoints.

As noted earlier, as part of setting up the cooperating set of endpoints, preferably the client
also informs at least the first endpoint, and in some implementations all N endpoints, about
the network performance of its connection to each of the other endpoints. The client can send
a variety of measurements, using network performance metrics as round trip time (RTT) to

each endpoint, loss, latency, bandwidth, and connection type.
Factors That Influence Decision-Making Amongst Cooperating Endpoints

Having multiple connections over potentially multiple networks will by its nature increase
capacity between the client and the servers is increased over having, relative to a single

connection. Thus any use of that shared capacity will potentially show an improvement.

However, there are ways to further optimize the use of the available bandwidth for specific
situations. Typically, endpoints will have different qualities of connections with the client.
These connections will have different measured properties across a range of metrics such as
for example, latency, bandwidth, loss, and connection type (e.g., wireline, wireless,
narrowband, Wifi, Bluetooth, cellular). Measuring and tracking these properties for each
connection will allow the servers to make decisions about what content should be served

down which channel.

Depending on the use case, the server control plane can make choices to optimize usage of

each connection, with a goal of minimizing time to deliver all objects (or at least all

-11 -
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prioritized objects) A potential example for web page delivery could be as follows, with
reference to FIGS. 1 and 2. If path 1 has substantially lower latency than path 2, page objects
that have a higher rendering priority can be sent down path 1, while path 2 is used to deliver
lower priority objects. Thus one channel (path 1) is used for a higher transactional rate and
path 2 is higher throughput. Alternatively, both channels could be initially used for high
priority objects and once a critical point is reached, the use of path 2 is changed such that
path 2 is used to deliver lower priority, larger objects. The specifics of the decisions will
vary based on use cases and provides an opportunity for optimization based on measured

connection quality. These measurements may be real time or historical.

Another use case is the delivery of video objects. For example, a high latency low loss
connection could be used for pushing video chunks (e.g., HTTP responses carrying video
segments, or otherwise) and a low latency channel used for feedback and control.
Generalizing, an object of a given type can be matched to, and delivered using, a connection

that has measured properties most suitable for delivering that object type.
Client Discovery of Endpoints

The client can discover the N endpoints using a DNS lookup, proprietary directory request,
static configuration, or other mechanism. In the case of a DNS lookup, the client application
can query a DNS server to resolve a hostname associated with desired content, and the DNS
server can respond with a single IP address, which the client application then uses to connect
to all endpoints, but over different network interfaces. The endpoints may in fact be different
due to anycasting or virtual IP and/or load balancing configurations on the server side.
Alternatively, the DNS server can respond to the hostname resolution request by sending
multiple (e.g., N) endpoint IP addresses, and the client can initiate connections over different
network interfaces, using for each a different one of the IP address that it received. Yet
another alternative is for the client to send multiple queries to the DNS system to resolve
multiple hostnames (e.g., endpoint-1.foo.com, endpoint-2.foo.com, etc.), resulting in multiple
DNS answers with IP addresses, and the client application can initiate connections using

different IP addresses over different network interfaces.

Another way for the client to learn about the endpoints is to query the first endpoint. The
first endpoint has more information about the client than a DNS server (e.g., the first endpoint

likely has the client’s actual IP address whereas the DNS server may have only the IP address
-12-
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of the recursive DNS server that the client uses). Therefore, the first endpoint may be able to
provide more accurate or useful suggestions for additional endpoints to which the client can
or should connect. Preferably, an endpoint has the ability to tell a client to disconnect from
that endpoint and to connect to another endpoint instead. This could be accomplished, for
example, using the HTTP Alternative Services mechanism defined in RFC 7838 (M.
Nottingham, et al., IETF, April 2016)). This is useful for the operation of the CM system
when network conditions might change or endpoints may become overloaded or need

maintenance.
Client Connections to Endpoints

In the example described with respect to FIGS. 1-2, a client connected to multiple endpoints
using different network interfaces (e.g., cellular and Wifi interfaces). In one notable
embodiment, a client can connect to multiple endpoints over the same network interface, and
then use cooperative multipath techniques described herein to notify the endpoints and

manage the delivery of objects.

The term “connect” as used herein is meant to include, without limitation, a client device
establishing a connection to a given endpoint using TCP, QUIC, or any other protocol that
provides transmission control. (For more information QUIC, see IETF’s QUIC: A UDP-
Based Secure and Reliable Transport for HTTP/2 draft-hamilton-early-deployment-quic-00
application layer protocols; see IETF RFC6455 The WebSocket Protocol).

Also possible are long-lived connections of other types, including client-server tunnels, and

connections using SPROUT, IP over UDP, WebSocket protocol or a VPN protocol.

The connection can be secured using protocols such as TLS or IPSec. For example, HTTP .x
over TLS (and over UDP or TCP) is one implementation. QUIC with TLS 1.3 over UDP is

another possible implementation approach.

Preferably, the client application communicates with the given endpoint using an application
layer protocol such as HTTP/2 over a persistent TCP connection. This is referred to as an
HTTP/2 connection. Preferably there is an HTTP/2 framing layer, and on top of that the
HTTP/2 requests.
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HTTP 1.1 over a transport layer connection also can be used, but the lack of a push
mechanism makes this less preferred. In some cases, HTTP 1.1 might be used with a
mechanism to enable endpoint 1 to tell the client to fetch a particular object from endpoint 2

(since endpoint 2 cannot push it).

Such an HTTP 1.1. scenario might look like the following, given a client requesting object X,
and endpoints 1, 2:

1. Client requests X from endpoint 1;
2. Optional: endpoint 1 tells endpoint 2 directly to prepare part of X;

3. Response from endpoint 1 includes part of X and a hint to fetch part of the answer (i.e.,

part of X) from endpoint 2; and,
4. Client asynchronously requests part of X from endpoint 2.

In comparison, an HTTP/2 scenario might look like this, similar to that already described

previously in the document:
1. Client requests X from endpoint 1;
2. Endpoint 1 tells endpoint 2 directly to send part of X;

3. Response from endpoint 1 is part of X (possibly preceded by a promise for the remaining

part of X from endpoint 2 as described above); and
4. Client receives an HTTP/2 PUSH from endpoint 2 with the other part of X.

The second scenario above using HTTP/2 is likely to provide a faster response to the client,
because a message from endpoint 1 to endpoint 2 (followed by a push from endpoint 2 to
client) is likely to be faster than a message from endpoint 1 through client to endpoint 2

(requesting the same file). In fact, endpoint 1 and 2 may enjoy a persistent connection.
Example Use Cases

There are a variety of uses for leveraging and extending the techniques described above. In

the following examples, the N cooperating endpoints are N servers that can serve a requested
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object (e.g., a web object) to a requesting client application, such that there are N channels
overs N paths between client and endpoints. The client application can be a web browser or

app hosted on a client device, modified in accordance with the teachings hereof.

a. Providing higher reliability and redundancy by the servers delivering the same object

over both the communication channels.

b. Optimizing and/or balancing the number of bytes delivered over each channel (e.g.,
the cell channel or the WiFi channel or the wireline channel) based on the measured
capabilities of each (e.g., bandwidth, round trip time, loss, etc). Besides channel capacity,
cost to the end-user and/or the service provider can influence the optimization decision. For
example, typically a cellular link is metered and charged to the end user according to a data

plan, while a WiFi link is not metered and thus may be preferable.

C. Using one of the paths as an “out-of-band” communication channel to detect content
tampering by using it to return digests of the objects being served to the client over the
“primary” channel. For example, endpoint 1 delivers an object to the client application and
synchronously sends a digest (e.g., MDS5 hash or SHA-1 of the object) to endpoint 2, with
whom it has established a secure connection, the digest representing a fingerprint of the data.
Then, endpoint 2 delivers the digest to the client over its connection and the client can use

this to verify the authenticity of the object it received from endpoint 1.)

In this respect, the teachings hereof may be combined with the teachings of US Patent
Publication No. US-2014/0189069-A1, which are hereby incorporated by reference for all
purposes. That publication describes a mechanism for distinguishing between content that
should be served through either a first delivery channel (such as origin to client) or second
delivery channel (such as CDN proxy server to client). At a high level, methodology
disclosed in that publication includes as follows: 1. A given HTML file (or other markup
language file or web page object with embedded references) is translated at an origin server
to include verification codes for ‘child’ objects that are referenced therein. The verification
codes can be hashes that serve as fingerprints for the object. 2. A client application requests
and receives the HTML for a page, either directly from origin or through a CDN. Once the
HTML arrives at the client application, it requests the embedded objects with the hashes from
the CDN (e.g., from a particular CDN server). 3. The CDN server attempts to get the object,
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preferably in a public way (e.g., no cookies used to fetch it, no attempt to authenticate to
origin, and/or request made to public IP address, etc.). The CDN server provides the object if
possible, or if not a failure code to indicate that it is not available. 4. If the object is available
and received from the CDN server, the client application verifies it (using the hash) and, if

correct, loads it in the page. Otherwise, the client goes back to the origin to obtain it.

The teachings hereof can be applied to the scenario just described from US Patent Publication
No. US-2014/0189069-A1. For example, one server of the N cooperating endpoints can be

the origin, and another server can be the CDN server.

d. Besides sending a digest of the object, the “out of band” endpoint could also send the
fingerprint of a certificate over the out of band channel , to make sure there is not a man in
the middle attack going on. The certificate can be an x.509 certificate used to authenticate

the client or server in a TLS handshake.

e. Two cooperating servers can each deliver portions a file in a fine-tuned way, using so-
called fountain codes. It is known the art to use fountain codes to generate chunks of
information based on an original file and then send these chunks from a server to a client over
a single channel, or to have the client reach out to peer devices to obtain chunks. The client
notifies the server, or stops requesting chunks from peers, when it has received enough
chunks to reconstruct the file. See, for examples, US Patent Nos. 7,581,158, 7,865,811,
8,078,946, and 8,996,646 and US Patent Publication Nos. 2015-0341705 A1, and 2014-
0310735 A1, the teachings of all of which are hereby incorporated by reference for all
purposes. According to the teachings hereof, cooperative multipath can be set up between the
client and N servers, and then the servers can each deliver fountain coded chunks over their
respective links. The servers can cooperate, including using real-time feedback on
congestion for each of their respective links/paths, to tune the amount of contribution that
each server will make to delivery of the file. Thus each server could deliver different
amounts of chunks, if desired. The allocation could be defined by preset
targets/configuration, they could drive by network or server load feedback, and the like. In
another embodiment, the portions of the file could be defined by byte ranges, using the HTTP

byte range request and response protocol.

Implementation with N=1 Endpoint
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While the foregoing description has used plural endpoints N >1 for illustrative purposes, it
should be clear to those skilled in the art that in some embodiments, N=1. Put another way,
the endpoints 1, 2...N described above and illustrated in the Figures can be replaced with a
single endpoint. When N=1, the client device is establishing multiple connections to an
endpoint with each connection over a different path. This scenario still offers the potential
for improved reliability/redundancy and performance gains. The backchannels 1-2, 2-N in
FIG. 1, across endpoints described above would not exist. Rather, the endpoint might
establish a separate socket for each endpoint, and the handling application (e.g., the HTTP
server application) can maintain a data structure that stores and tracks the sockets that are part
of the multipath session with the given client device . In this way, the application can

coordinate delivery over multiple paths.
Comparison to Multipath TCP

One significant difference between cooperative multipath (CM) and multipath TCP (MP-
TCP) is that MP-TCP works at a byte-stream level (layer 4) and therefore the TCP layer that
is scheduling the subflows know nothing about what those bytes represent, e.g. an object
(layer 7). CM enables much smarter content delivery using layer 7 awareness. In particular,
the priority, size, purpose and other information and characteristics about the layer 7 object
can be taken into account. For example, multiple client application requests can be sent over
one network channel ‘1’ to server 1, but because the client device is also connected over
channel ‘2’ to server 2, the two servers can cooperatively determine which object to serve
over which channel. Preferably these determinations can be based on the network channel
characteristics (latency, bandwidth, cost) and on the availability of the requested object in
their caches as well as based on other server metrics (such as CPU load and memory
pressure). One could imagine sending objects critical for rendering a web page over the
lower latency and more expensive channel of the two, but the large high-resolution images
over the cheaper channel. One could even maximize the combined throughput of channels

1+2 by sending byte-ranges of large files over both channels at the same time.

Compared to MP-TCP, CM has benefits, particularly when used with HTTP as the
application layer. HTTP is a well-understood layer. And, the synchronization between
endpoints 1 and 2 connected to the client doesn’t need to be as tightly managed as in MP-

TCP. For example, the cooperating endpoints 1 and 2 might simply need to agree on which
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object gets served from which server, no need to agree on the sequence number of every TCP

segment on the wire.

It should be understood that the foregoing are potential benefits that may be achieved in light
of the teachings hereof, but it is not necessary to obtain such benefits in order to be practicing

the invention.
Use For Internal Operations in Distributed Computer Network

Note that the teachings hereof are not limited to an end-user client requesting content from a
server or other endpoint. The “client” can be any computer with appropriate client
software/hardware in a distributed computing system that needs to request or send (e.g.,
HTTP post) data to another machine (the “endpoint”) in the distributed computing system.
Such a client may be connected to the N endpoints via wireline connections, but nevertheless
have interfaces to multiple networks. For example, the client may be deployed at or
connected to an internet peering point. The client can connect to one endpoint via a first
network, and the second endpoint via a second network. These two networks may be
associated, for example, with distinct autonomous system numbers (ASNs). Similarly, the
client might be connected to one endpoint via a link to the public Internet, while being
connected to another endpoint via a private link (e.g., private backbone, enterprise network,
MPLS line, etc.). Internal operations include such thing as cache hierarchy lookups,
communications with network storage, and communications with logging, billing, and

monitoring subsystems.
Use in Content Delivery Networks

As noted above, the teachings hereof may be implemented in a system in which CDN servers
represent one or more of the cooperating endpoints. A description of a CDN, as known in the
art, is now provided. A CDN is a distributed computer system and it is can be (but does not
have to be) operated and managed by a service provider. A “distributed system” of this type
typically refers to a collection of autonomous computers linked by a network or networks,
together with the software, systems, protocols and techniques designed to facilitate various
services, such as content delivery or the support of site infrastructure. The infrastructure can
be shared by multiple tenants, typically referred to as the content providers. The

infrastructure is generally used for the storage, caching, or transmission of content — such as
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web pages, streaming media and applications -- on behalf of such content providers or other
tenants. The platform may also provide ancillary technologies used therewith including,
without limitation, DNS query handling, provisioning, data monitoring and reporting, content
targeting, personalization, and business intelligence. The CDN processes may be located at
nodes that are publicly-routable on the Internet, within or adjacent nodes that are located in
mobile networks, in or adjacent enterprise-based private networks, or in any combination

thereof.

In a known system such as that shown in FIG. 3, a distributed computer system 300 is
configured as a content delivery network (CDN) and is assumed to have a set of machines
302 distributed around the Internet. Typically, most of the machines are configured as
servers and located near the edge of the Internet, i.e., at or adjacent end user access networks.
A network operations command center (NOCC) 304 may be used to administer and manage
operations of the various machines in the system. Third party sites affiliated with content
providers, such as web site 306, oftload delivery of content (e.g., HTML or other markup
language files, embedded page objects, streaming media, software downloads, and the like) to
the distributed computer system 300 and, in particular, to the servers (which are sometimes
referred to as content servers, or sometimes as "edge" servers in light of the possibility that
they are near an "edge" of the Internet). Such servers may be grouped together into a point of

presence (POP) 307.

Typically, content providers offload their content delivery by aliasing (e.g., by a DNS
CNAME) given content provider domains or sub-domains to domains that are managed by
the service provider’s authoritative domain name service. End user client machines 322 that
desire such content may be directed to the distributed computer system to obtain that content
more reliably and efficiently. The CDN servers respond to the client requests, for example
by obtaining requested content from a local cache, from another CDN server, from the origin

server 106, or other source.

Although not shown in detail in FIG. 3, the distributed computer system may also include
other infrastructure, such as a distributed data collection system 308 that collects usage and
other data from the CDN servers, aggregates that data across a region or set of regions, and
passes that data to other back-end systems 310, 312, 314 and 316 to facilitate monitoring,

logging, alerts, billing, management and other operational and administrative functions.
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Distributed network agents 318 monitor the network as well as the server loads and provide
network, traffic and load data to a DNS query handling mechanism 315, which is
authoritative for content domains being managed by the CDN. A distributed data transport
mechanism 320 may be used to distribute control information (e.g., metadata to manage

content, to facilitate load balancing, and the like) to the CDN servers.

A given machine in the CDN comprises commodity hardware (e.g., a microprocessor)
running an operating system kernel (such as Linux® or variant) that supports one or more
applications. To facilitate content delivery services, for example, given machines typically
run a set of applications, such as an HTTP proxy, a name server, a local monitoring process, a
distributed data collection process, and the like. The HTTP proxy (sometimes referred to
herein as a global host or “ghost”) typically includes a manager process for managing a cache
and delivery of content from the machine. For streaming media, the machine typically

includes one or more media servers, as required by the supported media formats.

A given CDN server 302 may be configured to provide one or more extended content
delivery features, preferably on a domain-specific, content-provider -specific basis,
preferably using configuration files that are distributed to the CDN servers using a
configuration system. A given configuration file preferably is XML-based and includes a set
of content handling rules and directives that facilitate one or more advanced content handling
features. The configuration file may be delivered to the CDN server via the data transport
mechanism. U.S. Patent Nos. 7,240,100, the contents of which are hereby incorporated by
reference, describe a useful infrastructure for delivering and managing CDN server content
control information and this and other control information (sometimes referred to as
“metadata”) can be provisioned by the CDN service provider itself, or (via an extranet or the
like) the content provider customer who operates the origin server. U.S. Patent Nos.
7,111,057, incorporated herein by reference, describes an architecture for purging content

from the CDN.

In a typical operation, a content provider identifies a content provider domain or sub-domain
that it desires to have served by the CDN. The CDN service provider associates (e.g., via a
canonical name, or CNAME, or other aliasing technique) the content provider domain with a
CDN hostname, and the CDN provider then provides that CDN hostname to the content

provider. When a DNS query to the content provider domain or sub-domain is received at the
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content provider’s domain name servers, those servers respond by returning the CDN
hostname. That network hostname points to the CDN, and that hostname is then resolved
through the CDN name service. To that end, the CDN name service returns one or more IP
addresses. The requesting client application (e.g., browser) then makes a content request
(e.g., via HTTP or HTTPS) to a CDN server associated with the IP address. The request
includes a host header that includes the original content provider domain or sub-domain.
Upon receipt of the request with the host header, the CDN server checks its configuration file
to determine whether the content domain or sub-domain requested is actually being handled
by the CDN. If so, the CDN server applies its content handling rules and directives for that
domain or sub-domain as specified in the configuration. These content handling rules and
directives may be located within an XML-based “metadata” configuration file, as described
previously. Thus, the domain name or subdomain name in the request is bound to (associated
with) a particular configuration file, which contains the rules, settings, etc., that the CDN

server should use for that request.

As an overlay, the CDN resources may be used to facilitate wide area network (WAN)
acceleration services between enterprise data centers (which may be privately managed) and

to/from third party software-as-a-service (SaaS) providers.

CDN customers may subscribe to a “behind the firewall” managed service product to
accelerate Intranet web applications that are hosted behind the customer’s enterprise firewall,
as well as to accelerate web applications that bridge between their users behind the firewall to
an application hosted in the internet cloud (e.g., from a SaaS provider). To accomplish these
two use cases, CDN software may execute on machines (potentially in virtual machines
running on customer hardware) hosted in one or more customer data centers, and on
machines hosted in remote “branch offices.” The CDN software executing in the customer
data center typically provides service configuration, service management, service reporting,
remote management access, customer SSL certificate management, as well as other functions
for configured web applications. The software executing in the branch offices provides last
mile web acceleration for users located there. The CDN itself typically provides CDN
hardware hosted in CDN data centers to provide a gateway between the nodes running behind
the customer firewall and the CDN service provider’s other infrastructure (e.g., network and
operations facilities). This type of managed solution provides an enterprise with the

opportunity to take advantage of CDN technologies with respect to their company’s intranet,
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providing a wide-area-network optimization solution. This kind of solution extends
acceleration for the enterprise to applications served anywhere on the Internet. By bridging an
enterprise’s CDN-based private overlay network with the existing CDN public internet
overlay network, an end user at a remote branch office obtains an accelerated application
end-to-end. FIG. 4 illustrates a general architecture for the “behind-the-firewall” service

offerings described above.

The CDN may have a variety of other features and adjunct components. For example the
CDN may include a network storage subsystem (sometimes referred to herein as
“NetStorage”) which may be located in a network datacenter accessible to the CDN servers,
such as described in U.S. Patent No. 7,472,178, the disclosure of which is incorporated herein
by reference. The CDN may operate a server cache hierarchy to provide intermediate
caching of customer content; one such cache hierarchy subsystem is described in U.S. Patent
No. 7,376,716, the disclosure of which is incorporated herein by reference. Communications
between CDN servers and/or across the overlay may be enhanced or improved using
techniques such as described in U.S. Patent Nos. 6,820,133, 7,274,658, 7,660,296, the

disclosures of which are incorporated herein by reference.

For live streaming delivery, the CDN may include a live delivery subsystem, such as
described in U.S. Patent No. 7,296,082, and U.S. Publication No. 2011/0173345, the

disclosures of which are incorporated herein by reference.
Computer Based Implementation

The teachings hereof may be implemented with conventional computer systems, as modified
by the teachings hereof, with the functional characteristics described above realized in
special-purpose hardware, general-purpose hardware configured by software stored therein

for special purposes, or a combination thereof.

Software may include one or several discrete programs. Any given function may comprise
part of any given module, process, execution thread, or other such programming construct.
Generalizing, each function described above may be implemented as computer code, namely,
as a set of computer instructions, executable in one or more microprocessors to provide a
special purpose machine. The code may be executed using an apparatus — such as a

microprocessor in a computer, digital data processing device, or other computing apparatus —
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as modified by the teachings hereof. In one embodiment, such software may be implemented
in a programming language that runs in conjunction with a proxy on a standard Intel
hardware platform running an operating system such as Linux. The functionality may be
built into the proxy code, or it may be executed as an adjunct to that code, such as the

“interpreter” referenced above.

While in some cases above a particular order of operations performed by certain
embodiments is set forth, it should be understood that such order is exemplary and that they
may be performed in a different order, combined, or the like. Moreover, some of the
functions may be combined or shared in given instructions, program sequences, code
portions, and the like. References in the specification to a given embodiment indicate that the
embodiment described may include a particular feature, structure, or characteristic, but every

embodiment may not necessarily include the particular feature, structure, or characteristic.

FIG. 5 is a block diagram that illustrates hardware in a computer system 500 upon which
such software may run in order to implement embodiments of the invention. The computer
system 500 may be embodied in a client device, server, personal computer, workstation,
tablet computer, mobile or wireless device such as a smartphone, network device, router, hub,
gateway, or other device. Representative machines on which the subject matter herein is
provided may be Intel Pentium-based computers running a Linux or Linux-variant operating

system and one or more applications to carry out the described functionality.

Computer system 500 includes a microprocessor 504 coupled to bus 501. In some systems,
multiple processor and/or processor cores may be employed. Computer system 500 further
includes a main memory 510, such as a random access memory (RAM) or other storage
device, coupled to the bus 401 for storing information and instructions to be executed by
processor 504. A read only memory (ROM) 508 is coupled to the bus 401 for storing
information and instructions for processor 504. A non-volatile storage device 506, such as a
magnetic disk, solid state memory (e.g., flash memory), or optical disk, is provided and
coupled to bus 501 for storing information and instructions. Other application-specific
integrated circuits (ASICs), field programmable gate arrays (FPGAs) or circuitry may be

included in the computer system 500 to perform functions described herein.

A peripheral interface 512 communicatively couples computer system 500 to a user display

514 that displays the output of software executing on the computer system, and an input
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device 515 (e.g., a keyboard, mouse, trackpad, touchscreen) that communicates user input
and instructions to the computer system 500. The peripheral interface 512 may include
interface circuitry, control and/or level-shifting logic for local buses such as RS-485,

Universal Serial Bus (USB), IEEE 1394, or other communication links.

Computer system 500 is coupled to a communication interface 517 that provides a link (e.g.,
at a physical layer, data link layer, or otherwise) between the system bus 501 and an external
communication link. The communication interface 516 provides a network link 518. The
communication interface 516 may represent a Ethernet or other network interface card (NIC),

a wireless interface, modem, an optical interface, or other kind of input/output interface.

Network link 518 provides data communication through one or more networks to other
devices. Such devices include other computer systems that are part of a local area network
(LAN) 526. Furthermore, the network link 518 provides a link, via an internet service
provider (ISP) 520, to the Internet 522. In turn, the Internet 522 may provide a link to other
computing systems such as a remote server 530 and/or a remote client 531. Network link 518
and such networks may transmit data using packet-switched, circuit-switched, or other data-

transmission approaches.

In operation, the computer system 500 may implement the functionality described herein as a
result of the processor executing code. Such code may be read from or stored on a non-
transitory computer-readable medium, such as memory 510, ROM 508, or storage device
506. Other forms of non-transitory computer-readable media include disks, tapes, magnetic
media, CD-ROMs, optical media, RAM, PROM, EPROM, and EEPROM. Any other non-
transitory computer-readable medium may be employed. Executing code may also be read
from network link 518 (e.g., following storage in an interface bufter, local memory, or other

circuitry).

It should be understood that the foregoing has presented certain embodiments of the
invention that should not be construed as limiting. For example, certain language, syntax,
and instructions have been presented above for illustrative purposes, and they should not be
construed as limiting. It is contemplated that those skilled in the art will recognize other
possible implementations in view of this disclosure and in accordance with its scope and

spirit. The appended claims define the subject matter for which protection is sought.
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It is noted that trademarks appearing herein are the property of their respective owners and
used for identification and descriptive purposes only, given the nature of the subject matter at

issue, and not to imply endorsement or affiliation in any way.

The claims appearing in this application are considered part of its disclosure.
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CLAIMS

1. A method for establishing and using a set of cooperating endpoints for multipath

communication, the method comprising:
with a client device having first and second network interfaces:

establishing a first communication channel over the first network interface to a first
endpoint, said first communication channel carrying application layer messages in
accord with an application layer protocol running on top of a first transport layer

connection;

establishing a second communication channel over the second network interface to a
second endpoint, said second communication channel carrying application layer
messages in accord with the application layer protocol running on top of a second

transport layer connection;

designating a set of two or more cooperating endpoints so as to enable the two or
more cooperating endpoints to communicate with one another about each of the two
or more cooperating endpoints serving content to the client device, the cooperating
endpoints including the first and second endpoints, the designation comprising one or
more of: (1) the client device sending a message to the first endpoint that identifies the
second endpoint, (ii) the client device sending a message to the second endpoint that
identifies the first endpoint; (iii) the client device sending a message to a remote host,
the message identifying the first and second endpoints and instructing the remote host

to notify both the first endpoint and the second endpoint of the designation.

2. The method of claim 1, wherein the first and second network interfaces are different and
each are selected from the group consisting of: wifi network interface, cellular network

interface, wireline network interface.
3. The method of claim 1, wherein the application layer protocol comprises HTTP/2.

4. The method of claim 1, wherein the first and second transport layer connections each

comprise a TCP connection.
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5. The method of claim 1, wherein the first communication channel is associated with a first
path to the first endpoint, and the second communication channel is associated with a second

path to the second endpoint, the first and second paths being different at least in part.

6. The method of claim 5, wherein the first path extends across a first network associated
with a first telecommunications provider, and the second path extends across a second

network associated with a second telecommunications provider.
7. The method of claim 1, further comprising:

with the client device, sending an application layer request to the first endpoint for a given

object via the first communication channel; and

at the first endpoint and in response to the application layer request, determining to send a
message to the second endpoint that instructs the second endpoint to serve a particular object
to the client device via the second communication channel, where the particular object is any
of’ the given object requested by the client device in the request, an object related to the given

object requested by the client device.

8. The method of claim 7, wherein the message instructs the second endpoint to use server

push to push the particular object to the client device.

9. The method of claim 7, wherein the particular object is related to the given object
requested by the client device, the given object being an HTML document and the particular

object being an embedded image referenced in the HTML document.
10. The method of claim 1, further comprising:

with the client device, sending an application layer request to the first endpoint for an object

via the first communication channel; and

at the first endpoint and in response to the application layer request, determining to send a
message to the second endpoint that instructs the second endpoint to serve a first portion of
the object to the client device via the second communication channel, and the first endpoint

serving a second portion of the object to the client device.

11. The method of claim 1, further comprising:
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with the client device, sending an application layer request to the first endpoint for an object

via the first communication channel; and
with the first endpoint, sending the given object to the client device;

with the second endpoint, sending a fingerprint of the given object to the client device via the

second communication channel.

12. The method of claim 1, wherein establishing the first communication channel from the
first network interface of the client device to the first endpoint comprises sending one or
more transport layer messages to an IP address, and wherein establishing the second
communication channel from the second network interface of the client device to the second

endpoint comprises sending one or more transport layer messages to the same IP address.

13. The method of claim 12, wherein the IP address is any of a virtual IP address and an

Anycast IP address.

14. The method of claim 12, wherein prior to the steps recited in claim 12, the client device
obtains the IP address from a DNS server in response to the client device making a DNS

query for a content provider hostname to the DNS server.

15. The method of claim 1, wherein the first and second endpoints comprise any of’ (a) first
and second servers, respectively; (b) first and second proxy servers, respectively; (c) first and

second CDN servers, respectively, (d) first and second cache servers, respectively.

17. The method of claim 1, wherein, the client device any of: (i) sends the message to the
first endpoint that identifies the second endpoint, over the first communication channel, (ii)
sends the message to the second endpoint that identifies the first endpoint, over the second

communication channel.

18. The method of any of the preceding claims, performed in a distributed system of
computers, each having one or more microprocessors and memory holding instructions to be
executed on the one or more microprocessors to cause the respective computer to operate as

specified in the claim.

19. A cooperative multipath system, the system comprising:
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a client device having first and second network interfaces and having circuitry forming at
least one processor and memory storing instructions for execution on the at least one

processor, the instructions comprising instructions for:

establishing a first communication channel over the first network interface to a first
endpoint, said first communication channel carrying application layer messages in
accord with an application layer protocol running on top of a first transport layer

connection;

establishing a second communication channel over the second network interface to a
second endpoint, said second communication channel carrying application layer
messages in accord with the application layer protocol running on top of a second

transport layer connection;

designating a set of two or more cooperating endpoints so as to enable the two or
more cooperating endpoints to communicate with one another about each of the two
or more cooperating endpoints serving content to the client device, the cooperating
endpoints including the first and second endpoints, the designation comprising

sending a message to the first endpoint that identifies the second endpoint;

the first endpoint having circuitry forming at least one processor and memory storing
instructions for execution on the at least one processor, the instructions comprising

instructions for:

in response to receipt of the message identifying the second endpoint, sending to the

second endpoint one or more of’

(a) an instruction to serve an object to the client device;
(b) an instruction to serve a portion of an object to the client device; and,
(c) akey to use in encrypting information before transmission of the information
to the client device.
20. The system of claim 19, wherein the first communication channel is associated with a
first path to the first endpoint, and the second communication channel is associated with a

second path to the second endpoint, the first and second paths being different at least in part.
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21. The system of claim 20, wherein the first path extends across a first network associated
with a first telecommunications provider, and the second path extends across a second

network associated with a second telecommunications provider.

22. A method performed by a client device, having first and second network interfaces, a

first server, and a second server, the method comprising

establishing a first communication channel over the first network interface from the
client device to a first server, said first communication channel carrying application
layer messages in accord with an application layer protocol running on top of a first

transport layer connection;

establishing a second communication channel over the second network interface from
the client device to a second server, said second communication channel carrying
application layer messages in accord with the application layer protocol running on

top of a second transport layer connection;

designating a set of two or more cooperating servers so as to enable the two or more
cooperating servers to communicate with one another about each of the two or more
cooperating servers serving content to the client device, the cooperating endpoints

including the first and second servers;

wherein said designation comprises the client device issuing one or more DNS queries
to a DNS server, and receiving one or more responses from the DNS server that

designate the set of two or more cooperating servers.
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