(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

J

=

(19) World Intellectual Property
Organization
International Bureau

(43) International Publication Date
18 April 2019 (18.04.2019)

(10) International Publication Number

WO 2019/072263 A2

WIPO I PCT

(51) International Patent Classification: HR, HU, ID, IL, IN, IR, IS, JO, JP, KE, KG, KH, KN, KP,
Not classified KR,KW,KZ,LA,LC,LK,LR,LS, LU, LY, MA, MD, ME,
(21) International Application Number: MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
DCT/CN2018/114334 OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,
SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN,
(22) International Filing Date: TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW,
07 November 2018 (07.11.2018) (84) Designated States (unless otherwise indicated, for every
(25) Filing Language: English kind of regional protection available): ARIPO (BW, GH,
.. . GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ, TZ,
(26) Publication Language: English UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
(71) Applicant: ALIBABA GROUP HOLDING LIMITED TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
[—/CN]; Fourth Floor, one Capital Place, P.O. Box 847, EE, ES, FIL FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
George Town, Grand Cayman (KY). MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
L TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW,
(72) Inventqr: 'YANG, Dayi; Alibaba Group LegalDepartmept, KM, ML, MR, NE, SN, TD, TG).
5/F, Building 3, No. 969 West Wen Yi Road, Yuhang Dis-
trict, Hangzhou, Zhejiang 311121 (CN). Published:
(74) Agent: BEIJING BESTIPR INTELLECTUAL PROP- — upon request of the applicant, before the expiration of the

ERTY LAW CORPORATION; Room 409, Tower B, Ka
‘Wah Building, No. 9 Shangdi 3rd Street, Haidian District,
Beijing 100085 (CN).

time limit referred to in Article 21(2)(a)
without international search report and to be republished
upon receipt of that report (Rule 48.2(g))

wo 2019/072263 A2 | NI 0000 T 000 O O O

(81) Designated States (unless otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AQ, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,
CA, CH, CL,CN, CO, CR, CU, CZ,DE, DJ, DK, DM, DO,

DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,

(54) Title: FACILITATING PRACTICAL BYZANTINE FAULT TOLERANCE BLOCKCHAIN CONSENSUS AND NODE SYN-
CHRONIZATION

(57) Abstract: Implementations of the present disclosure include setting, by a
first consensus node, a timer that runs out before a timeout of a view change;
sending, to a second consensus node, a request for one or more consensus mes-
sages missing by the first consensus node in response to the timer running out;
receiving, from the second consensus node, the one or more consensus messages
each digitally signed by a private key of a corresponding consensus node that
generates the respective one or more consensus messages; and determining that
a block of transactions is valid, if a quantity of commit messages included in
the received one or more consensus messages is greater than or equal to 2f + 1,
where £ is a maximum number of faulty nodes that is tolerable by the blockchain
based on practical Byzantine fault tolerance.

300




WO 2019/072263 PCT/CN2018/114334

FACILITATING PRACTICAL BYZANTINE FAULT TOLERANCE
BLOCKCHAIN CONSENSUS AND NODE SYNCHRONIZATION

BACKGROUND
[0001] Blockchain networks, which can also be referred to as blockchain systems,
consensus networks, distributed ledger system (DLS) networks, or blockchain, enable
participating entities to securely, and immutably store data. A blockchain can be
described as a ledger of transactions, and multiple copies of the blockchain are stored
across the blockchain network. Example types of blockchains can include public
blockchains, consortium blockchains, and private blockchains. A public blockchain is
open for all entities to use the blockchain, and participate in the consensus process. A
private DLS is provided for a particular entity, which centrally controls read and write
permissions.
[0002]  Another type of blockchain system includes a consortium blockchain system.
A consortium blockchain system is provided for a select group of entities, which control
the consensus process, and includes an access control layer. Consequently, one or more
entities participating in the consortium blockchain system have control over who can
access the consortium blockchain system, and who can participate in the consensus
process of the consortium blockchain system. For example, a group of enterprise (e.g.,
companies, academic institutions) can participate in a consortium blockchain system to
immutably record data (e.g., transactions). In some examples, an entity can be able to
access/view data within the consortium blockchain system, but not contribute data to the
consortium blockchain system.
[0003] A blockchain includes a series of blocks, each of which contains one or more
transactions executed in the network. Each block can be analogized to a page of the
ledger, while the blockchain itself is a full copy of the ledger. Individual transactions are
confirmed and added to a block, which is added to the blockchain. Copies of the
blockchain are replicated across nodes of the network. In this manner, there is a
consensus across the network as to the state of the blockchain.
[0004] Fault tolerance is of concern in blockchain systems. Fault tolerance can
generally be described as the tolerance of a network to nodes that fail, or act maliciously.

Fault tolerance is of particular concern in blockchain systems having fewer participating

1



WO 2019/072263 PCT/CN2018/114334

nodes, such as consortium blockchain systems. Byzantine fault tolerance (BFT) can be
described as the dependability of a fault-tolerant, distributed computing system, such as a
blockchain system. BFT describes the dependability, in cases where components may fail,
and/or is malicious, and there is imperfect information on whether a component has failed,
or is malicious. BFT is leveraged in consensus protocols to enable systems to achieve
consensus despite malicious nodes of the system propagating incorrect information to
other peers. The objective of BFT is to defend against system failures by mitigating the
influence the malicious nodes have on the correct function of the consensus protocol.
Practical BFT (PBFT) is an optimization of BFT. PBFT works in asynchronous systems,
such as a consortium blockchain system, and assumes that there are independent node
failures, and manipulated messages propagated by specific, independent nodes. In PBFT,
all of the nodes in a consensus system are ordered in a sequence with one node being a
primary node (different nodes being designated as the primary node over time), and the
other nodes being backup nodes. All of the nodes communicate with each other through
broadcast messages, and, so-called honest nodes come to consensus through a majority.
[0005] In PBFT, consensus safety can ensure that two nodes that do not have any
problems associated with them do not come to a consensus with different values.
Consensus liveness can ensure that the nodes do not fall under infinite loops while
exchanging messages, and the nodes can come to their final state.

[0006] In some cases, the consensus nodes in a consortium blockchain can be far
apart geographically, and the network quality or connectivity cannot be guaranteed. In
such cases, broadcast messages may not reach all of the consensus nodes, which affects
the ability of the consensus nodes to come to PBFT consensus. As a result, collecting
enough replies to reach consensus can be time consuming and computationally

burdensome.

SUMMARY
[0007] Implementations of the present disclosure are directed to facilitating
synchronization and consensus processes of a blockchain network based on practical
Byzantine fault tolerance (PBFT). More particularly, implementations of the present

disclosure are directed to facilitating consensus message transmissions and node
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synchronization in a blockchain network based on PBFT by using a gossip-based
communications method, and adding digital signatures to consensus messages.

[0008] In some implementations, actions include setting, by a first consensus node, a
timer that runs out before a timeout of a view change; sending, to a second consensus
node, a request for one or more consensus messages missing by the first consensus node
in response to the timer running out; receiving, from the second consensus node, the one
or more consensus messages each digitally signed by a private key of a corresponding
consensus node that generates the respective one or more consensus messages; and
determining that a block of transactions is valid, if a quantity of commit messages
included in the received one or more consensus messages is greater than or equal to 2f +
1, where f'is a maximum number of faulty nodes that is tolerable by the blockchain based
on practical Byzantine fault tolerance. Other implementations include corresponding
systems, apparatus, and computer programs, configured to perform the actions of the
methods, encoded on computer storage devices.

[0009] These and other implementations may each optionally include one or more of
the following features: the request includes a sequence number that indicates a number of
a consensus round; the one or more consensus messages include one or more of pre-
prepare messages, prepare messages, and commit messages missing by the first
consensus node; the one or more consensus messages are stored in one or more consensus
nodes in which they are generated or stored, until a stable checkpoint is reached;
receiving one or more sequence numbers corresponding to the one or more consensus
messages, wherein each sequence number indicates a number of a consensus round
associated with a corresponding consensus message; submitting the block of transactions
to a blockchain and a status database, if the block of transactions is determined valid;
sending, to a third consensus node, a request for a second one or more consensus
messages missing by the second consensus node in response to the timer running out and
if the block of transactions is determined invalid; receiving, from the third consensus
node, the second one or more consensus messages each digitally signed by a private key
of a corresponding consensus node that generates the respective second one or more

consensus message; and determining that the block of transactions is valid, if a quantity
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of the commit messages included in the one or more consensus messages and the second
one or more consensus messages is greater than or equal to 2f + 1.

[0010] The present disclosure also provides one or more non-transitory computer-
readable storage media coupled to one or more processors and having instructions stored
thereon which, when executed by the one or more processors, cause the one or more
processors to perform operations in accordance with implementations of the methods
provided herein.

[0011] The present disclosure further provides a system for implementing the
methods provided herein. The system includes one or more processors, and a computer-
readable storage medium coupled to the one or more processors having instructions
stored thereon which, when executed by the one or more processors, cause the one or
more processors to perform operations in accordance with implementations of the
methods provided herein.

[0012] It is appreciated that methods in accordance with the present disclosure may
include any combination of the aspects and features described herein. That is, methods in
accordance with the present disclosure are not limited to the combinations of aspects and
features specifically described herein, but also include any combination of the aspects
and features provided.

[0013] The details of one or more implementations of the present disclosure are set
forth in the accompanying drawings and the description below. Other features and
advantages of the present disclosure will be apparent from the description and drawings,

and from the claims.

DESCRIPTION OF DRAWINGS
[0014] FIG. 1 depicts an example environment that can be used to execute
implementations of the present disclosure.
[0015] FIG. 2 depicts an example conceptual architecture in accordance with
implementations of the present disclosure.
[0016] FIG. 3 depicts an example consensus process based on PBFT in accordance

with implementations of the present disclosure.
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[0017]  FIG. 4 depicts an example structure of a consensus message based on PBFT in
accordance with implementations of the present disclosure.

[0018] FIG. 5 depicts an example process that can be executed in accordance with
implementations of the present disclosure.

[0019] Like reference symbols in the various drawings indicate like elements.

DETAILED DESCRIPTION

[0020] Implementations of the present disclosure are directed to facilitating
synchronization and consensus processes of a blockchain network based on practical
Byzantine fault tolerance (PBFT). More particularly, implementations of the present
disclosure are directed to facilitating consensus message transmissions and node
synchronization in a blockchain network based on PBFT by using a gossip-based
communications method, and adding digital signatures to consensus messages. In this
manner, and as described in further detail herein, communications bandwidth
consumption can be reduced, and system reliability can be improved. In some
implementations, actions include setting, by a first consensus node, a timer that runs out
before a timeout of a view change; sending, to a second consensus node, a request for one
or more consensus messages missing by the first consensus node in response to the timer
running out; receiving, from the second consensus node, the one or more consensus
messages each digitally signed by a private key of a corresponding consensus node that
generates the respective one or more consensus messages; and determining that a block
of transactions is valid, if a quantity of commit messages included in the received one or
more consensus messages is greater than or equal to 2f + 1, where f is a maximum
number of faulty nodes that is tolerable by the blockchain based on practical Byzantine
fault tolerance.

[0021] To provide further context for implementations of the present disclosure, and
as introduced above, blockchain networks, which can also be referred to as consensus
networks (e.g., made up of peer-to-peer nodes), distributed ledger systems, or simply
blockchain, enable participating entities to securely and immutably conduct transactions
and store data. A blockchain can be provided as a public blockchain, a private blockchain,

or a consortium blockchain. Implementations of the present disclosure are described in
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further detail herein with reference to a consortium blockchain, in which the consensus
process is controlled by a pre-selected set of nodes. It is contemplated, however, that
implementations of the present disclosure can be realized in any appropriate type of
blockchain.

[0022] In a consortium blockchain, the consensus process is controlled by an
authorized set of nodes, one or more nodes being operated by a respective entity (e.g., an
enterprise). For example, a consortium of ten (10) entities (e.g., companies) can operate a
consortium blockchain system, each of which operates at least one node in the
consortium DLS. Accordingly, the consortium blockchain system can be considered a
private network with respect to the participating entities. In some examples, each entity
(node) must sign every block in order for the block to be valid, and added to the
blockchain. In some examples, at least a sub-set of entities (nodes) (e.g., at least 7 entities)
must sign every block in order for the block to be valid, and added to the blockchain. An
example consortium blockchain system includes Quorum, developed by J.P. Morgan
Chase & Co. of New York, New York. Quorum can be described as an enterprise-
focused, permissioned blockchain infrastructure specifically designed for financial use
cases. Quorum is built off of Go Ethereum, the base code for the Ethereum blockchain,
which is provided by the Ethereum Foundation of Zug, Switzerland.

[0023] In general, a consortium blockchain system supports transactions between
entities participating, with permission, in the consortium blockchain system. A
transaction is shared with all of the nodes within the consortium blockchain system,
because the blockchain is replicated across all nodes. That is, all nodes are in perfect state
of consensus with respect to the blockchain. To achieve consensus (e.g., agreement to the
addition of a block to a blockchain), a consensus protocol is implemented within the
consortium blockchain network. An example consensus protocol includes, without
limitation, proof-of-work (POW) implemented in the Bitcoin network.

[0024] Implementations of the present disclosure include computer-implemented
methods for facilitating consensus processes of a blockchain network based on PBFT.
More particularly, implementations of the present disclosure are directed to facilitating
consensus message transmissions and node synchronization in a blockchain network

based on PBFT by using a gossip-based communications method, and adding digital
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signature to consensus messages. In this manner, and as described in further detail herein,
communications bandwidth consumption can be reduced, and system reliability can be
improved.

[0025] In accordance with implementations of the present disclosure, consensus
nodes of a consortium blockchain system execute a PBFT consensus protocol. In some
examples, nodes can send consensus messages. In accordance with implementations of
the present disclosure, example consensus messages can include, without limitation, pre-
prepare, prepare, and commit. In some implementations, a digital signature and a
sequence number are included with each consensus message. The digital signature can be
used to identify the node that sent the respective consensus message, and the sequence
number indicates a consensus round, within which the consensus message was sent.
[0026] Each consensus node can store or log all of the consensus messages received.
If a consensus node (e.g., backup node) of the blockchain network is recovered from a
disconnection, and had missed one or more consensus messages, it can synchronize with
other nodes by fetching missed messages from one or more other consensus nodes. In
accordance with implementations of the present disclosure, consensus messages can be
fetched using a gossip algorithm, as opposed to, for example, broadcasting a fetch request
to the entire blockchain network. Because the consensus messages fetched from another
consensus node bear the respective consensus node’s digital signature, the source of the
fetched consensus message can be confirmed (and trusted). In some examples, the backup
node may be able to fetch all missed messages in a single synchronization. As such, the
complexity of synchronization, or consensus can be reduced to O(l) under ideal
conditions, as compared to O(n) based on standard multicasting of traditional PBFT.
[0027] FIG. 1 depicts an example environment 100 that can be used to execute
implementations of the present disclosure. In some examples, the example environment
100 enables entities to participate in a consortium blockchain system 102. The example
environment 100 includes computing systems 106, 108, and a network 110. In some
examples, the network 110 includes a local area network (LLAN), wide area network
(WAN), the Internet, or a combination thereof, and connects web sites, user devices (e.g.,
computing devices), and back-end systems. In some examples, the network 110 can be

accessed over a wired and/or a wireless communications link.
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[0028] In the depicted example, the computing systems 106, 108 can each include
any appropriate computing system that enables participation as a node in the consortium
blockchain system 102, for storing transactions in a blockchain 104. Example computing
devices include, without limitation, a server, a desktop computer, a laptop computer, a
tablet computing device, and a smartphone. In some examples, the computing systems
106, 108 host one or more computer-implemented services for interacting with the
consortium blockchain system 102. For example, the computing system 106 can host
computer-implemented services of a first entity (e.g., user A), such as a transaction
management system that the first entity uses to manage its transactions with one or more
other entities (e.g., other users). The computing system 108 can host computer-
implemented services of a second entity (e.g., user B), such as transaction management
system that the second entity uses to manage its transactions with one or more other
entities (e.g., other users). In the example of FIG. 1, the consortium blockchain system
102 is represented as a peer-to-peer network of nodes, and the computing systems 106,
108 provide nodes of the first entity, and second entity respectively, which participate in
the consortium blockchain system 102.

[0029] FIG. 2 depicts an example conceptual architecture 200 in accordance with
implementations of the present disclosure. The example conceptual architecture 200
includes an entity layer 202, a hosted services layer 204, and a blockchain layer 206. In
the depicted example, the entity layer 202 includes three entities, Entity_1 (E1), Entity_2
(E2), and Entity_3 (E3), each entity having a respective transaction management system
208.

[0030] In the depicted example, the hosted services layer 204 includes blockchain
interfaces 210 for each transaction management system 208. In some examples, a
respective transaction management system 208 communicates with a respective
blockchain interface 210 over a network (e.g., the network 110 of FIG. 1) using a
communication protocol (e.g., hypertext transfer protocol secure (HTTPS)). In some
examples, each blockchain interface 210 provides a communication connection between
a respective transaction management system 208, and the blockchain layer 206. More
particularly, each blockchain interface 210 enables the respective entity to conduct

transactions recorded in a consortium blockchain system 212 of the blockchain layer 206.
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In some examples, communication between a blockchain interface 210, and the
blockchain layer 206 is conducted using remote procedure calls (RPCs). In some
examples, the blockchain interfaces 210 “host” blockchain nodes for the respective
transaction management systems 208. For example, the blockchain interfaces 210 provide
the application programming interface (API) for access to the consortium blockchain
system 212.

[0031] As described herein, the consortium blockchain system 212 is provided as a
peer-to-peer network including a plurality of nodes 214 that immutably record
information in a blockchain 216. Although a single blockchain 216 is schematically
depicted, multiple copies of the blockchain 216 are provided, and are maintained across
the consortium blockchain system 212. For example, each node 214 stores a copy of the
blockchain 216. In some implementations, the blockchain 216 stores information
associated with transactions that are performed between two or more entities participating
in the consortium blockchain system 212.

[0032] FIG. 3 depicts an example consensus process 300 based on PBFT in
accordance with implementations of the present disclosure. At a high-level, the example
consensus process 300 is performed by a client node (node ¢ 302), a leader node (node 1
304), and a plurality of backup nodes (node 2 306, node 3 308, and node 4 310) of a
blockchain network. The consensus algorithm used by the blockchain network is
assumed to be PBFT. A PBFT system can include three phases. Example phases can
include, without limitation, pre-prepare 312, prepare 314, and commit 316. In the
depicted example, the node 4 310 is disconnected, or otherwise unavailable during the
three phases of a consensus round identified by a sequence number represented by
variable seq. After the node 4 310 is recovered, it can request to synchronize 318 with
other nodes to fetch missing consensus messages to ensure safety and liveness of the
PBFT consensus. To achieve faster synchronization, each consensus node can use its
private key to digitally sign the consensus message it sends. As such, each consensus
message bears a digital signature of its sending node. Even if the sending node is
disconnected, or otherwise unavailable, a receiving node can securely forward the
consensus message to ensure liveness of the network. Details of the example process 300

are further discussed in the following description of FIG. 3.



WO 2019/072263 PCT/CN2018/114334

[0033] In some implementations, the client node 302 can send a request to add one or
more transactions to the blockchain. In some cases, the request also includes a seq
variable that indicates the current consensus round. For example, if the blockchain is in a
third round of consensus, the variable seq is equal to 3.

[0034]  After receiving one or more requests for adding one or more transactions to
the blockchain from the client node 302, and/or other nodes, the node 1 (leader node) 304
can generate a digitally signed pre-prepare message (ppl). Briefly referring to FIG. 4,
FIG. 4 depicts an example structure 400 of a consensus message based on PBFT in
accordance with implementations of the present disclosure. As shown in FIG. 4, a pre-
prepare message 402 can include view, digest, transaction, timestamp, and seq. The
variable view can indicate the view change number v. View change in PBFT can provide
liveness by allowing the PBFT to make progress when the leader node fails. View
changes can be triggered by timeouts that prevent backup nodes from waiting indefinitely
for requests to execute. A backup node can start a timer when it receives a request, and
the timer is not already running. It can stop the timer when it is no longer waiting to
execute the request. However, the backup node can restart the timer, if at that point it is
waiting to execute other requests. If the timer of the backup node expires in view, the
backup node can start a view change to move the system to view v + 1.

[0035]  Transaction can be the client node’s request message for adding transactions
to the blockchain. Digest can be the message’s digest. Timestamp can be used to ensure
that each client request is executed once. Timestamps can be ordered such that later
requests have higher timestamps than earlier ones. For example, the timestamp could be
the value of the client’s local clock when the request is issued. Seg can indicate the
consensus round of the message. In some implementations, a digital signature 404 can be
added to the pre-prepare message 402 using a private key of the leader node. In some
implementations, the consensus message, such as the pre-prepare message 402, can be
stored in a node that accepts the message until a stable checkpoint is reached. A
checkpoint can be the state produced by the execution of a request, and a checkpoint with

a proof can be referred to as a stable checkpoint.
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[0036] Referring again to FIG. 3, after generating the digitally signed pre-prepare
message ppl, the leader node can multicast the message to the backup nodes, the node 2
306, the node 3 308, and the node 4 310.

[0037]  After the node 2 306 and the node 3 308 accept the pre-prepare message ppl,
they can enter the prepare phase 314. At this point, the node 4 310 is disconnected from
the blockchain network, or otherwise unavailable. As such, it cannot receive ppl,
generate prepare message, or perform multicasting. The pre-prepare and prepare phases
can be used to order requests sent in the same view, even when the leader node, which
proposes the ordering of requests, is faulty.

[0038] At the prepare phase 314, the node 2 306 can multicast its prepare message p2
to other nodes, and add both pp/ and p2 to its log. Similarly, the node 3 308 can
multicast its prepare message p3 to other nodes, and add both ppl and p3 to its log.
Referring again to FIG. 4, the prepare message 406 can include view, digest, and seq. A
digital signature 408 can be added to the prepare message 406.

[0039] Referring again to FIG. 3, the node 2 306 and the node 3 308 can digitally
sign p2 and p3, respectively, using their private keys. In some implementations, a node
can enter the commit phase 316, if it receives 2f consensus messages that has a digest the
same as its own digest, where fis a maximum number of faulty nodes that is tolerable by
the blockchain based on PBFT. The value f can be calculated as the largest integer less
than or equal to (n-1)/3, where n is the total number of nodes. In the example consensus
process 300, since the total number of nodes is 4, f= 1.

[0040] Assuming that all received digests are the same as a node’s own digest, after
receiving p2 and p3, the node 1 304 has 2f digest messages, and can generate and
multicast a commit ¢/, and add p2, p3, and c/ to its log. Similarly, the node 2 306 can
generate and multicast a commit c2 after receiving ppl and p3 and add p3 and c2 to its
log. The node 3 308 can generate and multicast a commit ¢3 after receiving ppl and p2
and add p2 and ¢3 to its log. As such, after a consensus node receives a digitally signed
consensus message from another node, the consensus message and the digital signature
can be locally stored at the receiving node. The digitally signed consensus messages can
be sorted based on the corresponding seq value to ensure the correct order of the

messages.
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[0041] Referring again to FIG. 4, the commit message 410 can include view, digest,
and seq. A digital signature 412 can be added to the commit message 410.

[0042] Referring again to FIG. 3, assuming that the node 4 310 recovers, and
reconnects to the blockchain network, it can start the sync phase 318 to fetch missing
messages during its down time. In some implementations, to avoid a timer of the node 4
310 expiring in view, and starting a view change, a fetch timer can be set to run out
before the timeout of the view change.

[0043] In response to a fetch timer running out, the node 4 310 can determine one or
more consensus nodes that have consensus messages that the node 4 310 missed. The
node 4 310 can randomly select from the one or more consensus nodes to send a fetch
request based on a gossip algorithm. The fetch request can include the seq number of the
node, and the types of consensus messages that are missing.

[0044] In the example consensus process 300, the types of consensus messages that
are missing include pre-prepare, prepare, and commit. As such, the fetch request can
have a form of seq <pp, p, ¢>. In some examples, the node 4 310 randomly selects the
node 3 308 based on the gossip algorithm to fetch the missing consensus messages. The
node 3 308 has logged ppl, p2, p3, cl, c2, and ¢3 at the consensus round of seq. Because
all the logged messages include digital signatures of the issuing nodes, their authenticity
can be verifiable by using corresponding public keys of the issuing nodes. Since the node
3 308 has logged three consensus messages c/, ¢2, and ¢3, which are greater than or
equal to 2f + 1, it can provide the digitally signed messages ppl, p2, p3, cl, c2, c3 to the
node 4 310. In some cases, if the node that receives the fetch request has logged less than
2f + 1 consensus messages, the requesting node can fetch from other nodes in the system
until at least 2f + 1 consensus messages are obtained. In the example process 300, the
node 4 310 can fetch all of the consensus messages as long as any one of the node 1 304,
the node 2 306, and the node 3 308 is connected to the blockchain network. Therefore,
the recovered node may only need to perform synchronization once to fetch the missing
messages. As such, the network resources can be saved and the efficiency of the system
can be improved.

[0045] FIG. 5 depicts an example process 500 that can be executed in accordance

with implementations of the present disclosure. For clarity of presentation, the
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description that follows generally describes the example process 500 in the context of the
other figures in this description. However, it will be understood that the example process
500 can be performed, for example, by any system, environment, software, and hardware,
or a combination of systems, environments, software, and hardware, as appropriate. In
some implementations, various steps of the example process 500 can be run in parallel, in
combination, in loops, or in any order.

[0046] At 502, a backup node of a PBFT system reconnected to a blockchain network
based on PBFT sets a timer that runs out before a timeout of a view change. At 504, the
backup node sends, to another consensus node, a request for one or more consensus
messages missing by the backup node in response to the timer running out. In some
implementations, the request includes a sequence number that indicates a number of
consensus rounds. In some implementations, the one or more consensus messages
include one or more of pre-prepare messages, prepare messages, and commit messages
missing by the first consensus node.

[0047] At 506, the backup node receives, from the consensus node, the one or more
consensus messages each digitally signed by a private key of a corresponding consensus
node that generates the respective one or more consensus messages. In some
implementations, the one or more consensus messages include one or more of pre-
prepare messages, prepare messages, and commit messages missing by the first
consensus node. In some implementations, the one or more consensus messages are
stored in one or more consensus nodes in which they are generated or stored, until a
stable checkpoint is reached.

[0048] At 508, the backup node determines that a block of transactions is valid, if a
quantity of commit messages included in the received one or more consensus messages is
greater than or equal to 2f + 1, where f is a maximum number of faulty nodes that is
tolerable by the blockchain based on PBFT. In some implementations, the backup node
further receives one or more sequence numbers corresponding to the one or more
consensus messages. Each sequence number indicates a number of consensus rounds
associated with a corresponding consensus message.

[0049] In some implementations, the backup node further submits the block of

transactions to a blockchain, and a status database, if the block of transactions is
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determined valid. In some implementations, the backup node further sends to a third
consensus node different from the consensus node and the backup node, a request for a
second one or more consensus messages missing by the consensus node in response to
the timer running out and if the block of transactions is determined invalid. The backup
node receives, from the third consensus node, the second one or more consensus
messages each digitally signed by a private key of a corresponding consensus node that
generates the respective second one or more consensus message. The backup node then
determines that the block of transactions is valid, if a quantity of the commit messages
included in the one or more consensus messages and the second one or more consensus
messages is greater than or equal to 2f + 1.

[0050] Implementations of the subject matter described in this specification can be
implemented so as to realize particular advantages or technical effects. For example,
implementations of the present disclosure permit consensus nodes of a consortium
blockchain to send digitally signed consensus messages with a sequence number that
identifies the consensus round of the corresponding message. The digitally signed
consensus messages can be trusted by a backup node to be secure and the sources of the
messages can be verified. As such, data security and privacy of the consortium block
chain can be improved. Moreover, if a backup node is recovered from a disconnection, it
can synchronize with other nodes by fetching missed messages from another random
consensus node instead of broadcasting a fetch request to the entire network. Because the
messages fetched from another consensus node bear the issuing node’s digital signature,
the sources of the messages can be trusted and the backup node may be able to fetch all
missed messages from one node through one synchronization. As such, the complexity
of synchronization or consensus can be reduced to O(l) under ideal condition, as
compared to O(n) based on standard multicasting method in PBFT. Correspondingly,
computational and network resources can be saved, and the efficiency of the PBFT
system can be improved.

[0051] The described methodology can ensure the efficient usage of computer
resources (for example, processing cycles, network bandwidth, and memory usage),
through the efficient update of the blockchain. The account operations can be more

quickly and securely made through simpler consensus processes.
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[0052] Implementations and the operations described in this specification can be
implemented in digital electronic circuitry, or in computer software, firmware, or
hardware, including the structures disclosed in this specification or in combinations of
one or more of them. The operations can be implemented as operations performed by a
data processing apparatus on data stored on one or more computer-readable storage
devices or received from other sources. A data processing apparatus, computer, or
computing device may encompass apparatus, devices, and machines for processing data,
including by way of example a programmable processor, a computer, a system on a chip,
or multiple ones, or combinations, of the foregoing. The apparatus can include special
purpose logic circuitry, for example, a central processing unit (CPU), a field
programmable gate array (FPGA) or an application-specific integrated circuit (ASIC).
The apparatus can also include code that creates an execution environment for the
computer program in question, for example, code that constitutes processor firmware, a
protocol stack, a database management system, an operating system (for example an
operating system or a combination of operating systems), a cross-platform runtime
environment, a virtual machine, or a combination of one or more of them. The apparatus
and execution environment can realize various different computing model infrastructures,
such as web services, distributed computing and grid computing infrastructures.

[0053] A computer program (also known, for example, as a program, software,
software application, software module, software unit, script, or code) can be written in
any form of programming language, including compiled or interpreted languages,
declarative or procedural languages, and it can be deployed in any form, including as a
stand-alone program or as a module, component, subroutine, object, or other unit suitable
for use in a computing environment. A program can be stored in a portion of a file that
holds other programs or data (for example, one or more scripts stored in a markup
language document), in a single file dedicated to the program in question, or in multiple
coordinated files (for example, files that store one or more modules, sub-programs, or
portions of code). A computer program can be executed on one computer or on multiple
computers that are located at one site or distributed across multiple sites and

interconnected by a communication network.
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[0054]  Processors for execution of a computer program include, by way of example,
both general- and special-purpose microprocessors, and any one or more processors of
any kind of digital computer. Generally, a processor will receive instructions and data
from a read-only memory or a random-access memory or both. The essential elements of
a computer are a processor for performing actions in accordance with instructions and
one or more memory devices for storing instructions and data. Generally, a computer
will also include, or be operatively coupled to receive data from or transfer data to, or
both, one or more mass storage devices for storing data. A computer can be embedded in
another device, for example, a mobile device, a personal digital assistant (PDA), a game
console, a Global Positioning System (GPS) receiver, or a portable storage device.
Devices suitable for storing computer program instructions and data include non-volatile
memory, media and memory devices, including, by way of example, semiconductor
memory devices, magnetic disks, and magneto-optical disks. The processor and the
memory can be supplemented by, or incorporated in, special-purpose logic circuitry.

[0055] Mobile devices can include handsets, user equipment (UE), mobile telephones
(for example, smartphones), tablets, wearable devices (for example, smart watches and
smart eyeglasses), implanted devices within the human body (for example, biosensors,
cochlear implants), or other types of mobile devices. The mobile devices can
communicate wirelessly (for example, using radio frequency (RF) signals) to various
communication networks (described below). The mobile devices can include sensors for
determining characteristics of the mobile device’s current environment. The sensors can
include cameras, microphones, proximity sensors, GPS sensors, motion sensors,
accelerometers, ambient light sensors, moisture sensors, gyroscopes, compasses,
barometers, fingerprint sensors, facial recognition systems, RF sensors (for example, Wi-
Fi and cellular radios), thermal sensors, or other types of sensors. For example, the
cameras can include a forward- or rear-facing camera with movable or fixed lenses, a
flash, an image sensor, and an image processor. The camera can be a megapixel camera
capable of capturing details for facial and/or iris recognition. The camera along with a
data processor and authentication information stored in memory or accessed remotely can

form a facial recognition system. The facial recognition system or one-or-more sensors,
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for example, microphones, motion sensors, accelerometers, GPS sensors, or RF sensors,
can be used for user authentication.

[0056] To provide for interaction with a user, embodiments can be implemented on a
computer having a display device and an input device, for example, a liquid crystal
display (LCD) or organic light-emitting diode (OLED)/virtual-reality (VR)/augmented-
reality (AR) display for displaying information to the user and a touchscreen, keyboard,
and a pointing device by which the user can provide input to the computer. Other kinds
of devices can be used to provide for interaction with a user as well; for example,
feedback provided to the user can be any form of sensory feedback, for example, visual
feedback, auditory feedback, or tactile feedback; and input from the user can be received
in any form, including acoustic, speech, or tactile input. In addition, a computer can
interact with a user by sending documents to and receiving documents from a device that
is used by the user; for example, by sending web pages to a web browser on a user’s
client device in response to requests received from the web browser.

[0057] Embodiments can be implemented using computing devices interconnected by
any form or medium of wireline or wireless digital data communication (or combination
thereof), for example, a communication network. Examples of interconnected devices
are a client and a server generally remote from each other that typically interact through a
communication network. A client, for example, a mobile device, can carry out
transactions itself, with a server, or through a server, for example, performing buy, sell,
pay, give, send, or loan transactions, or authorizing the same. Such transactions may be
in real time such that an action and a response are temporally proximate; for example an
individual perceives the action and the response occurring substantially simultaneously,
the time difference for a response following the individual’s action is less than 1
millisecond (ms) or less than 1 second (s), or the response is without intentional delay
taking into account processing limitations of the system.

[0058] Examples of communication networks include a local area network (LAN), a
radio access network (RAN), a metropolitan area network (MAN), and a wide area
network (WAN). The communication network can include all or a portion of the Internet,
another communication network, or a combination of communication networks.

Information can be transmitted on the communication network according to various
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protocols and standards, including Long Term Evolution (LTE), 5G, IEEE 802, Internet
Protocol (IP), or other protocols or combinations of protocols. The communication
network can transmit voice, video, biometric, or authentication data, or other information
between the connected computing devices.

[0059] Features described as separate implementations may be implemented, in
combination, in a single implementation, while features described as a single
implementation may be implemented in multiple implementations, separately, or in any
suitable sub-combination. Operations described and claimed in a particular order should
not be understood as requiring that the particular order, nor that all illustrated operations
must be performed (some operations can be optional). As appropriate, multitasking or
parallel-processing (or a combination of multitasking and parallel-processing) can be

performed.
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WHAT IS CLAIMED IS:

1. A computer-implemented method for facilitating a consensus process in a
blockchain network based on practical Byzantine fault tolerance (PBFT), comprising:

setting, by a first consensus node, a timer that runs out before a timeout of a view
change;

sending, to a second consensus node, a request for one or more consensus
messages missing by the first consensus node in response to the timer running out;

receiving, from the second consensus node, the one or more consensus messages
each digitally signed by a private key of a corresponding consensus node that generates
the respective one or more consensus messages; and

determining that a block of transactions is valid, if a quantity of commit messages
included in the received one or more consensus messages is greater than or equal to 2f +
1, where f'is a maximum number of faulty nodes that is tolerable by the blockchain based

on PBFT.

2. The computer-implemented method of claim 1, wherein the request includes a

sequence number that indicates a number of a consensus round.

3. The computer-implemented method of claim 1, wherein the one or more
consensus messages include one or more of pre-prepare messages, prepare messages, and

commit messages missing by the first consensus node.

4. The computer-implemented method of claim 1, wherein the one or more
consensus messages are stored in one or more consensus nodes in which they are

generated or stored, until a stable checkpoint is reached.

3. The computer-implemented method of claim 1, further comprising receiving one
or more sequence numbers corresponding to the one or more consensus messages,
wherein each sequence number indicates a number of a consensus round associated with

a COI'I'eSpOIldil’lg consensus message.
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6. The computer-implemented method of claim 1, further comprising submitting the
block of transactions to a blockchain and a status database, if the block of transactions is

determined valid.

7. The computer-implemented method of claim 1, further comprising:

sending, to a third consensus node, a request for a second one or more consensus
messages missing by the second consensus node in response to the timer running out and
if the block of transactions is determined invalid;

receiving, from the third consensus node, the second one or more consensus
messages each digitally signed by a private key of a corresponding consensus node that
generates the respective second one or more consensus message; and

determining that the block of transactions is valid, if a quantity of the commit
messages included in the one or more consensus messages and the second one or more

consensus messages is greater than or equal to 2f + 1.

8. A non-transitory computer-readable storage medium coupled to one or more
processors and having instructions stored thereon which, when executed by the one or
more processors, cause the one or more processors to perform operations in accordance

with the method of one or more of claims 1-7.

9. A system, comprising:

a computing device; and

a computer-readable storage device coupled to the computing device and having
instructions stored thereon which, when executed by the computing device, cause the
computing device to perform operations in accordance with the method of one or more of

claims 1-7.
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