w0 20217206014 A1 |0 00000 KA 0 O 0 0

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

J

=

(19) World Intellectual Property
Organization
International Bureau

(43) International Publication Date
14 October 2021 (14.10.2021)

(10) International Publication Number

WO 2021/206014 A1

WIPO I PCT

(51) International Patent Classification:
GO7C 9/37 (2020.01)

(21) International Application Number:
PCT/JP2021/014303

(22) International Filing Date:
02 April 2021 (02.04.2021)

(25) Filing Language: English
(26) Publication Language: English
(30) Priority Data:

63/006,475 07 April 2020 (07.04.2020) UsS

(71) Applicant: NEC CORPORATION [JP/JP]; 7-1, Shiba 5-
chome, Minato-ku, Tokyo, 1088001 (JP).

(72) Inventors: RANGANATH Kiis; c/o NEC Corporation of
America, 3929 W. John Carpenter Frwy, [rving, Texas,
75063 (US). BAGTES Rody; c/o NEC Corporation of
America, 3929 W. John Carpenter Frwy, [rving, Texas,
75063 (US). GANDHI Kannan Veeranan; c/o NEC Cor-
poration of America, 3929 W. John Carpenter Frwy, Irv-
ing, Texas, 75063 (US). CHANDRASEKARAN Arun; ¢/
o NEC Corporation of America, 3929 W. John Carpenter
Frwy, Irving, Texas, 75063 (US).

Agent: TANAI Sumio et al.; 1-9-2, Marunouchi, Chiyo-
da-ku, Tokyo, 1006620 (JP).

(74)

(81) Designated States (unless otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,

84

AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,
CA, CH, CL, CN, CO, CR, CU, CZ, DE, DJ, DK, DM, DO,
DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, 1IN,
HR, HU, ID, IL, IN, IR, IS, IT, JO, JP, KE, KG, KH, KN,
KP, KR, KW,KZ, LA, LC,LK, LR, LS, LU, LY, MA, MD,
ME, MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO,
NZ, OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW,
SA, SC, SD, SE, SG, SK, SL, ST, SV, SY, TH, TJ, TM, TN,
TR, TT, TZ, UA, UG, US, UZ, VC, VN, WS, ZA, ZM, ZW.

Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ,NA, RW, SD, SL, ST, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW,
KM, ML, MR, NE, SN, TD, TG).

Published:

with international search report (Art. 21(3))

(54) Title: INFORMATION PROCESSING APPARATUS, INFORMATION PROCESSING METHOD, AND STORAGE MEDIUM

obtain an image including a plurality of persons
captured by one or more cameras

——~— 5310

process the image to determine whether each of
the plurality of persons at the first area is
authorized to proceed through the barrier

——— 8320

cantrol the barrier, based on a status that the
plurality of persons are identified as being
authorized or unauthorized.

——— 8330

(57) Abstract: A gate apparatus includes a memory storing one or more instructions; and a processor configured to execute the one
or more instructions to: obtain an image including a plurality of persons captured by one or more cameras, each of the plurality of
persons present at a first area in advance of a barrier, process the image to determine whether each of the plurality of persons at the first
area is authorized to proceed through the barrier and control the barrier, based on a status that the plurality of persons are identified

as being authorized or unauthorized.



WO 2021/206014 PCT/JP2021/014303

Description

Title of Invention: INFORMATION PROCESSING APPARATUS,
INFORMATION PROCESSING METHOD, AND STORAGE

[0001]

[0002]

[0003]

[0004]

[0005]

[0006]

MEDIUM
Technical Field

The disclosure relates to an information processing apparatus, an information
processing method, and a storage medium. More particularly, it relates to an in-
formation processing apparatus, an information processing method, and a storage
medium for performing authentication of people using an image captured by a camera.
Related Art

Recently, a gate apparatus has been provided in facilities, such as airports, for
controlling a passageway through which a user may walk, such as a security screening
area. In the related art gate apparatus, a face authentication operation may be
performed by comparing a face image acquired from a camera with a face image
acquired from a registered image, such as a passport.

Summary

According to one or more aspects of the disclosure, there is provided a gate
apparatus, a control method of the gate apparatus, and a storage medium for allowing a
user, such as passenger or a visitor.

According to an aspect of the disclosure, there is provided a system comprising:
a memory storing one or more instructions; and a processor configured to execute the
one or more instructions to: obtain an image including a plurality of persons captured
by one or more cameras, each of the plurality of persons present at a first area in
advance of a barrier; process the image to determine whether each of the plurality of
persons at the first area is authorized to proceed through the barrier; and control the
barrier, based on a status that the plurality of persons are identified as being authorized
or unauthorized.

The processor may be further configured to execute the one or more instructions
to: control the barrier, based on a determination that all of the plurality of persons are
identified as being authorized, to be in an open state.

The processor may be further configured to execute the one or more instructions
to: detect a first person, among the plurality of persons, by performing a facial
recognition operation on the plurality of persons in the image captured at a first time
from the one or more cameras; detect a first body region corresponding to a first face
region of the first person; detect a second person, among the plurality of persons, by

performing the facial recognition operation on the plurality of persons in the image;
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detect a second body region corresponding to a second face region of the second
person; track the first body region and the second body region in another image
captured by the one or more cameras at a second time subsequent to the first time; and
control the barrier to remain open based on a determination that the first body region or
the second body region is approaching the barrier.

The processor may be further configured to execute the one or more instructions
to: control the barrier, based on a determination that at least one the plurality of
persons is identified as being unauthorized, to be in a closed state.

The processor may be further configured to execute the one or more instructions
to: detect a first person, among the plurality of persons, by performing a facial
recognition operation on the plurality of persons in the image captured at a first time
from the one or more cameras; detect a first body region corresponding to a first face
region of the first person; detect a second person, among the plurality of persons, by
performing the facial recognition operation on the plurality of persons in the image
obtained from the one or more cameras; obtain another image of the first person at a
second area based on the second person being identified as an unauthorized person, the
second area being between the first area and the barrier; control the barrier to be in the
open state based on the first person in the another image being identified as authorized
by performing the facial recognition operation on the first person in the another image.

The image corresponding to the first area may be captured by a first camera,
among the one or more cameras, and the another image corresponding to the second
area may be captured by a second camera, among the one or more cameras.

The processor may be further configured to execute the one or more instructions
to: obtain a first count value corresponding to a total number of persons identified in
the first area from the image; obtain a second count value corresponding to a total
number of persons in a second area different from the first area; and control the barrier
to be in the closed state based on a mismatch between the first count value and the
second count value.

The processor may be further configured to execute the one or more instructions
to: determine a number of persons at a second area, the second area being closer than
the first area to the barrier; determine, based on the number of persons being one,
whether the one person at the second area is authorized to proceed through the barrier;
control the barrier, based on a status that the one person as being authorized or unau-
thorized; and control the barrier to be closed based on the number of persons not being
one.

The processor may be further configured to execute the one or more instructions
to: determine a number of persons at a second area, the second area being closer than

the first area to the barrier; determine, based on the number of persons being one,
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whether the one person at the second area was previously authorized to proceed
through the barrier while at the first area; control the barrier, based on the one person
being previously authorized to proceed through the barrier while at the first area; and
control the barrier to be closed based on the number of persons not being one.

The system may further comprise: the barrier; and the one or more cameras.

According to another aspect of the disclosure, there is provided a method of
controlling a barrier comprising: obtaining an image including a plurality of persons
captured by one or more cameras, each of the plurality of persons present at a first area
in advance of the barrier; processing the image to determine whether each of the
plurality of persons at the first area is authorized to proceed through the barrier; and
controlling the barrier, based on a status that the plurality of persons are identified as
being authorized or unauthorized.

The controlling the barrier may further comprise: controlling the barrier, based
on a determination that all of the plurality of persons are identified as being authorized,
to be in an open state.

The method may further comprise: detecting a first person, among the plurality
of persons, by performing a facial recognition operation on the plurality of persons in
the image captured at a first time from the one or more cameras; detecting a first body
region corresponding to a first face region of the first person; detecting a second
person, among the plurality of persons, by performing the facial recognition operation
on the plurality of persons in the image; detecting a second body region corresponding
to a second face region of the second person; tracking the first body region and the
second body region in another image captured by the one or more cameras at a second
time subsequent to the first time; and controlling the barrier to remain open based on a
determination that the first body region or the second body region is approaching the
barrier.

The controlling the barrier may further comprise: controlling the barrier, based
on a determination that at least one the plurality of persons is identified as being unau-
thorized, to be in a closed state.

The method may further comprise detecting a first person, among the plurality
of persons, by performing a facial recognition operation on the plurality of persons in
the image captured at a first time from the one or more cameras; detecting a first body
region corresponding to a first face region of the first person; detecting a second
person, among the plurality of persons, by performing the facial recognition operation
on the plurality of persons in the image obtained from the one or more cameras;
obtaining another image of the first person at a second area based on the second person
being identified as an unauthorized person, the second area being between the first area

and the barrier; and controlling the barrier to be in the open state based on the first
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person in the another image being identified as authorized by performing the facial
recognition operation on the first person in the another image.

According to another aspect of the disclosure, there is provided a non-transitory
computer readable medium having stored thereon one or more instructions to perform
a method of controlling a barrier comprising: obtaining an image including a plurality
of persons captured by one or more cameras, each of the plurality of persons present at
a first area in advance of the barrier; processing the image to determine whether each
of the plurality of persons at the first area is authorized to proceed through the barrier;
and controlling the barrier, based on a status that the plurality of persons are identified
as being authorized or unauthorized.

The controlling the barrier may further comprise: controlling the barrier, based
on a determination that all of the plurality of persons are identified as being authorized,
to be in an open state.

The method of the non-transitory computer readable medium may further
comprise: detecting a first person, among the plurality of persons, by performing a
facial recognition operation on the plurality of persons in the image captured at a first
time from the one or more cameras; detecting a first body region corresponding to a
first face region of the first person; detecting a second person, among the plurality of
persons, by performing the facial recognition operation on the plurality of persons in
the image; detecting a second body region corresponding to a second face region of the
second person; tracking the first body region and the second body region in another
image captured by the one or more cameras at a second time subsequent to the first
time; and controlling the barrier to remain open based on a determination that the first
body region or the second body region is approaching the barrier.

The controlling the barrier may further comprise: controlling the barrier, based
on a determination that at least one the plurality of persons is identified as being unau-
thorized, to be in a closed state.

The method of the non-transitory computer readable medium may further
comprise: detecting a first person, among the plurality of persons, by performing a
facial recognition operation on the plurality of persons in the image captured at a first
time from the one or more cameras; detecting a first body region corresponding to a
first face region of the first person; detecting a second person, among the plurality of
persons, by performing the facial recognition operation on the plurality of persons in
the image obtained from the one or more cameras; obtaining another image of the first
person at a second area based on the second person being identified as an unauthorized
person, the second area being between the first area and the barrier; and controlling the
barrier to be in the open state based on the first person in the another image being

identified as authorized by performing the facial recognition operation on the first
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person in the another image.
Brief Description of Drawings

[0024] [fig.1A]FIG. 1A illustrates an example of a gate apparatus according to an em-
bodiment.
[fig. 1B]JFIG. 1B illustrates an example of a gate apparatus according to an em-
bodiment.
[fig. 1C]JFIG. 1C illustrates examples of body regions according to an embodiment.
[fig.2]FIG. 2 is a function block diagram of an information processing apparatus 5
according to the embodiment.
[fig.3]FIG. 3 is a flowchart illustrating an outline of a process performed by the in-
formation processing apparatus according to the embodiment.
[fig.4A]FIG. 4A illustrates an example of the process performed by the information
processing apparatus according to the embodiment of FIG. 3.
[fig.4B]FIG. 4B illustrates an example of the process performed by the information
processing apparatus according to the embodiment of FIG. 3.
[fig. 4CJFIG. 4C illustrates an example of the process performed by the information
processing apparatus according to the embodiment of FIG. 3.
[fig.4D]FIG. 4D illustrates an example of the process performed by the information
processing apparatus according to the embodiment of FIG. 3.
[fig. 4E]FIG. 4E illustrates an example of the process performed by the information
processing apparatus according to the embodiment of FIG. 3.
[fig.5A]FIG. 5A is an example of data structures according to another embodiment.
[fig.5B]FIG. 5B is an example of data structures according to another embodiment.
[fig.5CJFIG. 5C is an example of data structures according to another embodiment.
[fig.6]FIG. 6 is a flowchart illustrating a process performed by the information
processing apparatus according to another embodiment.
[fig.7A]FIG. 7A illustrates an example of the process performed by the information
processing apparatus according to the embodiment of FIG. 6.
[fig.7B]FIG. 7B illustrates an example of the process performed by the information
processing apparatus according to the embodiment of FIG. 6.
[fig. 7CJFIG. 7C illustrates an example of the process performed by the information
processing apparatus according to the embodiment of FIG. 6.
[fig.8]FIG. 8 is a block diagram illustrating an example of a hardware configuration of
a gate control apparatus 1 according to an example embodiment.
Description of Example Embodiments

[0025] Example embodiments will now be described below in more detail with

reference to the accompanying drawings. The following detailed descriptions are



WO 2021/206014 PCT/JP2021/014303

[0026]

[0027]

[0028]

[0029]

[0030]

provided to assist the reader in gaining a comprehensive understanding of the methods,
apparatuses, and/or systems described herein. However, the example embodiment
provided in the disclosure should not be considered as limiting the scope of the
disclosure. Accordingly, various changes, modifications, and equivalents of the
systems, apparatuses and/or methods described herein will be suggested to those of
ordinary skill in the art.

The terms used in the description are intended to describe embodiments only,
and shall by no means be restrictive. Unless clearly used otherwise, expressions in a
singular form include a meaning of a plural form. In the present description, an ex-
pression such as “comprising” or “including” is intended to designate a characteristic,
a number, a step, an operation, an element, a part or combinations thereof, and shall
not be construed to preclude any presence or possibility of one or more other charac-
teristics, numbers, steps, operations, elements, parts or combinations thereof.

One or more example embodiments of the disclosure will be described below
with reference to the drawings. Throughout the drawings, the same components or cor-
responding components are labeled with the same reference numerals, and, ac-
cordingly, the description thereof may be omitted or simplified.

FIGS. 1A and 1B illustrate an example of a gate apparatus 1 according to a non-
limiting example embodiment. As illustrated in FIG. 1A, the gate apparatus 1 may
include a gate 2 provided in a passage way 3 for controlling traffic through the passage
way 3. The gate apparatus 1 may further include a camera 4 and an information
processing apparatus 5 for performing facial recognition of users walking through the
passage way 3. According to other example embodiments, the information processing
apparatus 5 may be referred to as an information processing device, an information
processing system, an information processing terminal, etc.

According to an embodiment, the information processing apparatus 5 may
obtain a first image of a person, or a user (U), at a first position P1, while the person
approaches the gate 2. The first image may be captured at a first time (t1) by the
camera 4. The first image may include one or more faces of people near the gate
apparatus, each of the one or more faces corresponding to a user, among a plurality of
USsers.

According to an embodiment, the information processing apparatus 5 may be
configured to detect a first user, among a plurality of users, by performing a facial
recognition operation on the faces in the first image. For instance, the facial
recognition operation may be part of an authentication operation performed in whole or
in part by the information processing apparatus 5, which is configured to authenticate
the face of the user as a person authorized to pass through the gate, referred to as an

authenticated user (U).
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[0032]

[0033]

According to an embodiment, the information processing apparatus 5 may
detect a region of the authenticated user’s (U), as a body region, in the first image.
According to various embodiments, the body region may correspond to different
regions or combination of the different regions of the subject as illustrated in FIG. 1C.
For instance, according to an embodiment, the body region may be the entire (whole)
body of the subject (see reference symbol B1). According to other embodiments, the
body region may be of one of a combination of the upper body portion and the head
portion of the subject (see reference symbol B2), a combination the head portion and
the torso portion of the subject (see reference symbol B3), a combination the torso
portion and the arm portion of the subject (see reference symbol B4) or only the torso
portion of the subject (see reference symbol BS).

According to an embodiment, the body region can be associated with the face
region of the authenticated user (U). By associating the authenticated user’s (U) body
region with the corresponding face region, the authenticated user (U) can be tracked by
tracking the body region. When the user is at a second position P2 in the passage way,
a second image can be acquired by the camera 4. The second image may be captured at
a second time (t2) subsequent to the first time (t1), and may be captured by the same
camera 4 or by an image capturing device that is different from camera 4. The second
image may contain the body region, but may not contain the face region of the au-
thenticated user (U). This might be because of the authenticated user’s (U) movement
between time t1 and time (2, or it might be because the authenticated user’s (U) face is
not sufficiently facing the camera 4 at time t2, the face is obscured in the second
image, or is not present in the second image at time t2. Since the body region is as-
sociated with the authenticated user (U), the authenticated user (U) can be tracked in
the second image even though the face region might not be present in the second
image. The information processing apparatus 5 may output information to control the
gate 2 to be opened based on a determination the tracked body region is approaching
the gate. In this manner, it is not necessary for the information processing apparatus 5
to repeatedly authenticate the user after the user has been authenticated as an au-
thorized person. For instance, since the body region of the authenticated user is being
tracked, the gate 2 may be opened even when the person in not facing the camera 4 at
position P2.

In FIG. 1B, the information processing apparatus 5 can be configured to prevent
the gate 1 from opening when the information processing apparatus 5 determines that
the body region tracked in the second image at position P2 is not associated with a face
region of a user authenticated in the first image. For instance, when the information
processing apparatus 5 is unable to perform facial recognition operation on a face in

the first image obtained from the camera 4, the information processing apparatus 5
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[0037]

may not track the body region corresponding to the face in the first image. Therefore,
the information processing apparatus 5 does not open the gate 1 unless an additional
facial recognition operation for the user is performed and the user authenticated.

FIG. 2 is a functional block diagram of an information processing apparatus 5
according to an example embodiment. The information processing apparatus 5 may be
part of the gate apparatus 1. According to an embodiment, the information processing
apparatus 5 may include one or more processors (such a CPU 102 in FIG. 9 or other
processors) and a memory (such as RAM 104 in FIG. 9 or other memories). The in-
formation processing apparatus 5 may have an image acquisition unit 121, a detection
unit 122, an extraction unit 123, an association unit 125, a controller 126, a display
image generation unit 127 and a storage unit 129. According to an embodiment, the
CPU 102 may execute one or more instructions stored in the memory to implement the
various units. The units and the operations performed by the units are provided for il-
lustration, but the disclosure is not limited to the units or the operations performed by
the units. According to other embodiments, the novel features of the disclosure may be
performed by various combinations of units, including units described above and other
units.

According to an embodiment, the image acquisition unit 121 may obtain an
image from a camera 4, the detection unit 122 may detect a person in the image
obtained from camera 4, the extraction unit 123 may extract a feature, such as a facial
feature and a body feature, in the image, the association unit 125 may associate the
extracted facial feature and the body feature with each other, a controller 126 may
control a gate 2 to be opened or closed, the display image generation unit 127 may
generate information to be displayed on a display 110 (as shown in FIG. 9) and the
storage unit 129 may store information.

FIG. 3 is a flowchart illustrating an overview of the process performed by the
information processing apparatus 5 according to an example embodiment. With
reference to FIGS. 1A, 1B and 2, the overview of the process performed by the in-
formation processing apparatus 5 will be described along the flowchart of FIG. 3.

In S310 of FIG. 3, the information processing apparatus 5 may obtain a first
image including a plurality of subjects captured by the camera 4. According to an em-
bodiment, the method of obtaining the first image may include the following op-
erations performed by the image acquisition unit 121. For instance, the image ac-
quisition unit 121 obtains the first image, in which, each of the plurality of subjects are
present at a first area in advance of a gate 2 from the camera 4. This process may
correspond to the illustration in FIG. 4A. FIG. 4A shows a camera 4 that is configured
to capture a first image, in which, two subjects are present at the detection zone. FIG.

4A further shows a display 6 that is configured to display information. According to an
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embodiment, the detection zone may be an area in advance of the gate apparatus 1, that
is captured by the camera 4, to identify if one or more persons are approaching the
gate. According to an embodiment, the detection zone may be the first area.

According to another embodiment, the camera 4 may capture only one subject
at the detection zone or the camera 4 may capture three or more subjects at the
detection zone. The captured first image may be stored in the storage unit 129.
According to an embodiment, the first image may include a face of a subject to be
recognized. The subject may be approaching a gate 2 (shown in FIGS. 1A and 1B).
According to another embodiment, the first image may include a plurality of faces,
each of the plurality of faces corresponding to a subject, among a plurality of subjects
to be recognized. According to an embodiment, the subject to be recognized may be a
person.

In S320 of FIG. 3, the information processing apparatus 5 detects a person in the
first image. This process corresponds to the illustration in FIG. 4A. According to an
embodiment, the information processing apparatus 5 may detect the person by
performing facial recognition on the first image. For instance, the information
processing apparatus 5 may process the first image to determine whether each of the
plurality of persons at the first area is authorized to proceed through the gate.

The method of performing facial recognition may include the following op-
erations performed by the detection unit 122 and the extraction unit 123. For instance,
the extraction unit 123 extracts one or more facial features from the first image
obtained by the image acquisition unit 121, and the detection unit 122 obtains the one
or more facial features extracted by the extraction unit 123 and detects whether each of
the one or more facial feature matches a respective registered facial feature, among a
plurality of registered facial features. Each of the plurality of registered facial features
may correspond to a face of a person, among a plurality of persons previously
registered. The registered facial features may be stored in a storage unit 129.

In S330, the information processing apparatus 5 may control the gate, based on
a status that the plurality of persons are identified as being authorized or unauthorized.
In the case where the plurality of persons are identified as being authorized at the first
area in advance of a gate 2, the information processing apparatus 10 may control the
gate to be opened (shown in FIG. 4A). According to another embodiment, the in-
formation processing apparatus 10 may control the gate to be opened in the case where
the plurality of persons are identified as being authorized in the detection zone in
advance of a gate 2, and where the information processing apparatus 10 does not detect
any person in a gate zone by images captured by the camera 4 or other cameras.

According to an embodiment, the information processing apparatus 5 tracks a

body region in a second image captured at a second time. According to an em-
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bodiment, the camera 4 or other cameras may capture one or more subjects in the
second image in the gate zone. According to an embodiment, the gate 2 is closer to the
gate zone than the detection zone. According to an embodiment, the gate zone may be
an area in between the detection zone and a barrier of the gate apparatus 1. For
instance, the gate zone may be the entrance of the gate apparatus.

According to an embodiment as illustrated in FIG. 4B, the information
processing apparatus 5 may track the body region in the second image by associating a
face region in the first image with a body region the first image, and matching the body
region in the second image with the body region in the first image. According to an
embodiment, the gate apparatus 1 may include a camera system having two or more
cameras, i.e., a first camera and a second camera. According to an embodiment, the
first camera may capture an image depicting one or more subjects in a first area and the
second camera may capture an image depicting one or more subjects in a second area.
The first area may be the detection zone and the second area may be the gate zone as
illustrated in FIG. 4B, however, the first area and the second area are not limited
thereto.

According to an embodiment, the method of performing body tracking may
include the following operations performed by the image acquisition unit 121, the
detection unit 122, the extraction unit 123 and the association unit 125. For instance,
the extraction unit 123 may extract a body region of a subject in the first image. The
operation of extracting the body region may be performed after the detection unit
detects a match between the face feature in the first image with a registered face
feature. According to another embodiment, the operation of extracting the body region
may be performed before the detection unit detects a match between the face feature in
the first image with a registered face feature or simultaneously while the detection unit
detects a match between the face feature in the first image with a registered face
feature.

According to an embodiment, the association unit 125 associates the extracted
body region with the face region in the first image. For instance, the association unit
125 determines that the body region corresponds to the face region by analyzing one or
more characteristics of the face region and the body region. For instance, when the as-
sociation unit 125 determines that one or more characteristics of the face region is
similar to one or more characteristics of the body region, the association unit 125 may
associate the face region with the body region. According to another embodiment, the
association unit 125 may determine that the body region corresponds to the face region
based on a proximity of the face region to the body region.

According to an embodiment, the association unit may store the associated face

region and body region in a storage unit 129. For instance, as illustrated in FIG. 5A,
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the storage unit 129 may store the face region and the body region in association with
identification information of the detected person. The associated face region and body
region may be temporarily stored in the storage unit 129.

According to an embodiment, the image acquisition unit 121 may obtain a
second image captured by the camera 4 at a second time. The second time being
different from the first time. According to an embodiment, the second time is after the
first time. According to an embodiment, the second image may be captured by an
image acquisition device, such as a camera, that is different from the camera capturing
the first image.

According to an embodiment, the extraction unit 123 may extract a feature of
the body region in the second image, and the detection unit 122 may obtain the feature
of the body region in the second image from the extraction unit 123 and detect whether
the feature of the body region in the second image matches a feature of body region
stored in the storage unit 129. Accordingly, when there is a match between the body
region in the second image and the body region obtained from the storage unit 129, the
detection unit 122 may obtain the identification of the subject previously detected in
the first image. Accordingly, the information processing apparatus 5 may track the
subject using the body regions extracted in the first image and the second image.

According to an embodiment, in S330, the information processing apparatus 5
may output information to control the gate 2 based on tracked movement of the body
regions corresponding to the one or more subjects. This process may correspond to the
illustration in FIGS. 1A and 1B. According to an embodiment, the method of con-
trolling the gate may be performed by a controller 126. For instance, the controller 126
may obtain information from the detection unit 122 indicating whether or not there is a
match between the feature of the body regions corresponding to the one or more
subjects in the second image and the feature of the body regions obtained from the
storage unit 129.

According to an embodiment, in a case where there is a match, the controller
126 may output a control signal to open the gate 2 as illustrated in FIG. 1A and 4B.
According to an embodiment, when multiple subjects are identified, authorized and
tracked, the information processing apparatus 5 may control the gate 2 to remain in an
open state as illustrated in FIG. 4B. Accordingly, the gate apparatus 1 may allow faster
throughput, and the users may have a free flow experience through the gate.

On the other hand, in a case where there is no match with respect at least one of
the subjects in the image captured in the detection zone, the controller 126 may
maintain the gate 2 at a closed state as illustrated in FIG. 1B. For instance, according to
an embodiment, if any one of the subjects in the image capture at the detection zone is

not identified or is not authorized, the controller 126 may maintain the gate 2 at a
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closed state as illustrated in FIG. 1B and 4C. In such a case, according to an em-
bodiment, the information processing apparatus 5 may perform an authentication
process on a third image captured at the gate zone, and control the gate to open or be
closed based on the result of the authentication process.

According to an embodiment, the information processing apparatus 5 may
capture a third image of a subject in the gate zone and perform a facial recognition
operation on the face in the third image as illustrated in FIG. 4D. For instance,
according to an embodiment, if any one of the subjects in the image capture at the
detection zone is not identified or is not authorized, the image processing apparatus 5
may determine whether only one subject is present in the gate zone. When it is de-
termined that only one subject is present in the gate zone, the image processing
apparatus 5 may control a camera 4 to capture the third image of the subject in the gate
zone. According to an embodiment, the camera capturing the third image may be
different from the camera capturing the first image. The image processing system 5
may perform the facial recognition operation on the third image to identify and
authorize the face in the third image. Accordingly, the image processing apparatus 5
may control the gate to open when the face in the third image is identified and au-
thorized. In this case, the image processing apparatus 5 may perform identification and
authorization on a subject twice. For instance, the image processing apparatus 5 may
identify and authorize a subject at a first time in the detection zone, which included one
or more other subjects, and when at least one of the one or more other subjects in the
detection zone is not authorized, the image processing apparatus 5 may re-identify and
re-authorize the subject, who was previously identified and authorized at the first time
in the detection zone, at a second time in the gate zone. In other words, in the second
area, the system authorizes the subject aside from first authorization of the same
subject in the first area.

According to another embodiment, the image processing apparatus 5 may
perform facial recognition, identification and authorization only one time in the first
area. According to another embodiment, the image processing apparatus 5 may
perform facial recognition, identification and authorization multiple times until the
subject is identified. According to an embodiment, the image processing apparatus 10
may check whether only one subject is present in the gate zone or not and whether the
subject at the gate zone was previously authorized in the first area or not. According to
an embodiment, the image processing apparatus 5 may determine whether the subject
at the gate zone was previously authorized in the first area or not using the body
tracking operation illustrated in FIGS.4A and 4B. Accordingly, the image processing
apparatus 5 may control the gate to be opened in the case where only one subject is

present in the gate zone and the subject in the gate zone has been previously authorized
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in the first area.

According to an embodiment as illustrated in FIG. 4E, the image processing
apparatus 5 may control the gate to be closed again once the subject in the gate zone
has exited the gate zone through the gate. In this manner, the image processing
apparatus 5 may process the next subject in the gate zone based re-identification and
reauthorization or by body tracking. Thus, improved security is provided in a case
where at least one subject, among the one or more subjects in the detection zone is not
authorized.

FIG. 5A illustrates a data structure associating face feature information 501 and
body features information 502 with each other. For instance, the face feature in-
formation 501 and body features information 502 may be associated with each other
under an identification information 503 and stored in a storage unit 129. The identi-
fication information 503 may be used to further identify if the associated face feature
information 501 and body features information 502 correspond to an authenticated
person.

FIGS. 5B and 5C illustrate a data structure associating face feature information,
body features information and authentication information in association with each
other. For instance, FIGS. 5B and 5C illustrate example scenarios of data stored in the
data structure. FIG. 5B illustrates a first scenario, in which, a facial image of subject
001 is captured for facial recognition (i.e., subject 001 faces or looks at the camera),
while a facial image of subject 002 is not captured for facial recognition (i.e., subject
002 looks down or away). In the first scenario, the authentication row of the data
structure for subject 001 is indicated as “Y™, indicating that subject 001 is au-
thenticated, while the authentication row of the data structure for subject 002 is
indicated as “N”, indicating that subject 002 is not authenticated.

FIG. 5C illustrates a second scenario, in which, a facial image of subject 001 is
captured for facial recognition (i.e., subject 001 faces or looks at the camera) and a
facial image of subject 002 is captured for facial recognition (i.e., subject 002 faces or
looks at the camera). In the second scenario, the authentication row of the data
structure for subject 001 is indicated as “Y™, indicating that subject 001 is au-
thenticated, and the authentication row of the data structure for subject 002 is also
indicated as “Y”, indicating that subject 002 is also authenticated.

FIG. 6 is a flowchart illustrating the outline of the process performed by the in-
formation processing apparatus 5 according to another example embodiment. With
reference to FIGS. 7A and 7B, the outline of the process performed by the information
processing apparatus 5 will be described along with the flowchart of FIG. 6.

In S610, the information processing apparatus 5 may obtain an image from a

camera 4 (as shown in FIGS. 1A and 1B). According to an embodiment, the method of
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obtaining the image may include the following operations performed by the image ac-
quisition unit 121. For instance, the image acquisition unit 121 may obtain the image
from the camera 4. The obtained image may include a plurality of faces, each of the
faces corresponding to a subject, among a plurality of subjects to be recognized.
According to an embodiment, the subject to be recognized may be a person. This
process may correspond to the illustration in FIG. 7A.

In S620 the information processing apparatus 5 may obtain a first count value
corresponding to a total number of persons identified in the image. According to an
embodiment, the first count value may be based on a number of faces identified in the
image.

In S630, the information processing apparatus 5 may obtain a second count
value corresponding to a total number of persons in a second area different from the
first area. As illustrated in FIG. 7B, the second count may be obtained from an
overhead people counter C or from sensors (photoelectric beam sensors P) provided on
the sides of the gate entrance in the gate zone. The overhead people counter C may be
a camera or other sensors.

In S640, the information processing apparatus 5 may control the barrier to be in
the closed state based on a mismatch between the first count value and the second
count value. According to an embodiment, the information processing apparatus 5 may
output an alert indicating that there is a gate zone irregularity.

According to another embodiment, the information processing apparatus 5 may
control the barrier to be in the closed state based on determination that more than one
person are in the gate zone. For instance, if the second count value is determined to 2
or more, the information processing apparatus 5 may control the barrier to be in the
closed state. In this case, the information processing apparatus 5 may obtain the first
count value or may not determine if there is a mismatch between the first count value
and the second count value.

According to another embodiment, the information processing apparatus 5 may
control the barrier to be in the closed state based on a determination that one or more
person has cut in line. For instance, in an example scenario illustrated in FIG. 7C, the
information processing apparatus 5 may obtain a first total count value corresponding
to a total number of persons identified in the image at a first time (T1). According to an
embodiment, the first count value may be based on a number of faces identified in the
image at time T1.

Thereafter, at time T2, the information processing apparatus 5 may obtain a
second total count value corresponding to a total number of persons in first area and in
the second area different from the first area. As illustrated in FIG. 7C, the second count

may be a total value obtained from the gate zone and the detection zone. For instance,
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the count value at the gate zone may be obtained from the overhead people counter
(Camera) or from the sensors provided on the sides of the gate entrance in the gate
zone. Also, the count value from the detected zone may be obtained from the camera.
In this case, the count value from the detected zone may only include person au-
thenticated or authorized from the image in the first time T1.

After obtaining the second total count value, the information processing
apparatus 5 may control the barrier to be in the closed state based on a mismatch
between the first total count value and the second total count value. According to an
embodiment, the information processing apparatus 5 may output an alert indicating
that there is a gate zone irregularity.

As illustrated in FIG. 8, the gate apparatus 1 has a CPU 102, a RAM 104, a
storage device 106, an input device 108, a display 110, a camera 112, a gate 114, and a
communication unit 116. The CPU 102, the RAM 104, the storage device 106, the
input device 108, the display 110, the camera 112, the gate 114, and the commu-
nication unit 116 are connected to a bus line 118.

The CPU 102 may function as a control unit that operates by executing a
program stored in the storage device 106 and controls the operation of the entire gate
apparatus 1. Further, the CPU 102 may execute an application program stored in the
storage device 106 to perform various processes as the gate apparatus 1. The RAM 104
may provide a memory field necessary for the operation of the CPU 102.

The storage device 106 may be formed of a storage medium such as a non-
volatile memory, a hard disk drive, or the like and functions as a storage unit. The
storage device 106 may store a program executed by the CPU 102, data referenced by
the CPU 102 when the program is executed, or the like.

The input device 108 may be a touchscreen embedded in the display 110, for
example. The input device 108 may function as an input unit that accepts input from a
user.

The display 110 may function as a display unit that displays various windows to
a user using the gate apparatus 1. For example, the display 110 may display a guidance
window showing how to use the gate apparatus 1, a notification window to the user, or
the like.

The camera 112 may capture an image of a person or a plurality of persons. The
image may include a face region and a body region of the person or persons. For
example, the camera 112 may be a digital camera that captures a front area of the gate
apparatus 1, and when detecting a face of the user standing in front of the gate
apparatus 1 in an image captured continuously or periodically, captures the face of the
user 1 and acquires the face image thereof.

According to an embodiment, when identity verification of the person is



16

WO 2021/206014 PCT/JP2021/014303

[0074]

[0075]

[0076]

[0077]

[0078]

[0079]

[0080]

successful in the gate apparatus 1, the gate 114 changes from a closed state for a
standby mode to block passage of the person to an opened state to permit the person to
pass through the passage. The scheme of the gate 114 is not particularly limited and
may be, for example, a flapper gate in which one or more flappers provided on one
side or both side of the passage are opened or closed, a turn-style gate in which three
bars are revolved, or the like.

The communication unit 116 may be connected to a network and may transmit
and receive data via the network. The communication unit 116 communicate with a
server or the like under the control of the CPU 102.

The disclosure is not limited to the example embodiments described above but
can be changed as appropriate within a range not departing from the spirit of the
disclosure.

While the information processing apparatus and systems used in facial
recognition for gate control have been illustrated as examples in each of the above
example embodiments, the disclosure is also applicable to areas of facial recognition
and body tracking other than gate control by appropriately changing the configuration
of the one or more example embodiments.

The scope of one or more example embodiments also includes a processing
method of storing, in a storage medium, a program that causes the configuration of the
example embodiment to operate to implement the function of the example embodiment
described above, reading out as a code the program stored in the storage medium, and
executing the code in a computer. That is, a computer readable storage medium is also
included in the scope of each example embodiment. Further, not only the storage
medium in which the program described above is stored but also the program itself is
included in each example embodiment. Further, one or more components included in
the example embodiments described above may be a circuit such as an Application
Specific Integrated Circuit (ASIC), a Field Programmable Gate Array (FPGA), or the
like configured to implement the function of each component.

As the storage medium, for example, a floppy (registered trademark) disk, a
hard disk, an optical disk, a magneto-optical disk, a Compact Disk (CD)-ROM, a
magnetic tape, a nonvolatile memory card, or a ROM can be used. Further, the scope
of each of the example embodiments includes an example that operates on Operating
System (OS) to perform a process in cooperation with another software or a function of
an add-in board without being limited to an example that performs a process by an in-
dividual program stored in the storage medium.

The service implemented by the function of one or more example embodiments
described above can be provided to the user in a form of Software as a Service (SaaS).

Note that all the example embodiments described above are mere examples of
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embodiments in implementing the disclosure, and the technical scope of the disclosure
should not be construed in a limiting sense by these example embodiments. That is, the
disclosure can be implemented in various forms without departing from the technical
concept thereof or the primary feature thereof.
A part or all of the exemplary embodiment described above can be written as in
the supplementary notes below, but is not limited thereto.
(Supplementary Note 1)
A system comprising:
a memory storing one or more instructions; and
a processor configured to execute the one or more instructions to:
obtain an image including a plurality of persons captured by one or more
cameras, each of the plurality of persons present at a first area in advance of a barrier;
process the image to determine whether each of the plurality of persons at
the first area is authorized to proceed through the barrier; and
control the barrier, based on a status that the plurality of persons are
identified as being authorized or unauthorized.
(Supplementary Note 2)
The system according to supplementary note 1, wherein the processor is further
configured to execute the one or more instructions to:
control the barrier, based on a determination that all of the plurality of persons
are identified as being authorized, to be in an open state.
(Supplementary Note 3)
The system according to supplementary note 1, wherein the processor is further
configured to execute the one or more instructions to:
detect a first person, among the plurality of persons, by performing a facial
recognition operation on the plurality of persons in the image captured at a first time
from the one or more cameras;
detect a first body region corresponding to a first face region of the first person;
detect a second person, among the plurality of persons, by performing the facial
recognition operation on the plurality of persons in the image;
detect a second body region corresponding to a second face region of the second
person;
track the first body region and the second body region in another image
captured by the one or more cameras at a second time subsequent to the first time; and
control the barrier to remain open based on a determination that the first body
region or the second body region is approaching the barrier.
(Supplementary Note 4)

The system according to supplementary note 1, wherein the processor is further
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configured to execute the one or more instructions to:
control the barrier, based on a determination that at least one the plurality of
persons is identified as being unauthorized, to be in a closed state.
(Supplementary Note 5)

The system according to supplementary note 4, wherein the processor is further
configured to execute the one or more instructions to:

detect a first person, among the plurality of persons, by performing a facial
recognition operation on the plurality of persons in the image captured at a first time
from the one or more cameras;

detect a first body region corresponding to a first face region of the first person;

detect a second person, among the plurality of persons, by performing the facial
recognition operation on the plurality of persons in the image obtained from the one or
more cameras;

obtain another image of the first person at a second area based on the second
person being identified as an unauthorized person, the second area being between the
first area and the barrier;

control the barrier to be in the open state based on the first person in the another
image being identified as authorized by performing the facial recognition operation on
the first person in the another image.

(Supplementary Note 6)

The system according to supplementary note 5, wherein the image corre-
sponding to the first area is captured by a first camera, among the one or more
cameras, and the another image corresponding to the second area is captured by a
second camera, among the one or more cameras.

(Supplementary Note 7)

The system according to supplementary note 1, wherein the processor is further
configured to execute the one or more instructions to:

obtain a first count value corresponding to a total number of persons identified
in the first area from the image;

obtain a second count value corresponding to a total number of persons in a
second area different from the first area; and

control the barrier to be in the closed state based on a mismatch between the
first count value and the second count value.

(Supplementary Note 8)

The system according to supplementary note 1, wherein the processor is further
configured to execute the one or more instructions to:

determine a number of persons at a second area, the second area being closer

than the first area to the barrier;
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determine, based on the number of persons being one, whether the one person at
the second area is authorized to proceed through the barrier; control the barrier, based
on a status that the one person as being authorized or unauthorized; and
control the barrier to be closed based on the number of persons not being one.
[0090]  (Supplementary Note 9)
The system according to supplementary note 1, wherein the processor is further
configured to execute the one or more instructions to:
determine a number of persons at a second area, the second area being closer
than the first area to the barrier; and
determine, based on the number of persons being one, whether the one person at
the second area was previously authorized to proceed through the barrier while at the
first area;
control the barrier, based on the one person being previously authorized to
proceed through the barrier while at the first area; and
control the barrier to be closed based on the number of persons not being one.
[0091]  (Supplementary Note 10)
The system according to supplementary note 1, further comprising:
the barrier; and
the one or more cameras.
[0092]  (Supplementary Note 11)
A method of controlling a barrier comprising:
obtaining an image including a plurality of persons captured by one or more
cameras, each of the plurality of persons present at a first area in advance of the
barrier;
processing the image to determine whether each of the plurality of persons at
the first area is authorized to proceed through the barrier; and
controlling the barrier, based on a status that the plurality of persons are
identified as being authorized or unauthorized.
[0093]  (Supplementary Note 12)
The method according to supplementary note 11, wherein the controlling the
barrier further comprises:
controlling the barrier, based on a determination that all of the plurality of
persons are identified as being authorized, to be in an open state.
[0094]  (Supplementary Note 13)
The method according to supplementary note 11, further comprising:
detecting a first person, among the plurality of persons, by performing a facial
recognition operation on the plurality of persons in the image captured at a first time

from the one or more cameras;
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detecting a first body region corresponding to a first face region of the first
person;
detecting a second person, among the plurality of persons, by performing the
facial recognition operation on the plurality of persons in the image;
detecting a second body region corresponding to a second face region of the
second person;
tracking the first body region and the second body region in another image
captured by the one or more cameras at a second time subsequent to the first time; and
controlling the barrier to remain open based on a determination that the first body
region or the second body region is approaching the barrier.
(Supplementary Note 14)
The method according to supplementary note 11, wherein the controlling the
barrier further comprises:
controlling the barrier, based on a determination that at least one the plurality of
persons is identified as being unauthorized, to be in a closed state.
(Supplementary Note 15)
The method according to supplementary note 14, further comprising:
detecting a first person, among the plurality of persons, by performing a facial
recognition operation on the plurality of persons in the image captured at a first time
from the one or more cameras;
detecting a first body region corresponding to a first face region of the first
person;
detecting a second person, among the plurality of persons, by performing the
facial recognition operation on the plurality of persons in the image obtained from the
one or more cameras;
obtaining another image of the first person at a second area based on the second
person being identified as an unauthorized person, the second area being between the
first area and the barrier; and
controlling the barrier to be in the open state based on the first person in the
another image being identified as authorized by performing the facial recognition
operation on the first person in the another image.
(Supplementary Note 16)
A computer readable medium having stored thereon one or more instructions to
perform a method of controlling a barrier comprising:
obtaining an image including a plurality of persons captured by one or more
cameras, each of the plurality of persons present at a first area in advance of the
barrier;

processing the image to determine whether each of the plurality of persons at
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the first area is authorized to proceed through the barrier; and
controlling the barrier, based on a status that the plurality of persons are identified
as being authorized or unauthorized.
(Supplementary Note 17)
The computer readable medium according to supplementary note 16, wherein
the controlling the barrier further comprises:
controlling the barrier, based on a determination that all of the plurality of
persons are identified as being authorized, to be in an open state.
(Supplementary Note 18)
The computer readable medium according to supplementary note 16, further
comprising:
detecting a first person, among the plurality of persons, by performing a facial
recognition operation on the plurality of persons in the image captured at a first time
from the one or more cameras;
detecting a first body region corresponding to a first face region of the first
person;
detecting a second person, among the plurality of persons, by performing the
facial recognition operation on the plurality of persons in the image;
detecting a second body region corresponding to a second face region of the
second person;
tracking the first body region and the second body region in another image
captured by the one or more cameras at a second time subsequent to the first time; and
controlling the barrier to remain open based on a determination that the first
body region or the second body region is approaching the barrier.
(Supplementary Note 19)
The computer readable medium according to supplementary note 16, wherein
the controlling the barrier further comprises:
controlling the barrier, based on a determination that at least one the plurality of
persons is identified as being unauthorized, to be in a closed state.
(Supplementary Note 20)
The computer readable medium according to supplementary note 19, further
comprising:
detecting a first person, among the plurality of persons, by performing a facial
recognition operation on the plurality of persons in the image captured at a first time
from the one or more cameras;
detecting a first body region corresponding to a first face region of the first
person;

detecting a second person, among the plurality of persons, by performing the
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facial recognition operation on the plurality of persons in the image obtained from the
one or more cameras;

obtaining another image of the first person at a second area based on the second
person being identified as an unauthorized person, the second area being between the
first area and the barrier; and

controlling the barrier to be in the open state based on the first person in the
another image being identified as authorized by performing the facial recognition
operation on the first person in the another image.

[0102] This application is based upon and claims the benefit of priority from U.S. pro-

visional patent application No. 63/006,475, filed April 7, 2020, the disclosure of which

is incorporated herein in its entirety.
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Claims
A system comprising:
a memory storing one or more instructions; and
a processor configured to execute the one or more instructions to:
obtain an image including a plurality of persons captured by
one or more cameras, each of the plurality of persons present at a first
area in advance of a barrier;
process the image to determine whether each of the plurality of
persons at the first area is authorized to proceed through the barrier;
and
control the barrier, based on a status that the plurality of
persons are identified as being authorized or unauthorized.
The system according to claim 1, wherein the processor is further
configured to execute the one or more instructions to:
control the barrier, based on a determination that all of the
plurality of persons are identified as being authorized, to be in an open
state.
The system according to claim 1, wherein the processor is further
configured to execute the one or more instructions to:
detect a first person, among the plurality of persons, by
performing a facial recognition operation on the plurality of persons in
the image captured at a first time from the one or more cameras;
detect a first body region corresponding to a first face region of
the first person;
detect a second person, among the plurality of persons, by
performing the facial recognition operation on the plurality of persons
in the image;
detect a second body region corresponding to a second face region
of the second person;
track the first body region and the second body region in another
image captured by the one or more cameras at a second time
subsequent to the first time; and
control the barrier to remain open based on a determination that
the first body region or the second body region is approaching the
barrier.
The system according to claim 1, wherein the processor is further

configured to execute the one or more instructions to:
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control the barrier, based on a determination that at least one the
plurality of persons is identified as being unauthorized, to be in a closed
state.
[Claim 5] The system according to claim 4, wherein the processor is further
configured to execute the one or more instructions to:
detect a first person, among the plurality of persons, by
performing a facial recognition operation on the plurality of persons in
the image captured at a first time from the one or more cameras;
detect a first body region corresponding to a first face region of
the first person;
detect a second person, among the plurality of persons, by
performing the facial recognition operation on the plurality of persons
in the image obtained from the one or more cameras;
obtain another image of the first person at a second area based on
the second person being identified as an unauthorized person, the
second area being between the first area and the barrier;
control the barrier to be in the open state based on the first person
in the another image being identified as authorized by performing the
facial recognition operation on the first person in the another image.
[Claim 6] The system according to claim 5, wherein the image corre-
sponding to the first area is captured by a first camera, among the one
or more cameras, and the another image corresponding to the second
area is captured by a second camera, among the one or more cameras.
[Claim 7] The system according to claim 1, wherein the processor is further
configured to execute the one or more instructions to:
obtain a first count value corresponding to a total number of
persons identified in the first area from the image;
obtain a second count value corresponding to a total number of
persons in a second area different from the first area; and
control the barrier to be in the closed state based on a mismatch
between the first count value and the second count value.
[Claim 8] The system according to claim 1, wherein the processor is further
configured to execute the one or more instructions to:
determine a number of persons at a second area, the second area
being closer than the first area to the barrier;
determine, based on the number of persons being one, whether the
one person at the second area is authorized to proceed through the

barrier; control the barrier, based on a status that the one person as
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being authorized or unauthorized; and

control the barrier to be closed based on the number of persons not
being one.

The system according to claim 1, wherein the processor is further
configured to execute the one or more instructions to:

determine a number of persons at a second area, the second area
being closer than the first area to the barrier; and

determine, based on the number of persons being one, whether the
one person at the second area was previously authorized to proceed
through the barrier while at the first area;

control the barrier, based on the one person being previously au-
thorized to proceed through the barrier while at the first area; and

control the barrier to be closed based on the number of persons not
being one.

The system according to claim 1, further comprising:

the barrier; and

the one or more cameras.

A method of controlling a barrier comprising:

obtaining an image including a plurality of persons captured by
one or more cameras, each of the plurality of persons present at a first
area in advance of the barrier;

processing the image to determine whether each of the plurality of
persons at the first area is authorized to proceed through the barrier;
and

controlling the barrier, based on a status that the plurality of
persons are identified as being authorized or unauthorized.

The method according to claim 11, wherein the controlling the
barrier further comprises:

controlling the barrier, based on a determination that all of the
plurality of persons are identified as being authorized, to be in an open
state.

The method according to claim 11, further comprising:

detecting a first person, among the plurality of persons, by
performing a facial recognition operation on the plurality of persons in
the image captured at a first time from the one or more cameras;

detecting a first body region corresponding to a first face region of
the first person;

detecting a second person, among the plurality of persons, by
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performing the facial recognition operation on the plurality of persons
in the image;

detecting a second body region corresponding to a second face
region of the second person;

tracking the first body region and the second body region in
another image captured by the one or more cameras at a second time
subsequent to the first time; and

controlling the barrier to remain open based on a determination
that the first body region or the second body region is approaching the
barrier.

The method according to claim 11, wherein the controlling the
barrier further comprises:

controlling the barrier, based on a determination that at least one
the plurality of persons is identified as being unauthorized, to be in a
closed state.

The method according to claim 14, further comprising:

detecting a first person, among the plurality of persons, by
performing a facial recognition operation on the plurality of persons in
the image captured at a first time from the one or more cameras;

detecting a first body region corresponding to a first face region of
the first person;

detecting a second person, among the plurality of persons, by
performing the facial recognition operation on the plurality of persons
in the image obtained from the one or more cameras;

obtaining another image of the first person at a second area based
on the second person being identified as an unauthorized person, the
second area being between the first area and the barrier; and

controlling the barrier to be in the open state based on the first
person in the another image being identified as authorized by
performing the facial recognition operation on the first person in the
another image.

A computer readable medium having stored thereon one or more
instructions to perform a method of controlling a barrier comprising:

obtaining an image including a plurality of persons captured by
one or more cameras, each of the plurality of persons present at a first
area in advance of the barrier;

processing the image to determine whether each of the plurality of

persons at the first area is authorized to proceed through the barrier;
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and

controlling the barrier, based on a status that the plurality of
persons are identified as being authorized or unauthorized.

The computer readable medium according to claim 16, wherein
the controlling the barrier further comprises:

controlling the barrier, based on a determination that all of the
plurality of persons are identified as being authorized, to be in an open
state.

The computer readable medium according to claim 16, further
comprising:

detecting a first person, among the plurality of persons, by
performing a facial recognition operation on the plurality of persons in
the image captured at a first time from the one or more cameras;

detecting a first body region corresponding to a first face region of
the first person;

detecting a second person, among the plurality of persons, by
performing the facial recognition operation on the plurality of persons
in the image;

detecting a second body region corresponding to a second face
region of the second person;

tracking the first body region and the second body region in
another image captured by the one or more cameras at a second time
subsequent to the first time; and

controlling the barrier to remain open based on a determination
that the first body region or the second body region is approaching the
barrier.

The computer readable medium according to claim 16, wherein
the controlling the barrier further comprises:

controlling the barrier, based on a determination that at least one
the plurality of persons is identified as being unauthorized, to be in a
closed state.

The computer readable medium according to claim 19, further
comprising:

detecting a first person, among the plurality of persons, by
performing a facial recognition operation on the plurality of persons in
the image captured at a first time from the one or more cameras;

detecting a first body region corresponding to a first face region of

the first person;
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detecting a second person, among the plurality of persons, by
performing the facial recognition operation on the plurality of persons
in the image obtained from the one or more cameras;

obtaining another image of the first person at a second area based
on the second person being identified as an unauthorized person, the
second area being between the first area and the barrier; and

controlling the barrier to be in the open state based on the first
person in the another image being identified as authorized by
performing the facial recognition operation on the first person in the

another image.
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[Fig. 3]

obtain an image including a plurality of persons

——— S310
captured by one or more cameras

process the image to determine whether each of
the plurality of persons at the first area is —— S320
authorized to proceed through the barrier

control the barrier, based on a status that the
plurality of persons are identified as being ———— S330
authorized or unauthorized.

[Fig. 4A]

2

J
Detection Zone Entrance Open Exit

[ Direction of Travel >



WO 2021/206014

[Fig. 4B]

[Fig. 4C]

Unknown or
Unauthorized

[Fig. 4D]

5/9

PCT/JP2021/014303

_———-second image

Detection Zone Gate Zone Exit

| Direction of Travel :>

-—— Authorized

Detection Zone Entrance Closed Exit

| Direction of Travel >

Second
~— Camera

Detection Zone Gate Zone Exit

| Direction of Travel :>



6/9

WO 2021/206014 PCT/JP2021/014303

[Fig. 4E]
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[Fig. 7C]

T1 (first time)

T2 (second time after the first time)

I
I
I
I
I
I Unknown or 7 N
: Unauthorized 7 .
I
I
I

Detection Zone Entrance Open Exit Detection Zone Entrance Close Exit
\ ~ S N ~ J
Two Persons Three People
[Fig. 8]
|
[
1;)4 136 1?8 1;0
STORAGE INPUT
02 RAM DEVICE | | DEvic | | PISPLAY

CPU 7

118
COMMUNICATION
CAMERA GATE UNIT
112 114 116




INTERNATIONAL SEARCH REPORT

International application No.

PCT/JP2021/014303

A.

CLASSIFICATION OF SUBJECT MATTER

G07C 9/37(2020.01)i
FI.  GO7C9/37

According to International Patent Classification (IPC) or to both national classification and IPC

B.

FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

GO07C9/00-G0O7C9/38

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Published examined utility model applications of Japan 1922-1996

Published unexamined utility model applications of Japan 1971-2021
Registered utility model specifications of Japan 1996-2021
Published registered utility model applications of Japan 1994-2021

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

C.

DOCUMENTS CONSIDERED TO BE RELEVANT

Category*

Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

X JP 2008-071205 A (TOSHIBA CORP) 27 March 2008 (2008-03-27)

paragraphs [0012] to [0035], Fig. 1,Fig.2

1-2,4,10-12,
14,16-17,19

3,5-9,13,15,18,20

A JP 2015-001790 A (SECOM CO LTD) 05 January 2015 (2015-01-05) 1-20
paragraph [0037]

A JP 2007-303239 A (KONICA MINOLTA HOLDINGS INC) 22 November 2007 (2007-11-22) 1-20
paragraphs [0037] to[0108]

A JP 2009-205392 A (PANASONIC ELECTRIC WORKS CO LTD) 10 September 2009 1-20

(2009-09-10)

paragraphs [0016] to [0028]

A JP 2009-199223 A (YAMATAKE CORP) 03 September 2009 (2009-09-03) 1-20
paragraphs [0016] to [0044]

A WO 2014/109033 A1 (MITSUBISHI ELECTRIC CORPORATION) 17 July 2014 1-20

(2014-07-17)
paragraphs [0010] to [0039]

D Further documents are listed in the continuation of Box C.

See patent family annex.

Special categories of cited documents:
> document defining the general state of the art which is not considered
to be of particular relevance
> earlier application or patent but published on or after the international
filing date
> document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)
document referring to an oral disclosure, use, exhibition or other
means

> document published prior to the international filing date but later than
the priority date claimed

wr

D&

wyr

later document published after the international filing date or priority
date and not in conflict with the application but cited to understand the
principle or theory underlying the invention

document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive step
when the document is taken alone

document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

document member of the same patent family

Date of the actual completion of the international search

Date of mailing of the international search report

12 May 2021 25 May 2021
Name and mailing address of the [SA/JP Authorized officer
Japan Patent Office
3-4-3, Kasumigaseki, Chiyoda-ku, Tokyo KIMURA Asano 3R 4030

100-8915, Japan

Telephone No. +81-3-3581-1101 Ext. 3372

Form PCT/ISA/210 (second sheet) (January 2015)




INTERNATIONAL SEARCH REPORT International application No.

Information on patent family members

PCT/JP2021/014303

. Patf‘/nt document Publication date Patent family member(s) Publication date

cited in search report (day/month/year) (day/month/year)
Ip 2008-071205 A 27 March 2008 (Family: none)
Ip 2015-001790 A 05 January 2015 (Family: none)
Ip 2007-303239 A 22 November 2007 (Family: none)
Ip 2009-205392 A 10 September 2009 (Family: none)
Ip 2009-199223 A 03 September 2009 (Family: none)

WO 2014/109033 Al 17 July 2014 CN 104919495 A
paragraphs [0030] to [0051]

Form PCT/ISA/210 (patent family annex) (January 2015)



	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - claims
	Page 25 - claims
	Page 26 - claims
	Page 27 - claims
	Page 28 - claims
	Page 29 - claims
	Page 30 - drawings
	Page 31 - drawings
	Page 32 - drawings
	Page 33 - drawings
	Page 34 - drawings
	Page 35 - drawings
	Page 36 - drawings
	Page 37 - drawings
	Page 38 - drawings
	Page 39 - wo-search-report
	Page 40 - wo-search-report

