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tion of a telecommunication network, which telecommunication network comprises
one or more IP networks with their addresses. From a set of IP addresses, an IP alias
is generated. In the method, a predetermined change is made at least in one service
parameter of the IP alias or of the devices belonging to the IP alias; those IP addi-
tional services are defined whose parameters are affected by the change in question,
and the necessary configuration changes are made in the devices generating the IP
additional services in question. According to the invention, a device configuration
database is created that comprises the configuration information of the additional
service devices; the aforementioned change is focused on the IP alias in question,
and the aforementioned configuration changes of the additional service devices are
made automatically and in parallel utilizing the aforementioned device configura-
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CENTRALIZED CONFIGURATION OF A TELECOMMUNICATION
NETWORK

FIELD OF THE INVENTION

The invention zrelates to telecommunication.
In particular, the invention relates to a new and ad-
vanced method for centralized configuration of a tele-

communication network.

BACKGROUND OF THE INVENTION

The use of the Internet has become common in
the past few years. For example companies utilize the
Internet nowadays in a variety of ways, in which case
also the services provided by the operators to the
companies have increased.

Among other things, the Internet uses IP pro-
tocol for data transfer (Internet Protocol, IP). The
IP protocol defines for each device of the network at
least one IP address that unambiguously identifies the
device in question. Data is transmitted in packets,
and besides the actual payload, each packet comprises
the IP address of the sender and the recipient.

The IP address 1s 32-bits long, including
four octets of eight bits. The IP address is divided
into a network address and device address, with the
network address having 1-3 octets of eight bits re-
served. The network address identifies the network in
guestion. The network address is unambiguous through-
out the whole Internet. The device address identifies
a separate device within the area of a certain network
address. The device address is thus unambiguous within
the area of a certain network address. The IP address
congsisting of both the network address and the device
address identifies a separate device throughout the
whole Internet. In addition to the above-mentioned,
part of the bits reserved for the device address may

be used to identify separate sub-networks within a
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certain IP network. In that case, a so-called network
mask informs in the IP address of the sub-network
part. Sub-network addresses are practical e.g. in such
a case in which the IP network is divided into parts
physically separate, such as several local area net-
works (Local Area Network, LAN). Thus in that case, an
IP address comprises a network address, sub-network
address, and a device address. The sub-network address
is unambiguous in the area of a certain network ad-
dress. The term IP network is hereinafter referred to
the sequences of IP addresses comprising the same net-
work and sub-network address, i.e. an IP network means
a certain combination of network and network mask.
Correspondingly, one IP address may be presented so
that the IP address also comprises a network mask
255.255.255.255. The term IP address is hereinafter
referred to the very combination of this kind. A typi-
cal example of the application in practice of the IP
address is, for example, a medium-sized company which
has several premises in the area of some town. Each
premises have got one local area network. The devices
have been so configured that all of them have the same
network address. Correspondingly, the devices belong-
ing to the same local area network have the same net-
work address, in which case they form together the IP
network. It is important to note that the above-
mentioned is an example, naturally it is also possible
to configure the networks in some other way, too.
There are currently two versions of the IP
protocol. At present, the version most often used is
version 4 (IPv4). A newer one, which is becoming com-
mon, is version 6 (IPv6). The versions in question
differ from one another with respect to some specifi-
cations. For example, the IP address consists of 32
bits in version 4, whereas in version 6 it comprises
128 bits, which enables a considerably bigger number
of addresses. IPv6 1ig also called the IPng (IP Next
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Generation, IPng). More detailed information is avail-
able e.g. on the home page of the standardizing or-
ganization responsible for its specifications, IETF,
at the address http://www.letf.org (Internet Engi-

neering Task Force, IETF).

Network operators provide to their clients
different IP additional services. The term IP addi-
tional service is hereinafter used to mean such a
value added service in which an IP address is used at
least as some parameter. Examples of an IP additiomal
service are a firewall service, quality class service,
and a VPN service.

A firewall service is used to mean a service
in which e.g. on a server there is installed a piece
of software which enables one to protect the resources
of a certain IP network from the users of other net-
works. Firewall software filters all packets and de-
termines, based on the regulations set, for each
packet separately, whether the packet will be for-
warded to its destination. Typically, it i1is e.g.
checked whether the IP address of the sender of the
packet in question is on the list of accepted senders.
There are also firewall solutions of another kind. The
firewall software may also be installed e.g. on a
router, and the filtering may be carried out e.g. spe-
cifically for each user by means of user identifica-
tion.

The quality class service is used to mean a
service in which hierarchic quality classes are deter-
mined for different needs of data transmission. For
example, the real-time transfer of wvideo or audio re-
quires connection features better than the average, in
which case, in the case of a quality class service, it
is possible to determine for the packets in question
such a service class that the network prioritizes the

packets in question.
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The wvirtual network, i.e. VPN service (Vir-
tual Private Network, VPN) is used to mean a private
data network which utilizes the public telecommunica-
tion infrastructure. The privacy is achieved by means
of a specific tunneling protocol and different secu-
rity methods. The idea is to provide to the clients
the advantages of a private network, but due to the
shared public infrastructure, at lower costs. In the
virtual private network, the connection is determined
as being a channel between the IP networks at the ends
of the connection.

The problem with the IP additional services
nowadays is their configuration e.g. in the changes of
the IP network. In case there are changes made in the
IP network, such as e.g. adding an IP address, the
corresponding configuration changes have to be made
also in the devices generating the additional services
in question. At present, the changes in gquestion have
to be done in each device separately and manually.
There may be dozens of devices in which the changes
have to be done, and they may be located physically at
a considerably long distance from one another. This
naturally wastes the resources of the network operator

to a considerable extent.

OBJECTIVE OF THE INVENTION

The objective of the present invention is to
disclose a new kind of method that eliminates the
drawbacks referred to above, or at least significantly
alleviates them. One specific objective of the inven-
tion is to disclose a method which enables one to
carry out the configuration of the service parameters
of the devices generating IP additional services, the
adding of new IP aliases and/or the deleting of the
existing IP aliases centrally and automatically. An IP
alias is used to mean a set of IP address and/or 1IP

networks.
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BRIEF DESCRIPTION OF THE INVENTION

In the present invention, a telecommunication
network is configured centrally. The telecommunication
network in question comprises one or more IP networks,
which IP network comprises a set of IP addresses. In
the telecommunication network in question, IP addi-
tional services are produced that have the IP address
of the device using the additional service in question
at least as one parameter. These devices using the
same kind of service generate the IP alias, which thus
comprises a set of IP addresses and/or IP networks.

In the present invention there is first made
such a predetermined change in the IP alias that in
some way influences the set of IP addresses belonging
to the IP alias in question, such as e.g. the adding
of a new IP network. This change may also be the de-
leting of an IP alias or the adding of a new IP alias.
Alternatively, in the invention there is first a pre-
determined change made at least in one service parame-
ter of the devices belonging to the IP alias. After
this, those IP additional services are determined
whose service parameters the change in the IP alias,
or at least in one service parameter, influences, af-
ter which the necessary configuration changes are made
in the additional service devices generating the IP
additional services in question.

According to the present invention, prior to
the change in question, an IP alias is generated from
a predetermined set of IP addresses and/or IP net-
works. The entity of the IP addresses and/or IP net-
works- forming the IP alias is logical, and is there-
fore in no way connected with the IP technology. The
client, such as a company, may be assigned several IP
aliases. It is also possible that the IP alias com-
prises IP addresses and/or IP networks of more than

just one client. Further, prior to the change in
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question, a device configuration database is created
that comprises the configuration information of those
additional service devices the IP additional services
generated by which have the IP address of the device
using the additional service in question at least as
one service parameter. Further, after this, the afore-
mentioned configuration changes in the additional

service devices are made automatically and in parallel

utilizing the aforementioned device configuration da-

tabase.

In one embodiment of the invention, the same
IP address 1s arranged in several different IP ali-
ases.

In one embodiment of the invention, the same
IP network is arranged in several different IP ali-
ases.

In one embodiment of the invention, firewall
service, quality class service, and/or VPN service is
provided as an IP additional service.

In one embodiment of the invention, the add-
ing of at least one new IP address is done as a change
in the IP alias.

In one embodiment of the invention, the de-
leting of at least one IP address is done as a change
in the IP alias.

As compared with prior art, the present in-
vention provides the advantage that it enables the
centralized and automatic configuration of devices
generating additional services caused by the change in
the IP alias, and/or at least in one of its service
parameter, which considerably saves the resources of
the network operator. Further, since the configuration
is done considerably faster, the additional sexrvices
in question are kept up to date considerably better
than before, and in this way the quality of the serv-
ices provided by the network operators gets clearly
better from the point of view of the client.
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BRIEF DESCRIPTION OF THE DRAWINGS

In the following section, the invention will
be described by the aid of the attached embodiments
with reference to the accompanying drawing, in which

Fig. 1 schematically represents one method of
the invention; and

Fig. 2 schematically represents one method of

the invention.

DETAILED DESCRIPTION OF THE INVENTION

Fig. 1 schematically represents, by way of
example, one method of the invention. At first, at
step 10, from a predetermined set of IP addresses
and/or IP networks, an IP alias is generated. For ex-
ample, all the IP networks of a company”s premises in
Tampere are dgrouped as one sgingle entity under the
name “Tampere”. After this, the Tampere IP alias may
be used as a parameter in the IP additional services
of the company, e.g. so that a hole is made in the
firewall of the Helginki premises of the company for
users from Tampere and/or so that in the Espoo servers
of the company, Tampere people are assigned a better
service gquality than the Helsinki people. Further, a
virtual network connection may be established between
the premises of Helsinki and Tampere.

At step 11, a centralized device configura-
tion database is created that comprises the configura-
tion information of those additional service devices
the IP additional services created by which have the
IP address of the device using the additional services
in question at least as one parameter.

At step 12, the change in the IP alias is
made. In the above-mentioned example ’Tampere’, half a
yvear later the Tampere premises get a new group, which

ig assigned a new IP network. In this situation, one
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new IP network is added to the IP alias ‘Tampere’. The
aforementioned change may also include the deleting of
an IP alias or the adding of a new one. In the above-
mentioned example concerning a company this could mean
that new premises are established for the company in
Oulu, in which case an IP alias of its own is created
for the Oulu premises.

Alternatively, at step 12, a change is made
at least in one service parameter of the devices be-
longing to the IP alias. In the above-mentioned exam-
ple 'Tampere’, a better service class is wanted in be-
tween Tampere and Helsinki because of a wvideo confer-
ence connection to be transmitted. 'In that case, the
service class of the IP alias Tampere is raised be-
tween Helsinki and Tampere.

At step 13, the configuration changes in the
additional service devices are made automatically and
in parallel utilizing the aforementioned device con-
figuration database. In the above-mentioned example
'Tampere’, the management system checks in what serv-
ices the IP alias in question is used. The network op-
erator gets a list of those services in which the made
change causes a configuration change. The network op-
erator has also a possibility to do a copy of the
original IP alias, in which case the configuration
changes are not made. When the network operator ac-
cepts that the changes are made in all the listed
services, the management system automatically makes
all the firewall, quality class and VPN service con-
figurations in accordance with the new IP alias in all
the devices in parallel. Further, the made changes are
updated to the database, in which case a database cre-
ated thereafter may be utilized always when there are
changes made in the IP alias.

Fig. 2 schematically represents one method of
the invention by way of example. The method as de-
scribed in Fig. 2 is used to centrally configure the
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devices of the IP alias generating IP additional serv-
ices, when an IP network is added to the IP alias in
guestion. If we proceed with the example “Tampere”,
when a new group is involved in the development wunit
of Tampere to which a new IP network is assigned, at
step 20, a user of the management system, i.e. e.g. a
network operator, gives a command to the management
system to add one network to the IP alias ’Tampere’,
which addition is then initialized at step 21 and
completed at step 22. The management system is imple-
mented e.g. as a client-server system. At step 23,
from the device configuration database, information is
retrieved on those IP services whose parameters use
the iP alias to which the addition is being done. The
configurations of the services are kept in the device
configuration database, 1f that piece of information
is got. At step 24, the network operator is displayed
in the user interface those IP services which are af-
fected by the change. Upon getting permission at step
25, the management system saves at step 26 the new
configuration to the device configuration database and
starts the configuration part of the devices. The con-
figuration part starts a thread of configuration for
each IP additional service in parallel, steps 27 and
28. After the configuration, the user of the manage-
ment system, i.e. e.g. the network operator, is in-
formed of the result of the configuration at step 29.
At its core, the management system functions
as follows. At first, a change in some IP alias,
and/or at least in one of its service parameters, is
input in the management system. The device configura-
tion database i1s searched for the piece of information
on what services the aforementioned change affects,
and the changes are saved to the database. Next, the
management system configures each such device generat-
ing additional services that is affected by the afore-
mentioned change. Since these devices generating addi-
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tional services do not understand IP aliases, the con-

figuration has to be done for each such IP address

separately that 1is affected by the aforementioned

change and/ or whose service parameters are affected
5 by the aforementioned change.

The invention is not restricted merely to the
examples of its embodiments referred to above, instead
many variations are possible within the scope of the
inventive idea defined by the claims.
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CLAIMS

1. A method for centralized configuration of
a telecommunication network, which telecommunication
network comprises one or more IP networks, which IP
network comprises a set of IP addresses, in which
telecommunication network in gquestion, IP additional
services are produced that have the IP address of the
device using the additional service in gquestion at
least as one parameter, and which telecommunication
network comprises a set of additional service devices
generating the IP additional services in question, and
which method comprises the steps of:

making a predetermined change at least in
one service parameter of the IP alias and/or the de-
vices belonging to the IP alias,

defining the 1IP additional services whose
service parameters are affected by the change in ques-
tion, and

making the necessary configuration changes in
the additional service devices generating the IP addi-
tional services in question,

characterized in that the method
further comprises the steps of:

generating, prior to the aforementioned
change, an IP alias from a predetermined set of IP ad-
dresses and/or IP networks,

creating, prior to the aforementioned change,
a configuration database which comprises the configu-
ration information of the additional service devices
the IP additional services generated by which have the
IP address of the device using the additional service
in question at least as one parameter,

focusing the aforementioned change in the IP
network on the IP alias itself, and

making the aforementioned configuration

changes in the additional service devices automati-
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cally and in parallel utilizing the aforementioned de-
vice configuration database.

2. The method according claim 1, char -
acterized in that the method further comprises
the step of:

arranging the same IP address in several dif-
ferent IP aliases.

3. The method according to claim 1 or 2,
characterized in that the method further
comprises the step of:

arranging the same IP network in several dif-
ferent IP aliases.

4. The method according to claim 1, 2 or 3,
characterized in that the method further
comprises the step of:

generating firewall service as an IP addi-
tional service.

5. The method according to claim 1, 2, 3 or
4, characterized in that the method further
comprises the step of:

generating quality class service as an IP ad-
ditional service.

6. The method according to claim 1, 2, 3, 4
or 5, characterized in that the method fur-
ther comprises the step of:

generating VPN service as an IP additional
service.

7. The method according to claim 1, 2, 3, 4,
5 or 6, characterized in that the method
further comprises the step of:

doing the addition of at least one new IP ad-
dress as a change in the IP alias.

8. The method according to claim 1, 2, 3, 4,
5, 6 or 7, characterized in that the method
further comprises the step of

doing the deletion of at least one IP address

as a change in the IP alias.



WO 02/17111 PCT/F101/00697

10

15

20

13

9. The method according to claim 1, 2, 3, 4,
5, 6, 7 or 8, characterized in that the
method further comprises the step of:

doing the addition of at least one new IP
network as a change in the IP alias.

10. The method according to claim 1, 2, 3, 4,
5, 6, 7, 8 or 9, characterized in that the
method further comprises the step of:

doing the deletion of at least one IP network
as a change in the IP alias.

11. The method according to claim 1, 2, 3, 4,
5, 6, 7, 8, 9 or 10, characterized in that
the method further comprises the step of:

doing the addition of at least one new IP
alias as a change in the IP alias.

12. The method according to claim 1, 2, 3, 4,
5 6, 7, 8, 9, 10 or 11, characterized in
that the method further comprises the step of:

doing the deletion of at least one IP alias
as a change in the IP alias.
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