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SMART DISTRIBUTION OF A MALWARE COUNTERMEASURE

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001}] The present application is related to and claims the benefit of the earliest available
effective filing date(s) from the following listed application(s) (the “Related Applications™) (e.g.,
claims earliest available priority dates for other than provisional patent applications or claims
benefits under 35 USC § 119(e) for provisienal patent applications, for any and all parent,
grandparent, great-grandparent, etc. applications of the Related Application(s)).

[0002]
Related Applications:
[0003] For purposes of the USPTO extra-statutory requirements, the present application

constitutes a continuation-in-part of United States Patent application entitled IMPLEMENTATION
OF MALWARE COUNTERMEASURES IN A NETWORK DEVICE, naming Edward K.Y. Jung;
Royce A. Levien; Robert W. Lord; Mark A. Malamud; and William Henry Mangione-Smith as

inventors, USAN: , filed June 30, 2006.
[0004]
(0005] The United States Patent Office (USPTO) has published a notice to the effect that the

USPTO’s computer programs require that patent applicants reference both a serial number and



WO 2008/018958 PCT/US2007/015232

indicate whether an application is a continuation or continuation-in-part. Stephen G. Kunin, Benefit
of Prior-Filed Application, USPTO Official Gazette March 18, 2003, available at
http://www.uspto. gov/web/offices/com/sol/og/2003/week] 1/patbene.htm. The present applicant

entity has provided above a specific reference to the application(s) from which priority is being
claimed as recited by statute. Applicant entity understands that the statute is unambiguous in its
specific reference language and does not require either a serial number or any characterization, such
as “‘continuation” or “continuation-in-part,” for claiming priority to U.S. patent applications.
Notwithstanding the foregoing, applicant entity understands that the USPTO’s computer programs
have certain data entry requirements, and hence applicant entity is designating the present
application as a confinuation—in-part of its parent applications as set forth above, but expressly
points out that such designations are not to be construed in any way as any type of commentary
and/or admission as to whether or not the present application contains any new matter in addition to

the matter of its parent application(s).

All subject matter of the Related Applications and of any and all parent, grandparent, great-
grandparent, etc. applications of the Related Applications is incorporated herein by reference to the

extent such subject matter is not inconsistent herewith.

" Summary
[0006] An embodiment provides a network device. The network device includes a network
analyzer module operable to monitor a plurality of networked nodes for an indicium of an activity at
- each respective node. The network device includes a dissemination module operable to facilitate
distribution of a malware countermeasure to a first set of networked nodes of the plurality .of
networked nodes in a manner responsive to an indicium of an activity associated with the first set of
networked nodes of the plurality of networked nodes. The network device may include a
communications module operable to send packets to at least one node of the plurality of networked
nodes. In addition to the foregoing, other. device embodiments are described in the claims,

drawings, and text forming a part of the present application.

[0007] Another embodiment provides a method. The method includes monitoring a
plurality of networked nodes for an indicium of an activity at each respective node. The method

also includes facilitating a distribution of a countermeasure to a first set of networked nodes of the

2
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plurality of networked nodes in a manner responsive to an indicium of an activity associated with
the first set of networked nodes of the plurality of networked nodes, the countermeasure useable in
at least substantially reducing a harm presented by a malware (hereafter the “malware
countermeasure”) to a networked device and/or a node of a network. In addition to the foregoing,
other method embodiments are described in the claims, drawings, and text forming a part of the

present application.

[0008] A further embodiment provides a computer-program product. The computer-
program product includes program instructions operable to perform a process in a computing
device. The process includes monitor a plurality of networked nodes for an indicium of an activity
at each respective node. The process also includes facilitate a distribution of a malware
countermeasure to a first set of networked nodes of the plurality of networked nodes in a manner
responsive to an indicium of an activity associated with the first set of networked nodes of the
phurality of networked nodes. The computer-program product also includes a computer-readable
signal-bearing medium bearing the program instructions. In addition to the foregoing, other
computer-program product embodiments are described in the claims, drawings, and text forming a

part of the present application.

[0009] An embodiment provides a network device. The network device includes means for
monitoring a plurality of networked nodes for an indicium of an activity at each respective node.
The network device also includes means for facilitating distribution of a malware countermeasure to
a first set of networked nodes of the plurality of networked nodes in a manner responsive to an
indicium of an activity associated with the first set of networked nodes of the plurality of networked
nodes. The network device may include means for generating the malware countermeasure. In
addition to the foregoing, other network device embodiments are described in the claims, drawings,

and text forming a part of the present application.

[0010] Another embodiment provides active network device. The active network device
includes a communications module operable to facilitate a movement of packets to at least one node
of a plurality of networked nodes. The active network device also includes a network analyzer.
module operable to monitor each respective node of the plurality of networked nodes for an
indicium of an activity. The active network device further includes a dissemination module

operable to distribute a malware countermeasure to a first set of nodes of the plurality of networked
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nodes in a manner responsive to the indicium of an activity corresponding to the first set of
networked nodes of the plurality of networked nodes. In addition to the foregoing, other active
network device embodiments are described in the claims, drawings, and text forming a part of the

present application.

[0011] A further embodiment provides a network device. The network device includes an
information store opérable to save a countermeasure useable in at least substantially reducing a
harm caused by a malware (hereafter the “malware countermeasure”). The network device also
includes a transmission circuit for sending a packet to at least one sub-network of a plurality of sub-
networks. The network device further includes a protection circuit for implementing the malware
countermeasure in the network device. The network device may include a processor. The network
device may include a decision circuit for determining if a criterion is met for implementation of the
malware countermeasure. The network device may include a countermeasure engirie operable to
generate the malware countermeasure. In addition to the foregoing, other network device
embodiments are described in the claims, drawings, and text forming a part of the present

application.

[0012] An embodiment provides a method implemented in a computing device operable to
facilitate communication of a packet to at Jeast one sub-network of a plurality of sub-networks. The
method includes saving a countermeasure useable in at least substantially reducing a harm caused
by a malware (hereafter the “malware countermeasure™). The method also includes determining if a
criterion is met for implementation of the malware countermeasure. The method further includes
implementing the malware countermeasure in the computing device if the criterion is met for
implementation of the malware countermeasure. In addition to the foregoing, other method
embodiments are described in the claims, drawings, and text forming a part of the present

application.

[0013] Anothér embodiment provides a network device. The network device includes
means for facilitating communication of a packet to at least one sub-network of a plurality of sub-
networks. The network device also includes means for saving a countermeasure useable in at least
substantially reducing a harm caused by a malware (hereafter the “malware countermeasure”). The
network device further includes means for determining if a criterion is met for implerhentation of

the malware countermeasure. The network device further includes means for implementing the
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malware countermeasure in the network device if the criterion for implementation of the malware
countermeasure is met. In addition to the foregoing, other network device embodiments are

described in the claims, drawings, and text forming a part of the present application.

[0014] A further embodiment provides a computer-program product. The computer-
program product includes a computer-readable signal-bearing medium bearing the program
instructions. The computer-program product also includes program instructions oiaerable to
perform a process in a computing device. The process includes saving a countermeasure useable in
at least substantially reducing a harm presented by a malware to a networked device and/or a node
of a network (hereafter the “malware countermeasure”). The process also includes determining if a
criterion for implementation of the malware countefmeasure is met. The process further includes
implementing the malware countermeasure in the computing device if the criterion is met for
implementation of the malware countermeasure. In addition to the foregoing, other computer-
program product embodiments are described in the claims, drawings, and text forming a part of the

present application.

[0015] An embodiment provides a network device. The network device includes an
information store configurable by a countermeasure useable in at least substantially reducing a harm
caused by a malware (hereafter a “malware countermeasure”). The network device also includes a
decision circuit for determining if a criterion for implementation of a malware countermeasure is
met. The network device further includes a defender circuit for applying a malware countermeasure
to the network device if the criterion for implementation of a malware countermeasure is met. In
addition to the foregoing, other network device embodiments are described in the claims, drawings,

“and text forming a part of the present application.

[0016] Another embodiment provides a method. The method includes configuring an
information store of a network device with a countermeasure useable in at least substantially
reducing a harm caused by a malware (hereafter a “malware countermeasure”). The method also
includes determining if a criterion for implementation of a malware countermeasure is met. The
method further includes applying a malware countermeasure to the network device if the criterion
for implementation of a malware countermeasure is met. .In addition to the foregoing, other method
embodiments are described in the claims, drawings, and text forming a part of the present

application.
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[0017] A further embodiment provides a network device. The network device includes
means for configuring an information store with a countermeasure useable in at least substantially
reducing a harm caused by a malware (hereafter a “malware countermeasure”). The network device
also includes means for determining if a criterion for implementation of a malware countermeasure
is met. The network device further includes means for applying a malware countermeasure to the
network device if the criterion for implementation of a malware countermeasure is met. In addition
to the foregoing, other network device embodiments are described in the claims, drawings, and text

forming a part of the present application.

[0018] * The foregoing is a summary and thus by necessity contains simplifications,
generalizations and omissions of detail. Consequently, those skilled in the art will appreciate that
the summary is illustrative only and is not intended to be in any way limiting. Other aspects,
inventive features, and advantages of the devices and/or processes described herein, as defined

solely by the claims, will become apparent in the detailed description set forth herein.

Brief Description of the Drawings

[0019] FIG. 1 illustrates an exemplary general-purpose computing system in which

embodiments may be implemented;

[0020] FIG. 2 illustrates an exemplary environment;

[0021) FIG. 3 illustrates an exemplary operational flow;

[0022] FIG. 4 illustrates an alternative embodiment of the operational flow of FIG. 3;
[0023] FIG. 5 illustrates a further alternative embodiment of the operational flow of FIG. 3;
(0024] FIG. 6 illustrates another alternative embodiment of the operational flow of FIG. 3;
[0025] FIG. 7 illustrates a further embodiment of the operational flow of FIG. 3-;

[0026] FIG. 8 illustrates an exemplary computer-program product;

[0027] FIG. 9 illustrates an exemplary network device;

[0028] FIG. 10 illustrates an exemplary environment;

[0029] F1G. il illustrates an exemplary environment; |
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[0030] FIG. 12 illustrates an exemplary operational flow implemented in a computing
device operable to facilitate communication of a packet to at least one sub-network of a plurality of

sub-networks;

[0031] FIG. 13 illustrates an alternative embodiment of the operational flow of FIG. 12;
[0032] FIG. 14 illustrates an exemplary network device;

[0033] FIG. 15 illustrates an exemplary computer-program product;

[0034] FIG. 16 illustrates an exemplary.environment;

[0035] FIG. 17 illustrates an exemplary operational flow; and

[0036] FIG. 18 illustrates an exemplary nétwork device.

Detailed Description

[0037]  Inthe following detailed description, reference is made to the accompanying
drawings, which form a part hereof. In the drawings, similar symbols typically identify similar
components, unless context dictates otherwise. The illustrated embodiments described in the
detailed description, drawings, and claims are not meant to be limiting. Other embodiments may be
utilized, and other changes may be made, without departing from the spirit or scope of the subject

matter presented here.

[0038] FIG. 1 illustrates an exemplary general-purpose computing system in which
embodiments may be implemented, shown as a computing system environment 100. Components
of the computing system environment 100 may include, but are not limited to, a computing device
110 having a processor 120, a system memory 130, and a system bus 121 that couples various
system components including the system memory to the processor 120. By way of example, the
processor may include a microprocessor, a central processing unit (CPU), and/or multi-core
processor. The system bus 121 may be any of several types of bus structures including a memory
bus or memory controller, a peripheral bus, and a local bus using any of a variety of bus
architectures. Such architectures may include at least one Industry Standard Architecture (ISA) bus,
Micro Channel Architecture (MCA) bus, Enhanced ISA (EISA) bus, Video Electronics Standards
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Association (VESA) local bus, and/or Peripheral Component Interconnect (PCI) bus, also known as

Mezzanine bus.

[0039] The computing system environment 100 typically includes a variety of computer-
readable media products. Computer-readable media may include any media that can be accessed by
the computing device 110 and include both volatile and nonvolatile media, removable and non-
removable media. By way of example, and not of limitation, computer-readable media may include
computer storage media and communications media. Computer storage media may include volatile
and nonvolatile, removable and non-removable media implemented in any method or technology
for storage of information such as computer-readable instructions, data structures, program

modules, or other data. Computer storage media may include, but are not limited to, random-access
memory (RAM), read-only memory (ROM), electrically erasable pro grammable read-only memory
(EEPROM), flash memory, or other memory technology, CD-ROM, digital versatile disks (DVD), -
or other optical disk storage, magnetic cassettes, magnetic tape, magnetic disk storage, or other
magnetic storage devices, or any other medium which can be used to store the desired information
and which can be accessed by the computing device 110. Communications media typically embody
computer-readable instructions, data structures, program modules, or other data in a modulated data
signal such as a carrier wave or other transport mechanism and include any information delivery
media. The term "modulated data signal” means a signal that has one or more of its characteristics
set or changed in such a manner as to encode information in the signal. Communications media
may include a wired media, such as a wired network and/or a direct-wired connection, and/or a
wireless media, such as acoustic, RF,' optical, and infrared media. Combinations of any of the

above may also be included within the scope of computer-readable media.

[0040] The system memory 130 includes computer storage media in the form of volatile and
nonvolatile memory such as ROM 131 and RAM 132. A basic input/output system (BIOS) 133,
containing the basic routines that help to transfer information between elements within the
computing device 110, such as during start-up, is typically stored in ROM 131. RAM 132 typically
contains data and program modules that are immediately accessible to or presently being operated
on by processor 120. By way of example, and not limitation, FIG. 1 illustrates an operating system
134, application programs 135, other program modules 136, and program data 137. Often, the

operating system 134 offers services to applications programs 135 by way of one or more

8
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application programming interfaces (APIs) (not shown). Because the operating system 134
incorporates these services, developers of applications programs 135 need not redevelop code to use
the services. Examples of APIs provided by operating systems such as Microsoft's WINDOWS®

are well known in the art.

[0041] In an embodiment, an information store may include a computer storage media. Ina
further embodiment, an information store may include a group of digital information storage '

devices. In another embodiment, an information store may include a quantum memory device.

[0042] The computing device 110 may also include other removable/non-removable,
volatile/nonvolatile computer storage media products. By way of example only, FIG. 1 illustrates a
non-removable non-volatile memory interface (hard disk interface) 140 that reads from and writes
to non-removable, non-volatile magnetic media, a magnetic disk drive 151 that reads from and
writes to a removable, non-volatile magnetic disk 152, and an optical disk drive 155 that reads from
and writes to a removable, non-volatile optical disk 156 such as a CD ROM. Other
removable/nonremovable, volatile/non-volatile computer storage media that can be used in the
exemplary operating environment include, but are not limited to, magnetic tape cassettes, flash
memory cards, DVDs, digital video tape, solid state RAM, and solid state ROM. The hard disk
drive 141 is typically connected to the system bus 121 through a non-removable memory interface,
such as the interface 140, and magnetic disk drive 151 and optical disk drive 155 are typically
connected to the system bus 121 by a removable non-volatile memory interface, such as interface
150.

[0043] The drives and their associated computer storage media discussed above and
illﬁstrated in FIG. 1 provide storage of computer-readable instructions, data structures, program
modules, and other data for the computing device 110. In FIG. 1, for example, hard disk drive 141,
is illustrated as storing an operating system 144, application programs 145, other program modules
146, and program data.147. Note that these components can either be the same as or different from
the operating system 134, application programs 135, other program modules 136, and program data
137. The operating system 144, application programs 145, other program modules 146, and
program data 147 are given different numbers here to illustrate that, at a minimum, they are
different copies. A user may enter commands and information into the computing device 110

through input devices such as a microphone 163, keyboard 162, and pointing device 161, commonly

9
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referred to as a mouse, trackball, or touch pad. Other input devices (not shown) may include a
joystick, game pad, satellite dish, and scanner. These and other input devices are often connected to
"the processor 120 through a user input interface 160 that is coupled to the system bus, but may be
connected by other interface and bus structures, such as a parallel port, game port, or a universal
serial bus (USB). A monitor 191 or other type of display device is also connected to the system bus
121 via an interface, such as a video interface 190. In addition to the monitor, computers may also
include other peripheral output devices such as speakers 197 and printer 196, which may be

connected through an output peripheral interface 195.

[0044] The computing system environment 100 may operate in a networked environment
using logical connections to one or more remote computers, such as a remote computer 180. The
remote computer 180 may be a personal computer, a server, a router, a network PC, a peer device,
or other common network node, and typically includes many or all of the elements described above
relative to the computing device 110, although only a memory storage device 181 has been
illustrated in FIG. 1. The logical connections depicted in FIG. 1 include a local area network
(LAN) 171 and a wide area network (WAN) 173, but may also include other networks such asa
personal area network (PAN) (not shown). Such networking environments are commonplace in

offices, enterprise-wide computer networks, intranets, and the Internet.

[0045] When used in a LAN networking environment, the computing system environment
100 is connected to the LAN 171 through a network interface or adapter 170. When used in a
WAN networking environment, the computing device 110 typically includes a modem 172 or other
means for establishing communications over the WAN 173, such as the Internet. The modem 172,
which may be internal or ext’ernal, may be connected to the system bus 121 via the user input
interface 160, or via another appropriate mechanism. In a networked environment, program
modules depicted relative to the computing device 110, or portions thereof, may be stored in a
remote memory storage device. By way of example, and not limitation, FIG. 1 illustrates remote
application programs 185 as residing on computer storage medium 181. It will be appreciated that
the network connections shown are exemplary and other means of establishing a communications

link between the computers may be used.

[0046] FIG. 1 is intended to provide a brief, general description of an illustrative and/or

suitable exemplary environment in which embodiments may be implemented. An exemplary

10
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system may include the computing system environment 100 of FIG. 1. FIG. 1 is an example of a
suitable environment and is not intended to suggest any limitation as to the structure, scope of use,
or functionality of an embodiment. A particular environment should not be interpreted as having
any dependency or requirement relating to any one or combination of components illustrated in an
exemplary operating environment. For example, in certain instances, one or more elements of an
environment may be deemed not necessary and omitted. In other instances, one or more other

elements may be deemed necessary and added.

[0047] In the description that follows, certain embodiments may be described with reference
to acts and symbolic representations of operations that are performed by one or more computing
devices, such as the computing device 110 of FIG. 1. As such, it will be understood that such acts
and operations, which are at times referred to as being computer-executed, include the manipulation
by the processor of the computer of electrical signals representing data in a structured form. This
manipulation transforms the data or maintains them at locations in the memory system of the
computer, which reconfigures or otherwise alters the operation of the computer in a manner
understood by those skilled in the art. The data structures in which data is maintained are physical
locations of the memory that have particular properties defined by the format of the data. However,
while an embodiment is being described in the foregoing context, it is not meant to be limiting as
those of skill in the art will appreciate that the acts and operations described hereinafter may also be

implemented in hardware.

[0048] Embodiments may be implemented with numerous other general-purpose or special-
purpose computing devices and computing system environments or configurations. Examples of
well-known computing systems, environments, and configurations that may be suitable for use with
an embodiment include, but are not limited to, personal computers, handheld or laptop devices,
personal digital assistants, multiprocessor systems, microprocessor-based systems, set top boxes,
programmable consumer electronics, network, minicomputers, Server computers, game server
computers, web server computers, mainframe computers, and distributed computing environments

that include any of the above systems or devices.

[0049] Embodiments may be described in a general context of computer-executable
instructions, such as program modules, being executed by a computer. Generally, program modules

include routines, programs, objects, components, data structures, etc., that perform particular tasks

11
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or implement particular abstract data types. An embodiment may also be practiced in a distributed
computing environment where tasks are performed by remote processing devices that are linked
through a communications network. In a distributed computing environment, program modules

may be located in both local and remote computer storage media including memory storage devices.

[0050] FIG. 2 illustrates an exemplary environment 200. The exemplary environment
includes a network device 210 and a plurality of networked nodes 250. The network device
includes a network analyzer module 212 and a dissemination module 214. The network analyzer
module is operable to monitor the plurality of networked nodes for an indicium of an activity at
each respective node. The dissemination module is operable to facilitate distribution of a2 malware
countermeasure to a first set of networked nodes of the plurality of networked nodes in a manner
responsive to an indicium of an activity associated with the first set of networked nodes of the

plurality of networked nodes.

[0051] The plurality of networked nodes 250 may include at least any two nodes coupled
directly or indirectly by a network. FIG. 2 illustrates the plurality of nodes as including nodes N1-
N12. In an embodiment, at least a portion of the plurality of networked nodes may include a local
area network (LAN) and/or a wide area network (WAN). In another embodiment, at least a portion
of the plurality of networked nodes may include a personal area network. In a further embodiment,
at least one of the plurality of networked nodes includes a wired node. In another embodiment, at
least one of the plurality of networked nodes includes a wireless node. In an embodiment, at least

one of the plurality of nodes includes a node couplable with the Internet.

[0052] In an embodiment, the network device 210 includes a computer networking device.
In another embodiment, the malware includes at least one of a virus, a worm, Trojan horse, a
rootkit, a spyware, an adware, a buffer overflow, a virus hoax, adware, a dialer, a hack tool, a joke
program, a remote access without a user permission, a back door, a trackware, and/or a keystroke

Capture program.

[0053] In a further embodiment, the malware countermeasure includes a countermeasure
useable in at least substantially reducing a harm causable by the malware. In another embodiment,
the harm includes at least one of a detriment, an inconvenience, a logging of data, a spying, a
downloading of a program, an unauthorized activation of a program, a display of an advertisement

without a client permission, an unauthorized redirection of a URL, a malicious vector, an exploit, an
12



WO 2008/018958 PCT/US2007/015232

at least substantial slowing of an operation of a computing device, a crashing a computing device,

an unauthorized collection of data, and/or a loss of data.

[0054] In an embodiment, the network analyzer module 212 further includes a network
analyzer module operable to examine a packet transmitted in a network for inspection and analysis.
In certain embodiment, the network analyzer module may be characterized as a "sniffer," "packet
sniffer," "packet analyzer," "traffic analyzer" and "protocol analyzer." In another embodiment, the
“examine a packet” may include a capture, a sample, and/or a view of a packet. In a further
embodiment, the network analyzer module further includes an operability to store packets for
further analysis. In another embodiment, the network analyzer module further includes a network

analyzer module implemented in at least one of a hardware, a software, and/or a firmware.

[0055] In an embodiment, the network analyzer module 212 further includes a network
analyzer module operable to generate a list of nodes responsive to the monitoring of the plurality of
networked nodes 250. In another embodiment, the network analyzer module further includes a
network analyzer module operable to at least one of actively and/or passively monitor the plurality
of networked nodes for an indicium of an activity at each respective node. In a further embodiment,
the “actively monitor” includes broadcasting a query about connections that at least one node of the
plurality of networked nodes has made over a period of time. In another embodiment, the network
analyzer module further includes a network analyzer module operable to generate a topological map

that includes each respective node of a plurality of networked nodes.

[0056] Inanembodiment, the network analyzer module 212 further includes a network
analyzer module operable to generate an information corresponding to each respective node of a
plurality of networked nodes 250. In another embodiment, the network analyzer module further
includes a network analyzer module operable to monitor a plurality of networked nodes for an
indicium of an activity at each respective node, where at least one node of the plurality of
networked nodes includes at least one of a read-only file server, a read-write file server, a file
server, a web server, and/or a file-sharing node. In a further embodiment, the network analyzer
module further includes a network analyzer module operable to monitor a plurality of networked
nodes for an indicium of an activity at each respective node, the indicated activity corresponding to
at least one of an operating system, a protocol, an application, a program, a usage, a traffic, a

running service, and/or an active interface.
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[0057] In an embodiment, the network analyzer module 212 further includes a network
analyzer module operable to monitor a plurality of networked nodes 250 for an indicium of an
activity at each respective node, the indicium of an corresponding to a presence of at least one of an
iTunes® program, an Outlook® brand email program, a Word® brand word processing program, an
AOL® brand instant messenger program, and/or a Firefox® brand browser program. In another
embodiment, the network analyzer module further includes a network analyzer module operable to
monitor a plurality of networked nodes for an indicium of an activity at each respective node, the
indicium of an activity corresponding to at least one of page loads, visits, unique visitors, new

visitors, frequency of visits, and/or downloads.

[0058] In an embodiment, a node of a plurality of networked nodes 250 further includes
another network device, a network appliance, a computing device, a desktop computing device, a
laptop computing device, a mobile computing device, a host, a server, and/or a network card of a
computing device. In another embodiment, a node of a plurality of networked nodes further
includes a switch, a bridge, a router, an edge router, a gateway, a hub, and/or a repeater. In a further
embodiment, a node of the plurality of networked nodes further includes a wired node, and/or a

wireless node.

[0059] In an embodiment, the dissemination module 214 further includes a dissemination
module operable to at least one of cause, assist, instigate, and/or initiate a distribution of a malware
countermeasure to a first set of networked nodes of the plurality of networked nodes 250 in a
manner responsive to an indicium of an aétivity associated with the first set of networked nodes of
the plurality of networked nodes. In another embodiment, the dissemination module further
includes a dissemination module operable to at least one of directly distribute, and/or cause another
to distribute a malware countermeasure to a first set of networked nodes of the plurality of
networked nodes in a manner responsive to an indicium of an activity associated with the first set of
networked nodes of the plurality of networked nodes. In a further embodiment, the dissemination
module further includes a dissemination module operable to facilitate distribution of a malware
countermeasure to a first set of networked nodes of the plurality of netwofked nodes in a manner
responsive to a criterion and to an indicium of an activity associated with the first set of networked

nodes of the plurality of networked nodes.
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[0060] In an embodiment, dissemination module 214 further includes a dissemination
module operable to facilitate distribution of 2 malware countermeasure to a first set of networked
nodes of the plurality of networked nodes 250 in a manner responsive to a criterion and to an
indicium of an activity associated with the first set of networked nodes of the plurality of networked
nodes. The criterion including a correlation between an aspect of the malware and an indicated
activity associated with the first set. For example, the dissemination module is operable to
disseminate a countermeasure for a worm exploiting a vulnerability in Internet Explorer to a first set
of nodes running Internet Explorer. In another embodiment, the dissemination module further
includes a dissemination module operable to facilitate distribution of a malware countermeasure to a
first set of networked nodes of the plurality of networked nodes in a manner responsive to a
correlation between a ranking criteria and an indicium of a rank of an activity associated with the
first set of networked nodes of the plurality of networked nodes. For example, the dissemination
module is operable to facilitate distribution of a malware countermeasure according to a criterion
that includes a correlation between a ranking criteria designating the most active 10% as first to
receive the malware countermeasure and the first set including the 10% most active nodes of the
plurality of networked nodes 250. In this example, the most active nodes would receive a
countermeasure first. Continuing with the above example, the next 10% most active nodes would
receive the countermeasure next. In a further embodiment, the dissemination module further
includes a dissemination module operable to facilitate distribution of a malware countermeasure
received from another or a malware countermeasure generated by the network device 210 to a first
set of networked nodes of the plurality of networked nodes in a manner responsive to an indicium of

an activity associated with the first set of networked nodes of the plurality of networked nodes.

[0061] In an embodiment, the dissemination module 214 further includes a dissemination
module implemented in hardware, firmware, and/or software. In a further embodiment, the
dissemination module further includes a dissemination module operable to facilitate distribution of
a malware countermeasure to a first set of networked nodes of the plurality of networked nodes in a
manner responsive to an indicium of an activity associated with the first set of networked nodes of
the plurality of networked nodes. The dissemination module then facilitates distribution of the
malware countermeasure to a second set of networked nodes of the plurality of networked nodes in
a manner responsive to an indicium of the activity associated with the second set of networked

nodes of the plurality of networked nodes.
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[0062] In an embodiment, the dissemination module 214 further includes a dissemination
module operable to at least substantially sequentially: facilitate distribution of a malware
countermeasure to a first set of networked nodes of the plurality of networked nodes 250 in a
manner responsive to an indicium of an activity associated with the first set of networked nodes of
the plurality of networked nodes; and then facilitate distribution of the malware countermeasure 10 a
second set of networked nodes of the plurality of networked nodes in a manner responsive to an
indicium of the activity associated with the second set of networked nodes of the plurality of

networked nodes.

[0063] In another embodiment, the first set of networked nodes includes at least one node of
the plurality of network nodes. In a further embodiment, the first set of networked nodes includes
all nodes of the plurality of network nodes. In another embodiment, the first set of networked nodes
includes less than all nodes of the plurality of network nodes. In a further embodiment, the second

" set of networked nodes includes at least one node of the plﬁrality of network nodes. In an

- embodiment, the network device 210 further includes a communications module 216 operable to
send a packet to at least one node of the plurality of networked node. In another embodiment, a
packet includes a digital packet, a data packet, a network packet, a block of data, a frame, and/or

datagram transmittable over a network.

[0064] In use, an embodiment provides a network device 210 that may function as an active
node or a passive node of the plurality of networked nodes 250. For example, a passive network
device may be passively coupled to a node of the plurality of networked nodes, illustrated in FIG. 2
as coupled to the node N1. The network analyzer module 212 may observe traffic across the
plurality of networked nodes, behavior of at least one node of the plurality of networked nodes,
and/or map a topography of the plurality of networked nodes. A goal of observation and/or
monitoring includes gathering information useful in distribution of a malware countermeasure to
one or more nodes having a significance in the plurality of networked nodes. A significance may
include high bandwidth nodes. Another goal includes gathering information indicating a
characteristic of each respective node of the plurality of nodes useful in tailoring a distribution of a
malware countermeasure to one or more nodes having a vulnerability to a malware. A

characteristic may include an operating system used by one or more nodes, and/or port activity.
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[0065] Upon an indication that a malware countermeasure should be disseminated, the
dissemination module 214 facilitates distribution of the malware countermeasure to a first set of
networked nodes of the plurality of networked nodes. The first set of networked nodes is
established in a manner responsive to an indicium of an activity associated with the first set of
networked nodes of the plurality of networked nodes. For example, a rule set may be established
that for a class of malware that the ten percent most active nodes of the plurality of networked
nodes receive the malware countermeasure first. These nodes would constitute the first set of
nodes. The rule set may then include distributing the malware countermeasure for the class of
malware to the next ten percent most active nodes next, and so on. In another example, a rule set
may be established that nodes using an operating system targeted by a malware receive the malware
countermeasure first. For example, nodes using a Windows 2000 operating system will constitute
the first set of nodes and receive a first distribution of a malware countermeasure indicated for a

malware targeting Windows 2000 machines.

[0066] If the embodiment of the network device is a passive network device, then the
dissemination module may instruct another node to distribute the malWare countermeasure. For
example, the dissemination module 214 may communicate with another network device at node N5,
and node N5 in response transmits the malware countermeasure. Alternatively, if the embodiment
of the network device is an active network device, the dissemination module may transmit the

malware countermeasure.

[0067] FIG. 3 illustrates an exemplary operational flow 300. After a start operation, the
operational flow moves to an observation operation 310. The observation operation monitors a
plurality of networked nodes for an indicium of an activity at each respective node. A propagation
operation 330 facilitates a distribution of a countermeasure to a first set of networked nodes of the
plurality of networked nodes in a manner responsive to an indicium of an activity associated with
the first set of networked nodes of the plurality of networked nodes. The countermeasure being
useable in at least substantially reducing a harm presented by a malware (hereafter the “malware
countermeasure”) to a networked device and/or a node of a network. The operational flow then

moves to an end operation.

[0068] FIG. 4 illustrates an alternative embodiment of the operational flow 300 of FIG. 3.

The observation operation 310 may include at least one additional operation. The at least one
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additional operation may include an operation 312, an operation 314, an operation 316, and/or an
operation 318. The operation 312 examines a packet destined for a node of the plurality of
networked nodes for an indicium of an activity corresponding to the node. The operation 314
generates a topological map that includes each node of the plurality of networked nodes. The
operation 316 generates an information corresponding to each respective node of the plurality of
networked nodes. The operation 318 at least one of actively and/or passively monitors a plurality of

networked nodes for an indicium of an activity at each respective node.

[0069] FIG. 5 illustrates an alternative embodiment of the operational flow 300 of FIG. 3.
The propagation operation 330 may include at least one additional operation. The at least one
additional operation may include an operation 332, an operation 334, and/or an operation 336. The
operation 332 at least one of causes, assists, instigates, and/or initiates a distribution of a malware
countermeasure to a first set of networked nodes of the plurality of networked nodes in a manner
responsive to an indicium of an activity associated with the first set of networked nodes of the
plurality of networked nodes. The operation 334 facilitates distribution of a matware
countermeasure to a first set of networked nodes of the plurality of networked nodes in a2 manner
responsive to a correlation of an aspect of the malware and an indicium of an activity associated
with the first set of networked nodes of the plurality of networked nodes. The operation 336
facilitates a distribution of a malware countermeasure to a first set of networked nodes of the
plurality of networked nodes in a manner responsive to a correlation of an Outlook® orientated
email virus and an indicium of a presence of an Outlook® email program associated with the first

set of networked nodes of the plurality of networked nodes.

[0070] FIG. 6 illustrates another alternative embodiment of the operational flow 300 of FIG.
3. The propagation operation 330 may include at least one additional operation. The at least one
additional operation may include an operation 338. The operation 338 facilitates distribution of a
malware countermeasure to a first set of networked nodes of the plurality of networked nodes in a
manner responsive to a correlation of a Windows® orientated worm and an indicium of a use of a
Windows® XP OS associated with the first set of networked nodes of the plurality of networked
nodes. The operation 338 at least subsequently then facilitates a distribution of a malware
countermeasure to a second set of networked nodes of the plurality of networked nodes in a manner

responsive to a correlation of the Windows® orientated worm and an indicium ofauseofa
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Windows® 2000 OS associated with the second set of networked nodes of the plurality of

networked nodes.

[0071] FIG. 7 illustrates a further embodiment of the operational flow 300 of FIG. 3. The
propagation operation 330 may include at least one additional operation. The at least one additional
operation may include an operation 342, and/or an operation 344. The operation 342 facilitates a
distribution of a malware countermeasure to a first set of networked nodes of the plurality of
networked nodes in a manner responsive to a correlation of 2 web browser worm and an indiciuni of
a use of a Internet Explorer® web browser associated with the first set of networked nodes of the
plurality of networked nodes. The operation 342 at least subsequently then facilitates a distribution
of a malware countermeasure to a second set of networked nodes of the plurality of networked
nodes in a manner responsive to a correlation of the web browser orientated worm and an indicium
of a use of a Firefox® web browser associated with the second set of networked nodes of the
plurality of networked nodes. The operation 344 facilitates a distribution of a malware
countermeasure to a first set of networked nodes of the plurality of networked nodes in a manner
responsive to a correlation of a criterion and an indicium of an activity associated with the first set

of networked nodes of the plurality of networked nodes.

[0072] FIG. § illustrates an exemplary computer-program product 400. The computer-
program product includes program instructions 410 operable to perform a process in a computing
device. The process includes monitor a plurality of networked nodes for an indicium of an activity
at each respective node. The process also includes facilitate a distribution of a malware
countermeasure to a first set of networked nodes of the plurality of networked nodes in a manner
responsive to an indicium of an activity associated with the first set of networked nodes of the
plurality of networked nodes. The computer-program product also includes a computer-readable

signal-bearing medium 405 bearing the program instructions.

[0073] In an alternative embodiment, the process of facilitate a distribution of a malware
countermeasure further includes facilitate a distribution of a malware countermeasure to a first set
of networked nodes of the plurality of networked nodes in a manner responsive to correlation
between a criterion and an indicium of an activity associated with the first set of networked nodes of

the plurality of networked nodes. In another embodiment, the computer-readable signal-bearing
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medium 405 includes a computer storage medium 422. In another embodiment, the computer-

readable signal-bearing medium includes a communication medium 424.

[0074] FIG. 9 illustrates an exemplary network device 500. The network device includes
means 510 for monitoring a plurality of networked nodes for an indicium of an activity at each
respective node. The network device also includes means 520 for facilitating distribution of a
malware countermeasure to a first set of networked nodes of the plurality of networked nodes in a
manner responsive to an indicium of an activity associated with the first set of networked nodes of

the plurality of networked nodes.

[0075] In an alternative embodiment, the means 520 further includes means 552 for
facilitating distribution of a malware countermeasure to a first set of networked nodes of the
plurality of networked nodes in a manner responsive to a correlation between a criterion and an
indicium of an activity associated with the first set of networked nodes of the phirality of networked
nodes. In another alternative embodiment, the network device further includes means 530 for

generating the malware countermeasure.

[0076] FIG. 10 illustrates an exemplary environment 600. The environment includes an
active network device 610 and a plurality of networked nodes 650. In an embodiment, the plurality |
of networked nodes may be at least substantially similar to the plurality of networked nodes 250 of
FIG. 2. The active network device includes a communications module 616, a network analyzer
module 612, and a dissemination module 614. The communications module includes a
communications module operable to facilitate a movement of packets to at least one node of a
plurality of networked nodes. The network analyzer module includes a network analyzer module
operable to monitor each respective node of the plurality of networked nodes for an indicium of an
activity. The dissemination module includes a dissemination module operable to distribute a
malware countermeasure to a first set of nodes of the plurality of networked nodes in a manner
responsive to the indicium of an activity corresponding to the first set of networked nodes of the

plurality of networked nodes.

[0077] In an embodiment, the active network device 610 includes a computer networking
device. In another embodiment, the active network device includes an active digital network device
implementing a TCP/IP, a SONET, an ATM, an IPX, and/or wireless protocol. For example, a

wireless protocol may include an IEEE 802.11 protocol.
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[0078] In an embodiment, the communications module 616 further includes a
communications module operable to forward packets to the at least one node of a plurality of
networked nodes. In another embodiment, the communications module further includes a
communications module operable to receive and forward a packet to at least one node of the

plurality of networked nodes.

[0079] FIG. 11 illustrates an exemplary environment 700. The exemplary environment
includes a network that includes a plurality of sub-network nodes 750. The plurality of sub-network
nodes include a first sub-network of the plurality network nodes, illustrated as a first sub-network
752 that includes nodes N 10- N13, and a second sub-network of the plurality of network nodes,
illustrated as a second sub-network 754 that includes nodes N2-N6. In an embodiment, the plurality
of sub-network nodes may be at least substantially similar to the plurality of networked nodes 250
of FIG. 2. The exemplary environment also includes a network device 710, illustréted as anode
N1. In an embodiment, the network device may include a network appliance, a computing device, a
desktop computing device, a laptop computing device, a mobile computing device, a host, a server,
and/or a network card of a computing device. In another embodiment, the network device may
include a switch, a bridge, a router, an edge router, a gateway, a hub, and/or a repeater. In an
embodiment, a node of the plurality of networked nodes further includes a wired node, and/or a
wireless node. In another embodiment, the network device includes a network device wirelessly
couplable to a node the plurality of networked nodes. In a further embodiment, the network device
includes a network device physically couplable to a node of the plurality of networked nodes. For
example, a physically couplable may include directly and/or indirectly couplable using an Ethemnet

cable, a fiber optic cable, and/or other connector that includes a physical communications media.

[0080] The network device 710 includes an information store 712, a transmission circuit
714, and a protection circuit 716. The information store includes an information store operable to
save a countermeasure useable in at least substantially reducing a harm caused by a maiware
(hereafter the “malware countermeasure™). The transmission circuit includes a transmission circuit
for sending a packet to at least one sub-network of a plurality of sub-networks 750. The protection
circuit includes a protection circuit for implementing the malware countermeasure in the network
device. In an alternative embodiment, the protection circuit includes a protection circuit for

implementing the malware countermeasure on the network device.
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[0081] In an embodiment, the information store 712 further includes an information store
implemented in at least one of a computer storage media, a digital information storage device, a
group of digital information storage devices, and/or a quantum memory device operable to save a
countermeasure useable in at least substantially reducing a harm caused by a malware. In another
embodiment, the transmission circuit 714 further includes a transmission circuit for receiving a
packet from a node of another network and communicating the received packet to at least a node of

the least one sub-network of a plurality of sub-networks.

[0082] In an embodiment, the protection circuit 716 further includes a protection circuit for
applying the malware countermeasure in the network device 710. In another embodiment, the
protection circuit further includes a protection circuit for implementing the malware countermeasure
in the network device.- The implementing the malware countermeasure includes closing at least one
port (not shown) of the network device. In a further embodiment, the protection circuit further
includes a protection circuit for implementing the malware countermeasure in the network device,
the implementing the malware countermeasure including at least substantially isolating the network
device from a network. For example, the network device may be isolated from the plurality of sub-
networks 750. Alternatively, the network device may be isolated from the Internet (not shown). In
another embodiment, the protection circuit further includes a protection circuit for implementing the
malware countermeasure in the network device, the implementing the malware countermeasure
including at least substantially isolatirig at least one sub-network of the plurality sub-networks from
the network device. For example, the network device may isolate the sub-network 752 from the

network device.

[0083] In an embodiment, the protection circuit 716 further includes a protection circuit for
implementing the malware countermeasure in the network device 710. The implementing the
malware countermeasure includes at least substantially isolating at least one node of the plurality of
sub-networks 750 from the network device 710. For example, the node N2 may be logically
isolated from the network device. In another embodiment, the protection circuit further includes a
protection circuit for implementing the malware countermeasure in the network device, the
implementing the malware countermeasure including at least substantially isolating the first sub-
network 752 of the plurality sub-networks from the second sub-network 754 of the plurality sub-

networks. In a further embodiment, the protection circuit further includes a protection circuit for
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implementing the malware countermeasure in the network device, the implementing the malware
countermeasure including at least substantially isolating at least two sub-networks (752, 754) of the

plurality sub-networks from another network, such as the Internet (not shown).

[0084] In an embodiment, the protection circuit 716 further includes a protection circuit for
implementing the malware countermeasure in the network device 710. The implementing the
malware countermeasure includes at least substantially isolating the network device from at least
one network address of a sub-network of the plurality sub-networks 750. In another embodiment,
the protection circuit further includes a protection circuit for implementing the malware
countermeasure in the network device, the implementing the malware countermeasure including at
least substantially reducing a functionally of the network device. The reduced functionality may
include a restricted communication right, a reduced transmission rate and/or volume, a reduced
reception rate and/or volume, a restriction against performing a destructive writing operation, a
blocking an application from running, a disabling an account, and/or a forcing 2 user and/or an
application to execute in a tighter security environment. In a further embodiment, the protection
circuit further includes a protection circuit for implementing the malware countermeasure in the
network device, the implementing the malware countermeasure including at least substantially
reducing a communication privilege allowed a node of one sub-network of the plurality of sub-
networks. The reduced communication privilege may include a right to send only, or a right to
receive only. Alternatively, the reduced communication privilege may include a right to send only a

specified file format, such as TIF or a PDF format.

[0085] In an embodiment, the protection circuit 716 further includes a protection circuit for
implementing the malware countermeasure in the network device 710. The implementing the
malware countermeasure including sending a notice receivable by a device (not shown) associatable
with a person. For example, the protection circuit may be configured to send an email to an email
account associated with a network administrator, to send a text message to a portable wireless
device carried by the network administrator, such as a cell phone, and/or to send a recorded voice
message to a telephone number designated by the network administrator. In another embodiment,
the protection circuit further includes a protection circuit for implementing the malware
countermeasure in the network device if the criterion is met for implementation of the malware

countermeasure.
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[0086] In an embodiment, the network device 710 further includes a processor 718. The
processor may be at least substantially similar to the processor 120 of FIG. 1. In another
embodiment, the network device further includes a decision circuit 722 for determining if a criterion
is met for implementation of the malware countermeasure. Ina further embodiment, the network

device may include a countermeasure engine 724 operable to generate the malware countermeasure.

[0087] In an embodiment, the decision circuit 722 further includes a decision circuit for
determining if an authorization to implement the countermeasure has been received. In another

" embodiment, the decision circuit further includes a decision circuit for determining if a presence of
the malware is indicated. In a further embodiment, the decision circuit further includes a decision
circuit for determining if an indicium of the malware is present in at least one of the network device,

and/or in a node of the at least on sub-network of a plurality of sub-networks.

[0088] FIG. 12 illustrates an exemplary operational flow 800 implemented in a computing
device operable to facilitate communication of a packet to at least one sub-network of a plurality of
sub-networks. After a start operation, the operational flow moves to a storage operation 810. The
storage operation saves a countermeasure useable in at least substantially reducing a harm caused
by a malware (hereafter the “malware countermeasure™). A decision operation 820 determines ifa
criterion is met for irnplemelﬁation of the malware countermeasure. An effectuation operation 330
implements the malware countermeasure in the computing device if the criterion is met for

implementation of the malware countermeasure.

[0089] FIG. 13 illustrates an alternative embodiment of the operational flow 800 of FIG. 12.
The decision operation 820 may include at least one additional operation. The at least one
additional operation may include an operation 822, and/or an operation 824. The operation 822
determines if a criterion that includes receipt of an authorization to implement the countermeasure
is met. The operation 824 determines if a criterion that includes an indicium of the malware being
present in at Jeast one of the network device, and/or in a node of the at least one sub-network of a
plurality of sub-networks is met. The effectuation operation 830 may include at least one additional
operation, such as an operation 832. The operation 832 applies the malware countermeasure to the

computing device if the criterion is met for implementation of the malware countermeasure.

[0090] FIG. 14 illustrates an exemplary network device 900. The network device includes

means 910 for facilitating communication of a packet to at least one sub-network of a plurality of
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sub-networks. The network device also includes means 920 for saving a countermeasure useable in
at Jeast substantially reducing a harm caused by a malware (hereafter the “malware
countermeasure”). The network device further includes means 930 for determining if a criterion 1s
met for implementation of the malware countermeasure. The network device also includes means
940 for implementing the malware countermeasure in the network device if the criterion for

implementation of the malware countermeasure is met.

[0091] FIG. 15 illustrates an exemplary computer-program product 1000. The computer-
program product includes program instructions 1010 operable to perform a process in a computing
device. The process includes saving a countermeasure useable in at least substantially reducing a
harm presented by a malware (hereafter the “malware countermeasure”) to a networked device
and/or a node of a network. The process also includes determining if a criterion for implementation
of the malware countermeasure is met. The process further includes implementing the malware
countermeasure in the computing device if the criterion is met for implementation of the malware
countermeasure. The computer-program product also includes a computer-readable signal-bearing
mediu:h 1005 bearing the program instructions. In an embodiment, the computer-readable signal-
bearing medium includes a computer storage medium 1022. In another embodiment, the computer-

readable signal-bearing medium includes a communication medium 1024.

[0092] FIG. 16 illustrates an exemplary environment 1100. The exemplary environment
includes a plurality of networked nodes 1150 that includes a node N1. The node N1 includes a
network device, illustrated as a network device 1110 (N1). The plurality of networked nodes
includes a plurality of sub-networks. The plurality of sub-networks are illustrated as a sub-network
1152 that includes nodes N10-N13, a sub-network 1154 that includes nodes N2-N5, and a sub-
network 1156 that includes node N3. In another embodiment, at least one of the plurality of
networked nodes includes a wired node. In another embodimént, at least one of the plurality of
networked nodes includes a wireless node. In an embodiment, at least one of the plurality of nodes

includes a node couplable with the Internet.

[0093] The network device 1110 includes an information store 1112, a decision circuit
1114, and a defender circuit 1116. The information store includes an information store configurable
by a countermeasure useable in at least substantially reducing a harm caused by a malware

(hereafter a “malware countermeasure”). The decision circuit includes a decision circuit for
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determining if a criterion for implementation of a malware countermeasure is met. The defender
circuit includes a defender circuit for applying a malware countermeasure to the network device if

the criterion for implementation of a malware countermeasure is met.

[0094] In an embodiment, the decision circuit 1114 further includes a decision circuit for
determining if a criterion for implementation of a malware countermeasure is met and for selecting
a malware countermeasure for application to the network device from among at least two malware
countermeasures. In another embodiment, the defender circuit 1116 further includes a defender
circuit for applying the selected malware countermeasure to the network device. In a further
embodiment, the defender circuit further includes a defender circuit for applying a malware

countermeasure to the network device and for generating the malware countermeasure.

[0095] - In an embodiment, the defender circuit 1116 further includes a defender circuit for
applying a malware countermeasure to the network device 1110. The application of the malware
countermeasure includes at least one of: closing at least one port of the network device 1110; at
Jeast substantially isolating the network device from a network; at least substantially isolating at
least one sub-network of the plurality sub-networks from the network device; at least substantially
isolating at least one node of a sub-network of the plurality sub-networks from the network device;
and/or at least substantially isolating 2 first sub-network of the plurality sub-networks from a second
sub-network of the plurality sub-networks. In another embodiment, the defender circuit further
includes a defender circuit for applying a malware countermeasure to the networked device. The
application of the malware countermeasure includes at least one of: at least substantially isolating at
least two sub-networks of the plurality sub-networks from another network; at least substantially
isolating the network device from at least one network address of a sub-network of the plurality
sub-networks; at least substantially reducing a functionally of the network device; at least
substantially reducing a communication privilege allowed a node of one sub-network of the
plurality of sub-networks; and/or sending a notice receivable by a device associatable with a person

associated of the network device.

[0096] In an embodiment, the network device includes a transmission circuit 1118 for
receiving a packet from a network and facilitate transmission of the packet to at least one sub-
network of a plurality of sub-networks. In another embodiment, the network device includes a

processor 1122,
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[0097] FIG. 17 illustrates an exemplary operational flow 1200. After a start operation, the
operational flow includes a saving operation 1210. The saving operation configures an information
store of a network device with a countermeasure useable in at least substantially reducing a harm
caused by a malware (hereafter a “malware countermeasure”). A decision operation 1220
determines if a criterion for implementation of a malware countermeasure is met. A protection
operation 1230 applies a malware countermeasure to the network device if the criterion for
implementation of a malware countermeasure is met. The operational flow then moves to an end

operation.

[0098] In an alternative embodiment, the decision operation 1220 may include at least one
additional operation, such as an operation 1222. The operation 1222 determines if a criterion for
implementation of a malware countermeasure is met, and selects a malware countermeasure for

application to the network device from among at least two malware countermeasures.

[0099] FIG. 18 illustrates an exemplary network device 1300. The network device includes
means 1310 for configuring an information store with a countermeasure useable in at least
substantially reducing a harm caused by a malware (hereafter a “malware countermeasure”). The
network device further includes means 1320 for determining if a criterion for implementation of a
malware countermeasure is met. The network device further includes means 1330 for applying a
malware countermeasure to the network device if the criterion for implementation of a malware
countermeasure is met. In an alternative embodiment, the means 1320 further includes a means
1322 for selecting a malware countermeasure for application to the network device from among at

least two malware countermeasures.

(00100} Those having skill in the art will recognize that the state of the art has progressed to
the point where there is little distinction left between hardware and software implementations of
aspects of systems; the use of hardware or software is generally (but not always, in that in certain
contexts the choice between hardware and software can become significant) a design choice
representing cost vs. efficiency tradeoffs. Those having skill in the art will appreciate that there are
various vehicles by which processes and/or systems and/or other technologies described herein can
be effected (e.g., hardware, software, and/or firmware), and that the preferred vehicle will vary with
the context in which the processes and/or systems and/or other technologies are deployed. For

example, if an implementer determines that speed and accuracy are paramount, the implementer
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may opt for a mainly hardware and/or firmware vehicle; alternatively, if flexibility is paramount,
the implementer may opt for a mainly software implementation; or, yet again alternatively, the
implementer may opt for some combination of hardware, software, and/or firmware. Hence, there
are several possible vehicles by which the processes and/or devices and/or other technologies
described herein may be effected, none of which is inherently superior to the other in that any
vehicle to be utilized is a choice dependent upon the context in which the vehicle will be deployed
and the specific concerns (e.g., speed, flexibility, or predictability) of the implementer, any of which
may vary. Those skilled in the art will recognize that optical aspects of implementations will

typically employ optically-oriented hardware, software, and or firmware.

[00101] In addition, those skilled in the art will appreciate that the mechanisms of the subject
matter described herein are capable of being distributed as a program product in a variety of forms,
and that an illustrative embodiment of the subject matter described herein applies equally regardless
of the particular type of signal- bearing media used to actually carry out the distribution. Examples
of a signal-bearing media include, but are not limited to, the following: recordable type media such
as floppy disks, hard disk drives, CD ROMs, digital tape, and computer memory; and transmission
type media such as digital and analog communication links using TDM or IP based communication

links (e.g., packet links).

[00102] It will be understood by those within the art that, in general, terms used herein, and
especially in the appended claims (e.g., bodies of the appended claims) are generally intended as
“open” terms (e.g., the term “including” should be interpreted as “including but not limited to,” the
term “having” should be interpreted as “having at least,” the term “includes” should be interpreted
as “includes but is not limited to,” etc.). It will be further understood by those within the art that if a
specific number of an introduced claim recitation is intended, such an intent will be explicitly
recited in the claim, and in the absence of such recitation no such intent is present. For example, as
an aid to understanding, the following appended claims may contain usage of the introductory
phrases "at least one" and "one or more" to introduce claim recitations. However, the use of such
phrases should not be construed to imply that the introduction of a claim recitation by the indefinite
articles "a" or "an" limits any particular claim containing such introduced claim recitation to

inventions containing only one such recitation, even when the same claim includes the introductory

phrases "one or more” or "at least one" and indefinite articles such as "a" or "an" (e.g., “a” and/or
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“an” should typically be interpreted to mean “at least one” or “one or more”); the same holds true
for the use of definite articles used to introduce claim recitations. In addition, even if a specific
number of an introduced claim recitation is explicitly recited, those skilled in the art will reco gnize
that such recitation should typically be interpreted to mean at least the recited number (e.g., the bare
recitation of "two recitations,” without other modifiers, typically means at least two recitations, or
two or more recitations). Furthermore, in those instances where a convention analogous to “at least
one of A, B, and C, etc.” is used, in general such a construction is intended in the sense one having
skill in the art would understand the convention (e.g.,  a system having at least one of A, B, and C”
would include but not be limited to systems that have A alone, B alone, C alone, A and B together,
A and C together, B and C together, and/or A, B, and C together, etc.). In those instances where a
convention analogous to “at least one of A, B, or C, etc.” is used, in general such a construction is
intended in the sense one having skill in the art would understand the convention (e.g., “ a system
having at least one of A, B, or C” would include but not be limited to systems that have A alone, B
alone, C alone, A and B together, A and C together, B and C together, and/or A, B, and C together,
etc.).

[00103] The herein described aspects depict different components contained within, or
connected with, different other components. Tt is to be understood that such depicted architectures
are merely exemplary, and that in fact many other architectures can be implemented which achieve
the same functionality. In a conceptual sense, any arrangement of components to achieve the same
functionality is effectively "associated" such that the desired functionality is achieved. Hence, any
two components herein combined to achieve a particular functionality can be seen as "associated
with" each other such that the desired functionality is achieved, irrespective of architectures or
intermedial components. Likewise, any two components so associated can also be viewed as being
"operably connected,” or "operably coupled," to each other to achieve the desired functionality.
Any two components capable of being so associated can also be viewed as being "operably
couplable" to each other to achieve the desired functionality. Specific examples of operably
couplable include but are not limited to physically mateable and/or physically interacting

components and/or wirelessly interactable and/or wirelessly interacting components.

[00104] While various aspects and embodiments have been disclosed herein, other aspects

and embodiments will be apparent to those skilled in the art. The various aspects and embodiments
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disclosed herein are for purposes of illustration and are not intended to be limiting, with the true

scope and spirit being indicated by the following claims.
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WE CLAIM:

1. A network device comprising:

a network analyzer module operable to monitor a plurality of networked

nodes for an indicium of an activity at each respective node; and

a dissemination module operable to facilitate distribution of a malware
countermeasure to a first set of networked nodes of the plurality of networked nodes in a
manner responsive to an indicium of an activity associated with the first set of networked

nodes of the plurality of networked nodes.

2. The network device of claim 1, wherein the network device includes a

computer networking device.

3. The network device of claim 1, wherein the malware includes a virus, a worm,
Trojan horse, a rootkit, a spyware, a buffer overflow, a virus hoax, an adware, a dialer, a
hack tool, a joke program, a remote access without user permission, a back door, a

trackware, and/or a keystroke capture program.

4. The network device of claim 1, wherein the malware countermeasure includes
a countermeasure useable in at least substantially reducing a harm caused by the

malware.

S. The network device of claim 1, wherein the harm includes a detriment, an
inconvenience, a logging of data, a spying, a downloading of a program, an unauthorized
activation of a program, a display of an advertisement without client permission, an
unauthorized redirection of a URL, a malicious vector, an exploit, an at least substantial
slowing of an operation of a computing device, crashing a computing device, an

unauthorized collection of data, and/or a loss of data.
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6. The network device of claim 1, wherein the network analyzer module
operable to monitor a plurality of networked nodes for an indicium of an activity at each

respective node further includes:

a network analyzer operable to examine a packet transmitted in a network

for inspection and analysis.

7. The network device of claim 1, wherein the network analyzer module
operable to monitor a plurality of networked nodes for an indicium of an activity at each

respective node further includes:

‘a network analyzer module implemented in at least one of a hardware, a

software, and/or a firmware.

8. The network device of claim 1, wherein the network analyzer module further

includes:

a network analyzer module dperable to generate a list of nodes responsive

to the monitoring of the plurality of networked nodes.

9. The network device of claim 1, wherein the network analyzer module
operable to monitor a plurality of networked nodes for an indicium of an activity at each

respective node further includes:

a network analyzer module operable to at least one of actively and/or
passively monitor a plurality of networked nodes for an indicium of an activity at each

respective node.

10. The network device of claim 1, wherein the network analyzer module
operable to monitor a plurality of networked nodes for an indicium of an activity at each

respective node further includes:

anetwork analyzer module operable to generate a topological map that

includes each respective node of a plurality of networked nodes.
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11. The network device of claim 1, wherein the network analyzer module
operable to monitor a plurality of networked nodes for an indicium of an activity at each

_ respective node further includes:

a network analyzer module operable to generate an information

corresponding to each respective node of a plurality of networked nodes.

12. The network device of claim 1, wherein the network analyzer module
operable to monitor a plurality of networked nodes for an indicium of an activity at each

respective node further includes:

a network analyzer module operable to monitor a plurality of networked
nodes for an indicium of an activity at each respective node, at least one node of the
plurality of networked nodes including at least one of a read-only file server, a read-write

file server, a file server, a web server, and/or a file-sharing node.

13. The network device of claim 1, wherein the network analyzer module
operable to monitor a plurality of networked nodes for an indicium of an activity at each

respective node further includes:

a network analyzer module operable to monitor a plurality of networked
nodes for an indicium of an activity at each respective node, the indicium of an activity
corresponding to a presence of at least one of an operating system, a protocol, an

application, a program, a usage, a traffic, a running service, and/or an active interface.

14. The network device of claim 1, wherein the network analyzer module
operable to monitor a plurality of networked nodes for an indicium of an activity at each

respective node further includes:

a network analyzer module operable to monitor a plurality of networked
nodes for an indicium of an activity at each respective node, the indicium of an activity

corresponding to a presence of at least one of an iTunes® program, an Qutlook® email

(O3]
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program, a Word® word processing program, an AOL® instant messenger program,

and/or a Firefox® browser program.

15. The network device of claim 1, wherein the network analyzer module
operable to monitor a plurality of networked nodes for an indicium of an activity at each

respective node further includes:

a network analyzer module operable to monitor a plurality of networked
nodes for an indicium of an activity at each respective node, the indicated activity
corresponding to at least one of page loads, visits, unique visitors, new visitors, frequency

of visits, and/or downloads.

16. The network device of claim 1, wherein a node of a plurality of networked
nodes further includes

another network device, a network appliance, a computing device, a
desktop computing device, a laptop computing device, a mobile computing device, a

host, a server, and/or a network card of a computing device.

'17. The network device of claim 1, wherein a node of a plurality of networked

nodes further includes

a switch, a bridge, a router, an edge router, a gateway, a hub, and/or a

repeater.

18. The network device of claim 1, wherein a node of the plurality of networked

nodes further includes:

a wired node, and/or a wireless node.

19. The network device of claim 1, wherein the network device further includes a

network device wirelessly couplable to a node the plurality of networked nodes.
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20. The network device of claim 1, wherein the network device further includes a

network device physically couplable to a node of the plurality of networked nodes.

21. The network device of claim 1, wherein the dissemination module operable to
facilitate distribution of a malware countermeasure to a first set of networked nodes of
the plurality of networked nodes in a manner responsive to an indicium of an activity
associated with the first set of networked nodes of the plurality of networked nodes
further includes:

a dissemination module operable to at least one of cause, assist, instigate,
and/or initiate a distribution of a malware countermeasure to a first set of networked
nodes of the plurality of netWorked nodes in a manner responsive to an indicium of an
activity associated with the first set of networked nodes of the plurality of networked

nodes.

22. The network device of claim 1, wherein the dissemination module operable to
facilitate distribution of a malware countermeasure to a first set of networked nodes of
the plurality of networked nodes in a manner responsive to an indicium of an activity
associated with the first set of networked nodes of the plurality of networked nodes
further includes:

a dissemination module operable to at least one of directly distribute,
and/or cause another to distribute a malware countermeasure to a first set of networked
nodes of the plurality of networked nodes in a manner responsive to an indicium of an
activity associated with the first set of networked nodes of the plurality of networked

nodes.

23. The network device of claim 1, wherein the dissemination module operable to
facilitate distribution of a malware countermeasure to a first set of networked nodes of
the plurality of networked nodes in a manner responsive to an indicium of an activity
associated with the first set of networked nodes of the plurality of networked nodes
further includes:
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a dissernination module operable to facilitate distribution of a malware
countermeasure to a first set of networked nodes of the plurality of networked nodes in a
manner responsive to a criterion and to an indicium of an activity associated with the first

set of networked nodes of the plurality of networked nodes.

24. The network device of claim 1, wherein the dissemination module operable to
facilitate distribution of a malware countermeasure to a first set of networked nodes of
the plurality of networked nodes in a manner responsive to an indicium of an activity
associated with the first set of networked nodes of the plurality of networked nodes
further includes: |

a dissemination module operable to facilitate distribution of a malware
countermeasure to a first set of networked nodes of the plurality of networked nodes in a
manner responsive to a criterion and to an indicium of an activity associated with the first
set of networked nodes of the plurality of networkéd nodes, the criterion including a
correlation between an aspect of the malware and an indicated activity associated with

the first set.

25. The network device of claim 1, wherein the dissemination module operable to
facilitate distribution of a malware countermeasure to a first set of networked nodes of
the plurality of networked nodes in a manner responsive to an indicium of an activity
associated with the first set of networked nodes of the plurality of networked nodes

further includes:

a dissemination module operable to facilitate distribution of a malware
countermeasure to a first set of networked nodes of the plurality of networked nodes in a
manner responsive to a correlation between a ranking criteria and an indicium of a rank
of an activity associated with the first set of networked nodes of the plurality of

networked nodes.

26. The network device of claim 1, wherein the dissemination module operable to

facilitate distribution of a malware countermeasure to a first set of networked nodes of
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the plurality of networked nodes in a manner responsive to an indicium of an activity
associated with the first set of networked nodes of the plurality of networked nodes

further includes:

a dissemination module operable to facilitate distribution of a malware
countermeasure received from another or a malware countermeasure generated by the
network device to a first set of networked nodes ;of the plurality of networked nodes in a
manner responsive to an indicium of an activity associated with the first set of networked

nodes of the plurality of networked nodes.

27. The network device of claim 1, wherein the dissemination module further

includes:

a dissemination module implemented in hardware, firmware, and/or

software.

28. The network device of claim 1, wherein the dissemination module operable to
facilitate distribution of a malware countermeasure to a first set of networked nodes of
the plurality of networked nodes in a manner responsive to an indicium of an activity
associated with the first set of networked nodes of the plurality of networked nodes
further includes:

a dissemination module operable to:

facilitate distribution of a malware countermeasure to a first set of
- networked nodes of the plurality of networked nodes in a manner responsive to an
indicium of an activity associated with the first set of networked nodes of the

plurality of networked nodes; and

then facilitate distribution of the malware countermeasure to a
second set of networked nodes of the plurality of networked nodes in a manner
responsive to an indicium of the activity associated with the second set of

networked nodes of the plurality of networked nodes.
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29. The network device of claim 1, wherein the dissemination module operable to
facilitate distribution of a malware countermeasure to a first set of networked nodes of
the plurality of networked nodes in a manner responsive to an indicium of an activity
associated with the first set of networked nodes of the plurality of networked nodes

further includes:
a dissemination module operable to at [east substantially sequentially:

facilitate distribution of a malware countermeasure to a first set of
networked nodes of the plurality of networked nodes in a manner responsive to an
indicium of an activity associated with the first set of networked nodes of the

plurality of networked nodes; and

facilitate distribution of the malware countermeasure to a second
set of networked nodes of the plurality of networked nodes in a manner
responsive to an indicium of the activity associated with the second set of

networked nodes of the plurality of networked nodes.

30. The network device of claim 1, wherein the first set of networked nodes

includes at least one node of the plurality of network nodes.

31. The network device of claim 1, wherein the first set of networked nodes

includes all nodes of the plurality of network nodes.

32. The network device of claim 29, wherein the second set of networked nodes

includes at least one node of the plurality of network nodes.

33. The network device of claim 1, further comprising:

a communications module operable to send a packet to at least one node of

the plurality of networked node.
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34. The network device of claim 33, wherein the packet includes a digital packet,
a data packet, a network packet, a block of data, a frame, and/or datagram transmittable

over a network.
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35. A method comprising:

monitoring a plurality of networked nodes for an indicium of an activity at

each respective node; and

facilitating a distribution of a countermeasure to a first set of networked
nodes of the plurality of networked nodes in a manner responsive to an indicium of an
activity associated with the first set of networked nodes of the plurality of networked
nodes, the countermeasure useable in at least substantially reducing a harm presented by
a malware (hereafter the “malware countermeasure”) to a networked device and/or a node

of a network.

36. The method of claim 35, wherein the monitoring a plurality of networked

nodes for an indicium of an activity at each respective node further includes:

examining a packet destined for a node of the plurality of networked nodes

for an indicium of an activity corresponding to-the node.

37. The method of claim 35, wherein the monitoring a plurality of networked

nodes for an indicium of an activity at each respective node further includes:

generating a topological map that includes each node of the plurality of

networked nodes.

38. The method of claim 35, wherein the monitoring a plurality of networked

nodes for an indicium of an activity at each respective node further includes:

generating an information corresponding to each respective node of the

plurality of networked nodes.

39. The method of claim 35, wherein the monitoring a plurality of networked

nodes for an indicium of an activity at each respective node further includes:
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at least one of actively and/or passively monitoring the plurality of

networked nodes for an indicium of an activity at each respective node.

40. The method of claim 35, wherein the facilitating a distribution of a malware
countermeasure to a first set of networked nodes of the plurality of networked nodes in a
manner responsive to an indicium of an activity associated with the first set of networked

nodes of the plurality of networked nodes further includes:

at least one of causing, assisting, instigating, and/or initiating a
distribution of a malware countermeasure to a first set of networked nodes of the plurality
of networked nodes in a manner responsive to an indicium of an activity associated with

the first set of networked nodes of the plurality of networked nodes.

41, The method of claim 35, wherein the facilitating a distribution of a malware
countermeasure to a first set of networked nodes of the plurality of networked nodes in a
manner responsive to an indicium of an activity associated with the first set of networked

nodes of the plurality of networked nodes further includes:

facilitating distribution of a malware countermeasure to a first set of
networked nodes of the plurality of networked nodes in a manner responsive to a
correlation of an aspect of the malware and an indicium of an activity associated with the

first set of networked nodes of the plurality of networked nodes.

42. The method of claim 35, wherein the facilitating a distribution of a malware
countermeasure to a first set of networked nodes of the plurality of networked nodes in a
manner responsive to an indicium of an activity associated with the first set of networked

nodes of the plurality of networked nodes further includes:

facilitating a distribution of a malware countermeasure to a first set of
networked nodes of the plurality of networked nodes in a manner responsive to a
correlation of an Outlook® orientated email virus and an indicium of a presence of an
Outlook® email program associated with the first set of networked nodes of the plurality

of networked nodes.
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43. The method of claim 35, wherein the facilitating a distribution of a malware
countermeasure to a first set of networked nodes of the plurality of networked nodes in a
manner responsive to an indicium of an activity associated with the first set of networked

nodes of the plurality of networked nodes further includes:

facilitating distribution of a malware countermeasure to a first set of
networked nodes of the plurality of networked nodes in a manner responsive to a
correlation of a Windows® orientated worm and an indicium of a use of 2 Windows® XP
OS associated with the first set of .networked nodes of the plurality of networked nodes;

and

then subsequently facilitating a distribution of a malware countermeasure
to a second set of networked nodes of the pIurélity of networked nodes in a manner
responsive to a correlation of the Windows® orientated worm and an indicium of a use of
a Windows® 2000 OS associated with the second set of networked nodes of the plurality

of networked nodes.

44. The method of claim 35, wherein the facilitating distribution of a malware
countermeasure to a first set of networked nodes of the plurality of networked nodes in a
manner responsive to an indicium of an activity associated with the first set of networked

nodes of the plurality of networked nodes further includes:

facilitating a distribution of a malware countermeasure to a first set of
networked nodes of the plurality of networked nodes in a manner responsive to a
correlation of a web browser worm and an indicium of a use of an Internet Explorer®
web browser associated with the first set of networked nodes of the plurality of

networked nodes; and

at least subsequently then facilitating a distribution of a malware
countermeasure to a second set of networked nodes of the plurality of networked nodes in
a manner responsive to a correlation of the web browser orientated worm and an indicium
of a use of a Firefox® web browser associated with the second set of networked nodes of

the plurality of networked nodes.
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45. The method of claim 35, wherein the facilitating distribution of a malware
countermeasure to a first set of networked nodes of the plurality of networked nodes in a
manner responsive to an indicium of an activity associated with the first set of networked

nodes of the plurality of networked nodes further includes:

facilitating a distribution of a malware countermeasure to a first set of
networked nodes of the plurality of networked nodes in a manner responsive to a
correlation of a criterion and an indicium of an activity associated with the first set of

networked nodes of the plurality of networked nodes.
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46. A computer-program product comprising:

(a) program instructions operable to perform a process in a computing

device, the process comprising:

monitor a plurality of networked nodes for an indicium of an activity at

each respective node; and

facilitate a distribution of a malware countermeasure to a first set of
networked nodes of the plurality of networked nodes in a manner responsive to an
indicium of an activity associated with the first set of networked nodes of the plurality of

networked nodes; and

(b) a2 computer-readable signal-bearing medium bearing the program

instructions.

47. The computer program product of claim 46, wherein the facilitate a
distribution of a malware countermeasure to a first set of networked nodes of the plurality
of networked nodes in a manner responsive to an indicium of an activity associated with

the first set of networked nodes of the plurality of networked nodes further includes:

facilitate a distribution of a malware countermeasure to a first set of
networked nodes of the plurality of networked nodes in a manner responsive to
correlation between a criterion and an indicium of an activity associated with the first set

of networked nodes of the plurality of networked nodes.

48. The computer program product of claim 46, wherein the computer-readable

signal-bearing medium includes a computer storage medium.

49. The computer program product of claim 46, wherein the computer-readable

signal-bearing medium includes a communication medium.
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50. A network device comprising:

means for monitoring a plurality of networked nodes for an indicium of an

activity at each respective node; and

means for facilitating distribution of a malware countermeasure to a first
set of networked nodes of the plurality of networked nodes in a manner responsive to an
indicium of an activity associated with the first set of networked nodes of the plurality of

networked nodes.

51. The network device of claim 50, wherein the means for facilitating
distribution of a malware countermeasure to a first set of networked nodes of the plurality
of networked nodes in a manner responsive to an indicium of an activity associated with

the first set of networked nodes of the plurality of networked nodes further includes:

means for facilitating distribution of a malware countermeasure to a first
set of networked nodes of the plurality of networked nodes in a manner responsive to a
correlation between a criterion and an indicium of an activity associated with the first set

of networked nodes of the plurality of networked nodes.

52. The network device of claim 50, further comprising:

means for generating the malware countermeasure.
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53. An active network device comprising:

a communications module operable to facilitate a movement of packets to

at least one node of a plurality of networked nodes;

a network analyzer module operable to monitor each respective node of

the plurality of networked nodes for an indicium of an activity; and

a dissemination module operable to distribute a malware countermeasure
to a first set of nodes of the plurality of networked nodes in a manner responsive to the
indicium of an activity corresponding to the first set of networked nodes of the plurality

of networked nodes.

. 54. The active network device of claim 53, wherein the active network device

includes a computer networking device.

55. The active network device of claim 53, wherein the active network device
includes an active digital network device implementing a TCP/IP protocol, a SONET

protocol, an ATM protocol, an IPX protocol, and/or a wireless protocol.

56. The active network device of claim 53, wherein the communications module
operable to facilitate a movement of packets to at least one node of a plurality of

networked nodes further includes:

a communications module operable to forward packets to the at least one

node of a plurality of networked nodes.

57. The active network device of claim 53, wherein the communications module
operable to facilitate a movement of packets to at least one node of a plurality of

networked nodes further includes:

a communications module operable to receive and forward a packet to at

least one node of the plurality of networked nodes.
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FIG. 3

310

300 '
\

(\/

Monitoring a plurality of networked nodes for an indicium of an
activity at each respective node.

l I\/ 330

Facilitating a distribution of a countermeasure to a first set of
networked nodes of the plurality of networked nodes in a
manner responsive to an indicium of an activity associated with
the first set of networked nodes of the plurality of networked
nodes, the countermeasure useable in at least substantially
reducing a harm presented by a malware (hereafter the
“malware countermeasure”) to a networked device and/or a
node of a network.
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FIG. 4
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Monitoring a plurality of networked nodes for an indicium of an activity at each
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(\/ 330

Facilitating a distribution of a malware countermeasure to a
networked device and/or a node of a network.
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FIG. 5
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Monitoring a plurality of networked nodes for an indicium of an
activity at each respective node.

l T~ 330

Facilitating a distribution of a malware countermeasure to a networked device and/
or a node of a network.

T ST 336 Facilitating

332 Atleast one of distribution of a
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first set of networked
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‘manner responsive to a
correlation of an aspect
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set of networked nodes
of the plurality of
networked nodes.
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FIG. 6

300
N
(\/310

Monitoring a plurality of networked nodes for an indicium of an
activity at each respective node.

l ~~— 330

Facilitating a distribution of a malware countermeasure to a networked device and/
or a node of a network.

|
|
. I
338 Facilitating distribution of a malware countermeasure to a :
first set of networked nodes of the plurality of networked nodes l
in @ manner responsive to a correlation of a Windows® l
orientated worm and an indicium of a use of a Windows® XP |
OS associated with the first set of networked nodes of the :
plurality of networked nodes; and |
then subsequently facilitating distribution of a malware |
countermeasure to a second set of networked nodes of the :
plurality of networked nodes in a manner responsive to a I
correlation of the Windows® orientated worm and an indicium |
of a use of a Windows® 2000 OS associated with the second :
set of networked nodes of the plurality of networked nodes_. |

|

|

|
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FIG. 7
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activity at each respective node.

Monitoring a plurality of netWorked nodes for an indicium of an

]

r\/ 330

Facilitating a distribution of a malware countermeasure to a networked device and/

or a node of a network.

342 Facilitating a distribution of a malware
countermeasure to a first set of networked
nodes of the plurality of networked nodes in a
manner responsive to a correlation of a web
browser worm and an indicium of a use of a
Internet Explorer® web browser associated
with the first set of networked nodes of the
- plurality of networked nodes; and

at least subsequently then facilitating a
distribution of a malware countermeasure to a
second set of networked nodes of the plurality
of networked nodes in a manner.responsive to
a correlation of the web browser orientated
worm and an indicium of a use of a Firefox®
web browser associated with the second set of
networked nodes of the plurality of networked
nodes.
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344 Facilitating a I
distribution of a |
malware :
countermeasuretoa |
first set of networked |
nodes of the plurality of |
networked nodes in a ;
manner responsive to a |
correlation of a criterion |
and an indicium ofan !
activity associated with :
the first set of |
networked nodes of the |
plurality of networked |
nodes. ;
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FIG. 12

800
\
(—

Saving a countermeasure useable in at least substantially
reducing a harm caused by a malware (hereafter the “malware
countermeasure”).

810

l [‘\_/ 820

Determining if a criterion is met for implementation of the

malware countermeasure.

Implementing the malware countermeasure in the computing
device if the criterion is met for implementation of the malware

countermeasure.

End
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FIG. 13

800-——-\/
(\_/

Saving a countermeasure useable in at least substantially
reducing a harm caused by a malware (hereafter the “malware
countermeasure”).

810

l ' [\/ 820
Determining if a criterion is met for implementation of the
malware countermeasure.

822 Determiningifa
criterion that includes
receipt of an
authorization to
implement the
countermeasure is
met.

|

|
. |
an indicium of the |
malware being present |
in at least one of the |
network device, and/or :
in a node of the at |
least one sub-network |
of a plurality of sub-
networks is met.

l (N 830

Implementing the malware countermeasure in the computing
device if the criterion is met for implementation of the malware
countermeasure.

| 832 Applying the malware countermeasure to I
‘ the computing device if the criterion is met for |
|  implementation of the malware countermeasure. |

— — — — —— — e ———— m— — —— — o w—— — — o—— — —

End
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FIG. 17

120

Configuring an information store of a network device with a
countermeasure useable in at least substantially reducing a harm
caused by a malware (hereafter a "malware countermeasure”).

l e
Determining if a criterion is met for implementation of the |
malware countermeasure.

1210

1222 Determining if a criterion for implementation of
a malware countermeasure is met and selecting a
malware countermeasure for application to the
network device from among at least two malware

countermeasures.

f\/ 1230

Applying a malware countermeasure to the network device if
the criterion for implementation of a malware countermeasure is
met.

End
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