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(54) Title: SYSTEM FOR NON-INTERACTIVE ZERO-KNOWLEDGE PROOFS

(57) Abstract: Systems and methods for generating non-interactive
zero-knowledge (NIZK) proofs. A homomorphic commitment scheme

Receive (σ, C, w) where σ is a common reference provides a NIZK proof that a commitment contains 0 or 1. A NIZK
string, C i a circuit, and >ι is a set of wire proof that a triple of wire assignments satisfies a NAND-gate is

assignments —(iii, , w , oι t)
for which C(») = 1

generated relying on the homomorphic property of the commitment
scheme. A NIZK proof of circuit satisfiability is provided that uses
NIZK proofs of NAND-gate satisfiability and the homomorphic
commitment scheme.

For each / = 1, , / , generate a commitment
C = COm(H,, r,)

to wire assignment 1using random clement r
1202

For the output wire, , use randomness / 0M = 0
and generate the commitment cr m = com( 1, 0)

1203

For each NAND-gate having input wires w, and H,

and output Vi , use message vι + + 2 - 2 and
randomness r + + 2rk, make a proof

π≠ for c Cj Ct com(-1 ,0)2

containing message 0 or 1 J2 4

Communicate the proof π comprising all of the
commitments and proofs for the wires and

NAND-gates
1205

Figure 12
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