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METHODS AND SYSTEMS FOR
GENERATING SOFTWARE QUALITY INDEX

Cross~-Reterence to Related Applications

This application for patent claims the benefit of United States Provisional Patent

Application Serial No. 61/019750 filed 1/8/08, incorporated heremn by reference.

Field of the Invention

The preseat fuvention relates generally to svsterns and methads for software
development, and in particular, to systers and methods for montoring software

application guality.

Backeround of th

Developing a sottware product 1s a difficult, labor-intensive process, typically
mvolving contributions from a number of ditferent individual developers or groups of
developers. A critical component of successtul software development s quality

20 assurance.

Current enterprise-class software products are typically measured in millions of
lines of code. Thus, it is more important than ever to build quality into a software
product from the start, rather than trying to track down bugs later. When cade quality

begins to ship, deadlines are missed, maintenance time increases, and return on

]
L

investment is fost,

For many companies, the primary desirable quality of source code is that it be
correct, i.e., that it have no faults.

At present, software development managers use a number of separate tools for
monitoring application guality. These tools include: static code analyzers that examine
30 the source code for well-known errors or deviations from best practices; anit test suites
that exercise the code at a low level. verifying that individual methods produce the
expected results; and code coverage tools that monitor test runs, ensuring that all of the
code to be tested 15 actually executed.

These tools are typically code-focused and produce reports showing, for example,

35 which areas of the source code are untested or violate coding standards. The code-
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focused approach is exemplified, for example, by Clover {(www.cenqua.com) and
CheckStyle (maven.apache. org/maven-1 x/plugins/checksivle).

In addition, many software teams use a form of product known as a “version
control system” to manage the source code being developed. A version control system
provides a central repository that stores the master copy of the code. To work on a source
file, a developer uses a “check out” procedure to gain access to the source file through the
version control system. Once the necessary changes have been made, the developer uses
a “check in” procedure to cause the modified source file to be incorporated into the
master copy of the source code. The version control repository typically contains g
complete history of the application’s source code, identitying which developer 1s
responsible for each and every modification. Version control products, such as CVS
{wwwnongnu orgfevs) can therefore produce code listings that attribute each line of code
to the developer who fast changed it

Other systems, such as the Apache Maven open-source project
{maven.apache org), claim 1o integrate the output of different code guality toals.
However, while the Apache Maven project appears to provide a way to view the separate
reports produced by each tool, it does not appear to imegrate them in any way, or provide
a software quality index.

Present systems do not provide a simple, meaningful, reliable index of software
quality. There exists a need, therefore, for a simple, single, reliable and meaningful
metric of source code quality.

While any single metric may inherently omit many aspects of code quahty, thisis
offset by the clarity and simplicity it brings. This offset phenomenon is illustrated in
Edward R. Tufte, “Visual Explanations,” pp. 38-53, Graphics Press LLC, 1997
(incorposated herein by reference), which explores the difficulty engineers experienced
trying to convince management that it was unsafe 1o launch the space shuitle Challenger
in freezing temperatures. There was existing evidence that the rubber O-rings in the
solid-fuel boosters experienced damage at lower launch temperatures, but the damage
was classified into four different categories. This separation and classitication obscured
the relationship between damage and teraperature. By combining the damage into a
smgle “damage index” and plotting it against temperature, Tufte clearly highlights the
demonstrable excessive risk assoctated with launch under such conditions. Analogously,
i the software environment there are so many metrics that can be collected to describe

software quality that 1t is difficult to derive any actionable information from all the data.

2
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There have been previous attempts to create a single software quality score for a
project, but they have been based on an arbitrary combination of factors {e.g., 15% of the
score from one factor, 30% from another) with no justification provided for the relative
weights, and vo indication that the resulting score 15 g reliable or meaningtul indicator of

actual software quality,

Summary of the Invention

The present invention addresses the deficiencies and unproves on the performance
of prior art approaches by using an impartial statistical model to weight the vanous
factors, and thereby to generate a reliable, meamnghul index of software quality
descriptive of quality of a given corpus or body of software code, which can be, for
example, an entire software project.

The present invention is based in part on the observation, derived from a large
mamber of source files in one or more software development projects, and faults reported
in such files over given periods of time, that some such files will he found to contain a
farger than average number of faults, and those files can be categonzed as fault-prone
files. The invention involves the construction and/or implementation of a statistical
model that predicts the probability of & given file being fault-prone, given the values of
selected source metrics. This probability is then averaged over an entire project to give a
guality score to that project.

One aspect of the invention relates to methods, systems and computer program
code (software) products for generating a software quality index descriptive of guality of
a given boady of software code, wherein the methods, systems and computer program
code {software) products include identifving, by analysis of the bady of software code,
fault-prone files in the body of software code; constructing and training, by analysis of
the body of software code, a model derived from analysis of the body of software code;
and generating, based on the model, an index score representative of the quality of the
body of software code.

It a further aspect of the invention, the wdentifying of fault-prone files comprises
reading details of each checkin between defined analysis start and end dates from a
source code control system; if the checkin details for a given file indicate a fault, such as
by a conmument containing a kevword indicating a fault, incrementing the fault count for
each file modified by the checkin; compiling, from the checkin details, a list of files with

their corresponding fault counts; sorting the files in descending ovder of the number of

3
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faults identified; for each file, recording the cumulative number of faults identified;
determining the total number of faults defined by the cumulative aumber recorded against
the last file in the hst; and reading down the list of files until a point in the list is reached
at which the cumulative number of faulis reaches a defined percentage of the total
number of faults, wherein the files down to that point in the hist are defined to be the
fault-prone files.

In still & further aspect of the invention, the constructing and training of a model
comprises obtaimng source code for the start date of a defined analysis range; computing
source code metnic values and static analysis violation counts for all files in the defined
analysis range; dentifving the fault prone files within the analvsts range; constructing a
naive Bavesian model using two categories, fault-prone and non-fault-prone; modeling
the static analysis violation counts with a Poisson distribution using the sample mean,
modeling the source metrics using the Normal distribution using the sample mean and
vartance; and if more than one {raining project is available, testing by training on all but
one of the training projects and measuring the classification ervor on the remaining one.

In a further aspect of the invention, the generating of an index score representative
of the quality of the body of software code comprises: computing source code metric
values and static analvsis violation counts for all files i the body of software code;
submitting each file individually to the naive Bayesian model to compute a predicted
probability that the ile is fault-prone; converting the probability to an index score using

the formula:

seore == [0 | ~ probifandt-prone)i |

computing an index score for a directory of source files by taking the arithmetic mean
(sumple average) of the scores of all files in the directory and any subdirectonies; and
computing an index score for the body of software code by taking the arithmetic mean of
the scores of all files in the body of software code.

As discussed herein, the invention can also be embodied as a subsystem,
deplovable 1 a software code development system, wherein the subsystem 1s operable to
generate a software quality index descriptive of quality of a given body of software code,
and wherein the subsystem comprises means for identifying, by analysis of the body of
software code, fault-prone files in the body of software code; means for constructing and

training, by analysis of the body of software code, a model derived from analvsis of the
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body of software code; and means for generating, based on the model, an index score
represeatative of the quality of the body of software code.
Also as discussed herein, the invention can be embodied as a computer program
code product for use in a computer in a software code development system, the computer
S program code product being operable to enable the computer to generate a software
quality index descriptive of quality of a given body of software code under development,
the computer program code product comprising computer-executable program code
stored on a computer-readable medium, and the computer program code further
comprising: first computer program code means stored on the computer-readable
10 medium and executable by the computer to enable the computer (o wdentify, by analvsis
of the body of software code under development, fault-prone files in the body of software
code under development; second computer program code means stored on the computer-
readable medium and executable by the computer to enable the computer to construct and
train, by analysis of the body of software code under development, a model derived from
15 analysis of the body of software code under development; and third computer program
code means stored on the computer-readable mednam and execotable by the computer o
enable the computer to generate, based on the miodel, an index score representative of the
quality of the body of software code under development.

The following discussion, together with the drawings, provides a detailed

b
Pt

description of methods, systems and computer software code products 1n accordance with
the present invention.

Briel Description of the Drawines

FIG. 1 is a table sefting forth the history of 12 open-source Java projects.
FIG. 2 is a chart setting forth the probability distributions for fault-prone and non-
25 fanh-prone files, with respect to the SEZE metric.
FIGS. 3 and 4 are tables setting forth, respectively, the most effective predictors
with respect to source metrics and analyzer metrics.
FIGS. 5-7 are flowcharts of exemplary methods, in accordance with one practice
of the mvention, for identifving fault-prone fites, building/tramming the model and
30 computing the index score for a project, respectively.
FIG. 8 15 a schematic block diagram of processing modules according to one
embodiment of the invention.
FIGS. @ and 10 are diagrams illustrating a typical computing environment in

which aspects of the present invention may be implemented.
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FIGS. 11-27 are a series of screenshots dlustrating a browser-based

unplementation of aspects of the present invention.

Detailed Description of the Invention

The present mvention provides methods, systems and computer soltware code
products for computing a software quality index for a corpus or body of software code,
such as software source code. The invention's techniques for caleulating the index are
based on a statistical analysis of exemplary source code metsics that have, based on an
analysts of data, proven to be reliable indicators of software faults.

The present invention provides thus improved techmques usable in systems for
software development, and in particular, in systems and methods for monitoring software
application quality. The tollowing discussion describes methods, structures, systems and
computer software code products in accordance with these techniques, and is organized

into the following sections:

o

I Description of Method Aspects of the Invention
[ Introduction
1.2 Code Quality
1.3 Training Data
14 Classtfication Model
1.5 Results
1.6 Overall Methods
2. Typical Computing Environments in Which the lnvention
May Be Implemented
3. Description of an Exemplary Computer Software Code
Product in Which the Invention Can Be Implemented
3.1 Introduction to the Enerjy Software Eclipse Plug-in
32 Downloading and lostalling Enerjy Software
33 Eneny Configuration Wizard
34 Manual Configaration
3.5 Interpreting Results
3.6 Troubleshooting
4. Examples of Static Analysis Violations in an Online or
Other Practice of the Invention
5. Examples of DEFS in an Online or Other Practice of the

Invention

6



iQ

b
Pt

30

WO 2009/089294 PCT/US2009/030350

1. DPescription of Method Aspects of the Invention

1.1 Introduction

The systems and techniques described herein addresses two issues: first, the need
for a simaple, single metric of source code quality; second, the need for hard evidence
with respect to the benefits of source code metrics, such as size and complexity, and
static analysis. While many organizations have coding standards, those standards are
often somewhat arbitrary and often fall into disuse. Proponents of various standards
typically have no specific arguments fo justify the perceived overhead that these
standards tmpose on the development process.

In contrast, the present invention i3 based on 3 historical analysis of a large body
of source code to determine a statistical relationship between certain sonrce code metrics
and code quality. With this analysis in place, the statistical model is then used to assign a
quality score 1o any source file,

In the following discussion, those skilled in the art will appreciate that the various
examples, embodiments and practices of the invention set forth are provided by way of
example, and not by way of himitation; and that namerous modifications, additions,
sultractions and other practices of the invention are possible, and are within the spirit and

scope of the present invention,

1.2 Code Quality

An initial task s to define what is meant by the term “code guality.™ The present
description of the invention follows the example of Denaro and Pezze, “An Empirical
Evalnation of Fault-Proneness Models,” Proc. International Conf. on Software
Engineering (ICSE2002), Miami, USA, (May 2002), incorporated herein by reference, in
that the definition of “code quality” s based on the concept of “fault-proneness.”

For most organizations, the ultimate requirement for a source file is that it
contains code that functions correctly. While there are other desirable characteristics, in
particular, minimizing cost of maintenance, correciness is generally the primary driver,
There 15 also very hittle data available on the mamtenance cost of indrvidual source files,
making it very difficult to perform any analysis. Most projects, however, use a source
code control system that describes the reason for every code change. This makes it
straightforward to identify which files coptained faults requiring a code change to fix.

A tault-prone file 15 one that contains a disproportionate number of faults. More

specifically, this 1s based on determining, for each file, how many faults were fixed in

3
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that file over a given tune peniod. After ranking the files in descending order of the
number of faults, the fault-prone files are the files at the top of the list that together
account for a predetermined proportion of the total number of faults. Assuming that there
exists a method (see discussion below) to deternuae the probability that a source file is

S fauli-prone, it is possible to define a code quality score using the following formula

Score = 10 ¥ {1 - Probability{file is fault-prone)]

In accordance with the invention, the score is scaled to run from 0 to 10, wath files
10 that bave a very high likelithood of being fault-prone sconng near O and files that are very
unlikely 1o be fault-prone scoring near 10.

Given a quality score for a file, the score for a package or project is then defined
to be the mean (i e., average) of all of the contained files. In praciice, the score for g file
1s usually 0 or 10, and rarely falls in between. Thus, the score for a project can be

15 thought of as representing the proportion of fault-prone files within that project.

The following discussion describes a process, in accordance with the present

invention, for predicting the probability that a given file is fault-prone,

1.3 Tramming Data

b
Pt

Classifying a collection of objects into calegories based on their attributes is a
commuon problem in data mining. A typieal examiple is a spam filter that attempts to
classify documents into spam and nou-spam based on the content of the documents. In
the present case, if is necessary to classify source files into “fault-prone™ and “non-fault-
prone” categories based on the values of a number of source code metrics. Being able to
25 construct such a classifier has two benefits. First, most classifiers actually predict a

probability that a file is fault-prone rather than an absolute ves/no answer. That
probability is exactly what is needed for the quality score. Second, the classifier will
tdentify which metrics are effective predictors of fault-proneness.
Classifiers typically require a body of training data. Accordingly, the complete
30 history of 12 popular, open-source Java projects has been collected. The projects were as
set forth i the table 100, shown in FIG. 1.

For each project, faults were identified by searching the source code control

system's history for check-in comments containing the words bug or fix. A manual check

on a sample of the projects showed that, while this very crude approach did tend to

8
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overcount faults, the error was less than 3%. For each check-in that fixed a fault, the
fault count was incremented by 1 for every file that was changed in that check-in, The
final data set contained 3817 files, of which 420 (11%6) were classified as fault-prone.
Additionally, for each file a total of 228 source metrics were collected. 33 metrics
were general source metrics, such as the size of the source file, the number of {ines of
code and classic McCabe and Halstead complexity measures. The remaining 1935 were
the number of violations recorded for each of the coding standards defined by the Enerjy
Code Analyzer {commercially available from Enerjy Software/TeamStudio, Inc. of
Beverly, MA). Very stmilar resulls would be achieved using a different analyzer, such as

Checkstvie, PMD or FindBugs.

14 Classification Model

There are several approaches to the classification problem. An overview of
approaches is provided tn Witten and Frank, “Data Mining - Practical Machine Learning
Tools and Techniques,” Morgan Kaufiman, 2003, incorporated herein by reference.
Another discussion is set forth in Hastie et al., “The Elements of Statistical Leaming,”
Springer, 2001, incorporated herein by reference. 1t is noted that Denaro and Pezze (see
ahove) purport to have used a logistic regression model to predict fault-proneness based
on a selection of up to five of the source metrics. However, Applicant was unable to
replicate their purported success with such a model; instead, a naive Bayesian model was
used.

The general approach belund a naive Bavesian model 1s to assume that all of the
metrics are independent, and model each metric separately for fault-prone files and non-
fault-prone files. Bayes theorem then provides a formula to combine the information
from each metric into an overall probability that a file is fanlt-prone.

To examine a specific example, the SIZE metric was considered, which is simply
the number of characters in the source file. It was decided to model all source metrics
using a Normal distribution and all Analvzer violation metrics using a Poisson
distribution. For the described traiming data, 1t was found that the SIZE metric had an
average value of 14,461 characters i fanlt-prone files but only 4,074 in non-fault-prone
files. The attached FIG. 2 is a chart 200 setting forth the probability distnibutions for both
types of file.

Intuitively, the chart 200 of FIG. 2 shows that small files are more likely to be

non-fault-prone. This continues until the file size reaches around 9,300 characters, at

9
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which point it becomes more likely that the file 1s fault-prone. Bayes Theorem providesa
way to formalize this intuition, and additionally to combine the results for nultiple

melrics.

S 1.5 Resulis
The primary result is that it was possible to generate 3 model that was an
effective predictor of fault-proneness. For 11 of the 12 projects, the model predicted
fanlt-proneness with a classification error rate of around 15%. For the remaining project
{Velocity) the error rate was around 25%,

10 Secondly, the assumptions behind the Bavesian mode} were tested using a
Lilliefors test for the normally distributed metrics and a standard chi-squared test for the
Poisson distributed metrics. The distributions were found to be a reasonable fit at a 95%
confidence level for many of the metrics.

Among the source metrics, the most effective predictors were as shown in the

15 table 300 set forth in FIG. 3. Among the analyzer metrics, the most effective predictors
were as shown in the table 400 set forth in FIG. 4.

In all cases, larger values of the metrics indicate fault-proneness. Some of the
analyzer metrics were not useful predictors simply because they did not ocour in the

training data. A richer set of training data should lead to an even better model.

b
Pt

It is noted that the Applicant ran the modet on a number of open-source projects and the
results generally matched the Applicant's expectations, with projects known for their
quality scoring high, and others scoring lower.

This work can be expanded in various directions. Among others, it is noted that
the current model uses absolute metrics, which are all somewhat influenced by the file's
25 swze. Thus, one could construct a mode] that uses metrics scaled by the file size (e,
number of violations per line of code rather than just number of violations), and the

Applicant has tested such models as well,

L6 Overall Methods in Accordance with the Invention
30 Referring now to FIGS. §, 6, and 7, the noted drawings are flowcharts of
exemplary methods, in accordance with one practice of the invention, for identifying
fault-prone fites (FIG. 5), building/training the model (FI1G. 0) and computing the index

score tor a project (F1G. 7), respectively.

10
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As shown mn FIG. 3 and also as discussed above, a method 300 of identifying
fault-prone files in accordance with the present invention comprises the following:

S01: Read details of each checkin between the analysis start and end dates from
the source code countrol system (as noted above, the use of a source code control system is

S acommon feature of many software development environments).

502 If the checkin comment contains a keyword indicating a fault {(e.g. bug or
fix), increment the fault count for each file modified by the checkin,

303: Once all checkins have been read, there is now a list of files with their
corresponding fault count.

10 504 Sort the files in descending order of the number of faults identified.

305: For each file, record the cumulative nomber of faults identified, 1.e, the
number of faults identified in this file and all files above tt in the sorted list.

506 Find the total number of faults: this is the cumulative number recorded
against the last file in the list.

IR 507 Read down the list of files until the cumulative number of faults reaches
{e.g.) 50% of the total number of faults. The files dovwn to this point 1 the list are
definad to be the fault-prone files.

As shown in FIG. 6 and also as discussed above, a method 600 of

building/training the model in accordance with the present invention comprises the

b
Pt

following:

601 Extract the source code from the version control system for the start date of
the analysis range. (As discussed above, the use of a version control system is a common
feature of many software development environments.)

602: Compute the source code metric values and static analysis violation counts
25 for all files.

603: identity the fault prone files -- see corresponding flowchart FIG. 5 as
discussed above.
604 Build a naive Bayesian model using the two categories fault-prone and non-
fault-prone. Model the static analysis violation counts with a Poisson distribution using
30 the sample mean. Model the source metrics using the Normal distribution using the
sample mean and variance.

605 1f more than one training project 1s avaitable, test the procedure or algorithm

by training on all but one of the fraining projects and measuring the classification error on

the remaimng one.
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As shown in FIG. 7 and also as discussed above, a method 700 of computing the
mdex score for a project in accordance with the present mvention comprises the
following:

701 Compute the source code metric values and static analysis violation counnts

S forall files in the project.

702 Submit each file individually to the Naive Bayesian model to compute a

predicted probability that the file 1s tauit-prone.

703: Convert the probability to an index score using the formuta:
10 score = {0 { | ~ prob(fault-prone})
704 Compute an index score for a directory of source files by taking the

arithmetic mean (simple average) of the scores of all files in the directory and any

subdirectories.

oo
[~

705 Compute an index score for the entire project by taking the arithmetic mean
{simple average) of the scores of all files in the project.

FIG. 8 i3 a schematic block diagram of processing modules 800 according to one
embodiment of the present invention, implemented within an otherwise conventional

cigital processing apparatus 1002 like that shown in FIGS. 9 and 10, discussed below,

b3
b

wherein the respective modules (fault-prone file identtfication 801; model

construction/iraining 802; and index score computation 800} carry out the operations

discussed above in connection with the flowcharts of FIGS. 5, 6, and 7. Those skilled in

the art will appreciate that the various processing modules can be provided by the

elements of a conventional workstation, PC, or other computing platform suitably

25 programmed and/or operated in accordance with the aspects of the invention discussed in
this document. It will be undersiood that the organization, number, and description of
modules in FIG. 8 1s just one example of an embodiment of the invention, and the
modules can be arranged difterently or carry out different functions, whether singly or in
combination, and still be within the spint and scope of the present invention.

30 Additional information, discussion, examples, practices and iunplementations of

the invention are discussed in the following Sections of this document, including

Section 3 (description of a computer software code product 11 which the invention can be

implemented); Section 4 (examples of static analysis violations in an online or other



b2

Faeal

)
%41

LV

<

WO 2009/089294 PCT/US2009/030350

practice of the invention); and Section 5 (DEFS that may be utilized 1n an ouline or other
practice of the inveation). In referring to an online practice of the invention, one such
practice or embodiment can be provided by an Internet-based, online website that
provides functionality hike that described above and elsewhere in this document,
S including the generating of software quality indexes, such as for open source software
applications or other software applications
It is also noted that in Section 3, the software quality code index of the present
invention, and related features, are variously referred to therein by terms including
“Enerjy Index” and “Enerpy Index View”™. The Enerjy Index and Enerjy Index View are
10 presented as new features to be incorporated into 2 new, upcoming version of Enenyy
software.
It s further noted that Sections 4 and 3 set forth the content of HIML pages that
can be utilized in connection with an online version of the present invention, such as on a

website that provides for the generating of software quality indexes, such as for open

;-J*z

source sottware applications or other software apphications. The use of HTML is well
known, and those skilled in the art will understand how such HTML content may be
utilized in tmplementing the present invention as described herein,

Those skilled in the art will appreciate that the various examples, embodiments
and practices of the invention set forth herein are provided by way of example, and not
by way of limitation; and thal numerous modifications, additions, subtractions and other
practices of the invention are possible, and are within the spint and scope of the present

wnvention.

2. Typical Computing Environments in Which the Invention May
Be Implemented

It will be understood by those skilled in the art that the described systems and
methods can be implemented in software, hardware, or a combination of software and
hardware, using conventional computer apparatus such as a personal computer (PC) or
equivalent device operating in accordance with, or emulating, a conventional operating
system such as Microsoft Windows, Limex, or Unix, using Java or other programming
Janguages or packages, either in a standalone conliguration or across a network, The

artons processing means and computational means described below and recited in the
claims may therefore be implemented in the software and/or hardware clements of a

properly configured digital processing device or network of devices. Processing may be
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performed sequentially or in paraliel, and may be implemented using special purpose or
reconfigurable hardware.

Methods, devices or software producis in accordance with the invention can
operate on any of a wide range of conventional computing devices and systems, such as
those depicted by way of example in FIG. 9 and 10 {e.g., network system 1000), whether
standalone, networked, portable or fixed, including conventional PCs 1002, laptops 1004,
handheld or mobile computers 1006, or across the Internet or other networks 1008, which
may in tum include servers 1010 and storage 1012, As with many computing packages
and applications in today's environment, the functions of the present invention discussed
herein can be provided online via an Internet website; or in a stand-alone mode on a
user's workstation or other computer, or by a combination of online and local software
and hardware. (Sections 3, 4, and 5 below set forth additional information relating to
software embodiments of the present invention, and Sections 4 and 5, particularly, relate
to online software embodiments of the invention.)

For example, under conventional computer software and hardware practice, a
software application in accordance with the invention can operate within, eg., a PC 1002
like that shown in FIGS. 9 and 10, in which program mstructions can be read from a
CD-ROM 1016, magnetic disk or other storage 1020 and loaded into RAM 1014 for
execution by CPU 1018, Data can be input unto the system via any known device or
means, including a conventional keyboard, scanner, mouse or other elements 1003,

The presently described systems and techniques have been developed forusein a
Java programming environment. However, it will be appreciated that the systems and
techniques may be madified for use in other environments.

Those skilled in the art will also understand that method aspects of the present
invention can be carried out within commereially available digital processing systems,
such as workstations and personal computers (PCs), operating under the collective
command of the workstation or PC's operating systemy and a computer program product
configured in accordance with the present invention. The term “computer program
product”™ can encompass any set of computer-readable programs instroctions encoded on
a computer readable medium. A computer readable medium can encompass any form of
computer readable element, including, but not himited to, & computer hard disk, computer
floppy disk, computer-readable flash drive, computer-readable RAM or ROM element.
or any other known means of encoding, stornng or providing digital information, whether

focal to of remote from the workstation, PC or other digital processing device or system.
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Various forms of computer readable elements and media are well known in the
computing arts, and their selection is left to the implementer.

Those skilled in the art will also understand that the method aspects of the
invention described herein could also be executed 1 hardware elements, such as an
Apphication-Specific Integrated Circust {ASIC) constructed specilically to carry out the
processes described herein, using ASIC construction techniques known to ASIC
manufacturers. Vartous torms of ASICs are available from many manufacturers,
atthough currently available ASICs do not provide the functions described i this patent
application.  Such manufacturers include Intel Corporation of Santa Clara, California.
The actual semiconductor elements of such ASICs and equivalent integrated circuils are

not part of the present invention, and will not be discussed in detail herein.

3. Description of An Exemplary Computer Software Code Product in
Which the Invention Can Be Implemented

This Section sets forth, in text and figures {typically screenshots generated by a
computer system utilizing the described software product), a description of a computer
software code product in which the invention can be implemented. In this Section, the
software quality code index of the present invention, and related features, are variously
referred to by terms including “Enerjy Index” and “Enerjy Indes View”™. The Enerjy
Index and Enerjy Index View are presented as new features to be incorporated into a new,

upcoming version of Enerjv software. This Section is divided into subsections, as

follows:

3.1 Introduction to the Enenjy Software Echipse Plug-m
3.2 Downloading and Installing Enerjy Software
3.3 Enerjy Configuration Wizard
3.4 Manual Configuration
3.5 Interpreting Results
3.6 Troubleshouoting

3.1 lIntroduction to the Enerjy Software Eclipse Plug-in

As discussed above, Enerjy provides a new kind of software quality tool, 1.e., one
that uses a unique combination of metrics that have been proven to seek out the

bug-prone areas of code so that a software developer or other user can allocate resources

s
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efficiently to clean up the pieces that need it the most. Based upon the analysis of
millions of code guality metrics across tens of thousands of source code files, and the
correlation of those metrics 1o real defects in the code, a unique statistical analvsis allows
Enerjv to predict the “bugginess™ of any piece of Java source code to at least 80%%
accuracy. This technigue 1s referred to berein as “Evidence-Based Software Quality
Analysis.”

In an exemplary embodiment, iHustrated in the screenshots set forth in
FIGS. 11-27 and discussed below, Enerjy is configured as a plug-in for Eclipse that
pinpoints problem areas in Java code by analyzing a range of metrics, and then allows a
developer to zoom i1 on those areas that need attention the most. It includes a state-of-
the-art static analvzer that analvzes code in the background, with no need for any change
in the way work is conducted. It automatically analyzes any piece of code, any tune that

code changes.

32 Downloading and Installing Enerjy Software

In an exemplary embodiment, the Enerjy Eclipse plug-in solution can be
downloaded and installed via the Automatic Software Update feature within the Eclipse
1DE.

Within Eclipse, the user goes to Help, Software Updates and selects “Find and
Install” on the dropdown meny, as shown in the screenshot 1100 set forth in FIG. 11

The “Search for new features to install” radio button 1s selected, as shown in the
screenshot 1200 set forth in FIG. 12

On the “New Update Site” subscreen 1300 shown in FIG. 13, “Enerjy Software”
is added 1o the name field, and the URL “hitp:update enerjy com/eclipse” is added to the
URL field. When the User and Password prompt appears a provided user name and
password are added. In the present example, the provided user name is “privatebeta,”
and the provided password is “enerjy.”

The “Finish” button is then clicked. Eclipse then searches for Enerjy Software
and displays the screen 1400 shown in FIG. 14,

The “Enerjy Software” box is checked, and the “Next” button is clicked. The
Feature Verification screen 1500 shown i FIG. 18 should appear. The “Install A"

button is then clicked.

i6
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When installation is complete the user 1s prompied to restart Eclipse. After
restarting, Eclipse will display the Enerjy Configuration Wizard, described in Section 3.3,
immediately below.

3.3 Hnery Configuration Wizard

The Enerjy Configuration Wizard allows a developer or other user to fine-tune the
settings, so that accurate metrics can be obtamed from a given project or projects.

FI1G. 16 1s a screenshot 1600 of the entry screen to the Wizard. The “Next”™ button is
clicked to advance to the Import Settings screen 1700 shown m FIG. 17,

If an Enerjy configuration file has previously been exported, the exported file may
be imported here. The “Next™ button is then clicked to finish the wizard. Otherwise, the
“Next” button is clicked to continue rule configuration.

FIG. 18 is a screenshot 1800 of the Energy Configuration Wizard's Warkspace
Analysis screen. On this screen, a user can filter out any folders the user does not want
Enerjy to examine, such as third-party or generated source code. Once the filters are
configured, the “Analyze™ button 1s clicked. The Wizard will then scan a sample of the
user's workspace to try and determine the user’'s coding style. Once the analysis is
complete, the ™

w FIG 19

Next” button is clicked to continue to the Style Rules screen 1900 shown

The Style Rudes screen 1900 shows a list of style-related rules along with the
percentage of the sampled files in which each was detected. Any rule that exists in a
targe percentage of the sample files ts probably counter to the user’s coding style and
should be disabled by clearing the checkbox. There may be other rules in the list that do
not occur often, such as JAVAOOST Class derives from java.lang RuntimeException, but
are still counter to the user’s style and should be disabled. The “Next” button is clicked
o continue to the “Critical Rules”™ screen 2000, shown in FIG. 20,

The “Critical Rules” screen 2000 shows a list of critical rules along with the
projected total nursber of violations for this workspace. These are rules that indicate
possible boggy, unfirashed or bug-prone code. The wizard does not allow the user to
disable these rules, and it is recommended that each violation be inspected to verify that
the code 15 correct. However, 1f the user is in an environment where it is impractical to
go back and review potentially large amounts of existing code then the wizard offers an

option o baseline the violations. Baselining allows the user to ignore exasting violations

17
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i the user’s workspace without actually turning any rules off. This means that only
violations of these rules in new or modified code will be displayed 1o the user.

The “Next”™ button s clicked to reach a similar window for Non~Critical Rules.
These rules may still cause issues but are considered a lower priority than the critical

S errors already seen.

Runaing any Code Analysis tool over a Jarge body of code can produce tens of
thousands of warnings that overwhelm the user and demotivate anyone on the team to
start cosrecting issues. For these non-bug-related violations it is recommended that
existing problems be basehned in order to avord becoming overwhelmed with a large

10 pumber of non-critical violations and to allow the user {o concentrate on the Cnitical
violations.

It should be noted that the baseline 1s stored as a text file in each project
{ escabaseline at the user’s project root). Inside this file 15 a list of viclations reported for
each Java file that was baselined. It is recommended that this file be checked into the

18 team's SCM, as this allows sharing of baselined violations and gets evervone on the same
page. If the Enenjy Configuration Wizard 1s rerun, the .escabasehine files will be
automatically checked out if the baseline is modified. The user will need 1o check the
files back into the user’s SCM when the wizard 1s complete.

1t should be noted that the “import” feature of the wizard does not actually import

20 baselines; the presence of the .cscabaseline file implicitly “imports™ the baseline data.
Once the changes are applied, the user can choose to antomatically show the
Enerjy Index view on completion of the Wizard.
To view the Enerjy Index within Eclipse manually, a user goes to Window - Show
View - Other. “Enerjy Software”™ is expanded, and “Index” is selected.
25
34 Manual Configuration
Changing Rules: Individoal ndes can be reprioritized and turmed on/off
mdividually through the Enerjy Software — Code Analysis Rules preference page, as
shown 1u the screenshot 2100 set forth in FIG. 21
30

3.5 Interpreting Results
There are two prunary ways to use the Enerjy Software plug-in for Eclipse to
merease code quality: {1 the Eneryy Index View and (2) static code analysis. Fach of

these 15 described in furn.

I8
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3.5.1 The Enerjy ladex View
The Enenjy Index View displays a measure of the guality of a user’s projects
based on the described evidence-based software quality analysis. The described analysis
S 1s based around dentifying fault-prone files. These are the small number of files
{(typically around 10% of the total files in a project) that contain half of the bugs.
The mdex 1s a value between 0 and 10, For a file, the index reflects the
probability that the file is fault-prone, with 0 representing a very high probabulity and 10
a very low probability. For a package, project or workspace, the index is the average of
10 the index values for all contained files. File level 15 the most granular level the Index
reports on.

Index values are displayed as four colored bars, showing the values for the
currently selected file and its package and project as well as the overall index value for
the workspace. If no file is selected, the view will show a gray bar for the file index and

15 will show the selected package or project W any. The gray bar ts also shown if a file is
filtered or does not compile.

The color of each bar reflects its value:

Red (-5
Yeltow 5-8
Green 8-10
20 When there ts no file selected, the table below the index bars shows g list of files

in the current element along with their index value. They are sorted so that files with the
towest index score appear first, The user can double-click oun a file in the table to open
that file in an editor, as shown in the screenshot 2200 set forth in FIG. 22
When a file is selected, the table below the index bars shows the metrics that had
25 the greatest impact on the index value. They are sorted so that the metrics with the
greatest impact appesar first. Each metric has an arrow indicating whether it had a
positive impact on the mdex {green up arrow) or a negative impact {red down arrow). To
get more information on g particular metric, the F1 bution 1s pressed, and the
“Description™ button is clicked. An exemplary resolting screen is set forth in the

30 screenshot 2300 set forth in FIG. 23,

19
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The user should use the index value as a means of identifying possible fault-prone
code. However, it does not make sense to try 1o manage the index value directly by
manipdating individual metrics. 1nstiead code that bas a low index value should be
exanuued for static analysis violations and re-factored using traditional technigques. Also,

S some code is inherently fanlt-prone and it is impractical to aim for a perfect ten on every
file. Based on a survey of open source software, it appears that any workspace or project

with an index over 9 15 very good.

3.52 The Static Code Analvsis
10 The code analysis engine runs in the background so as users type code any
mfraction of the best practice rules (configured through the wizard) will be displaved
immediately.
On installation of the plug-in the tool will perform an analysis of the code in the
user’s workspace with results in the Eclipse Problems pane, as set forth in screenshot
18 2400 set forth in FIG. 24, Tcons appear 1o the left of cach message and beside each
guestionable hine or area of code 1n the Editing pane, indicating rule priority, Rule
priority can help the user to identify which problems to solve first.
The user shouldn’t be surprised by the number and variety of problems Enerjy
€Q2 detects the first time it is run. It1s thorough in its support of best-practices coding.

Enerjy CQ2 messages can range from simple best-practices recommendations {o hard

front
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errors. Enerjy CQ2 will help the user to debug the user’s code, and help make the code
as clean and efficient as possible,
To view additional information on a message, select the message in the Tasks
window and press F1 to view Help.
25 Double-clicking any of the warnings will open the file and highlight the area of
code affected. The user can then choose to correct or escape the viclation,
There are three ways to deal with any violations:
(1) Manually edit the code if necessary.
{2} Right click the ervor symbol in the editor pane and select Quick Fix to
30 display a fist of automated options to resolve the issue, as shown in the screenshot 2300
set forth in FIG. 25
{3 If the warning has fired on code that the user wants to remain as i, the
user adds an Escape Comment to the line above the code to filter it

HESCA-JAVAXXXX

20
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If the user wishes the rule to be escaped throughout the entire file, add this escape
comment to before the first instance of the warning:
HESCAFJAVAXXXX

S 3.6 Troubleshooting
3.6.1 “Out of Memory” Error when performing the initial baseline or resource
synchromzation:
Although every effort has been made to minimize memory usage
with Enerjy, it may be necessary to allocate additional wemory {0
10 Eclipse to store code analysis violations and index values, Eclipse
runs with a default of 256MB of memory, see the Eclipse
documentation at the following URL:
http:/help.eclipse. orgfhelp32/topic/

org eclipse platform doc.userftasks/running _eclipse him

i85 for details on how to increase this umit.
3.62 The Enerjy Index view appears to be out of sync with the source code, or

displays gray bars for source files that have no compilation errors:
The index database may have become corrupted. To rebuild it

click the Context menu arrow 1n the Index view and select

20 “Recompute Index,” as shown in the screenshot 2600 set forth in
FIG. 26.
363 The Eclipse problems pane shows no errors or warnings from the code
analysis:
In the context menu for the Problems pane, ensure the filter for
25 Analyzer problems is checked, as shown in the screenshot 2700 set

forth in FIG. 27.

Having described the foregoing aspects, embodiments and practices of
the mvention, the following Sections 4 and 5 set forth examples of Static
30 Analysis Violations in an onling or other practice of the invention (Section 4);
and examples of DEFS in an online or other practice of the invention

{Section 3).

[ 2]
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4. Examples of Static Analysts Violations in an Online or Other Practice
of the Invention,

Section 4 sets forth Examples of Static Analysis Violations (JAVADOO] -
FAVAG288) i an online or other practice of the present invention. More particularly,
this Section sets forth the content of HTML pages that can be vtilized in connection with
an onhine version of the present invention, such as on a website that provides for the
generating of software quality indexes, such as for open source software applications or
other software applications. As indicated in the following pages, such an online version
can also employ the Java programming language. HIML and Java are well known, and
those skilled in the art will undesstand how such HTML. content and Java may be ntilized

in implementing the present invention as described herein.

JAVA0001
Package name does not conduin ondy fower case letters
A package name should contain only lower case letters because package names
are murrored in the directory structure of the source code. Lowercase letters should be
used for a consistent naming convention, and more mportant, so that one can move code
between different operating systems without surprises.
Configuration: Enerjy Code Analyzer can be configured to allow numbers in

package names.

JAVADOH2
Packege name does not begin with a top level domain name or country code
A package name should begin with a top level domain name or country code. To
reduce the chance of name collision {choosing the same package name as someone else),
prefix package names with the reversed form of a domain name own by the developer.
For example, if the domain enerjy.com is owned, packages should all begin with

com.enerjy. See the Java Language Specification, Sections 6.8.1 and 7.7.

JAVA0003
Mirdmize use of on-demagut (%) imports
In general, it is sasier to understand code if one imports types exphicitly rather
than using on~-demand imports. Enerjy Code Analyzer will report this problem if code

comntains two or more on~-demand unports and no single-type imports. Enerjy Code
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Analyzer will not report this problem if code contains a mux of on-demand and single-
type imports on the grounds that one probably kanows what one is doing when one mixes

mport types.

5 Example:

# Correct
unport java.util.¥;
# Correct
amport java.awt.®;
{0 import java.util ¥,
mmport java.util ListHerator;
# Incorrect
unport java.awl.™;
import java.util ¥,

JAVAOGO4
Unnecessary import from jovalang
Java automatically imports the java.lang package, making it unnecessary and
20 potentially confusing to explicitly include these imports in the developer’s code.
Note: This rule applies to java lang only and not subpackages. Types in

tava langreflect, for example, must be imported in the usual way.

Example:
23 ff Correget

import java lang reflect Method,

{ Incorrect

umport java. lang Object;
30

JAVADOOS
fmports not in specified order
Grouping and sorting imports improves readability and maintenance. Thas rule
ensures each import statement is part of the appropnate group (has the same prefix as the

35 previous) and 1s alphabetically sorted within that group.
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Configuration: Enerjy Code Analvzer can be configured for the order in which
groups should be organized. One prefix per line is specified; any imports that are not
specified in the Configuration: list will be sorted after the last entry. The defanlt is items

under java followed by items under javax followed by all other items.

Example:

i Correct

import java.util ArrayList;

unport java.util fterator;

unport java.util. Vector;

mmport javax swing JPanel;

iraport javax swing.J TexiField;

mmport com.abe Utility,

# Incorrect

unport com.abe Utility] // group 1s out of order, should be after javax ™
import Java.util Rerator;

import java.util. Vector,

import java.util ArrayList; // name i3 out of order,
/ should be before java.util lterator

tmport javax.swing JPanel;

import javax.swing JTextield;

JAVAB006
Empty finally block
An empty finally block serves no purpose and should be removed. In addition to

potentially stowing the code, it can confuse a mamtenance programmer.

JAVA0007
Should not declare public field
Public fields are discouraged because they break encapsulation by exposing the
inner workings of a type to callers. Instead, use accessor {get/set) methods; because they
serve the same purpose as a public field but let one modify the implementation as the
program evolves. This rule does not apply to public final fields because exposing

constants does not break encapsulation,
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JAVAQ008
Empty carch block
If an exception has been thrown then something has gone wrong. 1t is rarely
correct to ignore this problem. One should do something, even 1f it s logging the
S exception somewhere to aid in future troubleshooting. Enerjy Code Analyzer will only
report this problem if the catch block is totally empty. Even a comment is sufficient to
suppress the rule. This comment should explai why no other code is required in the

catch block.

10 JAVAG009
Protected member in final class
A final class cannot be extended, making it unnecessary and potentially confusing
to use the protected access modifier on a class member. Instead, use defanlt, or package

ACCOES,

JAVAO0LS
Nown-instantiable class does not contain a non-private static member
If a class containg only private constructors, 1t should contain at least one non-
private static member. Otherwise, the class can only be used by other classes within the

20 same compilation umit.

Example:

# Carrect

class TheClass {

/f Private constructor ensures the theClass objects
/f are only created using the factory method
private TheClass() {

$

/ Factory method

public static TheClass newlnstance() {

retarn new TheClass(),

|

/f Incorrect

class TheClass §

private int value;

private TheClass() {

value = (I

$

40 /f Can only be called from with this compilation umit

D
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{f stnce there's no way to create a TheClass object

 anywhere else

public getValue() §

return value,
3 }
1
{

RERUENITH) B
10 Abstract clasy does rot contain an abstract method
A class should be declared abstraci only if the 1ntent s that subclasses can be
created to complete the implementation.  This means that at least one method in the class
should be abstract. If the intent is to prevent instantiation of the class, one should declare
a single private constructor. Marking the class abstract implies to anyone reading the

15 code that it is intended to be the base of g class hierarchy.

Example:

{f Correct way to prevent instantiation of a class
class Util {

20 private Ual() {
public static method() {

}

25 # Incorrect way to prevent instantiation of a class
abstract class Unl{(} {
public static method() {
}
1
)

JAVA0012
Now-constructor merthad with same name as declaring class
It is potentially confusing to have a method with the same name as the declaring

class, because someone reading the code might mistakenly think it is a constructor.

Example:

H Correct

class TheClass {

/f This 1s a constructor
40 TheClass() {

e e,
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# Incorrect

class TheClass {

/{ This is not a constructor, but it looks ke one
void TheClass() §

PP p—

JAVADOL3
Non-blank final field is not stedic
Non-blank final fields are usually constants. They should be declared static

because there is no need to store a copy of the constant 1w every object.

Example:

/i Carrect
class TheClass {public static final int MAX_SIZE = 10;

}
# Incorrect
class TheClass {public final int MAX SIZE = 10

.
3
}

JAVAOO14
Cleess with ondy siaiic members has BoR=private constructor
There is no valug in creating an instance of a type that contains only static
members. To prevent such instanliation, ensure that tvpe has a single, no-argument,

private constructor and no other constructors,

JAVAOQLS
Package class contains public nesied type
Although this usage is legal, the visibility of the outer class limits the nested
type’s visihility to types within the same package. Check that the nested class really

needs this level of visibility.

JAVAOOLG
Abstract elass contadns nop-protected constructor
Constructors 1o an abstract class can only be called from an instantiating subclass.

Marking all constructors protected will help indicate this.

27
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JAVADOL7
Class sicame does not have reguired form
Naming conventions can enhance the readability of code and form part of the
S documented coding standards in many organizations. This rule helps ensure that class
names comply with one’s standards.
Configaration: Enerjy Code Analyzer can be configured for allowsble names.

The default is for the name to begin with a letter followed by letters, digits or underscores.

10 JAVAOOIS
Method name does not have required form
Naming conventions can enhance the readability of code and form part of the
documented coding standards in many organizations. This rule helps ensure that class

method names comply with one’s standards.

IR
Configuration: Enerjy Code Analyzer can be configured for allowable names,
The default is for the name to begin with a letter followed by letters, digits or underscores,
JAVAQ019
20 Interface name doey not have requived forer

Naming conventions can enhance the readability of code and form part of the
documented coding standards in many organizations. This rule allows one to ensure that
interface names comply with one’s standards,

Configuration: Enerjy Code Analyzer can be configured for allowable names.

25 The default is for the name to begin with a letter followed by letters, digits or underscores.

JAVA0O20
Field name does not have requirved form
Naming conventions can enhance the readability of code and torm part of the
30 documented coding standards in many organizations. This rule allows one to ensure that
field names comply with one’s standards. It s common to use a different naming
convention for constant {for example, static final) fields, so they are excluded from this

role. See rule JAVAOO22 - Static final field name does not have required form.
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Configuration: Enerjy Code Analyzer can be configured for allowable names.

The default is for the name to begin with a letter followed by letters, digits or underscores.

JAVAOG21
S Interface method name does mot have required form
Naming conventions can enhance the readability of code and form part of the
documented coding standards in many orgamizations. This rule helps ensure that
interface method names comply with one’s standards.
Configuration: Enerjy Code Analyzer can be configured for allowable names.

10 The defamdt 1s for the name to begin with a letter followed by letters, digits or underscores.

JAVANGZ22
Static final field name does not have reguived forin
Naming conventions can enhance the readability of code and form part of the
158 documented coding standards in many organizations. This rule helps ensure that static
final field names comply with one’s standards.
Configuration: Enerjy Code Analyzer can be configured for allowable names.

The default 1s for the name to begin with a letter followed by letters, digits or underscores.

b
Pt

JAVAO023
Fmpty finalize method
Not only does an empty finahize method serve no purpose, it aciually causes
damage by suppressing finalization of any base classes. 1t is not necessary to provide a
finalize method — but if one does it, one should alwavs end with a call to super finalize(}.

25 Seelava Language Specification 12.6.

JAVAG024
Empry elass
A class with no fields, methods or nested types serves no purpose. I the class 1s
30 being used as a marker, {for example, to indicate that all subclasses have some property)

it should be replaced with an equivalent interface.

28
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JAVA0023
Method override is empity
It 1s unusual for a method override to be empty. Typically, the caller will be

expecting the method to perform some task.

JAVAQ026
Finalize method with parameters
The only way to declare a finalize method is public void finalize() [throws
Throwable]. One can create other finalize methods that take parameters, but they will not
be called automatically by the system, and may confuse anvone reading the code. One

should reserve the name finalize for the real finalize method.

JAVADG2Y
Private method nof usedd
A private method that 1s never used should be removed. It is potentially

confusing for anyone reading the code.

JAVA0030
Private field not used
A private field that is never used should be removed. It is potentially confusing

tor anvone reading the code.

JAVA0031
Case starement pot properly closed

It is a common mistake 1n Java to accidentally allow one case in a switch
statement to fall throngh to the next. This rule ensures that every case ends with one
break, return, throw or continue.  To altow fallthrooagh, one must specifically disable this
rule for the case concerned. It is not necessary to apply this rule to the final caseina
switch statement, though many developers like to in case additional cases are added to
the statement at a later date.

Configuration: Enerjy Code Analyzer can be configured to determine whether

this rule applies to the last case in a switch statement.

30



WO 2009/089294 PCT/US2009/030350

Example:

i Correct
switch (1) {
case 1
5 Syster.out.printin{”One”);
break:;
case 2
System.out. printin{” Two”);
break;
10 §
/{ Incorrect
switch (1) §

case 1
Svstem.out. printin{One”y;
£S /f Forgot a break here - will print “One” and “Two”

fwheniis ]
case 2.
System.out. printin*Two™);

break;
20 }
JAVAQO32
Switch staterment missing defouli
25 It is good practice to include a default case i every switch statement, even if it

contains only a comment or, better, an assertion. This shows that one has considered the

case where none of the earlier conditions hold.

Example:

30 /f Correct
switch (1) {
case 1:

case 2.

default:
{{ can never happen
assert false;

4
)

40 Jf Incorrect
switch (i) |
case 1:

case 2
45
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JAVAO033
Diefaudt: not last case in switch statement
{t 1s conventional for the defalt case to be the last case in a switch statement.

Putting it anywhere else can be confusing for someone reading the code.

Example:
/i Correct
switch (1) 4
case 1
case 2:
default:

/f Incorrect
switch (1} {
case 1:

defauit:

case

—

JAVA0034
Missing braces in if statemeit
It the then or else clause in an it expression consists of a single statement, Java
does not require one to enclose the statement in braces. However, this is a dangerous
practice. If the clause needs to be expanded to multiple statements, 1tis casy fora

maintenance programmer o forget to introduce the braces, which will create g bug.

Example:

For example, although risky, the following 1s correct:

if {condition}
doSomething();

However, the following code does not do what the progranimer intended:

32
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if (condition}
doSomething()
doSomethingElse(};

Because it is equivalent o the following:

i {(condition} {
doSomething():

}

doSomethingElse(),

A maintenance programmer would not have been able to make this mistake if the

original code had been written as follows:

it (condition) {
doSomething(),

L
3

The only time this rule doesn’t apply is when the else clause is tself another if

statement, as follows:

H {conditiont) {
doSomething();

}

else if {condition2) {
doSomethingElse(};

h

JAVAO033
Adissing braces in_for statement
If the body of a for loop consists of a single statement, Java does not require one
to enclose the statement in braces. However, this is a dangerous practice. If the clause
needs to be expanded to multiple statements, it is easy for a maintenance programmer to

forget to introduce the braces, which will create a bug.

Lad
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Example:

For example, although risky, the following code is correct:

forinti=0;1<3; +H)
doSomething(),

However, the following code does not do what the programmer mtended:
formti=10,1<3; +41)

doSomething(),

doSomethingElse(};

Because it is equivalent to;

forimti=0,1<3 ++i) {

doSomething();

kY

H

doSomethingElse(};

A maintenance programmer would not have been able {o make this mistake if the

original code had been written as follows:

for (inti =01 <3 ++) {
doSomething(};

H
3

This rute also detects for loops with an accidentally empty body. For example,

the tollowing code 1s fegal:

forinti=0 1 <3 ++i);
doSomething(),

But it is equivalent to:

e e,

for (inti= 0103 +4)
doSomething();

)
§

This is probably not what the developer intended.

JAVADO30
Missing braces inwhile stdement

1f the body of & while loop consists of a single statement, Java doeg not require

one to enclose the statement in braces. However, this is a dangerous practice. If the

34
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clause needs to be expanded to multiple statements, it is easy for a maintenance

programmer to forget to introduce the braces, which will create a bug.

Example:
5 For example, although risky, the following code 1s correct

while {condifion)
doSomething(};

10 However this code does not do what the programmer mtended:

while (condition)
doSomething();
doSomethingElse(),

15 Because it is equivalent to:

while (condition) {
doSomething(),
9
B
20 doSomethingElse(};

A maintenance programmer would not have been able to make this mistake it the

original code had been written as follows:

28 while {condition) {
doSomething();
.
i

This rule alse detects while loops with an accidentally empty body. For example,

Tad
o

the code is legal:

while {condition);
doSomething();

L
]

But it is equivalent to the following:

while {condition} |}
doSomething();

40 This is probably not what the developer intended.
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JAVA0038
Non-case fabel in switch statement
A non-case label in a switch statement is probably the result of a missing or

mistyped case label,

Example:

i Correct

switch (i} {

case ONE:
10

case TWO:

{ Incorrect

i5 switch (1) |
cascONE: // Forgot the space between ‘case’ and the
i value "ONE'

TWQ: // Forgot the kevword 'case’

20 3
JAVADO39
Break statement with label
25 Labeled break statements are GOTOx by another name. Like GOTQ, they

occasionally lead to clearer code, but usually add no value and should be removed.

JAYAH040

Switch stedement contains N cases fnaximun: M)

30 A switch statement containing too many cases can be difficult to understand. This
rule considers consecutive case labels as a single case, as consecutive labels are typically
used to implement common functionality over a range of values.

Configuration: One can configure the maximum allowed cases per switch
statement.

35
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JAVAQ041
Nested svnchronized block
Nesting synchronized blocks can lead to deadlock unless both blocks are

synchronized on the same object.

Example:

Consider the following example:

Thread A
synchromzed{a

3
synchronized(b) {

Thread B
synchronized (b) §
synchronized (a) {

i nomrme

e ot

Thread A may acquire the lock on a and then vield to thread B, which acquires the

tock on b, Netther thread is then able to continue.

Ewven if ong ensures that one always acquire tocks in the same order, one can still

have problems because wait only unlocks the monitor for the object on which it is called.

1n the next example, if Thread A rons first, the call to bowait() will release the lock on b

but not the lock on a. Thread B is then unable o run to unlock thread A and the

application is deadlocked.

Thread A
synchronized (a) |
synchronized (b {
bowait( )

}

3

$

Thread B
synchronized (a) |
synchronized (b} §
b.notifv ALl

s

3
3
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JAVAQ042
Empty synchrowized statement

An empty synchronized block serves no purpose and can hurt performance.

5 JAVADG43
Inner olass does not use onter class

A nested class that does not use any instance variables or methods from any of s
outer classes can be declared static. This reduces the dependency between the two
classes, which enhances readability and maintenance.

10
Example:

i Correct
class Log {
static class Position {
15 private int line;
private int column;
Posttion{ing line, int column} {
this line = ling;
this column = column;

b3
b

o i

i Incorreet
class Log {
25 # Position never uses the enclosing Log instance,
/1 so 1t should be static
class Position §
private int line;
private int column;
30 Position{int line, int column} |
this line = ling;
this.column = column;

N
i
]
,ﬁ
}

JAVAOO44
Serializable class with no insianee yvariables
It a class has no instance variables, 1t 13 not necessary to declare it seriabizable,
40 evenif one intends subclasses dertved from it to be sertalizable. It is sufficient to provide

& no-argument constructor,

38
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JAVA0043
Sericlizable oloass with anly fransient fields
A class with only transient fields has no state and therefore should not be declared
serializable. If one wants 1o allow subclasses to be senalizable, then it is sufficient to
provide a no-argument constructor. This rule does not apply i a class provides custom

mmplementations of writeObject or readObject.

JAVYAO046
Name of class not derived from Exception exds with ‘Lxcepiion’
Onlv classes that extend javalang Exception should have a name ending with
‘Exception’. This makes it clear to anyone reading the code whether the class is an

exception type or not.

JAVA0047
Sericdizable class derives from invalid base class
A serializable class can only be desernialized 1 1ts superclass is also serializable or
if its superciass has an accessible, no-argument constractor, If neither of these conditions
hold, a NotSerializableException is thrown when one tries to deserialize an object of the

given type.

Example:

H Correct

class Base implements Sertalizable

{

§

/1 Derived can be deserialized hecause Base is
/¢ serializable

class Derived implements Serializable

§
i

S

H)

/ Carrect
class Base

{

public Base() §
h

N

}

{ Dertved can be deserialized because Base has a
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{f no-argument constructor

class Derived implements Sertalizable
1
t

1
/i Incorrect
class Base

§
t

public Base{int 1) {

3
i

/f Drerived cannot be desenalized because Base does not
/ have a no-argument constructor and 1s not

#f serializable

class Derived implements Sertalizable

¢

JAVAGO48
Name of class derived from Exception does not end with "Exception’
1t is couventional for a class that extends javalang Exception to have a name that
ends with Exception. This makes the mtended use of the class clear to anvone reading

the code. Examples include NuliPointerException and BlegalArgumentException.

JAVAQO49
Nested block at depth N (macinmam: A
Deeply nested blocks of code reduce readability and maintainability,
Configuration: Enenjy Code Analyzer can be contigured for the allowable depth.

The default is 5.

JAVAGOS0
{ hass derives from javalang Frror
Exceptions dertved from java lang Error are reserved for situations from which an
ordinary program is not expected to recover; for example, a catastrophic fatlure inside the
IVM, User exception types should derive from javalang Exception. See Java Language

Specification 11.5
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JAVA0051
Class derives from jovalang. Runtime Exception
Exceptions derived from java lang RuntimeException are unchecked exceptions
that are reserved for common fatlures within the java language, such as
S NullPomterException. User exception types should derve from java lang Exception.

See Java Language Specification 11.5.

JAVYAOO52
Class derives from jovalang Throwable
10 Throwable 1s the most generic exception type. User exception types should
derive from java.lang Exception, not java.lang Throwable, See Java Language

Specification 11.5.

JAVAO0S3
15 { Snewed label

A label that is never used should be removed. It is potentially confusing tor

anvone reading the code,

JAVAQ0S4

b
Pt

Inheritance depth N exceeds maximum M

A complex inheritance hierarchy is difficult to understand. This rule only counts

the inheritance depth within one’s source code—it does not include layers of mhertance
inside code librarigs that one is using.
Configuration: Enerjy Code Analyvzer can be configured for the allowable

25 inheritance depth. The defaultis 3.

JAVAOO33
Class should be interface
A class that contains only abstract methods and static final fields is probably
30 better as an interface. Though Java ooly allows a class to have a single superclass, a class
can implement many interfaces. Making this class an interface will provide greater

fexibility.
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JAVAQ056
Unnecessary abstract modifier for inferface or amiation
The abstract modifier on an interface declaration is implicit and should not be

specified in new programs. See Java Language Specification 9.1.1.1,

Example:

i Correct

interface IComparable {

b

 Incorrect

abstract interface Comparable {

JAVADGST
Unnecessary defoult consfructor
Java automatically provides a default public constructor if a class does not
explicitly declare any constructors. If one’s class does not requive instialization, there 1s

no need to provide a constractor,

Example:

# Correct
class TheClass {
// Methods and fields ~ no explicit constructors

.} :
OK

class TheClass {

/f Inttialization required, so provide a construcior
public TheClass{int1) {

—— T

h

/ Incorrect

class TheClass §

// This constructor serves no purpose and can be
¥ removed

public TheClass(y {

L

3
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JAVAQOS8
Constructor calls super()
There 1s no need for a constructor to exphicitly invoke its superclass™ default
constructor, The compiler aptomatically supplies this call. One should only explicitly

call super() when one must pass parameters 1o a superclass’ constructor,

Example:

{f Correct
class Base §

Base() |

et

class Derived {
Derived() {
# Code with no call 1o super()

i i

.«

/i Correct
class Base {
Base(int 1} {

e

class Derived {

Devived{int i} |

A Call 1o super() ok because we need to pass |
super{i);

o,

/ Incorrect
class Base {
Base{) |

s et T

class Derived {
Derived{} {
#f Call 1o super(} not required

super();
)
i
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JAVAQ059
Method everride only calls super()
A method override that only calls its super method is unnecessary and confusing.

The method can be safely removed.

JAVAD661
Inaccessible member in anonyvmones clasy
There is no value in defining any new package, protected or public level members
i an anonymous class because they cannot be accessed. Any new helds or methods

10 added to an anonymous class should be declared private.
Example:
{f Correct

1S node accept (new ASTVisitor(} {
private int count;

N
3
X
20
 Incorrect
node accept (new ASTVistor() {
public int count;
25
)3
30 JAVAG062
Public class missing public member or protected constructor
A public class should have at least one public member or at {east one protected
coustrucior to be useful when instantiated or extended. Consider restricting such classes
to package scope.
35
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JAVAQ063
Fewmifier name should not comtain 'S*
Although it is tegal touse $ 1n a Java identifier it is strongly discouraged. $1is

used internally by Java, particularly when building the names of nested classes. I one

uses this character, one may encounter unexpected name conflicts.

Example:

/ Correct
class TheClass §

1
i

{ Incorrect
class The$Class {
§

§

JAVADG64
N variations of identifier name (meocinon: M)
Java is case sensitive and can easily distinguish between fields called var, VAR,
Var, and vaR, for examople. But using multiple identifiers that differ only 1 case 1s
confusing to most people. By default, this mle detects any type, field, method or variable
name declared in this file that has at least one case-sensitive vartant.
Configuration: Enerjv Code Analyzer can be configured for the number of

allowed variants. The default 15 to not allow any variations.

Example:

# Correct

class TheClass §
private int count,
int getCount() {
refurn count;

13
$
L
H

#f Incorrect

class TheClass §

A ldentitier ‘'count’ used twice - once with ¢,
H once with C

private it count;

it Count() {

return count;

;

}
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JAVA0063
Unnecessary final modifier for method in finad class
Every method in a final class is implicitly final. There 15 no need to explicitly

mark each individual method as final,

5

Example:

i Correct

final class TheClass {

void doSomething(} ¢
10 }

1

i)

f Incorrect

[inal class TheClass {

#f Unnecessary final modifier on method
15 final void doSomething(} {

}

1

i)

JAVAQ066

20 Llmecessary modifier for interface nested type

A nested type in an interface is implicitly public and static. There 1$ no need to

explicitly provide these modifiers.

Example:
23 {f Correct

interface fAnalyzable {

clags Data {

i
30 !

# Incorrect

mterface Analyzable {

public static class Data {
35 }

!

i

JAVAQOLT

40 Arvay descriptor on identifier name

Variable declarations are easier to read if array descriptors (1) are applied to the

variable type rather than the variable name. If the descriptors have been placed with the

46
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name to atlow for multiple declarations on a single line, the declarations should be

rewritten, one per line,

Example:

{ Correct
mt[} counts;
* Incorrect
mi countst |,
r’;’ Incorrect:

int count, coumts{ |

/i Correct:

it count,
wnt]] counts;

JAVAO068
Modifiers nar declared in recopmended order
One should alwayys declare type, field and method modifiers in the same order.
This provides consistency and ensures that key information about the declaration,
particularly the level of access, is readily visible. The recommended orders are:
Type: public protected private abstract static final stricifp
Field: public protected private static final transient volatile

Method: public protected private abstract static final synchronized native strictfp

JAVA0071
Strings compared with ==
In Java the == operator applied to objects returns true only when comparing an
object to iself. Comparing two different objects, even if they have the same value,

always returns false. Use equals(), not == to compare the value of two strings.
Example:
# Correct

i (striName equals{“Object™} {

47
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!

)

/ Incorrect

/i This will always be false

if (striName == “Object”™) {

JAVAOO7T3

Integer division in flocging-poing context

Dividing two integers will result in an integer value. In a floating-point context
such as assignment or as a parameter (o a method, which may resull in unexpected

behavior. Consider casting the operands to float or double,

Example:

#f Correct

float £ = 283¢

float == (float)2 / 3

# Incorrect
floatf=2/3;

float t= (Hoat2 / 3},

JAVAGOTY
Uise of Object notifve)
The use of Object.notityv() can produce a unexpected behavior if multiple threads
are warting for different conditions on the same object. Use Object.notify All() to awaken

all waiting threads, so they each can check their condition,

Example:

# Incorrect

i Thread A
synchronized(obj) {
while {(!bOneCondition} {
tey | obj.wait();

3

i

cateh (InterruptedException e} § }

$

/f Thread B
synchronized{obj) {

while (*bAnotherCondition) |

s
{
i

48
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fry { objwait(}; } catch (InterruptedException e} { }
b

h
{ Thread €

synchronized{obi) {

/f Wrong - if Thread B is awakened by notify(}, it
Hwill immediately begin warting again,

/f Thread A will never be awakened
bOneCondition = trug;

oby notify(),

}

H# Correct

{/{ Threads A and B as above

# Thread C

synchronized{obj) {

# Correct - both Thread A and Thread B will be

/# awakened; Thread A will stop waiting; Thread B
fwill start waiting again since its condifion

/{ has not yet been satistied

bOneCondition = true;

obp.notifv ALY,

i

i

JAVAQO7S
Method parameier hides field
Naming a method parameter the same as a visible field can cause confusion. For
example, one may introduce a bug if one forgets to use “this.” to refer to the field. The
only exception is with constructor and setter methads, where it is conventional 1o use the

name of the private field being set as the name of the parameter.

Example:

/{ Correct

private int value;
void setValue(int value)
this value = value;

3
$

#f Incorrect

private int value;

vend doSomething{int value) {

# Qops, wanted to print the instance variable value,
/f not the parameter

System out.printin(this.value == + value};
N
i
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JAVAQ076
Uise of magic mumber
numerte literals) are replaced with descriptivelv named static final fields. However,

S because small imtegers are common, this rule does not apply to -5 thru §,

Example:

i Correct
private static final int BORDER WIDTH = 7;

void addBorder(} {
width += BORDER_WHITH;

1
i

i Incorrect
13

void addBorder(} |
width += 7,

1
i

20 JAVA0OTT
Private field not used in decloring class
A private field that is not used in its declaring class may actually belong in the
mner or outer class in which it isused. If that is not possible, add accessor methods to

clarify that the field is being maintained only to provide state for another class.

2
¥

Example:

# Carrect

class TheClass §
private HashMap map;
it getMap(} §

i (null == map) |

map = new HashMap({);
§.

retarn map;

5 }
class Inner {

void addToMap{Object key, Object val) {
aetMap() put(key, valy;

Tad
<

L

oy

i e,

40
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# Incorrect
class TheClass {
private HashMap map;
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class Inner {

boolean addToMap{Object key, Object val} |
if (null == map} {

map = new HashMap{),

3
f

inap. put{key, val),

i

mpe’ ot

JAVAGOTS
Floating point valuves compared with - =

In general, computers cannot store or perform floating-point computations with

floating point numbers with complete accuracy due to internal rounding errors. For

example, if a and b are arbitrary Hoating-point numbers, it is usually the case thata /b *

b 1= a. This means that is risky to attempt to compare floating point values for exact

equality. It is a better practice to ensure that numbers are sufficiently close.

Example:

£ Correct

private static final double EPSILON = 0.00001,
private boolean areDoublesEqual(double a, double by §
return Math.abs(a - b) <EPSILON;

h

public boolean compareDoubles(double a, double b} {
return areDoublesEqual(a, b);

/f Incorrect
public beolean compareDoubles{double a, double b} {

refurn a == b,

3
i

JAVADGTY
Use of instance 1o reference static member

Static fields and methods are an attribute of the class, not an instance of the class.

To improve clarity, refer to them using the class name instead of the instance varnable

name,

Example:

4 Correct

class TheClass §
static final int SIZE = 15;
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L3 e

lass Test {
roid printSize() {
sstent.out printind TheClass SIZE);

-
oy

<t

{ Incotrect

class TheClass {
static final int SIZE = 15;

;

class Test §

void primtSize() {

TheClass obj = new TheClass();
System.out. printin{obi. SIZE),

e

}

JAVAQ080
Import declaration naot used
Unused import declarations are redundant code, which may potentially confuse a

MANENANce programmer,

JAVA0081
Boolean ieral in comparison
Avoid explicit comparisons with Boglean literals. Tt 1s better to use well-chosen

varighle and method names.

Example:

{ Correct

if (isMoreToDa(}) {
doMore();

N

¥
A Incormrect

if (GsMoreToDo() == true) {
doMore(),;
1

L4
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JAVAQ082
Urnecessary widening cast
There 1s no need to provide an explicit cast to a superclass or superinterface of the

static type of an object,

S
Example:
i Correct
Object o = new HashMap();
10
/# Incorrect
/f Cast unnecessary -~ the compiler knows that every
/f HashMap is an Object
15 Object o = (Object)new HashMap();
JAVAOGO83
Unnecessary instanceof test
20 An stanceot test against a superclass or superinterface of the static type of an
object 1s unnecessary and should be removed.
Example:
# Incorrect
25 HashMap map;
/f Test unnecessary ~ HashMap implements Map so i is
/ always true
if {map instanceof Map) {
300}

JAVAQ084
Should use compound assignmert operator
Compound assignments are easier to read than the equivalent long form. They are
35 also potentially more efficient because the affected vanable location must only be

computed onge.

Example:

# Carrect
.-;'i 0 a e

L4
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f Incorrect
a=a+1;

JAVAQO8S
b] {ise of sun.™ class

The sun.® classes are not part of the official Java AP and thus may vary between
platforms and JDK releases. For portability, use an equivalent class from the Java APl

wherever possible.

10 JAVADO8T
tise of Thread steept)
Thread sleep() efficiently suspends execution of the current thread, but does not
release momtiors. This may prevent other threads from being able to run. R s better to

use wait)/notify All().

JAYAO089
{ive of restricted package
Some coding standards discourage the use of types from specific packages. This
rile identifies the use of any type contained in a configured list of restricted packages.

20 Configuration: Enerjy Code Analyzer can be configured for a list of restricted
packages by speaitying one package per line. To prevent the use of types from a package
and all of its subpackages, append “.*7 to the package name. Otherwise, types in
subpackages of the specified package will not be identified by this rule. For example, if

one specifies java.util and java.awt. ™ when configuring Enerjy Code Analyzer, this rule

)
¥y

will identify java.util. ArrayList, but not java.atil. arrays. ArrayList. However, all types in

java.awt and its subpackages will be identified.

JAVAO0R
{ise of restricted type
30 Some coding standards discourage the use of specific types. This rule will
wdentify the use of any configured restricted types.
Configuration: Encrjy Code Analyzer can be configured for a tist of restricted

types by specifying one fully qualitied type per line.

L4
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JAVAQ093
Redundant assigrment
Assigning a variable to itself serves no purpose. This useally signifies an esvor
where a qualifier has been omitted from one side of the assignment. A particolarly
S common case 1S in constructors and setter methods, where it is conventional to use the

same name for the method parameter and the private field being assigned.

Example:

# Cosrect

10 class TheClass {
private int value;
TheClass(int value) §
this. value = value;
h

[l
¥4
g s

i Incorrect

class TheClass {

private int value;

TheClass(int value) {

20 # Forgot 'this.” on the first value - redundant

/f asstignment and this. value remains uninitialized
value = value;
i
:
h
25
JAVAD094
Field hides a superciass field
It is potentially confusing to create a field in a class that has the same name as a
visible field in a superclass.
30

JAVA009S
Uniniticdized privare fiekd
In Java it is easy to forget that private helds are references to objects that must be
created before they are used. This rule detects private fields that are read but are never

35 assigned to within a clags.

Example:

i Correct
class TheClass {

40 private HashMap map = new HashMap{);
void addEntry{Obiect kev, Object value) {
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map.put{key, value),

b

h

# Incorrect

class TheClass {

private HashMap map;

void addEntry(Object key, Object value) {
/f map has never been inttialized, so the next
# hine will throw a NullPointerException
map.put(key, value};

1
i

}

JAVA0096
Field in nested class hides outer field
It is potentially confusing to create a field in a nested class that has the same name

as g visible field in an outer class,

JAVA0098
Minimize use of implicit field initializers
Java implicitly initializes all fields to default values. However, code can be made
clearer if one exphicitly inttiahizes ali fields to appropriate values, even when those values
are the same as the defaults. This rule is only reported if a class has two or more non-

private and non-final fields, none of which have inttializers,

Example:

/{ Correct

class TheClass(} {
it count = 0,

int total = O

§

i Incorrect

class TheClass() {
int count;

int total;

gL
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JAVAQ100
{lass contains N non=finad fields tmoximum: Ad)
A class with a large number of non~final fields may be difficult to understand.
Configuration: Enerjy Code Analyzer can be configured for the number of

allowable non-final fields. The default is §.

JAvVaotol
{/nnecessary modifier for field v inferfoce
Every field in an interface 15 implicitly public, static and final, There 13 no need

to explicitly specify these modifiers.

Example:

# Correct
interface IAnalyzable {
int MODE = [

13
3

/f Incorrect

interface IAnalyzable §

public static final int MODE = [;
}

JAVAQ102
Last srtement i fincdize() not seper finclize()

Every finalize method should end with a call to super finalize(} to ensure that the
base type is properly finalized. This is good practice even for classes that inhertt divectly
from javalang Object because inheritance hierarchigs change over time and it is easy to
forget to return to the finalize() method to add this statement. See Java Language

Specification 12.6.

JAVAO103
Explicit eadl to finalize()
Explicit invocation of an object’s finalize() method does not change ifs finalized
state as far as the Java Virtual Machine (JVM) is concerned. The finalize() method will
be called again once the object 1s no longer reachable. See Java Language Specification

12.6.1.



i

o]
LN

LV
o

40

WO 2009/089294 PCT/US2009/030350

JAVAQI04
Finadize() only calls super finalize{)
A finalize method that only calls super finalize(} 1s unnecessary and can be

removed.

Example:

4 Correct

class TheClass {
/{ Incorrect
class TheClass §

public void finalize() throws Throwable {

super.finalize();
4

3
L
3

JAVAO103
Duplicate import declaration
A duplicate import statement serves no purpose and should be removed. These
duplicates are often created as code evolves and a maintenance programmer fails to
notice that a type or package has already been unported. This is especially hikely if
tmport statements are not matntained in sorted order (see rule JAVAO00S - Imports not i
specified order). It 13 not an ervor to import both a package and specific type within that

package because this 1s sometimes necessary to resolve ambiguity.

Example:

# Correct

import java util *;

import mypackage. *; // assume mvpackage contains a type
i called List

import java.util. List; /7 ok - List means

# javautil. List, not mypackage List

{ Incorrect

wmport java.util *;

import mypackage.™;

# lots of other imports

i

/f duplicate import
umport java.util¥;

L4
o s 1
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JAVAQ106
Unnecessary impart from curremt package
Other types in the same package are automatically available. There s no need to
explicitly import them. An on-demand import from the current package is 1ignored. (See

Java Language Specification 7.3.2) A single-type maport is allowed but serves no

purpose. {See Java Language Specification 7.3.1)

Example:

f Incorrect

package coni.enerjy;

{// unnecessary import from current package
import com.eneny. ¥,

# Incorrect

package com. enexjy;

/f unnecessary import from current package
import cont.enerjv. Analvzer;

JAVAO108
Incarrect javadoc: no Wparam tag for parameter’
Documentation comments (javadoc) should contain an (@param tag for every
method parameter, 1o explain the purpose of the parameter and any restrictions on inpat

values, This rufe will not check for method overrides.

Example:

i Correct

[6¥

¥ Registers the text to display m a tool tip.

* The text displavs when the cursor lingers over
* the component.

¥ @@param text The string to display. If the text
* is null, the tool tip is mmed off for this

* component.

%7

i

public void setTool TipText(String text)
In the following code, there is no documentation for a text parameter.

#{ Incorrect

FE3

* Registers the text to display in a tool tip.
* The text displays when the cursor lingers over
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* the component.

B
¢

public void setTool TipText(String text)

JAVAGLIOY
Incorrect javadoe: no parameter parameter’

A parameter is described in an @param tag in a documentation comment, but no

such parameter exists. This usually happens when a parameter 1s removed from a method

but the corresponding comment is not updated. The documentation comment should be
updated.

Example:

 Corract

few

bui the

* Registers the text to display in a tool tip.

* The text displavs when the cursor Hingers over
* the component.

* @param text The string to display. If the text
# 18 null, the tool tip is turmned off for this

* component.

* {param textColor The color for the text, taken
* from the TextColors enumeration.

LRI

public void setTool TipText(String text, int textColor)

In the following code, the textColor parameter has been removed from the method,

comment remains.

# Incorrect

fEa

* Registers the text to display in a tool tip.

¥ The text displavs when the cursor lingers over
* the component.

* {@param text The string to display. If the text
* 15 null, the 1ool tip is tumed off for this

* component.

* eparam textColor The color for the text, taken
* from the TextColors enumeration.

2
F

public void setTool TipText(String text}
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JAVAOQLLO
Icorrect javadoe: noidrefurn fag

Documentation comments (Javadoc) should contain an @return tag for every non-

vord method describing the return value, This rule will not check for method overrides.

Example:
# Correct
fu

¥ Returns the number of words read so far.

* @eveturn The number of words read,
¢

public int getReadWords()
There is no (@return tag in the following code.

/ Incorrect

¥ Returns the number of words read so far,
% !1‘

public int getReadWords(}

JAVAOLLL

Incorrect jrvedoe: Gayerurn tag for void method

A return value is described in the @retum tag of documentation comment

(javadoc) for a void method or constructor; but such methods cannot have return values.

The documentation comment should be updated.

Example:

# Correct

* Registers the text to display in a tool tip.

* The text displays when the cursor lingers over
* the component.

¥ {@param text The string to display.

* 1t the text is null, the tool tip s turned off

* for this component.

* Gureturn The previous tooltip text.

*7

public String setTool TipText{String text)

In the following code, the void method does not have a return value.
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f Incorrect

ITE
* Registers the text to display in a tool tip.
* The text displays when the cursor Hingers over
3 * the component.
* @uparam text The string to display.
* If the text 1s null, the tool tip 13 turned off
* for this component.
* @return The previous tooltip text.
10 *f
public void setTool TipText(String text)

JAVAOQLI2
15 Ineorrect javadoc: no exception ‘exception’ in throws
An exception 18 described in an {@exception or dithrows tag (the two are
syponymous) in a documentation conument; but the exception is not specified in the
method’s throws clause. This usually happens when an exception is removed from a
method but the corresponding comment is not updated. The documentation comment
20 should be updated.
Note: This rule applies to checked exceptions only. It is common to document
unchecked exceptions that a method explicitly throws, but it is constdered bad stvle to

mclude those unchecked exceptions in the throws clause.

25 Example: In the following code, illegal Argument¥ixception is an unchecked
exception and can appear in the doc without being listed 1 the throws clause.
#f Correct
Jh
30 * Reads the specified number of characters from
* the input strear
P
¥

e

{@throws java.io. JOException Reading the input

* gstream faded.
%/

‘ad
T

public void read{luputSiream 11, int charsToRead) throws I0Exception

In the following code, java.text ParseException is a checked exception that is not

40 listed i the throws clause; so the doc ts wrong.
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{f Incorrect

jRE

* Reads the specified sumber of characters from
* the inpuwt stream

* @othrows javaio IOException Reading the tnput

stream farled.

farthrows java lang JHegal ArgumentException

¥ :."

public void read(InputStream 1n, int charsToRead) throws HOExeeption
 Incorrect

I

W

%

* Reads the specified number of characters from

* the input stream

ke

*

@@throws java.io. JOException Reading the input
* stream failed.

¥ {@throws java.text ParseException
®/

public void read{TuputSiream in, int charsToRead) throws IOException

JAVAOLL3

ITncorrect javadoc: no (@author tag

The documentation comment (Javadoce) for a class or interface does not contain an

{author tag.

Example:

# Correct

fEa

* An Attr object defines an attribute as a namefvalue
* patr, where the name 15 a String and the value an

* arbitrary Object.

* {@author Plato

¢

There 1s no {@author tag 1 the following code.

{f Incorrect

!r' EE

¥ An Attr object defines ap attribute as 3 name/value
* pair, where the name is a String and the value an

* arbitrary Object,

%/
¥
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JAVAOLL4

Incorrect jovadoc: no @version g

The docomentation comment {(javadoc) for a class or interface does not contain an

{@version tag.

Example:

i Correct

]

P

* An Attr object defines an atiribute as a name/value
* pair, where the name is a String and the value an

* arbitrary Object.

* @version 1.1

¥7

There is no @version tag in the following code.

#f Incorrect

* An Attr object defines an atiribute as a name/value
* pair, where the name is a String and the value an

¥ arbitrary Object.

W

JAVAOLIS
tncorrect javadoc: no aithrows ar Gexception lag for ‘exception’

Documentation comments {(javadoc) should contain an @exception or @uithrows
} L i £

tag {the two are synonymous) for every exception that the method is declared to throw.

This rule will not check for method overrides.

Example:

{f Correct

.‘.*'3553}5

¥ Reads the specified number of characters from the
¥ Input stream

&

{c@throws java.to I0Exception Reading the input

N
o

*
* stream fatled.
R ;‘

public void read{InputStream in, int charsToRead) throws IOException
There is no @throws tag in the following code.
# Incorrect
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* Reads the specified number of characters from

* the input stream

sk

public void read{TuputSiream in, int charsToRead) throws I0Exception

JAVAOLLG
Missing javadoc: field field’
One should provide documentation comments (Javadoc) for all fields in a type.
Configuration: Eneryy Code Analyzer can be configured 1o specify that javadoe
1s only required for fields with certain access levels. For example, public fields only.
However, consider documenting all fields so that one can use javadoc to generate internal

documentation, not just documentation for external users of one’s class.

i

b3
b

Example:
{f Correct

PR
SR

* The number of words read so far
*f

private int readWords = 0;

# Tncorrect

private int readWords = (i

JAVAOLL7
Missing javadoc: method ‘method’
Documentation comments {javadoc) should be provided for all methods in a type.

Configuration: Enerjy Code Analyzer can be configured to speeity that javadoc

‘ad

is only required for methods with certain access fevels. For example, public methods
only. However, consider documenting alt methods so that one can use javadoc to

generate internal documentation, not just documentation for external users of one’s class.

Example:
i Corvect
,‘* E3

* Returns the number of words read so far

%

6S
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%

private int getReadWords() {

¥

H Incorrect

private int getReadWords() {

et

JAVAO118
Adissing javadoc: type ype’
Documentation comments (javadoc) for all classes and interfaces should be
provided.
Configuration: Enerjy Code Analyzer can be configured to specity that javadoc
is only required for types with certain access levels. For example, public types only.
However, consider documenting all tvpes so that one can use javadoc to generate internal

documentation, not just documentation for external users of one’s class,

Example:
# Correct

L

® A position object maintains information about the location where
* an error occurred.

R

*;’

private class Position {
13

3

/ Incorrect

private class Position {

G

JAVAGIIY
Control variable changed within body of for loop
Variables used in the conditional expression of a for loop should only be modified
11 the update expression of that for loop. Changing the value of these vanables within

the bodv of the for loop can adversely affect maintenance and readability of code.
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lnstead, move statements that update the value to the update expression of the for foop or

change the loop to a while loop.

JAVAOI23
Use all three componeris af jor fuop
If one is not using the initialization, test and update parts of a for loop, & while

toop is probably more appropriate.

Example:

i Correct

/f All three parts used
for(imti=0,1<3;++){
}

{FCorrect

while (1 < 3} {

i

N

3

# Incorrect

The while foop above is clearer

for { ;1 <<3;++){
§

JAVAOI2S
Continue statement with label
Labeled continue statements are GOTOs by another name. Like with GOTO,

they occasionally lead to clearer code, but usually add no value and should be removed.

JAVAO126
Method declares unchecked exception in throws
A method or coustructor’s throws clause should list only the checked exceptions
that the method can throw. It is good practice to document unchecked exceptions that the
method explicitly throws (see rule JAVAQ112 -~ Incorrect javadoc: no exception

‘exception’ i throws), but these exceptions should not be listed in the throws clause.
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Megal ArgumentException is an unchecked exception and should appear in the

doc without being Histed in the throws clause.

i Correct

%

Reads the specified number of characters from the
* input stream
#

e

k3

@ethrows java.io. JOException Reading the input

k3

* stream Tailed.
E

(@throws java.lang Hlegal ArcumentException
charsToRead is negative

* or supplied mnputstream

* is invalid

¥

public void read{InputStream in, int charsToRead) throws I0Exception

Hegal ArgumentException 15 an unchecked exception and should not appear in the

throws clause.

/i Incorrect

PR
i

* Reads the specified number of characters from the

=

" input stream

e

%

*{wthrows javaio JOException Reading the input stream
failed.

{ithrows javalang Hlegal ArgumentException
charsToRead 1s negative

* or supplied inputstream

* s invalid
%/

L -3

%

public void read{InputStream 1n, 1nt charsToRead)
throws [OException, Hegal ArgumentException

JAVAO128

FPublic constructor in nan-public class

There 1s no value in providing a public constructor because a non-public class

cannot be instantiated outside the package in which it 1s detined. Reduce the access of

the constructor o match that of the class itself,
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Example:

i Correct
public class TheClass {
public TheClass(} {

S i
v
# Correct
class TheClass {
TheClass() {
10 }
h
1 Incorrect
class TheClass {
#f Public constructor in non-public class.
s public TheClass(} {
$
b
JAVANI30
20 Non-static method does not use instance flelds
A method that does not use any instance fields can be declared static. This makes
the method more useful since it is not necessary 1o have an object instance available
order to call 1t
25 Example:
# Correct
class TheClass ¢
private int cost;
30 public int getCost(} {
refirn cost;
$
h
# Incorrect
35 class TheClass {
/f This method should be static since it doesn't
/use any instance variables
public int getCost{) {
return 37,
40 }

}
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JAVAD131
Compattible method does nor override base
A method only overrides a simifatdy named method in a superclass if it takes
exactly the same parameters, if the parameters are cornpatible but not identical, the
method s not overndden. This rule detects such near-overrides because they are ofien
mtended to be genuine overrides. Consider changing the parameters to make the method
a genuine override or changing the method name to prevent contusion with the superclass

method.

Example:

The following code shows a correct override of Object.equals().

i Correct

class TheClass {

public boolean equals{Object 0} {

\

i

}

In the following code, method does not overnide Object.equals().

# Incorrect

class TheClass {

public boolean equals{TheClass o) |

}

JAVAO0132
Method overload with compatible signature

This rule identifies methods that have the same name and compatible arguments,
such as two methods where one takes a String and the other an Object. While the Java
tanguage permiis methods declared this way, i can be contusing. Consider a single
method that takes a common ancestor, or changing the method names to be more

descriptive,

Example:

#f Correct

public class TheClass §
void process{Object obj) |
if (obj instanceot String} {

-3
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St .

/ Incorrect
public class TheClass {

5 vord process{Object obj) {
} |
void process{Siring oby) §
10 }
3
]
JAVADLI3Z3
Nowesyachrowized method overvides synehironized method
i5 A synchronized modifier is viewed as an implementation detail and is not

inherited. Check to see it one’s method override should also be synchronized.

Example:

ff Correct
20 class Base {
private HashMap map = new HashMap();
public synchronized void addValue(Object key, Object valne) §
map.put(key, value};
28 !
class Derived extends Base |
public synchronized void addValue(Object key, Object value) |
map.put(key, value);
doSomethingElse(};

30 }
1
i)
/f Incorrect
class Base {
private HashMap map = new HashMap{(),
35 public synchromzed void addValue(Object key, Object value) {

map.put{key, value),

}

$
class Derived extends Base {

40 # Method not synchronized so map is vuloerable to
{f corruption by another thread
public void addValue{Object key, Object value) |
map. put(key, value);
doSomethingElse();

45 3

]
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JAVAQL3S
Onlv one af Ohject.equals and Ohject hashi ode defined: missing ‘method’
For hashtables to work correctly, it is essential that two equal objects have the
same hashCode, This is true of the default implementation of equals() and hashCode()
S that are provided by javalang Object. But if one overrides one of these methods, one

must usually override the other in order to maintain this condition,

Example:

H Correct
10 class TheClass(} {
private String name,
public boolean equals{Object 0) {
if (o.getClass() t= this.getClass()) §
return false:
15 4
TheClass other = (TheClasso;
return this name equals(other name);

3

¥

public int bashCode{) {
20 return name hashCode(),

§.

:

1]

{ Incorrect
class TheClass() {

28 private String name;
public boolean equals{Object 0} {
if (o.getClass() b= this getClass()) {
return false;

1

i)
30 TheClass other = {TheClass)o;

return this.name.equals{other name);

$

h
35 This class won't work as a key in a HashMap because two different objects with

the same name will have different hashCodes,
JAVAOG136
N methods defined In class (moxinngn: M)

40 A class or interface that defines too many methods can be ditficalt to understand.

Configuration: Everjy Code Analyzer can be configured for the allowable

number of methods. The default 1s 20.

~3
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JAVAQL37
Nop-abstract cless missing constructor
A non-abstract class should provide a coustructor that ensures all fields are
S initialized to appropnate values before the object 1s used. Java does provide default
values for all fields, bat it is considered a bad practice to rely on them. This rule does not
apply when explicit imitializers are provided for all fields.
Example:

H Correct
10 class TheClass(} {
/ Methods only. No instance fields so no
/ constructor required
|
f# Correct
15 class TheClass(} {
private int count =
{ Methods only. All instance fields are initialized
/ s0 o constructor 1s reguired
}
20 # Incorrect
class TheClass(} {
private int count;
#f Methods only. The field ‘count’ 1s not explicitly
/f initialized, so a constructor is required
25 !

JAVAO138
N parameiers defined for method (maximum: M)
A method that takes too many parameters can be difficult to understand.
30 One solution is to package some of the parameters into a single object and pass the object

a8 & parameter.

Configuration: Enerjy Code Analyzer can be configured for the allowable
nuntbher of parameters. The defaultis 5,

Example:

35 i Correct
class Event {
it type;
String name;
Date time;
40 int flags;
Point mousePosition;

R
3
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class TheClass {

void processEvent{Event evi) {

I3

}

# Incorrect

class TheClass {

void processEvent{int type, String name, Date time, int flags,
mt mouseX, int mouseY) {

-

JAVA0139
Liefinition of main other than public static void mainijave long String{ [}

The Java runtime looks for a method with the signature public static void
main{String[ 1} when it launches a Java class. The name main should be reserved for this
method only.

Example:

i Correct

class TheClass {

public static vord mam{Stringl | args) |
System.out. printin*Hello, world™};

i
4
b
# Incorrect
class TheClass {

/i Not a ‘'maiy’ method - no String{] parameter
sublic static vord mam{) §

system.out. prntindHello, world™ ),

i

et eeme TN MUY

JAVAOL4]
{nmecessary modifier for method in interface
Every method in an interface is implicitly abstract and public. There is no nged to
provide these modifiers.
Example:

H Correct

interface IAnalyzable {
int getMode();

}

f Incorreet

interface IAnalyzable {
public abstract getMode();

4
3
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JAVAOLI43
Svuchronized method

Some developers avoid syachronized methods, preferring to use synchronized
statements. This avords complications like the non-inheritance of the synchronized
madifier (see rule JAVAQ133 - Non-syachronized method overrides syachronized
method). It also allows finer control over the choice of object to synchronize on,
potentially resulting in improved concurrency.

Example:

i Correct

class Base {

private HashMap map = new HashMap();

public void addValue(Object key, Object value} {
synchronized{map} {

map.put(key, value),

-{,
3
9
B
/i Incorrect

class Base {

private HashMap map = new HashMap(};

public synchronized void addValue{Object key, Object value) {
map.put{key, valae),

h

k3

3

JAVAOL44
Line exceeds moximum A characters
Long lines are difficult to read and may not print well.
Configuration: Enerjy Code Analyzer can be configured for the allowable line

tength, The default is 132,

JAVAOI43
Tab character used i source file
Tab characters are undesirable in source files because different editors interpret
them i different ways and use different defanlt tab widths. It is preferable to use spaces

instead of tabg 1o format source code to ensure that the code looks good in any editor.

~~3
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JAVAOQLS0
Javalang Error for subclass) thrown

Exceptions that are represented by the subclasses of class java. lang Error are

thrown due to a failure 1n or of the virtual machine. User code should not throw
S exceptions of this type. The only exception is that one 1s allowed to rethrow a

java lang ThreadDeath exception that one has just caught. See Java Language
Specitication 8.4.6.

Example:

H Correct
10 try {

-
i)
catch (ThreadDeath e) {

is throw e;

L
$

 Incorrect

throw new QutOfMemoryError();

JAVAOI33
Inefficient corversion of integer 1o string
Using new Integer(int).toSiring() 1o convert int values to String values creates a

25 temporary Integer object and is inefficient. Use String parselnt(int) 1nstead.

JAVAOIRY
Inefficient conversion of string 1o infeger

Using Integer valueOf(String). intValue() to convert String values to int values

30 creates a temporary Integer object and is inefficient. It is preferable to instead use
Integer parselni(java.fang String).
JAVAOIG0
Method does not throw specified exception
3S The throws clause of a method should list only those checked exceptions that can

be thrown from that method. This rule identifies exceptions that are specified in the

method declaration but are not explhicitly thrown by itself or other methods it calls,

-3
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JAVAQI6]
Conditional wait{() nof in loop
Another thread may negate the wait condition while this thread competes to
reacquire the lock. Use a while foop to toree a check of the watt condition after the lock

S s acquired.

JAVADI63
Empty stedfement
Semicolons immediately following an it for, or while statement are easily missed
10 and represent an empty statement for the condition or loop. I an empty statement is

required, use curly braces and a comment to identify intent.

JAVAD163
Conflicting returs statement i finally block
15 Code in a finally block is alwavs executed. A return statement in a finally black
will always override any return statement in a try or catch block. This is unlikely o be
the desired behavior. The following code always returns true because the return
statement 1 the finally block overrides the retumn statement i the try block.
Example:
20 # Correct

try {

while (t <3} {
if (problemsFound) {

break;

3
i

2
¥

g wepme

30 finally {

return true;
/f Incorrect
35 try {

while (i <3} {
if (problemsFound} {
refurn false;

40 H

3
~i
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t
3
finally {
) retarn frue;
3
f
JAVADLG6
Creperic exception caught
10 The four exception types-—javalang Throwable, java lang Exeeption,

java lang Runtimelxception and java.lang Error-—are generic. Unless one 15 trving to
prevent exceptions from escaping from a block of code, it 1s dangerous o catch one of
these tvpes because one may accidentally be handling an exception of a type that one had
not anticipated. 1t 18 safer to identify the individual types that can occur and handle them

15 individually.

Example:
#f Correct
try {
20
§
catch (NullPointerException ¢} §
8
25 catch (IndexOutQfBounds e} {
§
# Incorrect
try {
30
teateh (RuntimeException ¢) §
$
35 JAVAOG167

ThreadDeaih nof rethrown
A Javalang ThreadDeath exception is thrown when a thread is ternunated using
the deprecated Thread stop() method. H one catches this exception in the target thread
and does not rethrow it, the thread will not terminate. One should rewrite the code so that

40 it does not use Thread stop(} and ThreadDeath.

-3
o s 1
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JAVAQLIGY
Urnecessary cafch block: exception exception’
A caich block that simply rethrows the caught exception is not necessary and can

be removed. The only exception o this rule is if one has a later catch block that would

also catch the exception and one wants to prevent a particular exception from reaching
that block.

Example:

{# Correct

wy {

)

f

i we wamnt to propagate NullPointerExceptions to the
{f caller

catch (NullPointerException ) {
throw e

3

¥

/7 all other exceptions get the default haudling
cateh (Runtimelbixeeption e} {

# Default handling for runfime exceptions
N

3

f Incorrect

try {

;

#f No need for this catch block
catch (NullPointerException ¢) |
throw e;

1
f

JAVAOLTO
{aught exception not derived from java lang Exception
Esceptions that are represented by the subclasses of class java lang Ervor are
thrown due to a faiture in or of the virtual machine. Unless one knows exactly what one
is doing, it is dangerous to try and handle these. Usually, one should only handle

exceptions that derive from java lang Exception.
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JAVAOLT1
{imsed focal variahle

A local varable that is unused is potentially confusing and should be removed.

They usually arise when code is modified, making the varnable no longer necessary; but

the initial declaration 1s not removed. In the following code, the variable § 1s unused.

Example:

/{ Correct

;{ N

mty=8

for{inti=0 ¢85 ++1) {

o

et s

——

¢ Incorrect

{

int = 0;
for{mti=0,;1<5;++)3{

#f Other code, not referencing §

DI

JAVAO0173
Unused method parameier

A method parameter that 1s unused s potentially confusing and should be

removed. This rule does not apply it the method 18 an override, because the method
signature is determined by the superclass or superinterface. In this case, the paramseter

cannot be removed.

Example:

ff Correct

class Base {

void daSomething(String faiiMessage) {

# Do something, printing faiiMessage if it goes
WIONgE

i
)
i
i

case Derived {
void doSomething{String faiiMessage) {
/1 o something that can't go wrong. We never need

i
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i failMessage, but we can't remove it because
// then we won't overnide doSomething() in Base

g i

JAVAOLT4
Assigned tocal variable never used
An assignment to a local variable that is never subsequently used is unnecessary
and potentially confusing. This rule only applies if there is no possible code path that
10 uses the variable—the value does not have {o be used on every code path. This rule also
excludes mitializers, because a local variable that is initialized and then never used is

detected by rule JAVAOTTT - Unused local vanable.

Example:
/i Carrect
is it i
i S 3"
(<34
# do something involving i
v
20 else §
{{ do something not involving 1
}
JAVAGITS
25 Successive assignment fo variable
An assignment 1o a local variable that is followed by another assignment 18
unnecessary and potentially confusing. This rule only applies if all possible code paths
write to the variable without first reading 11, This rule also excludes initializers because it
is good practice to always initialize local variables to simple defaunlt values even if those
30 values will all be overwritten at some point. In the following code, the second
assignment 1o 1 is conditional and might not be executed. In the following code,
initializers are excluded. In the following code, the 1 = { assignment is never used and
should be removed.
Example:
35 # Correct
it 1,
1=k
(< 3) ¢
=1
40 3
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System.out.printingi);
# Correct
mnti= 0

}

# Incorrect

inti;

1=

# other code not using i

JAYAO1T6
Locad variable noone does not have required form
Naming conventions can enhance the readability of code and form part of the
documented coding standards in many organizations. This rule helps ensure that local
variable names comply with one’s standards.
Configuration: Enerjy Code Analyzer can be contigured for allowable names.

The default is for the name to begin with a letter followed by letters, digits or underscores.

JAVAOL77
Fariable declaration missing injtializer
It is good praciice to provide nutializers for all focal variables.

in the following code, there is no initializer for 1.

Example:

#f Correct

void doSomething(} §
inti=0;
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f Incorrect
votd doSomething() {
int i

———r

JAVAOLTY
Local variahle hideys visible field
It is potentially contusing for a local varnable to have the same name as a visible
field. For example, it 13 easy to mtroduce a bug by forgetting to use this. to refer to the
field.
Example:

/ Incorrect

private int value;
void doSomething(} §
int value = ()

/f Qops, wanted to print the instance variable value,
/f not the local variable

System.out printin{“this.value == % + value);
}
JAVA0233

Definition of serialVersionUID other than privaie static final long sertaldVersionliiY
Sun’s Java 5.0 API documentation states, "It is also strongly advised that explicit
serial VersionUTD declarations use the private modifier where possible, because such
declarations apply only to the immediately declaring class - serial VersionUID fields are

not useful as inherited members.” This rule only applies if the class is serializable.

JAVAG234
Class is serializable hut does not define seriallersionliHD

A class that is serializable should define a serial VersiontU1D,

JAVAO233
Class defines serialVersionUID but does not implement Serializable
While sertal VersionlUlD is not a reserved word, 1t 18 customary to use this

variable for classes that implement the serializable mterface.
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JAVA0236
Attempt o clone arr object which does nor implement Cloneable
This should cause a CloneNotSapportedExeeption to be thrown, because the

object’s class does not support the cloneable inferface.

JAVA0237
(lasy implemernts Cloneable but does not have public clone method
Sun's Java decumentation on Cloneable states, "By convention, classes that
mmplement this interface should override Object.clone() (which 1s protected) with a public

10 method. See Object.clone() for details on overriding this method.”

JAVANZIS
Clone method does not call super.clone()
Sun’s Java documentation on Object.clone() states, "By convention, the returned

18 object should be obtained by calling super.clone.™

JAVAO239
Class declares ‘reqddQbject or 'writeQbject” but does nat implement Serializable
Classes that require special handling during the serialization and deserialization
20 process must implement special methods with these exact signatures:
private void writeObject{(java io. ObjectOutputStream out) throws I0Exception;
private void readObject{java.io. ObjectlnputSiream 11} throws 10Exception,
ClassNotFoundException;

Classes that do not implement Sernializable should not include these methods.

[
(¥

JAVAO240
Sericlizable clays which declares readObject or writeCObject but not both
The writeObject method is respousible for writing the state of the object for itg
particular class, so that the corresponding readObject method can restore it. A

30 Serializable class that has a readObject method should also have a writeObject method.
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JAVA024]1
readObject’ or writeObject’ should be declared private in Sericlizable class
Classes that require special handling during the serialization and deserialization
process must implement spectal methods with these exact signatures:
S private void writeObject(java.to ObjectOutputStream out) throws 1OException;
private void readObject{java.io ObjectinputSiream in) throws I0Exception,
ClassNotFoundException;

These methods private should be declared private.

10 JAVA0242
Transient field in non-Serializable class
The transient keyword is used to denote nonserializable fields, so 1t 1s unnecessary

for classes that do not implement the Serializable imterface.

15 JAVA0243
readRexolve’ or writeReplavce” should be declared private or protected
The readResolve and writeReplace methods are called by the serialization systen,

and should not be accessible in any other context.

20 JAYAG244
Field or method name in subclass differs ondy by case from inherited field or method
1t is potentially contusing for a method or field name {o differ from thatin a
superclass or interface only by capitalization. In many cases, this is a typographical

error; in all other cases it is confusing code.

2
(¥

Example: When overriding the junit framework. TestCase.tearDown(}; method 1n

a subclass.

class MyClass extends junit framework TestCase {
# Incorrect

# The following is not an override
30 protected void teardown(} { }

ff Carrect

ff This is an overnde

protected void tearDown{} { }

4
3

T
(¥4

85
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JAVAO245
JUnit TestCase with non-trivial constructor
Inittalization logic for a JUnit TestCase should be in the setUp() method rather

than i the constructor,

5
JAVAO246
FUnit assert XXX statement missing message parameter
The message parameter is displayed when an assert fails. Pass in a message to
make one’s test more informative,
10
JAVAD247
JUnit setlip) and ‘fearDown() should codl super method
This rule ensures that when one subclasses a TestCase, the superclass(es) will be
properly initialized.
i
JAVAO0248
JUnit method 'setlip” or ‘tearDown' with incorrect signature
These methods must override the ones in the junit framework TestCase class, or
they will not be called by the JUnit framework.
20
JAVAD249
JUnit TesrCase suite)” should be declared static
JUnit provides different test runners that can run a test suite and collect the resulis.
A test runner either expects a static method suite as the entry point to get a test to run or it
25 wall extract the suite automatically.

JAVAO230
JUnit TestCase declares test XXX method with incorrect sigrature
The JUnit framework uses reflection to implement runTest. It dynarically finds
30 and mvokes a method based on a simple convention that test methods that begin with the
prefix test and take no arguments. I a method in a TestCase does not exactly follow this

convention, the test will not be executed.
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JAVAO2S]
Lise "’ for line breaks in privafformat for platform independence
As of 5.0, Java has a string formatting facility similar to printfin €. One of the
format codes s “%n”, which lets one to specify a line break without worrying about
platform differences. If one uses ™ or "Y' in a format string, it 1s suggested that one

use “Yan’ instead.

JAVAN2S2
‘enunt’ 1s a Jave 1.3 reserved word
To avoid issues when migrating to Java 3.0, avoid the word “enwm™ as it 1s a Java

5.0 reserved word.

JAVAG2S3
Nt all epm constants consisned in switch statement
As of Java 5.0, one can make a switchfcase statement using an Enunerated type.
This rule fires if the switch statement does not consume all of the constants declared in
the enum. This rule does not fire if one has a default case in one’s switch statement,

because 1t will consume any constants not handled elsewhere.

Example:

public enum Command {
CMD_QUIT,

CMD HELP TWQ,

CMID RUN;

i

g;}ub‘iic void doCmd (Command cmd) §
switch(arg) §

‘hfeak;
case CMD HELR:

break;
HCMD_RUN not consumed
L

B
%
}
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JAVAQ254
Lixe enhanced for Inop construct instead of Herator
The Java 5.0 enhanced for loop should be used instead of an Herator when one
wants to iteraie over all of the elements of a Collection. One cannot use this if one needs
access to the iterator within the body of the loop (for example, 1f one needs to call

Hterator remove()).

Example:

# Old {foop

Iterator iter = strnings iterator(}:
while (iter hasNext()) {

String item = {String)iter. next():;
System.ont printin(item);

B

/f New loop

for (String item | strings) §
System out. printin{item);

[

JAVAO23S
Result of method invocation not used

To configure this rule, one must specify a list of types that one is interested in (for
example, types that are immutable}. The rule will fire whenever the return from a
method call on an instance of one of the specified rales 1s not used. Because String is
unmitable, it makes no sense to call tol.owerCase{) unless one plans to use the return
value.

Configuration: The rule can be configured with the list of types that will be

checked to ensure callers use the return value of methods that return the same type.

Example:

String aString = new String{*“Value™},
aString toLowerCase();

JAVAO256
Assignment of external collectionarvay to field
Asggning a collection or array from a method parameter to a field exposes that
field to modification from outside the class. Soch modification will alter the state of the

object, causing unexpected behavior.
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Configuration: Enerjy Code Analyvzer can be configured to allow assigning
collection or array parameters in methods of certain access levels. By defauly, all

methods are flagged.

5 JAVAO237
{ise of ‘Consterd Tnterface’ anti-patiern
The use of the Constant Interface anti-pattern poltutes the public API with

implementation details. See Effective Java, chapter 17 for more information on why the

Constant Interface anti-patiemn is not recommended.
10

JAVAQ258
Implement lferable for foreach compatibifity
Java 5.0 introduced an enhanced form of the for foop. In order for 3 collection

type to be usable in the enhanced for loop, it must implement the iterable interface. This

15 rule fires on types that declare methods that return an Iterator, but do not implement

lterable.
Example:
ArrayList<String™ aList = new ArravList<String>();
20
for (String t ; alist){
System. out.printindt),
}
25 JAYAO25Y
Retwrn af collectionarray field
Returning a collection or array field from a method exposes that field to
modification from outside the class. Sach modification will alter the state of the object,
causing unexpected behavior,
30 Configuration: Enerjy Code Analyzer can be configured to allow returning

collection or array fields from methods of certain access levels, By default, only private

methods are ignored.

8
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JAVAQ260
Use ‘enm’ instead of Enumerated Tvpe patiern
The introduction of the new enum type in Java 5.0 renders use of the Enumerated
Type pattern unnecessary. Use of the new enunt type has a number of advantages over

S the Enumerated Type pattern, including the ability to be used directly 1 switch/case

statements.
JAYAD2ol
{ise specialized Frman collection types
10 Fava 3.0 contains two specialized collection types for use with Enwmerated types:

EnumMap and EnumSet. The use of these collections is more efficient than creating a

regular Map or Set collection with an Enumerated Type.

JAVAO262
i3 Use af char in integer context
This rule fires whenever a char parameter 1s passed to a method that 15 expecting
an int parameter in that position.
Configuration: Une can configure this rule to ignore methods called on

particular types. By default, this rule ignores methods called on javalan

)
-

String,

20 javaio.DutputSiream and java.io. Writer.
Example:
StringBuffer bufter = new StringBuffer{’c’);

25 The above example does not create a new StringBuffer containing the character '¢.
It creates a new empty StringBuffer with an inttial size of 99 (the wt value of char). The
conversion from char to int is silent.

JAYAN263
30 Lowg literal ends with T instead of 'L°
This rule fires when one uses a long lhiteral that ends with V' {lower case L), This
practice 18 not recommended because 1" looks too similar to "', Use 'L instead.
Example:
35 Long value = 34321,

90
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JAVAO264
Dreger smah in long context - check for overflow

This rule will fire when integer math 1s used in the long context. The result of the
following calculation will not be the expected one, because the result 1s larger than the
maximun int value. The calcuiation can be forced into long context by making the first

literal a long.

Example:

public static final tong MICROS = 24%30%60% | 000 1000,
public statie final tong MICROS = 24L*60™60% 1000 1000,

JAVANZ6S
{ise of Throwable primStack Trace()
The use of Throwable printStackTrace() may indicate residual auto~generated or

boilerplate code.

Example:

try {

writer. write('a');

}

catch (JOException e} {

# TODO Auto-generated catch block
e.printStack Trace();

3
3

JAVA0266
Uise of Svstem.out

The use of System.out may indicate residual debug or botlerplate code,

JAVAO267
Uise of System.err
The use of System err may indicate residual debug or boilerplate code. Consider

using a full-featured fogging package such as Apache Commons to bandle error logging.

D

91



WO 2009/089294 PCT/US2009/030350

JAVAQ26Y
Contents of StringBuffer never used
This rule fires when a StringBuffer variable is declared and manipulated, but the

contents of the StringButter are never used.

Example:

public void aMethod{int value}{
StringBuffer buffer = new StringBuffer(};
buffer append(*“The value is:7);

10 butfer append(value),
# Oops. We didn't do anvthing with buffer,
1
f

JAVAO270
15 Use Jova 3.0 enhanced for loop constract to iterate aver all elements in an array
Use the Java 3.0 enhanced for loop instead of a for loop that iterates over all
elements in an array. See:

http/Aava.sun.com/)2se . 5 .0/docs/guide/language/foreach htmi.

20 Example:

{f given a String aray
String[] items;
#Old style
for(int 1=0; i=<items length; ++1) {
25 # do something with each item
ttemsiif;

3
i

f New style

for(String tfem : ems) {

f{do something with each item
item;

1
i

‘i
s
-

JAVAD2TI

‘ad
T

Minimize use of on-demapd (%) staric imports
Multiple on-demand import statements can clutter one’s namespace, making it
difficult to figure out which class a static member comes from. These statements can also
be difficult 1o read when different classes have static members with the same dentifier
{for example, javaawt BorderLayout CENTER, java awt Flowlayvout CENTER, and
40 java.awt GrnidBagConstramts. CENTER ).

92
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Configuration: Enerjy Code Analvzer can be configured with the number of on-

demand static imports to allow before firing this rule. The default value 1s 2.

10

40

Example:

# Correct

#f The yava lang Math package 1s a good candidate for
/{ on-demand static import as it allows one to eliminate
{f a 1ot of explicit references to the Math class when

/{ using static methods such as cos and static fields

# such as PI

import static java fang Math.*;

/# Incorrect

# The following three static on-demand imports could
/{ make one’s code difficul to read

/f BorderLavout has 13 static fields. FlowLavout has 5,
#f and GridBagConstraints has 23.

/f There are 11 common static field names in these three
{{ classes.

import static java awt BorderLayout. ™;

import static java.awt FlowLayout *;

import static java.awt. GridBagConstraints. ¥,

JAVAO272
Thread rimf} called

Fxplicitly calling run() on a Thread object 1s usually a mistake. If one wants to

start the thread, call start(} instead.

Example:

public void aMethod(){

Thread thread = new Thread() {
public void run{)

fThread does some work here

i

.
LR

thread. run{});

/1 Oops - thread was never started.

N
i

JAVAO2T3

Nowp-final derivative of Thread calls stari(} in constructor

Calling stant() in the constructor of a Thread derivative may cause problems if the
type is ever subclassed. In that case, the subclass would not have finished initializing

before start() is called.
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Example:

public class My Thread extends Thread §
5 public My Thread(}{

start();

/# This will be called before a subclass is

/ finished mutializing

h
10 }
JAavaozr4
Serializable class has a synchronized readObject()
1t is unnecessary 1o declare readObject synchronized because object senalization
15 guarantees this object will only be reachable by one thread.

JAVAO2TS
Serializable class has o synchranized writeQbject() and no other synchronized methods
Because writeObject is meant fo be called only when an object is being serialized,

20 writeObject need not be synchronized if no other methods in this class are svnchronized.

JAVAG2TG
Unnecessary nse of Steing coustructor
- p Lact

The java lang. String(String) constructor makes a copy of the given String, This

25 wastes memory because String objects are immutable. Simply use the argument instead.
Sunitarly, the java.lang String() constructor creates an empty String. This wastes
memory because Java gaurantees identical String constants (in this case, the constant “*)
will be represented by the same String object. Simply use ™ instead.

30 JAVAG2TY

lterator nexi() implementation does pot throw NoSuchilementException
When implementing an lterator, it 1s good practice to throw a
NoSuchElemeniException if the next(} method is called and there 15 no next element.
35 Example:

public Object next(} {
f (thasNext(N
throw new NoSuchElementException(),

94
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}
return null;
5
5 JAVAN27S

Unnecessary use of Boolean constructor
Using the java.lang Boolean(boolean) or java lang Boolean(String) constructors
wastes memory because Boolean can bave only one of two values and 1s immutable. Use
Boolean valueOf (boolean) or Boolean valuetH{String) to obtain the appropriate

10 Boolean. TRUE or Boolean FALSE constant insiead.

JAVA0279
Sericdization method readObject or readObjectNoData calls an overridable method
Calling an overridable method from within a readObject or readObjectNoData
i

L

method may resulf 1n the unintentional invocation of a subclass method before the

superclass has been fully mnitialized.

Example:

fThis class calls an overridable method, mutialize(),
20 # from its readObject method.

/I This could be fixed by declaring the class or the

# initialize method final
public class BadExample implements java.io. Serializable {
protected void initialize() {

25 fido some object intialization code
}
}
private void readObject{ ObjectInputStream stream) throws 10Exception,
ClassNotFoundException
30 {
thitiatize(y;
j
35 JAVA0280
fHegaldonitorState Fxception caughi
IHegalMonttorStatebException 18 thrown when a thread attempts call wait() or
notfy() on & monitor without holding & lock on that monitor. Because this mdicates a
serious design error, catching HlegalMonttorStateException is not recommended.
40

9s
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Example:
try {
monior wait{ ),
i
S catch{lllegalMonitorStateException e} |
I

i

{ Exception handling here ~ better to let this
# exception go all the way to the top

}

10 JAVA0281
Fterator.pexi() aot called in loop
Thas rute flags for loops and while loops that use an Iterator in the conditional
statement, but do not call Herator. next() within the body of the loop, which most hikely

results in an infinite loop.

Example:

{/this while loop calls lerator hasNext in the
/f conditional statement, but doesn't call
{f Tterator next in the body of the loop.
20 Collection ¢;
lterator iter = ¢.iterator(});
while(c hasNext(}) {
{do something

}

25
JAVA0282
Call to Herator mext() in loop which does nof test Herator. hasNexiy)
A call to next{} on an iterator within a toop that does not call hasNext() in its
condition expression could result in a runtime exception.
30

Example:

# Incorrect
Itervator ster] = ¢l iterator{);
while{iter! hasNext()) {
35 terator 1ter2 = ¢2 iterator();
while(iter2 hasNext()) {
i call to terboext() throws
{f NoSuchElementException
Object objl = 1ter] next(};
40 Obiject obj2 = iter2 next();
# do something with objl and obj2
)

b
f

96
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## Correct

[terator iter! = ¢ tterator(),
while{iter] hasNext()) {

Object objl = er! next{),

Tterator tter? = ¢2 iterator(};
while{iter2 hasNexi{(}) {

Object obj2 = 1ter2 next(});

# do something with objl and obj2

3
3
}
# Correct using Java 5.0 For-Each loop
for{Object obil - 1)

tor(Object obj2 1 ¢2) |

/# do something with objl and obj2

4
i

b
JAVAD2ES
Control variable not updated in loop body

This rule catches cases where a variable that controls g loop is not updated

e

Tad

e

fad

within the body of the toop, possibly causing the loop to spin endlessly. This can easily
happen when converting between for and while loops, or with a complex series of nested

foops.
Example:
while (node 1= nulby
# do some work with node here

1
i)
getParent(node),

f Cops, we never assigned a new value to 'node)|
/{ the loop will spin.

k3

§

JAVAN284
Fxplicir garbage coflection
Code that explicitly invokes the garbage collector, via calls to System ge(), should

ondy be used for benchmarking.

97
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JAVAQ285
Dereference of potentially sl variahle
This rule detects attempts to dereference a local variable that may be null. Local
vartables and parameters are assumed to be non-null and thus safe to dereference unless
S {a) There 1s a code path 1 the method that assigns them to null; or (b) the method tests

the variable ta see if it is null.

Example:

public class Example {
10 priva’te wid aMethod(Object 0} {

i do suzxmhmg

$

#f The following dereference s unsafe because o may be null
15 System.out. prmtin{u toString(});

|

private void aMethod2(} {

Object o = null;

if (<somecondition™) {
20 o = new Object();

’s
'/ The following dereference is unsafe because o may be aull

S} stern. ot pnm}n(o toString()),
L
3

25 private void aMethod3(Object 0) {
H (o == mdll) {
o = new Object(};
}
/{ The tollowing dereference 18 safe because o cannot be null
30 System.out. printin{o.toString()),
h
1
i)
JAVA0286
35 Drereference of mll variable
This rule detects dereferences of variables that are known to be null and thus will
throw a NullPointerException at runtime. These errors are usually the result of a
developer using the wrong operator in a logical expression.
40 Example:

public class Example:
protecied boolean aMethod{Object o) {
1 1F o 15 nudl, this will throw a NuliPointerException.

a8
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{{ The developer probably meant
Horeturn {o = nult && o hashCode() == 3
return {0 == mill && o.hashCode(} == 3},

3
)

¥,

5 protected boolean aMethod2(Object o) {
#1F o 15 null, this will throw a NullPointerException.
/{ The developer probably meant
/f return (o = null && o hashCode() == 3);
return {o = null § o.hashCode() == 3);

10 }
3
i)
JAVAO287
Unnecessary mull oheck
i5 This rule detects cases where a tocal variable is tested against null when we

already know whether the variable is null. While these tests have a negligible impact on
the program at runtime, they show that the developer does not fully understand the data

flow within the cwrrent method and are hkely to confuse & maintenance programmer.

20 Example:

public void theMethod(Object o) {
tf {o == mdl) {
o = pew Object();
}
25 {f This test is unnecessary since o must be non-null at this point.
it (o ==qpuil) {
System out.printin{o),

|3
}
}
30 public void theMethod2{Object 0} {
tf (o == nuth) §
# Ths test is unnecessary since we know o is null within the body
/ of this if statement,
35 if (o = null) {
h
L
¥
;
i
40

JAVAN288
Tnconsistent pull check
This rule detects situations where a local variable is tested agaimst null after it has

been de-referenced. If there is a chance that the variable may be null then the dereference
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needs to be protected. If instead the vanable is known to be non-null then the test is
unnecessary, In either case, the code is inconsistent as it stands and suggests that the

developer does not fully understand the data flow through the method.

5 Example:

public void theMethod({Object 0) §

A1 o may be null then this line may throw a NullPomterException.
System.out.printin{o. toString());

#1f o 1s defintely not null then this test is unnecessary.

iO jf' (‘0 o nuﬂ } }S
System.out. printin(o),
h
t

15
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s DEFS that May be Utilized in an Online or Other Practice of the Invention,

Section 5 sets forth DEFS (definitions) that may be utilized in an online or other
practice of the present invention. More particulatly, Section § sets forth, starting on the
following page, the content of HTML pages that can be ulilized in connection with an
online version of the present invention {and in connection with examples of static
analysis violations set forth in the previcus Section), sach as on a website that provides
for the generating of software quality indexes, such as for open source software
applications or other software applications. The use of HTML is well known, and those
skilled tn the art will understand how such HTML content may be utslized in

inplementing the present invention as described herein.

BLOCK _COMMENT - Number of block comment lines
The number of lines within block comments, 1., comments that start with /* and
end with */. Javadoc comments are not included in this metric; they are counted
separately in the DOC COMMENT metric. Block comments that share Hnes
with other text are excluded from this metric,

BLOCKS - Number of blocks
The manber of blocks in the source file. A block is a (possible empty) st of
statements surrounded by curly braces.

COMMENT DENSITY - Comment density
The ratio of conment fines to lines of code. This metric is computed using the
formula:

COMMENT _DENSITY = COMMENTS / ELOC

COMMENTS - Number of comment lines
The total number of lines that contain only comments. Comments that share lines
with other text are excluded from this metric. This metric s computed using the
formala:

COMMENTS = LINE_COMMENT +
BLOCK_COMMENT + DOC_COMMENT
COMPARISONS - Number of comparison operators

The number of comparison operators in the source file. In addition to the

=), this also ncludes Boolean

‘obvious' conparison operators {<, >, <=,
expressions used as the test in a loop or conditional statement where there 15 an

umplicit comparison against true. For example, the smppet while(it hasNext{)}
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contributes a count of | to the metric as it is equivalent {0 while(it. hasNext{) ==
true),

CYCLOMATIC - Cyclomatic complexity
The total McCabe Cyclomatic Complexity for all of the methods in the source file,
The definition of cyclomatic complexity tor a method is complex, but the basic
idea is to measure the number of independent paths through that method.
Although the actual algorithm that Enerjy uses 1s sophisticated, one can
approximate the cyclomatic complexity for a method by starting with 1 and
stmply incrementing the value for each loop and if statement,

DECL _COMMENTS - Comments in declarations
The total number of comments that are outside executable code. This metric
considers a sequence of line comments to be a single comment. Thisisa
companion metric to EXEC COMMENTS that counts the number of comments
within executable code.

DOC_COMMENT - Number of javadoc conunent lines
The number of lines within javadoc comments, 1.e., comments that start with /4%
and end with */. Javadoc comments that share lines with other text are excluded
from this metnc.

ELOC ~ Effective lines of code
The number of effective code lines in the source file. This is computed using the
formula:

ELOC = LOC - <number of fines containing only {, }, {or ¥

EXEC COMMENTS - Comments in executable code
The total number of comments that are within executable code. This metric
considers a sequence of line comments to be a single comment. Thisisa
companion metric to DECL COMMENTS that counts the number of comments
outside of executable code.

EXITS - Procedure exits
The metric measures the total namber of unique methbods called by all code in the
source file.

FUNCTIONS - Number of function declarations

The number of methad declarations in the source file.
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HALSTEAD DIFFICULTY - Halstead program difficulty
This is one of the Halstead complexity metrics. 1t is a measure of the algorithmic
complexity of the code. It is computed using the formula:
HALSTEAD DIFFICULTY =
(UNIQUE OPERATORS/ 2) * (OPERANDS / UNIQUE OPERANDS)
HALSTEAD EFFORT ~ Halstead program effort
This is one of the Halstead complexity metrics. It is a measure of the effort
required to create the code. It is computed using the formula:
HALSTEAD EFFORT =
HALSTEAD DIFFICULTY * PROGRAM_VOLUME
INTERFACE_COMPLEXITY - Imerface complexity
This metric is a measure of the complexity of the relationship between methods in
this source file and the remainder of the project. ¥ is computed using the formula:
INTERFACE COMPLEXITY = PARAMS + EXITS
LINE _COMMENT - Number of line comments
The number of line comments, 1.e., comments that start with // and continue to the
end of the line. Line comments that share a line with other text are excluded from
this metric.
LINES - Number of lines
The mamber of lines in the source file. This includes the final line, even if that
fine 1s not terminated with a carriage return or line feed.
LOC - Lines of code
The number of code lines in the source file. This is computed using the formula
LOC = LINES -~ LINE COMMENT -
BLOCK _COMMIENT ~ DOC_COMMENT ~ WHITESPACE
LOGICAL _LINES - Number of statements
The number of statements in the source file. This is measured by counting the
number of semicolons in the source file {(excluding those within comments and
string/character constants. )
LOOPS - Number of foops
The number of loops in the source file. This i1s the combined total count of for, do

and while loops.



WO 2009/089294 PCT/US2009/030350
NEST _DEPTH - Maximum nesting depth
The maximum nesting depth of code 10 the source file. The nesting depth
increases by one every time a new block is started and decreases by one every
time a block ends.

S OPERANDS - Number of operands
The number of operands in the source file. In this context, an operand refers to

any token that is a user-supplied name. These include class, field, variable and

method names. In addition, every component of a dot-qualified package name

counts as an operand. Every token m a source file 1s one of the following: a
10 comment, whitespace, an operator or an operand.

OPERATORS - Number of operators
The number of operators in the source file. In this context, an operator refers to

anv token that is not a comment, whitespace or a name. The idea behind the
metric is that it counts how much overhead is imposed by the syatax of the
i3 progranuning language.
PARAMS - Number of formal parameter declarations
The total number of parameters declared in all of the methods in the source file.
PROGRAM LENGTH - Halstead program fength
This is one of the Halstead complexity metrics. it measures the total number of

tokens in the source file, excluding whitespace and comments. It is computed

20

using the formula

PROGRAM LENGTH = OPERATORS + OPERANDS
PROGRAM_VOCAB - Halstead program vocabndary

This is one of the Halstead complexity metrics. It measures the total number of
25 unique tokens in the source file, excluding whitepace and comments. His

computed using the formula:

PROGRAM_VOCABR =
UNIQUE _OPERATORS + UNIQUE_OPERANDS
PROGRAM VOLUME - Halstead program volume
30 This 1s one of the Halstead complexity metrics. It measures the information

content of the source file. It is computed using the formula:
PROGRAM VOLUME =
PROGRAM LENGTH * log2(PROGRAM VOCAR)
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RETURNS - Number of retura points from functions
The total number of return points from all of the methods within g source file. A
return point s one of (1) an exphicit return statement; (2) an explicit throw
statement that s not handled by a catch block within the method; (3)acalitoa
method declared to throw checked exceptions that are not handled by a catch
block within the method; or {4) the final statement of the method, if it is neither a
throw nor a return statement.

SIZE - Size of the source file in bytes
The s1ze of the source file in byies.

UNIQUE _OPERANDS - Number of umique operands
The number of unique operands in the source file.

UNIQUE_OPERATORS - Number of unique operators
The number of unique operators in the source file.

WHITESPACE - Number of whitespace lines
The number of lines in the source file that are empty or contain only whitespace
characters.

Conclusion

While the foregoing description includes details which will enable

those skilled 1n the art to practice the invention, it should be recognized that

the description 1s illustrative in nature and that many modifications and

varigtions thereof will be apparent to those skilled in the art having the benefit

of these teachings. It is accordingly intended that the invention herein be

defined solelv by the claims appended hereto and that the claims be

interpreted as broadly as permitied by the prior art.
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{claim;

1. A method of generating a software quality index descriptive of quality of a given body
of software code, the method comprising:
S wdentifving, by analysis of the body of software code, fault-prone files in the body
of software code;
constructing and training, by analysis of the body of software code, a model
derived from analysis of the body of software code; and
generating, based on the model, an index score representative of the quality of the

10 body of software code.

2. The method of claum 1 wherein the identifyving of fault-prone files compuises:
reading details of each checkin between detined analysis start and end dates from
a source code control system;

IR if the checkin details for a given file indicate a fault, such as by a comment
containing a keyword indicating a fault, incrementing the fault count for each file
modified by the checkin;

compiling, from the checkin details, a list of files with their corresponding fault

counts;

b
Pt

sorting the files in descending order of the number of faulis identified,;

for each file, recording the cumulative number of faults identified;

determining the {otal number of faults defined by the cumulative number recorded
against the last file in the list; and

reading down the list of files until a point in the list is reached at which the
25 cumulative number of faults reaches a defined percentage of the total number of faults,

wherein the files down to that point in the list are defined to be the fault-prone files.
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)

3. The method of claims 1 or 2 wherein the constructing and training of a model
COMPrises:

obtaining source code for the start date of a defined analvsis range;

computing source code metnic values and static analysis violation counts for all
files in the defined analysis range;

tdentifying the fault prone tiles within the analysis range;

constructing a naive Bayesian model using two categories, fault-prone and non-
fault-prone;

maodeling the static analysis violation counts with a Poisson distribution using the
sample mean;

modeling the source metrics using the Normal distribution using the sample mean
and variance; and
if more than one training project is available, testing by training on all but one of

the training projects and measuring the classification error on the remaining one.

4, The method of claim 1| whersin the generating of an index score representative of the
quality of the body of software code comprises:

computing source code metric values and static analysis violation counts for all
files in the body of software code,

submitting each file individually to the naive Bayesian model to compute a
predicted probability that the tile is fault-prone;

converting the probability to an index score using the formula:

seore = [0 {1 ~ probifadt-prone})

computing an index score for a digectory of source files by taking the arithmetic
mean (simple average) of the scores of all files in the directory and any subdirectories;
and

computing an index score for the body of software code by taking the arithmetic

mean of the scores of all files in the body of software code.

S. In a software code development system, a subsystem for generating g software guality

tndex descriptive of quality of a given body of software code, the subsystem comprising:
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means for identifying, by analysis of the body of software code, fault-prone files
in the body of software code;
means for constructing and training, by analvsis of the body of software code, a
model derived from analysis of the body of software code; and
S means tor generating, based on the model, an mdex score representative of the

quality of the body of software code.

6. A computer program code product for use 1n a computer in a software code
development system, the computer program code product being operable to enable the
10 computer to generate a software quality index descriptive of quality of a given body of
software code under development, the computer program code product comprising
computer-executable program code stored on a computer-readable medium, the computer
program code further comprising:
first computer program code means stored on the computer-readable medium and
18 executable by the computer to enable the computer to identify, by analysis of the body of
software code under development, fault-prone files in the body of software code under
development;
second computer program code means stored on the computer-readable medium

and executable by the computer to enable the computer to construct and train, by analysis

b
Pt

of the body of software code under development, a model derived from analysis of the
body of software code under development, and

third computer program code means stored on the computer-readable medium and
executable by the computer to enable the computer to generate, based on the model, an

mdex score representative of the quality of the bady of software code under development.

7. The computer program code product of claim 6 wherein the identitying of fault-prone
files compriges:

reading details of each checkin between defined analysis start and end dates from
a source code control system;

30 if the checkin details for a given file indicate a fault, such as by a comment
contaming a keyword indicating a fault, incrementing the fault count for each file
maodified by the checkin;

compiling, from the checkin details, a list of files with their corresponding fault

counts,
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sorting the files tn descending order of the number of faults identified;
for each file, recording the cumulative aumber of faults identified;
determining the total number of faudts defined by the cumulative number recorded
against the last file i the list; and
S reading down the hist of files until a point in the list is reached at which the
cumulative number of faults reaches a defined percentage of the total number of faults,

wherein the files down to that point in the hist are defined to be the fault-prone files.

8. The computer program code product of claim 6 wherein the constructing and training
10 of a model comprises:
obtaining source code for the start date of a defined analysis range;
computing source code metric values and static analysis violation counts for all
files in the defined analvsis range;
identifying the fault prone files within the analysis range;
IR constructing g natve Bayesian model using two categories, fault-prone and non-
fault-prone;
modeling the static analysis violation counts with a Poisson distribution using the
sample mean;

modeling the source metrics using the Normal distiibution using the sample mean

b
Pt

and variance; and
tf more than one training project is available, testing by training on all but one of

the training projects and measuring the classification error on the remaining one.

9. The computer program code product of claim 6 wherein the generating of an index
25 score representative of the quality of the body of software code comprises:
computing source code metric values and static analysis violation counts for all
files 1n the body of software code;
submitting each file individually to the naive Bayesian moadel 1o compute a
predicted probability that the file 1s fault-prone;

30 converting the probability to an index score using the formuala:

score = (1 - probfaudt-prone)) ;
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computing an index score for a directory of source files by taking the arithmetic
mean (simple average) of the scores of all files in the directory and any subdirectories;
and

computing an index score for the body of software code by taking the arithmetic

mean of the scores of all files in the body of software code.
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100
Project Description
Azureus Java BitTorrent Client.

Commons Collections | Builds on the JDK Collections Framework by
providing new interfaces, implementations and

utilities.
Commuons Digester A configurable XML --> Java mapping module.
Commons Logging An ultra-thin bridge between different logging

implementations.

Cruisecontrol A framework for a continuous build process.

ehcache A widely used Java distributed cache for general
purpose caching, Java EE and lightweight
containeyrs.

FindBugs A program which uses static analysis to ook for

bugs in Java code.

Jakarta ORO A set of {fext-processing classes that provide
Perld compatible regular expressions.

Jakaria Regexp A 100% Pure Java Regular Expression package.

Apache Luceng A high-performance, full-featured text search
engine library writtert entirely in Java.

Spring Framework The leading full-stack Java/JEE application
framework.
Apache Velocity A free open-source templaling engine.
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300
Metric Description
PROGRAM_VOLUME | Halstead program volume,
EXEC _COMMENTS Comments in executable code.
LINE_ COMMENTS Number of line comments.
FIG. 3
400
Project Description
JAVADO34 Missing braces in if statement.
JAVAD117 Missing javadoc for method.
JAVAO110 Incarrect javadoc: no @return tag.
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500

501 READ DETAILS OF EACH CHECKIN BETWEEN THE ANALYSIS START AND END
DATES FROM THE SOURCE CODE CONTROL SYSTEM (AS NOTED ABOVE, THE USE
OF A SOURCE CODE CONTROL SYSTEM IS A COMMON FEATURE OF MANY
SOFTWARE DEVELOPMENT ENVIRONMENTS).

l

502 IF THE CHECKIN COMMENT CONTAING A KEYWORD INDICATING A FAULT (EG.
BUG OR FIX), INCREMENT THE FAULT COUNT FOR EACH FILE MODIFIED BY THE

CHECKIN.

503; ONCE ALL CHECKINS HAVE BEEN READ, THERE 18 NOW A LIST OF FILES WITH
THEIR CORRESPONDING FAULT COUNT.

l

504: SORT THE FILES IN DESCENDING ORDER OF THE NUMBER OF FAULTS

IDENTIFIED.

505: FOR EACH FILE, RECCORD THE CUMULATIVE NUMBER OF FAULTS IDENTIFIED,
LE., THE NUMBER OF FAULTS IDENTIFIED IN THIS FILE AND ALL FILES ABOVEIT IN

THE SORTED LIST.

508: FIND THE TOTAL NUMBER OF FAULTS: THIS IS THE CUMULATIVE NUMBER
RECORDED AGAINST THE LAST FILE IN THE LIST.

'

507: READ DOWN THE LIST OF FILES UNTIL THE CUMULATIVE NUMBER OF FAULTS
REACHES (E.G.) 50% OF THE TOTAL NUMBER OF FAULTS. THE FILES DOWN TO
THIS POINT IN THE LIST ARE DEFINED TO BE THE FAULT-PRONE FILES.

FIG. 5
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e ——

601: EXTRACT THE SCURCE CODE FROM THE VERSION CONTROL SYSTEM
FOR THE START DATE OF THE ANALYSIS RANGE. (AS DISCUSSED ABOVE,
THE USE OF A VERSION CONTROL SYSTEM 1S A COMMON FEATURE OF
MANY SOFTWARE DEVELOPMENT ENVIRONMENTS )

l

602: COMPUTE THE SOURCE CODE METRIC VALUES AND STATIC ANALYSIS

VIOLATION COUNTS FOR ALL FILES.

603; IDENTIFY THE FAULT PRONE FILES.

l

604: BUILD A NAIVE BAYESIAN MODEL USING THE TWO CATEGORIES FAULT-
PRONE AND NON-FAULT-PRONE. MODEL THE STATIC ANALYSIS VIOLATION
COUNTS WITH A POISSON DISTRIBUTION USING THE SAMPLE MEAN.

MODEL THE SOURCE METRICS USING THE NORMAL DISTRIBUTION USING

THE SAMPLE MEAN AND VARIANCE.

605. IF MORE THAN ONE TRAINING PROJECT IS AVAILABLE, TEST THE
PROCEDURE OR ALGORITHM BY TRAINING ON ALL BUT ONE OF THE
TRAINING PROJECTS AND MEASURING THE CLASSIFICATION ERROR ON
THE REMAINING ONE.

FIG. 6
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701 COMPUTE THE SOURCE CODE METRIC VALUES AND STATIC ANALYSIS
VIOLATION COUNTS FOR ALL FILES IN THE PROJECT.

|

702, SUBMIT EACH FILE INDIVIDUALLY TO THE NAIVE BAYESIAN MODEL TO
COMPUTE A PREDICTED PROBABILITY THAT THE FILE IS FAULT-PRONE.

l

703. CONVERT THE PROBABILITY TO AN INDEX SCORE USING THE
FORMULA:

SCORE = 10[1 - PROB(FAULT-PRONE)]

l

704; COMPUTE AN INDEX SCORE FOR A DIRECTORY OF SQURCE FILES BY
TAKING THE ARITHMETIC MEAN (SIMPLE AVERAGE) OF THE SCORES OF ALL
FILES IN THE DIRECTORY AND ANY SUBDIRECTORIES.

i

705 COMPUTE AN INDEX SCORE FOR THE ENTIRE PRQJECT BY TAKING THE
ARITHMETIC MEAN (SIMPLE AVERAGE) OF THE SCORES OF ALL FILES IN
THE PROJECT.

FIG.7
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PROCESSING MODULES 800

FAULT-PRONE FILE IDENTIFICATION MODULE 801

MODEL CONSTRUCTION 7 TRAINING MODULE 802

INDEX SCORE COMPUTATION MODULE 803

FIG. 8
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