US 20100077453A1

a2y Patent Application Publication o) Pub. No.: US 2010/0077453 A1l

a9 United States

Mohanty

43) Pub. Date: Mar. 25, 2010

(54) WIRELESS SYSTEM AND METHOD FOR
MANAGING LOGICAL DOCUMENTS

(76) Inventor: Subhashis Mohanty, San Diego,

CA (US)

Correspondence Address:
MANUEL FE. DE LA CERRA
6885 CATAMARAN DRIVE
CARLSBAD, CA 92011 (US)

(21) Appl. No.: 12/618,724

(22) Filed: Nov. 14, 2009

Related U.S. Application Data

(63) Continuation of application No. 11/344,979, filed on
Feb. 1, 2006, now Pat. No. 7,650,389, which is a con-
tinuation-in-part of application No. 11/296,077, filed
on Dec. 7, 2005.

12 14

18 :

COMPUTER
e
STORAGE UNITS

- Files

- Logical sets
- Resource

- Device

—
FILES

({ HLEA )
2

|

Vrn——
(" ACCOCIATIONS

CONFIGURATION [+ 27

N/

| — 4

OVER-THE-AR
COMMUNICATION
NETWORK

NETWORK
INTERFACE

Publication Classification

(51) Int.CL

GOGF 17/30 (2006.01)

GOGF 21/20 (2006.01)
(52) US.Cl wcoooooiooonn. 726/3; 707/827; 707/E17.01
(57) ABSTRACT

A system and method is provided for managing logical docu-
ments using a wireless mobile device. The wireless mobile
device, which may be a wireless handset, connects to the
management system through a wireless communication net-
work such as a public telecommunications provider network.
The network has other devices, such as computers, servers,
data appliances, or other wireless devices. Selected logical
documents from the network devices are associated with the
wireless mobile device, and the selected logical documents
are targeted to be stored, copied, distributed, or backed up to
the wireless mobile device. In a similar manner, logical docu-
ments originating on the wireless mobile device may be tar-
geted to be stored, copied, distributed, or backed up on
selected network devices. A logical document may be, for
example, an XML document, a file, a set of files, a disk drive,
or the files on a device.
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WIRELESS SYSTEM AND METHOD FOR
MANAGING LOGICAL DOCUMENTS

[0001] This application is related to U.S. patent application
Ser. No. 11/296,077, filed Dec. 7, 2005, and entitled “Wire-
less Controller Device”, which is incorporated by reference in
its entirety.

BACKGROUND

[0002] The field of the present invention is applications for
operation on a wireless remote device. More particularly, the
present invention relates to a wireless remote device config-
ured to operate as a storage device in a file management
system.

[0003] Wireless devices are widely used today, and their
use is becoming more widespread as additional applications
and devices become available. Also, the network infrastruc-
tures have improved wireless coverage, as well as communi-
cation quality and speeds. For example, a wireless mobile
handset has improved to the point where the mobile handset
may have a wide range of entertainment applications, as well
as its essential communication capabilities. With these
extended capabilities, the wireless handset has become the
most widely deployed and most conveniently available
remote wireless device. Many users consider their wireless
handset to be an essential partner, both in business and in their
personal lives. As such, these users almost always have access
to their wireless handsets, and are comfortable carrying and
using the wireless handset in almost any environment. The
wireless handset may take the form of a traditional wireless
phone, or may be included with a personal data assistant,
gaming device, or music player, for example.

[0004] The widespread use of mobile handsets permits
users to work remotely while still maintaining communica-
tion with a home office, co-workers, or clients. In some cases,
these mobile handsets store data files, which users rely on to
make decisions and to capture information. For example, a
mobile phone may have a data file that has a list of available
products, and includes current pricing and delivery informa-
tion. The user will use this information to quote prices and
delivery to clients, and may further use the handset to take
orders for available stock. Several salespeople may be taking
orders for the same stock, and since the file is not updated, it
is possible that the same stock may be sold to multiple cus-
tomers. Thus, the static file is prone to providing inaccurate
pricing and delivery information. Accordingly, it has not
proven satisfactory to maintain such data files on a wireless
handset. Instead, companies rely on a central system, where a
central server maintains a current database of inventory.
Then, as each salespersons sells stock, the database is
updated. Unfortunately, this requires an active communica-
tion to the sever, which is not always possible. For example,
wireless service may not be available in some geographic
areas, and may be lost inside buildings. In these cases, the
salesperson is not able to provide any information as to price,
delivery, stock availability, or transact the business, as no
communication may be established to the central server.
[0005] Further, the proliferation of mobile devices has
exacerbated problems of securely backing up data files. More
and more data is being generated and modified on mobile
devices, and this information is difficult to assimilate into the
overall backup processes. This problem is particularly diffi-
cult, as the nature of mobile devices subjects them to theft,
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loss, and destruction. In this way, data on mobile wireless
devices is at substantial risk for loss, while being particularly
dependent on human process for backup. For example, most
mobile devices are backed up by having a user “dock” the
wireless device to a desktop computer, which transfers the
mobile data to the computer’s storage devices. The data may
then be backed up using the computers normal back up pro-
cedures. For many users, backup is done sporadically, at best,
and subjects the mobile’s data to permanent loss.

[0006] What is needed, then, is a device and system that
integrates a wireless remote device into an effectively and
efficiently file management system.

SUMMARY

[0007] Briefly, the present invention provides a system and
method for managing logical documents using a wireless
mobile device. The wireless mobile device, which may be a
wireless handset, connects to the management system
through a wireless communication network such as a public
telecommunications provider network. The network has
other devices, such as computers, servers, data appliances, or
other wireless devices. Selected logical documents from the
network devices are associated with the wireless mobile
device, and the selected logical documents are targeted to be
stored, copied, distributed, or backed up to the wireless
mobile device. In a similar manner, logical documents origi-
nating on the wireless mobile device may be targeted to be
stored, copied, distributed, or backed up on selected network
devices. A logical document may be, for example, an XML
document, a file, a set of files, a disk drive, or the files on a
device.

[0008] Inone specific example, the logical document man-
agement system enables a wireless mobile device to be a
logical disk drive for another network device, or for a network
device to be a logical disk drive for the wireless mobile
device. This enables a secure and efficient method to transfer
files between network devices and a wireless mobile handset,
for example. This is particularly desirable as the communi-
cation between devices uses the typical wireless communica-
tion network, so is not limited to physical proximity or physi-
cal connection between devices. In another example, the
wireless mobile device cooperates with other network
devices to provided a redundant backup process, with files
distributed among the several devices. In yet another
example, the logical document management system provides
for distribution and backup of files to multiple devices on the
network. The system is also able to provide each device a
selectable level of access to its instance of the file, and pro-
vides for weighted and automated synchronization of the
files.

[0009] Advantageously, the logical document management
system enables a wireless handset device to be an integral and
functioning asset in a file backup system. The system pro-
vides for flexible distribution of files among devices on the
network, and automatically provides sufficient redundancy to
support disaster recovery. The system may be configured to
recognize when an instance of a file has been changed, and
update other instances of that file according to flexible syn-
chronization rules. In a simple example, the logical document
management system may be configured to enable a wireless
mobile handset to act as a logical disk drive for a computer
system.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] The invention can be better understood with refer-
ence to the following figures. The components within the
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figures are not necessarily to scale, emphasis instead being
placed upon clearly illustrating the principles of the inven-
tion. Moreover, in the figures, like reference numerals desig-
nate corresponding parts throughout the different views. It
will also be understood that certain components and details
may not appear in the figures to assist in more clearly describ-
ing the invention.

[0011] FIGS. 1A, 1B, and 1C are a block diagrams of
wireless logical document manager systems in accordance
with the present invention.

[0012] FIG.2 is a flow diagram of a wireless logical docu-
ment manager system in accordance with the present inven-
tion.

[0013] FIG. 3 isaflow diagram of file section for a wireless
logical document manager system in accordance with the
present invention.

[0014] FIG.4 is aflow diagram of configuration settings for
a wireless logical document manager system in accordance
with the present invention.

[0015] FIG. 5 is a flow diagram of a method for synchro-
nizing files or a wireless logical document manager system in
accordance with the present invention.

[0016] FIG. 6 is a flow diagram of a wireless logical docu-
ment management system in accordance with the present
invention.

[0017] FIG. 7 is a flow diagram of initializing a wireless
logical document management system in accordance with the
present invention.

[0018] FIG. 8 is a flow diagram of a wireless logical docu-
ment management system in accordance with the present
invention.

[0019] FIG. 9 is a block diagram of wireless logical docu-
ment manager system in accordance with the present inven-
tion.

[0020] FIG.10is ablock diagram of wireless logical docu-
ment manager system in accordance with the present inven-
tion.

DETAILED DESCRIPTION

[0021] Referring now to FIG. 1A, a logical document man-
agement system 10 is illustrated. Logical document manage-
ment system 10 is able to securely, conveniently, and seam-
lessly synchronize and backup data files between multiple
storage devices, multiple networks, and multiple mobile
devices. After initial setup and configuration, logical docu-
ment management system 10 acts to automatically protect a
user’s or company’s data, while enabling sophisticated and
intelligent access to data, irrespective of which device or user
needs the data. As illustrated, logical document management
system numeral 10 has mobile device 12, mobile device 14,
and mobile device 16 communicating on a public wireless
communication system 20. For example the over the air com-
munication network 20 could be a CDMA, WCDMA,
UMTS, GMS, edge, PHS, or other public communication
system. In other examples, the network may be a proprietary,
commercial, government, or military communication net-
work. The design and deployment of wireless communication
networks and mobile devices is well known, so will not be
described in detail. In another example, the over the air com-
munication network 20 may be a local area, campus, or wide
area radio network. This more limited arrangement may
enable advanced synchronization and backup processes
within a limited commercial, governmental, industrial, or
military environment.
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[0022] The logical document management system operates
to seamlessly synchronize, propagate, and back up logical
documents. Logical documents provide descriptions forloca-
tions of data files, and may be as simple as a single file
descriptor, or as complex as an XML description document.
Other examples of logical documents are directories, network
resources, device drives, or even all files stored on a particular
device. The use of a logical document enables a single
descriptor to conveniently bring together and organizes mul-
tiple data files, irrespective of the physical location of the data
files. For example, a single XML document may include file
links to files on a local drive, to files on network drives, and to
data assets accessible using a URL descriptor.

[0023] Each mobile device 12, 14, and 16 may be, for
example, a wireless mobile handset, a personal data assistant,
aportable music player, or other wireless portable device. For
discussion purposes; the mobile devices will be generally
referred to as wireless mobile handsets. The use of wireless
mobile handsets has redefined communication and electronic
device proliferation. For many, the wireless handset has
become the center of communication and entertainment, with
this trend continuing for the foreseeable future. Since the
wireless phone is central to modern life, users tend to carry
their phone with them at most times, whether on business or
on personal time. Also, the functionality of mobile devices
has allowed mobile wireless handsets to view, use, and gen-
erate more data. For example, mobile devices now routinely
work on larger text documents, image files, audio files,
spreadsheet files, and other data information.

[0024] Often, a user will have multiple wireless mobile
devises, as well as a business desktop computer, and a home
desktop computer. In a similar manner, a business may have
many users with one or more wireless devices, as well as an
existing computer network. The logical document manage-
ment system 10 is able to be deployed in these environments,
and seamlessly synchronize data between devices, and con-
fidently backup and protect data. With our increasingly
mobile society, the reliance on mobile devices to view and
generate digital information is increasing. The logical docu-
ment management system numeral 10 advantageously
assures that data generated at the mobile device is properly
and timely distributed to those that need the information,
while also assuring that the mobile generated data is properly
maintained and backed up. In another important advantage,
the logical document management system numeral 10 also
enables the mobile devices 12, 14, and 16 to access required
information, irrespective of the location where that informa-
tion was generated. In this way, the mobile device becomes a
safe, secure, and convenient data device.

[0025] The logical document management system numeral
10 typically includes a more static computer 18 which has
substantially more memory and processing horsepower than
the mobile devices. Often, computer 18 is a personal com-
puter or a local network device configured to operate office
applications, and store significant amounts of data. Typically,
computer 18 has a network interface 21 for communicating to
wide area networks. The network interface may be, for
example, the Internet, or a wideband wireless modem. Either
way, the computer 18 is able to communicate to the mobile
devices through the over the air communication network 20.
This communication may be in the form of an TCP/IP proto-
col, or may use other messaging systems, such as SMS, EMS,
or MMS. It will be appreciated other communication proto-
cols and standards may be used, and others may be developed
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in the future. Optionally, the logical document management
system numeral 10 may also have a server 22. The server may
be a local resource of the network or may be at a remote
facility. Also, server 22 may be operated by the same person
or company that is operating the computer and mobile
devices, or may be a contracted third-party server house.
[0026] FIG. 1A describes one aspect of logical document
management system 10, while FIGS. 1B and 1C show other
useful operations. In FIG. 1A, logical document management
system numeral 10 is illustrated with computer 18 primarily
responsible for the generation of data information, while the
mobile devices and server are used for backup of the data.
Further, the illustrated example uses logical documents that
describe file locations. Even though the simple file descrip-
tors are illustrated, it will be understood that a more complex
logical document representation may be used. Storage assets
on the mobile device may be used to provide redundant and
distributed backup for important files or other logical docu-
ments. Also, files or other logical document may be distrib-
uted to enable certain mobile devices to have local access to
required data. In some cases, to provide for redundancy, the
files may also be stored on server 22. Computer 18 employs
the concept of a storage unit 23. A storage unit may be, for
example a single file, a set of files, or data files on a particular
device or resource. In another example, the storage unit may
bealogical document or other logical selection of files. Inone
specific example, a logical set storage unit could be an XML
file with external entities distributed over the Internet or other
file resources that together form a complete document.
[0027] Generally, the storage sets 23 for computer 18 define
the complete set of digital information that computer 18
needs to maintain. For example, files 25 would be defined as
some of the storage unit files within storage units 23. During
the process of initializing the logical document management
system numeral 10, particular storage units 23 were associ-
ated with a particular mobile device, multiple mobile devices,
or the server 22. These associations provide instructions as to
where storage units 23 are to be distributed and maintained.
For example, file A has been associated with mobile device
14, mobile device 16, and server 22. Accordingly, when
backup or synchronization is requested, file A will be distrib-
uted or synchronized on the associated devices only. Logical
document management system numeral 10 also has been
configured during initialization to set configuration instruc-
tions as to the when backups are to occur, how many past
versions to keep, and how to manage and synchronize data.
These associations and configuration information are stored
in a file 27, which also may be distributed and stored through-
out the backup network.

[0028] As illustrated in FIG. 1A, the logical document
management system numeral 10 is able to backup files 25 and
27 to selected wireless mobile devices through the over the air
communication network 20. For example, files C and D from
computer 18 are backed up on to mobile device 12 as shown
in block 32. In a similar manner, files A and B are stored on
mobile device 14 as shown by block 34, while files A and C
are stored on mobile device 16 as shown by block 36. Server
22 has all files as shown by block 41, as well as a more
complete file list and history file as shown in block 43, which
may be useful for more robust tracking of changes and past
versions.

[0029] By using a wireless phone as a network storage
device, the network logical document management system
numeral 10 enables the wireless phone to act as a storage
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extension or backup device to other devices on the network.
As illustrated in FIG. 1B, a mobile device such as mobile
device 12 may generate a file E, which also may be a logical
document description. File E may then be distributed on to
other devices, such as mobile device 14, server 22, and com-
puter 18. In this way, digital information generated on a single
mobile device may be timely and seamlessly backed up, as
well as synchronized to other devices for ease of access to the
information. As illustrated in FIG. 1B, the storage sets 23
defines the complete set of digital information that all the
network devices need to maintain. The storage set informa-
tion is typically collected and stored in one device, for
example computer 18, although a more distributed approach
may be used.

[0030] As described thus far, files or other logical docu-
ments may be backed up to any other device in the file man-
agement system 10 or 50 irrespective of which device gener-
ated the data. More particularly, any particular file or storage
unit may be associated with one or more devices, and those
devices will be used to back up the defined file or storage unit.
Once the file has been stored on that device, that device may
then be able to use the data file. For example, the device may
read and display the information, and depending upon access
control, may be able to change or otherwise amend the data
file.

[0031] In some cases, additional backup security may be
obtained by using logical document management system 70
illustrated in FIG. 1C. In FIG. 1C, the mobile devices 12, 14,
and 16, as well as computer 18 each operate a security or
encryption process that enables each device to securely trans-
mit data files, but yet are able to locally use the data files
according to their access control list. Accordingly, even
though the data files are communicated in an encrypted form,
they become available and decrypted for use in the local
device. However, server 22 does not have access to the secu-
rity process, and therefore stored files 41 are stored in an
encrypted manner so that the files may not be accessed or
changed without access to security process. For example, the
operators of server 22 may not have access to the security
encryption keys necessary to decrypt the data files. By storing
files in an encrypted form, data may more confidently be
stored on servers under the control of a third-party, since the
third-party is not able to access or use the data.

[0032] The descriptions of the logical document manage-
ment systems 10, 50, and 70, have focused on the power of
enabling wireless mobile devices to be used for backup pur-
poses, and for the ease of distribution of data in a file network
that has wireless mobile devices. The ability to confidently
backup and maintain files using wireless devices is a powerful
feature, but the logical document management system 10 may
readily be adapted to enable more advanced logical document
management controls. The logical document management
system also has powerful synchronization features which
allow intelligent and adaptive proliferation of data throughout
the logical document system. For example, multiple wireless
mobile devices may be distributed a copy of a particular data
file, and each device may have access rights that enable that
device to edit its instance of the particular data file. Since the
copies of the file are changeable on several devices, it is likely
that the content in one file will become out of sync with the
content of the data in other files. Accordingly, the network
management system provides for weighted merging of
changes, with the merge rules defined during configuration.
Further, the network management system provides sophisti-
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cated notification processes for notifying users or devices that
files have been updated to reflect other’s changes, or that
changes made in the device have been preempted by, another
higher priority change. By providing for such timely and
controlled file synchronization, a user may confidently use
information knowing it is current and accurate.

[0033] The logical document management system enables
a set of devices to cooperate to distribute, synchronize, and
backup logical documents. For example, a set of computers,
servers, wireless handsets, and notebook devices are used to
operate a data network that allows any authorized device to
access needed data, irrespective of where or when it was
generated. Further, the logical document management system
automatically provides for distribution and synchronizations
of files, and assures that files are sufficiently redundant to
support disaster recovery. In particular, the logical document
management system provides for:
[0034] a) the systematic discovery of devices so that
active devices may be automatically connect to the logi-
cal document system;

[0035] b) the secure transmission of data between
devices;
[0036] c)thedistribution of datafiles only to selected and

authorized devices;

[0037] d) the synchronization of data files so that
changes made in the file of one device are promptly
updated in other instances of the file on other devices;
and

[0038] e) the redundancy of files among devices to pro-
vide backup of files.

[0039] When a backup copy of a file or other logical docu-
ment is made from one device to another, the storage of the
backup file may be adjusted according to the type of file
protection desired. For, example, the backup file may be made
on the second device in a “opaque” way. This means that the
primary device encrypts the file and stores the file on the
second device, but the second device does not have the ability
to decrypt the data file. In this way, the backup file is only
usable as a backup file to the primary device, and cannot be
used by another other device. This may be accomplished, for
example, by encrypting the data file to the primary device’s
public key, and storing the encrypted file on the second
device. When the data file is retrieved by the primary device,
it is able to decrypt the file using its private key. Since the
private key is known only to the primary device, the encrypted
data file is of no use to any other device. The second device
may be a wireless handset, a computer, a server, or a server
farm operated by a third party, for example.

[0040] In another example, the data file may be made on a
second device in a “translucent” way. This means that the
primary device encrypts the file and stores the file on the
second device, and the second device has the ability to
decrypt the data file. In this way, the backup file is usable as a
backup file for the primary device, and also may be used by
the second device. Additional rights may be specified as to the
level of rights the second device has to the file. For example,
the second device may have only the ability to read the file, or
may be given edit capability as well. A translucent data file
may be accomplished, for example, by encrypting the data file
to the primary device’s private key, and storing the encrypted
file on the second device. When the data file is used by the
second device, the second device can decrypt the file using the
primary device’s public key. The secondary device may be a
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wireless handset, a computer, a server, or a server farm oper-
ated by a third party, for example.

[0041] Inanother example, the data file may be made on a
second device in a “transparent” way. This means that the
primary device does not encrypt the file and stores the file on
the second device. In this way, the backup file is usable as a
backup file for the primary device, and also may be used by
the second device. Additional rights may be specified as to the
level of rights the second device has to the file. For example,
the second device may have only the ability to read the file, or
may be given edit capability as well. Since a transparent file
has no encryption security, it is the least secure type of stor-
age, but also uses the least processing power. The secondary
device may be a wireless handset, a computer, a server, or a
server farm operated by a third party, for example.

[0042] Referring now to FIG. 2, a system for logical docu-
ment management 100 is illustrated. System 100 operates on
a network system, such as logical document management
system numeral 50 discussed with reference to FIG. 1B.
Method 100 has three general processes. First, the method
100 has a setup phase 101 which initializes and configures the
overall network. Second, the system 100 has a normal opera-
tion phase 102, which allows files or other logical documents
to be automatically and timely synchronized, as well as to
provide for secure backups. Finally, method 100 has a disaster
recovery phase 103, which is used in response to a cata-
strophic or fatal failure on one or more devices. As part of
setup process 101, the particular devices in the file manage-
ment system are selected as shown in block 105. These
devices may be for example computers 107, personal data
assistants 109, wireless handsets 111, notebook computers
113, or other network devices 115. Also, the particular desired
storage units are selected as shown in block 118. These stor-
age units may be, for example, files, multiple file sets, direc-
tories, devices, network resources, or logically defined file
arrangements such as an XML file definition. These storage
units may be on the devices selected in 105, or may include
other storage units not represented in the devices. The storage
units are then associated with particular devices as shown in
block 120. In this way, the logical document management
system is made aware of which files and storage units are to be
stored on which device or sets of devices. Each of these
devices may have a different access rights to the associated
file as shown in block 122, which may be set in an access list.
For example, a file or logical document may be stored on a
computer with full read, write, and delete rights, while that
file may be stored on a first mobile device with read and write
access, and on another mobile device with only read access
rights. In this way, access rights may be defined according to
storage unit, device, or network requirements. Once the asso-
ciations and configuration has been completed, the network
logical document system may be initially operated to create a
baseline distribution of files as shown in block 124. This
baseline is used to create support files, configuration files,
association files, as well as initially distribute the storage
units to their appropriate associated devices. With such a
baseline set, incremental operations become more efficient
during normal operation.

[0043] With setup complete and a baseline set, the process
100 moves to normal operation 102. In normal operation
selected devices may move into and out of the network sys-
tem. For example, some devices may be powered on or pow-
ered off at various times, and some devices, such as mobile
phones, may move in and out of a wireless service area.
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Accordingly, as devices are powered on or moved into the
network area, a device must be discovered and authenticated
as shown in block 127. Generally, the process of discovery
enables a mobile device to be recognized as an intended
member of the network. Once the mobile device has been
discovered, additional processes are used to authenticate the
device, as well as established secure and efficient communi-
cation. A more complete discussion of discovery and authen-
tication processes are discussed with reference to FIGS. 6-8,
and in co pending U.S. patent application Ser. No. 11/296,
077, filed Dec. 7, 2005, and entitled “Wireless Controller
Device”, which is incorporated by reference in its entirety.

[0044] During normal operation, files or other logical docu-
ments may need to be synchronized as shown in block 129.
Although the logical document management process 100
may be used simply as a backup mechanism, additional desir-
able features may be enabled for synchronizing files. Syn-
chronization generally refers to the process of proliferating
changes in one instance of a file to other instances of the file
throughout the network. Since it is possible that multiple
instances of the file or other logical documents may be
changed between synchronization times, synchronization
may be accomplished according to a set of automated rules
133. These automated rules may set, for example, the relative
weight to apply to a changed file. In a specific example,
assume that a financial file has been distributed to a large
number of mobile devices, and the network is set to synchro-
nize the financial file every five minutes. In one of these
five-minute periods between synchronizations, the file is
changed both by a mobile device, and by an order entry
computer system. At the next synchronization time, the net-
work process will recognize that the financial file has been
changed by two different devices. Accordingly, the network
will refer to its automated rules, which may define that the
order entry server is given preference over any change by a
mobile device. In this way, the change made by the order entry
server would be distributed to all instances of the financial
file.

[0045] A change notification rule 131 may be used to pro-
vide notification that a change was either accepted or not
accepted. In the specific example above, the mobile handset
whose file change was rejected may be sent a notification that
its previous entry has been ignored. It will be appreciated that
a large number of automated rules 133 and change notifica-
tion rules 131 may be used consistent with the normal opera-
tion 102. It will also be appreciated that synchronization does
not have to be done on all files, but may be done on a subset
of files within the network. It will also be understood that
default synchronization time periods may be used of all
selected files, or that synchronization periods may be defined
by file or file type. In this way, critical files may be synchro-
nized relatively often, while less important files are synchro-
nized less frequently. As illustrated in method 100, the syn-
chronization rules generally provide for a real-time
propagation of changes to files.

[0046] The method 100 also allows for a more batch propa-
gation of files or other logical documents in the form of
backup processes. Generally, a backup may take the form of
an incremental backup 135 or a full backup 138. An incre-
mental backup typically analyzes a file for changes made
since the last incremental or full backup, and stores only the
changes. In this way, an incremental backup provides a com-
plete record of all changes made to all files, but does so with
lowered file and transmission requirements. However, incre-
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mental backup is somewhat less secure than a full backup, so
is typically supplemented with full backups. A full backup
138 completely backs up each file defined in the storage units,
and then acts as a new baseline for future incremental back-
ups. Since a full backup requires significant transfers of data
in bandwidth, the backup may be timed such that backup is
done during oft hours, and devices are staggered during the
backup period.

[0047] During normal operation, a user may also desire to
recover a specific older version of a particular file as shown in
block 140. For example, a file or other logical document may
have been changed by someone, and a particular user would
like to go back to a version prior to when the change was
made. Accordingly, the file management system may be con-
structed to hold past versions for all or selected files. The level
of'version retention is set during setup and configuration. By
allowing devices to recover specific versions, a user is
relieved from the manual process of retaining a record of
older files.

[0048] Intheunfortunate occurrence of a device or network
disaster, the network process 100 is able to easily perform
disaster recovery 103. Disaster recovery generally refers to
the ability of a network to rebuild or reclaim data information
with no or minimal data loss. Accordingly, the system is able
to do a full integrity check as shown in block 142, and is able
to restore a full file set or storage unit set as shown in block
144. In performing the disaster recovery, the network intelli-
gently decides whether to take data files from mobile devices,
from the computer 148, or from the repository 149. By com-
paring files between devices, integrity is assured, and with
redundant and distributed backup, the full-size file set may be
reclaimed or reconstructed.

[0049] Referring now to FIG. 3, a method for selecting
storage units 175 is illustrated. Method 175 is shown select-
ing particular files to protect and synchronize as shown in
block 177. The network system may have default settings 179
for the identification of files, file sets, logical devices,
resources, and devices. These defaults may provide for basic
synchronization, backup, and security, without user interven-
tion or decision. However, other users may desire more
sophisticated synchronization and backup arrangements, and
therefore provide for additional or alternative protection and
synchronization rules. In defining which rule files to protect,
a user may use a local system, such as a computer system as
shown in block 181. Also, the user may make selections using
an authenticated mobile device also as shown in block 181.
[0050] Once the mobile device has been discovered and
authenticated, it may be given access into file structure of
other devices in the file management system. In this way, the
mobile device may make selections of those accessible stor-
age units, and associate those storage units with particular
devices. Storage units 183 may be selected to include local
files, local directories, the entire local disk, network drives,
network directories, network files, or other types of logical
associations, or devices. The method also includes identify-
ing whether or not to track versions as shown in block 185,
and if versions are tracked, how many levels to maintain. For
example, some files may have versions maintained for a few
changes, while some files may have changes tracked for every
change ever made. In this way, the reconstruction capability
for an individual file may be set on a storage unit by storage
unit basis.

[0051] Referring now to FIG. 4, a configuration method
200 is illustrated. In configuration method 200, the specific
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protection for storage units is defined as shown in block 202.
Generally, the configuration includes defining the synchroni-
zation rules and priority as shown in block 210, setting incre-
mental and full backup options as shown in block 204, and
making specific associations between storage units and avail-
able devices as shown in block 206. The configuration of
synchronization rules 210 may include how often to perform
a merge as shown in block 212. For example, some files or
other logical documents may not need synchronization due to
their static nature, while other files may require synchroniza-
tion routinely or very often. The process 200 allows for syn-
chronization to be set ona file by file or storage unit by storage
unit basis, thereby allowing network resources to be con-
served, while having the flexibility to support application-
specific requirements. Since multiple files may have been
changed between merge periods, the synchronization rules
also include the ability to define a weight to each storage unit
or device as shown in block 214. This weight will be used to
determine which of conflicting changes will be incorporated,
and may define how the unincorporated information will be
handled. For example, the unincorporated material may sim-
ply be discarded, or may be included in the file as a comment
or footnote. In a similar manner, the synchronization rules
may include merge notice rules 212. These merge notice rules
define when devices or users are notified that a file has been
changed. In some cases, if a merged file has discarded
changes, the user may also be notified that a previous change
has not been accepted into the system.

[0052] The synchronizationrules enable a defined subset of
the storage units to be synchronized in a nearly real-time
manner. For a more complete backup of all file systems, an
incremental backup may be performed as shown in block 204.
An incremental backup typically is a backup of all files, but
captures only changes made since the last incremental or full
backup. In this way, an incremental backup has far less data
that needs to be stored or transferred, thereby conserving
network resources. Although an incremental backup is more
efficient, a full backup provides additional robustness to the
backup system. Accordingly, a full backup may be done as
shown in block 204. The frequency of incremental backups
may also be set, as well as the frequency for full backups. In
one example, an incremental backup may be done on a daily
basis, while a full backup may be done each weekend. Pref-
erably, full backups are done at off-peak periods, and devices
are backed up in a staggered manner to reduce network traffic.
[0053] In configuring the system, the selected files or stor-
age units are associated with one or more devices. These
selected devices are where instances of the file or storage
units are stored. Depending on the access rights for the
device, this file may be merely present as a backup file, or may
be usable by the associated device. Again, depending upon
access rights, the local device may be able to read, write, or
delete the file. A storage unit may be selected to be stored on
a single mobile device, multiple mobile devices, in a reposi-
tory server, on a network resource, on a third party server
device, or on a third-party encrypted device, as shown in
block 206. As shown in block 208, each device may be set to
track a set or maximum number of versions. In this way, a file
may be configured to have all previous versions tracked, but
for a particular device, the number of versions is reduced due
to limited storage or bandwidth considerations. In this way,
the storage, distribution, and synchronization requirements
may be finely adjusted to application needs.
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[0054] Referring now to FIG. 5, a method for synchroniza-
tion 225 is illustrated. Method 225 has synchronization rules
226 that have been defined during configuration of the logical
document management system. These synchronization rules
may include rules related to how often synchronization is to
be performed, the weight to apply to changes made at a
particular device, the actions to take when files are merged,
any notices to be sent to devices or users, and information
regarding storage or file-set information. Based on rules 226,
the logical document management system will synchronize
files from time to time as show in block 227. Synchronization
may be performed periodically or at other predetermined
times, or may be done according to dynamic application
requirements. During synchronization, the system identifies
files that have been changed as shown in block 228. For a
changed file, the system will determine if any other device has
changed another instance or copy of that file as shown in
block 229. If the identified file has only been changed on one
device as shown in block 230, then the change can be updated
for all instances of the files as shown in block 231. If config-
ured to do so, prior versions of the file may be maintained to
support rolling back to the prior version.

[0055] Insome cases, two devices may have made changes
to their respective instances of the data file as shown in block
233. Often, the devices may be assigned a weight, and the
relative weight of the devices may be compared as shown in
block 234. For example, a computer operated at the corporate
offices may be given a higher priority than a mobile device
operated by a salesperson. In this way, changes made by the
corporate office will take priority over any changes made by
a salesperson. In such a case, the changes made by the cor-
porate computer may be used to update all instances of the file
throughout the management system as shown in block 236,
and the changes made by the salesperson may be discarded, or
inserted as a comment in the updated document. The detailed
actions taken during an update process may be set during
configuration. It will be appreciated that many alternative
actions may be used consistent with this disclosure. In some
cases the devices making changes to their respective files may
have an equal weight as shown in block 235. In such a case,
the system management must provide for conflict resolution.
Typically, the system will request a user or administrator
input to manually resolve a conflict 246, although automated
processes may be provided as well. For example, an auto-
mated process may include both changes in a document as a
footnote or comment. The system may also provide notifica-
tions as shown in block 237, which may be used to inform
users and devices that changes have been made or ignored. As
before, additional prior version information may be stored to
accommodate rollback to an earlier version as shown in block
238.

[0056] In a more unusual circumstance, more than two
instances of a file may be changed by three or more devices as
shown in block 239. Typically, such multiple changes are
undesirable, and would suggest that a synchronization rate be
increased to avoid such situations. In this regard, the manage-
ment system may adaptively increase synchronization rate for
that file. In a similar manner, if a file seldom has a change, its
synchronization rate may be reduced. As with the case with
two changes, the files may be updated according to the high-
est weight of the changing device as shown in block 240.
However, sometimes there may be no clear update instruction
as shown in block 241. This typically will occur when two or
more of the devices are operating with the same weight, so a
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conflict resolution 232 must be made. Conflict resolution
often may require user instructions as shown in block 243. In
other cases, an automated resolution process may be used. In
one example, the three or more changes are updated or
merged according to a pair-wise update as shown in block
244. In this way, the files having the lowest weights are first
compared, and the result of that update or merge is then
compared to files with a higher rate. It will be appreciated that
other types of merge or update comparisons may be made
consistent with this disclosure. As with other conditions, the
system may save version information to facilitate rollback to
prior versions.

[0057] Referring now to FIG. 6, a logical document man-
agement system 250 is illustrated. For illustrative purposes,
the logical document management system will be discussed
with reference to a network device, such as a computer, that
establishes communication with a wireless mobile device.
Logical document management system 250 has preamble
activities 251 which are performed prior to a normal opera-
tion, initialization steps 252 which are performed to discover
and authenticate the network device and mobile devices, and
normal operation processes 253 which are used to maintain,
synchronize, and backup files. Preamble activities 251 are
used to register the network device and mobile devices with a
trusted server so that future discovery and authentication
processes may be done in a secure and trusted environment.
As shown in block 254, a public-key/private key is estab-
lished for the network device. A public-key/private key pair is
useful in establishing asymmetrical secured communication.
A handle is also defined for each network device, which
enables simplified identification of the network device. For
example, the handle for a computer may be the name of the
computer on its network, or may be the name of its primary
user. In another example, a handle may be the e-mail address
for the primary user of a computer, or may be another easy to
remember name for the computer. In this way, the trusted
server has handle and key information for each available
network device. Each mobile also registers with the trusted
server as shown in block 255. Each mobile also has a public-
key/private key pair, and registers its public-key with the
trusted server. Mobile devices typically are identified with
their mobile identification number (MIN), which is often
referred to as their phone number. For data enabled devices,
the mobile device may be identified by its TCP IP address. In
this way, the public-key and address information for each
mobile device is also preregistered with the trusted server.

[0058] During the initialization process 252, the preregis-
tered network devices and mobiles are associated for a par-
ticular file management session. As shown in block 256, this
association may be predefined, or may be dynamically set
during initialization. In one example, a network has a particu-
lar set of mobile devices which hold selected data files, and
upon initialization, the network attempts to establish a trusted
communication with each of the authorized mobiles. In
another example, the set of wireless mobile devices may not
be preauthorized, but may be discovered upon initialization.
In this way, mobile devices may be placed in a state to be
discovered, and the network may be placed in a state to
receive requests from mobile devices. In a typical example,
the network is made operational and operates the file man-
agement system. A mobile device makes a request to join the
network. The network is in a state where it is able to receive
the mobile’s request, and then proceeds to further authenti-
cate the mobile device. For example, the process may move to
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the authentication step as shown in block 257. The network
and the mobile use asymmetric cryptography to authenticate
each other. In the process a time-limited session key is also
communicated between the network and the mobile to allow
for more efficient communication. After authentication, data
in the session is encrypted using the session key. It will be
appreciated that the asymmetrical private key/public-key
messaging protocols consume valuable mobile processing
power, and therefore a more efficient symmetrical security
system may be desirable. In this way, after secure and trusted
communication is established, the network and mobile com-
municate securely via symmetric encryption using a session
key. The network and the mobile use asymmetric cryptogra-
phy to authenticate each other. In the process a time-limited
session key is also communicated from one of the network
and the mobile to the other. After authentication, data in the
session is encrypted using the session key.

[0059] As shown in block 258, the network selects the
storage units or files that are to be maintained by the file
management system. These storage units may be individual
files, sets of files, directories, disks, all files on a device, or
some logical file arrangement. The list of storage units may be
continually updated as new files are generated, new devices
added, as files are deleted, or as devices are removed from the
file management system. It will also be appreciated that the
storage units may include files or data not on network devices.
For example, the storage unit may be a URL that links to a
data set on a remote Internet server, or may be a logical
document description.

[0060] With the network devices defined, and the storage
units selected, the process move to associate the devices with
the storage units, as shown in block 259. In this way, particu-
lar storage units or files are assigned to be maintained on a
particular one or set of network devices. Also, the system
allows configuration to be set to control the synchronization
and backup processes. For example, the configuration may set
how often synchronization, incremental backups, and full
backups are to be performed. The configuration may also set
how many past versions of a file to maintain, as well as set
access control for files. The initialization process is com-
pleted, and a baseline set of files is propagated to the appro-
priate devices.

[0061] The process is now ready for normal operation 253.
Innormal operation, the process may allow for file set or other
logical document synchronization 260. This enables a real-
time updating of files, so that consistent and accurate data is
available to the selected devices. For purposes of this discus-
sion, the term “realtime” is not used in its strict engineering
sense, butto indicate that files are automatically updated from
time-to-time at a rate sufficient to support application needs.
In some cases, this may require resynchronization periods
measured in minutes, while for other files, the resynchroni-
zation period may be much longer. During configuration, a set
of synchronization rules were defined that set synchroniza-
tion timing, merger priority and weights, and the actions to be
taken when conflicts exist. During operation, these rules are
automatically and systematically applied, and may be set to
adapt to current application requirements.

[0062] The system also automatically and systematically
performs backup functions 261. Backup may be done incre-
mentally, which stores changes from a previous baseline
backup. Incremental backups may be performed relatively
often, as they consume relatively little network, file, and
communication resources. However, incremental backups
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may become unwieldy as the difference becomes substantial
between the baseline backup and the current file set. There-
fore, a full backup of all files may be done, which also pro-
vides a better level of file protection and a simplified restore
process. During configuration, the types and timing of the
backup process was defined.

[0063] Duringnormal use, a user may desireto restore a file
or set of past files that were inadvertently deleted. In another
example, a user may desire to go back to an earlier version of
adocument, or to track who has made changes in a document.
Provided a file has been configured to keep past versions, a
user may restore past versions of a file. The management
system may keep some level of past versions on one device or
devices, and a more complete history on another device, such
as a repository server.

[0064] Referring now to FIG. 7, a system for performing
preamble activities for a logical document management sys-
tem is illustrated. Method 275 has a network device operating
on the file management system. In one example, the network
device may be a desktop computer system or a computer
server. The network device has communication capability
such that it may establish communication with a trusted
server, such as a key server. The network device generates a
private key and public key pair as shown in block 277. The
network device also has a handle, which may be a name,
e-mail address, or other easy identification value or indicator.
The network device registers its public key, handle, or name
with the trusted key server as shown in block 283. In a similar
manner, a mobile wireless device generates a private and
public key pair and registers its public-key, and handle with
the trusted server, as shown in blocks 279 and 285. For a
mobile, the handle typically will be its mobile identification
number, although in other cases it may be its TCP/IP address.
Also, the mobile may register its preferred discovery method
with the trusted server. For example, some mobile devices
may more efficiently respond to an SMS, MMS, or EMS
message, while other mobile devices may respond more effi-
ciently to TCP/IP communications.

[0065] More specifically, a mobile device may be config-
ured to operate a small process which acts to determine when
a network device desires to establish a trusted communica-
tion. This small process may monitor for an SMS/MMS/EMS
message, and more particularly may monitor for an SMS/
MMS/EMS message with a particular code, value or mes-
sage. In this way, a network device, either alone or with in
cooperation with a trusted server, may send a predefined
SMS/MMS/EMS message to a mobile, and the mobile may
therefore be aware that a network device is trying to establish
communication. In another example, a mobile may have
TCP/IP enabled communication, and may therefore identify a
particular port for receiving requests from network devices.
When a request is received on this specific port address, the
mobile device becomes aware that the network device desires
to establish trusted communication. It will be appreciated that
some mobile devices have both SMS/MMS/EMS and TCP/IP
communication capability, and decision on which to enable
may be made on application specific requirements. In another
example, the mobile may register both types of discovery
methods, and the target may attempt both methods in estab-
lished communication.

[0066] During initialization, the network device may also
define particular access limits 281 for a specific mobile, a set
of' mobiles, or all mobile devices. For example, if the network
device enables a mobile device to access its file structure,

Mar. 25, 2010

mobile devices may be restricted to particular files, or par-
ticular folder structures within the file system. In another
example, the access rights may be established for each mobile
individually, or may be established for sets of mobile devices.
Also, it will be appreciated that the access rights 287 are only
the predefined access rights, and may be changed as specific
communications are established between mobile and target
devices.

[0067] Referring now to FIG. 8, a method of discovering
and authenticating 300 is illustrated. Method 300 has a
mobile device that is prepared to be discovered as shown in
block 302. In this way, the mobile device may have registered
its mobile identification number and public key as shown in
block 306. After registration, the mobile device monitors its
SMS messages, or its TCP/IP ports, for contact by an appro-
priate network device. If such a request is made, then the
mobile starts a local client process and continues to establish
trusted communication. In another example as shown in
block 310, the mobile device may generate a request to con-
nect to a specific network device. For example, a user may
walk into a room and desire to have his or her mobile phone
become a disk device for a computer system. The mobile user
may be invited to send a message to the computer, and thereby
begin the establishment of trusted communication.

[0068] Thenetwork deviceis also prepared for discovery as
shown in block 304. In one example, the network device has
a set of predefined mobile devices that are authorized to
control it. In this way, the network device may simply recall
the mobile addresses as shown in block 312. In other cases,
the network device may receive requests for communication,
and thereby need to request a specific mobile handle (MIN or
address) as shown in block 314. Finally, the network device
may have made itself available to receive requests, and
thereby wait for requests from mobile devices as shown in
block 316. Irrespective of which process is used to obtain the
mobile address information, the network device cooperates
with the key server to obtain the mobile public-key 318. The
mobile public-key, which has been prestored by the mobile
device, is associated with the address for the mobile device. In
this way, the network device is able to retrieve the public-key
for the mobile device. The network device then encrypts the
target IP address and the network device handle using first the
network device private key and then the resulting message is
encrypted to the mobile public-key 320. This twice encrypted
message is then transmitted wirelessly to the mobile device.
The mobile device, using its private key, decrypts the message
321. Upon decrypting with its private key, the mobile obtains
the handle for the network device 322. The mobile is then able
to communicate with the trusted server to obtain the public-
key for the network device. Using the public-key of the net-
work device, the mobile further decrypts the message 323 and
obtains the network device address as shown in block 324.

[0069] Upon confirming messages and addresses, the
mobile confidently trusts the origination of the network
device message. Accordingly, the mobile generates a session
key as shown in block 325. The session key is intended for
symmetrical communication encryption, which is more effi-
cient then asymmetrical encryption. The session key is
encrypted by the mobile using its private key, and then
encrypted to the network device’s public-key as shown in
block 327. The twice encrypted session key is then wirelessly
communicated to a network device as shown in block 327.
The network device then decrypts the message using its pri-
vate key and then the mobile public-key as shown in block
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329. Provided the decryption process completes successfully,
the network device has authenticated the mobile as a trusted
communication partner. It also has obtained the session key as
shown in block 331. The network device and mobile may then
proceed with symmetrical communication encryption as
shown in block 333. The process illustrated with FIG. 8 is
used to establish a trusted communication between a network
device and a mobile. Further, the process described with
reference to FIG. 8 also enables network devices and mobile
devices to preregister with a trusted third party, and then upon
application needs, establish control relationships between
mobile devices and network devices.

[0070] Referring now to FIG. 9, a logical document man-
agement system 350 is illustrated. Logical document man-
agement 350 has mobile devices 351, 352, and 353 commu-
nicating through an over the air communication network 360.
Communication network 360 may be, for example a public
wireless phone or data system, or a government, industrial, or
military communication system. Typically, each mobile
device will be a device such as a wireless handset or personal
data assistant, although other mobile devices may be used.
The over the air communication network 360 also connects to
a repository server 362. File management system 350 shows
a backup and synchronization system using only wireless
mobile devices. For example, mobile device 351 has gener-
ated file A, which is backed up to file area 357 on mobile
device 352 and to file area 359 on mobile device 353. In a
similar manner, mobile device 352 has generated file C,
which is backed up to file area 355 on mobile device 351 and
to file area 359 on mobile device 353. It will be understood
that the files may be simple files, or represent data for more
sophisticated logical document descriptions.

[0071] The storage unit list and associations are stored on
mobile device 351 and on mobile device 353. Since the file or
logical document list is essential for backup and recovery, a
copy of the list is stored on a repository 362. This repository
may be another mobile device, or may be a personal computer
or other network device. As with other logical document
management systems previously discussed, the logical docu-
ment management system 350 may be configured for real-
time synchronization of files, may set access rights to files on
an individual device basis, may be used for incremental back-
ups, and may provide incremental or full backups. Since the
file management system 350 allows a mobile device to view
file structures and storage units for other mobile devices, any
one of the mobile devices may be used to select storage units,
associate devices and storage units, and set configurations. In
another example, a computer system may be used for con-
figuration purposes, and then the file lists imported to the
devices. Advantageously, system 350 enables a set of mobile
devices to perform near real-time synchronization and seam-
lessly provide backup and security functions.

[0072] Referring now to FIG. 10, a logical document man-
agement system 375 is illustrated. Logical document man-
agement system 375 has a mobile device 377, which may be
in the form of a wireless handset. Wireless handset 377 com-
municates using an over the air communication network 380.
This over the air communication network may be for
example, a public voice or data communication network, or
may be a proprietary commercial, military, or government
communication system. A computer 379 also communicates
to the over the air communication network, typically through
an Internet or other wide area network connection. In opera-
tion, the mobile device 377 and computer 379 perform a
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discovery and authentication process. Once discovery and
authentication has occurred, the mobile device 377 appears as
a storage device for computer 379, or the computer may show
as a storage device available to mobile device 377. In this way,
data transfers may be made in a comfortable and known way.
[0073] In a specific example, the mobile device 377 may
appear as a disk drive to computer 379. In this way, an opera-
tor at computer 379 may store data on to a mobile device 377,
or read files or other information from the mobile device 377.
In this arrangement, the network management system 375
operates to enable a mobile device to appear as a standard
storage device to a computer system. In a similar manner, the
computer 379 may be viewed as a disk drive or network drive
for mobile device 377. In this way, data stored on device 379
is presented to the user of mobile device 377 in the usual and
comfortable file structure used by the mobile device 377.
Mobile file manager 375 also includes the automated file
synchronization and backup processes previously discussed.
In this way, files generated on the mobile device 377 may be
automatically backed up and synchronized with files on com-
puter 379, and files generated on computer 379 may be syn-
chronized and backed up with files on device 377.

[0074] While particular preferred and alternative embodi-
ments of the present intention have been disclosed, it will be
appreciated that many various modifications and extensions
of'the above described technology may be implemented using
the teaching of this invention. All such modifications and
extensions are intended to be included within the true spirit
and scope of the appended claims.

1. A method for managing logical documents, the method
operating on a mobile communications device, comprising:

connecting the mobile communications device to a com-

puter using a wireless communication network, wherein
the computer has at least one device capable of storing
logical documents connected to it; and

managing logical documents between the computer and

the device through a wireless communications network.

2. The method according to claim 1, wherein the connect-
ing step of the mobile communications device further com-
prises:

transmitting from the computer a trust initialization mes-

sage;

monitoring for the trust initialization message at the mobile

communications device;

receiving at the mobile communications device the trust

initialization message; and

establishing a trusted communication link between the

computer and the mobile communications device based
on authenticating a code presented by the first mobile
communications device.

3. The method according to claim 1, wherein the connect-
ing step of the mobile communications device further com-
prises:

transmitting from the mobile communications device a

trust initialization message;

monitoring for the trust initialization message at the com-

puter;

receiving at the computer the trust initialization message;

and

establishing a trusted communication link between the

mobile communications device and the computer based
on authenticating a code presented by the computer.

4. The method according to claim 1, wherein the device is
a second mobile communications device and the second



US 2010/0077453 Al

mobile communications device is connected to the computer
through a method comprising:

transmitting from the computer a trust initialization mes-

sage;

monitoring for the trust initialization message at the second

mobile communications device;

receiving at the second mobile communications device the

trust initialization message; and

establishing a trusted communication link between the

computer and the second mobile communications
device based on authenticating a code presented by the
second mobile communications device.

5. The method according to claim 1, wherein the device is
a second mobile communications device and the second
mobile communications device is connected to the computer
through a method comprising:

transmitting from the second mobile communications

device a trust initialization message;

monitoring for the trust initialization message at the com-

puter;

receiving at the computer the trust initialization message;

and

establishing a trusted communication link between the sec-

ond mobile communications device and the computer
based on authenticating a code presented by the com-
puter.

6. The method according to claim 1, wherein the mobile
communications device is a wireless handset operating
according to a commercial, military, or governmental air
interface.

7. The method according to claim 1, wherein the device is
awireless handset operating according to a commercial, mili-
tary, or governmental air interface.

8. The method according to claim 1, wherein the mobile
communications device operates according to CDMA,
OFDMA, CDMA2000, UMTS, GSM, GPRS, EDGE, PHS,
or PCS.
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9. The method according to claim 1, wherein the device
operates according to CDMA, OFDMA, CDMA2000,
UMTS, GSM, GPRS, EDGE, PHS, or PCS.

10. The method according to claim 1, wherein the fre-
quency of managing the logical documents is pre-determined.

11. The method according to claim 1, wherein the manag-
ing oflogical documents is initiated by a user command from
the mobile communications device.

12. The method according to claim 1, wherein the manag-
ing oflogical documents is initiated by a user command from
the computer.

13. The method according to claim 1, wherein the manag-
ing oflogical documents comprises synchronizing the logical
documents on the computer to logical documents previously
copied to the device.

14. The method according to claim 1, wherein the manag-
ing of logical documents comprises copying an incremental
backup file to the device.

15. The method according to claim 1, wherein the manag-
ing of logical documents is selected from the group consisting
of: copying, deleting, modifying, and adding new logical
documents.

16. The method according to claim 1, wherein the logical
document comprises XML documents, files, file sets, direc-
tories, file structures, devices, drives, or URLs.

17. The method according to claim 1, wherein the mobile
communication device is selected from the group consisting
of: a computer, a mobile phone, a personal data assistant, or a
portable music player.

18. The method according to claim 1, wherein the device is
selected from the group consisting of: a computer, a mobile
phone, a personal data assistant, or a portable music player.

sk sk sk sk sk



