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SENSORS, SCANNERS, AND METHODS FOR AUTOMATICALLY
TAGGING CONTENT

CROSS-REFERENCE TO RELATED APPLICATIONS

This application is refated to U.S. Patent Application Serial No.
12/883315 {Attorney Docket No. 805835-US-NP) entitted "METHOD AND
APPARATUS FOR AUTOMATICALLY TAGGING CONTENT,” U.S. Patent
Application Serial No. 12/883335 {(Attorney Docket No. 808126-US-NP)
entitled "CONTENT CAPTURE DEVICE AND METHODS FOR
AUTOMATICALLY TAGGING CONTENT,” and U.8. Patent Application Serial
No. 12/883355(Attorney Docket No. 808128-US-NP) entitled “METHOD AND
APPARATUS FOR MANAGING CONTENT TAGGING AND TAGGED

CONTENT,” each of which is incorporated by reference herein in its entirety.

FIELD OF THE INVENTION
The invention relates generally to content generation and management

and, more specifically but not exclusively, 1o aulomatic content tagging and
management of tagged content.

BACKGROUND

Today, end users are generating enormous amounts of cortent,

inchuding content in the form of pictures and videos, and are relaying the
content to their various media networks {e.g., coment storage networks, cloud
computing infrastructure, social networks, and the like) via vartous user
devices {e.g., desklops, paimtops, e-readers, handhelds, and like devicas). In
most cases, these pictures and videos do not convey any information apart
from the visual, and sometimes aural, details of the pictures and videos. it is
often said that a picture is worth a thousand words; however, in most cases
those thousand words are not known without an explanation by the end user
who ook the associated picture or video., While attempts have been made {o

augment such content with additional information, augmenting of content is
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2
currently a highly manual process with little or no improvement over the way
that content Is produced in the print media.

SUMMARY

Various deficiencies in the prior art are addressed by embodiments for
automatically tagging content and/or managing tagged content.

It one embodiment, a sensor is configured for supporting automatic
content tagging of content captured by a content capture device.  In one such
embodiment, a sensor is configured for storing object data associated with an
object, where at least a portion of the object data is stored securely, and
communicating at least a portion of the object data {oward the content capture
device confemporangous with a content capture operation by the content
capiure device.

in one embodiment, a sensor scanner is configured for supporting
automatic content tagging of content where a sensor is used in conjunction
with a content caplure device. In one such embodiment, an apparatus
includes a processor configured for storing object data associated with an
object having a sensor associated therewith, and initiating propagation of the
object data toward the sensor for storage by the sensor when permission to
interface with the sensor is verified.

BRIEF DESCRIPTION OF THE DRAWINGS

The teachings herein can be readily understood by considering the

following detailed description in conjunction with the accompanying drawings,
in which:

FIG. 1 depicts a high-level block diagram of an exemplary content
tagging system;

FIG. 2 depicts a high-level block diagram of one embodiment of the
content capture device of FIG. 1

F1G. 3 depicts an exemplary embodimeant of a process for creating
tagged content,
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FIG. 4 depicts an exemplary embodiment of a process for accessing
the tagged content of FIG. 3,

FIG. & depicts ane embodiment of a method for automatically
associating an information structure with an object included within captured
content;

G, 6 depicts one embodiment of a method for automatically
associating an information structure with an object included within captised
content at a content capiure device;

FIG. 7 depicts one embodiment of a method for use by a sensor during
content capture by a confent caplure device,;

FIG. 8 depicts ong embodiment of a methoed for by a sensor scanner
for configuring a sensor for use during content capture by a content capture
device;

FIG. O depicts one embadiment of a method for enabling a content
management system to provide various functions of the content tagging and
management capability,

FIG. 10 depicts one embodiment of a method for enabling a content
management system to register a user for enabling the user to generate
tagged content;

FIG. 11 depicts one embodiment of a method for enabling a content
management system to process requests for object information associated
with automatic content tagging;

FIG. 12 depicls one embadiment of a method by which a content
management system manages tagged content;

FIG. 13 depicts one embodiment of a method for enabling a content
management system to process requests for embedded object information;
and

F1G. 14 depicis a high-level block diagram of a computer suifable for
use in performing the functions described herein.

To facilitate understanding, identical reference numaerals have been
used, wheare possible, (o designate identical elements that are common to the

figures.
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DETAILED DESCRIPTION OF THE INVENTION
A content {agging and management capability is depicted and

described herein. The content tagging and management capability may
include various constituent capabilities which may operate individually andfor
in combination to provide various content tagging andfor tagged content
management functions as depicted and described herein.

An automatic content tagging capability is depicted and described
herein. Tha automatic content tagging capability is adapted for automatically
tagoing content with a content tag having an information structure associated
therewith. The content tag is associated with an object included within the
tagged content, where the object may include a physical object represented
within the tagged content, content associated with the tagged content, and the
like. The information structure includes object information associated with the
object with which the content tag is associated {e.¢., a description of the
object, ong or more pointers o additional information associated with the
object, and the like, as well as various combinations thereof). The selection of
the content tag provides access o the object information of the information
structure.

A tagged content distribution capabilily is depicted and described
herein. The tagged content distribution capability provides distribution of
tagged content to various public and/for private platforms, such as private user
platforms, social media portals, media servers {e.g., at home, at work, and the
fike), and the like, as well as various combinations thereof. In this manner,
the tagged content distribution capability enables a secured and permission-
based distribution of taggad content to any computing platform with storage to
ensure that the {agged content is readily available.

A tagged content management capability i1s depicted and described
herein. The tagged content management capability may mnclude management
of contert tagging andfor management of tagged content, as well as various
other related management funclions. For example, management functions

may include one or more of providing registration management functions
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{e.g., managing registration of users, sensors, scanners, entities, providers,
advertisers, and the like), automatic content tagging and tagged content
management functions (e.g., management of sensor permissions,
permissions validation during automatic content tagging related activities,
tagged content ownership management functions, management of tagged
content permissions, and the like), tagged content delivery management
functions {e.g., managing permissions associated with tagged content,
managing other criteria associated with access to tagged content, and the
like), tagged content advertising management functions (e.g., advertiser
management functions, tagged conient performance tracking functions, user
remuneration management functions, and the like), and the like, as well as
various combinations thereof. Various other embodiments related to
automatic tagging of content and management of tagged content are depicted
and described herein.

Although primarily depicted and described herein with respect to
automatic tagging of image-based content (g.g., iImages, videos, and the like),
the content tagging and management capability may be used for automatically
tagging other forms of content and information and/or for managing other
forms of tagged content and information (e.q., text-based content, audio-~
based content, muttimedia content, widgets, software defined objects, and the
like, as well as various combinations thereof),

FIG. 1 depicts a high-level block diagram of an exemplary content
tagging systam.

As depicted in FIG. 1, content tagging system 100 includes a content
capture device 110, a sensor environment 120, a sensor scanner 130, a local
natwork environment 140, and a remaote network environment 150, twill be
appraciated that use of the terms local and remote may indicate the relation of
these networks 1o the content capture device 110 {e.g., with local network
environment 140 being close to content capture device 110 and remote
network environment being further from content capture device 110).

The coment capture device 110 is configured for capturing content,

such as one or more of texi-based content, image-based content {e.g.,
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pictures, videos, and the like), multimedia content, and the like, as well as
various combinations thereof. For example, content capture device 110 may
be a picture camera (8.g., supporting capture of only still pictures, supporting
capture of both still pictures and audiofvideo, and the like), a video camera
{e.q., supporiing caplure of only audiolvideo, supporting capture of both
audio/video and still pictures, and the like}, a smartphone having a camera
and/or audiolvideo capiure capabiiities, or any other similar device that is
capabie of capturing content.  In existing content capiure devices, such
content capture mechanisms are used independent of each other, however, in
at least some embodiments of the automatic content tagging capability,
multiple such content capture mechanisms may be utilized in conjunction with
each other in order to support automatic tagging of content-based objects
{which, as described herein, may be performed in a secured and/or on-
demand manner).

Thea content capture device 118 may be configured to (1) process the
captured content in order to automatically tag the captured content and/or (2)
propagate the captured content toward one or more devices configured to
process the caplured content in order to automatically tag the captwred
content.

An exemplary content capture device is depicted and described with
respect to FIG. 2

The sensor environment 120 includes a plurality of objects 122 — 122y
{collectively, objects 122), and each object 122y ~ 122y has one or more
sensars associated therawith (illustratively, represented by a plurality of
sensors 1244 - 124y (collectively, sensors 124)).

As depicted in FIG. 1, each object 122 may have one or more sensors
associated therewith.  Although primarily depicted and described with respect
to a 1:1 refationship between objects 122 and sensors 124, it will be
appreciated that various other types of object-sensor relationships may be
used, &.g., one object 122 may have a sensor set {i.e., multiple sensors)
associated therawith, an object set {i.e., multiple objects) may have one

sensor 124 associated therewith, an object sel may have a sensor set
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associated therawith (i.e., an N:N relationship), and the like, as well as various
combinations thereof.

The objects 122 represent any objects which may be captured and
represented in captured content (8.g., pictures, video, and the like).

It one embodiment, for example, the objects 122 may include physical
objects, portions of physical objects, and the like. In this embodiment, the
sensor environment 120 may include virtually any environment having
physical objects 122 on which sensors 124 may be deployed, and, in this
sense, physical objects 122 may include virtually any physical objects for
which content may be captured.

For example, sensors 124 may be deployed on physical objects 122
that are typically located within buildings. For example, physical objects 122
may include objects within homes (e.4g., on fumiture, appliances, home
entertainment equipment, products, decorations, jewelry, and the like),
businesses (e.g., office equipment, office decorations, and the like), museums
{e.g., on artifacts, exhibits, information placards associated with antifacts and
exhibits, and the like}, o any other buildings having physical objects 122
which may have sensors 124 associated therewith.

For example, sensors 124 may be deployed on physical objects 122
that are typically locaied outside of buildings, such as consumer products
typically used outside {e.g., sports equipment, lawn care equipment, and the
like), trangportation devices {s8.g., motorcycles, cars, buses, boats, planes,
and the like), and the like.

For example, sensors 124 may be deployed on structures where the
structures themselves are the physical objects 122. For example, sensors
124 may be deployed on buildings accommodating families, businesses,
organizations, and the like {e.g., for indicating information about the buildings,
for indicating the people, businesses, andfor organizations iocated within the
buildings, and the like, as well as various combinations thereof). For example,
sensors 124 may be deployed on buildings such as museums, stadiums, and
the like. For example, sensors 124 may be deployed on structures such as

bridges, monumeants (e.g., the Washingion Monument, Jefferson Memaorial,
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and the like}, and the like. The sensors 124 may be deployed on any other
types of structures such that physical objects 122 may include other types of
structuras.

For example, sensors 124 may be deployed on naturally occurring
physical ohijects 122 {e.g., humans, animals, frees, points of interest on
mountains, points of interest on the Grand Canyon, and the like}.

Thus, from the foregoing examples of physical objects 122, it is clear
that the objects 122 may encompass virtually any objects (e.g., televisions,
buildings, cars, exhibits, monuments, geographical features, and the like, as
well as various combinations thereof) which may be caplured by content
capture device 110,

in one embodiment, the objects 122 may include content objects. In
this embodiment, the sensor environment 120 may include virtually any
environment in which content objects 122 may be captured, and, in this
sense, content objects 122 may include virtually any types of content objecis
which may be captured during content capture.

In one embodiment, for example, content objects may include content
{e.g., pictures, audio, video, multimedia, and the like) associated with physical
objects captured as part of the caplured content or otherwise associated with
capture of content.

For example, when a user takes a picture of a room including a
television playing a movie, the television may have a sensor associated
therewith such that the television becomes a physical object representad in
the picture and may be automatically tagged as described herein, and, further,
the movie playing on the television may be identified as a content object
represented in the picture and also may be automatically tagged as described
herain.

For example, when a user takes a picture in a first room having
ohysical obiects with associated sensors and music is playing from a radio in
a second room, the physical objects in the first room are represented in the
picture and may be automatically tagged as described herein, and, further, the
music playing on the radio in the second room may be entified as g content
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object associated with the picture and also may be automatically tagoed as
described herein.

In this sense, a content object may be presented by a physical object
ncluded within the captured content {e.g., television example} or meraly
associated with captured content during the content capture process (e.g.,
radio example).

The objects 122 may include any other physical objects, content
objects, and/or other objscts which may be captured as part of a content
capture process and represented within the captured content (e.g., as an
object represented within captured content, as a content tag associated with
captured content, and the like, as well as various combinations thereof).

It will be appreciated that the term objscts 122 is not limited by the
exemplary objects discussed herein.

As depicted in FIG. 1, each object 122 may have one or more sensors
124 associated therewith.

The sensors 124 associated with objects 122 are configured /
provistoned {for simplicity, primarily referred (o as configured harein) for
enabling automatic tagging of content including the objects 122 with which the
sensors 124 are associated.

In general, it is physical objects 122 that will have sensors 124
associated therewith, however, it is contemplated that content objects 122
also may have sensors 124 associated therewith. Forexample, where a
content object 122 {e.g., video or audio content) is presented by a physical
objact 122 {e.g., television or radio) having a sensor 124 associated with i,
the sensor 124 may be considered to be associated with both the physical
obiact 122 and the content object 124. For example, where a content object
122 18 merely associated with capture of content (but not necessarily
associated with any particular physical object 122 captured as part of content
capiure)}, the content abject 122 may or may not have a sensor 124
associated with it.

The sensors 124 associated with objects 122 may include any suitable

SENSOrS.
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In one embodiment, for example, an object 122 at least has an
information sensor 124 associated therewith, and also may have one or mora
position sensors 124 associated therewith.

In general, an information sensor 124 is adapted for enabling object
information associated with the object 122 to be obtained.

In one embodiment, for example, an information sensor 124 associated
with an object 122 stores object information associated with the object 122
and provides tha object information to content capture device 110 during
content caplure,

In one embodiment, for example, an information sensor 124 associated
with an object 122 stores information adapted for use in retrieving object
information associated with the object (e.¢., & pointer to the location(s) of
object information associated with the object 122, an identifier of the sensor
124 andfor object 122 which may be used o determine an address of a
network location from which the object information associated with object 122
may be retrieved, and the like, as well as various combinations thereof). In
such embodiments, the information sensor 124 is cenfigured for providing the
information adapted for use in refrieving obiect information associated with the
object 122 to content capture device 110 during content capture.

In one embodiment, for example, an information sensor 124 associated
with an object 122 may be configured for conveying other types of information
associated with the object 122 {e.g., information adapted for use in
associating a content tag with the object 122 represented within captured
content, information adapted for use in associating an information structure
with a content tag embedded within cagtured content including the object 122,
and the ke, as well as various combinations thereof}.

it will be appreciated that an information sensor 124 may be configured
in any other manner suitable for enabling object information associated with
the object 122 {0 be obtained.

i1 general, a position sensor is a sensor adapted for enabling

identification of the object 122 within captured content such that the content
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tag used for automatically tagging the object 122 within the caplured content
may be associaled with the object 122 within the captured content,

For example, a position sensor 124 associated with an object 122 may
be configured to enable determination of information such as object
dimensions of object 122, object distance associated with object 122 {e.q.,
distance from the content capture device 110 to the object 122), and the like,
which information may be processed for determining the position of the object
122 within the capfured content {e.g., such that embedded content tags may
be aligned with the objects 122 within the captured content).

Although primarily depicted and described herein with respect to
embodiments in which information sensors 124 and position sensors 124 are
separate physical sensors, it will be appreciated that at least some sensors
124 may operate as both information and position sensors 124,

The sensors 124 may be any sensors suitable for operating as the
nformation andfor position sensors as described herein.  For example, the
sensors 124 may be one or more of hardware-based, software-based,
materials-based, and the like. For example, the sensors 124 may include
sensors such as barcodes, Bokodes, QR Codes, active andfor passive Radio
Frequency ldentifiers (RFIDs), chemical tags andfor photosensitive tags,
motes, voice indices, audio indices, video indices, and the like, as well as
various combinations thereof.

The sensors 124 may include any other sensors suitable for use in
providing these and various other functions associated with the content
tagging and managament capability.

The sensars 124 may be associated with abjects 122 in any suitable
manner (€.9., embedded within objects 122, affixed to objects 122, and the
like). The sensors 124 may be embedded within objects 122 in any suitable
manner, may be affixed t{o objects in any suitable manner, and the like, as will
be understood by one skilled in the art.

The sensors 124 may be associated with objects 122 at any suitable
time, which may depend on the type of objacts 122 with which the sensors

124 are associatad.
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For example, for manufactured objects 122, sensors 124 may be
associated with the manufactured objects 122 during manufacturing, after
manufacturing but prior to sale of the objects 122 {e.q., such as where a
vendor affixes sensors 124 1o objects 122 prior to sale {o customers), after
sale of the objects 122 {e.g., such as where the owner of the object 122
purchases a sensor 124 and affixes the sensar 124 {o the object 122), after
sale of the objects 122 (8.g., such as where a third-party provider provides a
sensor 124 and affixes the sensor 124 to the object 122), and the like, as well
as various combinations thereof.

For example, for existing objects 122 {e.g.. manufactured objacts,
structies, natural objects, and the hke), the sensors 124 may be associated
with the objects 122 by the people responsible for the objects 122 {e.q., the
owner of the object 122, the person{s) responsible for or in control of the
object 122 {e.g., the curator of a mussum where the objects 122 are exhibits
at the mussum, the park supervisor where the objects 122 are natural objects
as a park, and the like)), and the like,

The sansors 124 may be associated with objects 122 automatically
{e.g., by machines during manufacturing of the objects 122, by machines after
manufactunng of the objects 122, and the like).

The sensors 124 may be associated with objects 122 manually by any
suitable person, which may depend on the type of objects 122 with which the
sensors 124 are associated.

For example, an owner of a content capiure device 110 may obtain
sensars 124 so that the owner of the content capture device 110 may affix the
sensors to various objects 122 of the owner {e.¢g., furniture, appliances, cars,
and the like). This will enable automatic tagging of content generated by the
owner of the content capture device 110 for objects owned by, or at least
under the control of, the owner of the content capture device 110, This may
enable the owner of the content capture device 110 and the sensors 124 to be
remunerated where tagging of content including certain objects 122 is viewed

by other users.
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For example, a person who does not own & content capture device 110
may obtain sensors 124 and affix the sensors 1o objects 122 of the person
(2.g9.. fumiture, appliances, cars, and the like). This will enable automatic
tagging of content generated by people using content capture devices 110 1o
capiure content including the objects 122 of the user (e.g., Triends taking
photos or videos at the person’s house using a content capture devics 110).
This may enable the owner of the sensors 124 to be remunerated where
tagging of content including cerlain objects 122 is viewed by other users.

In such embodiments, sensors 124 may be obtained in any suitable
manner. For example, sensors 124 may be included with the objects 122
when purchased, provided {o the person by the entity from which the object
122 is obtained, purchased by the persorn indepsndent of any objects 122
(&.g., such as wheare a sensor provider selis sensors suitable Tor use with
objects 122), and the like, as well as various combinations thereof.

in one embodiment, in which sensors 124 may be purchased by the
person independent of any objects 122, any suitable number of sensor types
may be supported. In one embodiment, for example, one type of sensor 124
may be available independent of the type of object 122, In one embodiment,
muiltiple fypes of sensors 124 may be available (e.g., from one or more sensor
providers). In one such embodiment, the type of sensor 124 that must or
should be used with a particular obiect 122 or type of object 122 may be
recommended by the provider of the object 122, the object 122 or type of
object 122 for which particular typas of sensors 124 must or should be used
may be recommended by the provider({s) of the sensors 124, and the like, as
well as various combinations thereof. In other words, any suitable type(s) of
sensors 124 may be used for providing the content tagging and managemaent
capability.

The sensors 124 may be associated with objects 122 in any other
suitable manner.

The sensors 124 securely store object data associated with the objects
122 with which the sensors 124 are associated, respsctively. As described

herain, the object data that is stored on a sensor 124 associated with an
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object 122 may include position information associated with the object 122
and/or cbject information associated with the object 122.

The object data associated with an object 122 may be input into the
associated sensor 124 at any suitable time(s) (similar to the ability of the
sensor 124 to be associated with the object 122 at any suitable time(s)).

For example, where the sensor 124 is intended for association with a
particular object 122 {e.g., where the sensor 124 is embedded within the
object 122 during manufacturing, associated with the object 122 by the
manufacturer of the object or the vendor of the object, and the like), the object
data associated with the object 122 may be input into the sensor 124 at the
time at which the sensor 124 is manufaciured, after the sensor 124 is
manufactured but prior to the sensor 124 being provided to the manufacturer
or vendor of the object 122, by the manufacturer or vendor of the ohject 122,
and the like.

For example, where the sensor 124 is not intended for association with
a particular object 122 {&.g., where the sensor 124 is a generic sensor that is
available to a person that owns or has conirol over the object 122}, the obiect
data associated with the object 122 may be input into the sensor124 prior to
being associated with the object 122, after being associated with the object
122, and the ke, For example, a person may purchase sensors 124, load
object datg into the sensors 124 based on the objects 122 with which the
sensors 124 are {o be associated, and then affix the sensors 124 to objects
122. Simdarly, for example, a person may purchase sensors 124, affix the
sensors 124 to objects 122, and then load object data into the sensors 124
basead on the objects 122 with which the sensors 124 are associated.

The object data asscciated with an object 122 may be input into the
associated sensor 124 at any other suitable ime(s).

The object data associated with an object 122 may be input into the
associated sensor 124 automatically {e.g., via machine to machine transfer of
the object data into the sensor 124).

The obiect data associated with an object 122 may be input into the

associated sensor 124 manually by any suitable person, which may depend
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on the type of objects 122 with which the sensors 124 are associated {similar
to the ability of the sensor 124 {0 be associated with the object 122 manually
by any suitable person).

In one embodiment, object data associated with an object 122 may be
input into the associated sensor 124 using the sensor scarnner 130

The sensor scanner 130 may be any scanner suitable for interfacing
with sensors 124 with secure read and write capabilities, e.g., for reading data
from sensors 124, for input data into sensors 124, and the like, as well as
various combinations thergof.

The sensor scanner 130 may obtain object data, associated with an
object 122 and intended to be input into the sensor 124 that is associated with
the object 122, in any suitable manner.

in one embodiment, sensor scanner 130 includes a user interface via
which a user may securely, and on demand, enter object data intended {o be
securely loaded into sensors 124,

In one embodiment, sensor scanner 130 includes one or more
communication interfaces for interfacing with one or more devices from which
object data, intended {o be securely loaded nto sensors 124, may be
oblained.

in one such embodiment, sensor scanner 130 may include one or more
wired andfor wirgless connection capabilities, including non-networked and/or
networked conneaction capabilities, for enabling sensor scanner 130 o
commuunicate with one or maore user devices securely. For axample, sensor
scanner 130 may be connected 0 one or more user devices directly {e.g.,
using one or more of Peripheral Componeant Interconnect (PCI), Universal
Serial Bus (USB), and the like, as well as combinations thereof). For
example, sensor scanner 130 may be connected to one or more user devices
vig a wired network connection {(2.¢., via Ethernet or any other suifable wired
network connection). For example, sensor scanner 130 may be connected to
one or more user devices wirelessly {e.g., using Bluetooth, WiFI, Radio

Frequency (RF), Ultraviolet (UV), Visual Spectrum (VS), and the like). These
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and other connection capabilities are represented as communication path 131
m FIG. 1.

In one such embodiment, sensor scanner 130 may include one or more
wired andfor wireless connection capabilities for enabling sensor scanner 130

5

to communicate with one or more network devices (e.g., network servers

storing object dala for objects 122, network databases storing object data for

objects 122, and the like, as well as various combinations thereof). For
example, sensor scanner 130 may communicate with one or more network
devices via one or more of Ethermnet, WiFI, callular, and the like, as well as

10 varwous combinations thereof. These and other connection capabilities are
represented as communication paths 131 and/or 132 in FIG. 1 {e.g., path 131
where the content capture device 110 accesses ramote network environment
150 via local network environment 140; path 132 where the content capture
device 110 accesses remote network environment 150 directly).

16 The object data for an object 122 may be securely obtained by sensor
scanner 130 and securely loaded into a sensor 124 using sensor scanner 130
in any suitable manner.

in one embodiment, for example, a user enters object data for an
object 122 into a user device of the user (e.g., a computer). The user then

20 downloads the object data from the computer into the sensor scanner 130
using any suitable communication/interfacing technologies. The user may
then use the sensor scanner 130 {0 input the object data into the sensor 124
that is associated with the object 122.

In one embaodiment, in which a user enters object data for an object

25 122 into a user device (e.g., sensor scanner 130, computer 142, and the like),
one or more templates may be made available to the user for inputting the
information. The templates may be created by any suitable source (e.g., the
providerfmanager of the object 122, one or more third party template
providers, and the like, as well ag various combinations thereof). The

30 templates may be provided to the user by any suitable source (8.g., the

provider/manager of the object 122, one or more third party template

providers, and the like, as well as various combinations thereof). The
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templates may be provided o the user at any suitable time (e.g., with the
objact 122 such as when a user purchases the object 122, with the sensor
124 such as where the owner of the object purchased one or more sensors
124 tor the object 122, from one or more network servers from which the user
may download one or more lempiates, and the like, as well as various
combinations thereof). For example, templates may be stored on servers
eperated by one or more of commercial entities 1534, third party brokers 1534,
application providers 1533, and federated agency 1534, The templates may
ba provided at any suitable level of granularity {e.g., one or more templates
may be provided for specific objects 122, one or more templates may be
provided for specific object types, one or more {emplates may be provided as
generic templates which can capture object data for all or at least some types
of objects, and the like, as well as various combinations thereof}. The
templates may be configured in any suitable manner for enabling the user to
enter information (e.g., using one or more forms, using a survey format in
which the user answers queastions designed to elicit the object information,
using a prompting format in which the user is prompted to enter the object
information, and the like, as well as various combinations thereof). The users
which may use such templates for entering object information to be securely
loaded into a sensor 124 may include any suitable users {e.g., an employee of
a provider of the object 122 for which the object information is to be securely
loaded into the sensor 124, an employees of a third party service that enters
the object information that is to be securely loaded into the sensor 124 on
behalf of the provider of the obhject 122, the owner/manager of the object 122
that uses sensor scanner 130 for loading the entered object information into
the sensor 124, and the like, as well as variocus combinations thereof}).

in one embodiment, for example, a user initiates, via sensor scanner
130, a request for object data for an object 122 where the cbject data is
securely stored on a user device or a network-device. The sensar scannier
130 receives and stores the requested object data. The user may then use
the sensor scanner 130 1o input the object data into the sensor 124 that is
associated with the object 122.
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Iy this manner, various embodimeants are provided in which the sensors
124 (and, thus, the object data stored by the sensors 124) are writable and
readable by intended devices only {e.q., the sensors 124, and the associated
object data stored on the sensors 124, may be secured such that only devices
determined to be authorized based on permissions are able to interact with
the sensors 124).

Similarly, 1 this manner, varnious embodiments are provided in which
the sensor scanner 130 is enabled to operate with a pre-defined set of
sensors 124, devices {computer 142, adjunct davices 143, and the like},
andfor network environments (8.9., local network environment 140 andfor
remote network environment 150) based assigned various assigned
parmissions.

From the foregoing descriptions of the various ways inwhich object
data for an object 122 may be securely obtained by sensor scanner 130 and
securaly loaded into a sensor 124 using sensor scanner 130, it will be
appreciated that the content tagging and management capabilily is not
intended to be limited to or by any particular mechanism or method by which
object data for an object 122 may be securely obtained by sensor scanner
130 and securely loaded into a sensor 124 using sensor scanner 130,

The object data, for an object 122, that is stored on a sensor 124 may
include any suitable types and/or amount of data associated with the object
122

Iy one embodiment, the object data, for an object 122, stored on a
sensor 124 includes position information for the obhject 122 {e.g., stored in a
position sensor 124 or a combination positionvinformation sensor 124). The
position information for the object 122 may include any information suitabie for
use in determining the position of the obiect 122 within caplured content. For
example, the position information may include a GPS location of the object
122, information indicative of the position of the object 122 relative to one or
more reference poinis (e.q., one or more other objects 122 which may or may

not have sensors 124 associated therewith and/or any other suitable
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reference point(s)), information indicative of one or more dimensions of the
object 122, and the like, as well as various combinations thereof.

in one embodiment, the object data, for an object 122, that is stored on
a sensor 124 includes object information adapted for inclusion within the
information structure that is associated with captured content that includes the
object 122 {e.g., stored in an information sensor 124 or a combination
information/position sensor 124).

The object information, for an object 122, that is stored on a sensor
124 may include any suitable information associated with the object 122,
which will vary for different types of objects 122. The object information may
include information provided by the provider/manager of the object 122,
information provided by the owner of the object 122, and the like, as well as
various combinations thereof. The types of object information which may be
stored on a sensor 124 may be better understood by way of reference to
some specific examples.

in one embodiment, for example, the object information, of an object
122, that is stored on a sensor 124 includes objective information describing
the object 122, For example, where the object 122 is a refrigerator, the object
information included within the sensor 124 associated with the refrigerator
may include the types of information most likely to be of interest to people
reviewing information about a refrigerator (e.g., the dimensions of the
refrigerator, the capacity of the refrigerator, features of the refrigerator, and
the like, as well as various combinations thereof). For example, where the
object 122 is a television, the object information included within the sensor
124 that is affixed to the television may include the types of information most
likely to be of interest o people reviewing information about a television (e.g.,
type of technology used {e.g., plasma, LCD, and the like), the dimensions,
display information {e.g., diagonal size, technology, resolution, and the like),
video features, multimedia capabilities supported, Elecironic Programming
Guide (EPG) information associated with the video service connection,
warranty information, and the like, as well as varicus combinations thereof).

For example, where the object 122 is a painting displayed in a museum, the
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object information included within the sensor 124 that is associated with the
patriting may include the types of information most likely to be of interest to
people viewing the painting {e.9., the name of the antist, the name of the
painting, a brief history of the artist and or the painting, and the like, as weall as
various combinations thereof). The foregoing examples are meraly a few
examples of the types of object information which may be stored on sensors
124. The various types of object information that may be considered {0 be
relevant for other types of objects will be understood.

in one embodiment, for example, the object information, for an object
122, that is stored on a sensor 124 includes subjective and/or personal
information associated the object 122, For example, where the object 122 is
a televigion, the objsat information inchuded within the sensor 124 that is
gffixed to the television may include information such as the date of purchase
by the owner of the television, the place of purchase by the owner of the
television, the deal thal the owner got on the television, a review of the
television by the owner, the types of content that the owner likes 1o waltch on
the television, and the like, as well as vanous combinations thereof. For
example, where the object 122 is a painting displayed in a museum, the
object information included within the sensor 124 that is associated with the
painting may include information such as an opinion of the curator as to the
mportance of the painting, an opinion of the curator as to the quality of the
painting, an opinion of the curator as to other paintings that a person may like
if they ke that painting, and the like, as well as various combinations thereof.
The various types of subjective and/or personal information that may be
considered to be ralevant for other types of objects will be understood.

it will be appreciated, at least from the foregoing examples, that
virtually any obiect information may be stored on a sensor 124 for an
associated object 122 {e.9., descriptions of the object, advertisements for the
object and/or related objects, opinions about the objedt, links 1o additional
information about the objects, and the like, as well as various combinations
thereof).
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Simitarly, it will be appreciated, at least from the foregoing examples,
that the object information may include one or more types of cantent {e.g.,
text, images, audio, video, muitimeadia, and the like, as well as various
combinations thersof}.

The object information that is stored on a sensor 124 for an object 122
may be configured on the sensor 124 by any suitable source(s) of such
nformation, e.g., the provider/imanager of the object 122, an entity on behalf
of the provider/manager of the object 122 {e.g., such as where a company
that selis the object 122 provides the object information {o the manufacturer of
the object 122 for inclusion on sensor 124, such as where a company that
sells the object 122 provides the information to a third party responsible for
loading the object information onto the sensor 124, and the like), the
owner/manager of the object 122 via sensor scanner 130 (e.g., such as where
the owner/manager supplements object information already stored on the
sensor 124 andfor provides all of the object information that s stored on the
sensor 124), and the like, as well as various combinations thereof.

The object information, for an object 122, which 18 stored on a sensor
124 may include any other suitable information.

The object data, for an object 122, which is stored on a sensor 124
may inciude any other suilable object dala.

Although depicted and described with respect o embodiments in which
the object data for an object 122 is siored on a sensor associated with the
object 122, it will be appreciated that some or all of the object data for the
object 122 {&.g., one or more of position information, object information, and
the like, as well as various combinations thersof) may be obtainad from one or
mora other sources of such object data. I this manner, the various types of
object data described herein as being included within the sensors 124 for
ohjects 122 may be considerad to be more generally associated with the
sensors 124 as the object data may be obtained from any suitable source(s)
of such object data.

in one embodiment, for exampie, the object data (of an object 122) that
i stored on a sensor 124 includes data adapted for use in retrieving object
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data associated with object 122 {e.g., to retriave one or more of position
information, object information for inclusion within the information structure,
and the ke, as well as various combinations thereof}. For example, the data
adapted for use in retrisving object data associated with object 122 may
include an identifier of the object 122, which may be used {o retrieve object
data associated with object 122. For example, the data adapted for use in
retrieving object data associated with object 122 may include one or more
identifiers and/or addresses of devices from which object data may be
retrieved {e.g., the computer 142, one or more adjunct devices 143, one or
more network devices of remote network environment 150, and the like, as
well as various combinations thereof). The data adapted for use in retrieving
object data associated with object 122 may include any other information
suitable for use in retrieving object data for object 122 from a source other
than its associated sensor 124, In such embodiment, it will be appreciated
that retrieval of the object data may be performed securely.

The object data associated with an object 122 may be retrieved from
any suitable source of such information {g.g., @ memory on content caplure
device 110, one or more devices within local network environment 140, one or
more devices within remote network environment 150, and the like, as well as
various combinations thereof}.

Although primarily depicted and described with respect to various
embodiments in which object data is stored on sensors 124, in at least one
other embodiment the sensors 124 only store sensor identification information
suitable for use in uniquely identifying the sensor. {n such embodiments, the
sensor identification information may be used o retrieve associated object
data for the object 122 with which the sensor 124 is associated (similar to the
use of object idertification inforrmation to retrieve object data as described
herein),  In such embodiments, for example, a mapping of a sensor 124 to its
object 122 may be mairtained {e.g., in any suilable source, such as on
content capture device 110, in a device of local network envirenmert 140, in a
device of remote network environment 150, and the like, as well a5 variocus

combinations thereof) such that the object 122 with which the sensor is
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associated can be determined and the associated object data of the object
122 can be obtained for use in automatically tagging content including that
object 122. It will be appreciated that other similar arrangements are
contemplated.

The sensors 124 may securely store object data in encrypted form. In
one embaodiment, all of the object data that is stored on a sensor 124 is
encrypted. inone embodiment, a subset of the object data that is stored on a
sensor 124 is encrypted.  In such embodiments, the object data may only be
available to the content owner (e.9., the provider of the object 122 where the
provider controls the object data associated with the object 122, the owner or
manager of the object 122, and the like}. In such embodiments, the object
data encryption may be fully or partially removed after the activation of the
sensor 124 by an authorized person.

The sensors 124 may have one or more permission lavels associated
therewith. The permission levels for sensors 124 may be used to control
storage of object data on the sensors 124 andfor reading of object data from
the sensors 124, thereby enabling secure storage of object data on the
sensors 124 andfor secure reading of object data from the sensors 124, The
permission{s) may be set at any suitable level {e.g., for the sensor 124, for ali
object data stored on the sensor 124, for one or more subsets of object data
stored on the sensor 124, and the like, as well as various combinations
thereof). The parmission levels for sensors 124 may include any suitable
levels. In one embaodimeant, for example, three permission levels may be
supported gs follows: owner, group, and public. In this embodiment, the
‘owner” permission level indicates that only the cwner of the sensor 124 may
securely store object data on and/or securely retrisve object data from the
sensor 124, the “group” permission level may be used o specify one or more
groups of usars {each group including one or more users) that may securely
store object data on andfar securaly retrieva object data from the sensor 124,
and the “public” permission level indicates that any user may securely store
obiect data on and/or securaly retrieve object data from the sensor 124, it will

be appreciated that these permission levels are merely exemplary, and that



10

20

[
577

30

WO 2012/037005 PCT/US2011/051162

24

any other suitable numbers and/or types of permission levels may be
supported. It wiil he appreciated that different numbers andfor types of
permission levels may be used for different sensors 124

A sensor 124 may provide the stored object data of an object 122 to
the content capture device 110 during or contemporaneous with confent
capiure by the content capture device 110, when the captured content
includes the object 122, The sensors 124 provide the stored object data of
objects 122 to the content capture device 116 in any suitable manner, which
may depend on the type of sensors 124, In one embodiment, sensors 124
provide {or do not provide) the stored object data of objects 122 1o the content
capture device in accordance with one or more permission levels set for the
sensors 124

As described herein, the automatic tagging capability may be provided
oy and/or supporied by local network environment 140 andfor remote netwaork
environment 150.

The local network environment 140 includes one or more user devices
and associated communication capabilities for a user of content capture
device 110. For example, the local network environment 140 may be a home
environment of a user, an enterprise environment of a user, and the like.

As depicted in FIG. 1, local network environment 140 includes a local
network 141, a computer 142, adjunct devices 143, and local storage 144,

The local network 141 may facilitate communications within local
network environment 140 {(e.g., between computer 142 and adjunct devices
143) and/or between local network environment 140 and remote network
environment 150 {e g., enabling computer 142 and/or adjunct device to
communicate via remote network environment 150}

The computer 142 includes any computer which may be used by a
user in conjunclion with the content tagging capability. For example,
computer 142 may be a desktop or laptop computer in 8 home or office of the
user.

The computer 142 may be used by the user {o configure sensors 124
which are placed on objects 122 owned by or at least under the control of the
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user. Forexample, the user may set permissions associated with sensors
124, input information to be stored as object data on sensors 124, and the
fike. The user may then download the configured information into sensor
scanner 130 and use sensor scanner 130 1o configure the associated sensors
124,

The computer 142 may be used by the user to configure information
that 1s associated with infermation structures that are associated with objects
i capiured content, which may include content captured by the user andior
by other people.

For example, computer 142 may run one or more local programs via
which the user may enter information for objects 122 such that the entered
information may be stored in the information structures that are automatically
associated with the objects 122 in the captured content. In this example, the
entered object information may be stored in any suitable location {(e.g., on the
computer 142, on adjunct devices 143, on local storage 144, on content
capiure device 110, on ong or more network devices of remote network
environmeant 150, and the like, as weall as various combinations thereof).

For example, computer 142 may be used {0 access one or morg online
information management systems via which the user may enter information
for objects 122 such that the entered information may be stored in the
information structures that are automatically associated with the objects 122
i the caplured content. In this example, as with the previous example, the
entered object information may be stored in any suitable location.

in the foregoing examples, the user is able to use the computer 142 o
securely define object information which will be automatically associated with
objects 122 in captured content. As described herein, sensors 124 may be
placed on myriad numbers and {ypes of objects 122 and, thus, many different
types of users may use computer 142 for this purpose in many different ways.
For exampile, the user may be an owner of abjecis 122 and may wish to enter
information about the objects 122 For example, the user may work at a
museum (e.q., objects 122 are exhibits at the museum) and may wish to enter
information about the exhibits of the museum. K will be appreciated that these
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gxamples are merely a few exemplary uses of computer 142 to securely
define information which will be automatically associatad with objects 122 in
captured content.

The computer 142 may be used by the user for performing various
other functions of the content fagging capability,

The adjunct devices 143 include any device or devices which may be
used by a user in conjunction with the content tagging capability. For
sxample, adjunct devices 142 may include one or more of a computer, a set-
top box, an access point, a storage/cache device, a storage area netwaork
{SAN}, and the like, as well as various combinations thersof.

The computer 142 and adjunct devices 143 each have access to local
storage 144, which may be provided in addition to and/or in place of any
storage available on computer 142 andfor one or more of adjunct devices
143

it will be appreciated that local network environment 140 may include
fewer or more devices and/or communications capabilities, and may be
arranged in any other suitable manner.

in various embodiments, one or mors of the devices of the local
network environment 140 may perform various functions of the conternt
tagging capability (e.g., performing processing for poputating the information
structura{s) with information about the associated object(s) 122, performing
processing for associating the information structura{s} with captured content,
storing content that has been automatically tagged by other devices, and the
like, as well as various combinations thereof}.

The remote network environment 150 includes a service provider
network 151, Internet 152, a number of entities 153, a cloud computing
infrastructure 154, and a CMS 155 (CMS) 155,

The service provider network 151 provides access from local network
environment 140 {o Internet 150, such that the devices of local network
environment 140 and the entities 153 of remote network environment 150

may communicate.



10

15

20

25

30

WO 2012/037005 PCT/US2011/051162

27

The entities include commercial entities 1534, third party brokers 1533,
application providers 1563;, and a federated agency 153., (collectively, entities
153). The entities 153 may include fewer or more entities 153.

The commaercial entities 153 may include any commercial entities
which may be associated with the content tagging and management
capabiity. For example, the commercial entities 1534 may inciude providers
of objecis 122 which are or may have sensor 124 associaled therewith, The
commercial entities 1534 may operate systems from which information may be
accessed in conjunclion with the content {agging and management capability
{e.g., obiect information for storage on the sensors 124, object information for
storage in the information structure that is associated with an object 122 when
the captured content including the object 122 is automatically tagged, object
infarmation available in response to selection of tags embedded within tagged
content including objects 122, and the like, as well as various combinations
thereof). Although omitted for purposss of clarity, It will be appreciated that
some or all of the commaercial entities 153, may operate their own systems for
making such information available for use with the content tagging and
management capability.

The third party brokers 153; may include any third party entities which
may be associated with the content tagging and management capability. For
exampie, third parly brokers 153: may include brokers which provide sensors
124, brokers which associate sensors 124 with objects, brokers which supply
object information for use with the content tagging and management capability
{e.q., for configuring sensors 124, for responding to selection of tags
embecded within captured conteni, and the like}, brokers that facilitate
remuneration based on viewing of tagged contend, and the like, as well
brokers providing various combinations of such services. The third party
brokers 153; may operate systems from which information may be accessed
in conjunction with the content tagging and management capability. Although
omitted for purposes of clarity, it will be appreciated that some or all of the
third party brokers 153, may operate their own systems for making such
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information available for use with the content tagging and management
capability.

The application providers 153; may include any application providers
which may provide applications suitable for use in enabling the content
tagging and management capability. For example, the application providers
1535 rmay provide applications configured for use in defining object information
for storage on the sensors 124, apphcations configured for use in defining the
format of information structures to be associated with content tags in captured
content, applications configured for use in populating information structures
with object information accessible via content tags with which the information
struchures are associated, applications configured for use by content owners
N managing automatically tagged content {e.q., organizing automatically
tagged content, setting permissions for controlling access (o automatically
tagged content or portions of automatically tagged content, and the like),
applications for use by parties associated with remuneration of users based
on reviewing of automatically fagged content (e.g., users for managing their
remuneration accounts, commercial entities for managing remuneration of
users, and the like), and like applications or any other applications suitable for
use with the content tagging and management capability, as well as various
combinations thereof.

The tederated agency 1534 may operate {o provide overarching controf
and management functions for providing the content tagging and
managemant capability, enabling users and entities to nterface in ways that
support the content tagging and management capability.

The cloud computing infrastructure 154 s a managed, hosted, or
shared data center basad infrastructure, which can ba a private or public
cloud. in cloud computing nfrastructure 154, various {agged content
management capabilities may be provided. For example, {agged content may
be transmitled via service provider network/access mechanisms, tagged
content may be securely stored or accessed by the user or his or her

extended group of contacts, the tagged content itselff may be able 1o "push’
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the tagged content to user devices when tagged content is accessed, and the
fike, as well as various combinations thereof.

The CMS 155 is configured for providing various management
functions of the content tagging and manageament capability, including
providing management of content tagging andfor management of tagged
content. For example, CMS 155 may provide management functions such as
providing registration management functions (e.g., managing registration of
USErs, sensors, scanners, entities, providers, advertisers, and the tike},
automatic content tagging and tagged content management functions {e.g.,
management of sensor permissions, permissions validation during attomatic
conient tagging related activities, tagged content ownership management
functions, management of tagged content permissions, and the like), tagged
content delivery management functions (&.g., managing permissions
associated with tagged content, managing other criteria associated with
access to tagged content, and the like), tagged content advertising
management functions (e.q., advertiser management functions, tagged
content performance tracking functions, user remuneration management
functions, and the like}, and the like, as well as various combinations thereof,
It will be appreciated that various functions performed by CMS 155 may fall
into multiple such categories of management functions. It will be further
appreciated that the various management functions describbed herein may be
arganized in various other ways.

In one embodiment, CMS 155 s configured to provide registration
management functions.

in one embodiment, users may be registerad with the CMS 155, For
example, the users may be users of content capture devices used for
generating tagged content, users of devices of locatl network environments,
users that own or are responsible for objects tagged with sensors, users that
own of are responsible for sensors associated with objects, users of sensor
scanners used to load data onte sensors, users that access tagged content,
and the like. The users may be registered for any suitable purposes, such as

account management, permissions management, content management,
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remuneration of users, and the like, as well as various combinations thereof
The registered users may have user accounts associated therewith, which
may include user profiles associated with the users, user content generated
by the users, and the like.

In one embodiment, entities may be registerad with the CMS 155, For
example, entities may include entities such as commercial entities 153,, third-
party brokers 153;, application providers 1533, object providersicontroliers,
sensor groviders, sensor scanner providers, object data template providers,
information structure template providers, entities which may be involved in
remuneration based on fagged content, and the like, as well as various
combinations thereof.

In one embodiment, sensors 124 may be registered with the CMS 155
In one embodiment, sensors 124 may be registered with the CMS 155 by the
provider of the sensor 124, In one embodiment, sensors 124 may be
registered with the CMS 155 by the provider of the object 122 with which the
sensor 124 is associated. In one embodiment, sensors 124 may be
registered with the CMS 155 by the ownar of the object 122 {e.g., priorto or
after activating the sensor 124 with sensor scanner 130). In one embodiment,
sensors 124 may be registered with the CMS 155 by multiple such parties,
whare the registration of the sensor 124 is updated as the sensor passes from
one parly 1o the next. For example, a sensor 124 may initially be regisiered
with the CMS 155 by the provider of the object 122 with which the sensor 124
is associaled, and the owner of the object 122 may then aceess the
registration of the sensor 124 and take conirol of that registration for purposes
of controfling access to the sensor 124. In one embodiment, manufacturers
have the capability to enable and disable sensors 124 from working and, after
a user purchases the sensor 124 or an object 122 having the sensor 124
associated therewith the user can then enable the sensor 124 based on a
registered user profile of the user {e.g., which may be registered with the CMS
168). The sensors 124 may be registered for enabling management functions
such as loading of object data on sensor 124, controlling which user{s) may
access the object data on sensor 124 during content capiure, and the like, as
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well as various combinations thereof. The management of sensors 124 using
the CMS 185 may be provided it any other suitable manner.

Iry one embodiment, sensors scanners (e.g., sensor scanner 130} may
be registered with the CMS 155, The sensor scannars may be registeraed with
the CMS 155 by the providers of the sensor scanner {e.g., prior to sale or
deployment of the sensor scanners), by owners of the sensor scanners {e.9.,
after purchase and activation of tha sensor scanners), and the like, as well as
vartous combinations thereof. The sensor scanners may be registered for
enabling managemant functions such as controlling access to sensors 124,
controlling loading of object data on sensors 124, and the like, as well as
various combinations thereof. The management of sensor scanner 130 using
the CMS 155 may be provided in any other suitable manner.

Although depicted and described herein with respect to embodiments
in which registration and management of users, entities, devices, and the like
is performed via the CMS 155, it will be appreciate that registration and
management of users, entities, devices, and the like may be performed by
any other management systems andf/or any other entities.

In one embodiment, CMS 155 is configured to provide automatic
content tagging and tagged content managament functions.

The automatic content tagging managemaent functions may include any
functions related to the process of automatically generating tagged content.
For example, automatic content tagging management functions may include
providing various permissions checking functions associated with generation
of automatically tagged content, enabling object providers / controllers access
for modifying object information (e.q., object description information,
advertising nformation, and the like) that is sltimately included within
information structures during automatic content tagging, enabling third party
providers access for managing associated third party information and
services, and the like, as well as various combinations thereof.

The tagged content management functions may include any functions

refated to the process of managing tagged content.
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In one embodiment, the tagged content management functions may
include managing storage of tagged content (which may include management
of some or all of the constituent parts of tagged content, such as where
tagged content, content tags, and/or information structures are maintained as
sgparate content structures).

iy one embodiment, the tagged content management functions may
include enabling tagged content owners access for managing their tagged
content (e.g., modifying permissions, controliing distribution of tagged content,
and the like).

in one embodiment, the tagged content management functions may
include tagged content ownership management functions.

In one embodimeant, when a tagged content tem is generated by a
user, the tagged content item is associated with the user such that the useris
always identfied as the owner of the content item, even regardless of its
distribution. This will enable remuneration of users for the tagged content that
they generate, even where such tagged content is copied and distributed via
various content distribution mechanisms such as content posting sites (e.q.,
Flickr, YouTube, and the like), social networking sites {e.¢g., Facebook,
Twitter, and the like). This provides a significant motivation to users to
capture content in interesting ways which may allow them {o receive
remuneration where such content "goes viral” at least because the users will
be guaranteed that proper tracking of content ownership will enable them o
receive the proper amount of remuneration. The management of tagged
content ownership in this manner also may provide various other advantages.

In one embodiment, a content owner can modify the ownership of
tagged content via the CMS 155, This enablas an owner of tagged content to
transfer ownership of tagged content to one or more other users (s.g., for
enabling those users to manage the lagged content, as part of a business
agreement, or for any other purpose(s)).

In one embodiment, CME 155 is configured to provide tagged content

delivery management functions for managing delivery of tagged content.
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In one embodiment, a content owner can modify the content usage
permissions of {agged content via the CMS 155 The content usage
permissions control distribution of tagged content. The content usage
parmissions may be modified using any granularities for tagged content {s.g.,
on a per content item basis, for groups of content tems awned by the content
owner, for alt content items owned by the content owner, and the like), users
{e.g.. on a per-user basis, for groups of users for which the content owner
sets permissions, for all users for which the content owner sets permissions,
and the like), and the like, as well as various combinations thereof.

in one embodiment, access to tagged content by a user other than the
owner of the tagged content is controlled based on whether the user is offling
or onting when the user is attempling to access the content {e.g.. whether or
riot the user device via which user is attempting to access the tagged content
has network connectivity).

In this embodiment, access {0 a tagged content when the user is offline
may be proviged at any suitable level of granularity. In one embodiment, for
example, when the user is offfine, the tagged content is encrypted such that
the tagged content cannot be accessed by the user. in one embodiment, for
example, when the user is offline, the embedded tag(s) within the tagged
content item is encrypted such that the user is able 10 access the content item
while offline, but cannot access the embedded lag and, therefore, cannot
access the information structure(s) associated with the content tag{s). In one
embaodiment, for example, when the user is offline, portions of the information
structura(s} associated with the embedded tag(s) of the content item are
encrypted such that the user is able to access the content item while offling,
including some but not ali of the information associated with the information
structure(s) of the content item.

In this embodiment, when the user is online, access to the tagged
content is enabled, although such access may be restricted in other ways
{e.g., based on permissions associated with the content item or portions of the
content tem, based on permissions set for the user, and the like, as well as
various cambinations thereof).
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In stich embodiments, the determination of whether or not a user
requesting access {o tagged content is online or offline may be performed in
any suitable mannsr {e.g., an oniing/offline indicator may be maintaingd by
the CMS 155 for each user and may be updated as users go online and
offline, by pinging the user device of the user {0 test for network connectivity,
and the like, as well as various combinations thereof).

in one embodiment, an online/offline status update indicator is used as
a facilitator for management of tagged content. In one such embodiment, the
anline/offline status update indicator is used o keep (i} the local updates to
the original content permissions from the owner to hisfher local updates in
synch with CMS 155, and (ii) synch tagged content offline requests to take
place when the requesting users come online.

In one embodiment, CMS 155 is configurad o provide tagged content
advertising management functions {e.g., advertiser management functions,
tagged content performance tracking functions, user remuneration
management functions, and the fike).

In one embaodiment, CMS 155 is contigured to provide advertiser
management functions, for enabling advertisers to conirol advertising via
tagged content.

In one embodiment, for example, a provider of an object can modify
gbject information associated with a particular object type via the CMS 155,
The controt of such object information in a centralized manner enables the
provider of the object to modify at least a portion of the object information that
is presented to users upon selection of embedded tags associated with the
object type. This may be useful for providing targeted advertising for a
particular object. For example, a car manufaciurer may maintain an account
on the CMS 155 for purposes of providing advertising management. In this
example, for each make and model of car produced by that car manufacturer,
the CMS 155 may store a link to a webpage including information about that
particular make and model of car, such that, by modifying the links stored on
CMS 155, the car manufacturer can ensure that automatically tagged content
is generated using the latest tinks configured for directing users to the latest
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nformation about each of the various cars manufactured by the car
manufacturer. This enables the car manufacturer 1o entice anyone viewing the
object information associatad with the tagged content to purchase the latest
version of that car.

In one embodiment, for example, a provider of a product{s) may
advertise, via the CMS 155, information regarding a produci({s) that the
provider would like to promote. The advertiser could then indicate fo users of
CMS 155 {e.g., users having accounts on CMS 155, and which generate
content using the content tagging and management capability andfor manage
tagged content vig CMS 155) the types of remuneration that the provider is
willing to provide based on performance of tagged content including the
associated product(s) of the provider. In this manner, the provider can
motivate users {o try to generate tagged content featuring their products in
interesting ways which are likely to be viewed by a jarge number of other
users who might ultimately purchase the product{s). The product providers
would then be able to reward users for promoting their products while
reducing their overall advertising budget typically used on traditional
advertising that typically is not even guaranteed to be presented to any
particutar number of people.

In one embodiment, CMS 155 is configured 1o track the performance of
tagged content.  In one embodiment, for example, CMS 185 may be
configured to track tagged content performance information, e.g., the number
of times each item of tagged content is viewed, the number of unique views
for each item of tagged content, and the like, as well as varnious combinations
thereof.

In one embodiment, CMS 155 is configured to manage remuneration of
owners of tagged content based on the performance of tagged content {e.g.,
updating the amount of remuneration fo which the content owner is entitied,
collecting remuneration credits from various sources on behalf of content
owners entitled to such remuneration, and the ke, as well as various

combinations thereof}. In such embodiments, various accounts managed on
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CMS 155 may be linked to various other accounts (e g., credit accounts, bank
accounts, and the like, as well as various combinations thereof).

It will be appreciated that CMS 155 may be configurad to provide
various other management functions in support of the content tagging and
management capability.

Although depicted and described as being a standalone system, in one
embodiment CMS 155 may be hosted by one or more of the entities 153, in
one smbodiment, for example, CMS 155 may be hosted by federated agency
1534

it will be appreciated that any of the management functions of CMS
155 depicted and described herein may be implemented using any suitable
algorithms for providing such functions, such that the various management
functions of CMS 185 depicted and described herein alse may be considered
to be steps of algorithms which CMS 158 is configured to execute to provide
such management functions.

As dascribed herein, the content tagging and management capability,
as supported by content tagging system 100, enables automatic tagging of an
object in captured content.

As described herein, the automatic tagging of an object in caplured
contertt results in the embedding, within the captured content, of g content tag
such that the content {ag is associated with the object within the captured
conternt, and where the content tag has associated therewith an information
structure storing information associated with the tagged object.

In one embodiment, the automatic tagging of an object in captured
content includes (1) associating of a content tag with the object within the
capiured content and (2) associating of an information structure to the object
in the captured content, via an association of the information structure to the
content tag associated with the object.

in one embodiment, the automatic tagging of an object in captured
content includes (1) associating of an information structure to a content tag

and (2) associating of the content tag within captured content such that the
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content tag i1s asscciated with the object within the captured conterntt, {o form
thereby tagged content having the information structure associated therewith.

In such embodiments, the associating of a contant tag with the object
within the captured content may be performed in any switable manner. In one
embodiment, associating of the content tag within captured content includes
determining a position of the object 122 within the captured content and
associating the content tag with the object 122 at or near the position of the
object 122 within the captured confent. The position of the object 122 within
captured content may be determined using any suitable information (e.g.,
position information indicative of the position of the object 122, dimension
information indicative of one or more dimensions of the object 122, and the
like, as well as various combinations thereof), which may be obtained from
any suitable source of such information {e.g., received as part of the ohject
data from the sensor{s) 124, obtained using object data received from the
sensor 124, and the like, as well as various combinations thereof). The actual
embedding of the content tag within the captured content may be performed
in any suitable manner, as will be understood by one skilled in the art.

in such embaodiments, the content tags may include any suitable types
of content tags, which may vary based on ong or more factors, such as the
type of content, type of objects, market segment, and the hke, as well as
various combinations thereof. The content lags may have any suitable
characteristics associated therewith. For example, the content lags may use
any suitable shapes, sizes, colors, and the like. For example, the content
tags may be visible af all times, visible only during mouse-~over, and the like,
as well as various combinations thereof The content tags gssociated with
objects within captured content to form tagged content may include any other
suitable types of content tags.

in such embodiments, the automatic association of an information
structure to the object 122 in the captured content, via an association of the
information structure 1o a content tag associated with the object 122, may be
performed in any suitable manner.
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The information structure may be obtained from any suitable source
(e.g., local memary of the device which is performing the processing for
associating the information structure with the confent tag, a device that is
remote from the device which is performing the processing for associating the
information struciure with the content tag. and the like, as well as various
combinations thereof)., The information struclture may be received from the
remote source prior to content capture or during the processing for
automatically tagging captured content.

The information structure may be the only information structura
available for use, or may be selected from among a pluratity of information
structures available for use.

in one embodiment, for example, in which only a single information
structure is available for use, the information structure may provide a template
that 1s suitable for use in storing object information for any type of object (or at
least any type of cbject for which automatic content tagging will or is expected
to be performed).

in one embodiment, for example, in which multiple information
structures are available for use, the information structure that is used may ba
selected inany suitable manner. in one such embodiment, for example, the
information structure s one of a plurality of information structure templates,
which may be selected based on one or more of the object type of the object
122 to be tagged, the sensor type of the sensor 124 associated with the
object 122 to be tagged, an object identifier spacific to the object 122 {o be
tagged, a sensor identifier specific to the sensor 124 associated with the
object io be tagged, and the like. In one such embodiment, for example, the
information structure is one of a plurality of information structures having
object information stored therein, and the information structure may be
selected based on one or more of the abject type of the object 122 to be
tagged, an object identifier specific to the object 122 to be tagged, a sensor
identifier specific fo the sensor 124 associated with the object to be tagged,
and the like. It will be appreciated that one of mulliple available information
structures may be selected in any other suitable manner.



10

15

20

30

WO 2012/037005 PCT/US2011/051162

39

In such embodiments, the information structure stores information
assoclated with the object 122, which may be accessed upon selection of the
content tag embedded within the captured content.

As described herain, the information structure that is associated with
the object 122 to form the tagged content may store any suitable obisct
information that is associated with the object 122,

The cbject information for the object 122 may be stored within the
information structure in any suitable manner.

in one embodiment, for example, at least a portion of the object
information for the object 122 is stored in the information structure prior o
content capture. In this case, association of the information structure to the
object 122 in captured content thereby associates the object information with
the object 122 in the captured content.  In this case, the object information
within the information structure may be supplemented with additional object
information at the time of automatic content tagging (e.g.. such as where
additional object information received from the associated sensor 124 andlor
determined using information received from the associated sensor 124 is
added to the information structure ) and/or after automatic content tagging is
complete {e.g,, such as where the content owner later modifies the object
information stored within the information structure {e.g., via computer 142 or
any other suitable device)).

in one embodiment, for example, at least a portion of the object
nformation for the object 122 is stored in the information structure at the time
of content capture.  In this case, the object information may be stored in the
information structure prior to, during, or after association of the information
structure {o the object 122 in the captured content ta form the tagged content.
i1 this case, the object information stored within the information structure may
be obtained from any suitable source. For example, where the processing for
automatic content tagging is performed by the content capture device, the
object information stored within the information structure may be received at
the content capture device from the associated sensor 124, For example,

where the processing for automatic content tagging is performed by the
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content capture device, the object information stored within the information
structure may be received at the content capture device from one or more
other devices {e.g., such as where the object information is retrieved by the
content capiure device based on object information received by the content
capture device from the sensor 124}, For example, where the processing for
automatic content 1agging is performed by a device other than the content
capture device, the object information stored within the information structure
may be received from the content capture device (e.g., in addition {o other
object data received from the content cagture device). For example, where
the processing for automatic content fagging is performed by a device other
than the content capture device, the object information stored within the
information structure may be received from onea or more other devices (a.g.,
from adjunct device 143 of local network environment 140, a network device
of remote network environment 150, and the like). In such embodiment, in
which the object information is received from one or more external sources,
the object information may be received from the external sources in any
suitable manner.  In this case, the object information stored within the
infarmation structure may be supplemented with additional object information
after automatic content tagging is complete (e.g., such as where the content
owner later modifies the object information stored within the information
structure (e.g., via computer 142 ar any other suitable device)).

In one embodimert, the information structure that is associated with
the object 122 to form the {agged content securely stores object information
that is associated with the object 122.

It such embodiments, the information structure may be popudated with
object information in any suitable manner, as will be understood by one skilled
nthe art. In one embodiment, for example, the object information is parsed
to identify the object information, corresponding fields of the information
structure {i.e., those associated with the object information) are identified
withirs the information structure, and the object daia is populated in the
corresponding fields within the information structure. I one embodiment, for
example, object information may be organized such that the field({s) of the
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information for which the object information are intended are specified as part
of the object information, such that the object information may then be stored
in the appropriate field(s) of the information structure. R will be appreciated
that association of object information with the appropriate fields of the
information structure may be performed in any other suitable manner.

The object information for the object 122 may be stored within the
information structure in any other suitable manner.

As described herein, automatic content tagging, via the automatic
association of an information struciure to an object 122 in capiured content,
may be performed by any suitable device or combination of devices,

tn one embodiment, automatic association of an information structure
to an object 122 in captured content is performed by the content capture
device 110

iry this embodiment, the information structure may be obtained from
any suitable source. In one embodiment, for exampie, the information
structure 1s stored on the content capture device 110, In one embodiment, for
example, the information structure is received at the content capture device
110 from one or more other devices (e.g., sensor 124, computer 142, adjunct
devices 143, a network device of remote network environment 150, and the
like, as well as various combinations thereof).

In this embodiment, automatic association of an information structure
to an obhject 122 in captured content may be performed by content capture
device 110 al any suitable time. For example, automatic association of an
information structure {o an object 122 in captured content may be performed
by content capture device 110 at the time at which the captured content
including the object 122 is captured, at a time after the time at which the
capturad content including the object 122 s caplured, and the like, as well as
various combinations thereof.

In this embodiment, the process of automatically associating an
information structure to an object 122 in captured content may be initiated by
content capture device 110 in response to any suttable tnigger condition. For

example, automatic association of an information structure to an abjsct 122 in
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captured content may be initiated by content capture device 110 automatically
at the time at which the content is captured (e.g., in response to detecting that
content including an object was captured), automatically when the content is
captured and the associated information siructure is received at content
caplure device 110, automatically based on the level of activity on the content
capture device 110 {e.q., at times are which the content capture device 110 1s
not currently being used), automatically by the content capture device 110
based on a schedule and/or threshold condition{s) {e.g., periocdically after a
certain amount of time has passed, after a threshold number of images have
been captured, andfor based on any other suitable scheduling and/or
threshold condition(s)), in response to a reqguest initiated manually by a user
via a user interface of content capture device 110, and the like, as well as
various combinations thereof.

it will be appreciated that various combinations of such embodiments
may be employed at content capture device 110 {e.g., for different objects 122
of a single tem of captured content, for differert items of captured content,
and the tike, as well as various combinations thereof) for enabling automatic
association of an information structure {o an object 122 in captured content by
the content capture device 110,

I one embodiment, automatic association of an information structure
to an object 122 in capiured content is performed by a device or devices other
than the content capture device 110.

tn this embodiment, the captured content and object data is provided
from content capture device 110 to the other device(s) which performs the
processing for associating the information structure with the object 122 in the
captured content o form the tagged content.

The captured conient and object data may be provided from content
capture device 110 {o the other device(s) in any suifable manner.

in one embodiment, for example, the captured content and object data
may be provided from content capture device 110 to the other device directly.
in such embodiments, the direct transter of the captured content and object

data from contant capture device 110 to the other device may be provided
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using any suitable communications capabilities. For example, where the
other device is computer 142 or adjunct devices 143, the direct transfer of the
captured content and object data may be made from content captire device
110 to computer 142 or adjunct devices 143 via a direcl wired connection
{e.g., such as where a camera or camcorder is plugged into the computer 142
or adjunct device 143 via a USB or other suitable port).  For example, where
the other device is computer 142 or adjunct devices 143, the direct transfer of
the captured content and object data may be made from conient capture
device 110 to computer 142 or adjunct devices 143 via a wired networked
connection. For example, where the other device is computer 142, adjunct
devices 143, or a network device of remote network environment 150, the
direct transfer of the captured content and object data may bs made from
content capture device 110 to computer 142, adjunct devices 143, or a
network device of remote network environment 180 via a wireless connection
{e.qg., via Bluetooth, WiFi, or other suitable connection to computer 142 or
adiunct devices 143; via WiF1, cellular, or other suitable connection {o a
network device of remnote network environment 150). it will be appreciated
that, here, direct connections {0 network devices of remote network
ghvironment 150 are connections that do not traverse local network 140, but
which may {raverse a number of other natwork elements. The captured
content and object data may be provided directly from content capture device
110 to the other device(s) i any other suitable manner.

In one embodimeant, for example, the captured content and object data
may be providad from the content capture device 110 o the other device
indirectly. In such embodiments, the indirect transfer of the captured content
and object data from content caplure device 110 {o the other device may be
provided using any suitable communications capabilities. In one embodiment,
for example, where one or more of adjunct devices 143 is configured to
parform the processing for associating the information structure with the
abject 122 in the captured content to form the tagged content, the captured
content and object data may be uploaded from content capture device 110 to

computer 142 such that computer 142 may provide the captured content and
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object data {0 adjunct devices 143, via local network 141, and adjunct devices
143 may perform the association processing. Iny one embodiment, for
example, where a network device of remote network environment 150 is
configured to perform the processing for associating the information structure
with the object 122 in the captured content {o form the tagged content, the
captured content and object data may be uploaded from content capture
device 110 to computer 142 (via wired and/or wireless communication) such
that computer 142 may provide the captured content and object data to the
network device of remote network environment 150, via servics provider
network 141 and Internet 142, and the network device of remote network
snvironment 150 may perform the association processing. The captured
content and object data may be provided indirectly from content capture
device 110 to the other device in any other suitable manner.

The captured content and object data may be provided from content
capture device 110 to the other device(s) at any suitable time.

Irt one embodiment, for example, in which content capture device 110
is unable to communicate with focal network environment 140 or remote
network environment 150 wirelessly, transmission of the captured content and
object data from the content capture device 110 toward the other device may
be initiated by the content capture device 110 {1} when the content capture
device 110 is connected {0 the other device or an intermediate device, or (2)
at any suitable time after which the content capture device 110 is connected
to the other device or intermediate device. In embodiments in which the
content caplure device is connacted to the other device {e.q., 1o compuder 142
or adjunct devices 143), the captured content and object data may be
provided from content capture device 110 to the other device upon connection
of the content capiure device 110 {o the other device and/or in response to
instructions from the user that the captured content and object data should be
transterred to the other device. In embodiments in which the content capture
device 110 is connected to an ntermediate device that is capabile of receiving
the capturec content and object data and providing the captured content and
object data o the other device, the captured content and object data may be
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provided from content capture device 110 to the intermediate device upon
conneaction of the content capture device 110 to the intermediate device
and/or in response to instructions from the user that the captured content and
ob;éct data should be transferred to the intermediate device. In embodiments
i which the content capture device 110 is connected to an intermediate
device that is capable of receiving the captured content and object data and
providing the captured content and object data to the other device, the
intermediate device may provide the captured content and object data to the
other device upon receiving the capiured content and object data from content
capture device 110, securely store the captured content and object data at the
intermediate device for later transmission {0 the other device (e.q.,
automatically based on a scheduls, in response to instructions from a user via
the intermediate device or another device, and the like), and the like, as well
as various combinations thereof.

in one embaodiment, for example, in which content capiure device 110
is able to communicate with local network environment 140 and/or remote
network environment 150 wirslessly, transmission of the caplured content and
object data from the content capture device 110 toward the other device (e.g.,
to the other device or to an intermediate device configured for providing the
capiured content and object data to the other device) may be initiated by the
content capture device 110 at any suitable time. For example, transmission of
the captured content and object data may be initiated by the content capiure
device 110 (1) at the time at which the content caplure is peformed {e.q.,
when the picture is taken, as the video is taken, and the like) andfor {2} at a
time after the time at which the content capture is performed, but priorto /
without the content capture device 110 having to be physically connected to
the other device or an intermediate device in order to upload the captured
content and object data to the other device. In such embodiments, the
content capture device 110 may communicate with the other device directly
(e.g., via a direct connection between content capiure device 110 and
computer 142 where computer 142 is the device that will perform the

association processing, via a direct connaction betwaen content capture



16

15

25

36

WO 2012/037005 PCT/US2011/051162

46

device 110 and a network device of remote natwork environment 150 where
the netwvork device is the device that will perform the association processing,
and the like}. In such embodiments, the content capture device 110 may
communicate with the other device indirectly via an intermediate device
configured for providing the captured content and object data o the other
device In such embodiments, transmission of the captlured content and
object data 1o the other device, or {0 an intermediate davice for fransmission
to the other device, may be performed automatically andfor manually. For
example, fransmission of the captured content and object data to the other
device or to the intermediate device may be performed as each item of
content is captured {&.¢., as each picture is takery), after a threshold number
of content dems are captured {e.g., after every {en pictures are taken, after
three videos are taken, and the Ike), periodically (e.g.. once per hour, once
per day, and the like, whera the time period may be automatically andfor
manually configured}, and the like, as well as various combinations thereof.
in such embodiments, the captured content and object data may be provided
to any suilable device(s) of the local network environment 140 and/or remote
network environment 150.

In this embodiment, the information structure may be obtained from
any suitable source. In one embodiment, for exampls, the information
structure may be received, by the device(s) performing the automatic
association of the nformation structure to the object 122, from the content
capture device 110. In one gmbodiment, for example, the information
structure may be stored on the device{s) performing the automatic association
of the information structure 1o the object 122 In one embodimenrt, for
example, the information structure may be received, by the device(s)
performing the automatic association of the information structure {o the object
122, from one or more other devices (e.g., computer 142, adjunct devices
143, a network device of remote network environment 150, and the like, as
well as various combinations thersof).

in such embodiments, the process of automatically associating an
information struciure to an object 122 in captured content may be initiated by
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the other device(s) in response o any suitable trigger condition. Far example,
automatic association of an information structure to an cbject 122 in captured
content may be inittated by the other device automatically upon receiving the
captured content and object data, automatically based on the level of activity
on the other device 110 {e.g., at times are which the other is not currently
being used), automatically based on a schedule and/or threshold condition(s)
(e.g., perindically after a certain amount of time has passed, after a threshold
number of images have been captured, and/or based on any other suitable
scheduling and/or threshold condition(s)), in response {o a request initiated
manually by a user via a user interface of other device (e.g., upon receiving
the captured content and object data, the receiving device is configured to
store the captured content and object dafa until receiving an indication that
the user has initiated the association/tagging process), and the like, as well as
various combinations thereof.

As described harein, the automatic tagging of an object in captured
content includes (1) associating of a content tag with the object within the
captured content and {2} associating of an information structire to the object
in the captured content, via an association of the information structure to the
content tag associated with the object. In various embodiments of automatic
content tagging depicted and described herein, these associations may ba
provided in any suitable manner.

The association between tagged conlent and a content tag of the
tagged content may be provided in any suitable manner.

In one embodiment, for example, the {agged content and the content
tag generated for association with the tagged content may be maintained as a
single content struciure {e.q., file, data stream, and the like). In one such
embodiment, for example, where the content tag is embeddad within the
same file as the tagged content, the content tag may be embedded within the
same file such that {1} it is directly associated with the object for which it is
intended, .g., via an overlay of the content tag over the object or any other
suitable type of direct association {i.e., the association procaessing doeas nat
need to be performed atl the time that the tagoed content is accessed) or (2) it
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is not directly associated with the object for which it is intended but s readily
availabla within the same file {i.e., the association processing for overlaying
the content tag on the object for which it is intended, or otherwise associating
the conient tag with the object for which if is intended, is performed at the time
that the tagged conternt is accessed).

irr one embodimert, for example, the tagged content item and the
content tag generated for association with the tagged content item may be
mainianed as separate content structures (e.g., separate files, separate data
streams, and the like). In this embodiment, the tagged content may include a
pointar to the content tag o be associated with the tagged content, such that,
whan the tagged content is accessed, the content tag may be retrieved and
embedded within the tagged content for enabling selection of the content tag
by the user(s} accessing the tagged content. In this embodiment, the pointer
to the content tag may be represented within, or otherwise associated with,
the tagged content in any suitable manner (e.g., via inclusion of an identifier of
the content tag within the tagged contert, inclusion of an address of the
contenyt tag within the tagged content, and the like, as well as vanous
combinations therecf). This enables the content tag for tagged content 1o be
managed independently from the tagged content iiself, thereby enabling users
to access the tagged content based on or independent of permissions, while
retaining more stringent controt over access to the content tag via which the
information structure / object information is accessed.

The association between a content tag of tagged content and an
information structure including object information of an object included within
the tagged content may be provided in any suitable manner.

In one embodiment, for example, the content tag associated with an
object ncluded within tagged content includes the information structure
storing the object information of the associated object. This may be the case
whers the content tag is embedded within the tagged content or provided as a
separate content structure which is combined with the captured content to

pragent the tagged content.
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In one embodiment, for example, the content tag associated with an
object included within tagged content includes a pointer to the information
structure storing the object information of the associated object. in this
ambodiment, the information structure may be stored as a separate content

5 struclre {8 q., file, dala stream, and the like) that is separate from the content
tag, such that, when the tagged content is accessed, the information structure
may be retrieved and presented to the user(s) selecting the content tag from
the tagged content. In this embodiment, the pointer to the information
structure may be represented within, or otherwise associaied with, the content

10 tag in any suitable manner (e.g., via inclusion of an identifier of the information
structure within the content tag, inclusion of an address of the information
structure within the content tag, and the like, as well as various combinations
thereof). This enables the information structure for tagged content to be
managed independently from the content tag (and, thus, the tagged content

18 itself), thereby enabling users {o access the tagged content based on or
independent of permissions, while retaining more stringent control over
access to the information structure / object information via the associated
content tag.

With respect 1o the above-described embodiments of associations

20 belween the lagged content and the content tag and associations between
the content tag and the information structure, it will be appreciated that
various combinations of such emboediments may be used (e.q., in different
implementations of content tagging system 100, in different tagged content
tems generated within content tagging system 100, for different objects /

25  content tags / information structures associated with the same tagged contert
item, and the like, as well as various combinations thereof).

it will be appreciated that such associations may control the manner in
which tagged content is presented to a user andfor the manner in which
object information associated with an object included within tagged content is

30 accessed

Although primanily depicted and described herein with respact to

embodiments in which automatic tagging of content includes associating of 2
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content tag {o an object within captured content and association of an
information structure o the content tag where such steps are performed by a
single device, it will be appreciated that in at least some embodiments such
steps may be performed by multiple devices. In one embodiment, for
example, a first device may perform processing for identifying a location of an
object within captured content and associating a content tag with the object
within the captured content, and a second device may perform processing for
associating an information structure with the content tag. 1t will be
appreciated that the various functions may be distributed across multiple
daevices in various other ways.

From the foregoing descriptions, it will be apparent that the various
functions of the content tagging and management capability may be
centralized on any suitable element of content tagging system 100 and/or
distributed across any suitable combination(s) of slements of content tagging
system 100

As described herein, the automatic tagging of an objact in captured
content results in the creation of tagged content, which may then be handled
N any suitable manner for handling such content.

For example, tagged content may be stored, transmitied, presented,
and the like, as well as various combinations thereof, H will be appreciated
that tagged content may be stored, transmitted, presented, and the like by any
suitable device(s), such as a content capture device which creates the tagged
conterit, a user device which creates the tagged content, a network device on
which tagged content 18 stored until accessed, user devices on which tagged
content is accessed, and the like, as well as varicus combinations thereof.

For example, tagged content may be accessed in any suitable manner
{e.0., when received via e-mail, from websites, and the like, as well as various
combinations thereof). It will be appreciated that tagged content (s.g.,
pictures, videos, multimedia, and the like) may be accessed using any
suitable user device upon which tagged content may be presented and from
which content tags in the {agged content may be selected for accessing
information associated with the object{s) of the tagged content. For example,
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the user device may be a computer, tablet PC, smartphone, public safety
specialized devices and Federal agency mandated FIPS compliant devics,
and the like.

As described herein, the manner in which tagged content is prasented
o a user may depend on the manner in which certain associations (e.q., the
association between tagged corntent and a content tag of tagged content) are
maintained and confrolled.

In one embodiment, for example, in which the tagged content and the
content tag generated for association with the tagged content are maintained
as a single file, the file may be provided to the intended user device and then
processed for presenting the tagged content including the content tag. For
example, if the file is arranged such that the content tag is already associaled
with the object, the file is processed for presenting the tagged content. For
example, if the file Is arranged such that the content tag is not already
associated with the object, the file is processed for extracting information
associated with the content tag and presenting the tagged content with the
content tag embedded in the proper location.

In one embodiment, for example, in which the tagged content itern and
the content tag generated for association with the tagged content item are
maintained as separate files, both the tagged content file and the content {ag
file are provided to the intended user device and then processed in order to
combine them to present the tagged content.

The two files may be provided to the user device contemporansously.
For exampile, where a user requests the tagged content from a website via the
user device, the tagged content file and the associated content {ag file may be
retrieved and provided o the user device. For example, where a user receives
the tagged content in an email from a friend, the email may include both the
tagged content file and the content tag file.

The two filas may be provided to the user device sequentially. For
example, where a user requesis the tagged content from a website via the
user device, the tagged content file may be retrieved and provided to the user

davice, the user device may identify the content tag file from information
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included within the tagged content file {e.g., an address or identifier of the
content {ag), the user device may then reguest and receive the content tag
file. For example, where a user receives the {agged content in an email from
afriend, the email may include the tagged contant file, the user device may
identify the content tag file from information included within the {agged content
file (e.9., an address or identifier of the content tag), the user device may then
request and receiva the content tag file {e.g., from & network element storing
content tags for tagged content).

The tagged content file and content tag file, once received at the user
device, may be processad in any suitable manner for presenting the tagged
content. For example, the tagged content file may include a marker
identifying the intended position of the content tag within the tagged content,
such that the content tag may then be added to the tagged content when
presented via the user device. Similarly, for example, the file including the
content tag may include information adapted for use by the user device in
locating the intended position of the content tag within the tagged content,
such that the content tag may then be added to the tagged content when
presented via the user device.

As described herain, the manner in which object information associated
with an object included within tagged content is accessed may depend on the
manner in which certain associations (e.g., the association between a content
tag of tagged content and an information structure including object information
of an chject included within the tagged content) are maintained and
controlled.

In ane embodiment, for example, in which the content tag associated
with an object included within tagged content includes the information
structure storing the object information of the associated object, the objact
information is obtained from the information structure, upon selection of the
content tag, and the object information is presented to the user via the user
device. In this case, the content tag may be embedded within the tagged

content or provided as a separate file which may be accessed for presenting
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the content tag and then presenting the objasct information in response t©
selection of the presentad content tag.

In one embodiment, for example, in which the content tag associated
with an object included within tagged content includes a pointer {o the
information structure storing the object information of the associated object,
the information structure is retrieved in response to selection of the content
tag, and the objection information of the information structure is presenied to
the user via the user device. In this case, the pointer to the information
structlire may be represented within, or otherwise associated with, the content
tag in any suitable manner {e.q., via inclusion of an identifier of the information
structure within the content tag, inclusion of an address of the information
structure within the content tag, and the like, as well as various combinations
thereof).

in such embodiments, it will be appreciated that access to the obiact
information of the information structure may also require one or more criteria
to be satisfied {e.g., the user requesting access has the proper permissions
level, the user reguesting access is online, and the like, as well as various
combinations thereof). These potential criteria are omitted from the present
discussion for purposes of clarity in describing management of the content tag
and the associated information structure, including presentation of the object
information at a user device in response to selsction of the content tag.

As described herein, in at least one embodiment the content capture
device 110 is configured to perform association processing for automatically
associating an information structure to an object in captured content. An
sxemplary content capture device according to one such embodiment is
depicted and described with respect to FIG. 2.

FiG. 2 depicts a high-level block diagram of one embodiment of the
content capiure device of FIG. 1.

As depicted in FIG. 2, content capture device 110 includes a content
capture module 210, a memory 220, a content tagging module 230, and a
controller 240.
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The content capture module 210 includes ong or more content capture
mechanisms 211, — 211y (collectively, content capture mechanisms 211},
where each content capture mechanism 211 is configured for capturing
content and providing the captured content to memory 220 for storage in
memory 220,

The content capture mechanisms 210 may include any suitable
mecharmsm(s) for capturing content. For example, the content capture
meachanisms 211 may include one or more of an audio content capture
mechanism, an image content capture mechanism, a video content capture
mechanism, and the like, as well as various combinations thereof.

The manner in which such content types may be captured by such
content capture mechanisms will be understood by one skilled in the art. For
example, the manner in which a camera typically captures image content will
be understond by one skilled in the art. Similarly, for example, the manner in
which a video recorder typically captures video and audio content will be
understood by one skilled in the art.

it will be appreciated that the type(s) of content caplure mechanism(s)
211 included within content capture device 110 may depend on the type of
content capture device 110, the type of content intended to be captured {e.g.,
photos, videos, and the like) by the content capture device 110, and/or any
other suitable factors.

in one emboediment, for example, the contert capture device 110 is a
camera including an image content capture mechanism. | will be appreciated
that many cameras also now include audiolvideo recording capabilities.

in one embodiment, for example, the content capture device 110is a
video recorder including video and audio content capture mechanisms, it will
be appreciated that many video recorders also now include image content
capture capabilities (e.g., for taking still photographs as well),

The content capiure device 110 may include any other suitable type of
device, which may include any suitable combination of such content capture

mechanisms 111.
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in one embodiment, one or more of the content capture mechanisms
211 captures content to be automatically tagged as described hersin. For
axample, an audio content capture mechanism may capture audio content
that is to be tagged. For example, an image content capture mechanism may
capture image content that is to be tagged. For example, audio and video
content capture mechanism may caplure audio and video content that is to be
tagged.

in one embodiment, in addition to using one or more content capture
mechanisms 211 for capturing content to be tagged, one or more of the
content capture mechanisms 211 may be used to capture content objects
within the captured content {which aiso may be referred o herein as content-
within-content). As desocribed herein, this may include content-within-content
such as tagging of a television program displayed on a television when the
television is captured in a picture, tagging of a song playing when video is
captured, and the ke

tn one such embodiment, multiple content capture mechanisms 211
may cooperate ta enable capturing of such content objects within capiured
content {which also may be referred to herein as content-within-content),

in one embodiment, for example, where g user initiates capture of
image content (e.g., a picture} using an image content capture mechanism, an
audic content capture machanism of content capture device 110 also may be
activated such that the content capture device 110 also captures audio
content associated with the captured image for tagging the audio content
fwhich, in this context, is considered a content object) within the captured
image content.

in this embodiment, the audic content may be captured and identified
i any suitable manner. In one embodiment, for example, the audic content
capture mechanism records some audio contemporaneous with capture of the
image content. The captured audio content is then processed in arder {o
identify the audio content (e.qg., title, artist, and other associated information).
The captured audio content may be identified from information embedded
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within the captured audio, by comparing the captured portion of the audio to a
database of audio racordings in order 1o identify a match, and the like.

In this embodiment, the audio content object may be tagged within the
captured image in any suitable manner, For example, where the audio is
audio of a television program playing on a television captured within the
captured image, the content tag that is associated with the caplured image for
the audio content may be associated with the television within the tagged
image. Forexample, where the audio is audio of a radio playing inan
adjacent room but not captured within the captured image, the content tag
that is associated with the captured image for the audio content may be
placed in any suitable location within the captured image.

The capture, identfication, and tagging of audio content objects in
conjunction with cantent capture (e.g., still image content, such as pictures)
may be performed in any other suitable manner.

in one embodiment, for example, where a user initiates capture of a
piciure using an image content capture mechanism, a video content capture
mechanmsm of content capture device 110 also may be aclivated such that the
content capture device 110 also captures video content associated with the
captured image for tagaing the video content {which, in this context, Is
considered a content object) within the capiured image content.

Iy this embodiment, the video content may be caplured and identified
N any suitable manner. i cne embodinent, for example, the wvideo content
capture mechanism records one or more video frames of the video
contemporaneous with capture of the image content. The captured video
content is then processed in order to identify the video content (e.g., name of
the show or movie, and other associated information). The captlured video
content may be identified from information embedded within the captured
video, by searching a database of video recording information using at least a
portion of one or more of the video frames of the captured video, and the like,

Iry this embodiment, the video content object may be tagged within the
captured image in any suitable manner. For example, where the video is

video of a television program playing on a television captured within the
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captured image, the content tag that is associated with the caplured image for
the video content may be associated with the television within the tagged
image.

The caplure, identification, and tagging of video content objects in
conjunction with content capiure (e.g., still imags content, such as pictures)
may be performed in any other suitable manner.

As depicted In FIG. 2, the content capture mechanism or mechanisms
211 are actuated by a content capture control 212, such as abutton on a
camera, a buiton on a video recorder, a touch screen control on a
smartphone, or any other suitable mechanism for actuating one or more of the
content capture mechanisms 211 to capture content {e.q., captured content to
be tagged and/or content objects associated with captured content to be
tagged) for storage in memory 220,

The memory 220 provides storage for storing content captured by
content capture mechanisms 211 and, optionally, for storing information for
content tagging module 230 {e.g., captured content to he tagged by content
tagging module 230, content objects to be tagged within captured content by
content tagging module 230, information structures {0 be associated with
captured content via automatic tagging of the captured content, tagged
content generatad by content tagging module 230, and the ke, as well as
various combinations thereof). The memaory 220 may be any suitable form of
memory. For example, memory 220 may include an internal memory, a
memory nserted info the content capture device 110 (e.g., a memory stick
inserted intoc a camera, a SiM card in a camera phone, and the like), an
external memory, and the like. it will be appreciated that content capture
device 110 may have muitiple such types of memory available.

The content tagging module 230 is configured to perform automatic
tagging of content captured by content capture mechanisms 211,

As depicted in FIG. 2, content tagging module 230 includes a plurality
of transceivers 231, - 231y (collectively, transceivers 231}, a transceiver
input/output (1O} interface 232, an encryption/decryption {E/D) module 233,
and a content tagging logic moduis 234,
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As depicted in FIG. 2, in one embodiment the content tagging module
230 also may be actuated by the content capture conirol 212 which is used to
actuate content capture mechanisms 211 to capture content for storage in
memaory 220, The actuation of the content tagging module 230 triggers the
content {agging module 230 to perform functions for receiving object data
from sensors 124 which may then be used for automatically tagging content
captured by content capture mechanisms 211 upon actuation of content
capture control 212 (e.q., prepare to receive information from sensors 124,
iniiate communications with sensors 124 to receive information from sensors
124, and the tike}). The actuation of the content tagging module 230 also may
trigger the content tagging module 230 to perform various other functions
{e.g., performing automatic content tagging processing for automatically
tagging the content capturad by content capture mechanisms 211,
transmitting the captured content and object data foward one or more other
devices such that the other device(s) may perform automatic content tagging
processing for automatically tagging the content captured by content capture
mechanisms 211, and the like). Although primarily depicted and described
with respect {0 embodiments in which the content tagging module 230 is
actuated using the same control mechanism that is used to actuate content
capture mechanisms 211, in other embadiments the content capture device
110 may include a different control configured for actuating content caplure
module 230, In one such embodiment, for example, a separate content
capture control (e.g., another button on a camera, another button on video
recorder, or any other suitable control mechanisim) may be provided on the
content capture device 110, thersby enabling the user to control whether or
not automatic content tagging is to be performed for the content captured by
content capture mechanisms 211.

The transceivers 231 provide communications capabilities for conient
capture device 110, The fransceivers 231 include one or more wireless
transceivers (illusiratively, the transceivers 2314 and 231.) and one or more

wired fransceivers (illustratively, transceiver 231).
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Although depicted and described with respect to specific numbers and
types of fransceivers being included within content capture device 110, i will
be appreciated that any suitable numbers andfor types of transceivers 231
may be included within content capture device 110.

Although primarily depicted and described herein with respect to use of
transceivers {within content capture device 110, it will be appreciated that
content capture device 110 may include any suitable numbers and/or types of
transmitters, receivers, transcetvers, and the like, as well as various
combinations thersof.

The transceivers 231 may support communication with various
slements of content tagging system 100.

For exxample, one or mare of the transceivers 231 may support
communications with sensors 124 for receiving object data from sensors 124,
which may depend on tha types of sensors 124 andfor on the types of
commurnications supporied by those sensors 124 {(e.g., cellular
communications, Bluetooth communications, RFID communications, Bokode /
Barcode / QR Code communications, licensed funiicensed spectrum based
communication, and the hke, as well as various combinations thereof).

For example, one or more of the transceivers 231 may support
communications with one or more devices of local network envircniment 140
andfor one or more devices of remote network environment 150, For
exampie, one or more of the transceivers 231 may communicate with local
network environment 140 and/or network environment for providing
automatically tagged content, generated by content capture device 110, to
local network environment 140 and/or remote network environment 150, Faor
example, one or more of the {fransceivers 231 may communicate with local
network environment 140 and/or network environment for requesting
information which may be needed by content caplure device 110 to perform
automatic tagging of content captured by content capture device 110 {e.g., for
requesting object data, one or more information structures, and the like, as
well as various combinations thereof). For example, ong or more of the

transceivers 231 may communicate with {ocal network environment 140
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andfor remuote network environment 150 for providing captured content and
associated object data to one or more devices of local network environment
140 and/or remote network environment 150, such that the captured content
may be automatically tagged by the one or more devices of local network
environment 140 and/or remote network enviranment 150. For example, one
or more of the fransceivers 231 may communicate with local network
environment 140 and/or remote natwork environment 150 for providing
capiured content, object data, and one or more information structuras to one
or more devices of local network environment 140 and/or remote network
environment 150, such that the caplured content may be automatically tagged
by the one or more devices of local network environment 140 and/or remote
network environment 180, It will be appreciated that in such embodiments,
the transceivers 231 may support any suitable communications capabilities
{2.g., wirgline communications, celiufar communications, WiFi
communications, and the like, as well as varicus combinations thereof).

The transceiver VO interface 232 provides an interface between
fransceivers 231 and E/D module 233, The iransceiver I/O interface 232 may
be implemented in any manner suitable for supporting communications
between muitiple transcaivars 231 and the E/D module 233 (e.g., using any
suitable number of communication paths from transceiver V0 interface 232 to
transceivers 231 and, similarly, using any suitable number of communication
paths to the E/D module 233},

The E/O module 233 provides encryption and decryption capabilities
for content tagging logic modute 234. The E/D module 233 decrypts
encrypted information intended for content tagging logic module 234 {(e.g.,
captured content received from content capture mechanisms 211 andfor
memory 220, object data received from sensors 124 via transceivers 231 and
transceiver VO interface 232, information structures received via fransceivers
231 and transceiver VO interface 232 (e.g., from local network environment
140 andl/or remote network environment 150), and the like, as well as various
combmnations thereof. The E/D module 233 encrypts information transmitted

by content tagging logic module 234. For example, E/D module 233 encrypts
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one or more of captured content, object data, information structures, tagged
content, and the like, being transmitted to local network environment 140
and/or network environment. For example, £/D module 233 encrypts tagged
content being provided {o memory 220 for storags in memory 220. The E/D
modute 233 may encrypt/decrypt any other suttable information.

The content tagging logic module 234 is configured to perform
automatic tagging of content captured by content capture mechanisms 211.

As depicted in FIG. 2, content tagging logic module 234 includes a
memuory 235, content analysis logic 236, and overlay creation logic 237.

The memory 235 provides storage for securely storing information for
use by content analysis logic 2386 and overlay creation logic 237, and for
securely storing Information that is generated by content analysis logic 236
and overiay creation logic 237, For exampie, as depicted in FIG. 2, memory
235 may securely store information such as captured content, content tags o
be associated with objects within captured content, information structures to
be associated with captured content via automatic tagging of captured
content, tagged content, and the like, as well as varnous combinations thersof
It will be appreciated that use of the memory 235 within content tagging logic
madule 234 may obviate the need for encryption and decryption processing
when content analysis logic 236 and overlay creation logic 237 access such
information for procassing, while at the same time still enabling secure
storage of the information. The memory 235 may be any suitable form of
memory, as will be understood by one skilled in the art.

The content analysis fogic 236 is configured for analyzing captured
content for determining, for each object 122 included within captured content,
information for use in tagging the object 122 within the captured content.

The information for use in tagging the object 122 within captured
content may include any information suitable for use in determining a position
within the captured content where the associated content tag for the object
122 should be embedded. For example, information for use in tagging the
object 122 within captured content may include a position of the object 122

within the captured content and, optionally, may include the dimensions of the
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object122 within the captured content. The information for use in tagging the
abject 122 within capiured content may be reprasented in any suitable format
{e.g., as a coordinate position for a still image, as a combination of a frame
number and a coordinate position within the frame for moving images, and the
fike).

The information for use in tagging the object 122 within the capturad
content may be determined in any suitable manner. In one embodiment, for
example, information for use in tagging the object 122 within the captured
content may be determined by processing one or more of the captured
content in which the object 122 is included, information received from one or
more sensors 124 associated with the object 122, and the like, as well as
various combinations thereof.

The content analysis logic 236 provides the information for use in
tagging the object 122 within the captured content to the overlay creation logic
237, for use by the overlay creation logic 237 o automatically tagging the
capiured content with a content tag associated with the object 122.

As depicted in FIG. 2, content analysis logic 236 is coupled to E/D
module 233, memory 235, and overlay creation logic 237. The content
analysis logic 236 is coupled to E/D module 232 for receiving captured
content from the content capture mechanisms 211 andfor memory 220, for
receiving object data of the object 122 from the sensor 124 associated with
the object 122 {e.g., via transceivers 231, transceiver VO interface 232, and
E/D module 233), and the like. The content analysis logic 236 is coupled {o
memory 235 for accessing any information which may be used for tagging the
object 122 within the captured content (2.¢., caplured content, position data
indicative of the position of the object 122 within caplured content, and the
like). The content analysis logic 236 receives the caplured content including
the object 122 (8.g., from content capiure mechanisms 211, memaory 220,
and/or memory 235) and receives the object data of the object 122 from the
sensor 124 {e.g , via transcewvers 231, fransceiver O interface 232, and E/D
module 233), and processes the received information for determining

information for use in identifying the location of the object 122 within the
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captured content and for use in tagging the ohject 122 within the captured
content. The content analysis logic 236 is coupled to overlay creation logic
237 for providing the information for use in tagging the object 122 within the
captured content o the overlay creation logic 237,

The overlay creation logic 237 is configured for automatically tagging
captured cortent. The overlay creation logic 237 automatically tags captured
content, for a given object 122 included within the captured content, by (1)
associating a content tag with the object 122 within the captured content and
(2) automatically associating an information structure with the object 122 in
the captured content, via an association of the information structure 1o the
content tag associated with the object 122.

The overlay creation fogic 237 has access o information for use in
tagging the object 122 within the captured confent (e.q., information indicative
of a position of the objact 122 within the captured content, information
indicative of ane or mere dimensions of the object 122, and the like, as well as
various combinations thereof), For example, the overlay creation logic 237
may receive the infarmation from the content analysis logic 236, may securaly
refrieve the information from memory 235 (e.g., where content analysis logic
236 stores the information in memory 235), and the like.

The overlay creation logic 237 has access o the caplured content and
to an information structure o be associated with the object 122 in the
captured content.

in one embodiment, for example, the overlay creation logic 237 may
receive the caplured content from content capiure mechanisms 211, memory
220 or memory 235, and the like.

in one embodiment, for example, the overlay creation logic 237 may
obtain the information structure from a local source {(e.g., from one or more of
meamory 220, memory 235, and the like), from a remote source (e.g., from one
or more devices of local network environment 140 and/or remote natwork
environment 150}, and the like. The information structure may be obtained
from the remote source prior to content capture or during the processing for
automatically tagging captured content.
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I one embodiment, in which only a single information structure is
available, the overlay creation logic 237 obtains the available information
structure. For example, where the information structure provides a template
suitable for use in storing object information for any type of object {or at least
any type of object for which automatic content tagging will or is expected {o be
performed), the overlay creation logic 237 simply obtains the information
structure (L.e., without requiring additional processing in order to identify an
appropriate iformation struciure from a plurality of available information
structures}.

in one embodiment, in which multiple information structures are
available for use by overlay creation logic 237, overlay creation logic 237
selects one of the available information structures. The information structure
may be selected in any suitable manner, as described herein. It will be
appreciated that, since the multiple information structures available for
selection may include various combinations of information structure types
{e.g., templates {o be populated with object information, structures that are
already configured with at least some object information, and the like), various
combinations of such embodiments may be used.

The overiay creation logic 237, using the caplured content, the
information for use in tagging the object 122 within the captured content, and
the information structure, associates the information structure with the object
122 by associating a content tag with the object 122 within the captured and
assoociating the information structure with the content tag, to form thereby the
tagged content.

The averlay creation logic 237 may asscciate the content tag with the
object 122 within the caplured content in any suitable manner. For example,
overlay creation jogic 237 may embed the content tag within the captured
content. For example, overlay creation logic 237 may generate a contant tag
file and associate the content tag file with the caplured content such that,
when ths tagged content is later retrievad for presentation to a user, the
captured content and content tag file may be combined to present the tagged
content. The overlay creation logic 237 may associate the content tag with
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the object 122 within the captured content before or after the information
structure is associated with the content {ag.

The overlay creation logic 237 may assaciate the information structure
with the content tag in any suitable manner. For example, overlay creation
logic 237 may embed the information structure within the captured content.
For example, overlay creation logic 237 may generate an information
structure file and associate the information structure file with the captured
content {&.q., {o the captured content directly, via the content tag with which
the information structure 1s associaled, and the k) such that, when the
associated content tag is later selected by a user, the information structure file
may be retrieved and the object data from the information structure may be
presented to the user.. The overlay creation logic 237 may associate the
nformation structure with the content tag befare or after the content tag is
embedded within the captured content.

The overlay creation logic 237 associates an information structure with
an object 122, e.g,, via a content tag associated with captured content such
that it is associated with the object 122, fo form thereby tagged content. As
described herein, the mformation structure that is associated with the object
122 to form the tagged content may store any suitable object information that
1S associated with the object 122, and the object information for the object 122
may be stored within the information structure in any suitable manner {(e.g., at
any Ume, in any suitable format, using any suitable population techniques,
and the like}.

The overlay creation logic 237, upon generating the fagged content,
may then perform one or more actions using the tagged content.

The overlay creation logic 237 may trigger storage of the tagged
content on content capture device 110 {e.g., in one or more of the memaory
235, the memaory 220, andfor in any other suitable memory).

The overlay creation logic 237 may trigger fransmission of the tagged
content from the content capture device 110, In one embodiment, for
exampie, overlay creation logic 237 provides the tagged content to E/D
module 233, the E/D module encrypts the tagged content and provides the
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encrypted tagged content to transceiver /O interface 232, the transceiver 1/O
inferface 232 provides the encrypied tagged content {o one of the transceivers
231, and the transceiver 231 propagates the encrypled tagged content toward
a remoie device (e.g., toward local network environment 140 and/or toward

remote network environment 150).

In one embadiment, for example, overlay
creation logic signals processor 240 for informing processor 240 that the
tagged content is available, in response 10 which processar 240 may securely
retrieve the tagged content from memory 235 or memory 220 and provide the
tagged content to one of the transceivers 231 for transmission from content
capture device 110, i will be appreciated that the lagged content may be
transmitted from content capiure device 110 in any other suitable manner.

The overlay creation logic 237 may {ngger display of the tagged
content via a display interface of content capture device 110.

The content capture device 110 is configured o perform any such
actions {e.g., storage, transmission, display, and the like, as well ag various
combinations thereof} for tagged content at any suitable fime and y any
suitable manner.

Although primarily depicted and described herein with respect {o use of
overiay as the mechanism for associating a information structure with an
object {e.g., via overlay of an associated content {ag), association may, as
described herein, be provided in any other suitable manner. In this case, the
overiay creation logic 237 may be referred to more generally as association
creation logic 237.

The processor 240 is coupled to content capture module 210, memory
220, and content tagging module 230, The processor 240 may be configured
to control the various functions performed by content capture module 210
{including content capture performed by content capture mechanisms 211 of
content capture module 210}, memory 220, and content tagaing module 230,
The processor 240 also may be configured to perform various functions
depicted and described herein with respect to other elements of content

capture device 110.
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Although omitted for purposes of clarity, it will be appreciated that the
content capture device 110 may include and/or support varicus other modules
andfor functions, which may depend on the type of device.

For example, where the content caplure device 110 is a picture
camera, it may include elements such as a viewhinder, a display inlerface,
user control mechanisms for adjiusting various camera settings (e.q9., buttons,
touch screen capabilities, and the like), a flash capability, video recording
capabifities, and the hike, as well as various combinations thereof. The typical
elements, capabilities, and operation of a camera will be understood by one
skilled in the art.

For example, where the content capture device 110 is a video carmerd,
it may include elements such as a viewfinder, a display interface, user control
mechanisms for adjusting various camera settings {e.g., buttons, touch screen
capabilities, and the like), still photography capabilities, ang the like, as well
as various combinations thereof. The typical elements, capabilities, and
operation of a video camera will be understood by one skilled in the art.

The typical capabilities and associated operation of other types of
devices suifable for use with the content tagging and management capability
will be understood by one skilled in the art.

Although primarily depicted and described herein with respect to
embodimenis in which content capture device 110 is a camera, as described
herein the content capture device 110 may be any other suitable user device,
which may result in a different configuration of the varicus elements and/or
functions of content capture device 110 of FIG. 2.

Although primarily depicted and described herein with respect o
embodiments in which the varicus elements of content capture device 110 are
arranged in a particular manner, it will be appreciated that various slements of
content capture device 110 of FIG. 2 may be arranged in any other manner
suitable for providing the content tagging and management capability. For
example, although depicted and described with respect to an embadiment in
which various functions and capabilities are provided within content tagging
module 230, it will be appreciated that the various functions and capabilities of
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content tagging module 230 may be implemeanted within content capture
device 110 in any suitable manner {(8.g., arranged in a different manner within
content tagging module 230, distributed across multiple moedules, and the like,
as well as various combinations thereof). Similarly, for example, although
depicted and described with respect to an embodiment in which various
functions and capabiliies are provided within content tagging logic module
234, t wilt be appreciated that the varicus functions and capabilities of content
tagging logic module 234 may be implemented within content capture device
110 in any suitable manner {g.g., arranged in a different manner within
content tagging logic module 234, distributed across muitiple modules, and
the like, as well as various combinations thereof).

Although primarily depicted and described herein with respect to
embodiments in which association processing, for automatically associating
an information structure to an object in captured content, is performed by
content capture device 110, in other embodiments at least a portion of the
association procassing may be performed by one or more other devices. In
such embodiments, at least a portion of the functional elements and/or
associated functions depicted and described with respect to the exemplary
content caplure device 200 of FIG. 2 may be implemented on one or more
other devices on which such functions ars intended to be performed (e.g., on
one or more of the computer 142, one or more adjunct devices 143, one or
more network devices of remote network snvironment 150, and the like, as
well as various combinations thereof). In such embodiments, it will be
appreciated that the various functions of the functional elements may be
distributed on or across one or more other devices in any other suitable
manner.

FIG. 3 depicts an exemplary embodiment of a process for craeating
tagged content.

As depicted my FIG. 3, the process 300 illustrates caplure of content
including objects having sensors associated therewith, and automatic tagging
of the captured content with content tags in order to associate information
structures with the objects depicted in the caplured content.
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As depicted in FIG. 3, a person uses a camera 310 1o take a picture of
friends sitting in his living room. The field of vision of the camera 310 includes
most of the living room, which includes various physical objects, including,
among other things, a couch, a television and other electronics eguipment, a
coffee table, tems on the coffes table, and various other objects. In FIG. 3,
two of the physical objects within the field of vision of the camera 310 have
respective sensors associated therewith. Namely, the television {denoted as
object 322¢) has a first sensor 324 affixed thereto and a soda can (denoted
as object 3224} on the coffes table has a second sensor 324, embedded
therein. The field of vision of the camera 310 aiso includes a content object
3223 {(namely, the movie currently playing on the television). The objects 322,
— 322z may be referred to collectively as objects 322 and, similarly, the
sensors 324y — 324; may be referred to collectively as sensors 324,

The camera 310, when the picture is taken, generates an image
denoted as captured content and performs processing for converting the
captured content into tagged content 3680, The captured content and, thus,
tagged content 360, includes the various objects in the field of view of camera
310, including the television and the soda can.

The camera 310, when the picture is {aken, detects the sensors 324
associated with the television and the soda can. The camera 310 receives
object data from the sensors 324. The camera 310 determines the locations
of the objects 322 within the capilured content. The camera 310, using the
locations of the objecls 322 within capiured content, associates content tags
361y and 361, with objects 3221 and 322: within the captured content,
respectively. The camera 310, using the object data from sensors 324,
associates a pair of nformation structures 362, and 362> with content tags
361, and 361,, respectively. The information structures 362 and 362,
associated with content tags 361y and 361, securely store information about
the model of television and the brand of soda, respectively, thereby enabling
those who later view the picture to acecess the information of the information

structures 362 and 362; via the associated content tags 3614 and 361,
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The camera 310, when the picliye is taken, also performs content
capture for capturing information about the television program playing on the
television when the picture is taken. For example, the camera 310 may use a
video capture mechanism for capluring ong or more video frames of the
television program, which may then be used for identifying the television
program playing on the television when the picture is taken. in this sense, the
television program is a content object (denoted as object 3224}, The camers
310 delermines the location of the content object 3225 within the captured
cortert. The camera 310, using the location of the content object 3223 within
captured content, associates a content tag 361; with content object 3225
within the capiured content. The camera 310, using object data associated
with the content obiect 3223 (e.g., the captured video itself, information that is
associated with the {elevision program, and the ke, as well as various
combinations thereof), associates an information structure 3625 with content
tag 361,, respectively. The information structure 3625 associated with content
tag 3815 securely stores information about the television program, thereby
enabling those who later view the picture to access the information of the
information structure 3623 via the associated content tag 361;.

The result is tagged content 360 which, as described above, has the
content tags 361 embedded therein and has information structures 362
association with the content tags 362, As described herein, tagged content
360 may be further handied by the camera 310 in any suitable manner (e.g.,
stored, transmitted, displayed, and the iike).

FIG. 4 depicts an exemiplary smbodiment of a process for accessing
the tagged content of FIG. 3.

As depicted in FIG. 4, the process 400 illustrates accessing of tagged
content by a user, where the tagged content is accessed by the userin
response o a determination that the user is online and information from an
information structure associated with the tagged content is accessed by the
user in response o a determination that the user is permitied to access the
irformation from the information structure. The process 400 consists of a
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number of steps {illustratively, numberad 1 through 7), including interaction
between a user device 410 and CMS 155,

As depicted in FIG. 4, a user device 410 has a plurality of tagged
content items 360 — 360y (collectively, tagged content 360) displayed thereon
{2.g., via a display interface of the user device 410). The tagged content
items 360 are available for selection by the user via any suitable user control
interface (e.g., kevboard, mouse, touch sereen, and the like).

At step 401, tagged content item 380; is selected by the user via the
user control interface. The tagged content item 360; is identical to tagged
content 360 depicted and described with respect o FIG. 3. Inone
embodiment, in arder to access tagged content, the user must be online.

At step 402, CMS 155 determines whether or not the user may access
tagged content item 360; by daetermining whether or not the user is permitted
to access tagged content ttem 360, e.g., whether or not the user has the
proper permission jevel

At step 402, the user device 410 transmits a content reguest fo CMS
158, requesting access to tagged content item 360, in response to selection
of tagged content item 360, by the user.

The CMS 155 recaives the content request from user device 410, and
determings whether or not the user is permitied to access tagged content item
360z In this example, assume that the user is permitted fo access tagged
content item 360,

At step 402g, the CMS 155 fransmits & content responss to the user
device 410, providing an indication as to whether user device 410 may display
tagged content tem 360, for the user. In this example, since the user is
permitted {o access tagged content item 360;, the content response indicates
that the user device 410 may display tagged content item 380, for the user,

At step 403, the content reqguest is granted and user device 410
displays tagged content tem 360: {o the user. As depicted in FiGs. 3 and 4,
and described with respect to FIG. 3, tagged content item 360 includeas three
embedded content {ags 361y, 3612 , and 3613, which are associated with the

television, soda can, and television program, respectively.
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Al step 404, embedded content tag 361; of tagged content item 360, is
selected by the user via the user control interface. In one embodiment, in
order {0 accass information associated with an embedded content tag of a
tagged content item, the user must have the proper permission leveal

At step 405, CMS 1585 determines whether or not the user may access
the information associated with embedded content tag 361, of tagged content
e 360; by determining whether or not the user is permitled to access that
information, e.g., whether or not the user has the proper permission level

At step 4085, the user device 410 transmits a permission request to
CMS 155, requesting access to embedded content tag 361, of tagged content
item 360, in response to selection of embedded content tag 361, of tagged
content tem 360; by the user.

The CMS 155 receives the permission request from user device 410,
and determines whether or not the user has the proper permission level. In
this example, assume that user device 410 is permitied {0 access all of the
information of embedded content tag 361, of tagged content tem 360,

Al step 405z, the CMS 155 transmits a permission response to the user
device 410, providing an indication as 1o whether user device 410 may display
tagged content ilem 360; for the user. In this example, the user is parmitted
to access all of the information of the embedded content tag 361; of tagged
content item 360, the permission response indicates that the user device 410
may dispiay the infarmation associated with the embedded content tag 361, of
tagged content item 360, for the user.

Ad step 406, the permission request is grantad and user device 410
displays information associated with the embedded content tag 361, of tagged
contant item 360: to the user. As depicted in FiGs. 3 and 4, and described
with respect to FIG. 3, the embedded content tag 361: of tagged content item
360, ncludes information associated with the soda can, which is displayed to
the user. The information associated with the embedded content tag 361; of
tagged content item 360, may be displayed to the user in any suitable manner
{e.g., using the existing window, as an overlay, as a popup, using a new

window, and the like, as well as various combinations thereof).
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At step 407, content performance fracking information is transmitted
from the user device 410 to CMS 155, for use by CMS 155 in tracking the
performance of tagged content item 380,

FIG. 5 depicts one embodiment of a method for automatically
associating an information structure with an objact included within captured
content. The method 500 of FIG. 5 may be performed by any suitable devics,
&.g., the comntent capture device, a user device, a network device, and the like.

Al step 502, method 500 begins.

Al step 504, content is received, where the content includes an object,
The content may include any content which may be captured, such as text,
audio, video, and the like, as well as various combinations thereof. The
content may ba received during a content capture action at a content capture
device, at a user device (e.g., of a home nelwork) from a content capture
davice of other suitable device, at a network device from a content capture
device, user device, or other suitable device, and the like.

At step 506, an information structure is automatically associated with
the object included within the captured content {o form tagged content.

At step 508, method 500 ends.

FIG. 6 depicts one embodiment of a method for automatically
associating an information structure with an object included within captured
conient at a content capture device. The method 800 of FIG. 6 is performed
by a content capture device.

At step 602, method 600 begins.

Al step 604, content is caplured, where the captured content includes
an object. The content may include any content which may be captured, such
as text, audio, video, and the like, as well as variocus combinations thereof.
The content is caplured during a content capture action at the content caplure
device.

At step 6086, object data associated with the object is received when a
sansor associated with the object is detected. The detection of the sensor
enabiles the content capture device to obtain {locally and/or remotely) object

data associated with the object (e.q., from the sensor, from the content
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capture device based on identification of the object andfor the sensaor, from a
network device based on identification of the object and/or the sensor andfor
based on information received from the sensor, and the like, as well as
various combinations thereof). The object data may be independent of an
information structure or included within an information structure.

At step 608, an information structure is associated with the object
nciuded within the captured content to automaticaily form tagged content.

At stap 610, method 800 ends.

FIG. 7 depicts one embodiment of a method for use by a sensor duwring
content capture by a content capture device.

At step 702, method 700 begins.

At step 704, object data associated with an object is stored on the
sensor. The object data may be received from a scanner for storage on the
sensor. The object data may be stored by the sensor in any suitable format,
which may depend on the type of sensor. The object data is stored securely
such that it is accessible only to authorized users, which may include any
suitable user(s}) {e.g., publicly available to all users, available to a large group
of users but not available publicly, available only to a small group of users,
and the like). As describad herein, the object data may include object
information associated with the object, object data adapted for use in
retrieving object information associated with the object, and the like, as well
as various combinations thereof.

Al step 706, object data is communicated from the sensor toward a
contert capture device contemporaneous with @ content capture operation by
the content capture device. it will be appreciated that the manner in which the
object data is propagated may depend on the type of sensor. For example, in
the case of a passive sensor, the communication of the object data may be by
passive reading of the object dala by the content capiure device {e.g., by a
content capiure mechanism and/or communication interface). For example, in
the case of an active sensor, the communication of the object data may be by
active propagation of the object data to the content capture device {e.g., by a

communication interface of the sensor).
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At step 708, method 700 ends.

FIG. 8 depicts one embodiment of a method for by a sensor scanner
for configuring a senswy for use during content capture by a content capture
device.

At step 802, method 800 begins.

At step 804, object data associated with an objec! is received at the
sensor scanner (e.9., via a wired and/or wireless connection to the sensor
scanner, from any suitable device(s)).

Al step 808, the object dala associated with the object is stored at the
SEeNnsor scanner.

Al step 808, the object data associated with the object is propagated
from the sensor scanner toward a sensor associated with the object.

At step 810, method 800 ends.

Although primarily depicted and described with respect to an
embadiment in which the object information is received, stored, and
transimitied, it will be appreciated that other smbodiments of method 800 may
include subsets of these steps (e.g.. receiving and storing object data, storing
and propagating object data, and the like).

FIG. 9 depicts one embodiment of a methed for enabling a content
management system 1o provide various functions of the content tagging and
management capability.

Al step 202, method 900 begins.

At step 904, a registration process is performed, for enabling
registration of various parties, entities, devices, and the like, which may
participate in various aspects of the content tagging and management
capability.

Al step 908, a content tagging and tagged content management
process is performed. This enables management of various features related
to generation of tagged content and features related to handling of tagged
content.

At step 908, a tagged content delivery management process is
performed.
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At step 910, a tagged content advertising management process is
performed.

Al step 912, method 800 ends.

K will be appreciated that each of the steps of method 800 may be
implemented as its own method{s)algorithm(s} having one or more
associated steps for providing the indicated function{s). The steps of such
methods/algorithms may be bettar understood by way of reference to the
description of CMS 1565, as well as various portions of FIGs. 10—~ 13 depicted
and described herein.

FIG. 10 depicts one embodiment of a method for enabling a content
management system to register a user for enabling the user to generated
tagged content.

At step 1002, method 1000 begins.

Al step 1004, the content management system receives a user
registration request for registering the user with the content management
system. The user registration request may include any suitable user
registration information (g.g., name, address, login/password, and the like).

Al step 1006, the content management system creates a user account
for the user in response to the user registration request. The content
management system associates the user registration information with the user
accouni. The user account may be used for enabling various management
functions (o be performed by andfor on behalf of the user. For example, the
user may access and manage permissions for sensors where the usser
controls sensors and the information thereof, the user may access and
manage permissions associated with tagged content generated / owned by
the user, and the like, as well as vanous combinations thereof. For example,
the user may access his or her remuneration account {o view how many
credits he or she has received back on the performance of his or her tagged
content. The user may manage various other aspects via the established
user account.

At step 1008, the content management system receives a registration
request{s) for registering an object/sensor, scanner, or content capture device
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of the user, where the registration request(s) includes registration information
for the an object/sensor, scanner, or content capture device being registered.

At step 1010, the content management system associates the
registration information of the registration reguest(s} with the user account of
the user.

The user device registration request may be a request to register an
object/sensor of the user {e.g., such as where the user has just purchased a
new product and would like to active a sensor for the product such that the
product may be captured by some or all content capture devices which may
capture content including the product}. The association of the object/sensor
with the user account enables the user 1o manage information associated with
the object/sensor, permissions levels for the object/sensor, and the like, as
well as various combinations thereof.

The user device registration request may be a request to registar a
sensor scanner of the user. The association of the sensor scanner with the
user account enables the user to manage permissions associated with the
sensor scanner, such as managing the set of sensors with which the sensor
scanner may interface.

The user device registration request may be a request {o register a
content capiure device of the user. The association of the content capture
device of the user with the user account enables the user to manage various
aspects of automatic content tagging, such as controlling varicus settings of
the content capiure device, managing the information structure(s) stored on or
otherwise available to the content capture device, and the like, as well as
various combinations thereof.

It will be appreciated that combinations of such device registration
requests may be received from the same user, such as where the user has
both objects that he or she is controlling and has a content capture device for
capturing content (to be automatically tagged) including the controlled objects.

it will be appreciated that, for each of these lypes of device ragistration
requests, the registered devices may be associated with the user account of
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the user such that the user may manage all aspects of content tagging and/or
tagged content from a single, centralized location.

At step 1012, method 1000 ends.

FIG. 11 depicts one embodiment of a method for enabling a content
management system o process requests for object information associated
with automatic content tagging.

Ad step 1102, method 1100 begins.

At step 1104, a request for object information, asscciated with an
object, is received. The request is recaived as part of a process inwhich
captured content is being tagged with an information structure including object
information associated with an objact in the captured content. The request is
associated with a user, and the user has a user device associated therewith
(e.g., 8 content captura device automatically tagging captured content, a
computer of the user that is automatically tagging capturad content, or any
other suttable device).

At step 1106, a determination is made as to whather the useris
permitted to access at least a portion of the object information associated with
the object. If the user is not permifted to access at least a portion of the
object information associated with the object, method 1100 proceeds to step
1110, where method 1100 ends. If the user is permitted to access at least a
portion of the abject information associated with the object, method 1100
proceeds to step 1108

Al step 1108, at least a portion of the object information associated
with the object is propagated toward the user device of the user. From step
1108, method 1100 proceeds {o step 1110, where method 1100 ends.

At step 1110, method 1100 ends (as noted abovs).

FIG. 12 depicts one embodiment of a method by which a content
management system manages tagged content.

At step 1202, method 1200 begins.

At step 1204, a request to modity a characteristic of tagged content is
received. The characteristic may be any characteristic of tagged content
which may be modified. For example, the characteristic may be a permission
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level associated with the tagged content {e.g., a permission level of the
tagged content, a permission level of one or more content tags of the tagged
content, and the like). For example, the characteristic may be an expiration
dateltime associated with the tagged content.

At step 1206, the characteristic associated with the tagged content is
maodified based on the characteristic indicated in the request to modity the
characteristic.

At step 1208, method 1200 ends.

FIG. 13 depicis one embodiment of a method for enabling a content
management system to process requests for embedded object information.

At step 1302, method 1300 begins.

At step 1304, a request, indicative of selection of a content tag of a
tagged content item, is received. The selection of the content tag is
associated with a user having a user device. The content tag has an
information structure associated therewith.

At step 1306, a determination is made as to whether the user is
permitted to access at least a portion of the information structure associated
with the selected content tag. if the user is not permitied to access af least a
portion of the information structure associated with the selecled content tag,
method 1300 proceeds to step 1310, where method 1300 ends. K the user is
permitted {0 access at least a portion of the information structure associated
with the selected content tag, method 1300 proceeds to step 1308,

At step 1308, a responseg, indicative that the user is permitted to
access at least a portion of the information structure associated with the
selected content tag, is propagated toward the user device.

In one embodiment, for example, in which the information structure
associated with the selected content tag is available on the user device, the
content management system may provide an encryption/decryption key to the
user device such that the user device can decrypt the information struciure
and pregent the object information via the uyser device.

In one embodiment, for example, in which the information structure is
stored on the content management systern, the content management system
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provides the information structure 10 the user device so that the user device
can axiract the object information from the infformation structure and present
the object information via the user device.

in such embodiments, the information (e.g., encryption/decryption key,
information structure, and the like) may be provided to the user device as part
of the response or separate from the response.

From step 1308, method 1300 proceeds to step 1310, where method
1300 ends.

At step 1310, method 1300 ends {(as noted above).

As described herein, the content tagging and management capability
supports various business models, provides various advaniages, and the like.

The content tagging and management capability augments one or
more existing business models and/or enables one or more new business
models. In various embodiments described herein, advertising becomes
local, with peer-generated content, coupled with associated content generated
by the company, possibly having mare value to a company than typical
advertising campaigns generated by the company.

For example, user-generated content may have more value because
peopte are hikely {o buy products based on recommendations or influence
from their peers (8.g., family, friends, co-workers, and the like), rather than
based on advertising campaigns by the providers of the products.

As an example, assume that the user just bought a new television and
has friends over {o watch some shows on the new television. The user takes
a picture of his or her friends watching the television and the television
appears in the picture. The television has a sensor embedded therein, The
sensor is detected when the user takes the picture, and the picture is
automatically {agged with a tag that is associated with the telsvision. The
user then sends the picture to the friends that were there, as well as other
friends. if any of the friends that receives the picture wants to know more
about the new television, they can simply click on the embedded tag within
the picture, and information about the television will be made available to the
friends (e.g., information provided by the manufacturer of the television, such
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as where the specs of the television, where the television may be purchased,
and the like). In other words, there is a better chance that the picture
mcluding the embedded {ag will influence the fnends of the user to purchase
the television {e.g., better than if the picture did not include the tag).

For example, user-generated content may have more value because
user-generated content that becomes popular allows the providers of the
products to reach a large number of users with information about its products
while only remunerating the user that generated the content, as opposed o
paying for expensive adverlising campaigns. As described herein, a user
posts a content item for review by other users {e.q., the user posts a picture or
video including embedded content tags created using the content tagging and
management capabilty). As users view the content item, one or more partliss
may be remunerated based on review of the content tem, based on review of
the information automatically tagged to the content dem, and the like, as well
as various combinations thereof. The remuneration may be based on any
suitable statistics {&.g.. number of views, number of unique views, and the
like). In this sense, the more views that a product in a content item generates,
the more remuneration is provided. The remuneration may be provided (o
any suitable party or parties {e.g., the user that creatad the content item
including the embedded tag, the user that posted the content item, & service
provider which hosts and/or propagates the content item in response o
reguests, and the like, as well as various combinations thergof). The
remuneration may be provided by any suitable parly {e.q., the provider of the
object 122 for which remuneration is provided). The remuneration may be
provided in any suitable form {e.g., money deposited into an account,
slectronic coupons and/or credits for enabling the user to purchase products
from the provider of the object 122 for which remuneration is provided,
electronic coupons andfor credits to stores other than the stores of the
pravider of the object 122 for which remuneration is provided, and the like, as
well a8 various combinations thereof). The remuneration may be managed in
any suitable marner (.9, using a federated system such as federated
system 1534, by one or more third parties, and the like).
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As an example, further consider the example described above, in
which the user just bought a new television and has friends over to watch
some shows on the new television. Further assume that one of the pictures
including the television has some other interesting things in it, and that the
user posts the picture online. The picture then starts 1o become more popular
stich that mors and more users begin to view the picture. As the users view
the picture, some of them may click on the embedded tag associated with the
television set. The statistics of the number of times the embedded tag is
selected may be tracked, such that the user that took the picture can be
remunerated based on the number of times the embedded {ag is selected. For
example, the user may be remunerated via a federates system on which the
user maintaing a user account, with which the picture is associated such that
the manufaciurer of the television can credit the account of the user on the
federated system based on the number of times the embeddad tag is
selected.

The many advaniages of the content lagging and management
capability depicted and described herein may be further understood by way of
reference o some exemplary use case scenarios.

In a first example, assume that it is the birthday of a child. The parents
of the child take pictures of the child with family and friends at a birthday
party. Inone of the pictures, a telavision is clearly seen in the background.
The camera automatically tags the photograph with a tag that is associated
with the television. The tag includes information about the television. The tag
also includes details of the television show that was on television when the
picture was taken (8.g., details about the television show, a timestamp, a link
{0 a website of the television show, and the like, as well as various
combinations thereof). A user {e.g., somehow who was at the party, someaone
who was not at the party but wanis to get a sense of what was going on at the
party, and the like), while viewing the picture later, will be able to click on the
tag on the television in the piclure in order to access the information
associated with the television (e.g., the information about the talevision,
details of the television show, and the like}. In this manner, users are able to
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find out what was going on at the time that the pictlure was takan. Similarly,
years later the kids will be able o relive the experience with fine details about
what was happening on that day. Similarly, various other details can be
automatically tagged it other photos and/or videos that are {aken. For
example, details of gifts given to the child that day may be automatically
tagged in various photos andfor videos taken that day. These tags may
inchude any information associated with the gifts, such as specs of the gifts
and any other suitable information. The {ags also may be adapted to allow
users to browse the evolution of these kinds of toys over time, details of toys
available from competitors, and the like, as well as various combinations
thereof. Similarly, various other objects may be tagged within the pictures for
accessing associated object information {e.g., the brands of soda used at the
party, the brands of clothes worn by the kids at the party, and the like}. Inthis
manner, users can relive various detfails of the event at any time (e.g.,
anywhaere from days to years later}, with sasy access to a wealth of
information associated with that event

iIn a second example, a user tours an art museum and takes pictures of
various works of art. In the museum, each work of art has a sensor associated
therewith, provided by museum workers under the direction of the curator. As
the user takes pictures of each work of art, the associated sensor is detected,
information associated with the work of art is obtained, and the pictures are
automatically tagged with information about the work of art. The information
may include details such as the artist, the name of the work of art, information
from the placard displayed in the museum, and the like, as well as various
combinations thereof. The information associated with a tag for a work of art
also may include information such as a hist of other works of art created by the
same arlist {and, optionally, their details), links to additional information
available on the intemet for the work of art, and the like, as well as various
combinations thereof. The information associated with the various tags also
may include pointers 1o works of art displayed near the respsclive works of
art, which may be used later by the user and, optionally, other users {0 fake a
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virfual tour of the museum such that the user{s) may experience the works of
art as they are arrangad within the mussum.

In a third example, the press attends the Oscar Awards show in order
{0 take pictures andfor videos of stars as they arrive on the red carpet. The
stars wear clothes and jewelry that have sensors embedded thereinn. As the
press takes the pictures and/or videos, the sensors are detected and the
associated pictures and/or videos that are captured are automatically tagged
with information about the clothes and jewelry {e.g., designer, links where the
items may be purchased, and the like, as well as various combinations
thereof). The press then posts the pictures andfor videos such that they are
available to users online. As users browse the pictures and/or videos, the
user may select the embedded tags in order to access the information that is
associated with the tags.

in a fourth example, a family is on vacation touring national monuments
by driving between the national monuments. The family, during transmit
batween the monument, may stop at various places along the highway, at
which time they may take pictures. The pictures may include pictures of
hotels, restaurants, places of interest, and the fike. As each picture is taken,
one or more sensors affixed 1o the oulside of the hotels, restauranis, and
places of interest are detected, and the associated pictures are automatically
tagged with content assotiated with the holels, restaurants, and places of
interest, respectively. Similarly, at each of the national monuments, the family
takes picturgs of the monuments. As each picture is taken, one or more
sensors affixed to each of the monuments are detected, and the associated
pictures are automatically tagged with content associated with the respective
monuments. The family can then view the pictures later and will have access
o a wealth of information about the various sites that they visited, including
information which may not have been readily available at the sites
themse*vés.

in a fifth example, associated with social madia based distribution of
tagged content, a user takes a photofvideo, via his or her handheld device, of
the object that he or she is looking at, and would like impromptu reviews from
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other people via one or more of his or her social media sites. The user would
tag the content using the content tagging and management capability
depicted and described herein, and at the same time distribute the tagged
content to ong or more social media portals {e.g., via URL, audionote,
videonote, or any other suitable distribution capabilities). In this manner,
people associated with the user via such social media portals {(e.g., the user's
social media friends, family, contacts, followers, and the like} would be able to
immediately look at the media and, further, would be able o immediately look
at what the user wants them {o fook at by simply clicking on the tag embedded
within the tagged content. This would give them a realworld augmented-
reality feeling that they are standing next {o the user. This also would enable
them to reply with to the tagged content {e.q., with their reviews, feedback,
likes, dislikes, experiences, and the like) via social media in near-real-time.

it will be appreciated that the foregoing examples are merely a few
examples of the many ways in which the content tagging and managament
capability depicted and described herein may be used.

Although primarily depicted and described herein with respect to
embodiments in which the content tagging and management capability is
used for automatically tagging specific types of content {e.g., primarily image-
based content such as pictures and videos), it will be appreciated that the
content tagging and management capability may be used for tagging other
types of content as well (e.g., text-based content, audio-based content, and
the like).

Although primarily depicted and described herein with respect to
embodiments in which objects in captured content are automatically tagged
based on detection of sensors associated with the objects andfor detection of
content objects within the captured content, in various other embodiments the
principles of the content tagging and management capability may be applied
10 provide various other capabilities.

In ong embodiment, for example, the contents of a content item may be
validated using one or more {ags associated with the object. For example, the
contents of applications, resumes, and the like may be validated using one or
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more tags associated with those content items. For example, in a resume,
one or more {ags may be associated with the resume by the person who is
creating the resume for use by the reviewer of the resume to verify such
things as educational quatifications of the person, affiliations of the person

5 listed on the resume, certificates listed on the resumea by the person, and the
like. Inone such embodiment, for example, authonzed agencies may be able
to pull ali of the relavant information associated with the resume and validate
the information.

In one embodiment, for example, audio content may he automatically

10 tagged using principles of the content {agging and management capability
depicted and described herein. In one embodiment, for example, audio
content may be processed for identifying particular portions of audio included
within the audio content {e.g., particular words, phrases, and the like). The
tagging of audio content in this manner may be used for various purposes.

15 in one such embodiment, for example, principles of the content tagging
and management capability may be utifized for customizing songs and other
audio based on listener preferences. In one embodiment, for example, a
song, audio book, or other audio content is recorded with multiple
singers/speakers singing/speaking the same parts, such that the listener may

20 be provided with an option o select which version of the audio content the
listener would prefer o use. Inone embodiment, for example, tagged
portions of audio may be selective replaced {e.¢., words, phrases,
advertisements, and the like}, such that the audio content that is ultimately
played for the user is selected based on the preferences of the listener. in

25 one embodiment, for example, the viewer may be provided with a capability to
specify one or more of a plurality of different characteristics for a song, audio
hook, or other audio content. In one embodiment, for example, the one or
maore aspects of audio content are customized (e.g., via addition andfor
filtering of audio content} based on a profile of the audience o be listening to

30 the audio {e.g., excluding R-rated portions where the entire family is listening
to the audio, replacing R rated portions with more family-friendly content
where the entire family is listening o the audio, and the like).
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In one embodimeant, for example, principles of the conient tagging and
management capability may be ulilized for customizing movies based on
viewer preferences. In one embodiment, for example, a movia is filmed with
muliiple actors playing the same lead role such that the viewer may be
provided with an option to select which version of the movie the viewer would
tike to waich {(i.e., which lead actor). In one embodiment, for example, objects
within @ movie may be selectively inserted into the movie, based on prior
tagging of the objects in the movie, such that the objects that appear in the
version of the movie that is viewed by the viewer are objects that are selected
based on the preferences of the viewer. In one embodiment, for example, the
viewer may be provided with a capability to specify one or more of a plurality
of different characteristics for a maovie, such as one or more of selecting a
genre for the movie {e.g., waiching the movie as an action movie, as a
comedy, and the like), selecting a rating for the movie {e.g., walching the
movie as a PG-rated movie, a PG-13 ratad movie, or an R rated movie), and
the tike, as well as various combinations thereof. I one embodiment, for
example, the one or more aspects of a movie are customized {s.g., via
addition and/or filtering of content) based on a profile of the audience to be
watching the movie {e.g., excluding R-rated scenes or portions of scenes
where the movie will be watched by the whole family, replacing R rated
scenes or portions of scenes with more family-friendly content where the
movie will be watchead by the whole family, and the like). In such
embodiments, movies become highly customizable based on the preferences
of the person or people walching the movie, including processing to modify
one or more of the genre of the movie, the actors in the movie, the rating of
the movie, scenes included within the movig, scenes or portions of scenes
included within andfor filtered from the movie, objects within the movie, and
the like, as well as various combinations thereof.

The content tagging and management capability may provide new
features and capabilities for content providers and/or service providers.

in one embodiment, for example, the content tagging and managemeant
capability enables content providers (e.g., Google, Yahoo, Microsoft, and the
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like} and their content suppliers {o automatically create content. The content
tagging and management capability enables product advertisers to generate,
modify, and customize advertisements of their products by simply changing
the mformation stored for the products at a central location (e.q., stored at
particutar URLs for the products).

In one embodiment, for example, the content tagging and management
capability enables population of additional details within virtual map
applications, such as Google Earth, Virtual Earth 3DVIA from Microsoft, and
ke virtual map applications. For example, virtual maps of such virtual map
applications may be supplemented with real photographs andfor videos of the
various abjects depicted within such virtual maps {e.9., piclures and/or videos
of rooms within buildings, product aisles within stores, art within museums,
and the like, as well as various combinations thereof).

In one embodiment, for example, content providers and/or service
providers can host interesting content from users at a content site{s). The
hosted content will generale advertising traffic for the service providers. The
service providers may position new services and advertisements targeted
toward content viswers visiting the content site.

in one embodiment, for example, content providers and/or service
providers can facilitate various aspects of the content tagging and
management capability based on automatic content transmission/storage
rights and revenue sharing mechanisms defined for the content providers
and/or service providers.

In one embodiment, for example, service providers provide secura
network connectivity which enables the content rich communication services
to be supported. In one such embodiment, for example, the service providers
may be responsible for brokering end-user sessions.

In one embodiment, for example, service providers may provide
communication services o end-users via automatically tagged content. In
ong such embodiment, for example, a service providers may allow a user to

call a phone line associated with a telephone in a picture or videa {without the
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user knowing the number) by simply clicking on the tag embedded within the
pictureividec for the telephona.

The content tagging and management capability may provide various
other new features and capabilties. The content tagging and management
capability provides a Web2.0 architecture based on augmented reality
orinciples enabling users to access information via content automatically
tagged via detection of various types of sensors. The content tagging and
managemert capability provides integration of content capture devices, such
as cameras and camcorders, with various types of sensors, such as
barcodes, Bokodes, RFIDs, motes, and the like. The content tagging and
management capability provides a mechanism by which such sensors, which
are associated with objects, may be automatically and securely associated
with information and Internet sites for enabling access to information
associated with the objects from various wired and/or wireless Internet~
accessible devices. The content tagging and management capability provides
one or more content management environments which may be used by object
providers/managers to manage object information {&.q., object features,
advertisement information, promotional information, advertisement
remuneration for content owners that own the content having the objects
depicted therein, and the like}, which may be used by content owners to
manage object information (e.g., information provided by the content owners,
content/user permissions for controlling access to tagged content or portions
of tagged content, and the like), andfor which may be used by any other
imerasted parties, The contemt managament environment(s) may include one
or more of the following: one or more user applications, one or more
application programming interfaces {APls), one or more content definition
languages, one or more content editors {e.g., for defining/organizing object
information stored on sensors, for definingforganizing information structures
for association with content tags within capture content, and the like) one or
more communications protocols, and the like, as well as various combinations
thereof, The content tagging and managament capability provides a compiete
application framework that may be used by network operators and/or
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telecommunication providers around the globe to support automatic tagging of
content and accessing of automatically tagged content. The content tagging
and management capability provides hierarchical security policies which may
be controlied by object providers/managers, users controlling access to
automatically tagged content, andfor any other interested parties. The
content tagging and management capability provides various other
capabilities and advaniages.

Although primarily depicted and described with respect {o various
embodiments in which an gbject 122 has only one sensor 124 associated
therewith, in various other embodiments an object 122 may have multiple
sensors 124 associated therewith {which may be referred to herein as a
sensor set of the object 122). In such embodiments, the multiple sensors 124
may be associated with the object 122 for one or more reasons. In one
embodiment, for example, mulliple sensors 124 may be associated with an
object 122 for enabling identification of the boundaries of the otject (e.g., for
use in determining the dimensions of the object 122, for use in determining
the shape of the object, and the like, as well as various combinations thereof).
iIn one embodiment, for exampie, multiple sensors 124 may be associated
with an object 122 for enabling the sensors 124 to be visible and thus,
detectable, from various angles from which the object 122 may be captured
during content capture. in one embodiment, for example, muttiple sensors
124 may be associated with an object 122 for enabling support for different
levels of permission regarding access o object information for the object 122
{(e.g., such as where the different sensors 124 have different access
permission levels associated therewith). The use of multiple sensors 124 for
a given object 122 may be emploved for various other purposes,

Although primarily depicted and describad hersin within respect to
embodiments in which only a single objact is automatically tagged within
captured content, it will be appreciated that any number of objects may be
tagged within captured content.

Although primarily depicted and described herein with respect to use of
specific types, numbers, and arrangements of networks, protocol, systems,
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devices, sensors, objects, and the like, it wilt be types, numbers, andfor
arrangements of networks, protocol, systems, devices, sensors, objects, and
the like may be utilized for providing varicus functions of automatic content
tagging and/or tagged content management functions depicted and described
herein.

FIG. 14 depicts a high-level block diagram of a computer suitable for
use in performing the functions described harein. As depicted in FIG. 14,
computer 1400 includes a processor element 1402 {e.g., @ central processing
unit (CPUY, two or more co-processars, and/or other suitable processor(s)), a
memary 1404 {e.g., random access memory (RAM), read only memory
(ROM), and the like), reduction cooperating module/procass 1405, and
vartous inputfoutput devices 1406 (e.g., & user input device (such as a
keyboard, & keypad, a mouse, and the like)}, a user output device (such as a
display, a speaker, and the like), an input port, an output port, a receiver, a
transmitter, and storage devices (e.g., a tape drive, a floppy drive, a hard disk
drive, a compact disk drive, and the like)).

it will be appreciated that the funclions depicted and described herein
may be implemented in software, hardware, and/or a combination of software
and hardware, .g., using a general purpose compiter, one or more
application specific integrated circuits {ASIC), andior any other equivalents. in
one embodiment, cooperating process 1405 can be loaded into memory 1404
and executed by processor 1402 to implement the functions as discussed
hereinabove. As such, cooperating process 1403 {including associated data
structures) can be stored on a computer readable storage medium, e.g., RAM
rmemory, magnetic or optical drive or diskette, and the like.

{t is contemplated that some of the steps discussed herein as software
methods may be implemented within hardware, for example, as circuitry that
cooperates with the processor to perform various mathod steps. Portions of
the functions/elements described herein may be implemented as a computer
program product whersin computer instructions, when processed by a
computer, adapt the operation of the computer such that the methods and/or
technigues described herein are invoked or otherwise provided.  Instructions
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for invoking the inventive methods may be stored in fixed or removable media,
transmittad via a data stream in a broadcast or other signal bearing medium,
and/or stored within a memeory within a computing device operating according
to the instructions.

Aspects of varicus embodiments are specified in the claims. Those and
other aspects of various embodiments are specified in the following numbered
clausss:

1. A sensor, wherein the sensor is configured for:

storing object data associated with an object, wherein at least a portion
of the object data is stored securely; and

communicating at least a portion of the object data toward a content
capture device contemporaneous with a content capture operation by the
content capture device.

2. The sensar of clause 1, wherein the sensor is configured for
communicating at least a portion of the object data toward a content capture
device in response to detecting a content capture operation by the content
capture device,

3. The sensor of clause 1, wherein the sensor is configured for being
embedded within the object or affixed {6 the object.

4. The sensor of clause 1, wherein the sensor compnises one of a Radio
Freguency ldentifier (RFID), a barcode, a Bokode, a QR Code, a chemical
tag, a photosensitive tag, and a mots.

5. The sensor of clause 1, wherein the sensor is confiqured for:

receiving, from a scanner, object data associated with the object; and

storing the received object data associated with the object.
8. A method for use by a sensor, comprising:

storing, on the sensor, object data associated with an object, wherein
at least a portion of the object data is stored securely; and

commurnticating at least a portion of the object data from the sensor
toward a content capture device contemporaneaus with a content capture
operation by the content capiure device.

7. The method of clause 8, further comprising:
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detecting, at the sensor, a content capture operation by the content
capture device;

wherein the at least a portion of the object data is communicated
toward a contert capture device In response to detecting the content capture
pperation by the content caplure device.

8. The method of clause 6, wherein the sensor is embedded within the
object or affixed {o the object.

9. The method of clause 6, wherein the sensor comprises one of a Radio
Freguency {dentifier (RFID), a barcode, a Bokode, a QR Code, a2 chemical
tag, a photosensitive tag, and a mote.

10.  The method of clause 6, further comprising:

receiving at the sensor, from a scanner, object data associated with the
object; and

storing, at the sensar, the received objact data associated with the
ohject.

11, An apparatus, comprising:
a processor configured for:
storing object data associated with an object having a sensor
associated therewith; and
initiating propagation of the object data toward the sensor for
storage by the sensor when permission to interface with the sensor is verified.
12, The apparatus of clause 11, further comprising:

a storage module configured for storing the object data associated with
the object.

13, The apparatus of clause 11, further comprising:

a wirelass communication interface configured for propagating the
object data associated with the object toward the sensor for storage by the
SEensor.

14, The apparatus of clause 11, further comprising:
a communication interface configurad for receiving the object data

associated with the object for storage in the storage moduie.
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15 The apparatus of clause 11, wherein the object data associated with
the object comprises at least one of:

object information describing the object with which the sensor is
associated; and

object data cordigured for use in retrigving object information
describing the object with which the sensor is associated.

16. The apparatus of clause 11, wherein the sensor comprises one of a
Radio Frequency ldentifier (RFID), a barcode, a Bokoede, a OR Code, a
chemical tag, a photosensitive {ag, and a mote.

17. A method for use by a scanner, comprising:

storing, on the scanner, ogject data associated with an object having a
sensor associated therewith; and

nitiating propagation of the object data from the scanner toward the
sensor for storage by the sensor when permission o interface with the sensor
is verified by the scanner.

18.  The methed of clause 17, further comprising:

receiving the object data associated with the object.

18, The method of clause 17, wherein the object data associated with the
object comprises at least one of;

object information describing the object with which the sensor is
associated: and

object data configured for use in refrieving object information
describing the object with which the sensor is associated.

20.  The method of clause 17, wherein the sensor comprises one of a
Radio Frequency ldentifier (RFID), a barcode, a Bokode, 8 QR Code, a
chawmical tag, a photosensitive tag, and a mote.

Although various embodimeants which incorporate the teachings of the
present invention have been shown and describad in detail herein, those
skilled in the art can readily devise many other varied embodiments that stilf
incorporate these teachings.
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What is claimed is:

1. A sensor, wherein the sensor is configured for:
storing object data associated with an object, wherein at least a portion
of the object data is stored securely; and
communicating at least a portion of the object data toward a content
capture device contemporaneous with a content capture operation by the

content capture device.

2. The sensor of claim 1, wherein the sensor is configured for
communicating at least a portion of the object data toward a content capture
device in response to detecting a content capture operation by the content

capture device.

3. The sensor of claim 1, wherein the sensor is configured for being

embedded within the object or affixed to the object.

4. The sensor of claim 1, wherein the sensor comprises one of a Radio
Frequency Identifier (RFID), a barcode, a Bokode, a QR Code, a chemical

tag, a photosensitive tag, and a mote.

5. The sensor of claim 1, wherein the sensor is configured for:
receiving, from a scanner, object data associated with the object; and

storing the received object data associated with the object.

6. A method for use by a sensor, comprising:

storing, on the sensor, object data associated with an object, wherein
at least a portion of the object data is stored securely; and

communicating at least a portion of the object data from the sensor
toward a content capture device contemporaneous with a content capture

operation by the content capture device.
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7. The method of claim 6, further comprising:

detecting, at the sensor, a content capture operation by the content
capture device;

wherein the at least a portion of the object data is communicated
toward a content capture device in response to detecting the content capture

operation by the content capture device.

8. The method of claim 6, wherein the sensor is embedded within the

object or affixed to the object.

9. The method of claim 6, wherein the sensor comprises one of a Radio
Frequency ldentifier (RFID), a barcode, a Bokode, a QR Code, a chemical

tag, a photosensitive tag, and a mote.

10.  The method of claim 6, further comprising:

receiving at the sensor, from a scanner, object data associated with the
object; and

storing, at the sensor, the received object data associated with the

object.
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