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METHODS AND APPARATUS TO VERIFY ENCRYPTED
HANDSHAKES

FIELD OF THE DISCLOSURE
[0001] This disclosure relates generally to handshake verification, and, more particularly,

to methods and apparatus to verify encrypted handshakes.

BACKGROUND

[0002] In some environments, communications sent between a client device (e.g., a
personal computer, a smart fridge, a cellular phone) and a server are monitored by a traffic
manipulator (e.g., a middlebox) for verification of the trustworthiness of the entities involved in
the communications. In such environments, the traffic manipulator acts as an observer (e.g., a
sniffer) of the communications between the client device and the server to obtain a server
certificate (e.g., a transport layer security (TLS) 1.1 certificate, a TLS 1.2 certificate, a secure
sockets layer (SSL) certificate), verify the certificate (e.g., determine whether the certificate is
valid or not), and respond appropriately upon the validity determination (e.g., block

communications if the certificate is invalid).

BRIEF DESCRIPTION OF THE DRAWINGS
[0003] FIG. 1 is a block diagram illustrating an example environment in which a network
of communications between devices and a server are monitored and verified.

[0004] FIG. 2 is a block diagram of an example implementation of the validator of FIG.
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[0005] FIG. 3 is an example sequence diagram illustrating communication between the
client device, the traffic manipulator, the security management server, the Device Telemetry
Server, and the server of FIG. 1.

[0006] FIG. 4 is a flowchart representative of machine readable instructions which may
be executed to implement the validator of FIG. 1 and/or FIG. 2 to verify a certificate.

[0007] FIG. 5 is a flowchart representative of machine readable instructions which may
be executed to implement the decrypter of FIG. 2 to derive a secret key.

[0008] FIG. 6 is a block diagram of an example processing platform structured to execute
the instructions of FIGS. 4-5 to implement the validator of FIGS. 1 and/or 2.

[0009] The figures are not to scale. In general, the same reference numbers will be used
throughout the drawing(s) and accompanying written description to refer to the same or like
parts.

[0010] Descriptors "first," "second," "third," etc. are used herein when identifying
multiple elements or components which may be referred to separately. Unless otherwise
specified or understood based on their context of use, such descriptors are not intended to impute
any meaning of priority or ordering in time but merely as labels for referring to multiple
elements or components separately for ease of understanding the disclosed examples. In some
examples, the descriptor "first" may be used to refer to an element in the detailed description,
while the same element may be referred to in a claim with a different descriptor such as "second"
or "third." In such instances, it should be understood that such descriptors are used merely for

ease of referencing multiple elements or components.
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DETAILED DESCRIPTION

[0011] A client device (e.g., a cellular phone, a gaming console, a smart refrigerator, or
any suitable communication capable device) communicates with a remote server to obtain
relevant data for operation and/or transmit collected data to the remote server. For example, if a
person using a cellular phone would like to access an internet webpage, such user would utilize
the cellular phone to coordinate with a remote server to gain secure access to the webpage.
Typically, during such communication session, a handshake is initiated by the client device (e.g.,
a cellular phone, a gaming console, a smart refrigerator, or any suitable communication capable
device) with the remote server. The handshake is initiated by the client device using a client
device introductory message (e.g., a ClientHello message) which may include relevant security
protocol information, destination information, client device information, etc. Once the server
receives the client device introductory message (e.g., the ClientHello message), the server
responds with a respective server introductory message (e.g., a ServerHello message). The
transmission and reception of both the client introductory message (e.g., the ClientHello
message) and the server introductory message (e.g., the ServerHello message) between the client
device and the server as well as the exchange of connection and/or protocol information to
facilitate establishment of a connection is hereinafter referred to as a handshake. In examples
disclosed herein, the handshake is not limited to including the introductory messages (e.g., the
ClientHello message) and the server introductory message (e.g., the ServerHello message) and,
in fact, may be any suitable process of negotiation between two devices (e.g., the client and the
server) in which the negotiation establishes connection protocols, mechanisms for secure

handshake, mechanisms for secure handshakes, etc.
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[0012] The introductory messages (e.g., the ClientHello message and/or the ServerHello
message) are sent using specified mechanisms for secure handshake. Mechanisms for secure
handshakes include Transport Layer Security (TLS) version 1.1, TLS 1.2, TLS 1.3, or Secure
Sockets Layer (SSL). In TLS 1.1 and TLS 1.2, introductory messages (e.g., the ClientHello
message and/or the ServerHello message) are available for inspection, sniffing, and/or observing
by a traffic manipulator (e.g., a router). When a client device initiates a handshake (e.g., sends a
client introductory message), such client device specifies the mechanism for secure handshake to
be used. In TLS 1.1 and 1.2, the traffic manipulator (e.g., the router) can observe the transfer of
introductory messages between the client device and the server to verify that the server is
providing valid information. During such a transfer, a security certificate is typically sent by the
server to prove the identity of the server (or another device or entity). For example, in TLS 1.1
and TLS 1.2, a traffic manipulator (e.g., a router) can inspect the server certificate sent by the
server in the server introductory message. The security certificate may be validated with the
traffic manipulator in communication with a remote validation server or any other suitable
validation method.

[0013] The TLS 1.3 mechanism for secure handshake and some other mechanisms for
secure handshakes, on the other hand, include extensions that encrypt the server introductory
message (e.g., Encrypted Extensions). As such, traffic manipulators (e.g., routers or gateways)
using deep packet inspection (DPI) are unable to decrypt and/or decipher security certificates
sent by the server in the server introductory message. Prior approaches to verify the encrypted
security certificate and/or various information in the encrypted server introductory message
include utilizing the traffic manipulator as a full proxy. If TLS 1.3 or other like mechanisms for

secure handshakes are being used, a full proxy is capable of observing the encrypted messages
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sent after the client introductory message (e.g., the server introductory message with the security
certificate). The use of a full proxy involves downloading and/or installing a certificate (e.g., a
root certificate controlled by the traffic manipulator) on client devices. In an enterprise system,
the download and/or installation of the certificate (e.g., the root certificate) on client devices
and/or available endpoints is feasible as it typically includes increased processing power and is
trusted for certificate installation on client devices and/or available endpoints.

[0014] In a consumer home networks and systems, the installation of the certificate (e.g.,
the root certificate) on client devices (e.g., the Internet of Things (IoT) devices in a home) is less
plausible than in an enterprise system. Typically, in consumer home networks and systems,
installation of the certificate (e.g., the root certificate) on varying client devices is logistically
complicated. For example, the client devices may be produced by varying manufactures and
installation of a certificate (e.g., the root certificate) on client devices may be unavailable (e.g.,
access may be unavailable). Additionally, installing the certificate (e.g., the root certificate) on
client devices in a consumer home network may be construed as a privacy invasion because the
traffic manipulator has access to all encrypted messages between the client and the server.

[0015] Additionally, in consumer home networks and systems, traffic manipulators (e.g.,
a router) do not typically have the computing or processing power to act as a full proxy. Acting
as a full proxy involves decrypting and encrypting all traffic flows, an act which a typical
consumer router does not have the processing power to accomplish.

[0016] Examples disclosed herein utilize the traffic manipulator (e.g., a router) in a
network (e.g., a home consumer network and/or system) as a partial proxy. In such examples, the
traffic manipulator observes the initial client introductory message (e.g., the ClientHello

message). In examples disclosed herein, the observation of the initial client introductory message
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from a device communicatively coupled with the traffic manipulator (e.g., a device attempting to
establish a connection with a web server) is initiated in parallel with the handshake between a
client device and the server. For example, if the mechanism for secure handshake TLS 1.3 is
being utilized, the client device may transmit an initial introductory message (e.g., the
ClientHello message) to a server which can be observed by the traffic manipulator (e.g., the
router).

[0017] Examples disclosed herein include cloning (e.g., copying, duplicating, replicating)
the client introductory message. In such examples, relevant parameters to be included in a
conditional handshake with the server are to be copied from the original client introductory
message. In some examples disclosed herein, some parameters of the client introductory message
are not cloned (e.g., the Diffie-Hellman (DHE) or the Ephemeral Elliptic Curve Diffie-Hellman
(ECDHE) parameters may not be cloned.)

[0018] Examples disclosed herein include initiating a conditional handshake with the
desired server by transmitting the cloned client introductory message (e.g., a cloned ClientHello
message modified so that the response is accessible by the traffic manipulator). Furthermore,
examples disclosed herein include utilizing the traffic manipulator (e.g., the router) to obtain the
respective server introductory message in response to the transmitted cloned client introductory
message. Examples disclosed herein include deriving a respective secret key in the traffic
manipulator in response to obtaining the server introductory message.

[0019] In examples disclosed herein, the traffic manipulator acts as a partial proxy. In
such manner, the traffic manipulator can verify the validity of communications from a server,
while using the mechanism for secure handshake TLS 1.3, and without installing a certificate

(e.g., a root certificate) on client devices. Examples disclosed herein include verifying security
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information sent using the mechanism for secure handshake TLS 1.3 without having to exercise
the amount of computational and processing power as exercised in a full proxy. Additionally,
examples disclosed herein may include verifying security information sent using the Datagram
Transport Layer Security (DTLS) 1.3, or any other suitable mechanism for secure handshake.

[0020] FIG. 1 is a block diagram illustrating an example environment 100 in which a
network of communications between devices and a server 110 are monitored and verified. The
environment 100 further includes a communications link to an example Device Telemetry Server
112. In examples disclosed herein, the home network 102 includes an example client device 104
and an example traffic manipulator 106.

[0021] The example client device 104 communicates with the server 110 utilizing the
TLS 1.3 mechanism for secure handshake. The example client device 104 is shown as a personal
computer; however, the methods and apparatus disclosed herein may be utilized with any
communication capable device such as a smart refrigerator, a smart thermostat, a cellular phone,
a portable electronic device, a smart phone, a laptop, a server, and/or any other suitable device.
The client device 104 communicates with the server 110 via wireless communications protocol
(e.g., Wi-Fi, ZigBee, Bluetooth, etc.). In other examples disclosed herein, the client device 104
may communicate with the server 110 via wired communications or any other suitable method of
communication.

[0022] The example traffic manipulator 106 is a computing device which may facilitate
and/or observe communications between the client device 104 and the server 110. The example
traffic manipulator 106 in the home network 102 serves as an intermediate node between the
client device 104 and the server 110. In the illustrated example, the traffic manipulator 106

transforms, inspects, filters, and/or otherwise manipulates communication traffic between the
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client device 104 and the server 110. In examples disclosed herein, the traffic manipulator 106
may be a wireless router, a firewall, an intrusion detection system, a network address translator, a
load balancer, a general computing device, a virtual machine implemented on a computing
device, a software implemented manipulator and/or data monitor, or any suitable device. In the
illustrated example, the traffic manipulator 106 includes an example validator 108.

[0023] The example validator 108 verifies the security certificate (e.g., an SSL
certificate) exchanged during handshakes including the example client device 104. For example,
the validator 108 may analyze a certificate for wireless internet protocol (e.g., Hyper Text
Transfer Protocol Secure, Constrained Application Protocol (CoAP)) flows. In the illustrated
example, the validator 108 interacts with the server 110 (e.g., by cloning communications and
transforming the source of communications sent by the client device 104 or otherwise simulating
communications from the client device 104) during handshakes between the client device 104
and the server 110. For example, the client device 104 may initiate a handshake with the server
110 to gain access to a website hosted by the server 110. In such an example, if the client device
104 is configured to utilize TLS 1.3 protocol, the messages and/or data sent by the server in
response to the handshake request will be encrypted. Furthermore, in such an example, the
validator 108 utilizes the initial handshake request (e.g., a ClientHello message, an introduction
message, etc.) sent by the client device 104 to facilitate a second handshake with the server to
obtain a respective server introductory message (e.g., to act as a partial proxy) for verification.

[0024] The example server 110 is a computing device, including a processor, that
manages, organizes, facilitates, and/or distributes resources for a service and/or centralized
resource. The example server 110 includes domain specific information for use by the client

device 104. The server 110 may be a Domain Name Server (DNS), a TLS security-based server,
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or any other suitable server. In such an example, the server 110 communicates with the client
device 104 via the traffic manipulator 106. In other examples disclosed herein, the server 110
may communicate with the Device Telemetry Server 112, or any other suitable client device in
the home network 102.

[0025] The example Device Telemetry Server 112 includes an example Device
Telemetry Manager 114 and an example security management server 116. In examples disclosed
herein, the Device Telemetry Server 112 communicates with the traffic manipulator 106 to
obtain an indication of certificate validity sent by the server 110.

[0026] In the example illustrated in FIG. 1, the Device Telemetry Manager 114 is a
computing device, including a processor, that manages, organizes, facilitates, and/or distributes
resources for a service and/or centralized resource. The example Device Telemetry Manager 114
illustrated in FIG. 1 obtains the TLS Telemetry 122 from the example traffic manipulator 106. In
the illustrated example of FIG. 1, the Device Telemetry Manager 114 is illustrated as a server
with a repository to store the TLS Telemetry 122. In other examples disclosed herein, the Device
Telemetry Manager 114 may be implemented as the device Telemetry Server 112. For example,
the device Telemetry server 112 may perform the actions of the Device Telemetry Manager 114.
In other examples disclosed herein, the Device Telemetry Manager 114 may be implemented as
a plurality of servers, a network of device (e.g., a cloud), etc.

[0027] In the example illustrated in FIG. 1, the security management server 116 is a
computing device, including a processor, that manages, organizes, facilitates, and/or distributes
resources for a service and/or centralized resource. The example security management server 116
communicates with the Device Telemetry Manager 114 to obtain the TLS telemetry 122. In

examples disclosed herein, the security management server 116 transmits example flow
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information 124 to the traffic manipulator 106. The security management server 116 processes
the TLS telemetry 122 to determine whether the TLS handshake 118 is a valid handshake. The
security management server 116 indicates to the traffic manipulator 106 if the TLS handshake
118 is valid based on prior TLS telemetry 122. For example, if the security management server
116 has previously encounted the TLS telemetry 122 (e.g., the client device 104 initiated a
similar TLS handshake 118 in addition), then the security management server 116 indicates via
the flow information 124 to the traffic manipulator 106 of the verified additional TLS handshake.
In such examples, use of processing power and processing resources by the traffic manipulator is
reduced due having access to previous security information. In other examples disclosed herein,
the security management server may be implemented as a plurality of servers, a network of
device (e.g., a cloud), etc.

[0028] An example TLS handshake 118 is a handshake request initiated by the client
device 104. The TLS handshake 118 includes a series of messages and/or information utilized to
negotiate communication protocols between the client device 104 and the server 110. In the
illustrated example, the TLS handshake 118 is sent using the TLS 1.3 protocol. In other
examples disclosed herein, the TLS handshake 118 may be sent using the TLS 1.1 protocol, TLS
1.2 protocol, or any other suitable handshake protocol. In the illustrated example of FIG. 1, the
TLS handshake 118 is illustrated as using the TLS 1.3 protocol. In other examples, the TLS
handshake 118 may be any other suitable handshake (e.g., any handshake using a suitable
protocol). The TLS handshake 118 includes an introductory message (e.g., a ClientHello
message) and messages carrying varying parameters such as the Ephemeral Diffie-Hellman
(DHE) and/or the Ephemeral Elliptic Curve Diffie-Hellman (ECDHE). In response to the

introductory message sent from the client device 104, the server 110 sends a responsive

-10 -
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introductory message (e.g., a ServerHello message) to the client device 104. When the client
device 104 initiates the TLS handshake 118 using the TLS 1.3 protocol and in some other
communication protocols, all communications after the server introductory message are
encrypted.

[0029] An example conditional handshake 120 is a handshake request initiated by the
example traffic manipulator 106. The conditional handshake 120 includes data extracted from
the TLS handshake 118. The extracted data includes relevant parameters of the introductory
message issued by the client device 104 (e.g., the ClientHello message). In examples disclosed
herein, the conditional handshake 120 does not include various key agreement protocols (e.g.,
the Ephemeral Diffie-Hellman (DHE) or the Ephemeral Elliptic Curve Diffie-Hellman (ECHDE)
parameters) conveyed by the client device 104. In the illustrated example of FIG. 1, the
conditional TLS handshake 120 is illustrated as using the TLS 1.3 protocol. In other examples,
the conditional TLS handshake 120 may be any other suitable handshake (e.g., any handshake
using a suitable protocol. In examples disclosed herein, the example conditional handshake 120
is sent by the client device 104 in response to detecting an introductory message initiated by the
client device 104 (e.g., the TLS handshake 118, a ClientHello message). Additionally, in
response to the introductory message sent from the traffic manipulator 106, the server 110 sends
a responsive introductory message to the traffic manipulator 106 (e.g., a ServerHello message).
In examples disclosed herein,

[0030] An example TLS telemetry 122 includes data sent by the traffic manipulator 106
to the example Device Telemetry Server 112. In examples disclosed herein, the TLS telemetry
122 contains machine learning (ML) classification information obtained from the conditional

TLS handshake 120. The TLS telemetry 122 may be automatically, semi automatically,
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periodically, and/or aperiodically, sent to the Device Telemetry Server 112. In other examples
disclosed herein, the TLS telemetry 122 may be sent to various other devices such as the client
device 104, the server 110, or any suitable device in communication with the traffic manipulator
106.

[0031] Example flow information 124 includes classification information (e.g., TLS
version protocols supported, certificate validity, handshake success result) to be shared with the
example traffic manipulator 106. In other examples, the home network 102 includes multiple
traffic manipulators in communication and, therefore, the flow information 124 may be
distributed to each respective traffic manipulator or, to a single traffic manipulator for
distribution in the home network 102. In the example illustrated in FIG. 1, the flow information
124 may include relevant classification information for the domain accessed by the client device
104, along with a domain classification feed from the security management server 116. In such
examples, the flow information 124 is sent when the traffic manipulator 106 observers the client
device 104 initiates the TLS handshake 118 (e.g., sends a Domain Name Server (DNS) query) to
the server 110.

[0032] FIG. 2 is a block diagram 200 of an example implementation of the validator 108
of FIG. 1. The example validator 108 includes an example support determiner 202, an example
message copier 204, an example key generator 206, an example connection establisher 208, an
example decrypter 210, an example certificate verifier 212, and an example security enforcer
214. The example support determiner 202, the example message copier 204, the example key
generator 206, the example connection establisher 208, the example decrypter 210, the example
certificate verifier 212, and/or the example security enforcer 214 communicate via an example

communication bus 216.

-12 -
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[0033] The example support determiner 202 determines if the client device 104 is
utilizing a supported mechanism for secure handshake (e.g., TLS 1.3). In examples disclosed
herein, the support determiner 202 inspects the client device 104 handshake (e.g., the TLS
handshake 118) to determine the mechanism for secure handshake. If the support determiner 202
determines that the client device 104 handshake is abiding by a supported mechanism for secure
handshake (e.g., the validator 108 can obtain information from), then the support determiner 202
communicates with the message copier 204 to identify the supported mechanism for secure
handshake. In examples disclosed herein, the supported mechanism for secure handshake is TLS
1.3. Alternatively, in other examples, the supported mechanism for secure handshake may be any
suitable mechanism for secure handshake in which the validator 108 may identify (e.g., TLS 1.1,
TLS 1.2, etc.).

[0034] The example message copier 204 observes a handshake initiated by the client
device 104 (e.g., the TLS handshake 118) to determine the initial client introductory message
(e.g., a ClientHello message). In examples disclosed herein, the message copier 204 clones (e.g.,
copies, replicates, and/or duplicates) the client introductory message (e.g., the ClientHello
message). The message copier 204 communicates the cloned (e.g., copied, replicated, and/or
duplicated) client introductory message (e.g., the ClientHello message) to the example key
generator 206.

[0035] The example key generator 206 generates a private key after obtaining the cloned
(e.g., copied, replicated, and/or duplicated) introductory message of the client device 104 from
the message copier 204. In examples disclosed herein, the generated private key is initiated using
respective traffic manipulator parameters such as respective DHE and/or ECDHE parameters

based on the DHE and/or ECDHE groups selected by the client device 104. In some examples
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disclosed herein, the key generator 206 stores the respective private key in the example local
memory 207. Alternatively, in other examples, the key generator 206 may store the private key
in a remote location (e.g., cloud, offsite server center, etc.).

[0036] The example local memory 207 is a computing device that stores information,
data, and/or messages. In some examples, the local memory 207 is implemented by hardware
components. The example local memory 207 is internal to the validator 108; however, in some
examples, the local memory 207 is external or located in a remote location with respect to the
validator 108. The example local memory 207 is utilized by the key generator 206 to store the
generated private key. In other examples disclosed herein, the local memory 207 is used by the
validator 108 to store various messages and/or parameters.

[0037] The example connection establisher 208 initiates a connection (e.g., the
Conditional TLS handshake 120 of FIG. 1) with the server 110 of FIG. 1 using the introductory
message cloned from the client device 104. In examples disclosed herein, the connection
establisher 208 initiates a separate connection with the server 110 in parallel with the client
device 104. For example, for a period of time (e.g., a few seconds, a few minutes, etc.), the
server 110 communicates with the client device 104 and the traffic manipulator 106
simultaneously. In such an example, the server 110 communicates equivalent server certificates
(e.g., server certificates included in a ServerHello message) to both the client device 104 and the
traffic manipulator 106. In examples disclosed herein, the connection establisher 208 waits for
the server introductory message after initiating the connection (e.g., the Conditional TLS
handshake 120) with the server 110.

[0038] The example decrypter 210 communicates with the example connection

establisher 208 to derive a respective secret key. The decrypter 210 parses the server
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introductory message to obtain the server key (e.g., the public key). Furthermore, the decrypter
210 derives the respective secret key as a function of the server key (e.g., the public key) and the
respective private key generated by the key generator 206. In some examples disclosed herein,
the decrypter 210 stores the respective secret key in local memory 207. Alternatively, in other
examples, the decrypter 210 stores the secret key in a remote location (e.g., wireless cloud,
offsite server center, etc.). The decrypter 210 utilizes the derived secret key to decrypter
communications sent by the server 110.

[0039] The example certificate verifier 212 is in communication with the example
decrypter 210 to obtain decrypted information (e.g., metadata, security certificates, etc.). In
examples disclosed herein, the certificate verifier 212 verifies the validity of the security
certificate sent by the server 110. The certificate verifier 212 may be in communication with a
remote certificate verification server to determine whether the security certificate sent by the
server 110 is valid. In alternative examples, the certificate verifier 212 communicates with the
example Device Telemetry Server 112 of FIG. 1 to determine if the security certificate sent by
the server 110 is valid. In such examples, the Device Telemetry Server 112 contains information
pertaining to previous communications between the client device 104 and the server 110 and,
thus, inherently trusts such communication. Furthermore, in such example, the traffic
manipulator 106 communicates with the Device Telemetry Server 112 to verify the security
certificate sent by the server 110 while using much less processing power (e.g., no longer having
to communicate with a remote certificate verification server).

[0040] The example security enforcer 214 communicates with the example certificate
verifier 212 to determine whether the security certificate sent by the server 110 is valid. If the

security enforcer 214 obtains indication that the security certificate sent by the server 110 is
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valid, then the security enforcer 214 closes communication between the traffic manipulator 106
and the server 110. Alternatively, the security enforcer 214 may block the connection between
the client device 104 and the server 110 if the security enforcer 214 obtains indication from the
certificate verifier 212 of an invalid security certification. Additionally, in such example, the
security enforcer enforces further security protocols (e.g., block future communications,
determine Domain Generation Algorithm (DGA) behavior, self-signature detection, etc.).

[0041] The example communication bus 216 illustrated in FIG. 2 is a conductive
hardware communication path. In some examples, the communication bus 216 represents
wireless communication abilities in which the example support determiner 202, the example
message copier 204, the example key generator 206, the example connection establisher 208, the
example decrypter 210, the example certificate verifier 212, and/or the example security enforcer
214 may transmit and/or receive messages.

[0042] FIG. 3 is an example sequence diagram 300 illustrating communication among
the client device 104, the traffic manipulator 106, the security management server 116, the
Device Telemetry Server 112, and the server 110 of FIG. 1. As illustrated in FIG. 3, a first
communication 302 from the client device 104 to the traffic manipulator 106 represents the
observance of the initial client introductory message. A second communication 304 from the
traffic manipulator 106 to the security management server 116 represents an initial request to
determine if the requested domain in the client introductory message is known and trusted. In
response a third communication 306 from security management server 116 to the traffic
manipulator 106 represents an indication from the security management server 116 in response

to the prior, second communication 304.
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[0043] An example fourth communication 308 between the client device 104 and the
server 110 represents the handshake between the client device 104 and the server 110 (e.g., the
TLS handshake 118 of FIG. 1). Additionally, an example fifth communication 310 between the
client device 104 and the server 110 represents the transmission of the client introductory
message (e.g., the ClientHello message).

[0044] An example sixth communication 312 between the traffic manipulator 106 and
the server 110 represents the transmission of the client introductory message (e.g., the
ClientHello message). Additionally, an example seventh communication 314 between the traftic
manipulator 106 and the server 110 represents the handshake between the traffic manipulator
106 and the server 110 (e.g., the Conditional TLS handshake 120 of FIG. 1). An example eighth
communication 316 represents the traffic manipulator 106 decryption of the messages sent by the
server 110.

[0045] An example ninth communication 318 between the traffic manipulator 106 and
the server 110 represents the closure of the connection between the traffic manipulator 106 and
the server 110. An example tenth communication 320 between the traffic manipulator 106 and
the Device Telemetry Server 112 represents the transmission of the verification indication for
further processing. In response, an example eleventh communication 322 represents the
transmission and storage of the verification indication in the security management server 116.

[0046] While an example manner of implementing the validator 108 of FIG. 1 is
illustrated in FIG. 2, one or more of the elements, processes and/or devices illustrated in FIGS. 2
may be combined, divided, re-arranged, omitted, eliminated and/or implemented in any other
way. Further, the example support determiner 202, the example message copier 204, the

example key generator 206, the example connection establisher 208, the example decrypter 210,
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the example certificate verifier 212, the example security enforcer 214, and/or, more generally,
the example validator 108 of FIGS. 1 and 2 may be implemented by hardware, software,
firmware and/or any combination of hardware, software and/or firmware. Thus, for example,
any of the example support determiner 202, the example message copier 204, the example key
generator 206, the example connection establisher 208, the example decrypter 210, the example
certificate verifier 212, the example security enforcer 214 and/or, more generally, the example
validator 108 could be implemented by one or more analog or digital circuit(s), logic circuits,
programmable processor(s), programmable controller(s), graphics processing unit(s) (GPU(s)),
digital signal processor(s) (DSP(s)), application specific integrated circuit(s) (ASIC(s)),
programmable logic device(s) (PLD(s)) and/or field programmable logic device(s)

(FPLD(s)). When reading any of the apparatus or system claims of this patent to cover a purely
software and/or firmware implementation, at least one of the example support determiner 202,
the example message copier 204, the example key generator 206, the example connection
establisher 208, the example decrypter 210, the example certificate verifier 212, the example
security enforcer 214 and/or the example validator 108 is/are hereby expressly defined to include
a non-transitory computer readable storage device or storage disk such as a memory, a digital
versatile disk (DVD), a compact disk (CD), a Blu-ray disk, etc. including the software and/or
firmware. Further still, the example validator 108 of FIG. 1 may include one or more elements,
processes and/or devices in addition to, or instead of, those illustrated in FIG. 2, and/or may
include more than one of any or all of the illustrated elements, processes and devices. As used
herein, the phrase “in communication,” including variations thereof, encompasses direct
communication and/or indirect communication through one or more intermediary components,

and does not require direct physical (e.g., wired) communication and/or constant communication,
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but rather additionally includes selective communication at periodic intervals, scheduled
intervals, aperiodic intervals, and/or one-time events.

[0047] A flowchart representative of example hardware logic, machine readable
instructions, hardware implemented state machines, and/or any combination thereof for
implementing the validator 108 of FIG. 1 is shown in FIG. 2. The machine readable instructions
may be one or more executable programs or portion(s) of an executable program for execution
by a computer processor such as the processor 612 shown in the example processor platform 600
discussed below in connection with FIGS. 4-5. The program may be embodied in software stored
on a non-transitory computer readable storage medium such as a CD-ROM, a floppy disk, a hard
drive, a DVD, a Blu-ray disk, or a memory associated with the processor 612, but the entire
program and/or parts thereof could alternatively be executed by a device other than the processor
612 and/or embodied in firmware or dedicated hardware. Further, although the example
program is described with reference to the flowchart illustrated in FIGS. 4-5, many other
methods of implementing the example validator 108 may alternatively be used. For example, the
order of execution of the blocks may be changed, and/or some of the blocks described may be
changed, eliminated, or combined. Additionally or alternatively, any or all of the blocks may be
implemented by one or more hardware circuits (e.g., discrete and/or integrated analog and/or
digital circuitry, an FPGA, an ASIC, a comparator, an operational-amplifier (op-amp), a logic
circuit, etc.) structured to perform the corresponding operation without executing software or
firmware.

[0048] The machine readable instructions described herein may be stored in one or more
of a compressed format, an encrypted format, a fragmented format, a packaged format, etc.

Machine readable instructions as described herein may be stored as data (e.g., portions of
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instructions, code, representations of code, etc.) that may be utilized to create, manufacture,
and/or produce machine executable instructions. For example, the machine readable instructions
may be fragmented and stored on one or more storage devices and/or computing devices (e.g.,
servers). The machine readable instructions may require one or more of installation,
modification, adaptation, updating, combining, supplementing, configuring, decryption,
decompression, unpacking, distribution, reassignment, etc. in order to make them directly
readable and/or executable by a computing device and/or other machine. For example, the
machine readable instructions may be stored in multiple parts, which are individually
compressed, encrypted, and stored on separate computing devices, wherein the parts when
decrypted, decompressed, and combined form a set of executable instructions that implement a
program such as that described herein. In another example, the machine readable instructions
may be stored in a state in which they may be read by a computer, but require addition of a
library (e.g., a dynamic link library (DLL)), a software development kit (SDK), an application
programming interface (API), etc. in order to execute the instructions on a particular computing
device or other device. In another example, the machine readable instructions may need to be
configured (e.g., settings stored, data input, network addresses recorded, etc.) before the machine
readable instructions and/or the corresponding program(s) can be executed in whole or in part.
Thus, the disclosed machine readable instructions and/or corresponding program(s) are intended
to encompass such machine readable instructions and/or program(s) regardless of the particular
format or state of the machine readable instructions and/or program(s) when stored or otherwise
at rest or in transit.

[0049] As mentioned above, the example processes of FIGS. 4-5 may be implemented

using executable instructions (e.g., computer and/or machine readable instructions) stored on a
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non-transitory computer and/or machine readable medium such as a hard disk drive, a flash
memory, a read-only memory, a compact disk, a digital versatile disk, a cache, a random-access
memory and/or any other storage device or storage disk in which information is stored for any
duration (e.g., for extended time periods, permanently, for brief instances, for temporarily
buffering, and/or for caching of the information). As used herein, the term non-transitory
computer readable medium is expressly defined to include any type of computer readable storage
device and/or storage disk and to exclude propagating signals and to exclude transmission media.
[0050] “Including” and “comprising” (and all forms and tenses thereof) are used herein
to be open ended terms. Thus, whenever a claim employs any form of “include” or “comprise”
(e.g., comprises, includes, comprising, including, having, etc.) as a preamble or within a claim
recitation of any kind, it is to be understood that additional elements, terms, etc. may be present
without falling outside the scope of the corresponding claim or recitation. As used herein, when
the phrase "at least" is used as the transition term in, for example, a preamble of a claim, it is
open-ended in the same manner as the term "comprising" and “including” are open ended. The
term “and/or” when used, for example, in a form such as A, B, and/or C refers to any
combination or subset of A, B, C such as (1) A alone, (2) B alone, (3) C alone, (4) A with B, (5)
A with C, (6) B with C, and (7) A with B and with C. As used herein in the context of describing
structures, components, items, objects and/or things, the phrase "at least one of A and B" is
intended to refer to implementations including any of (1) at least one A, (2) at least one B, and
(3) at least one A and at least one B. Similarly, as used herein in the context of describing
structures, components, items, objects and/or things, the phrase "at least one of A or B" is
intended to refer to implementations including any of (1) at least one A, (2) at least one B, and

(3) at least one A and at least one B. As used herein in the context of describing the performance
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or execution of processes, instructions, actions, activities and/or steps, the phrase "at least one of
A and B" is intended to refer to implementations including any of (1) at least one A, (2) at least
one B, and (3) at least one A and at least one B. Similarly, as used herein in the context of
describing the performance or execution of processes, instructions, actions, activities and/or
steps, the phrase "at least one of A or B" is intended to refer to implementations including any of
(1) at least one A, (2) at least one B, and (3) at least one A and at least one B.

[0051] FIG. 4 is a flowchart 400 representative of machine readable instructions which
may be executed to implement the validator 108 of FIG. 1 and/or FIG. 2 to verify a certificate.
The example support determiner 202 of FIG. 2 determines the type of mechanism for secure
handshake that the client device 104 is using (block 410). Furthermore, the support determiner
202 determines if the mechanism for secure handshake being used by the client device 104 is
supported or not (block 415). If the mechanism for secure handshake is supported (e.g., a
mechanism for secure handshake that the validator 108 may interact with), then the message
copier 204 clones the client introductory message (e.g., the ClientHello message) (block 420). If
the mechanism for secure handshake is not supported (e.g., a mechanism for secure handshake
that the validator 108 may not interact with), then the validator 108 determines whether to
continue operating or not.

[0052] In response to communication from the message copier 204, the example key
generator 206 generates a respective private key (block 425). The example connection
establisher 208 initiates establishing a connection with the server 110 (block 430). The
connection establisher 208 additionally conveys the cloned client introductory message to the
server 110 (block 435). As such, the connection establisher 208 waits and/or determines if the

server 110 responds with a server introductory message (block 440). If the connection establisher

22 .



WO 2020/154067 PCT/US2019/068837

208 obtains a server introductory message, the connection establisher 208 communicates such
introductory message to the decrypter 210. In the connection establisher 208 does not obtain a
server introductory message, control returns to a waiting state.

[0053] The example decrypter 210 derives a secret key in response to obtaining the
server introductory message (block 445). Furthermore, the decrypter 210 uses the secret key to
decrypt the server certificate being sent by the server 110 (block 450). The example certificate
verifier 212 is in communication with the decrypter 210 to obtain the decrypted security
certificate. As such, the certificate verifier 212 verifies the validity of the security certificate
(block 455). Additionally, after verification of the security certificate, block 455, the certificate
verifier 212 determines whether the security certificate is a valid certificate or an invalid
certificate (block 460). In other examples disclosed herein, the security enforcer 214 may
terminate the connection established with the server in block 430 and/or terminate connection
between the client device 104 and the server 110.

[0054] If the security certificate is valid, the example security enforcer 214 closes the
connection between the traffic manipulator 106 and the server 110 (block 465). Alternatively, if
the security certificate is not valid, the security enforcer 214 blocks the connection between the
client device 104 and the server 110 (block 470). In addition, the security enforcer 214 enforces
security protocols to prevent future communication of an invalid security certificate (block 475).
In other examples disclosed herein, the security enforcer 214 may perform the process illustrated
in block 465 in response to determining the security certificate is invalid. Likewise, the process
illustrated in block 475 may be performed in response to determining the security certificate is

valid.
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[0055] The example validator 108 determines whether to continue operating or not
(block 480). If the validator 108 determines to continue operating, control returns to support
determiner 202. Alternatively, if the validator 108 determines to cease operating, the process
illustrated in FIG. 4 stops. Examples in which the process is to cease operating includes loss of
power or damaged devices (e.g., a damaged client device 104, a damaged traffic manipulator
106, and/or a damaged server 110).

[0056] FIG. 5 is a flowchart representative of machine readable instructions which may
be executed to implement the decrypter 210 of FIG. 2 to derive a secret key. The decrypter 210 is
in communication with the connection establisher 208. As such, the decrypter 210 parses the
server introductory message to extract the server key (e.g., public key) (block 510). Additionally,
the decrypter 210 is in communication with the key generator 206 to obtain the private key
previously generated (block 515). In response, the decrypter 210 parses the combination of the
server key and the private key (520). The decrypter 210 parses the combination of the private
key and the server key is to create a respective secret key (block 525). After, control returns to
block 450 of FIG. 4.

[0057] FIG. 6 is a block diagram of an example processor platform 600 structured to
execute the instructions of FIGS. 4-5 to implement the validator 108 of FIGS. 1 and/or 2. The
processor platform 600 can be, for example, a server, a personal computer, a workstation, a self-
learning machine (e.g., a neural network), a mobile device (e.g., a cell phone, a smart phone, a
tablet such as an iPad™), a personal digital assistant (PDA), an Internet appliance, a DVD
player, a CD player, a digital video recorder, a Blu-ray player, a gaming console, a personal
video recorder, a set top box, a headset or other wearable device, or any other type of computing

device.
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[0058] The processor platform 600 of the illustrated example includes a processor 612.
The processor 612 of the illustrated example is hardware. For example, the processor 612 can be
implemented by one or more integrated circuits, logic circuits, microprocessors, GPUs, DSPs, or
controllers from any desired family or manufacturer. The hardware processor may be a
semiconductor based (e.g., silicon based) device. In this example, the processor implements the
example support determiner 202, the example message copier 204, the example key generator
206, the example connection establisher 208, the example decrypter 210, the example certificate
verifier 212, the example security enforcer 214, and the example validator 108.

[0059] The processor 612 of the illustrated example includes a local memory 613 (e.g., a
cache). The processor 612 of the illustrated example is in communication with a main memory
including a volatile memory 614 and a non-volatile memory 616 via a bus 618. The volatile
memory 614 may be implemented by Synchronous Dynamic Random Access Memory
(SDRAM), Dynamic Random Access Memory (DRAM), RAMBUS® Dynamic Random Access
Memory (RDRAM®) and/or any other type of random access memory device. The non-volatile
memory 616 may be implemented by flash memory and/or any other desired type of memory
device. Access to the main memory 614, 616 is controlled by a memory controller.

[0060] The processor platform 600 of the illustrated example also includes an interface
circuit 620. The interface circuit 620 may be implemented by any type of interface standard,
such as an Ethernet interface, a universal serial bus (USB), a Bluetooth® interface, a near field
communication (NFC) interface, and/or a PCI express interface.

[0061] In the illustrated example, one or more input devices 622 are connected to the
interface circuit 620. The input device(s) 622 permit(s) a user to enter data and/or commands

into the processor 612. The input device(s) can be implemented by, for example, an audio
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sensor, a microphone, a camera (still or video), a keyboard, a button, a mouse, a touchscreen, a
track-pad, a trackball, isopoint and/or a voice recognition system.

[0062] One or more output devices 624 are also connected to the interface circuit 620 of
the illustrated example. The output devices 624 can be implemented, for example, by display
devices (e.g., a light emitting diode (LED), an organic light emitting diode (OLED), a liquid
crystal display (LCD), a cathode ray tube display (CRT), an in-place switching (IPS) display, a
touchscreen, etc.), a tactile output device, a printer and/or speaker. The interface circuit 620 of
the illustrated example, thus, typically includes a graphics driver card, a graphics driver chip
and/or a graphics driver processor.

[0063] The interface circuit 620 of the illustrated example also includes a communication
device such as a transmitter, a receiver, a transceiver, a modem, a residential gateway, a wireless
access point, and/or a network interface to facilitate exchange of data with external machines
(e.g., computing devices of any kind) via a network 626. The communication can be via, for
example, an Ethernet connection, a digital subscriber line (DSL) connection, a telephone line
connection, a coaxial cable system, a satellite system, a line-of-site wireless system, a cellular
telephone system, etc.

[0064] The processor platform 600 of the illustrated example also includes one or more
mass storage devices 628 for storing software and/or data. Examples of such mass storage
devices 628 include floppy disk drives, hard drive disks, compact disk drives, Blu-ray disk
drives, redundant array of independent disks (RAID) systems, and digital versatile disk (DVD)

drives.
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[0065] The machine executable instructions 632 of FIGS. 4-5 may be stored in the mass
storage device 628, in the volatile memory 614, in the non-volatile memory 616, and/or on a
removable non-transitory computer readable storage medium such as a CD or DVD.

[0066] From the foregoing, it will be appreciated that example methods, apparatus and
articles of manufacture have been disclosed that verify encrypted handshakes. The disclosed
methods, apparatus and articles of manufacture improve the efficiency of using a computing
device by verifying encrypted handshakes between a client device and a server without acting as
a full proxy. The disclosed methods, apparatus and articles of manufacture include a traffic
manipulator acting as a partial proxy, therefore allowing for the verification of encrypted
handshake messages without having to install root certificates on client devices or edge nodes
and reducing processing power required compared with acting as a full proxy. In such disclosed
methods, apparatus and articles of manufacture, the partial proxy utilizes less computing power
and computing resources and does not require the installation of certificates on client devices in a
home network. The disclosed methods, apparatus and articles of manufacture solve the
computing issue previously requiring extensive processing resources to verify client to server
handshakes by operating in parallel to initiate a conditional handshake. The disclosed methods,
apparatus and articles of manufacture are accordingly directed to one or more improvement(s) in
the functioning of a computer.

[0067] Although certain example methods, apparatus and articles of manufacture have
been disclosed herein, the scope of coverage of this patent is not limited thereto. On the
contrary, this patent covers all methods, apparatus and articles of manufacture fairly falling

within the scope of the claims of this patent.
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What Is Claimed Is:

1. An apparatus to verify encrypted handshakes, the apparatus comprising:

a message copier to clone a client introductory message, the client introductory
message is included in a first handshake for network communication between a client and
a server;

a connection establisher to initiate a second handshake between the apparatus and
the server based on the cloned client introductory message; and

a decrypter to, in response to the second handshake, decrypt a certificate sent by

the server.

2. The apparatus of claim 1, further including a security enforcer to terminate the

second handshake in response to the decrypter decrypting the certificate.

3. The apparatus of claim 2, wherein the security enforcer terminates the first

handshake in response to a certificate verifier indicating that the certificate is invalid.

4. The apparatus of claim 1, further including a key generator to generate a key for

the second handshake, the key generated using the cloned client introductory message.

5. The apparatus of claim 1, further including a support determiner to, in response to

observing the first handshake between the client and the server, determine if the first handshake

includes a mechanism for secure handshake supported by the apparatus.
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6. The apparatus of claim 5, wherein the mechanism for secure handshake supported

by the apparatus is transport layer security (TLS) version 1.3.

7. The apparatus of claim 1, wherein the connection establisher initiates the second

handshake in parallel with the first handshake.

8. The apparatus of claim 1, wherein the apparatus is to communicate with a second
server to convey an indication from a certificate verifier, the indication representing at least one

of a valid certificate or an invalid certificate.

0. The apparatus of claim 8, wherein the second server is a security management

SCIver.

10. The apparatus of claim 1, wherein the decrypter extracts a first key from a server
introductory message, obtain a second key, and create a third key using the first key and second

key.

11. A method to verify encrypted handshakes, the method comprising:

cloning a client introductory message, the client introductory message is included
in a first handshake for network communication between a client and a server;

initiating a second handshake between a traffic manipulator and the server based
on the cloned client introductory message; and

in response to the second handshake, decrypting a certificate sent by the server.
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12.  The method of claim 11, further including terminating the second handshake in

response to the certificate being decrypted.

13. The method of claim 12, wherein the first handshake is terminated in response to

an indication that the certificate is invalid.

14. The method of claim 11, further including generating a key for the second

handshake, the key generated using the cloned client introductory message.

15. The method of claim 11, further including, in response to observing the first
handshake between the client and the server, determining if the first handshake includes a

mechanism for secure handshake supported by the traffic manipulator.

16. The method of claim 15, wherein the mechanism for secure handshake supported

by the traffic manipulator is transport layer security (TLS) version 1.3.

17.  The method of claim 11, wherein the second handshake is initiated in parallel

with the first handshake.

18. The method of claim 11, further including communicating with a second server to
convey an indication from a certificate verifier, the indication representing at least one of a valid

certificate or an invalid certificate.
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19. The method of claim 18, wherein the second server is a security management

SCIver.

20. The method of claim 11, further including extracting a first key from a server
introductory message, obtaining a second key, and creating a third key using the first key and

second key.

21. A non-transitory computer readable medium comprising computer readable
instructions which, when executed, cause at least one processor to at least:
clone a client introductory message, the client introductory message is included in
a first handshake for network communication between a client and a server;
initiate a second handshake between a traffic manipulator and the server based on
the cloned client introductory message; and

in response to the second handshake, decrypt a certificate sent by the server.

22, The computer readable medium of claim 21, further including the at least one

processor to terminate the second handshake in response to the certificate being decrypted.

23.  The computer readable medium of claim 21, further including the at least one

processor to generate a key for the second handshake, the key generated using the cloned client

introductory message.
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24.  The computer readable medium of claim 21, further including the at least one
processor to, in response to observing the first handshake between the client and the server,
determine if the first handshake includes a mechanism for secure handshake supported by the

traffic manipulator.

25.  The computer readable medium of claim 21, further including the at least one

processor to initiate the second handshake in parallel with the first handshake.

26.  The computer readable medium of claim 21, further including the at least one
processor to communicate with a second server to convey an indication from a certificate

verifier, the indication representing at least one of a valid certificate or an invalid certificate.

27.  The computer readable medium of claim 21, further including the at least one

processor to extract a first key from a server introductory message, obtain a second key, and

create a third key using the first key and second key.
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