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End Point Identification

BACKGROUND

100017 Information technology ("IT7) services are commonly offered in a catalog
o perform supportive functions. For example, IT services may allow a user (o order a
computer and other materials for productivity. A service can be fulfilled by a remote
service fulfillment system or mulliple remote service fulfiliment systems. The remote
fuliiiment system can be interacted with using an application programming interface
(“AP"). In order {o fulfill these services and retain permissions and accouniability, the

concept of user identity is used throughout the fulfiliment process.
BRIEF DESCRIPTION OF THE DRAWINGS

100023 Figures 1 and 2 are block diagrams depicling example identity
management systems.

10003] Figure 3 depicts an example environment in which various identity
management systems can be implemenied

[0004] Figures 4A and 4B depict example modules used to implement example
identity management systems.

[0005] Figures 5 and 6 are flow diagrams depicling example methods of

osiensible impersonation.
DETAILED DESCRIPTION

100086] In the following description and figures, some example implementations of
identity management systems and/or methods of ostensible impersonation are
described. ldentity managemaent sysiems generally administrate over entilies of a
system, such as a sysiem providing a service. [dentily management systems can

generally establish roles and manage access privileges of individual users. Some
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individuals may try (o execule a module or function and may not have the correct
permissions. For example, a user role may not be allowed to interact directly with the
operating system and an administrative role may be usead to perform functions
associated with the operating system.

100071 One form of completing tasks that utilize permissions that an identity may
not have is through impersonation of an identity that does have the permissions. An
identity can be impersonated by providing appropriate criteria to authenticate and
authorize the identity. The guthorization for impersonation can change the role of the
identity, provide temporary permissions, or otherwise modify accessibility to modules or
functionalily.

10008} Various examples described below relate 1o providing ostensible
impersonation based on an agency relalionship belween a first identity and a second
identity. The impersonation can be extended from a service 16 a second service based
on the relationship between the services. A sarvice can be made available al an end
point. An end point, as used herein, is location for accessing a service, such as
destination represeniad by a uniform resource locator ("URL"). For example, a service
can be interacted with by accessing the end point associated with the service. Using a
duly associated with the agency relationship, the second identily can act on behalf of
the first entity when accessing a second end point when a first end point was identified
with the agency relationship. Thereby, the second identity can continue to act on behalf
of the user for actions involving additional services based on a direct authorization
associated with a first service. In this manner, impersonation can become ostensible
and allow the impersonation to continue for services that request identity specific
actions, such as a service-speciic account.

10009] The terms “include,” “have,” and variations theredf, as used herain, mean
the same as the term “comprise” or appropriate varigtion thereof. Furthermore, the term
‘based on,” as used hergin, means "based at least in part on.” Thus, a feature that is
described as based on some stimulus can be based only on the stimulus or &
combination of stimuli including the stimulus. Furthermore, the term “maintain” (and
variations thereof} as used hersin means "o create, delete, add, remove, access,

update, and/or modify” {or appropriate variations thersof).
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100101 Figures 1 and 2 are block diagrams depicling example identity
management systems. Referring to figure 1, the example identity management system
100 of figure 1 generally includes a dala store 102, an authority engine 104 and a dutly
engine 106. in general, the duly engine 106 can identify a duty performable within the
scope of the agency relalionship provided by the authority engine 104, The example
identity management system 100 can include a termination engine 108, an audit engine
110, and a liability engine 112 {o generally assist in delimiting the scope of extensibility
of the agency relalionship and tracking the actions performed by the second identity on
behalf of the first identity. The identity management system 100 can be used o extend
authority to related services using impersonation. One example of impersonation is
providing authorization {o one service 1o act on behalf of a user. Another example of
impersonation is using a portal o a catalog of services, such as 1T services, wherg
authorization is provided at the portal and exiended 1o each service selected.

100113 The authority engine 104 represents any circuilry or combination of
circuitry and executable instructions to provide an agency identifier based on an
authority relationship. For example, the authority engine 104 can create a relalionship
between a first entity and a second entily and provide an identifier associated with the
refationship for a service call and/or relationship flow. The authority relationship can
include an authorization to access a service on behalf of the first entity. The relationship
between entities can be discussed as an agency relationship between a principal and
an agent. For example, a principal can be a service account for which the relationship
will act on behalf of {i.e. the impersonatee) and an agent can be the service account
that will act on behalf of the principal (i.e. the impersonator). The entities having
identities can be users or service accounts. Allowing a principal to be a service account
can allow for chains of authority relationships to be created. In this manner, the present
disclosure contemplates any number of service end points and any number of agent
entities 1o be authorized o act on behalf of the principal to access those service end
points.

100123 The agency identifier provided by the authority engine 104 can provide a
reference 1o associate the authority relationship with the duties, Himits, liabilities, and

audits of an agent to act in behalf of a principal. The agency identifier can be a number,
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value, string, label, class, category, vecior, or any other data capable of identifying a
refationship belween identities.

{00131 The duty engine 106 represents any circuitry or combination of circuitry
and executable instructions to provide a duty identifier based on an agency identifier
and a first end poini, identify a second end point based on the first end point, and
associate authority 1o access the second end point with the duty identifier. For example,
the duty engine 106 can receive as inpuls an agency identifier from the authority engine
104 and a service end point and provide as output g duly identifier associated with a
plurality of service end points. The dutly identifier defines authorization to interact with a
service provided at a designated end point associated with the service. The duty engine
106 can define what services can be interacted with based on providing the duty
identifier. Thus, an end point can recognize an identity’s relationship and allowable
actions based on the agency identifier and the duty identifier.

100143 The duly engine 106 can identify a second end point based onone of a
mapping of a plurality of end poinis and a semantic selection of services. For example,
the duty engine 106 can receive a mapping of compaosiie service end points {i.e. a
service end point that ulilizes other end points to complele a service) and calculate
polential service end points based on the end point supplied 1o the duly engine 106. For
another example, the duty engine 108 can relate a first service end point (o additional
service end points based on the semantic context of the request, such as a request to
purchase a laptop computer can have g semantic association with a laplop catalog
service, a warranty offering service, and a payment service. in this manner, ostensible
authority can be calculated and associated with the duty relalionship between a first
identity and a second identity based on a duly identifier. The duly engine 106 can also
receive a certificate, a token, or other authorization mechanism to identify the
authenticity of the agency relationship and/or authorization 1o access g service end
point.

10015] The termination engine 108 represents any circuilry or combination of
circuitry and executable instructions to provide a termination end point based on the
agency identifier. For example, the termination engine 108 can receive an agency

relationship identifier, a maximum relationship age, and a termination definition
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including a condition thal, when satisfied, causes the relationship between a first entity
and a second entity to terminate. The termination engine 108 can configure the system
with automatic termination triggers and/or a kill switch for the principal to end an action
of the agency on the principal’s behalf. The termination end point is a place the first
enlily can go to terminate the agency relationship. For example, a web portal can
provide a list of termination end points associated with a user account where each
termination end point is associated with a service offered at the web portal.

{0016] The termination engine 108 can receive a termination data structure. The
termination data struciure may be used (o define the limits of termination of an agency
relationship between a first entlity and a second entily. The termination data structure
can include a service end point and a termination condition associated with an end
point. A termination condilion can include a service end point, an action performable at
a service end point, data verification, or other expression capable of being compared {o
a state of action of an entity.

100171 The audit engine 110 represents any circuitry or combination of circuitry
and executable instructions o maintain a history of actions performed by the second
entity on behalf of the first identity and provide an action performed by the second
identity on behalf of a first entily based on the agency identifier. For example, the
actions performed by entities may be logged and the entries associated with actions by
a first entity can be organized by the agency identifier representing the actlions
performead on behalf of a second enlity. For another example, the audit engine 110 can
receive an agency identifier as input and output aclions performed by a first identity on
behalf of a second identity, the service end point at which each aclion was performed,
and the time of each action.

100183 The liability engine 112 represents any circuitry or combination of circuitry
and executable instructions o provide an approved action of a service and a potential
impact based on the agency identifier and the duly identifier. For example, the liability
engine 112 can receive an agency identifier and a duty identifier as input and cutpul the
information related to what the received relationship {identifiable by the agency identiifier
and/or duty identifier) is allowed to do and the potential impact. For another example,
designated duties and ostensible dutlies identified by the duty engine 106 are placed in
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a format that would describe the allowable service end points and actions performable
by an agent entity on behalf of a principal enlity. For example, an agency identifier can
be used as an input parameler {0 a report function to list actions of the associated
relationship.

100193 The data slore 102 can contain information utilized by the engines 104,
106, 108, 110, and 112. For example, the data store 102 can siore an agency identifier,
a duty identifier, a composite end point map, a semantic ontology, and a termination
data structure.

100207 Figure 2 depicts the example identity management system 200 can be
implemented on a memory resource 220 operatively coupled o a processor resource
222. The processor resource 222 can be operatively coupled 1o a data siore 202, The
data store 202 can be the same as the data store 102 of figure 1.

{06021} Referring to figure 2, the memory resource 220 can contain a set of
insiructions that are execulable by the processor resource 222, The set of instruclions
can implement the system 200 when executed by the processor resource 222, The set
of instructions stored on the memory resource 220 can be represented as an authority
module 204, a duty module 206, a termination module 208, an audii module 210, and a
ability module 212. The processor resource 222 can carry out a set of instructions o
execute the modules 204, 206, 208, 210, 212, and/or any other appropriate operations
among and/or associated with the modules of the system 200. For example, the
processor resource 222 can carry out a set of instructions to identify a plurality of end
points based on a service destination, associate the plurality of end points with an
authority relationship between a first identity and a second identity using a duty
identifier, and provide the duty identifier. For another example, the processor resource
222 can carry oul a set of instructions to identify a separate end pointrelated o a
designated service destingtion, authorize access {o the separate end poini for an
agency identifier, determine aclions performable at the separate end point, and provide
an agency identifier and a list of allowed actions associated with the agency identifier.
The authority module 204, the duty module 206, the termination module 208, the audit

module 210, and the liabilily module 212 represent program instructions that when
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executed funclion as the authority engine 104, the duly engine 106, the termination
engine 108, the audil engine 110, and the liability engine 112 of figure 1, respectively.
{00221 The processor resource 222 can be any appropriate circuilry capable of
processing {e.g. compute) instructions. For example, the processor resource 222 can
be a ceniral processing unit (*CPU"} that enables identity management by fetching,
decoding, and execuling modules 204, 206, 208, 210, and 212. Example processor
resources 222 include CPUs, semiconductor-based microprocessors, application
specific integrated circuits ("ASICY), a field-programmable gate array ("FPGA™). The
processor resource 222 can be one or multiple processing elements capable of
retrieving instructions from the memory resource 220 and executing those instructions.
Such multiple processing elements can be integrated in a single device or distributed
across devices. The processor resource 222 can process the instructions serially,
concurrently, or in partial concurrence.

10023} The memory resource 220 and the dala store 202 represent a medium o
store data ulilized and/or produced by the system 200. The medium can be any non-
transitory medium or combination of non-iransitory mediums able (o electronically siore
data, such as modules of the system 200 and/or data used by the system 200. For
example, the medium can be a storage medium, which is distinct from a transitory
fransmission medium, such as a signal. The medium can be machine readable, such as
computer readable. The medium can be an electronic, magnelic, optical, or other
physical storage device that is capable of containing (i.e. storing) executable
instructions. The memory resource 220 can be said to store program instructions that
when executed by the processor resource 222 implements the system 200 of figure 2.
The memory resource 220 can be integrated in the same device as the processor
resource 222 or it can be separate but accessible to that device and the processor
resource 222, The memory resource 220 can be distributed across devices. The
memory resource 220 and the data store 202 can represent the same physical medium
or separate physical mediums. The data of the dala store 202 can include
represeniations of data and/or information mentioned hersin.

{00241 Inn the discussion herein, the engines 104, 106, 108, 110, and 112 of figure
1 and the modules 204, 206, 208, 210, and 212 of figurs 2 have been described as
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circuitry or a combination of circuitry and executable instructions. Such components can
be implementad in 8 number of fashions. Looking at figure 2, the executable instructions
can be processor execulable instructions, such as program instructions, stored on the
memory resource 220, which is a tangible, non-transitory computer readable storage
medium, and the circuilry can be electronic circuilry, such as processor resource 222,
for executing those instructions. The instructions residing on the memory resource 220
can comprise any set of instructions 10 be execuled directly (such as machine code) or
indirectly (such as a script) by the processor resource 222,

[0025] In one example, the executable instructions can be part of an installation
package that when installed can be execuied by the processor resource 222 1o
implement the system 200. in that example, the memory resource 220 can be a
portable medium such as a compact dise, a digilal video disc, a flash drive, or memaory
maintained by a compuler device, such as a service device 334 of figure 3, from which
the installation package can be downloaded and installed. In ancther example, the
executable instructions can be part of an application or applications already instailed.
The memory resource 220 can be a non-volalile memory resource such as read only
memory ("ROM”}, a volatile memory resource such as random access memory {("RAM”),
a storage device, or a combination thereof. Example forms of a memory resource 220
include stalic RAM ("SRAM”), dynamic RAM ("DRAM?”), electrically erasable
programmable ROM ("EEPROM?), flash memory, or the like. The memory resource 220
can include integrated memory such as a hard drive ("HD"), a solid state drive ("S5,
or an optical drive.

10026] Figure 3 depicts example environments in which various exampie identity
management systems can be implemented. The example environment 380 is shown (o
include an example system 300 for managing ostensible impersonation. The system
300 {described herein with respect o figures 1 and 2) can represent generally any
combination of circuitry and executable instructions o allow impersonation o extend to
end poinis and services associated with a service. For example, the system 300 can
authorize impersonation (o a second service 344 when a related first service 342 is
designated as authorized in an agency relationship belween a principal {e.g. user) and

an agent {e.g. service account). The system 300 can include an authority engine 304, a
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duly engine 306, a lermination engine 308, an audit 310, and a liability engine 312 that
are the same as the authority engine 104, the duty engine 108, the terminalion engine
108, the audit engine 110, and the liability engine 112 of figure 1, respectively, and the
associated descriptions are not repeated for brevily. As shown in figure 3, the system
300 can include a portal engine 314, The engines 304, 306, 308, 310, 312, and 314 can
be integrated into a8 compute device such as a service device 344, The engines 304,
306, 308, 310, 312, and 314 can be integraied via circuitry or as insialled instruclions
into a memory resource of the compuie device.

100277 The portal engine 314 represents any circuitry or combination of circuitry
and executable instructions to interface with a portal to manage a catalog of services.
For example, the portal can be a web portal {i.e. a web site that functions as an entry
point) having a graphics that represent services of the catalog of services and the
catalog can include a plurality of IT services. The portal can manage and cause to
present account information, such as user information and services associated with the
account. For example, a user of the porial can retrieve a list of services guthorized by
the account and a history of actions taken by the account using the audit engine 310
and the liability engine 312. The portal can provide an interface for service and manage
service-specific accounts. For example, the portal can act a service broker eniry point io
access services by providing end points for selected services and services related to
the selected services.

100281 The example environment 380 can include compute devices, such as
service devices 334 and user devices 336. The service devices 334 represent generally
any compute devices (o respond to a network requast received from a user device 3386,
whether virtual or real. For example, the service device 334 can operate a combination
of circuilry and executable instructions to provide a network packet in response to a
reqguest for a page or funclionality of an application. A service can be offered via a
sarvice device 334, such as a first service 342, For example, an iT service and siored
onio a web server, such as a service device 334, The user devices 330 represent
generally any compute devices with a combination of circuilry and executable
instructions to communicate a network request and receive and/or process the

corresponding responses. For example, a browser application may be instalied on the



WO 2016/014068 PCT/US2014/048063

user device 336 o receive the network packet from the service device 334 and utilize
the pavicad of the packet {0 display an element of a page associated with a service via
the browser application.

[06029] The compute devices can be located on separate networks 330 or part of
the same network 330. The example environment 390 can include any appropriate
number of networks 330 and any number of the networks 330 can include a cloud
compute environment. For example, networks 330 can be distributed networks
comprising virtual computing resources or “clouds.” Any appropriate combination of the
system 300 and compute devices can be a virlual instance of a resocurce of a virtual
shared pool of resources. The engines and/or modules of the system 300 herein can
reside and/or execute “on the cloud” {e.g. reside and/or executle on a virtual shared pool
of resources).

{06030] A link 338 generally represents one or a combination of a cable, wireless
connection, fiber optic connection, or remote connections via a {elecommunications link,
an infrared link, a radio frequency link, or any other connectors of systems that provide
electronic communication. The link 338 can include, al least in pard, intranet, the
Infernet, or a combination of both. The link 338 can also include intermediate proxies,
routers, switches, load balancers, and the like,

10031} Referring to figures 1-3, the engines 104, 106, 108, 110, and 112 of figure
1 andfor the modules 204, 206, 208, 210, and 212 of figure 2 can be distributed across
devices 334 and 336, or a combination thereof. The engine and/or modules can
complete or assist completion of operations performed in describing another engine
and/or module. For example, the duly engine 300 of figure 3 can request, complets, or
perform the methods or operations described with the duty engine 106 of figure 1 as
wedl as the termination engine 108 and the liability engine 312 of figure 1. Thus,
although the various engines and modules are shown as separate engines in figures 1
and 2, in other implementations, the functionality of multiple engines and/or modules
may be implemented as a single engine and/or module or divided in a variety of engines
and/or modules. The engines of the system 300 can perform example methods

described in conneclion with figures 4-6.
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100323 Figures 4A and 4B depict example modules used o implement example
identity management systems. Referring to figure 4A, the example modules of figure 4A
genarally include an authority module 404, a duty module 406, a termination module
408, and a liability module 412. The example modules of figure 4A can be implemented
on service device o provide ostensible impersonation for a catalog of services. In
general, figure 4A examples part of an agency relationship flow starting with the
creation of authority and then proceeding to granting duties, defining termination, and
calculating liabilities. Auditing (not shown) can be ancther part of the agency
refationship flow.

100331 The authority module 404 can identify a relafionship based on receiving an
agency request 458, The authority module 404 can creale an impersonation authority
for an identity based on defining both a principal 460 and the agent 462, The authority
module 404 can include program instructions, such as an identifier module, {o create an
identifier 464 associated with the authority relationship between the principal 460 and
the agent 462. In this manner, the system can identify which relationship is acting based
on the identifier 464.

[0034] The relationship identifier 464 can be received by the duty module 406 to
delermine a dutly to grant to the agent 462 {e.g. associate a service and/or action
allowed with an authority relationship). The duly module 406 can receive a service end
point 466 and process the service end point 466 using program instructions, such as the
sermantic module 442 and the map module 444, to identify services, end points, and
actions that are related and/or potentially related {0 the service end point 466. The
semantic module 442 can interpret the associaled services based on the semantics
{e.g. keywords, phrases, and meanings thereof represented by a language structure) of
the agency request 458, The map module 444 can reprasent a map that may be
mainiained and/or received by the duty module 406 where the map contains a data
structure capable of providing a connection between a first service end point and a
second service end point, such as via reference pointer to a service data structure. For
example, the map may organize services in a tree form where a root request ¢an have

dependent function or modular requests that may be service-specific. The duty module

11
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406 may receive multiple service end points 466 and iteratively or recursively identify
potential services that may be used in connection with the mulliple service end points.
10035] The termination module 408 can identify a termination condition and a
termination end point for the principal 460 1o end the agency relationship with the
agency 462, The termination module 408 can receive the relationship ideniifier 464, the
duty identifier 468, and a termination definition 470 {o delermine a termination context
{i.e. the state of operation at which termination would be appropriate based on the
agency relationship). The termination definition 470 can be provided in a {ermination
data structure. The termination data structure can include a service end point 466 and a
termination condition associated with a termination end point. The termination module
408 can include program instructions, such as an end point module 448, a trigger
module 448, and a kill swilch module 450, to facilitate defining termination for the
agency relationship. The end point module 446 represents program instruction (o cause
a processor resource (o identify a termination end point. For example, the termination
end point can be an administrative end point separate from the service. The termination
end point can be identified by an administralor and/or determined by the trigger
provided in the termination definition. The trigger module 448 represents program
instructions that cause a processor resource (o identify a condition {e.g. state of
operation of the system) that gualifies as termination based on the agency relationship
and the duties performabile within the agency relationship. The kill switch module 450
represenis program instructions 1o cause a processor (o end the agency relationship
andfor actions associated with the agency relationship.

100363 The liability module 412 can identify the extended ability of an agent 462
o act on behalf of the principal 460 based on the agency relationship identifier 464 and
duty identifier 468 associated with the agency relationship. For example, with the end
points determined by the duty module 406, the liability module 412 can calculate the
actions performable al each end point within the agency relationship and the impact of
those actions. The liability module 412 can include program insiructions, such as an
action module 452 to identify allowable actlions at a given end point and an impact
module 454 [o identify the impact of an aclion taken at an end point. The liability module

412 can produce a report listing all the allowable actions performable within the

12



WO 2016/014068 PCT/US2014/048063

limitations of the agency relationship. Once the calculation actions and impact, defining
termination, and granting duties (o an agency relationship are performed, the
impersonation 474 can be allowed by the agency on behalf of the principal 460. The
actions of the agent 462 during impersonation 474 can be further monitored according
o the termination conditions and impact calculated.

10037} In the realization of IT services, such as the on-boarding of a new
emploves, the agent sarvice can act on behalf of the impersonatee across mulliple
fuliiment engines without losing the fidelity for detailed auditing and permissions.
Referring figure 48, an example of an employee on-boarding service 480 is shown as a
designated service, such as a service selected at a web portal. The employee on-
boarding service 480 can contain, require access, or otherwise be related (o other
services. For example, the employee on-boarding service can provision new accounts,
configure payrolls systems, setup email, ship faptops, phones, and selup access o
numerous other services. As shown in figure 4B, the employes on-boarding service 480
is related 1o an account service 482 1o establish a profile for employee services, a
payroll service 484 to esiablish payroll for monthly paychecks, a directory service 486 (o
create a phone number and email address to contact the on-boarding employee, and a
workstation service 488 o cause a worksiation o be ordered for the on-boarding
employee to perform their role at the company. BEach of these aclivities is to be
performed on the behalf of the manager over the employee (in this exampile, the
manager is the principal). As such, the authorization of the principal to on-board the
employee is extended across connected or otherwise related systems. Without using
ostensible authorization, the fidelity of auditing may be lost and the delegate may not
correlate the services {0 the proper user.

10038] In order to properly act on behall of a given user across the multiple
fuliiment engines, the duty engine 406 can map each of the service end points for a
given macro-service {L.e. a service that entails the use of other services). As shown in
figure 4B, the macro-service (e.g. the employee on-boarding service) and service
boundaries are loaded into the duty module 406. This allows each of the sub-services
connected o a macro service (o be properly modeled. The duty module 406 provides

the service map and definitions o the liability engine 412 for calculation of services, end
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points, and impact and display of that information, such as at a web porial. The service
definition that is loaded into the duty engine 408 includes a designated service and the
refationship that one service has to other services. The end points are supplied to the
termination engine 408 and the termination engine 408 can return a termination end
point, such as return the termination end point for access by the principal via a web
portai.

100381 In order to calculate the liability implied by an agency relationship, the
service map of a given delegation is modeled and loaded info the duty engine 406 o
provide the modeled service for calculation of liability by the liability engine 412. The
agency service can include a service boundary definition that allows for the calculation
of interconnected services. This service boundary definition maps the given provided
APis for a service and the APls that the service consumes. For example, using a
macro-service of a softwars development servics, the subscription of a cloud service
would use the lability engine 412 to calculate potential delegaled authority before the
service is provisioned. In this example, a development platform can be provisioned for
the end user, and the end user can delegate authority o the automated fulfiliment
system in order to realize the cloud service. The end user can log into and use the
provisionad sysiems when the service has been delegatad on behalf of the end user.
For example, the service could provision a virtual machine, an operaling sysiem, a
database, and an application, server, where each of those services is done by an
automated sysiem on behalf of the end user {e.q. iniliated by an agent account
authorized by the end user) and maintain correct permissions.

10040} When the end user is preparing to subscribe (o the service, the liability
engine 412 can calculate and display the implied ligbility of the service realization. In the
pravious example, the Hability is that the end user is allowing the fulfillment system to
provision a virtual machine, install a certain operating system, a certain application
sarver, and a database; calculation and display of such lability gives the end user the
opporiunily to determine if each of the actions should be done. For example, il is
possible that a policy for the user's company prohibits certain databases or displaving of
information and providing liability of fulfiliment (based on ostensible calculalions) can

prevent those potential violations of such a policy.
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100413 Figures & and 6 are flow diagrams depicting example methods for
osiensible impersonation. Referring to figure 5, example methods for ostensible
impersonation can generally comprise creating an agency relationship identifier,
identifying a second service end point based on a first service end point, and associate
a plurality of end points with the agency relationship identifier.

10042} Al block 502, an agency identifier is created based on a principal and an
agent. For example, a user can select a service of a catalog offered at a porial and the
portal can cause a relationship {0 be created between the user and an account for the
selected service. A first end point can be received or determinad from the agency
identifier {e.q. the original service selection} and a second end point can be identified
based on the first end point at block 504 {e.g. a second service is identified). The first
end point is separate from the service of the second end point and related o the service
at the second end point. For example, a first service end point can be designated with
the agent and principal at block 502 and a second service related o the first service can
be identified and the service end point associated with the second service can be made
available. Additional end points for the service {e.g. a third end point, fourth end point,
etc.} can be identified and mapped back o the first end point in the same fashion as the
refationship between the first end point and the second end point. in this manner, any
number of interconnected services can be authorized for interaction by the agent based
on the agency relationship. The first service end point can be a designated service end
point and the second service end point can be a polential service end point based on
the designated service end point. A potential service end point can be determined
based on a map from the designated service end point (e.g. the destination of the
service for which the agency relationship was created). The map can be based on a
composite data struciure of service end points o known related service end poinis
and/or based on semantics. For example, a designated service destination can be
mapped (o a potential service destination based on the semaniics of a service selection
made at the creations of a service account by the principal. A service end point can be
identified based on a cerlificate associated with an action for an end point of a plurality

of end points.
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100431 With the second service end point identified, a plurality of end points
{including the first and second end points) is assodciated with the agency identifier a
block 506. In this manner, services ancillary or otherwise related {o the designated
service for the agency relationship can be added o the allowable end points for
impersonation and an agent service account can act congruent with agency principles
on behalf of a principal service account. For example, a duty can be granted io an
agency identifier based on a URL with an action on the URL. Example URL and
hypertext markup language ("HTML") action methods include a URL request using a
PUT method, a POST method, a GET method, and/or 2 BELETE method. This can
allow the impersonator to create accounts or fulfill other intermediary or ancillary
services associated with the service that was requested {o be fulfilled based on the
agency relationship. A certificate of authorization can be received based on the
authority relationship between the first entity {e.g. principal) and the second entity {e.g.
agent) and can defing and/or limil the agency relationship associated with the agency
identifier. The plurality of end points can be defined using a mapping, such as a data
struciure describing one end point as mapable to many end points,

10044] Figure 6 includes blocks similar to blocks of figure 5 and provides
additional blocks and details. In particular, figure 6 depicts additional blocks and details
generally regarding calculating authorized actions based on a plurality of end points,
providing a termination end point, terminating the agency relationship, and auditing.
Blocks 602, 6804, and 606 are the same as blocks 502, 504, and 506 of figure 5 and, for
brevity, their respective descriptions are not been repeated.

10045] Once a plurality of services (l.e. a plurality of service end points) are
associated with an agency relationship, authorized actions on behalf of the principal and
perfermable by the agent are calculated based on the plurality of services associated
with the agency relationship {(i.e. associated with the agency identifier} at block 608. Al
block 610, a termination end point is provided based on a termination condition
associaled with the plurality of service end points. For example, a notification can be
sent {o a first entity with information regarding cancellation process of the agency
relationship, such as information providing a lermination service, and the end point

refated o the termination service can be activated and provided {o the principal based
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on an action of an agent satisfying a termination condition. A fermination condition can
include a maximum relationship age {(e.g. 8 maximum time period o permit the agent to
act within the authority relalionship may be received with or part of the termination data
structure).

10046} At block 612, a plurality of actions is provided to an entily, such as the
agent and/or the principal. For example, the plurality of actions can include authorized
aclions and actions that would activate a termination condition. For another example,
the plurality of actions can be provided as a report delimiting the allowed impersonation
of the principal by the agent. The plurality of actions can be formatled based on the
plurality of end points, such as separating the actions of each end point. The plurality of
actions can be offered with a report of impact associated with the pluralily of actions.
The impact of the plurality of actions can be identified based on a plurality of action
potential data structures, where each aclion potential data structure includss an action
and a potential impact of the actlion.

100471 At block 614, the agency relationship between the agent and the principal
can be lerminated based on the termination condition. For example, when a termination
conditions is triggered, the principal can be notified, and upon arrival at the termination
end point, the principal can elect to ratify a frolic by the agent or terminate the
associated agency relationship. For another example, a termination data siructure
{including a termination condilions associated with a first end point of a plurality of end
points) can be identified based on a duly identifier, an aclion request can be compared
to the termination data structure {e.g. the authorized aclions associated with a service
destination), and a {ermination action can be performed when the request achieves the
termination condition associated with the service destination based on the termination
data structure.

{0048] Al block 616, a plurality of action history data can be provided (o an entity,
such as the agent and/or the principal, based on the agency identifier. For example, a
list of aclions that led {0 termination of the agency relationship and/or a complete list of
actions performed during the time of impersonation by the agent on behalf of the

principal. For ancther example, a plurality of action history data structures can be

17



WO 2016/014068 PCT/US2014/048063

maintained to include a service end point, an action, and a timestamp associated with
the action at the end point.

{00491 Although the flow diagrams of figures 4-6 lllustrate specific orders of
execution, the order of execution may differ from that which is ilustrated. For example,
the order of execution of the blocks may be scrambled relative to the order shown. Also,
the blocks shown in succession may be executed concurrently or with partial
concurrence. All such variations are within the scope of the present description.

{0050] The present description has been shown and described with reference to
the foregoing examples. It is understood, however, that other forms, detlails, and
examples may be made without departing from the spirit and scope of the following

claims.
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CLAIMS

What is claimed is:

. An identity management syslem comprising:

an authority engine to provide an agency identifier based on an authorily
refationship between a first identity and a second identity, the authority relationship
comprising an authorization o access a first service on behalf of the first identity;
a duty engine {o:
provide a duly identifier based on the agency identifier and a first end
point of a plurality of end points, the first end point being a destination to access the
first service and the duty identifier to define authorizalion to interact with the first
service provided at the first end point;
identify a second end point of a plurality of end poinis based on the first
end point, the second end point associated with 3 second service;
associate authority 1o access the second end point with the duly identifier,
the duty identifier {o define authorization {o interact with the second service

provided at the second end point.

. The system of claim 1, wherein the duty engine identifies the second end point

based on one of:

a mapping of the plurality of end points, each end point of the plurality of end
points being associaled with one of a plurality of services; and

a semantic selection of services, the semantic selection to relate the first end

point and the second end point based on a language structure,

. The system of claim 1, comprising:

a termination engine o provide a termination end poini based on the agency
identifier and a termination data structure, the termination data structure to include
the first end point and a termination condition associated with the termination end

point.
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. The system of claim 1, comprising:

an audit engine fo:

maintain a history of aclions performed by the second entity on behalf of the
first identity;

cause an aclion performed by the second identity on behalf of the first identity
to present via a portal based on the agency identifier, the portal providing an

interface for selection of the first service from a catalog of services.

. The system of claim 1, comprising:

a liability engine to provide an approved action of the first service and a potential

impact based on the agency identifier and the duty identifier.

. A compuiler readable storage medium comprising a set of instructions executable by

a Processor resource {o:

identify a plurality of end points based on a service destination, the service
destlination designated o an authority relationship between a first identity and an
second identity;

associate the plurality of end points with the authority relationship between the
first identity and the second identity using a duty identifier; and

provide the duty identifier.

. The medium of claim 6, wherein the set of instructions is executable by the

DFOCESSOr resource {o:
map the plurality of end points from the service destination based on a semantic

service selection.

. The medium of claim 8, wherein the set of instructions is executable by the

DFOCESSOr resource {o:
identify a first end point of the plurality of end points based on a certificate

associated with an aclion of the first end poinl.
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8. The medium of claim 6, wherein the set of instructions is executable by the

Rrocassor resource (o)

ideniify a terminatlion data structure based on the duty identifier, the termination
data structure to include a termination condifion associated with a first end point of
the plurality of end points;

compare a request {o the {fermination data structure; and

perform a termination action when the request achieves the termination

condition.

10. The medium of claim B, wherein the set of instructions is executable by the
Processor resource {or
identify a termination condition based on a maximum relationship age; and
send a notification 1o the first identity with information regarding a canceliation

process of the agency identifier when the termination condition is satisfied.

11. A method of ostensible impersonation comprising:
creagting an agency identifier based on a first identity and an second identity;
identifving a potential service end point based on a designated service end point;
associating a plurality of end points with the agency identifier, the plurahity of end
points to include the designated service end point and the polential service end
point;
calculate the authorized actions based on the plurality of end points associated
with the agency identifier; and
provide a termination end point based on a {ermination condition associated with

one of the plurality of end points.

12. The method of claim 11, comprising:
receiving a uniform resource locator ("URL™Y and action using one meathod from
the group consisting of a PUT, a POST, a GET, and a DELETE;
receiving a cerlificate of authorization based on an authority relationship between

the second identity and the first identity;
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receiving a fermination definition daia structure, the termination definition data

structure to include the plurality of end points and plurality of termination conditions;

receiving a maximum lime period to permit the authorized actions of the authority

refationship.

13. The method of claim 11, comprising:
terminating the agency relationship between the second identity and the first

identity based on the termination condition.

14. The method of claim 11, comprising:
provide a formatted pluralily of actions based on the plurality of end points, the
plurality of actions to delimil an allowed impersonation of the first identily by the
second identity based on a plurality of action potential data structures including an

action and potential impact of the action.

15. The method of claim 11, comprising:
provide a plurality of action history data struclures performed by the second
identity on behalf of the first identity based on an agency identifier, the plurality of
action history data structures io include a service end poini, an action, and a

timestamp.
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