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FIG. 1

\& (57) Abstract: The present disclosure is directed to a system and method for wirelessly executing financial transactions. A pay-
€%} ment card includes an interface, a communication module, secure memory, a user-interface module, and a processing module. The
= interface connects to a slot of a mobile host device. The communication module wirelessly receives RF signals from and transmits

=)

=

RF signals to a retail terminal. The secure memory stores user credentials and a payment application used to execute financial trans-
actions with the retail terminal. The user credentials and the payment application are associated with a financial institution. The
user-interface module presents and receives information through the GUI of the mobile host device. The processing module executes
the payment application using the user credentials in response to at least a transaction request received by the communication module
and transmits a transaction response to the retail terminal based, at least in part, on the executed application.
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Wirelessly Executing Financial Transactions

CLAIM OF PRIORITY

-

Thiv spphication clums o US. Patent Application Serial No, 60/871 813, fided

angd U8, Patent Application Serial No. V209,087, fiked on

11

5 September 11, 2008, the entire contents of which are hereby incorporated by reference.

-

TECHNICAL FIELD
This invention relaies o network conmnunications and, more particalardy,

xeonling Hpancial ransactions.

BACKGROUND
16 Portable electronic devices and tokens bave becorne w integrated part of the

regolar day to day user experience. There is @ wide variety of conumon poriable and
tandheld devices that users have in thewr possession nclading  communination,
business snd enteriaiming devices sach as cell phones, muste players, digital camoeras,
smart cavds, memory  token and  variely of possible combinations of the
15 alorementioned devices and tokens. All of these devices share the commenality that
consumier are accustomed fo carvving them with them wost of the time and o most

alces. This ts true across the various demographics and age groups regardless of the

: sophistication of the consamer, thelr age group, their technical level or
2 These commaon handheld devices offer options for expandable memory. Micro

MufiMedaCard (MMUOY interfaces are also avalable in lonited models. MiereSil

is the iast common denmminator supported by the mugority of

w

trekens (n toms of size). In addition, adapiors ave available to sonvert & MicroBLY it
25 MiSLn 8D, MM and USB Although most popalar MP3 player {1POD} offer's a

proprietary interface, competing designs du offer standard interfaces. Digiial cumeras

sifer mwostyv SD and MMO while extrems Digital (xI3} is another option. Micro and

wes are also available in several mod

s cellphones, digital cameras and
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SUMMARY
The prosent disclosure is directed 1o a systern and method fov wirelessly

fnancial  transacions. A payment cwrd awledes an inferface, a

comshunization module, secure memory, 8 wser-interface module, and 2 processing

Ny

The mterface connecis 1o a ot of a mobile host device. The conununication

modide wiveleasly roectves RE signals from and transmuits RF sigosls 10 a retad

e

wu

trminal. The secure memory stores user credentials and a payment application used

o~

10 exscuts fnancial ransactions with the retail temunal. The user credentials and the
payment application are associated with a financial institetion.  The user-interface

~

ts and recetves information through the GUY of the mobile huat deviee

Py

0 moduie prosen

The processing modude execates the payment application using the user credentiale in
reaponse 10 at least a transaction veguest received by the compnumeation moduls and
fransidis a fmnsaction vesponse to the retail terminal based, at least in pavt, on the

arplication.

s of one or more embodinents of the wnvention are sot fonth m the
secompanying drawings and the description below,  Other featares, objects, and
sdvantages of the invention will be apparent from the deseription sad deawings, and
from the olatms.
DESCRIPTION OF DRAWINGS
20 FYGRURE 1 is an example transaction system in accrodance with some
tons of the presoent discloswre;
ioan cxample ransactions systern that ity ransachion
fufranmtion dwongh a cethdar core network;
FIGURE 3 s an example transaction card of FIGURE 1 m avcordince with
3% some mplementations of the present disclosare;
PIOURE 4 is an example ntelligent card that selectively switvhing an antenng
FITURE S s an cxample secure memwory of an iotelligent card for storing
suifiiple user credentialy;
VIGURE 6 is a schematic diagram illustrating personalization processes of
RYE ent cards;
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FIGURES 74 and 7b ave flow charty ilustrating an example metbod for

FIGURES #A, 8B and 80 are exampies of call flow lostrating call sessons
svith an sdelligent card;
& FIGURE 9 15 a flow chart illustrating an example method for scbivating a

fransaciion card; and

FYGURES 10A and 108 ilfestrate example cards for hoosing inteiligent cands.

Like reference symbols in the various drawings indicate like slements,

DETAILED DESCRIPTION

PR
-

FIGURE 1 18 a block diagram dlustrating an example iransaction system 100

b

for wivalessly sxecuting transactions using an intelligent card independent of g bost
device. For example, the system 100 may inelude 3 micoSecure Digual fmicrobid)
card thal exeootes fransactions with financial fmstitutions mdependent of & host device.
Aside from mderoSD, the system 100 may inclade other mass storage inderfaces that
18 conneni an infelligent card 1o the host device such as, for example, MoliMediaCard

An

N

{MMC), ST Universal Serial Bus (USB) Apple iDock, Firewire, andfor

I

sard 13 a device configived to insert into or otherwise attach 0 & bost device

5 or ofherwise execule services {e g, transactions) independent of the bost

o

some Jmplementations, the intelligent card may be shaped as & mivrobld

b . Y
[ ETATE S Fal b e
FEVIRE,

s
H

20 card incloding, for example, notehes, raised portions and/or other features. The system
100 may inclade an iptelligent card that includes a dual interface. The dual mterface
may connect the intefligent card o both the host deviee through a physical interface

ML,

NP

MM, USBY and extornal devices through s wireless comneciion

443; in some implementations, the intelligent card may inclode an embedded

Fd
4]
£
ot
towt
F

2% secure ohin, Central Processing Unit {CPU) with operating sysiem, local memory and
valiue added applications acoessible by the user through the host device, A hast deviee

eliphone, a smastphone, « Personal Digital Assistant {(POA}, & MPEGH

Andio Layer 3 {MP3) device, a digital camera, a camcorder, a client, a compnster,
andd/or oihor device that inchudes @ mass memory andfor penipheral intertace. In some

ientations, the Duelligent card can oparate as a master with the host devise

L2
&£
ot s
ool
s
fotd
rops
¥
yea
b6

belng o slave such that the ntelligent card controls operational aspevis ol the host

P

devise such a8 a wer inlerface, The tntelligent card i the systemn HID may wowte
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one or more of the following: selectively activate an antenna for wiveless transactions

i response o ab fesst an oevent; venfy the bost device with a fnancud institition

T

through, for example, 3 Point Of Rale (POS) using a host sigoature; vxecufe a

gapsaction with & fivancial wostituwtion  dwough, for exampde, & PO terminad

o

independent of the host device; andfor other processes. By providing an ustelitgent
card, the systorn 100 may wirelessly execote ransacions with financial wstitulions
without cithey reparing addittonal hardware, software, and/or Hrnaware on the host

for without requaring changes to existing hardware, software, ansbfor

= fiw reader ternvinals to enable aaser o wirelessly axecoie & trapsaction,

ey

At high lovel, the system 100 includes an offline store 102 and clients 104
and 10d4b coupled to financial institutions 106 through & network 1030 While oot
Hlustrated, the system 100 may ncluded several intenmediary parties between the
financial institaton 106 and the network such as, for example, & tansaction acquarey

andfr @ payment network host. The offline store 102 includes & mobile dovice 1ia

v

1% having a tansaction cavd 112a and o Pomt of Sale (POS) devive 114 that exenutes
fransactions with customers, The POS device 114 inehides g Graphival User Interface
{GLUTY 109 for presenting information to and/or recetving information frowm users. In
somse ivplomentations, the POS 114 may transmit a reguest to execule @ ansaction (o
the wansaction card 112, The transaction card 112 may transoat suthentication

20 infonmation o the POS 114, The client 14 includes the GUT 115 for presenting
mfornation sasoctated with the systemy 100, The client 104s includos a card reader
116 thay interfacey the transaction ecard 112¢ with the client H4a. The financial
instingion 106 may awthorize the transaction based, at east in pary, on idiwmation
wansmitied by the wansaction card 112, The mobile devics 10 includes & GUL TH

25 for prosenting information associated with finmncial transactions.

The offline store 102 s generally at least a portion of an enterprise having
physical presence {e.g, building) for operations.  For example, the ofthne stove 102
may sell goods andior services at a physical location {e.g., a brick-andnortar store}
divectly o costomers. {n (his example, the offline store 12 bays oy otherwise receives

A0 from distributors {no1 Hlestrated) and then may sell these goods

-

as users of the mobile device 114G, In generdl, the offhive stwe 103

ace-to-face experionces with castomers in providing goods andior serviees.

For exaraple, the offfine store 102 may be a cliwk-and-mortar stove sk that a user
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selects a good or service using the Internet and purchases and recetves the good o
service at the offiine store 103, The offline store 102 may provide ome ov more of the
following services assoclated with goods: inverdory, warehousing, distribution, andéoy

Asg g resull, the offline store 142 may not bomediately distribnge goods

£
7
b3
w
Yers
o
e

o distributors, The offline store 102 may incloede a single retad facility,
ovi or more retadl facilities at a single geographie focation, andior a plurabity of retadd

sgraphicalty distritnged. In some cases, fwo o piore eplifies may represent

sortions of the same legal entity or affilintes. For example, the offiine store 102 and
distributors may be depariments within one enterprise,  In surnmary, the offiine store

'ad

1 12 nay \uiwsi execute financial rapsactions with the mohile device 11O

cetrimie devies operable to interface

2ot
ot
ek
=,
&
oy
bed
fotoe
&
-~
Sl
L ed
%
oy
w
s
[
e
.L'
o
=

e
3
e
ke
[44
w
2
ot

e in

+th the transaction card 112 For exaple, the mobile dovice 110 may receive and
franswail wireless and/or contactiess communication with the system 1000 As yeed in

this disclosure, the mobile devices 110 are intended to encompass ceilular phones, dats

15 phoues, pagers, portable computers, SIP phones, siart phones, personal dita assistants

{PDAS), digital cameras, MP3 plavers, camcorders, oue or move processors within

capable of

<

these or other deovices, or any other suitsble processing devic

cempnuyonting information with the transaction card 112, In some tmpdomentations,

devices 110 may be based on a celluvlar radio technology. For examyde, the

20 vice 110 may be g PDA operable to wirglessly congect with an extemal oy
unseoared pebwork, I another example, the mobile device I may comprive u
srartphone that includes an input device, such as & keypad, touch soreen, moase, or
other devioe that can accept information, and an output devies fhat Conveys
mlmmaation associated with a transaction with the offline store Hi2, inchuling digited

25 data, visual mfamation, or GUT 11

The GUH 111 comprises a graphical wser interface opsrable to allow the user of
the mobile deviee 110 to mterface with at least a portion of the system 100 for any

suitable purpose, sach as authorizing wansactions andfor displaying transaction history,

Clenerally, the GUT 111 provides the particutar user with an efficient and oser-friendly

30 preseotation of date provided by or commmuicated within the system 1 andior also

gser-friendly means for the user to sejf-muanage setfings and gooesy

servicss oifered by the fnancial institotion 106, The GUI 11 may vomprise a

N
11

plaraiity of custimizable frames of views having inferactive fields, pail-down hsts,
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(31

)
o
o

e
e

and/or huttons operated by the user. The term graphical wser hderface may be asedh
the singulsr or o the plural & deseribe one or more graphical aser interfaves and cach
of the displave of a parlicalar graphical user terface. The GUL T can mnelode any

serface, such as a generic web browser or touch soreen, hat processes

tore i the system 100 and presents the resulta to the gger.

The transaction card 112 can wnehude any software, hardware, andior Sonware

5 fransaction with the FOR device

the transaction card 112 may execote a contactless

fent of the mobile device 110a. In other words, e transacnion card 12

may wivedeasly exccole transactions withoat aspects of the transaction being sxuenied
by the mobile device 110, The transaction cand 112 may execute transactions with the
CREA 3401,

TS0 14443 type AR, IS0 15693, Felica, MIFARE, Bluetooth, Ultva-wadeband (UWB),

PO device 114 asing short range signals sach as NFO {e.g, 180 184
<7 é"’ &

Radio Freguenny Leotifier (RFID), contactless signals, proxiputy signals, andifor other
sigrals corppatble vwith setail payment terminals {e g, POS 14y In some
implomentations, the wansaction card 112 may include one or more chipsals that
oxeonle an operating system and scourity processes to ndependenily execute the
tranwaction. In doing so, the mobile device 110 does not megquire additional hardware,

software, andfor firmware (o wirelessly exectition a transaction with the POS 114 such

ws an NFC mansaction. In some implementations, the transaction card 112 may

v yore of the following: wirelessly recetve a request from the FUS

7
¥
5
L9
s
s
Yoo
e
<
pred
joo/
L4
&

»

device 114 o execute a transaction and/or and provide a response; translate bebween

wireloss prodocnds and protocols compatible with the transaction card 112; vanshate

s
o
-3
o

ssaction-card protocols and protweols compatible with mobile device Ty

i receive information {e.g., FIN request, PINY from the user through the GUL

11, deorvpt und enerypt information wirelessly transnutied betwesn the transaction

card 112 and the POS 114, excoute applications locally stored in the fransaction card

s

112; selectively wwiich the antenna of the tansaction card

P

a least i

least th pard, on One OF MOTC events; execute aothentication processes hased,
part, on bdformation received, T example, through the GUL T transadt @ bost
signature t POS 114 o response © at Jeast 3 ransaction challenge; store, at keast in
vart, detaile of the transaction sxecuted between place between the sand 11T and the

PSS dovice 114 generate andfor present alorts {e.g., sudio-visual alests) b the user

e
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thyough the GUY 111 generate and/or transmit wirsless-message aleris o the financial
inatibtion 108 using the mobile device 110 if cellolar capabler andior others. ln some

snplementations, the transaction card 112 may include & communication module with

{ transiation module, antenma funing circuit, power oireult and & muyatire

of @ profovs

5 antennas bmed o exchange wireless data with a retail terminal 134,
in some implementations, the trausaction card 112 may inihiate a ransaction in
respraise 10 at least a user selecting a graphical element i the QUL 1L The
wransaction card 112 may initiate a transaction with the POS 114 in response to at least
wireless roquest ransositted by the POS 114, In somw: implementatisns, the iransaction
112 may selectively awiich the antenna betoveen an on and off state v response

one of wore evenis. The one or more events may inchude a user redquest, completion of

transaction, nsertion of card 112 o a different mobife device, location change, timer
events, detection of ingorrect FIN entered by the wser, change of wirsless nstwork that
the device 5 vomnected 10, message recetved from the financial institution 106 using

LTN]

vireless commndcation methods such as SMY, and/or other events, For example, the

P
(6]
,,4

~ B3
& H
X

fransaction card 112 may receive one or muwe conunands (o switch the antenng off

from a oelhudar network (not Hustrated) through the mchile deviee THL o some
implomentations, the transaction card 112 may reguest user wdentification such ay 8

PIN, & aser 1D and password comdination, biometric signature, and/or others.

20 In regards fo wanslating between protocels, the transaction card 111 may
process hinrmation in, for example, 18O 7816, a standard secarity protoced, andfor
others. In this case, the tansaction card 112 may transiate betwoen an NFC protocol

R092Y and the transaction-card protocol. In some implementations, 15O

nds way be encapsaiated within interface conmnands used 1o ransnot data

e host device 114 and the card 112, In addition, the ranssction card 112

- the moblle deovice 110 through & physical interface such as MicrodSD,

MM, cuniMMC, oicroMMO, USB, mimiUSE, microliBE, frewire,

Apple ock, snd/or others. T regard to security processes, the tansaction vand 112

ay implement one o more eneryption algorithms to seoure transaction mivnmation
20 sush ay card pumber {eg, coredit card namber, debii-card number, bank socount

aunher), PIN, and/or other securty related information.  The scourity velated

framation may inchede an expiry date, card venfieation code, user mame, wane

yaie

phone namber, yser 2ip code and/or other user information associed with ventying

£y
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16

b4

l
¥4}

P

[

el

an idenuiy of the card holder  In some implemantations, the transaction card 112 may

gxcents private koy {symmeine algonthms) such as DES, TDES andior others or

: {asymmetric algorithans) such as RSA, elliptic curves, andior others, In
addition, the fransaction card 112 may mclude memory {e.g, Flash, EEPROM) fwr
storfag user data, appications, offtine Webpages, andior other information,  In regards
w0 applivations, the transaction card 112 may execute @ locally stored spplication and
preserd wmiurmaton © and recetved mformatiom from the sser through the GUT HL

For example, the transaction card T2 may execute an apphication used 0 synchronize

X

y,,-,

an account balance with the financial institution 140 using the GUT 111 and the mobile
device HIO ARernatively ov in addition to applications, the travsaction card 12 may
prosend offline Web pages to the user asing the GUI 111, In response fo mitiating 2
transaction, the trensaction cavd 112 may aulomaetically present an offfine Web page
theough the GUT 11 In some impkzmcmﬁmiuns, the offtine Web page can be assocuted
with a financtal institation 16, In some implementations, the ransaction card 12 can
be backward compatible and operate as a mass storage device. For example, it the

wiveleas merfuce of the transaction card 112 i not avatlable or deactivated, the

sransaction cand 112 may operate as a4 mass storage devier eoablmg users fo access

P in the memory component {e.g., Flash),  In some hmplomentations, the

transaction card 1172 can execute a set of inttinlization conunands in responss 10 at least
insertion o the mobile device 1HL These buiialization conunands ray nclude
determining device related information for the mobile device 1R {a.g., phone number,

signature, connecied network information, location informantion and other avatlable

user relaung mfonmation {eg, PIN cude, activation codel,

£ pi
merementing counters, seliing flags and sctivating/deactivating fonctions secording o

k3"

ore-existing rales amdor algorithms.  In some implementations, the tansaction card

112 substandially maintains attributes of the mobile device 110, such as sHntensions,
accevsibility to peripherads s provided by the device, chargmy, batt

+

sivength, sccess o display and all other inpat deviees, conmevtivity & the wireless

1y, inferface capability (o a PO if any and/or any other featwres provided

by the device., The added fimetionality may not compromises the device performancs

or, thereby preserving s certification by regulatory suthorities such ax

e issuer of the device {e g, warranty}, such as an mstitution,
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Y]
<

fate]

g
oY

rred,
o
w
K!

some implementations, the transaction card 112 may awtomatically execute
one or wwws fraud conprol processes.  For example, the transacnon card 112 may
wlentify av operational change and sulomatically transmit o potification & the financial

msttunion based, at least i part, on the identified change. The transaction card 112

cule two fraad contrel processes: {1} determine a viclation of ong or more
rufey; and {(F) awomaiivally execute one or more actions in response ty at feast the
violation.  Tn regards to rules, the trapsaction card 112 may locally ste rules
associaied with opdates o operational aspects of the transactiom card 3120 For

exampie, the trapsaction card 112 may store a rule indicating o vhangs in raobile host

pe

5 s

device 11 i an operational violation. In some implemeniations, the ransaction card

oo

12 roay store nddes based, at least in part, on opdates 1o one o1 more of the follwing:

§ 2

phone namber of host device 110; MAC address of host device THY nebtwork

wirelessly connected to host devicg 1 Iocation of host device; andior other aspeots,
In rosponse fo One Of more events malching or otherwise viclating rules, the

¥ 3

sransaction card 112 may oxecuts one of more processes 10 substantially prevent or
otherwise notify the financial nstitetions 106 of potentially faudulent activity. For
examply, the transaction card 112 may execuie & copupand 10 Block an associated user
accour andéor the transaction card 112, Aliernatively or m addition, the lransaction
card 112 may transmit a command to the financial nstitution 106 1o el the mobile
hwsat device 110, In some bnplementations, the trapsaction card 13 may exorute &

1

congnare] based, at least in part, on an ovent type. In some examples, the tansaction

¥y

card 132 may indtate & call with the financial fnstitution 106 In respomse fo st loast a

change fn musber of the host device 110, In some examples, the tapsaction sard 113
may re-executs an astivation process i response to at least & specified event typg. An

aotivaiion process my inchude {.Lcii\fating, the transaction card andfor finmetal account

u vard 112 meay execute a command o discomnect the GUE T from the
transaciion card 112, The transaction card 112 may preserd & shHsconpection
notification fweugh the OUL 11 prior to exeeuting the compmnd.  In somw
fmpleamentations, the transaction card 112 may bansmit s copmand © the financial

Y

106 o desctivate an account asseciated with the card 112

instistio

o some huplementations, the POS 114 may tansmit a transaction roqaest 117

to the fransaction card 112 for information to penerate an authovization reguest
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w

%3
5%

30

reponss b at leasy the transaction request, the transaction card 12 may transmit ong
o more fawsaction responaes 19 dentifving information associated with a payment
account. b some inplementations, the POS device 114 may transanit a request 118 1o
aythorize 5 ransachion fo the financial institution 106, The acthorization information
saay nchude an account pumber, a transaction amount, user credentials, and/or other
infornation. Inyesponse to uf foast the transaction request 11, the Snencial institudion
06 ey transwni an authorization response 120 fo the POS device 114 In some

2

puplaneniations, the POS device 114 may transmuit the response 120 o the fransaction
card 112, The tansaction response 120 way nclode, for cxampls, a3 meapt
prosentable o the user through the GUL Hla 1o some implementations, the Huanoial
msitation 106 may transmit the authorization response 124 {0 the mobide devies
throweh « cellilar corg network (ree FIGURE 2} I thus implementation, the Bnanciad
fnstitution 108 may have stored the association between the mobile devise HO and the

panasction card 112 during the uwser sign-up process, auwfonatioally upon user

{ the vard 112 when, for example, the card 112 is mitiadly mserted o the

3

fog 11, andfor other event. 1o the thustrated tnplemontadion, the POS 114

nrchedes the GUT 109,
The GLI 109 comprises a graphival user iterface operable to allow the aser of

the POR 114 o interface with at least & portion of the systom 10U foy any suitable

PIN, {ransaction

THEDOSE, s user enterfng transaction information {
acoeptance) andior and preseoting tnsacuos nfornation {e.g., ansachion wwownt).
encrally, fhe GUT 109 provides the particular user with an officient and wser-friendly

resentation of data provided by or communicated within the system 100 andfor also

d user-friendly means for the user 1o inibste & wirelessly transaction
with the wansaction card 112, The GGUL 109 may present a serios of soreens ov displays
f the user 1o, for example, accept 3 transaction and enter seaurtty information such as
& PIN.

fnosome implementatons, the transaction card 112 can be implemented

The transaction card 112 may be toplemented as 8 KeyFOR and remaing
- the mobile device 110 as a FOR. In thus case, the transaction card 112

nay be passive and powsred from an indection magnetie field generated by the FOS
114, The transaction card 112 may be bmplemented in the fomm of an industol

integrated oirouis chip for mounting on 8 POB or IC ¢hip. o some wiplomentations,
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the tansaction card 112 may be implemented i the finm of 8 self contaned desktop
stancdalone wut powered by external AC adapter or stand alone boxo In some
anplemendations, the tanssction card 112 can be implemested 83 an oxternal
attachment 1 8 mwbide device 110 {e. g, casel and comected o the mobily device
using 8 poripheral interface such as USB, senad port, the WDock apple propaietary
for other interface.

1A

fioplemendations, the transaction card 112 may operate m accordancs

with v or more of the following modes: ative card emulation; active reader] sell
waby Klled; memovy; nactive; and/or other modes. The transaction card 112 may
ppette sotive-cant-omulation mode o convert the mobiie device 0 o a contactless
pavment device loaded with & financial velacle (FV) that may be, Sir example, s oredy
card, a debit card, & gift card and/or other vetail payment produst. In this mode, the
franvaction canl 112 may execute payment transactions at sy capable retadl payment
tornyingd {e.g, POS 114) that sceepts contactiess payment transactions. For evamyple,
such ferpinals may be contactess-enabled terminals corrently teing deploved by

s under MasterCard’s paypass, Visa's paywave prograpss, Amex ExprossPay,

g

¢ S, andior other payment programs.  After the antenoa of the transachion

ctivated in this mode, a morchant terminal may detect the presenee of s
with the trapsaction card 112 and prompt the aser 6 mnbortze & fransaction
such ay by endering a PIN, signing ou & terminal mterface, confirming the apwunt of
the wansaction, and/or other action. In this made, such ransactions may b handled a3
normal card-present transaction.  In other words, the POS T4 may perceive the

nrainieate with

,«
.
&
oy
fod
oo
P

saction card 112 as & contactiess plastic payment card and may <o
the tnusactdon card 3112 ax & contactiess plastic pavment card W execde paymen
granasetions. In these implewmentatons when the card 112 oporates in ap aciive-card

ennslution mode, the POS 114 can wirelessly comununicate with the fransaction card

she same signals ased o compaadcate with a comtaciless plastic payment

thiv active-card emulation mode, the tansaction card 112 cmulates @

-~
#~
ks
-~
s
fade
voss,
Yoo
¥
s

1

tastic payment sard and may be backward compatible with the POS 14

T this uplementation, neither the terminal nor the financial fostiution may require
additional sofbware to executs the transaction. In addition, the transaction cand 112 in
ihis mode may be used for other applivations such as physical aceess Controt (1o vpen.

gates oither in 8 corporaie enviropmient of 1 @ ransy environment), Jogical access
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control {to roquest network access via & PC), application access control {0 buy access
for amenities such ag transportation, movies or wherever paymient nseds 1o be made
gain secess to a facility), andfor other applications.

I e sotive-rsader mode, the transaction card 112 may convert the mobile

o a contactless reader device capable of recetving data when i range of a

transpyitting terminad {e g, POS 114). In some mplementations, this mde can require

special KPC hardware with reader mode capability ss part of the transetion card 112,

.

fin the evory that the mobile device 11015 proxamate u . 10 oo loes) 8 toosmatiimg
terminal, the reader mode of the fransaction card 112 mwy activated and prompt the
0 wser for authorization o recetve data through the GUT T1H This swde may only be
softable fr mobile devices 110 with a Ul element; such as ap OK button and a screen,
113 o indicate that data reception i buing requested, and/or other interfaces. Onee
the user authorizes the transmission, the ransaction card 112 i this mode may reveive,
ang Tocally store, process and may execute a transaction andfor forward received data

Ve

s enfity. For exwmple, the tansaction card 112 m thy mode may o

1,

content through promuotional posters, validating the porchase of a ticket, andfor othurs,
For example, the trapsaction card 112 in this mode may function as a wobile POS
tferminal recedving transaction information from a plastic contactlesy «and/FOB and
istrvcting the POS 114 to propare & transaction anthonzation reguest fov the financial
20 institution 106 dwough a cellular core network, Onee the financial bwotation 106

ction, the mobile device 110 may display the confirmndion of the

franssotion 1o the user through the GUI T

1 vegards to the self-train wode, the transaction card 11X may execule @
version of the reader mode.  In some implementations, the self-train mode can be

25 aclivated by a special action {2.z., & needle point press to a small switeh, eatry of an
adounistrative password via the GUY T, Tu response to at least activating this mode,
the transaction card 112 may be comfigured 1o recetve personalization data wver, for

sedfon card such as

oxample, the short range wirsless mterface from another peor to

wiless cards sompliant with this functionality and lesved by the

a0 fsancial institgtion 106 or a speclally prepared admbnistrative cand for tus purpose.

Perasnalizaiion dats received in this mode may include encrypied FY mlommation that

i

i stored in socured memory of thy ransaction card 112, In some Implermentations, the

gamssction card 112 in this mode mwy veceive the FV informstion theough s

<12
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contactioas interface of a ransmitter and/or others. The trunsacton card 12 may then
synihesize the FV information that corresponds (o the user secoaat and parsnnatize an

FHII

imemal spowrity module that yscludes, for example, payment spplic

ap iransactions with financia! insttutions 106 and assosuted aser credeniials,

ot
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T
jood
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o
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The self-rain muxde may be used {o re-personalize the ransaction card 1125
i sonws implenentations, all previous data can be defeted i the self-irain mode is

Bt

salfirain mode may be a peer-to-pegr personalization mode where the

~
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card 113 may receive personalization information from another transaction card 112,
This mode may represent an addinonal personalization mode as compared with
factory, store andfor Over-The-Adr {OTA) porsonalization scenarios which may be
server fo clent personalization scenarios,  In some implementations, the self-gan
maode may be a peer-to~peer personalization mode where the transaction csrd 112
receives persomalizetion information from another travsacton card, Sinwce pwo
cards 112 are used ¥n this moede, this mode may be different from a server-
so~-client prrsonalizalion scenario as with a factory, store, and GTA personalization.

in vegards fo the Wective mode, the transaction card 112 may temporartly

denctivate the contactless interface. T some implenentations, the nective mode can
be activaied through the physical interface with the mobile device 110 such as 8

microRD mierface.  In vesponse to at least the sctivation of the mactive mods, the
sranssciion card 112 may temporartly behave as only & masa-memony owd. In some
implemmentations, the card 112 may also enter thus stale when the reset peedle pomt
pressed. fo this mode, the travsaction card 112 may preserve locally-stored
mfrmation including financial user data. To dus mode, the transaction card 112 may
exgoite the activation process and if successful may rebwn fo the actve muxde,

Finanoal §

ftutions 106 may use this mode 1o temporarily prevent usage v response

o at least wentifying at least potentially fraudulent activigy.

in yegants to the killed mode, the tramsaction card 112 may permanently

deactivaie the wontsctiess imterfice.  In some implementations, the killed mode i

activated through the physical interface with the mobile device 110 such as @ mioroS

NS

imlerface. In response 1o at Jeast the activation of the kitled mode, the gansaction cavd

aves 4% 8 mass memory sttek,  In the event that the reset

€3

¢ transaction card 112 may, in some unplenentations, not b

o omer any other medes. In addition, the transaction card 111 may delets

made

“
oo

(oy}
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financial content &y memory in response to at least this mode being activated. In some

fplovwattions, finincial imstitutions 106 may use this maode o dolete data from a

trayaction card 112 that i phystcally lost bat still conmected to e wireless network

w vegards to the memory made, the transaction card 112 may operats s & mass
memiory stick sach that the moemory s accessibie duough conventional metheds. In
B . QN F A3 1e X 23S O Lhe tedn) R 138 18 ARICRRANAAED. L3

fementations, the tansaction card 12 may astomatically activate this mode

SOIS D

.,,.,
,

¢ o al least being removed from the host dovice, mewrted nte a non-

fohost device, andior other events. The transaction cand 112 way be
switrhed e active mode {rom the memory made by, for example, mserting the sard
12 o an awthortzed device or may be swilched from thiy mode into the aclitrain
mode 1o re-persemalive the device for a new bost device or @ new user account. in
some mplomentations, the memory mode may operate substantially semmw ax the

tractive made.

In sione  voplementations, the  wansaction  card Y2 may  be re

personahizedfupdated such as using software device msnagement provess andfor a

X S

¥

hardhware vesel.  Por exampls, the user may want 1o re-personidize the transaction card

st devices, 1o have multiple host devices, andéor other reasons. in

N

vegards to the software dovics management, the user may ueed to cradle the new host

the tansaction card 112 inserted to lmesmch the software device

devics
management application.  In some implementations, the software management
application can be an application directly installed on the client 104, integrated as a
plug-tn 10 & normal synchyomization appleation such as ActiveSyne, avatlable vie &
-t runming on the plug-in provider's website, andfor siher sowrces. The

g
B

Iéog i the application and vertfy thew wdentity, and i response o
the application may allow acvess o a devices section B the devics
manageraent application.  The device management application may resd the
fransaciion card 112 and display the MAC addresses, signatures of the devices that he
has fnsertsd his plug-in to, andfor other device spectfie iforsution.  The mobile
device 11U may be marked as active and the bost device may be shonn ay disadlowed
or mactive. The applivation may cuable the sser 1o update the states of the new host

deviee, and in response 1o at least the selection, the device management application

may nsiall the signstore on the new host device and mark update the states ag

w14 .

2
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aliowable I seoure memory of the transzction card 112, The user may be able o alse
update the status of the mobile device 110 to disallowed. Otherwise, both devices may

be zolive and the transaction card 112 may be switched betwesn the two deviees. In

regards o the hardwarg reset progess, the use may ose the resef neslie point press on
the physicsl tansaction card 112 1o activate the self-rain mede,  In this mude, the
Onanctal data may be deleted and have 0 be reloaded. When the transaction card 12
is msenad info the new host device, the provisionng process may bogin as discussed

above.

The POS 314 can bwhude any software, hardware, andior Semware tha
recotves forn the transaction card 112 account tformation for executing a iransaction
with obe or more Onancial instituions 106, For example, the FOS 114 may be an

slectronie cash register capable of wirelessly commumicaling fransaction mfunaation

with the wansaciion card 112a. The POS 114 wmay compnunicale fransaction

aation associated with taditional contact payraent methods sach as plastic cards

and che

ke I enabled for wireless/contactless payment transacions, the PQS 114
ey comunmicate nformation with the transaction card 112 i owne or more the
following formats: 14443 Type A/B, Felica, MiFare, ISO TEG22, ISO 15683, andfor
others,  The trapsaction information may inclede verification mformation, chesk
pamber, routing number, secount mumber, ransaction amound, tne, driver’s fwense

number, merehant 1D, merchant pavameters, cradit-card mumber, debit-card namber,

divtial signature and/or other information.  In some implementatinns, the transactio

Lo fet

information weay be encrypted.  In ilustrated mplomentation, the PO 1id can

wirelessly rooive envrypted trassaction information from the tansaction card 12 and
clectronically send the nfonmation 1o one or more of the financial nstitutions 106 tor
authorization, For exarople, the POY 114 may receive an mdication that 8 gansaction
sepoumt has been accepted or declined for the identified acomumt andior sequest
additional information from the tnmsaction card 112,
As uesd in this disclowure, the client 104 are ntended to sncompass @ peosonal
computer, toach soreen terminal, worksiation, network computer, a desitop, Mosk,
wircloss data port, smart phone, PDA, one or more processors within these or other
dovicss, of any other suitable processing or electronic device wsed fv viewing

fion assoctated with the transaction card 112, For oxanysle, the

be a PDA operable s wirclessly connest with an external o wnsenurasd
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network, o another example, the client 104 may comprise s laplop that includes a

i

faput devicos, such as @ keypad, touch sereen, moease, or other device th

3.
3

st can accapt
information, amd an output device that conveys mformation associated  with
transactions oxecuted with the financial fostitutions 106, chuding digital data, visual

indoroiation, or GUTE 1180 0

Pl

y some inplementations, the cbent 104h can wirelessly
3

communicate with the transaction card 112b using, for example, an NFC protocol. In

sorne boplementations, the chiont 104a fnchudes a card reader 116 having a physical

mierface for communicaling with the transaction card 112e. In some Inplementations,

the card veader 116 may at least include an adapter 116b that adapis the inverface

supporied by the client 104 {e.g, USB, Fuewire, Blugtooth, Wi} to the physicn

tderfacy supported by the card 112 {zg, SDINFC) In this case, the client H4a may

net include g anscetver for wireless conununication.

The GUT V1S comprises a graphical user interface operable & aliow the user of

,»

the olient 14 ro interface with at least a portion of the systery 100 i any suttable

-

purpose, such as viewing transaction information, Generally, the GUT 118 provides the

X

partdealar asey with an efficient and user-friendly presentation of data provided by or

communicwed within the systemn 100, The GUL 115 may comprise s plurality of

crstnn] v visws having interactive flelds, pull-dirwn lsts, sndior buttons
operated by the user, The term graphical user interface may be used in the stogular o

e the plural o describe one or more graphical user interfaces and sach of the displays

,”,

i

<%
"

iowdar graphieal user interfice. The QUL 115 can include any graphica
interface, such as a generic web browser or fouch sereen, that processes information &
the gveten 100 and presents the results to the user. The financial instiutions 106 cax
from the clest 14 using, for example, the web browser {e.g, Microsodl
ngarnet Bxplorer nr Mozilla Firefox) and return the appropriate respomses (g, HITML
v 3o the browser using the network 108, In some implomentations, e GUE
swansaction card 112¢ may be presented through the QUL 11 5x of the cHent
hese tmplementations, the GUT 1132 may retrieve user cradentialy from the
1ide and populate financial forms presented tn the GUT USa For example, the
53 way present @ forum W the user for entering credit ward formation o

purehase 3 good theough the Internet, and the GUT 1153 may populate the form using

Yo da response 1ooat feast o request from the user.
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Financial institutions 106a-c can include any entorpeise that may authborize

v received through the network 108, For example, the fnancdal tnatitution

yo
o
5
s
.
(/
5
ot
o

Hisa may be a oredit cand provider that determines whether to suthorize a transaction
at loast in part, on mformation received through the network 106, The linancial

msgtation 106 may be & credi card provider, » bank, an association {e.g, VIBAY a

vetail merchat {e.g, Target), a prepaid / gift card provider, an imternet bank, andi/or
othiers. o generad, the financial jnstingion 106 may execute one or more of the

following: recetve 8 reguest 1o authorize a traysaction; klentify an account munbey and
other wansactinn ndfbrmation {e.g, PINY wdentify funds and/or & oredt hout associated

with the ileniifled account; defermine whether the transaction request oxeceds the

a . \

funds selor oredit Tt andfor violates any other rales assooiated with the accouny

3

sransnut an indication whether the transaction hag been accepted or deciined) and/or

other proceases. In rogards o banking, the financial fustitution 136 may wdentify an

-, bank account, debit-card mumber) and associated verification

wformation {e.g, PIN, vip code) and dotermine funds available o the acomumt holder,

Rused, at feast in pary, on the identified funds, the fnaiciad trstibution 108 may cither

. A

accept oy refect the requested frapsaction or roguest additional information. As for

» financial insutation 106 may use a public key algonthie such as B84

algorithms sach as TDES to encrypt and deorypt
duta.

Network 108 facilitates wireless or wired comanaseation between the Hnancial
institutions and any other focal or renmuste computer, such as clicnts 104 and the POS
deviee 114, Network 108 may be all or a portion of an enferprise or secured nebwark,
While illusirated as single network, setwork 138 may be a vcontimous ngtwork
logieatly divided indo various sub-nets ov virtual networks without departing from the
scopr of tus discloaure, so long as at least # portion of petwork 108 wmay facililate
contmmications of ransaction information behween the financial institutions 106, the
clicas 104, and the offine store 102, In some jmplementations, network 108
encompaases any indernal or external network, networks, sub-network, or combinan OR

vabie to facilitate communications between various computing components

i oyestem 100, Newwork 108 may conununicate, for example, Toterpet Pratocol (1P}
packets, Frame Relay frames, Asyochronous Transfor Mode (ATM} eells, voies,

vides, daty, and othey suttable information between network addresses. Network 103

~17-



WO 2009/036264 PCT/US2008/076158

3
H
i

muy nchule one or more local area networks {LANS), radis access networks (RANs),

soiitan ares networks (MANS), wide aves networks {WANa), alf or a postion of

the global congnuer network kuown as the Interset, and/or any other sommaonication

aystom oF systamy at one of more locations.,

§ FIGURE 2 s a block diagram sllustrating s example transaction system 200
for wirelessly communivating trumsactions information using collular sadio tevhooksgy.
For example, the systern 200 may wirelessly compnuencate a framssction recelpt © &
transselion card 112 using a mobile host device 110 and celhdar radio technok in
srrne pnplementations, celiolar radio techaology may inchude (Global System for
10 Mobile Conwnunication {GSM), Code Dhvision Maltiple Access {CDIMAY, Umtveraad

sconunenications System (UMTS), and/or any other celivlar techoology.
The Hnancial institutions 106 may assign one or more mobile host devices 110 o a
gansaction card 112 in response o one or move ovents. I some exanmples, the user

may register the one or more mobile devices 110 with the {inancial instiintion 106 in

15 ai with, {or example, regquesting the associated transaction card 112, In some
the transaction card 112 may register the mobile host device T H with the
finaneie! ettuten 106 in response 10 at least an intial nsertion into the device 1HL
Hegardleas of the assoclation process, the system 100 may wse the colhddar capabilives
of the hoat devices Y o conunonivate information between the financial wetitutions
108 and the transaction card 112, Tn using the cellular radio techaobogy of the host
device 1190, the systern 100 may communicate with the transaction cand 112 when the
card 112 iy vt prowiniate g retail device, sach as the POS device 114 of FIGURE 1.
in the jHustrated implementation, the cellular core network 202 typically
ncludes various switching clements, gateways and service comtrol functions for
25 collular services. The cellular core network 202 often provides these
sevvices via a mumber of celhular access networks (e, RANY and also imterfaces the
colindar systern with other conunanication systems sach as the pehwork 108 vir a M3
in agcordance with the cellular standards, the cethular cove network 200 way
winde a cirdt switched {or voive switching) portion fiy processing voice calls aud &
20 packot switched {or data switching) portion for supporting data transiors aueb. as, HE

] messages and web browsing. The cirouit switched porton inchudes

switches of connects telephone calls between radio acoess network

{ the network 10R or apother network, between cellular core notworks oy
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others, D case the core network 202 is 8 GSM core network, the core network 202 can

include @ packet-swiiched portion. also koowsn as Ueperal Packet Radio Serviee

{GPRS), wclading a Serving GPRS Support Node (SGSN) {not Hostrated), similar to

<

MRC 208, for serving and tracking compranication devices 102, and a Gateway GPRS
5 Support Node (GGSNY (not fhustrated) for establishing connections betwaen packet-
switehed networks and commamication devices 14, The SGSN may alse contain
subscriber dats useful for estabiishing and handing over call connections. The celhidar
sore netwvork 202 may also inclade 3 home location register (HLR} for maintaming
“pepmanont” subseriber date aand a visitor locaton register (VER) {antor an S3GSN}
1 for "temporardy” awintsining sebseriber data retrieved from the HLR and sp-io-date
information on the focaton of those compumications devices 110 womng & wireless
sommunivations methad,  In addition, the celludar core network 202 may include
Authentication, Acthorization, and Accounting {AAA)Y that performs the wie of

s¢ GSM

authenticating, authorizing, amd sccounting fov devices 1O operabde 1o ao

15 Wiale the description of the core network 207 s deacribed with
rospoct o GRM networks, the core metwork 202 may include other cellelar radio
eit wh as UMTS, COMA, and others withowt departing from the scope of

this disclosure.
The RAN 204 provides a vadio interface between mobile devices and the
ey vetwirk 202 which may provide real-time voice, data, and multimedia

a cally o mobile devices through a macroced! 208, To general, the RAN
204 conununicates air frames via radio frequency (RF) Hinks. Yo particudar, the KAN

204 converis between alr frames o physical link based miessag {ransmission

through the celhdar core network 202, The RAN 204 may implement, for example,
5 one of the following wireless interface standards doring transpassion: Advanoad

ne Service (AMPS), G8M standards, Code Dhvision Maliipls Access

o

Ve Division Multiple A ss (TDMAG, 1S-54 {TDMA), Goneral Packe
Radic Service {GPRS), Enhanced Dats Rates for Global Beolutm (EDGE}), or
proprictny vadis imterfaces, Users may subsoribe o the RAN 204, o examiple, 1o

s

20 recoive cellolar selephone service, Global Positioning System {GF8) service, XM radio

[SEVIoE, sl

The RAN 204 may include Base Statioms (BS) 210 connecied o Base Mation

e
b7
oy
.

o ig
4...
i
.'w

BRCT 212, BS 210 recetves and trananiiis aly framws Y i geographic
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egion of RAN 204 {L¢, ransmitied by & celivlar device 1020} and communicates with
ather wobile devices 110 connected (o the GSM core network 202, Bach BRC 212
sssoviatad with one or more BS 270 and conrols the associated 85 2100 For axample,
BRC 212 may provide fonctions sach as handover, cell configuration data, control of
BF power levels or any other saitable functions for managing radie resourcs and
routing signudy 1o and from BR 210, MSC 206 handles access to BSU 212 and the
network 108, MO 206 may be connected to BSC 217 through a standasd interfae
such as the A-interface. While the elements of RAN 2{# are dosontbe with waspect fo
GAM nstworks, the RAN 204 may include other celtular techoologios sach as UMIR,
CDMA, andior mthers. o the case of UMTS, the RAN 204 may wclude Node B and
Radio Network Controflers {RNCY

The coutactiess spuot card 214 iy a preket-sized cand with embedded integrated
cirenits that process information. For example, the smart card 214 may wivelessly
receive Sansaction information, privess the mibrmation using embedded apphoeations
clessly transmit a response.  The contactless smart card 214 may wirelessly
seh card readers through RFID induction wehnology at data wates of

(6t 848 kbivs, The card 214 wmay wirelessly communicste with proximate readers

totwenn Hom {eg, ISO/ARC 14443) o 500m {eg, ISQ 13683} The contaciless

\

-~

sroart card 214 operates depersdent of an internal power sapply and captures energy

from  ioncident vadio-froquency interrogation signals o power the cmbedded
clectronios,  The smart card 214 roay be a memory card or microprocessor card, In

3

seneral, memory cands fnchude ondy ron-volatile memory storage sompaonsnts and may
inchude srane specific security logic, Microprocessor cards nclode volatde momory

A

apnan card 214 can

’}7

and o 11\‘1\‘@&"Z}CSSS{EY CO&IV})Q}'&CI}}S.

s Temm, 3158y

havs divnensums of nomally credit ©
78 nun) In some implementations, the smart card 214 may be a fob or ather sccartty

wken,  The smart card 214 may include s securily system with tamper-resistant

may be i:nnﬁgm‘sd o provide semré&jf services {e.g., vonfide

in some aspeets of speration, the fnancial instituiion 106 may ese the mobils

Y
H
b

o conrnunicaie information o the transaction card 1140 For example,

b
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s
b

tution 106 may wirelessly communicate with the mwobnle bost« fevies
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110 uwaing the ceflular core network 202, In somw implementations, the fnapcial

» may ransmit mformation fo the mobile host deviee R in response fo

s
pat
5
e
>
o
o
s
P
o
A
]
P
P
o

al loast an ovent. The information may include, for example, ransaction information
€.g., ravsaction receipt, transaction history}, scripts, applications, Web pages, andio

other information assoclated with the financial stitutiony 06, The eventl may
inclade conmpleting a transaction, determining a trapsaction card 112 is outside the
operating mnge of @ POS terminal, roceiving a request from a uwser of the mobile host

ndéor others. For example, the financial institution 106 way Wdentify & mebnle

yssnctated with a card 112 that exerated 8 transsction and {ransmiit

s
et
(]
.

sransaciion nformation 1o the mobhile host device 110 using the celfolar Gl network

202, the collular core network 202, the financial istitutons 106 may transy

ransacsion card 112 withowt regairing & FOS twroinal being

w the card 112, In addition or slieraatively, the fnancial mstihution 106

s

%

%4
-
I

%
L4 ’
e

may request information from the mobile bost deviee 110, the transaction card 112
andfor the user using the cellular core network 2020 For example, the fnanaal
institetion 106 may transmit 8 request for transaction history fo the card 132 through
fhe colludar core network 202 and the mobue host device THA

in sope aspects of operation, 2 werchant or other emiiy mity opersie the

mobile host device 1102 as & mobile POS terminal confi

pranssotions with the smart card 214, For example, g vendor way be mobile {¢

and may melude a mobile host device 110c with a trapsaction cavd T2

fn thiv example, the tansaction card 112¢ may wirelessly veceive acvount mfonnation

from the st card 214 and the POS 114 may transmit an acthonzation request

1

e network

o s o
tHuR sihudar o

{ inatttution 106 using the mobile host device 110 and th

response o at least the request, the feancial mstition 106wy generate an

authorizstion response to the tansaction card 112¢ using the mobile host daviee 130

ar network 202,

RS £
and the celluls

in sope in:zpieﬁ‘xen{zzai:i;-:ms, the system U may execute one or mors of the

Py
=
]
%
oo
<y
el
=
Lon
i
o
o]

modes discussed with respect to FIGURE 1. For example, the transacti

may be re-personalized/opdated using the cellelar radio techuology of the mobile bost

device 110, The user may want fo re-porsialize the wansscton card 112

fwst devices, o have multiple host deviees, andior other reasons, in re

apftware dovice management, the user may transut (o the finaacial mstitation 106 &
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Y
o

~e
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request (o reporsonalise the rimsaction card 112 wuing the cellular adio techoology of

the bost devige 1318

P
e
P
—
e
]
8
o

dlostrates s a block disgram thastrating an sxample ansaction
12 of FIGURE 1 in accordance with some implementations of the present

I genemd, the mansaction card 112 inclades p“‘!o”hdii!i\i wwsdhudes that

Snancdal ransactions independent of the mobile device 1180 The llustrated

a3

msneton card 112 3 for example purposes ondy, and the traosaction sand 111 may

P

or different modules without departing fron the scope of thus

pe

mefade some, all
disclosure,
v wevivaee it cmentations. the transacion card 112 can inohsde an interface
fu some boplementationy, the tansacton card 112 can inchude an interface

lager 302, an APIUL 304, & Web server 306, a real-ime frumework 308, paymaent

310, value added applications 312, aser credenuals 314, realdime OR 316,

covtactiuss chipset 318, antenna control functions 320, antenna 322, bank wsed

N

memary 324, and {ree memory 326, In some tnplementations, a host controlier

inchides the wierface laver 302, he APVUL 304, the Web server 3%, the real-time

framework 308, the contactioss ghipset 318, and the antonma control fanctions 3200 In

some implementations, a security wmodule nchudes the payvment appivations 310 and

the wser cradentials 34, The bank used memory 324 wud free memory 326 may be

¥

contained i Flash, In some implementationy, the comiactiess ohipaet 318 may

N

inteprated within the secarity module or operated ag a standalone. The antenna 323
may be clectronis cueuriny,
The interface layer 302 tnohudes interfaces to both the host deviee, fe, _g}hysica‘i

conmaction, and the external world, 7, wircless/contactioss connection.  In payime

N

fons, the wircless connection can be based on any suifable wircless

3 such a5 contactless {eg, IBP 14443 A/B), proximigy {e.g, I8Q 15683, NFC

&

RO92Y, anddnr others. In some implementations, the wircless connection
can use another short range wireless pristoca! such as Bluctooth, another proprictary
fmterfaces used by retail payment terminaly (Feliea In Japan, MiFare in Asia, et}
andior olhers.  In regards 10 the physical fnterface, the interface layer 302 may
physigally inferface the mobile device 110 using an SI¥ protocol sach s MicrsBi,
Mint-SD or $D dfuilsized.  In some implomentations, the physical fntesface may
include a converter/adapter (o convert between two different protocnds based, at least

2

m part, on the mebtle device THL In some implementations, the mobile deviee 110
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5

oy

s
o,
"

voay communicats using prosocols such as USBE, MM, iPhone proprictary mterface,

The APTUT ayer 304 can inclade any software, hardware, and/or firmwvare that

R

as an APT between the mobile dovice 110 and the ransaction sard 112 and ss

the GUT 111, Pror 0 execuling fransactions, the fransaction card 112 may
ally install drivers fn the mobile device 110 in response o al least mserhion.

“
N

fg, the wransaction card 112 may automatically ostall & MioroSD device

driver in the devies 110 o enable the transaction card 112 o interface the maobile

device 113 In some mmplementations, the tanssction card 112 may insall an
erdanced device driver such as a Mass Memory with Rato (MMR}Y APL In thas

oian &n He o i d VA § i n s ihat [ \t\ Q VAT
mmplomentation, the pderface can doive ass of phig-ins that conlun mass memory

as well as & radio interfage. The MMR API may execute one or nwre of the follwimg

ora the MMR controlier (Microcontroller i the plag-in};

gravsfor daba using MM protocod {eg, ST, MMO, XD, USE, Plrewire); send snorypled

data o the MMR controller; receive Acknowledgement of Success or Brvany secerved

status w indivating description of error; turn vadic on/olt] send wstruction fo the
transaction vard 112 to wrn the antenna on with specifying the mode of opemation {e.g.,
sendivg mode, Usicning mode}; transmit data such as send nstruction to controller o

transind dats via the radio; Hsten for data such as send nstruction 1o contyoller to listen
for duti; vend data such as send lastruction to controlfer to send the dats renetved by

the Hstening radio; andior others.  fu some Implementations, MMR car be covpliant

3
3

with TCPAY. In some inplementations, AP cocapsalated ISO 7818 commands may

te processed by the securnity module in add Hiton 1o ather conmunnuds,

X

In some implementations, the AP can operate in accordance with the twe

+}

processes: (1) the wansaction card 112 ax the master and the wobile devize 110 ay the
stave; and €2} the card UT as the master. In the first process, the transscion card 112
may pass one oF more commands to the mobtle device 110 in response 1o, {or example,
insertion of fhe transaction casd 1172 into a2 slot i the mobtle device 110, 3 ransadism
betwesn the transaction card 112 and the POS 114, andior other events. In som
mysiernentations, e transaction card 112 can request the mobile device T to

essouse one or more of following fanctions: Get User Inpast; Get Sigoature; Thsplay

Daty; Send Data; Receive Data; andfor others, The Get User Input conunand may

1

wesent 8 request dwough the GUL 111 for date from the wser. In some

cgein
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nueplemeniations, the Get User Input may present a reguest for multipie dats faputs,
he data mputs may be any seitable format sueh as momerie, alphanomeric, andfor
other strings of chamctors.  The Get Sigoatwe command may request the mobike
dovice HY & retwrn identification data such as, for example, a phone mumber, a device
1D ble an IME] code or & MAU address, a network code, 8 sebseription 1Y ke the
SIM card number, 8 conpechion sfatus, focation information, WLFI heacoma, GPY dag,
andior olber dovice specific wfommation. The Dhsplay Data convnand may present a
digdog o the user thwough the GUT L In some implomentatisns, the dislog can
Fhe Send Data

disappenr afier 2 period of thme, 8 wser selecton, andior other event, 1

19 command may request the mobile device 110 & transmit paciet dula using iy own

connvction o the extemal world {eg, SMS, cellular, Wi-Fi), The Reosm

i X X

commund may reguest the mobile deviee 116 o open a connection vhannel with

corfatn panwoeiers and idenudy data received through the conmechion. In some

P
oo
fasd
josd
=
=
&
3
]
P
e
m

tations, the comumand can reguest the mobile device 110 1o forward auy data

)

18 {eg, SMY) satistying certain ortteria 0 be forwarded to the transaction cand 112,

awds o the Ul as master, the Ul may execute one oy more of the following
covamands: secarity mndule Command/Response; Activate/Deactivate; Flash Mamaory
Read/Write; Yend Data with or without encryption; Recetve Dt with o withoi

decryption;, URL Get Data / URL Post Data, andfor others, The moduie

i
..,4
ot
ot
>

20 counnands way relale fo scourity functions provided by the card and are divected
w security module within the transaction card 112 {e.g, standard 180 7RIS

compand, proprictary commands), o some uplementations, the conunands ay

inctude encrypuon, acthentication, provisioning of data, creation of security domams,
update of spourity domain, update of eser credentialy after verificaton of key, andier
26 others. T somwe implomientations, the conunands may nclude non seouwrity related

amart cardd conwnands such as, for example, road transaction bistovy comumands, The

o
<

erd fransaction hustory command may perform a read of the secure mamory 324 of

i card 112, In some implementations, corlain flags or areas of tw seoure

H

may be written to after security verification.  The Activate/Tlactivate

comynand may activate or deactivate certain functions of the transaction card 11 The

L
&

fash Memory Read/Write comunand sy execute a readiwrite operaiion on
specified ares of the nowscowre memory 3260 The Send Dats with or withuat

cncrypiion connmand may instract the transacion card T2 to st sdati wsing s
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£

Ny

P
33

wirgleas conpection with, for example, the FOS 114, In addition, the dats may be

x

grorypied by the transaction card 112 prior to transmission wang, {or exangde, keva

and snovyption capability stored within the secarity modale. The Recoive Tiats with or

b

without deoryption command may hwstruct the trapsaction vand HIZ o switch o
Hstontng wode o receive data from s wireless connection with the tenninaliveader
{e.g, FOS 14 In some implomentations, data decryption can be requested by th

security moshde asing, for example, keys and deoryption algonthams avaiabde on the

.. on-board decrvption. The URL Get Data/URL Post Datn

costumsnid oy instract the web server 306 1o roturn pages as per offiing get or post
mstruotions ustng, for exampie, offline URLs.

he Web server 306, as part of the OF of the transaction card 112, may assign
or ptherwise associate URL style addressing to certain files stoved in the menwory 326

¢.¢., Just) of the transaction card 112, Yo some implementations, the Web server 306

e,

g the URL and refoms the file © & rowser using standurd HTTP,

ITPY stvie transfor, In some implomeniations, the defimtion of the files can be

wing standacd HIME, XHIML, WML and/or XML shyle languages, The

ade Hnks thas point to additional offiine storage locations i the memory

Internet sifes that the mobile device [0 may access. In some
mpiementations, the Web server 306 may support security protocols sech sy G856

378

The Web server 306 may transfer an application in mremory 326 to the mobile deviee

111 for instailution and exceution. The Web server 306 may reguest the capabilities of
the browser on the device 110 using, for example, the browser usey agem protile, in
T TR o o EE oty varres Goo o g 1y e ey Nadied af
order o customize the offline Web page according o the supported capalalifics of't
device amd the browser, such as, for example, supported markup language, soreen size,
resolition, colors and such.

As part of the Real tinw 08, the real-time framewsntl 308 may ouecuto one 5w

more functions based, at least in par, on onc or mywe pertods of time. For example,

the realtinee framework 308 may enable ap internal clock wvadable on the CPU 10
provide Untestanps in vesponss ty at least requested events, The real-tirne framework

v allow certain tasks o be pre-scheduled such that the tasks we exvouted 1o

A
Pens
Cor
kg
'-1
jos
K: '»

23
H
%

response fo at least cortain tme andfor event based triggers. In some implementations,

framework 308 may allow the CPU to insert delays m certam

fn some implementation, a part of WAF standards called WTAL
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o
pe4

{Wirglesy Telephoney Application Interface} wan be mplemented to allow oftline

A

pages on the vard 112 to make ase of functions offered by the mobale device

o, sowd ¢ repeive wireless dida, send ¢ roceive SMB, make & voilce call, plav a

The payvment applications 310 can include sy software, hadware, andfor
firmwarg that exchanges transaction information with the retail erodnal asing, w some
instanees, a pre-defined sequence andfor daty format. For example, the payment

applications 310 may gonerate a response i & tansacton request by selecting,

exiraciiig of otherwise inchuling user credentials in the responss, m a format
coroputible with the retail terminal’s payment processing applivation.  In some

imploseniations, the payment applications 310 may execuie one ov more of the

frangmil properties of the transaction card 12 1 response o at least an

identificatinn request received from the POS 114 receive a reguest 0 exgoute &
rapsaction from, for example, the POS 114; identify user eredentials i the bank-used

§ i response o at feast the request; generate a transacibm response based,

at Jeast in part, on e wser credentials; transmit the tansaction responss 1o the POS
114 using, for example, a comactess chupset; receive clear data, for example a rndom
nomber, Som the POS 114 and provide a response containing enetypted data by

encrypiing the clear data using the aryptographie capabiliies of the setuwe clemeny;

ransscton

P

sransont the encrypted data using the contactless chipset 318 worement a
pounter with every transaction reguest recetved; transmit & value of the wansaction
sounter in response 0 a regquest from the POS 114) store detads of the vansaction
regpisst roreived from the POS 114 fnto the tansaction hustory area of the bank ased

A

memory 334, wansmi fransaction 'hismr}-' to the CPU of the inteibgent card 112 4

card 112; exscute corresponding fransactions wsing the seeare clement QN provide
rosponses back to the CPU, and/or other provesses.  In generating the trmmsaction
response, the payment application 310 may generate the response m a forro specified
by the payment setwork (VISA, MasterCard, Amex, Discoves) sssociated with

flnancial institution 106 or a proprietary format owned and defined by the finaneal

reey
yA

06 md processible by the POS 114, The wransaction request may msltade

{ the followhng: user erodentials {22, account number); expiey data, curd

i mumbers; a transaction count;; andfor other card or eser nformation. In

“ 26 -
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appiication 1o enable tansactions. The browser application 310 may be a browser that
datied if the device 110 s either missing a browser or hay a browser that s

< with the Web server 306 on the card 112, After installation of such

3 O, futwre conunonications botween the mobile device 1O and the web-
server 306 make use newly nstatied brovwaer.

The real-ime OS 316 may execute or otherwise inchude one oy nuwe of the

followmny renl-time framework 308 » host process that implements the physical

figerfioe botwesn the transaction-card CPU and the mobile device THE an interface

1 wonts the physicel interface between the fransacion-card UPFU anpd the

odule; a memory-management process that fmplements the 180 781G

face betwess the transactionecard CPU and the memory 324 andior 328;

a-laver process that implements the AP and UT capabilities; the Web
server 38 antenna-contrad functions 320; power management; and/or others. In some
15 implenentations, the real-time 08 316 may manage the physical interface between the
gamaeton-card CPU and the securs memory 324 that incledes momory segmoentation
fow cortaln memory arcas 10 be restricted access andVor data buffersfpapes. In
some mplerseniations, the security module can dnclude a security module OB
pra‘.m-‘ides;‘a by the secunty modole Vendor and may be comphant with Vs and
20 MuasterOavd specifications.  The senurity module O8 may structure the data mn the
security modufe 1o be compliant with Paypass andior payWave specifivations oy myy

1.1

other available contactiess retail payment indestry specifications.  In addition, the
security module may siore host device signatures and altow modes of the antenna 322
i the seoure clement 3240 In sowe implementations, the reabtmee OF 316 may
o inchude s microcoutroler OS5 configured to personalizing the secure element 224 such

i

as by, for example, converting raw FV dats (account maunber, expiry date, €
Y P X : Py

R PR

s} it sgoure encrypled

amber {CVN), other application speeific deta
information. In sddition, the microcontrolfer OS way present the card 112 as a
MicroRE mass slorage to the host deviee. The microeontraller OS may partition the

3 memory oo a user section and a protected device application sectint In this

..

example, the device application section may be used fo store provider speedie
applications that either operaie from this segment of the memory or are inatalied on the

oo frow this segment of the memory.
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hardware securty

The security mwodide chip may provide tampero
fapctiony  for encrvption, authendeation, managenient of waer credentialy wsing
ondtiple ssourily domains, on-board processing capabilitios for personalization, acoess

and storage, andéor others,  n some mmplementations, the secority module oy van

5 mclnde the contactiess clupset 318,
The contactiess  chipset 318 may  provides  the  hasdware  protocal

ton and/or drivers for RF compumication. For example, the contactiess

o

nplemorngy
clupset 318 may felude owbhoard RE clromtry to interface with an extormal world
conpeniion using » wireless/contactless connection. The wirelass connechion may be,

3

1o for sxample, client o node (Qerminal / reader / base station), node o chiemt {passive

s pogr {another ransaction card 112},
The antenna contvol functon 320 may controls the availabiliny of the RE
atfena. For example, the antenna contred fanction 320 sy activate/deactivite the

antenna 322 i response o, for example, successtul aothentication, compdetion of a

3
2y
e
>
Pss
foed
=
pooid
pord
2+
o
7
o
7
e
o)

ihlished by the 08 316, and/or other event. The antenna 322 may be a short
ranpe wireloss antenna comected o an NFC inlay via a software switch sach as a

{raie or other eloment.,

FIGURE 4 15 2 block dlagram iHlustrating an example intelligent card 488

accordance with some implementations of the prescnt disclosure.  For exumple, the

b

20 tansavtion card of FIGURYE 1 may be implemented in accordance with the ilhstrated

inteiligent savd 400, In general, the intelligent card 400 may mdepondently aocess

4

<
Pz
-

v sndfor transactions, The telligent card 400 is for ftlusteation paaposes only

sand may inclade some, all, o different clements without departing from the seope of

28 As Hustrated, the intelligent card 400 inchudes an mgonna 402, & swikch plos

tuning cirowit 404, a scearity module and contactess clipset 406, & UFU 408 and
memory 410, The antenna 402 wivelesaly transmite and recerves signals much as NEC
stgnals. In some implementations, the switch plus tuning cirealt 404 may dynamically
acjost the impedance of te atenna 402 (6 tune the transout andfor receive frequondy.

3¢ In addition, the switch plus tining eirouit 404 may selectively switeh the antornma 404

and off i rosponse to at least a copupand from the COPU 4080 In some

2 can be a short range wiraless antera commectast o

: vig 4 software switch sach as arr NAND Gate or other slement to allow
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for code Hom the CPU 408 fo trn the antenme 402 on and offt  In swmne
implemerndationy, the card 400 may inchsde an NFC inlay (net Hlustrated) that can be a
passive nplementation of NFC short range wireless technology denving powsr from
the reader terminal in order o transmit dats back or a stronger smplementation using

8 an oNFO chipset 0 power active reader mode snd self-train aude. In addition, e
card 400 may include an extornal needle point reset {not hsitated) tat prompts the

{IPU 408 o depersonalize the memory or secure element.

The OFL 408 may transmit the switclung command in response 0 an event
such as & user yeguest, completion of a transaction, andfor others, When awitched on,

10 the sccurily ohip and contactless chipset 406 s comected o the antenna 402 and
sxecuies one of more of the following: format signals for wireless compuungontion

wges and oncrypl

accordmice with ome or more formats; deorypt received messag
ransmitted messages; authenticate user eredentials locally stored In the memory 418;
anddor othey processes.  The memory 410 may include @ secore and nomeagcared

16 secon. In this implemerdation, the secure memory 410 may store one OF more user
redentialy that ave not accessibie by the user. o addition, the memory 410 may store

offtine Web pages, applications, fansaction history, and/or other data, I some
implemerntations, the memory 419 may inchude Flash memory fromm 64 MB o 32GR

In addition, the memory 410 may be paritoned into user memory and device

T
<X

applicasion memory,  The chipset 406 muy include & secunity mwodele that i, G

sxanple Viss and/or MasterCard certified for storing financial velucle dita andfor in

accordmee with global standards. In addition o a user’s financial vebicle, the secure

cloment may store sigratures of allowed host devices and/or anterma modes.

i some hnplementations, the CPU 408 may switch the antenna 402 between

»

25 metive and dnactivate wode based, at least in pwrl, on & personalizalion parapmicter

3

by, for example, a aser, distribatir {eg, financial isstiution, service

5]

3, andfor others, For example, the OPL 408 may activate the andenna 402

when the mielligent card 400 1y plysically connected o 2 host device and when &

handshudre wilh the host device is succossfully exeauted.  In some mplcmentations,
) { :

R

P 408 may agtomatically desctivate the antenna 402 when the mtelligent card
400 38 vemoved from the host device, In some hmplopetationy, the anenns 402 w
always sotive sich that the delligent card 400 may be wsed vy 8 stand-alons aoess

2

device on a kevehainy In regards to the handshaking process, the CPU
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408 may osecute sne or more authemtication processes prior 1o aciivatng the

£y

inteligent card 400 andfor antenna 402 as iHusteated fn FIGURE 7. For axamply, the
CPU 408 may excoute a physical authenteation, a device muhentication, andfor 8 user
authentication, For exmmple, the CPU 408 ny activate the antenna 402 {n response 1o
5 oat least detecting 8 connection to the physical interface with the bost device {eg., 3D

ideriacey and successful installation of the device driver for mass memory aooess

-

Ace drivery on e hest device,  In some wnplomentations, dev
anthentiontion may  mwlode physical aothenteation in addifon o s signature

companison of & device signature stored I meney {eg., seoundy module (8E}} that

10 was oreated daring Hest-use (provisiomng} to @ vun-time signature caloulated using, for

exanyde, & unlgue parameter of the bost device. In the event wo host device signature
exists 1n the memory, the UPLN 408 may bind with the finst compatible bost device the

tserted into. A compatible host device may be a device tat can

accomphish physical authentication successfully, I a bost-device

15 signatuss s present i the memory, the OPU 408 compares the stoved signature with
she real-lime signatare of the current bost device. I the signatures mateh, the UFU 408
may proceed 1o complete the bootstrap operation. If the signatares do not mudch,
device ix vejecied, bootstrap 18 aborted and the card 400 1 retuned to the mode i wie
before being neerted fido the device.

e User suthentication may include verification of physical connecbon with 8 user

uaing & PIN entered by the user, a x.509 type cortificate that te unnpue by the user and

stored on the host device, and/or other processes. Device and wser autherntication may

verify o physical connection with device through comparison of a devise signatre and
gver mithenticadon through verification of wser PIN or certificaie. I some
25 implemeniations, the user can select a PIN or certificate at pﬁ.’a‘.‘s\v‘isiummg tivpa, M ths
gase, the OPU 408 may instantiate a software plug-in on the host devive, For example,
a software plog-in may request the yser for his PIN in real time, read & sser cenificate
nstailad an the device {e g, X.509), andfor athers, The operation of the software plug-

i may be customdzed by the provider. Regardiess, the reumed user data may be

w compared with user data stered in the memory. In case of @ successful match, the

4
5

2 may be activated. In case of an unsucce saful mateh of a cortificaie, then

s deactivated, {n case of vosuccessiul PIN matoh, the user muy be requested

w5

- I R .
gard 400 §
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it
i

N2
pad

3

1o repeat PIN attempis oatil a successful mateh or the number of atternpls cxeends a
threshold, The disk provider voay customixe the atternpt threshold,

I regards to network authentication, the host device way be o celiphone xuch
that the card 400 may reguest network authentication prior to activation, For exampls,
the card 400 may be disttbuted by 3 Wireless Metwork Operator {WNO) that reqolnes
a network authentication.  In this example, & flag b memory may he et o ON
indicating that network acthentication is required, I the flag v set w ON, & onigue

ut the atlowed network is tocally stored in wemory such & Mobile Netwaork

T
AN

Code For GRM networks, 8 NID for COMA networks, & S5 for broadband netevorks,

i this g s ON, the CPLI 408 o response to at least msertion may

request @ speetal software plug-tn & be downlvaded to the host device and tnstantiated.

This software plug-in may query the host device o respond with network details. In
some cases, the type of anique network identity employed and the metbod fo dedace i
from the host device may be variable and dependent on the network provider and
capabitity of the host device, 1 the locally-stored 1D maiches the requeest 1, the TPU
408 activated the antenna 407 o enable access or otherwise services are demed.
FIGURE 8 ilhstrates an example tansaction system 300 for wirelessly
sonnanicaing ransaction informuation using one of a plorality of mierfaves. For
example, the system 300 may interface the transaction card 112 using a wired or

wircloss wuerfnce. In regards to wired inferfaces, the system 300 mneludes an adaptor

504 and a veader 506, The adaptor 504 can nclede any software, hanbware, andfor

ave configured to transiated between a format com apatible with the card 12 ard »

compatible with the cliewt 104¢. For example, the ;-.adapm S04 may traveslate

frermmat |

betwesn micro3D protoco! and a LISH proweol. The reader 506 can inchde any

£ (3

softwary, hardware, andior fimware configured to divectly interface with the card
1125 For exsmple, the reader 506 may be a microSI reader such that the client 104d
interfaces with the card 112h using & microSTY protocsl. I regands o wireless

the system 300 may inclede a cellvlar interface 302 and & shobrange

¥

wireloss Interface SOB.  In repards o the cellular intarface SOZ, the Hnancial
institations 106 may wivelessly communicate with the transaction card 112¢ using the

¥

technology of the moblle device e, For exmmple, the cellular

(12 may be a CDMA interface, a GSM interface, a UMTE uierdace, andfor

other velhdsr terfaces.  In regards 1o the shorirange wireloss interface 308, the
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finanoial instittions 106 may wirclessly compnunicate with the transaction cand 1123{
asing, for example, WiF wehnology, The shortvange wireless interface 508 may be
A SO211 mterfice, a Bluctooth tnterface, andfor other wireless mierface.  In these

| i.§:?§t)}“aiis'i‘..i}i’!:‘\‘lii{}il@,, the chiont 104e way mclude o fraysceiver ased fur wireless

5 conununivation with the transaction card 124

FIGURE & 1s a schematic diagram 600 of personalization of a intelligent card

3

{e.g, the tansaction card 112, the service card 2101 In paﬁicuﬁax, the miehigent card

may be pursonalized prioy o being issued o & user, Lo, pra-ssomnce, of after being

e, posi-issuance. In regards {o pre-tiseance, intelligent cards may be

mass hatches at, for example, a factory,  In thiy example, cach

Z“)

ot card may be loaded with user credentials, secority famework, applications,

Wb pages, andfor other diata, In some hmplementations, a buekigent card may
B porsonatized individually at, for example, & bank branch. In this case, s nelligent

N

individually loaded with data associated with a usey after, K

ho
“
oy

- exmnple,

wg the disk., As for post issuance, the mtelhigont card yay be personalized

For example, the tunssction card 112 may be personabized dwough a
collnlr oowecnion  ostablished  wsing  the miobule  devier FIQ fn sone
iplemeniations, an intelligent card may be personalized by synchronizing with a
compniter such as client 104, The transaction card 112 may recotve from ap enferprise

20 at losst assootated with the financial institition 106 that personalization dala prior o

1
i

activation inclading sser credentials, payment spplication and at least one of

jo table or gser interface. The personalization data present i the

ard may be updated after activation using at least one of the following methods:

wireless or over the alr messages confaining special and seocure gpdate structions)

25 intornet ov olient spplication running on a PC conneeted to the transaction vard 112 via
the bost devige or a card readern; internet appheation wirelessly connecling to the
gransaciion card 112 via the host mobile device or user interface apphication of the
sransaciion card 112 tivelf] andfor other methods,

in some vnplementalions, provisioning of the intelligent card can be based, #t

30 feast i part, on the disibation entity {eg., Hinanod institution, wireless operator,

wserl, For exampde, the intelligent card may be distributed by » Soancid mstitation

such ay a bank., 1o the bank woplomentation, the inelligent card can be pros

il with user accounts. I this case, the intelligent civd may be activated In

1

(5]

o
¢
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responte o at ast mittal insertion into & host device. The antenna m

hentioation ondy by defmdt. I some examples, the aser may setf-select

PIN suthentizaton o prevent unsuthorized use or throagh & PO oradle and plug-in

management software if the host device does pol have a soreen and keyboard In the

wireless-opengor  wnplementation,  the  intelligent card  way  wqaine device

authenticatinn befory activation.  In stroe examples, the weer may provison fnancial

data {e.g., oredit or debit) using one of several methods. In addition, the user nay add

user authertivation. Tn the sser-provided tmplementation, the wser may acquire the

, for examyple, a retail store or other o $ Hke OEM hest

i o phoabiy of

in tus case, the user may activate
different devices with provider selected provisiomng,

i vegards Lo aotivating for financial transactions, the intelligent card may be

Ea

v i memory mode when user acqaires the disk from, for example s bank, a

operator, o third-party provider, and/or others.  Acthivation of

¥

the card oy

H

mnchude the following two levels: 1) physically, specifying antensa avislability under a
».p»:a,”\ sei of ciroumstances desired by the provider; and b} logically, at the financial

institation signifving activation of the financial vehiele carried on the cawrd. In some
implemeniations, activation may be based, at least m parl on devicr distbu

anterma availability selection, andfor type of host device sy llustrated i Table 1}

Phog-ia Selier and !’iuﬁ»in Initial State Device Hus No Sereen | Device Has Sereen &
Ande of diviribution | angd Aatenna /Revboard keybhogrd

Availability Cheice

mé-’issélisz i in Memory “Manal: User has e
Made, 1ty fully calt FUs noamber to
porsonadized with user's | aciivaie Bis gooount, wseriion, the phagen
aceount information the Device can oaly gpawns a web page and
{FV) and Antenna mode | wirk with & single takes the user to Fl's
st Physical scceunt, Liser oan alse | website,

Awthentication
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website directly. i anomeonnectad B
Ageount is Hame a3 ef}
dewnloaded over the

intemet vin the eragdle
and fhen the dosice is

acivaied. fning

’/‘

process, the plega 8
pound to the deviee

signatwre, Wha

vemoved Sov the host
device, the antenas

toras off When

3.,
&

e Bile o
device behaves fhe g

PSS Moy devigce

wnly

The {flustrated chart is for exanple parposes only. The user may activale an intel}

card using e same, some, or different processes without departing from the soope

bootstrapping an intelligent card in response to at teast fusertion o a host devi

X 3

A “ ORI L
SODOTRL, 11 QA

heg B peg

FIGURE 7 i a flow chart ithastrating an oxample method 700 for aufomatioat
f ol

e

of

i1
}
3

i
X

oo, in

igent card may exesols ong or s suthentication procedures prior o

activation, Many of the steps {n this flowchart may teke place shnaltaneousty andfor

w different orders as shown, S‘ystem $00 or system MM may ase wethods wath
g additional sigps, fower steps, andfor different steps, 5o long as the methods remamn

1

For examply, the transaction card 112 may detect insertion inio the mobile device

1

1f suthertication ia not requived for any aspect of the intelligent card at decisional

1 704, then exscoton ends.  If authwntication is required for at least one asped,

e et 3P ONEY LIRS o ¥eseed
gxecation wwocesds 1o dects

-

Mathesd 700 begios at step 702 where insertion oo a host device s deteciad

theny

ional step 706, I compuunication with the host devies

inctades one or movs errors, then, at step 708, & faflure is indicutesd to the user, 1o the

examde, the transaction card 1172 may prosent an indication of & compunueation

K3

5

[aiytei e
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[343

N
(%31

t

0 the aser using the GUL 1HL 1@ conununication grror 13 not detected a1 degisional

by

M Enpimeniah 0"‘\

.’\

hen execylion proceads to decsional step 7100 In

f}'l

went card aploads an SD driver to the host device, I the inteliigent card only

respitres phiysicad suthentication, then execution proceeds to dectsumal step 712 I the
network muthenticaton g s not set to on, then, at step 714, the avorms is temed on
and the infelligent card i updated with host-device signatore. As Ty the exanpde, the
sransaciion card 112 may activale the antenma for wireless transactions and opdate
focal memory with the hostdevice signatare. I the network asthentication tag s

Ganed on st decisional siep 712, then, at stop 716, the intellige

3ocard ransputs a
request for the network 1D to the host device, Naxt, at step 71X, the meetligent card
rofrioves w locally-stored network 1D if the stored network 1D and the reguest
network 10 match at decistonal slep 720, thun the disk s setivated at step 714 e

fwe netwark HY s do pot matek, then the anleona is desctivaled st stey

Roturming o decistonal step 710, 3 the authenticabion i3

ey 3

suthentication, then exscution proveeds to decisional siep 724

device aathentication, then, at step 728, the mtelligend vard

a regueat for a nepwork 1D to the host deviee, Atstep 72§, the intelligent card retneve

a focally storad device signatures. If the imelligent card does pot include at foust one
devies signature, then execution proceeds 1o decisional step 734, 1 the mtelligent card

wchides one or more device signatwres, ther execution procceds o decisional step

e
3

&

s of the device signatires matches the reqeest netwaork 1, ther execution

procesds o decisioral step 734 1 the signatures and the roguest network HF o nod
matel, then execution proceeds o step 722 for deactivation. {f user @ thentication s
not included in the authentication process, then eecution progeads to deeisional step

N

712 for physical suthentivation. I user authentication s included at decisional step
734, then execution proceeds 1o slep 738,

Renuning to decisional step 724, if the vuthentication process does not nclade
1§

dovice suthentestion, then cxecution proceeds to decistonal slep 7360 user

is not tnelwled in the process, then, at step 722, the mteliigent card is

PRg

£ user awthentication iy included, then, at step 738, the intelligent card

request & PIN number from the wser osing the host device.  Wihile the aser
suthevtication s described with respect to entering & PIN theough the mobile host

1.

- yoay be authenticated using other information sunh as blsmwetio

i
(9%}
]
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ko321

Py
<>

e
£

information {ep, fingerpring). Again returming (o the example, the transachon card

stesent a request for the aser to euter 3 PIN throogh the GUY 111 At step

sent capd retrieves a locally-stored PIND I the reguest PIN and stored

Nx ey g

sionad step 742, then execution proceeds o decisional step 712 for

Yot

physical suthentication. I the request PIN and the storsd PIN do not mateh &t

decisiomal step 742, then execution proceeds w deaistonal step 744, 1 the mumber of

attempts have not exeeeded a speeified threshold, then execution refurns o step 738
i the number of attempts has exceed o the threshold, then the antenna s desotivated

fn the oxample, i the event that the transaction card 1 fals 1o auwthonize
the deviee, sebwork andfor user, the transaction vard 112 may wirglessly transmut an
: o el Fievatmeaal feot iyvitis OIS ¥ R 5 YOO SUUUEEUUNE U D ¥ &
> gesompted HSnanectal nshiation weing the cethudar vadio techoology of
ile host device T1G0 In ihis case, the idbstrated method 70 may be

implomentad as # fud control process to substantially prevent wnawthorized use of the

FIGURE 8 s ap example call flow 800 in mecordance  wil

oY

implementatons of the presest disclosre. As ithestrated, the How 800 includes a

o0

network 302, 3 host device 804, an intefligent card 806, and a forminxd 808, The host

davin wed 1o comnuunicate with the network 882 and inchudes & slot for

aured 1o fransnut

fnsertion of the infelligent card 806, The intadhigent card 806 15 confi

t
H
H

cormmuds 1o and recefve data from a user mterface applcation 810 executed by the

host device $10 and exeouis transactions ndependent of the host devive 810, The card
806 bictudes a CPU 812 fur executing frapsactions and & wireless chapset 14 for
conununizating with the ternunal 308, The CPU RI2 excoutes a host controller/ AP
16 condigured to tanspuits commands 1o a form compatible with the bost

i and copvert data from the host deviee 804 to 2 form compaiible with the

As ilastrated, the flow 800 may inchude mudtiple sossions 828 betwaen the host

the card X068 and between the card 806 and the ferminal 808 The

3

dhstrates 8 session managed by the card

28

806 using the npetwork
of the host deviee R18. In this evample, the card 306 tramsoiis data for
feugh a cellular network compested to the bost device 804, and after

e celiular data, the host device 804 wansomts the data 1o the network 302,

w receiving data from the network 802, the host device 804 moay
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agtmnatically transmit the received data to the card 806, In some implementations, the
card 806 may fransmit a request for a device signature o the host device 804 as
tustaadedt in session R20b. For example, the card 806 wmay reqoest the devics

gnatare durtng 8 boolstrapping process. The sessteny 820¢ illesirates that a user may

P

o fawny ot o PR I
submit conunands 0

e card 806 twough the mierface of the host device 804, For
exampls, the user may reguest that the disk display the user’s transaction bistory

FAR)

sugh the mterface of the host device 504,

i sinne implomentations, the card 806 may recetve & conumand jo acivate or
stracitvate the andenna through e host device 304 ay ifhatrated i seesion 820d. For
sxample, o finamcial inshiation way sdentify wregudar tansactions and ransmit &

w netwirk 802t deactivate the card 806, The card 806 way

a user by requesting 8 PIN usming the todevice 804, As Hlostrated in

se, the user may sobmut a PIN fo the card 806 using the interface of the host

04, and I response o an evaloation of the sulwoitted PIN, the crd 806 may

yesent oh the host device 804 an indication that the wser venfioation

succesafal or bas faled. Inosome implememtations, & aser and/or fnancial butitation
iy requsst a transaction history of the card 806 as lustrated in session 828£ For
exa::igt‘ée,, a {inancial institution may tmnsnut a request for the transachion history

, R

through the network 802 connected to the host device 804, and in resporise 6 al last i

o
K
H

the request, the card 808 may tramsnit the tansection bistwry © (e fpwncial

mstitoion wing the notwork 802 connected to the host device 04, In some
implementations, the user may present offiine Web pages stored in the card 306 as
Hhustrated in sesaton 820, For example, the card 806 may reeeive a request 10 present
an offline Web page from the sser asing the host device 804 and present the oftline
page weing the URL in the reguest. In soms implementations, data stored i the

memory of the card 806 may be preseated thyough, for exarnple, the host device 804 as

it seasion 820h. For example, the user may request spectils nformation
cd with a transaction on a certain data and the card 806 may retrieve the data
e data 10 the user using the bost device 804,y addition, the user may

o the memeory i the card 806 as illustrated i session 820n Fur e.s:eimple,

14

vequest, the card 806 nway indicate whether the update was g success or fulwe.
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feee)

N
(93]

EoraY
S

In regards to sesston between the card 806 and the terminal, the low 800
Hustrates the personalization session 820K and the transaction sesston 8201 {n regasds

with user

w Hostoted
838k For mam;}in the ernunal 808 may transmit o provisiang reguest 4
the card 308 inchuding associated data. The protocol wanstation 818 nay transtate the

ation request o a form compatible with the card 806 In response to at feast

g
P
v
g
et

the CPU 312 transmit an indication whether the personalization was a

A

[

sot using the prowcol trapsfation 818, Priow to the terminal execuiing

5

transaction, the ©ominal 808 may submit 3 tansaction challenge ® the card 805
fHustraied o session 8201 In this case, the card 806 may identify a device signature of

the hwat devize S04, present associated data to the vser through the hust device 804,

and fransvndl the signatre to the torutnal 808 using the protocol ransiation €18,
FIGURE ¢ is a flow chart tostrating an oxample metbod %00 for activaling a

wireless transaciion system including an intelligent card. In penersl, s intelligent
card may osecule one ov more aclvation processes in respouss to, for example,
sefection from a user.  Many of the steps in thiy finwehart may take place
simaitaneocusty and/or in differont orders as shown, Syatem 100 or sysiem 200 may
ase methods with addittonad steps, fewer sieps, anst/or different steps, so long as the
suethods remain appropriate.

Methad 200 begins at step Y2 where a request to activate a ramseeton vard 15
voocived. For exsople, the user may select a graphical element displayed through the
GUL 111 of » nuddle bost device 110 in FIGURE 1. If an sccount activation i
decisional siep 904, then at step 906, 8 request to activate the associated
financial sceount is wirelessly transmitied to financial istitution using celhaw radio

of FIGURE 2

wehnology of the host device. For example, the transaction card 1124

/;1/

frsdony franemit an activation reqoest to the fnanvial ioviitution 106 uang the

is’:chxwiog}f of the mubile host device 104, 1Y an accomud activation s
. then execution procesds o decisional step 208, I card sotivation 18 not
mcluded, then exesution ends. I card activation 1§ ncluded, then execution proceeds
to decisional step 910, I an activation code is not ncladed, then at step B2, one oy
more preprogranuned questions are preseated to the aser ssing the GUT of the bost

device, Keturning 0 the tnitial example, the tansaction card 112 may tdently locally
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11 of the mabile

)

stoved guestions and present the questions to the user asing the GUL
devies THL At step 914, locally-stored answers to the programumed questions ars
wentified,  Returping to decisional step 918, if an activation code i bwhuded, then

sxeontion procoeds to decisional step 816, ¥ the activation code iy maneally entered

5

by the user, then at step 918, a request for the activation sode is presented fo the eser

»

;
<

¥

shrongh the {FUT of the mobile host device. In the initial exampls, the tansaction card

112 may prosent a request for an sotivation code such as a string of chamscters to the

3 1
o

user twough the GUT 1T of the mobile bost device 1100 If the activationy code i not

mummally eniered by the user, thon at step 920, the ransaction card wirelessly transnuts

o

1% a reguest oy the activation code using the cellular radio technology of th

3.
T
i

& hest device,

Y

b example, the trermaction vard 112 may tansmil & reguest to the financial

N
i
X3

i the celie
instution wsing the collular core network 202. i either sase, the locally-stored
activation code ts identified at step 922, If the locally stored information matches the
provided infirmation st decisional step 924, then at step 926, the ymwaction card

1 actvated, For example, the transaction card 112 may activate m response o at least a

yors

oIt provided

yorn

asey snforing s matching activation code twough the GU

information does not muaich the Jocally stored information, then execation sads.

5

G4 and 108 jHustrate example cards 1000 and 1020, respectively,

S

YIOOVE TR
FIGURES |

for housivg the transaction card 112 of FIGURE 1. For example, the transaction cards

-

0 112 may be inssrted into the cards 1000 and 1020 during the personalization provess

andior disiribution processes. By executing persomalization while ioserted, e

3 ‘ ~
L&

sansaction cards 112 may be personalized using the same sysiems used © porsonalize

stnart oards with sebstantially no alterations. In other words, the cards 130G and 1020

N y

may bave sobstantmlly simila dimensions as smart cards such that pes ersonalivabion

ms may stmilarly process the cards HOG0 and/or the 1020, Tn FIGURE 104, the

FO00 includes g slot 12 formed to bold the transsction card 111 Foy sxample,
41002 romy refain the transaction card using a frictional fit nueh 8y futornal
cortions. When retained in the slot 1002, the wansaction cawrd 112 may be

1

finghy with the front and back surfaces of the card 1004, In FIGURE 108,

\
LA

1}}\{:\ { i ;1

3,

' inchudos a pocket 1022 fior retaining the transaction card 132 at Joast

(9]
o
o
i
st
<
]
(l\
s
P
jo3
P

adimeont o surface of the card 1020, In some implementations, the casds 1006 sl

2 may include magnetie strips 1o wrecute contact transactions.

oo
o4
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A padser of embodiments of the tvention bave been desertbed, Naovertheloss,

it will be understood that various modifications may be made without depasting from

CING R

the spivit and scope of the invention. Accordingly, other esbodiments are within the

seope of the following clatms,
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WHAT IS CLAIMED 1IN

A micre SecureDigital (microSD) payment card, comprising:
a miereS D mierdace that connects 10 & microShD siot of @ mobife host dovice;

a commundcation muodule that wirelessly receives RE signals from and

§ retail terminal;
secnre premory that stores user credentials and a payment applicatton ased w
excruly fnancial transaciions with the yetail terminal, the aser crodentialy and the
shication asseciated with o financial institition;
& waer-anterface modale that presents and receives information through the GUH
1w of the mobtle host device; snd
a processing module that executes the payment apphicstiog using the user
credentials In response 1o at least a transaction request veceived by the RY module and
franemits ot least one transaction response (o the retall terminal based, at teast fu pay
on the exeauted payiment application,
15
The pueroSD payment card of claim 1, the user credentials associuted
with oue of a eredit card aceount, a checking account, 3 debif socount, & gt account,
i aoeount.
The ricroSD payment card of claim 1, wherein the processing module

COMPIISHS:

g secarity module that generate the transacton response based, at least m part,

3

dentials and the payment appl U«dix(?‘fi, and

sy operating systern with a rontime environment that executes the payment

Fad
pS ]

application independent of the mobile host device.
The microSD pavoent card of claim 1, wherein the connnunisaton
module comprises a protocod translation modale, an antema tuning ciroutt, 8 power

cirendl, and 3 miniatwre antenna tuned o exchange wireless dala with the retaid

Xy

7

. o H
ermmat,
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P43

0
A\

Y
P32

LA

The microSD card of claim 1, wherain the user-interface modole
presents brfbmmation associated with the requested transaction trough the GUT of the

mobiie host devics,

. The muceroSD card of clam 5, further compnsing s locally-exevuted

*

Web server that gonerates the prosented information hased, at oast i part, on al e
s of reai-time content during the transaction, locally-stowed offling conterd, or ondine
contuat associated with the finaneial institution.

7 The aucroSD card of clamm 3, wherein the sser-interface module further
preseniy & reguest for user ideptification eluding at least one of a Pervonal
Identificatinn Number (PIN), user TD and password, or bromieiric signature through the
GUI of the mobile host device, the processing module forther verifies the subpuitied
wepr tdentification with user identificanion locally stored v the senure wmenuwwy prioy

axecuting the requested transaction,

Y

5. The microSD card of claitm 7, the processing module forther deactivates

the sommumication module in respouse (o at least & munber of PIN entry evenis

wesholid,

]

The microSD card of claim 1, wheretn the compandeation module

os an RE gitenna between an activate state and an insetvate state in

148, The microSD card of claim ¢, wheretn the switching event includes g

selection thwough the GUT of the muobile host device,

pova

The microSD card of claim §, wherein the wireless RE signaly comprise
at least one of contactiess signals, proximity signals, Near Field Conununication

f'-\:.; ﬁais} Blaetooth signals, Ultra-wideband (LUWB) signals, oy Radio Frequency
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<

f)

e
L5

w micro8D card of claym 1, wherein the compnmication module
further oomprises a protocol franslation modole that tanshates signals between

wireloss protocols compaiible with the retall tcrminal snd an imomal trapsaction

13 fhe ouoroSD} card of claim 1, forther comprising s orypiographic
moshale that decrypts received signals prior o processing by the payment applization

¢ least part of the transaction response prior (o wirgless anspusston.

4

14, The microSD card of claim 1, further commprising an asthentication

modole that aathentcates at least one of a network of the mobile host device, the

2

."1.‘Au' — = g
FROREE HOST 3oy u(,‘ OF & UseT,

K
H

e forther

povs

S The microSD card of clam 14, the aocthentication nwsdu
deactivaios the antenna in response 1o at least a failwre w authenteate the al jeast one
of the network of the mobile host device, the mobile host device, or the usar

1

&, The nueroSD eard of claim 1, wherein the nuoroSE payment card i

oot

inftialived in response to at least insertion in the micro812 slot of the host device,

VE. The microSD card of claim 1, further comprising a boottrap module
that execuios swe of more authentication processes  response o &t feast meerim

the mtoraSDY sk of the mobile host device,

I8 The microSDy card of claim 17, wherein the one ov more anthentication

s mthenticates at least one of a network, & mobtle hoat devicr, or a user,

©. The wmicroSD credit card of claim 1, farther comprismg an sctivation
3

madale that activates the microSD card and transmits 1o the fnancial twstibion 3

‘,.

request to activaly an assooiiod User aCcount i respamse 10 8t least & usar rouest oF

an sl inserton into the mobils host devies.



WO 2009/036264 PCT/US2008/076158

3
]

200 The microS3D card of clam 19, wherein the mucroSEY vard 18 activated
basad, wl loast i part, onoa user manually enfering an activation code throagh the GUH

=y

of the mohile host device
i The wicroSE) card of clabm I, further comprising an Application
Program Interface (AP} that wirelessly comamunicates with a Jnancml insttulion

using cellular radio wehnology of the mobilke host deviee.

™

¥ ¥
i

w aorolD card of clatm 1, whereln the microSE card executes the

requestad fmnsaction independent of loading & driver onto the mobile host devive.

The microSD card of claim 1, whersin the micro30 card ennalates 8

Lo

condacilnss pavinent vard when conanunicating with the retal terminal.

240 The miero8D card of claim 1, frther compnising a power modals that
veceives power from  the swiale host device and RF signals recetved by the

comnmicaiion module and antomatically switches to a passive mode in response o at

feat loas of power froms the mobile host device.

25 The microSD card of claim 1, wherein an enterprise al least associated
with the financial institenon uploads personalization daty prior o activation, whergin

3

on

the personalization dufa inchades the wser credentials, the payment applieation and a

fsast one of operatimal flags, rule table or user mierface.

26, The muro8D card of clam 25, the compurncation module forther

operable to update the personalization duta after activation i response W at jeast one

of & wirgiesy signal mcluding secure update instractions or a wired signal through a

client conneeted o the microSD payment card.

A

The microSEr card of claim 1, the processing module further operable

fravenit a nonification to the financial institution esing the mobile kst device m

resposise 10 an activity violating sne or more fraud control rules.

G
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3%, The nuoroSD card of claim [, the processing module further operable 1o

O

pomidiie a Web page with user oredentials for exeouting an loternat tansaction in
vegponss 1o ot least a request from a client connected to the microSE card,
290 The micreSD card of clatm 1, wherein the mitroSE card sobstantially

mainiams aftrihuies of the mohile host device.

3y, The mizroS8D card of claim 29, wherein the atribates inchude at least
ome of dimensions, accossibility to peripherals, charging, battery life, signal strength,

access fo the GUY, connectivity to wireless networks, or interface capebility with

31, The micvoSD card of claim 29, wherein the substantially maintained

attribuies do not void cortification by regulatory anthorities or & warranty of the mebile

32 A microS1 card, comprising:

4 nHeroSD interface that comnects to 8 microSD shat of & mobile host device;

FAoAIND
5 conununication module that wirelessly receives RE sigaals from and
rapsmits RY sigmals 1o a retadl lerminal;

e wemory that stores user credentialy and 3 payment appBoation wsed to

Tt
bR

x

exnecrie Sinancial transactions with the retail terminal, the aser crodestials and the

payvieni applicativat associated with a financial institution

H
34
S

i

a4 goourity modde that identifies the payment application ind user crodentiads
rosponse o al jeast a Gansaction reguest received by the commumicatim modele and

tion response priot (o transmitting to the retal teominal] and

an operabing sysicm with a runtime epvirornnent that executes the payment

application 1o generate the transaction response independent of the mubile bostd feviee,

33, the mucroSD card of claim 32, frther comprising a user-interface

mosdule that prosonts and receives information through # GUI of the mobiie host

- 4R -
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1.
ane

34, The ndorolD card of claim 32, the user credentials associated wit

of a oredit card account, a checking accouant, gift account, or a prepaid account,
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