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(57) Abstract: A secure supervisory control and data acquisition (SCADA) system is presented. The inventive system includes a
SCADA control host system configured to process SCADA information, and at least one remote device configured to communicate
SCADA information with the control host system. The inventive system further includes a modem coupled between the at least one
remote device and a communication line, wherein the modem is configured to allow for communication between the remote device
and the communication line. The system further includes a security module coupled between the modem and the remote device. The
security module is configured to control access to the remote device by a user seeking access thereto from the communication line
through the modem.
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METHODS. SYSTEMS AND DEVICES FOR SECURING SUPERVISORY
CONTROL AND DATA ACQUISITION (SCADA) COMMUNICATIONS

CROSS REFERENCE TO RELATED APPLICATIONS

[0001] This application is a Continuation-in-Part of and claims priority to
currently pending U.S. Patent Application Serial No. 11/713,314 entitled “Methods,
Systems and Devices for Securing Supervisory Control and Data Acquisition
(SCADA) System” filed on 2 March 2007, which claimed the benefit of U.S.
Provisional Patent Application No. 60/778,207 entitled “Method, Systems and
Devices for Securing Supervisory Control and Data Acquisition (SCADA)
Communications” filed on 2 March 2006, and which was also a Continuation-in-Part
of and claimed priority to U.S. Patent Application No. 10/869,217 entitled “Method,
Systems and Devices for Securing Supervisory Control and Data Acquisition
(SCADA) Communications” filed on 15 June 2004, which, in turn, claimed the
benefit of U.S. Provisional Patent Application No. 60/484,383 filed on 1 July 2003.

[0002] This application also claims the benefit of U.S. Provisional Patent
Application No. 60/904,457 filed 2 March 2007 and entitled “Method, Systems and
Devices for Securing Supervisory Control and Data Acquisition (SCADA)

Communications.”

[0003] Each of the above referenced applications is hereby incorporated by

reference in their entirety.
BACKGROUND OF THE INVENTION

1. Technical Field

[0004] The present invention generally relates to supervisory control and data
acquisition (SCADA) systems, and more particularly to systems, techniques and

devices for securing communications within a SCADA environment.

2. Discussion of the Related Art

[0005] Supervisory control and data acquisition (SCADA) systems are

computer-based systems used for gathering data and/or for controlling industrial
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systems in real time. SCADA systems are frequently used to monitor and control
industrial equipment and processes in such industries as telecommunications,
manufacturing, water and waste control, energy generation and distribution, oil and
gas refining, transportation and the like. At present, approximately 350,000 SCADA
systems are installed in the United States, with many of these systems being used to
monitor and control such important infrastructure components as the power grid,

water and sewer systems, factories, dams and many others.

[0006] A conventional SCADA system includes a central monitoring station
(CMYS) or other host that communicates with multiple remote stations via a
communications network. Each remote station is typically affiliated with a sensor,
controller or other field instrumentation for gathering data or affecting some aspect of
the controlled system. Examples of conventional sensors include sensors for
monitoring the temperature, pressure or flow rate of a gas or fluid, for example,
whereas exemplary control instrumentation includes switches, valves, actuators and
the like. Data observed from the various sensors is provided to the host, which
typically processes the data and responds to user inputs to create control signals that

can be used to alter the controlled system via control instrumentation.

[0007] More recently, concerns have arisen as to the security of SCADA
communications. Because SCADA is used in many highly-sensitive environments, it
is feared that SCADA systems could be exploited by terrorists or other unscrupulous
individuals to create chaos, industrial accidents or other maladies. SCADA systems
were not typically designed to be highly secure, meaning that such systems may be
susceptible to tampering, overloading, hostile control or the like. Examples of attacks
that could conceivably be mounted on SCADA implementations include
overwhelming the relatively low-power transmitters used in such systems with higher
power signals, mounting "replay attacks" wherein previously-sent data packets are
digitally recorded and re-sent at an inappropriate time, or gaining control of some or
all of a SCADA system by reverse engineering SCADA protocols, many of which are

available to the public for little or no cost.

[0008] Accordingly, it is desirable to create systems, devices and techniques

for securing SCADA communications, particularly SCADA systems used to monitor
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and control infrastructure elements. In addition, it is desirable to formulate secure
systems, devices and techniques in a manner that allows for convenient adoption in
existing SCADA environments. Other desirable features and characteristics will
become apparent from the subsequent detailed description and the appended claims,

taken in conjunction with the accompanying drawings and this background material.

SUMMARY OF THE INVENTION

[0009] A secure supervisory control and data acquisition (SCADA) system is
presented. The inventive system includes a SCADA control host system configured
to process SCADA information, and at least one remote device configured to
communicate SCADA information with the control host system. The inventive
system further includes a modem coupled between the at least one remote device and
a communication line, wherein the modem is configured to allow for communication
between the at least one remote device and the communication line. The system
further includes a security module coupled between the modem and the remote
device. The security module is configured to control access to the remote device by a
user seeking access thereto from the communication line through the modem. A
method of securing the above described SCADA system, as well as other apparatus
and methods corresponding to other embodiments of the SCADA system are also

provided.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] Various aspects of the present invention will hereinafter be described
in conjunction with the following drawing figures, wherein like numerals denote like

elements, and:

[0011] FIG. 1 is a block diagram of an exemplary secure SCADA system;
[0012] FIG. 2 is a block diagram of an exemplary host security device;
[0013] FIG. 3 is a block diagram of an exemplary remote security device;
[0014] FIG. 4 is a flowchart of an exemplary process for operating a secure

SCADA system;
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[0015] FIG. 5 is a data flow diagram of an exemplary process for

authenticating remote security devices in a secure SCADA system;

[0016] FIG. 6 is a data flow diagram of an exemplary process for initiating

secure communications in a secure SCADA system;

[0017] FIG. 7 is a data flow diagram of an exemplary process for entering a

pass-through mode of a secure SCADA system;

[0018] FIG. 8 is a block diagram of an exemplary data structure for secure or

unsecure SCADA communication;

[0019] FIG. 9 is a flowchart of an exemplary process for encrypting data in a

secure data communications environment;

[0020] FIG. 10 is a block and data flow diagram of an exemplary host security

device configured to compress certain data flowing therethrough;

[0021] FIG. 11 is a block and data flow diagram of a portion of an alternate

embodiment of the host security device of FIG. 10;

[0022] FIG. 12 is data flow diagram of an exemplary process for compressing
data in a SCADA system;
[0023] FIG. 13 is a block diagram of an exemplary data structure for

compressed data in a SCADA system;

[0024] FIG. 14 is a block and data flow diagram of an alternate exemplary
embodiment of the SCADA system of FIG. 1;

[0025] FIG. 15 is a flow diagram of the authentication required in the SCADA
system of FIG. 14;

[0026] FIG. 16 is data flow diagram of an exemplary process for
authenticating a remote security device and a security module in the SCADA system

of FIG. 14; and
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[0027] FIGS. 17 and 18 are data flow diagrams of an exemplary process of
authenticating a user seeking access to certain portions of the SCADA system of FIG.

14.

[0028] FIG. 19 is a block and flow diagram of another alternate exemplary
embodiment of the SCADA systems of FIGS. 1 and 14.

[0029] FIG. 20 is a data flow diagram of an alternate exemplary process of
authenticating a user seeking access to certain points of the SCADA system of FIG.

19.

[0030] FIG. 21 is a block and flow diagram of yet another alternate exemplary
embodiment of the SCADA systems of FIGS. 1, 14 and 19.

[0031] FIG. 22 is a data flow diagram of another alternate exemplary process
of authenticating a user seeking access to certain portions of the SCADA system of

FIG. 21.

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

[0032] The following detailed description is merely exemplary in nature and is
not intended to limit the invention or the application and uses of the invention.
Furthermore, there is no intention to be bound by any theory presented in the
preceding background of the invention or the following detailed description of

exemplary embodiments.

[0033] According to various exemplary embodiments, SCADA systems are
made more secure by providing an additional security module for each SCADA
component. The security module suitably creates a secure connection with one or
more other security modules using authentication and/or cryptographic techniques.
After the secure connection is in place, the security module encrypts SCADA
information sent from the component to the network prior to transmission, and
conversely decrypts secure data received from the network. In various further
embodiments, the cryptographic techniques used are independent of the underlying
SCADA information being transmitted, thereby allowing many of the techniques,

systems and devices described herein to be readily applied in conventional SCADA
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implementations without significant modification. Moreover, by placing a master
encryption/decryption module at the SCADA control host, users can actively monitor

the entire SCADA network in a secure manner, as described more fully below.

[0034] Turning now to the drawing figures and with initial reference to FIG.

1, an exemplary SCADA system/environment 100 suitably includes a SCADA control
host system 101 that communicates with any number of SCADA remote terminal unit
systems 121 to obtain sensor data, to provide control instructions and/or for other
purposes. Both host system 101 and remote systems 121 include security devices 102,
116 (respectively) that encapsulate SCADA information within secure data structures,

thereby preventing unauthorized interception, monitoring or tampering.

[0035] SCADA control host system 101 suitably includes a SCADA control
host 104 connected to a host security device (HSD) 102 via one or more data
connections 106. HSD 102 is in turn connected to one or more transceivers 110A-C

via secure data connections 108 as appropriate.

[0036] Each transceiver 110A-C communicates with one or more remote
transceivers 114A-E via any hardwired, wireless or other network. In the exemplary
embodiment shown in FIG. 1, host transceivers 110A-C are connected to antennas
112A-C for communicating with remote transceivers 114A-E via wireless links,
although alternate embodiments may make use of any digital and/or analog
communications media, including satellite links, radio frequency (RF)
communications, telephone connections, local and/or wide area data networks, or any
other communications media. Accordingly, transceivers 110A-C (as well as remote
transceivers 114A-E) may be implemented with any type of RF transmitter/receiver,
network interface, radio, modem or other communications device depending on the

particular network implementation.

[0037] SCADA control host 104 is any host, server or other computing center
capable of processing SCADA information. SCADA control host 104 may be
implemented on any computing platform, including any workstation, personal
computer or the like running any operating system, or may be implemented using

specialized hardware and/or computing environments. Control host 104 typically
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includes software modules and/or processing routines for receiving sensor data and/or
user inputs, for processing the data and inputs to determine appropriate control
signals, and for providing the control signals to the appropriate remote
instrumentation using the network structures described above. Many different

implementations of SCADA control hosts 104 are available from various suppliers.

[0038] The various data communications between SCADA host 104 and
RTUs 118A-E are referred to herein as "SCADA information." SCADA information
processed and transmitted by control host 104 may be formatted in any manner. A
number of conventional SCADA protocols including the MODBUS and DNP3
protocols, for example, are described in publicly-available documents. Many products
using these and other open or proprietary SCADA protocols and formats are available
from many different commercial sources. As described further below, secure
communications in SCADA system 100 are provided by HSD 102 and by RSDs
116A-E, allowing secure communications that are not dependent upon the underlying
SCADA protocols. Indeed, security may be implemented in a manner that is
transparent to SCADA host 104 and remote units 118A-E, thereby allowing wide
application across a diverse array of existing and subsequently developed SCADA

systems 100.

[0039] To that end, HSD 102 is any device, processing card, software
application or other module capable of transparently encrypting and decrypting
SCADA information to thereby establish secure communications between SCADA
control host 104 and one of more remote terminal systems 121. HSD 102 may be
further configured to authenticate RSDs 116A-E prior to establishing secure
communications, and may additionally provide various control instructions to RSDs
116A-E, including instructions to update software, to reboot, to disable secure

communications and/or the like, as described more fully below.

[0040] HSD 102 is generally implemented as a passive hardware and/or
software module that is capable of encapsulating SCADA information within a secure
dataframe without impacting the rest of SCADA network 100. Although HSD 102 is
shown as a separate device from SCADA host 104, this distinction is intended as

logical in nature. The various functions associated with HSD 102 may be
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implemented in hardware, software and/or any combination of hardware and software,
and in practice may be physically implemented within the same computer or other
processing device as SCADA host 104. An exemplary HSD 102 is described in

additional detail in conjunction with FIG. 2 below.

[0041] Data connections 106 and 108 coupling HSD 102 to SCADA host 104
and transceivers 110A-C, respectively, may be implemented in any manner. In

various embodiments, these connections are logical connections over a bus or other
communications structure within a common computing host or other device.
Alternatively, connections 106 and 108 may be serial, parallel or other connections as
appropriate. Examples of serial technologies that could be used in various
embodiments include conventional RS-232 serial, universal serial bus (USB), IEEE
1394 ("Firewire") and the like, although other embodiments may use any other type of

open or proprietary communications schemes.

[0042] Each remote terminal system 121 suitably includes a remote terminal
unit (RTU) 118, a remote security device (RSD) 116 and a transceiver 114 as
discussed above. RTU 118A-E is any conventional SCADA remote station, including
any type of RTU, programmable logic controller (PLC) or the like. Typically, RTU
118 is a ruggedized computer system capable of communicating with a sensor, valve,
switch or other type of field instrumentation to implement a desired SCADA
monitoring or control function. Various standard and proprietary implementations of
SCADA RTUs 118 are commercially available from a variety of vendors.
Transceivers 114A-E are similarly implemented with any type of conventional wired
or wireless communications equipment as described above. Although not shown in
FIG. 1, transceivers 114A-E may interoperate with an internal or externally-connected

antenna to facilitate wireless communications as appropriate.

[0043] Each RSD 116 is a device, processing card, software application or
other module capable of securing communications between one or more RTUs 118A-
E and HSD 102. Like HSD 102, each RSD 116A-E is generally implemented as a
passive hardware and/or software module that is capable of encapsulating SCADA

information within a secure wrapper without impacting the rest of SCADA network
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100. Additional detail of an exemplary RSD 116 is presented below in conjunction
with FIG. 3.

[0044] In various embodiments, remote system 121 further includes one or
more optional cameras 122 for obtaining and recording visual information about RTU
118. Still-frame or motion video images may be obtained using camera 122, for
example, to further improve the security of remote system 121. In embodiments that
include cameras 122, video images may be stored within RTU 118 and/or RSD 116 as
appropriate to allow such images to be retrieved and viewed if the RTU is tampered
with or damaged. Alternatively, video images may be provided to HSD 102 or
SCADA host 104 to aid in remotely monitoring system 121. Cameras may be
optionally configured with motion sensors, light sensors or the like to detect
movement or human presence in the vicinity of RTU 118 to further improve the
efficiency and effectiveness of video security. Again, video security and camera 122
are optional features that may be implemented in certain embodiments, and are not

required for the practice of the general concepts set forth herein.

[0045] In operation, then, SCADA host 104 communicates with the various
RTUs 118A-E to obtain sensor data and to provide control instructions as appropriate,
with security devices 102 and 116A-E providing authentication and encryption as
desired. Communications may be provided in a secure mode to prevent unauthorized
reception or tampering. Further, various embodiments may provide a "pass-through"
mode in which encryption is disabled for certain non-secure transmissions, broadcasts
or the like. Data communications may be established in a point-to-point manner (e.g.,
as shown between host transceiver 110B and remote transceiver 114D in FIG. 1), or
may be established with multiple remote transceivers 114 tuned to a common radio
frequency or otherwise connected in a shared communications configuration to
receive broadcasts from a single host transceiver 110, thereby creating a broadcast
group 120 (e.g., as shown by host transceiver 110A and remote transceivers 114A-C
in FIG. 1). In a broadcast group configuration, each RSD 116 may be individually
addressed using any convenient addressing scheme. Further, HSD 102 may
communicate with each RSD 116A-C in broadcast group 120 using a cryptographic

key that is unique to that RSD, thereby making secure transmissions unintelligible to
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other RSDs that are not in possession of the unique key. Additional detail about
exemplary cryptographic techniques for authenticating and securing communications

is provided below in conjunction with FIGS. 4-7, as well as FIG. 9.

[0046] Referring now to FIG. 2, an exemplary HSD 102 suitably includes one
or more clear interfaces 202, 204, a process module 214 and one or more secure
interfaces 206, 208. HSD 102 may be implemented in any manner. As briefly
discussed above, HSD 102 may be implemented on a physically distinct computer
system from SCADA host 104. An Intel-based personal computing platform running
the LINUX operating system, for example, could be used in an exemplary
embodiment, although other embodiments may use widely varying hardware and/or
software platforms. Alternatively, HSD 102 may be partially or entirely integrated
into SCADA host 104 as appropriate. In still further embodiments, HSD 102 is
implemented in software running on SCADA host 104.

[0047] Interfaces 202, 204, 206 and 208 are any type of actual or virtual
interfaces to SCADA host 104 and/or transceivers 110. Such interfaces may be
software ports to various other computing processes, for example, or may be
implemented with serial or parallel ports within a computing host. In an exemplary
embodiment, interfaces 202, 204, 206 and 208 are RS-232 standard serial ports,
although other serial or parallel technologies (e.g., USB, IEEE 1394 and the like)
could be used in alternate embodiments. It is not necessary that each interface be of
the same type; indeed, some or all of the interfaces 202, 204, 206 and 208 may be
implemented with unique and varying interface techniques. Moreover, any number of
clear and/or secure interfaces could be used in various alternate embodiments, with
the number of clear interfaces being equal or unequal to the number of secure

interfaces.

[0048] Process module 214 suitably creates virtual connections 210, 212
linking clear interfaces 202, 204 and secure interfaces 206, 208 such that data arriving
at one interface is processed and output to the other interface in the link, and vice
versa. Data passed between the clear and secure interfaces may be simply "passed
through" HSD 102 without encryption, or may be encrypted/decrypted depending
upon the then-current operating mode of HSD 102. Although FIG. 2 shows virtual
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connections 210, 212 as connecting each clear interface 202, 204 to a unique secure
interface 206, 208, alternate embodiments may create virtual connections that switch,
multiplex and/or demultiplex communications between one or more interfaces.
Incoming communications from SCADA host 104 may be multiplexed in a one-to-
many scheme to multiple transceivers 110, for example, or communications received
from one or more transceivers 110 may be directed to multiple SCADA hosts 104 (or

multiple ports on a single SCADA host 104) in alternate embodiments.

[0049] Process module 214 also communicates with any number of other data
sources as appropriate. In the exemplary embodiment shown in FIG. 2, for example,
HSD 102 further includes a link table 216, an RSD table 218 and a configuration table
220, as well as a data log 222. Alternate embodiments may include additional, fewer
and/or alternate data sources as appropriate. These data sources may be stored in
memory or mass storage within HSD 102, or alternatively may be obtained from

remote data sources, including memory or mass storage affiliated with SCADA host

104.

[0050] Link table 216, for example, may be used to identify port numbers
associated with each interface 202, 204, 206, 208, as well as the relationships or
mappings between the various ports/interfaces. Link table 216 may also maintain
communications parameters for each virtual link, including link data rate, hardware or
software flow control parameters, data compression or encryption parameters and/or
the like. HSD 102 may also maintain a listing of RSD data 218 with such information
as remote device identification data, remote device master key information,
assignments to virtual links and the like. HSD 102 may further contain a database or
listing 220 of configuration parameters, including default values, timeout and retry
settings, or other parameters that apply to the overall HSD 102. Such parameters may
be set or updated according to user preferences or other factors. Each table 216, 218
and 220 may be stored in random access memory (RAM) associated with HSD 102,

or in any other appropriate location.

[0051] Similarly, HSD 102 may be configured to maintain a log 222 in
memory, mass storage or another appropriate location. Log 222 suitably maintains

information to allow for forensic analysis in the event of a security breach, system
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crash or other event. Such information may include records of configuration changes
and administration events occurring at HSD 102, device ID recognition events (e.g.,
discovery of invalid devices or valid devices on invalid links, as described below),
link activity (e.g., data dumps), cryptography-related packet activity (e.g., for a

specific remote device), and/or other information.

[0052] HSD 102 may have additional features as well. HSD 102 may provide
a graphical or textual user interface, for example, to allow an operator to make
configuration changes, to review or retrieve data stored in log 222, or for other
purposes. The interface may include user authentication/authorization, including one
or more levels of security and associated access privileges. Further, HSD 102 may
have a floppy drive, CD ROM drive, network interface, modem interface or the like to
allow for data backups, software upgrades, and/or remote access by administrators,

service technicians, and/or other approved users.

[0053] With reference now to FIG. 3, an exemplary remote security device
(RSD) 116 suitably includes a clear interface 304 and a secure interface 302 logically
interconnected by a process module 306 that encrypts/decrypts data passing between
the two interfaces. RSD 116 may be implemented with a printed circuit board (PCB)
or other data processing card, with one or more software modules, and/or with a
standalone computing device. In an exemplary embodiment, RSD 116 is implemented
with a microcontroller-powered circuit card that is optionally contained within a
housing. Again, alternate embodiments of RSDs 116 could be formulated on any

hardware and/or software platforms or environments.

[0054] RSD 116 suitably includes one or more memory modules 308 A-B for
storing data and instructions for processing module 306. Memory modules 308A-B
may be implemented with any type of static, dynamic or flash memory, for example,
or any other type of data storage media. FIG. 3 shows two memory modules 308 A-B
to facilitate software or firmware upgrades without risk of "crashing" RSD 116 if the
upgrade does not complete successfully, although such redundancy is a feature that is

not required in all embodiments.



WO 2008/109292 PCT/US2008/054992

13

[0055] Each interface 302, 304 may be a logical port or actual serial, parallel
or other interface for connecting cabling to RTU 118 and/or transceiver 114. In an
exemplary embodiment, interfaces 302, 304 are conventional DB-9 or DB-25 RS-232
serial ports, although any other type of serial, parallel or other interface could be used
in alternate embodiments. The various interfaces 302, 304 may be configured in any
manner, using any convenient data rate, hardware or software flow control, and the
like. Further, although FIG. 3 shows RSD 116 as having only a single secure interface
302 and a single clear interface 304, alternate embodiments may include two or more
secure and/or clear interfaces as appropriate. Such embodiments may enable RSD 116

to simultaneously support multiple RTUs 118 and/or multiple transceivers 114.

[0056] Process module 306 is any hardware and/or software module capable
of controlling the various features and functions of RSD 116. In various
embodiments, process module 306 suitably maintains virtual connection 303 between
secure interface 302 and clear interface 304. Process module 306 also negotiates with
the HSD 102 to establish and maintain secure communications, as well as to process
any control data as described more fully below. In various embodiments, RSD 116
defaults to a "pass-through" (i.e., unsecure) mode at power-up, and remains in this
mode until instructed by an HSD 102 to enter a secure mode. During secure mode,
processing module 306 suitably encrypts data received from RTU 118 via clear
interface 304 and decrypts data received from HSD 102 via secure interface 302. In
various embodiments, processing module 306 reduces latency by providing decrypted
data to RTU 118 before RSD 116 fully buffers and verifies that a complete encryption
packet has been received. Because large packet data streams may be provided to RTU
118 before the receiving and decrypting processes are complete, RSD 116 is able to
very efficiently handle SCADA information with little or no modification to the
underlying SCADA protocols. Exemplary cryptographic techniques are described

more fully below in conjunction with FIGS. 4 and 9.

[0057] Processing module 306 suitably remains in secure mode until
instructed by HSD 102 to return to pass-through mode or until RSD 116 is reset or
rebooted. Exemplary techniques for entering secure and pass-through modes are

described below in conjunction with FIGS. 6 and 7. Additionally, processing module
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306 may continually monitor data passing through virtual connection 303 to identify

"host signatures,” polling requests and/or other control messages sent from HSD 102.

[0058] Programming for RSD 116 may take place in any manner. In various
embodiments, RSD 116 is built on a platform that supports development in any
conventional programming language, such as the JAVA programming language
available from Sun Microsystems of Sunnyvale, California. Security may be further
enhanced through the use of dongles, hardware keys or other physical security
devices. In such embodiments, the dongle or other device must be physically present
in interface 302, interface 304 or another interface in RSD 116 to enable
programming, setup, troubleshooting, update or similar features. Insertion of a
security device may also trigger a request for a password or other digital credential to
further discourage tampering with RSD 116. Software or firmware updates may also

be securely processed via HSD 102, as described more fully below.

[0059] In a further optional embodiment, RSD 116 may include or
communicate with a camera 122 as briefly mentioned above. In such embodiments,
camera 122 provides still-frame and/or motion video to RSD 116 via an interface 310,
which may be any type of serial (e.g., USB, IEEE 1394, etc.), parallel, optical or other
interface as appropriate. Images from camera 122 are suitably provided to RSD 116
for storage in a database 314 and/or for transmittal to HSD 102, SCADA host 104
and/or another appropriate recipient. Camera 122 may be useful to improve the
security of RTU system 121 by providing visual images of RTU 118 at regular

intervals, in response to a signal from a motion detector or other sensor, or the like.

[0060] In operation, then, RSD 116 is suitably inserted between transceiver
114 and RTU 118 in RTU system 121 to secure communications between RTU 118
and HSD 102. As with HSD 102, RSD 116 transparently encrypts and decrypts the
underlying SCADA information passing through the device without regard to the
underlying protocols and formats, thereby allowing RSD 116 to be readily adapted to
any RTU, including legacy equipment.

[0061] Turning now to FIG. 4, an exemplary method 400 executable by HSD

102 to establish and process secure communications with any number of RSDs 116
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suitably includes the broad steps of broadcasting a polling message (step 402),
receiving responses from each RSD 116 (step 404), authenticating the RSDs 116 that
respond (step 414), and establishing communications (step 418) and control (step 420)
of the various RSDs 116. Further embodiments may contain additional steps as

described below.

[0062] When HSD 102 is activated (e.g., powered up), processing module 214
suitably transmits a polling message (step 402) to identify RSDs 116 present on each
remote link (e.g., the RSDs 116 that are reachable by each secure interface 208).
Polling messages may also be transmitted at regular or irregular intervals to identify
RSDs 116 that may have come online or dropped offline since the previous polling.
Further, polling may be initiated by a human operator via a user interface to HSD 102
and/or SCADA host 104 as appropriate. In various embodiments, the initial polling
message could be implemented as a simple "PING" message transmitted to a
broadcast address (e.g., 0xFFFF could be arbitrarily chosen as a broadcast address in
embodiments with a two byte addressing scheme) to obtain a response from each
RSD 116 receiving the "PING." Alternatively, HSD 102 could send "PING" messages
addressed to one or more known RSDs (e.g., RSDs identified in tables 216 or 218) to

provoke replies from only certain RSDs 116.

[0063] RSDs 116 respond to the polling message in any appropriate manner
(step 404). In various embodiments, each RSD 116 sends a reply ("PONG") message
back to HSD 102 in response to the polling ("PING") request. In other embodiments,
RSD 116 determines if response is necessary(e.g., if a response was previously sent to
the same HSD 102 within a relatively recent timeframe, or if the RSD 116 is already
authenticated with HSD 102), and sends the "PONG" reply only if the HSD needs
such information. If a response is necessary, RSD 116 formats a "PONG" message to
HSD 102 that includes the address/identification of the RSD 116, as well as any other
relevant information (e.g., software version or other data) as appropriate. In further
embodiments, RSD 116 waits for a period of predetermined or random period of time
prior to transmitting the "PONG" message to prevent simultaneous transmission by

multiple RSDs 116. In such embodiments, the PONG response may contain timing
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information (e.g., the wait time and/or the time of transmission) to allow HSD 102 to

calculate link delay times for communications sent to RSD 116.

[0064] Upon receipt of a "PONG" message or other reply to the polling query,
HSD 102 suitably validates the message (step 406) to determine if the replying RSD
116 is authorized to share SCADA information within system 100. Validation may
involve comparing the RSD identification against data stored in RSD table 218 to
verify that the responding RSD 116 is authorized to communication within system
100, as appropriate. Additionally or alternatively, HSD 102 compares the RSD
identification against data in link table 216 or the like to confirm that RSD 116 is
communicating on the proper link (i.e., is associated with a proper broadcast group
120). Validating RSD 116 in this manner prevents unscrupulous users from placing
rogue RSDs 116 within the system or from moving legitimate RSDs 116 from one
place to another. If a rogue RSD 116 is identified in step 406, HSD 102 suitably
provides an alert to an operator (step 408) as appropriate. Alerts may be visual,
audible or otherwise in nature, and/or the event may simply be recorded in log 222 for
further evaluation at a later time. HSD 102 may perform additional validation to

further improve the security of system 100 as appropriate.

[0065] HSD 102 may also automatically identify new RSDs 116 (step 410) as
appropriate. Although this step is shown distinct from step 406 in FIG. 4, in practice
steps 406 and 410 may be combined in any manner. If a new RSD 116 responds to the
polling message, the new device may be recognized and validated (step 412) in any
appropriate manner. An operator may be prompted to approve the new RSD 116, for
example, before allowing the new device to communicate within system 100. Upon
validation, entries for the new RSD 116 may be made in data list 218 or elsewhere as

appropriate.

[0066] To further improve security, each RSD 116 appropriately authenticates
with HSD 102 to further verify that the RSD 116 is authorized to transmit and receive
SCADA information within system 100. Authentication involves proving the identity
of the RSD 116 by providing a digital signature or other credential from RSD 116 to
HSD 102. One technique for authenticating RSD 116 and HSD 102 to each other is

described below in conjunction with FIG. 5.
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[0067] RSD recognition, validation and authentication continues (step 416)
until each of the RSDs 116 operating within a broadcast group 120 are identified and
processed as appropriate. When an RSD 116 is properly authenticated, data
communications proceed as appropriate. Communications may include data packets
(step 418) and/or control packets (step 420) for configuring the actions taken by one
or more recipient RSDs 116. For standard data communications (step 418), SCADA
information between the secure interfaces of HSD 102 and RSD 116 in a secure
manner, or in "pass-through" mode. As briefly described above, data transmitted in
"pass through" mode is not typically encrypted, but rather is sent "in the clear." While
such transmissions may be susceptible to interception and/or tampering, "pass
through" messages may be used to efficiently transmit non-sensitive information and
the like. For information sent in secure mode, the transmitting security device
appropriately encrypts the SCADA information stream using an appropriate
cryptographic technique to prevent interception or tampering during transmission.
Although any block or stream cipher could be used to secure data transmitted in this
mode, exemplary embodiments make use of conventional stream ciphers such as the
RC4, SOBER, SNOW, LEVIATHON or other cryptography algorithms. In other
embodiments, block ciphers such as DES, AES or the like may be used. In still further
embodiments, SCADA information is encrypted and immediately transmitted upon
receipt of SCADA information; that is, the security device does not wait for a
complete SCADA message to be received to begin encrypting and transmitting
encrypted data. Similarly, received secure data can be readily decrypted and
forwarded to the SCADA component associated with the security device before the
encrypted data is entirely received at the secure interface. As mentioned above, this
immediate processing of received data reduces latency in processing, particularly on

large data packets.

[0068] Control messages (step 420) may be sent as out-of-band or other
messages to provide information, to place a remote security device into a desired
operating state, or to provide other instructions to remote security devices as
appropriate. In various embodiments, each HSD 102 and RSD 116 scans each
message header to identify relevant control messages. Each control message may be

formatted according to a pre-defined protocol, with each control data recipient being
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programmed to recognize and process control data packets as appropriate. Examples
of functions that can be carried out by control data packets include information
queries (e.g., status requests, "PING" messages and the like), instructions to reboot or
reformat a remote device, software/firmware upgrades and the like. In various
embodiments, RSDs 116 may be configured to "self destruct” (e.g., to become
inoperable, or at least disable secure communication capability) in response to a
control data packet encrypted with a particular key or otherwise formatted in an
appropriate manner. Control data packets may also be used to request and transfer
video images from camera 122, database 314 and/or another source as appropriate.
Many other control features could be implemented in a wide array of alternate but

equivalent embodiments.

[0069] FIGS. 5-9 describe exemplary cryptographic techniques and structures,
although any other symmetric, asymmetric or other cryptographic techniques may be
used in a wide array of alternate embodiments. With reference now to FIG. 5, an
exemplary process 500 for authenticating RSD 116 and HSD 102 to each other
suitably includes the broad steps of generating random nonces at HSD 102 and RSD
116 (steps 502, 504), calculating secure hashes as functions of the two nonces (steps
506, 512) and checking that the hashes created by each device match to verify that the
remote device is indeed authorized to communicate within system 100 (steps 508,
516). Process 500 suitably verifies that both HSD 102 and RSD 116 are in possession
of a "master key," which is a bit sequence of any length that is unique to an HSD 102
and all RSDs 116 in secure communication with the HSD 102. Alternatively, each
RSD 116 may be associated with its own cryptographic key, with a copy of each RSD
key being stored with HSD 102. In such embodiments, process 500 verifies that both
the HSD and RSD are in possession of the same RSD key as appropriate. In other
equivalent embodiments, asymmetric cryptography (e.g., public and private key pairs)

could be used.

[0070] Authentication process 500 suitably begins with HSD 102 and RSD
116 each generating a random bit stream (steps 502 and 504, respectively). The bit
stream may be of any length (e.g., on the order of one to eight bytes), and is referred

to herein as a "nonce". In various embodiments the nonces are approximately thirty-
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two bits in length, and are randomly generated according to any technique. The

nonces are exchanged between HSD 102 and RSD 116 as appropriate.

[0071] After receiving the nonce from RSD 116, HSD 102 suitably calculates
a hash value using the two nonces and the master key (step 506). The hash is any bit
sequence computed as a duplicatable function of the input data. In various
embodiments, the hash is a "digest" that verifies the contents of the input data.
Various hash and digest algorithms are known in the cryptographic arts, including the
SHA-1 algorithm defined in FIPS-186-2, as well as the MD2, MD4 and MD35
described in numerous public resources. The calculated hash is then transmitted from

HSD 102 to RSD 116.

[0072] Upon receipt of the calculated hash from HSD 102, RSD 116 also
computes a hash or digest using the same algorithm and input data used by HSD 102.
If the underlying input data (e.g., the two nonces and the master key) processed by
RSD 116 and HSD 102 are identical, then the two resulting hashes should be identical
to each other (step 508). If the hash calculated by RSD 116 does not match the hash
received from HSD 102, then authentication is declined by RSD 116 (step 510) and a
negative acknowledgement ("NAK") message is transmitted to HSD 102. If the two
hashes match, however, the RSD 116 has verified that HSD 102 properly received the
nonce previously transmitted, that RSD 116 properly received the nonce transmitted
by HSD 102, and that the two devices are in possession of the same master key. RSD
116 then processes a second hash using the same input data (e.g., by reversing or
otherwise modifying the order of the input data, or by modifying the input data in any
other predictable manner) and transmits this second hash to HSD 102 (step 512).

[0073] If HSD 102 receives the "NAK" message from RSD 116 (step 514),
HSD 102 suitably concludes that authentication did not succeed. If a second hash is
received, however, HSD 102 attempts to duplicate the hash using techniques similar
to those described above. If the HSD 102 is able to verify the second hash calculated
by RSD 116, then authentication is accepted (step 520) and the RSD 116 is trusted or
otherwise allowed to communicate within system 100. Alternatively, if the hash is not
verified, RSD 116 is not trusted and authentication is denied (step 518).

Authentication results may be logged (e.g., in log 222) in any manner, and/or any
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authentication denials may be flagged or signaled to an operator for subsequent
action. Authentication denial could result from rogue devices communicating within
network 100, but also could result from communications errors, system malfunctions

or other factors that may be investigated as appropriate.

[0074] After HSD 102 and RSD 116 are authenticated to each other, secure
(and unsecure) communications can take place. With reference to FIG. 6, an
exemplary process 600 for initiating secure mode information exchange suitably
includes the broad steps of each device generating random nonces and session keys
(steps 602, 610), validating the keys generated by the other devices (steps 606, 614),
and acknowledging successful validation of the session keys (steps 618, 622). Process
600 allows HSD 102 and RSD 116 to generate and exchange session keys to allow

transmission and receipt of encrypted packets.

[0075] The transition to secure mode suitably begins with HSD 102 randomly
generating a nonce and a session key. Once again, the nonce is a random bit stream of
any length that is used to prevent "replay" attacks (i.e., attacks wherein a hostile party
"records" digital packets and plays them back at a later time). Since the nonce changes
each time the devices enter secure mode, packets replayed at a later time will be
invalid after the nonce embedded in the message expires. The session key is any bit
stream capable of use as a cryptographic key in sending or receiving secure data.
While key formats vary from embodiment to embodiment, exemplary types of
cryptographic keys are the result of numerical functions such as elliptical functions,
products of prime numbers and the like. After generating a nonce and session key,
HSD 102 suitably formats a "key exchange" message that includes the key, the nonce
and information that allows the key to be verified by RSD 116. Such information may
include a hash, digest or cyclic reduction code (CRC) of the key and/or nonce. In
various embodiments, the verification information is a CRC-32 digest of the key. This
information is arranged in a suitable format, encrypted with the master key for the

HSD 102, and transmitted to RSD 116.

[0076] RSD 116 receives the key exchange message from HSD 102 and
decrypts the message to extract the session key and nonce (step 604). The key is

validated using the validation information contained within the message (step 606) to
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verify that the proper key has been received. If RSD 116 is unable to validate the key
(step 608), a negative acknowledgement ("NAK") is sent back to HSD 102.

[0077] Although not strictly necessary, using separate session keys for
transmission and receipt of data further enhances the security of system 100 by
making communications interception and tampering much more difficult for a hostile
party. Upon successful validation of the HSD session key, then, RSD 116 suitably
generates its own key and nonce for the secure session (step 610). The key and nonce
are formatted in a key exchange format with validation information and encrypted
using the master key. The encrypted message is then transmitted to HSD 102 for

further validation and processing.

[0078] If HSD 102 receives a "NAK" message from RSD 116 (step 609),
secure mode is aborted. If HSD 102 receives a key exchange message from RSD 116,
however, the message is decrypted, and RSD key is validated using the CRC or other
validation information contained in the message (step 612). If HSD 102 is able to
validate the received session key (step 614), then the key is accepted and an
acknowledgement message is sent to RSD 116 (step 618). Otherwise, key exchange is
declined, a negative acknowledgement ("NAK") is sent to RSD 116, and processing is

terminated (step 618).

[0079] When RSD 116 receives an acknowledgement, RSD 116 enters secure
mode (step 622) and transmits a final acknowledgement ("ACK") to HSD 102, which
then enters secure mode upon receipt of the acknowledgement (step 624). When both
HSD 102 and RSD 116 are operating in secure mode, SCADA information
transmitted on each outgoing secure interface (e.g., interfaces 206, 208, 302 in FIGS.
2-3) is encapsulated in a security frame and encrypted as appropriate. Other
information (e.g., control information, status requests and other non-sensitive data)
may be transmitted without encryption, even when the device is operating in secure
mode. Each device suitably uses its generated session key to encrypt data, and the
received session key to decrypt data as appropriate. Other embodiments, however,
may operate in the opposite manner, using the generated session key as a decryption

key and the received key as an encryption key. Again, the various cryptographic
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techniques described herein may be modified in any manner, and any other techniques

may be used with a wide array of equivalent embodiments.

[0080] When the RSD 116 is no longer expected to transmit secure data, it
may be placed back into pass-through mode using any appropriate technique. With
reference to FIG. 7, an exemplary technique 700 for taking an RSD 116 out of secure
mode suitably includes the broad steps of generating a "key clear" message (step 702)
at HSD 102, validating the message at RSD 116 (step 706), and then returning to
pass-through mode (steps 710, 714) as appropriate.

[0081] Process 700 suitably begins with HSD 102 formatting a "key clear"
message (step 702) that includes a newly-generated random nonce (e.g., a sixty-four
bit nonce, or a nonce of any other length). The nonce is appropriately encrypted with
the master key, and a message is formatted containing the nonce in both encrypted
and non-encrypted format. The entire message is then encrypted with the session key

for the secure mode session and transmitted to RSD 116 as appropriate.

[0082] Upon receipt of a key clear message, RSD 116 suitably decrypts the
message to extract the new nonce (step 704). The encrypted nonce contained in the
message is decrypted using the master key, and the resulting nonce is compared to the
unencrypted nonce contained in the message to validate the nonce (step 706). If the
nonce is valid, RSD 116 accepts the request, switches to pass-through mode, and
transmits an acknowledgement ("ACK") to HSD 102 (step 710). If the RSD 116 is
unable to validate the nonce, the pass-through request is denied, a negative
acknowledgement ("NAK") is sent to HSD 102, and communications continue in
secure mode (step 708). If HSD 102 receives the acknowledgment (step 712), HSD
102 switches to pass-through mode for communications to that RSD 116. HSD 102
may continue to communicate with other RSDs in system 100 in secure mode, as
appropriate. To return RSD 116 to secure mode, new session keys are generated and
validated as described above. Accordingly, processes 600 and 700 may be used to
"clear" the session keys and create new keys even when continued secure
communication is desired. Resetting the session keys on a periodic or a periodic basis
improves the security of system 100 by making key interception more difficult, and

by shortening the window of opportunity for successful replay attacks.
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[0083] Secure data transmissions may be made within system 100 using any
cryptographic and data communications formats. In various embodiments, SCADA
information is appropriately encrypted using a stream cipher or the like, and the
encrypted data is encapsulated within an appropriate data frame. With reference now
to FIG. 8, an exemplary data structure 800 suitable for transmitting encrypted
SCADA information suitably includes a header 8§02, a payload 804 and a trailer 806.
Each of these data fields suitably contains digital information that can be exchanged

between HSD 102 and any number of RSDs 116A-E.

[0084] Data structure 800 may be used with either control packets and/or data
packets. In various embodiments, header field 802 and trailer field 806 have a fixed
length, with the payload field 804 having a variable length that is dependent upon the
amount of data being transmitted. In an exemplary embodiment, header field 802 is
defined as having about sixteen bytes of information and trailer field 806 is defined
with about four bytes of information, although fields of any length could be used in

alternate embodiments.

[0085] Header field 802 suitably includes metadata about data structure 800
and/or about data contained within payload field §04. In various embodiments, header
field 802 suitably includes a preamble (e.g., a predefined bit sequence that identifies
the beginning of a packet), packet attribute data (e.g., two or three bits identifying the
packet as a data packet, control packet or the like), an address of a destination (e.g., a
one to four byte address of the data receiver; broadcast messages may be sent to a
"broadcast address" such as OxFFFF), and a packet identifier (e.g., a number that
indicates the packet's place in a multi-packet data sequence and/or provides an
initialization vector for a cryptography engine). An exemplary trailer field 806
suitably includes a CRC, digest or other information to allow verification of data
contained within message 800. Trailer field 806 may also include a pre-determined bit
sequence that indicates the beginning of the trailer in various embodiments. Other
embodiments, however, may incorporate widely varying data formats, with alternative

or additional information stored in the packet header 802 and trailer 806.

[0086] Referring now to FIG. 9, an exemplary process 900 for encrypting

SCADA information for transmission to a remote receiver suitably includes the broad
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steps of receiving the SCADA information (step 902), transmitting the header field
802 (step 904), encrypting and transmitting the payload data stream 804 (steps 908,
910), and transmitting trailer field 806 (step 914) as appropriate. Alternate
embodiments may deviate from process 900 in any manner, and/or may include

additional or alternate steps to those shown in FIG. 9.

[0087] When SCADA information is received at HSD 102 or RSD 116 (step
902), the security device creates data packets 800 to encapsulate and encrypt bytes of
data received at the clear interface. The incoming bytes generally consist of part or all
of a packet from the underlying SCADA protocol, although the techniques described
herein may be used with any type of information and/or any underlying data formats

or protocols.

[0088] Upon receipt of SCADA information on the clear interface, the
security device appropriately formats a header field 802 as described above (step
904). As noted above, header field 802 appropriately contains meta-data about the
packet 800 and/or payload 804, and provides the data recipient with information to
allow proper decryption and/or processing of the payload data 8§04. In various
embodiments, header 802 may be provided to the secure interface or otherwise
transmitted to the recipient immediately upon receipt of SCADA information, or at
least as soon as the security device has enough information about payload field 8§04 to
formulate a suitable header 802. By transmitting header 802 while payload data 804 is

still being received/processed, latency in transmission may be significantly reduced.

[0089] Prior to processing the packet payload 804, the security device
initializes the cryptography engine (i.e., the portion of process module 214 or 306 that
allows for digital encryption) as appropriate (step 906). Initialization may involve
setting an initialization vector (e.g., corresponding to the packet number contained in
header field 802) to provide a seed for random number generation or the like.
Although FIG. 9 shows initialization (step 906) taking place immediately after header
transmission (step 904), in practice this initialization may take place prior to or

simultaneously with header transmission.
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[0090] When the cryptography engine is initialized, encryption of the payload
bytes (step 908) may commence. As noted above, encryption may take place using
any technique or algorithm, including any block or stream cipher presently known or
subsequently developed. In an exemplary embodiment, bytes of SCADA information
are processed as they are received at the clear interface using the encryption algorithm
and the session keys described above, and encrypted data is immediately transmitted
(step 910) as it becomes available. Again, this immediate transmission reduces
latency and overhead associated with the encryption process. Encryption and
transmission (steps 908, 910) may therefore process concurrently with data receipt

(step 902) until all data is received (step 912).

[0091] When all data is transmitted, process 900 suitably concludes by
transmitting trailer field 806, which suitably contains a CRC or other representation of
the data in message 800 that allows the recipient to verify that the data received is
complete and accurate. Due to the variable length of payload data 804, trailer 806 may
be transmitted after a timeout period (e.g., after no data is received at the clear
interface for a period of time), after a maximum amount of data has been transmitted,
and/or according to any other criteria. In an exemplary embodiment, each security
device 102, 116 supports a configurable maximum payload size (MPS) for the clear
interface. Such a parameter may be stored, for example, in the configuration table 220
shown in FIG. 2, and/or may be implemented as an integral part of the
communications protocol. Upon receipt of a maximum amount of payload data, the
sending security device appropriately formats and sends a trailer including the CRC,
with additional SCADA information being transmitted as a payload 804 in a separate

message 800.

[0092] In various further embodiments, the recipient maintains a "running"
CRC of received data that is compared against received data. When a match is found,
the recipient knows that the end of payload data 804 is reached and trailer field 806
has begun. In such embodiments, the transmitting device may verify that the CRC bit
sequence does not naturally appear in the data stream, which could result in a false
understanding by the receiver that the end of a data packet 800 had been reached. In

such cases the data packet may be prematurely terminated (e.g., a trailer 806
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transmitted), with the additional data being sent in a follow-up packet 800. The
transmitting and/or receiving devices may also check for null packets or other

undesirable events that may occur during transmission.

[0093] With final reference now to FIG. 1, a new system 100 securely
transmits SCADA information and other data between a SCADA host 104 and any
number of remote terminal units 118A-E using security modules 102, 116A-E. Each
security module 102, 116A-E is logically positioned between the communicating
device and a transceiver to allow information to be encapsulated within a secure data
framework. Because security is maintained by separate modules, the underlying
SCADA information and devices need not be modified, thereby allowing

implementation across a wide array of new and legacy systems 100.

[0094] In an alternate exemplary embodiment illustrated, for example, in
FIGS. 10-12, the data (i.e., SCADA information) being transferred between control
host 104 and RTU(s) 118 is compressed by either HSD 102" or RSD 116/,
respectively, prior to being encrypted, and is decompressed by either RSD 116’ or
HSD 102, respectively, after it is decrypted. Due to the nature of SCADA systems
and the desire to have the least possible impact on the system and the data
communicated therein, in a preferred embodiment, the data is compressed and
decompressed using lossless-type compression techniques. Any number of lossless
compression techniques, or derivations thereof, can be employed. For example,
known methods/algorithms such as LZW, LZ78, LZ77 and Huffman-type
compression may be used. In one exemplary embodiment, a variant of the LZW
algorithm is used. In this algorithm, the compressor tunes its compression statistics
for all packets that are communicated from HSD 102’ to a particular RSD 116’, and
vice versa, taken together as a single data set, as opposed to basing the statistics on the
data in a single packet. Accordingly, this algorithm results in the creation of a
compression dictionary table (or statistics tree) that optimizes compression, regardless

of the length of the individual packets.

[0095] With reference to FIG. 10, a general implementation of a compression
feature for both HSD 102’ and RSD 116’ is illustrated. This arrangement is generally
applicable to both HSD 102" and RSD 116’, however, for the sake of ease of
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explanation, the following description will focus on HSD 102". It should be noted,
however, that the following description is equally applicable to RSD 116". As shown
in FIG. 10, HSD 102’ includes compression and decompression modules 1000, 1002
to respectively compress and decompress data passing therethrough. In an exemplary
embodiment, compression engine 1000 includes a compression engine 1003 and a
storage module 1004. Similarly, decompression engine 1002 includes a
decompression engine 1005 and a storage module 1006. Each storage module 1004,
1006 is configured for storing at least a local copy of the particular master
compression dictionary table Dyaster being used to compress/decompress the data
being passed therethrough. HSD 102" also includes a static storage module 1008 for
storing a master copy of a compression dictionary table DyasTer to be used in
compressing the data. For reasons that will be described in greater detail below,
master dictionary table Dyaster is further labeled with a time indicator 1010, which,

in an exemplary embodiment, takes the form of a sixteen-bit integer.

[0096] In operation, data is sent to the clear interface 202 of HSD 102’. Upon
receipt of the data, HSD 102’ assembles an uncompressed and non-encrypted packet
containing the data. The packet is then transferred to compression module 1000.
Prior to compressing the data, compression module 1000 makes a new copy of the
master dictionary table Dyaster from static storage module 1008, and saves it in
storage module 1004 of compression module 1000 such that compression module
1000 includes a local copy of the master dictionary table Dyiaster, Which is
represented as Drocar in storage module 1004. In this instance, table Dyocar is used
by compression engine 1003 to compress the data being transferred from the clear
interface 202 to the secure interface 206 of HSD 102’. Once the data is compressed,
the compressed packet is encrypted and then sent to secure interface 206 where it is

sent to its destination (i.e., RSD 116’ or RTU 118).

[0097] Conversely, for compressed data received at secure interface 206 from,
for example, RSD 116/, the reverse process occurs. More particularly, after the
received data is decrypted, decompression module 1002 makes a new copy of the
master dictionary table Dyaster from static storage module 1008, and saves it in

storage module 1006 of decompression module 1002 such that decompression module
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1002 includes a local copy of the master dictionary table Dyiaster, Which is
represented as Dy ocay in storage module 1006. In this instance, table Dyocay is used
by decompression engine 1005 to decompress the data being transferred between
secure interface 206 to the clear interface 202 of HSD 102'. Once decompressed, the
data is sent to clear interface 202 where it is then transferred to its ultimate destination

(i.e., control host 104).

[0098] In order for HSD 102" and RSD 116’ to successfully communicate
compressed data therebetween, each must be compressing and decompressing the data
from master compression dictionary tables that have identical time indicator values
1010. Either HSD 102" or RSD 116’ can inform the other of the time indicator 1010
of its master table DyasTer using a PING/PONG technique similar to that described
herein above with respect to the authentication process between HSD 102’ (102) and
RSD 116 (116). Accordingly, in one exemplary embodiment, either HSD 102’ or
RSD 116’ can inform the other of its master dictionary table’s time indicator by
sending a PING packet to the other. Conversely, either HSD 102" or RSD 116’ can
determine the time indicator 1010 of the master dictionary table Dyaster 0f the other
by examining a PONG packet that is sent by the other. Before any compressed
packets are sent between HSD 102" and RSD 116’, HSD 102’ or RSD 116’, depending
on which device is sending the packet, must have received the PONG packet from the
receiving device, and the time indicators 1010 of the master dictionary tables stored in
the respective static storage 1008 of each device must match. It should be noted that
these PING and PONG packets are never themselves compressed. It should be further
noted that in an exemplary embodiment, only the data being sent as packets (whether
data packets or control packets) is compressed. If data is simply being passed through
the link (i.e., from clear interface 202 to secure interface 206, or vice versa) without
being encapsulated in an encrypted packet, then compression is not applied.
Additionally, in an exemplary embodiment, if it is determined that the packets being
compressed are actually shorter in length than the compressed packets, the packets

will be sent uncompressed.

[0099] With reference to FIGS. 11 and 12, a more detailed description of the

exemplary compression algorithm and an exemplary implementation thereof is
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illustrated. Once initialized, HSD 102’ reads the compression dictionary table from
static storage 1008, which serves as the master dictionary table Dyjaster. As
described above, HSD 102’ makes a copy of the master table Dyaster before
compressing or decompressing each packet. The copy of this table, referred to herein
as DiocarL, 18 locally stored in the storage module 1004 of compression module 1000.
In one exemplary embodiment, when sending the initial PING sequences described
above that identify and authenticate the RSD(s) 116" to HSD 102’, HSD 102’ notes the
time indicator 1010 for the master table Dyaster stored in the static memory 1008 of
RSD 116, which is reported back to HSD 102" in the PONG packet from each RSD
116’ responding to the PING packet. If the HSD 102’ detects that the master table of
one or more of the RSDs 116" has a different time indicator than the time indicator
1010 of the locally stored table Diocar, and thus, master dictionary table DyasTer,
then it recognizes that a different master compression dictionary table is being used
by the particular RSD 116’. In this instance, HSD 102’ initiates a file transfer
exchange with the corresponding RSD 116’ to send a copy of the master dictionary
table Dyvaster stored in static storage 1008 of HSD 102'. Once Dyaster of HSD 102’
is received by RSD 116, RSD 116’ updates its master dictionary table with the master
dictionary table Dyaster sent by HSD 102’, and begins reporting the new and correct
time indicator that matches time indicator 1010 in its PING/PONG packets to HSD
102". Once HSD 102’ receives such a PONG packet, thereby verifying the correct
master dictionary table is being used by both devices, uncompressed packets can be
compressed by compression engine 1003 and sent by HSD 102’ to RSD 116/, and
compressed packets received by HSD 102’ can be decompressed by decompression

engine 1005.

[0100] Subsequent to the reading of master dictionary table Dyaster stored in
static storage 1008 that occurs upon the initialization of HSD 102’, HSD 102’ has the
ability to dynamically improve the compression ratio of the system. This is
accomplished by HSD 102’ creating “new” or updated master dictionary tables
(DmasTER1> DMASTER2,- - -» DMaSTERN) tO replace prior versions of the master table
Dwmaster so that data is compressed/decompressed with greater efficiency. In order to
do so, HSD 102’ creates a model dictionary table, Dyopger, that is separate from the

master dictionary table Dyaster, but that initially has the same contents as Dyaster.
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However, as will be described in greater detail below, unlike master table DyjasTer,
which is not updated with each successive compression, model dictionary table
Dwopegr 1s continuously updated with each successive compression. To build a better
statistics model, HSD 102’ compresses each packet twice, once using compression
engine 1003, and once using a second compression engine 1012, which in an
exemplary embodiment, is located within compression module 1000. As described
above, compression engine 1003 utilizes the local copy (Drocar) of master dictionary
table Dyaster that is stored in storage module 1004 of compression module 1000.
Second compression engine 1012 utilizes the model dictionary table Dyjopgr., which,

in an exemplary embodiment resides in storage module 1008.

[0101] With reference to FIG. 12, when data passing through HSD 102’ needs
to be compressed, compression engines 1003 and 1012 compress the data using their
respective dictionary tables as set forth above. Only the output of compression engine
1000 is provided to the secure interface 206 for transmission to the destination of the
data (i.e., RSD 116" or RTU 118) or may be provided to an encryption module to be
encrypted prior to being transmitted to its destination. The output of compression
engine 1003 is also compared with the output of the engine 1012. In an exemplary
embodiment, this comparison is carried out using two separate counters 1016, 1018.
Counter 1016 contains the number of bytes in the compressed output created by
engine 1003 using the dictionary table D;ocar. Counter 1018 contains the number of
bytes in the compressed output created by engine 1012 using the dictionary table
Dwyoper. The compression results (i.e., counters 1016, 1018) are then compared to see
whether the model dictionary table Dyiopgr is performing better than the local master
dictionary table Dy ocar (and, therefore, master table Dyjaster). In an exemplary
embodiment, the model dictionary table Dyopgr Will be deemed to be performing
better if the difference in the length of the two corresponding compressed packets
exceeds a predetermined percentage for a predetermined amount of time (i.e., the
compressed output of engine 1012 is sufficiently shorter in length than that of the
output of engine 1003). In one exemplary embodiment, this predetermined
percentage is ten percent (10%) and the predetermined amount of time is thirty
minutes. It should be noted, however, that the system can be tuned or adjusted to

have different thresholds depending on the application and the requirements thereof.
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Additionally, in an exemplary embodiment, two additional counters are employed,
one for each compression engine, that are configured to count the number of bytes of
the decompressed data (i.e., the length of the prior to compression). This allows the
system, and HSD 102’ in particular, to determine the compression ratio of each engine
by comparing the length of the decompressed data with the length of the respective
compressed data output by each compression engine. In one exemplary embodiment,
the compression rations can be compared to determine which engine is performing
better, and to swap compression dictionaries as described above if the ratios differ by

a certain amount.

[0102] If the difference in the length of the two corresponding compressed
packets does not exceed the predetermined thresholds, then the compression process
repeats itself with no change to the master dictionary table Dyaster stored in static
storage 1008. Accordingly, when the next packet is presented to compression module
1000 for compression, the local copy Diocar. of master dictionary table Dyaster 1S
over-written with a new copy of DyvasTer, and stored locally in the storage module
1004 of compression module 1000. Therefore, the same master table Dyaster stored
in static storage 1008 continues to be used. Compression engine 1003 then uses this
local dictionary table to compress and send the data to its destination. Meanwhile,
compression engine 1012 continues to use dictionary table Dyopgr, which, as briefly
described above, is now “smarter” than it was previously since it is updated with each

successive compression.

[0103] More specifically, unlike master dictionary table DyasTter, model
dictionary table Dyiopgy is not refreshed (i.e., copied and stored locally) after each
packet is compressed, but rather is continuously updated with the occurrence and
frequency of each repeating string of bits. Similarly, as each compressed packet
received by HSD 102’ from, for example, RSD 116’, is decompressed using
decompression engine 1005 and the local copy of Dyaster stored therein, the
decompressed output is then re-compressed by the second compression engine 1012
using model dictionary table Dyioper.. Dwmoper 18 then updated as a result of this “re-
compression” of the decompressed data. Additionally, since HSD 102" already knows

the length of the compressed date sent from RSD 116/, by virtue of receiving the
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compressed data and also knowing and publishing the dictionary table used by RSD
116" in compressing the data (i.e., DyasteR), the output of compression engine 1002
can be and is compared with the known length of the compressed data sent by RSD
116’ to determine whether Dyopgr is performing better than DyasTer. If it is
determined that Dyopgr is performing better than Dyaster, then Dyaster 1S replaced
with Dyiopgr as described above. Accordingly, this re-compression of data is carried
out for the purpose of building a better model dictionary table Dyopgr. Therefore, as
time goes on, and with each successive compression and decompression taking place
in HSD 102', Dyoper gets “smarter” than the current master table Dyaster. Thus, a
different version of Dyvoper (Dmobpgeri> DvobpEeLs- - -» Dyvopery) 18 used for each
successive packet being compressed, or re-compressed, as the case may be. As each
packet is compressed, the above described comparison is then made and depending on
the outcome, the process either repeats itself, as described above, or changes, as

described below.

[0104] Accordingly, if it is determined that the model dictionary table DyiopgL
is performing better (as described above), then a new master dictionary table,
Dwmaster1, 18 generally created by replacing the previous master dictionary table
Dwmaster With the current model dictionary table Dyioper (DvopgLt, Dvoper2s . - -
Dwmopern, as appropriate). A new model dictionary is then created and set to an initial
state such that the “new” Dyiopgr starts off “dumb” and then gets “smarter” as
successive packets are received and compressed, thereby updating itself as described
above. Additionally, the respective counters 1016, 1018 are also reset to zero when
this change occurs, and the comparison routine repeats itself. Once the new master
dictionary table Dyaster) 1S created, HSD 102’ initiates a file transfer exchange to
send the new master table Dyaster) to each RSD 116’ so that compressed data can be

successfully communicated and decompressed.

[0105] With reference to FIG. 11, while the above described updates to the
master dictionary table Dyaster are taking place, HSD 102" maintains two master
dictionary tables, the original or old master table Dyaster, and the new master table
Dwmasteri- When sending packets to an RSD 116 that still has the old master table

Dwmaster, HSD 102" uses a local copy Drocar of the old master table DyviasTer.
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Conversely, when the RSD 116’ to which the packets are addressed has the new
master table Dyiaster1, @ local copy of the new master table Dyaster; is used. Once
all of the RSDs 116’ receive the new master table DyiasTer1, the old master table
Dwmaster is discarded. In one exemplary embodiment, HSD 102’ maintains separate
new master, old master and model tables for each link in the system (i.e., for each
clear interface/secure interface pair). This allows a system having different protocols
on different links to optimize overall compression ratios since different tables may be
needed for different links. Additionally, in an exemplary embodiment, HSD 102" is
further configured to allow a system administrator to “reset” the compression
statistics/tables. This allows the dictionary table to be reverted back to a permanently
stored initial master compression table (i.e., Dyaster). In such an embodiment, each
RSD 116’ can also be reverted back, as each RSD 116’ also has the same initial

compression table stored therein.

[0106] With reference to FIG. 13, in order to accommodate the above-
described exemplary compression feature, an alternate embodiment of data structure
800, and header 802, in particular, is required. Accordingly, data structure 800’
includes a header field 802, a payload field 804 and a trailer field 806. Header field
802’ is defined as having about nine bytes of information to reduce the overall
transmission overhead. In an exemplary embodiment, header field 802’ suitably
includes a preamble (e.g., a predefined bit sequence that identifies the beginning of a
packet) having a length of about two bytes, a destination address (e.g., a one to four
byte address of the data receiver), field packet attribute data (e.g., two or three bits
identifying the packet as a data packet, control packet or the like, and identifying the
type of compression used), and a packet identifier (e.g., a number that indicates the
packet's place in a multi-packet data sequence and/or provides an initialization vector
for a cryptography engine). It should be further noted that when compression is
applied, compression begins with the first byte of the packet payload 804 and
continues to and includes the CRC in trailer field 806. Additionally, in an exemplary
embodiment, the above-described compression technique further requires that an
additional “End of Data ESC” sequence be compressed and output at the very end of

each packet to mark the end of the compression stream.



WO 2008/109292 PCT/US2008/054992

34

[0107] It should be noted that while only one exemplary compression
technique was described in great detail above, the present invention is not so limited.
Rather, other forms of compression can be used that remain within the spirit and

scope of the present invention.

[0108] With reference now to FIGS. 14-18, and FIG. 14 in particular, in yet
another alternate exemplary embodiment of SCADA system 100, one or more remote
devices, such as one or more RTUs 118 and/or the control devices (i.e., sensors,
valves, switches or other types of field instrumentation to implement desired SCADA
monitoring and/or control functions) to which RTUs 118 communicate (hereinafter
referred to as control devices 119), are accessible remotely via one or more
communication lines (i.e., telephone lines, in one exemplary embodiment) connected
to modems that are coupled to RTUs 118 and/or control devices 119. In other words,
these devices can be accessed through the “back-door” of the system (i.e., the
opposite side of RTUs 118 from control host system 101, and therefore, control host
104 and HSD 102). Such an arrangement allows for maintenance personnel, for
example, to perform maintenance or diagnostics on one or more of the RTUs 118

and/or control devices 119 without having to go through host 104 and/or HSD 102.

[0109] With continued reference to FIG. 14, each RTU 118 includes at least a
first port 1020 that is configured for coupling to RSD 116, a second port 1022
configured for coupling to one or more of control devices 119 to allow for the transfer
of SCADA information therebetween, and a third port 1024, different from both the
first and second ports 1020, 1022, configured for coupling to a modem connected to
one or more communication lines. Similarly, each control device 119 includes at least
a first port 1026 configured for coupling to at least one RTU 118 to allow for the
transmission of SCADA information therebetween, and a second port 1028, different
from first port 1026, configured for coupling to a modem connected to one or more
communication lines. Accordingly, in light of the above, in an exemplary
embodiment system 100’ further includes one or more dial-up modems 1030
configured to connect one or more communication lines 1032, such as for example,
telephone lines, with one or more remote devices, such as, for example, RTUs 118

and/or control devices 119.
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[0110] In order to secure system 100’ from attacks originating through
communication lines 1032 and modems 1030, as illustrated in FIG. 14, one or more
security modules 1034 are logically placed between and coupled to one or more
modems 1030 and the RTUs 118 and control devices 119 that communicate with
modems 1030. Security module 1034 is configured to control access to the respective
RTUs 118 and/or control devices 119 through the modems 1030 to which RTUs 118
and/or control devices 119 are coupled. Accordingly, the respective ports described
above that allow for RTUs 118 and control devices 119 to be connected to modems
1030 are used to connect RTUs 118 and control devices 119 to security modules 1034
rather than directly to modems 1030. Security modules 1034 may be separate and
distinct from modems 1030 (i.e., not within the same housing), or may be integrated
with modems 1030 and thus housed within the same housing. For the purposes of
explanation, an embodiment wherein security modules 1034 are separate and distinct
from modems 1030 will be described hereinafter. Additionally, for the sake of
simplicity of description, an embodiment having a single modem 1030 and a single
security module 1034 will be described in greater detail below. It should be noted,
however, that the present invention is not limited to such arrangements, rather a
number of other arrangements having one or more modems and/or security devices
remain within the spirit and scope the invention (i.e., in another embodiment, there

are four modems 1030 that each feed into a single security module 1034).

[0111] In a preferred embodiment illustrated in FIG. 14, security module 1034
takes the form of a controller board that, at the most basic level, includes a printed
circuit board, a processor and memory. In an exemplary embodiment, the processor
of security module 1034 is configured to store one or more configurable operational
parameters for security module 1034, as will be more fully described below. Security
module 1034 further includes at least a first port 1036, a second port 1038 and a third
port 1040. First port 1036 is configured to receive a line from modem 1030 and, in an
exemplary embodiment, takes the form of a serial port configurable as an RS-232
interface (i.e., a data terminal equipment (DTE) port). Second port 1038 is configured
for connection to RSD 116 (for purposes which will be described in greater detail
below), and in an exemplary embodiment takes the form of a serial port configurable

as an RS-232 interface (i.e., a data communications equipment (DCE) port). Third
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port 1040 is configured for connection to an RTU 118 or a control device 119 and, in
an exemplary embodiment, takes the form of a serial port configurable as an RS-232
interface (i.e., a DTE port that is connected to port 1024 of RTU 118 or port 1028 of
control device 119, as appropriate). In one exemplary preferred embodiment security
module 1034 yet still further includes a fourth port, such as a serial port configurable
as an RS-232 interface (i.e., a DTE port), for future use. While this preferred
embodiment includes the aforementioned ports, it should be noted that it is
contemplated that security module 1034 can be expanded to have more or less ports.
For instance, in one embodiment, security module 1034 is configured to be coupled
with four modems 1030, and thus, includes four of the “first” ports 1036. Similarly,
as shown in FIG. 14, security module 1034 may be coupled to multiple RTUs 118
and/or control devices 119, and thus, may include a plurality of the “third” ports 1040.
Accordingly, security modules having more or less ports than that described above
remain within the spirit and scope of the present invention. It should be further noted
that the specific types of ports set forth above are provided for exemplary purposes
only and are not meant to be limiting in nature. Rather, one of ordinary in the art will
recognize that any number of types of ports can be used, and thus, these types of ports

remain within the spirit and scope of the present invention.

[0112] In operation, security module 1034 acts to intercept
maintenance/diagnostic access calls to the modems 1030 placed on communication
lines 1032 that are directed to one or more RTUs 118 and/or control devices 119. In
an exemplary embodiment, security module 1034 requires the user initiating the call
(i.e., maintenance personnel) to enter certain predetermined identification
information, such as, for example, a valid user ID, a password, and/or other
authenticating credentials, before being connected to the desired RTUs 118 and/or
control devices 119. As will be described in greater detail below, in an exemplary
embodiment, once the user inputs a user ID and password, the user ID and password
are compared with authorized user information stored in a centralized user database
1042 to determine whether the user is authorized to access the desired equipment. It
should be noted, however, that as briefly mentioned above, the required user
identification information need not be limited to only a user ID and password, but

rather other forms of authenticating credentials may be used. For example, in an
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alternate exemplary embodiment, the user will have a security device comprising a
randomly changing numerical value that changes in synch with a
corresponding/complementary changing numerical value residing within control host
system 101 (i.e., in HSD 102 of control host system 101). These synchronized

numerical values can also be used to authenticate a user.

[0113] If the user is authorized, security module 1034 serves as a pass-through
to the corresponding RTUs 118 and/or control devices 119 that the user wishes to
access, and the user can then interact with the menus thereof, for example. If,
however, the user is not authorized, access to the corresponding RTUs 118 and/or
control devices 119 is denied and the user is, for example, disconnected from the

system or prompted to enter the correct user information.

[0114] In the exemplary embodiment illustrated in FIG. 14, the centralized
user database 1042 is located within SCADA control host system 101, and in one
exemplary embodiment, in control host 104 of host system 101. It should be noted,
however, that in other exemplary embodiments, the user database 1042 may be stored
in HSD 102 or external to control host system 101, such as, for example, in an LDAP
server or Active Directory tree. In the particular embodiment wherein database 1042
resides within control host system 101, security module 1034 communicates with
control host system 101 through the link between RSD 116 and HSD 102.
Accordingly, security module 1034 sends information to RSD 116 through its second
port 1038.

[0115] With reference to FIGS. 14 and 15, in order to operate as described
above, several layers of authentication must occur (See, for example, FIG. 15, which
shows in general and diagrammatic terms how a user is ultimately authenticated to
access RTU 118 and/or control device 119). In no particular order, RSD 116 and
control host system 101, or more particularly, HSD 102, must be authenticated with
each other to allow for the exchange of information from the control host system 101
side of system 100’ to the remote side of system 100’. Second, security module 1034
and RSD 116 must be authenticated with each other to ensure that users attempting to

gain access do so through a valid security module 1034. Third, the user itself must be
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authenticated with control host system 101 (i.e., the centralized user database 1042) to

ensure the user seeking access is authorized to do so.

[0116] With respect to the authentication between the RSD 116 and HSD 102,
the method of authentication described above is applicable hereto with full force and
effect. Accordingly, in light of the detailed description of this method set forth above,
this description will not be repeated here. When RSD 116 responds to the
authentication process initiated by HSD 102, it also reports to HSD 102 the fact that a
security module 1034 is present. HSD 102 then configures certain operational
parameters of security module 1034 and sends the same to security module 1034 via

RSD 116.

[0117] With respect to the authentication between the RSD 116 and security
module 1034, in an exemplary embodiment, the known authentication process
illustrated in FIG. 16, which employs a symmetric key model, is used. This process is
similar to that described above with respect to the authentication of the RSD 116 and
HSD 102. It should be noted, however, that the present invention is not limited to this
process. Rather, those of ordinary skill in the art will appreciate that any number of
authentication processes and techniques exist that can be used to carry out the

authentication.

[0118] Once RSD 116 and security module 1034 are authenticated by the
process illustrated in FIG. 16, for example, the user seeking access to the system is
then authenticated as described generally above, and as specifically illustrated, in one
exemplary embodiment, in FIG. 17. In a first step of this illustrated embodiment,
security module 1034 collects the user identification information (i.e., user ID and
password) from the user attempting to gain access, and calculates a hash of the
password entered (step 1044). The password hash is encrypted with the master key
shared by the control host system 101 (i.e., in centralized database 1042), the RSD
116 and the security module 1034. A packet having the arbitrary designation of
RMTEVENT (i.e., which represents an event at the security module), for example, is
then sent to the control host system 101, and HSD 102, in particular, to request login
(step 1046). As described above, security module 1034 communicates with control

host system 101 through RSD 116. Accordingly, RSD 116 simply acts as a relay
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means and passes the packets through from security module 1034 to control host

system 101 (through HSD 102, if appropriate).

[0119] Once control host system 101 receives the RMTEVENT packet,
control host system 101 looks up the user ID in the centralized user database and
verifies that the password hash provided matches the password hash in the database
(step 1048). In one exemplary embodiment, HSD 102 queries control host 104, in
which centralized database 1042 is stored, as to whether the provided user ID and
password are present in database 1042. If the password hashes match, control host
system 101 (i.e., HSD 102) computes the hash of the user ID, the hash of the
password, a byte signaling “success” and the master key (step 1050). If the password
hash does not match, control host system 101 computes the hash of the user ID, the
password hash, a byte signaling “failure” and the master key (step 1052). In either
case, the hash is sent to security module 1034 with a HASHRESP packet (step 1054a
or 1054b, respectively).

[0120] The security module 1034 is configured to validate that the password
was successfully entered by computing the hash of the user ID, the password hash and
the master key. The hash computed by security module 1034 is then compared with
the hash sent in the HASHRESP packet (step 1056). If the hash from the
HASHRESP packet matches this hash value, the login is accepted (step 1058),
otherwise the login is denied (step 1060). It should be noted that while some of the
communications passed from host 104 to the remote side of system 100’ (i.e., RSD
116, RTU 118, etc.) are encrypted and/or compressed (as discussed in great detail
above), in an exemplary embodiment the communications relating to the
authentication of a user attempting to gain access to the system through the process
described above (i.e., communication line 1032 and modem 1030) are neither
encrypted nor compressed. Once the user is authenticated with control host system
101, the user is granted access to the desired RTUs 118 and/or control devices 119 to

perform the necessary testing, diagnostics, etc.

[0121] It should be noted, however, that while the above described process
involved the provision of a user ID and password by the user, the present invention is

not so limited. Rather, as briefly described above, numerous other forms of
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identification information corresponding to the user can be used to authenticate the
user to the system. For example, in the alternate embodiment described above
wherein synchronized randomly changing numeric values are used to authenticate the
user in addition to a user ID and password, the following exemplary authentication
process is carried out. The user inputs the user ID, the password and current
numerical value from the user’s security device. Once this information is received by
security module 1034, the user ID is encrypted and a hash of the password and
numerical value is computed as a single hash of both items. This information is then
sent to control host system 101, and more specifically, HSD 102. Host system 101
then verifies the user name and hash for authentication. A response is then sent back
security module 1034 that includes hashing over the user ID, password and numeric
value, along with a success or failure indicator. Accordingly, one of ordinary skill in
the art will appreciate that other authenticating credentials and/or authentication
processes may be employed to carry out the authentication of the user to the system,

all of which remain within the spirit and scope of the present invention.

[0122] In addition to authenticating the user, in an exemplary embodiment,
control host system 101 is further configured to track and maintain a log(s) of various
activities in the system. In an exemplary embodiment, control host system 101 is
configured to track whether the various RTUs 118 and/or control devices 119 have a
security module 1034 associated therewith, the number of lines for each security
module 1034, the status of each line (i.e., active or inactive), the telephone number for
each modem 1030, the incoming call schedule for each security module 1034 (i.e., the
times at which the line is active and available to receive calls from modems 1030), the
inbound telephone number for each security module 1034, and the communication
settings for each control device 119 and/or RTUs 118, for example. In an exemplary
embodiment, control host system 101 is further configured to log information relating
to successful and failed login/authentication attempts between the particular user
seeking access and the system. For example, control host system 101 logs the date
and time the call was received, which security module was involved and the line that
was dialed, the user ID given by the user and whether the login/authentication attempt
was successful. Additionally, control host system 101 may also generate warning

messages if certain activities take place. For instance, if a particular line is disabled
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and a login/authentication request occurs on that line, a warning message is generated
and serves as notice that a hacking attempt may have set the parameters of the
security module differently than control host system 101. In one exemplary
embodiment, the aforementioned log(s) are maintained in HSD 102 or control host
104 of control host system 101, however, the present invention is not intended to be
so limited. It should also be noted that this list of tracked/maintained information is
not exhaustive, but rather is provided for exemplary purposes only. One of ordinary
skill in the art will appreciate that the tracking and maintaining of other information
may be desirable, and thus, remains within the spirit and scope of the present

invention.

[0123] In an exemplary embodiment, control host system 101, and control
host 104, in one exemplary embodiment, is still further configured to maintain various
information relating to each user. For example, the following information for each
authorized user is maintained: username, password, full name, indicators as to
whether the user can log in remotely or not, indicators whether as to whether the
user’s account is active, password expiration dates, date/time of last login attempt,
and date/time of last successful login, just to name a few. It should be noted,
however, that this list of tracked information is not exhaustive, but rather is provided
for exemplary purposes only. One of ordinary skill in the art will appreciate that the
tracking and maintaining of other information may be desirable, and thus, remains

within the spirit and scope of the present invention.

[0124] Additionally, as briefly described above, in an exemplary embodiment,
security module 1034 further includes any number of configurable parameters to
define how security module 1034 operates. In such an embodiment, control host
system 101 (i.e., HSD 102 or control host 104), or whichever device is
communicating/authenticating the user to the system, is capable of setting (i.e.,
programming and reprogramming) these configurable parameters. For exemplary
purposes only, one such parameter is the “login retry limit,” which corresponds to the
number of times the user is allowed to submit incorrect login information (i.e., user
ID and password) before being disconnected from the system. Another parameter is

the “login retry delays,” which corresponds to the amount of time between incorrect
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login attempts before another login attempt is permitted. Still another parameter is the
“login timeout limit,” which defines the amount of total time permitted for login
attempts. A similar parameter is the “idle timeout limit,” which defines the maximum
amount of time a properly authenticated call may be idle before the user is
disconnected. Yet still another parameter is the “user lock-out” parameter, which
relates to denying access to or disconnecting a user from the system if the user is
suspected of conducting suspicious activity. This parameter may also allow the
system operator to change the user’s password to prevent future access. A further
exemplary parameter is the “line schedule” parameter and it allows the system
operator to define when each dial-up line is active or inactive. In one embodiment,
lines can be set to answer, to not answer, or to be busy during different time periods

set by the system operator via control host 104.

[0125] The security module 1034 can further be configured to control the
number of users having access at a certain time, or to control the level of access for
different users. In one exemplary embodiment, security module 1034 is further
configured to have a “call-back” mode of operation wherein if a user calls into the
modem 1030, and thus the security module 1034, and the user is successfully
authenticated, the system calls the user back to provide access to the desired RTU's
118 and/or control devices 119. It should be noted that while these specific
parameters were expressly described, the list is by no means exhaustive. Rather,
those of ordinary skill in the art will recognize that other parameters relating to
security module 1034 and the operation thereof can be implemented and configured,

and thus, remain within the spirit and scope of the invention.

[0126] It should be further noted that while much the description set forth
above describes a system having a single security module 1034, the present invention
is not so limited. Rather, in alternate embodiments, system 100" may include multiple
RSDs 116, RTUs 118, control devices 119, and security modules 1034 arranged in
any number of ways. In these embodiments, the respective description set forth above

applies with equal force to each corresponding component.

[0127] Accordingly, with reference to FIGS. 14 and 18, the above described

system operates as follows. First, a user wishing to access one or more of the RTUs



WO 2008/109292 PCT/US2008/054992

43

118 and/or control devices 119 from the communication lines 1032 places a call to
modem 1030 (step 1062). When this call is detected by security module 1034,
security module 1034 presents the user with a login screen requesting a user ID and
password (step 1064). Security module 1034 may also request information from the
user relating to the particular RTUs 118 and/or control devices 119 that the user
wishes to access. However, in an alternate embodiment, this request may be made
following the user being authenticated to the system rather than during the
authentication process. Once the user ID and password are provided, security module
1034 sends this information to control host system 101 (i.e., HSD 102) by way of
RSD 116 (step 1066). Control host system 101, and in an exemplary embodiment
HSD 102, compares the provided information against a database of authorized users
stored in control host system 101 (step 1068). Control host system 101 then responds
to security module 1034 and, depending on whether their was a match between the
user provided information and that in the database, security module 1034 either grants
the desired access to the user, or denies the desired access and either disconnects the

user or requests that a valid user ID and/or password be provided (step 1070).

[0128] FIGS. 19 and 20 illustrate yet another alternate embodiment of
SCADA system 100. In this embodiment, SCADA system 100" includes a security
module 1034 that is configured for connection with a single modem 1030 and at least
one device (i.e., an RTU 118 or control device 119). More likely, however, security
module 1034' is configured for connection with a plurality of devices, such as, for
example, RTUs 118 and/or control devices 119. Except as expressly provided below,
much of the above description of SCADA systems 100 and 100’ generally, and
security module 1034 in particular, applies here with equal force, and thus, will not be

repeated here.

[0129] As illustrated in FIG. 19, in this particular embodiment, security
module 1034 is configured to act as a line switch. More particularly, security module
1034" is configured to communicate with a single modem 1030 and to direct a call
received thereby, which is initiated by an authorized/authenticated user through
modem 1030, to the appropriate RTU 118 or control device 119 based upon a user

selection of available devices (if more than one device). Accordingly, in this
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embodiment, security module 1034" includes a port 1036 for connection to modem
1030, at least one port 1038 for connection to RSD 116, a plurality of ports 1040 for
connection to one or more RTUs 118 and/or control devices 119 (in an exemplary
embodiment there are seven such ports configured to receive all RTUs 118, all control
devices 119, or a combination thereof), and a fourth port 1041 that is designated for
diagnostic use to allow for local access to security module 1034’. In one exemplary
embodiment, each of the aforementioned ports are serial ports, and will take the form
of either DTE ports or DCE ports as appropriate (i.e., in an exemplary embodiment,
port 1036 is a DTE port, port 1038 is a DCE port, ports 1040 are DCE ports and port
1041 is a DCE port).

[0130] In operation, SCADA system 100", and security module 1034’ in
particular, operates as described above with respect to SCADA system 100’, with one
slight difference. In this particular embodiment, once the user attempting to gain
access to the system is properly authenticated and authorized to gain access to the
devices thereof (i.e., as described above, the RSD is authenticated with the host, the
security module is authenticated with the RSD, and the user is ultimately
authenticated with the control host system, for example) and security module 1034’
receives a “login granted” response from control host system 101, security module
1034’ sends the user a menu of the available maintenance lines that the user is
authorized to access (i.e., a listing of the RTUs 118 and/or control devices 119 that are
connected to security module 1034’ and that the particular user is authorized to
access). Alternatively, the user may be presented with all of the RTUs 118/control
devices 119 on the system and invited to select the device the user wishes to access.
Once the user makes a selection, system 100" determines whether such access is
permitted and then either allows or denies access accordingly. In either case, once the
user selects a desired line that the user is allowed to access, security module 1034’
sends a signal to the chosen RTU 118 or control device 119 associated with the
selected line to activate the menu system of RTU 118 or control device 119. Once the
menu system is activated, security module 1034" acts as a pass-through device,
allowing the user to interact with the menus of the selected RTU 118 or control device
119. In an exemplary embodiment, if at any time the user wishes to exit out of the

selected line, the user may do so by sending a predetermined command to security
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module 1034’ such as, for example, by performing/entering one or a combination of
keystrokes. In this embodiment, once the user enters the predetermined command to
exit out of the selected line, the user is once again presented the main menu of
available devices by security module 1034’, at which time another device may be
selected and accessed or, if there are no further devices that the user wishes to access,

the user may select to end the session.

[0131] Accordingly, with reference to FIG. 20, in an exemplary embodiment
the above described system operates as follows. First, a user wishing to access one or
more of the RTUs 118 and/or control devices 119 from the communication line(s)
1032 initiates communication with security module 1034’ through modem 1030, such
as, for example, by placing a call to security module 1034’ through modem 1030 (step
1062). When this call is detected by security module 1034’, security module 1034’
presents the user with a login screen requesting user identification information, such
as, for example, a user ID and password (step 1064). It should be noted, however,
that other identification credentials, such as those previously described above, may be
used in addition to or in place of the use ID and password information. In addition to
user identification information, security module 1034’ may also request information
from the user relating to the particular RTU(s) 118 and/or control device(s) 119 that
the user wishes to access. However, in an alternate embodiment this request may be
made following the user being authenticated to the system rather than during the
authentication/authorization process. Once the requested user identification
information is provided, security module 1034’ sends this information to control host
system 101 (i.e., HSD 102) by way of RSD 116 (step 1066). Control host system
101, and in an exemplary embodiment HSD 102, compares the provided information
against a database of authorized users stored in control host system 101 (step 1068) to
determine whether the user is authorized to access all or some of RTUs 118 and/or
control devices 119. Control host system 101 then responds to security module 1034’
with a “login granted” or “login denied” response, thereby granting or denying access,
respectively (step 1070). If the login is denied, in an exemplary embodiment, security
module 1034’ either disconnects the user or requests that valid user identification
information be provided. If the login is granted, security module 1034’ prompts the

user to select the RTU 118 or control device 119 that the user wishes to access by
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presenting a menu of the available devices. Once the user selects the desired RTU
118 or control device 119 (step 1071), security module 1034’ connects the user to the
desired device (step 1072). In an exemplary embodiment, if the user wishes to exit
the selected device, the user enters one or more keystrokes, for example (step 1073),
and security device 1034’ then presents the user with the main menu of available
devices for the user to select a new RTU 118 or control device 119 to access (step

1074), or to choose to end the session.

[0132] With respect to FIG. 21, yet still another alternate exemplary of a
SCADA system 100 is illustrated. In this embodiment, SCADA system 100"’
includes an alternate way a remote user can gain access to one or more RTUs 118
and/or control devices 119 from those described above. As with SCADA system
100", except as expressly provided below, most of the above descriptions of SCADA
systems 100, 100" and 100", and their constituent components, applies here with equal
force, and thus, a detailed description of these systems and components will not be

repeated.

[0133] As illustrated in FIG. 21, in this embodiment, control host system 101
is configured to be connected to a network 1076, such as, for example, a local area
network (LAN), a wide area network (WAN) or a Virtual Private Network (VPN). It
should be noted, however, that this listing of networks is provided for exemplary
purposes and is not meant to be limiting. Rather, those of ordinary skill in the art will
recognize and appreciate that any number of types of networks may be utilized in
accordance with the present invention. Also connected to network 1076 is a user
workstation 1078, such as a personal computer, which allows a user to gain access to
one or more remote devices, such as RTU(s) 118 and/or control device(s) 119. In this
embodiment workstation 1078 and control host system 101 can communicate with
each other over network 1076 in order to, for example, allow control host system 101
to authenticate/authorize a user operating workstation 1078 with SCADA system
100"" such that the user may gain access to all or some of RTUs 118 and/or control
devices 119 associated with system 100”’. In one exemplary embodiment, a firewall
1080 is connected within network 1076 and between control host system 101 and

workstation 1078.
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[0134] With continued reference to FIG. 21, in this exemplary embodiment,
workstation 1078 is configured with software that allows it to communicate with
security module 1034”, RTUs 118 and/or control devices 119 and control host system
101, for example, as well as to act as a conduit for allowing security module 1034" to
communicate with control host system 101. More specifically, the software installed
on workstation 1078 allows for the user to initiate communications with security
module 1034 (such as, for example, to dial security module 1034"” from workstation
1078) and to then, as will be described below, provide a communication path across
which control host system 101 and security module 1034” can communicate to, for
example, carry out the authorization/authentication process required to ultimately
allow the user operating workstation 1078 to communicate with RTUs 118 and/or
control devices 119. Accordingly, as is illustrated in FIG. 21, workstation 1078 with
the accompanying software provides a communication path between security module
1034" and control host system 101 that is independent of the link between the control
host system 101 and the remote system 121 (i.e., between HSD 102 and RSD 116),

which, in an exemplary embodiment is a radio link.

[0135] Accordingly, as with the embodiments described above, in this
embodiment, RTU(s) 118/control devices 119 and security module 1034” each
include a plurality of ports to allow for the above described communication to be
implemented. For instance, RTU(s) 118/control devices 119 each include at least one
port 1028 that is configured to be connected to corresponding ports 1040 of security
module 1034”. RTU(s) 118 further include at least one port 1020 that is configured to
be connected to RSD(s) 116 and through which SCADA information can be
communicated therebetween. RTU(s) 118 still further include at least one port 1022
that is configured to be connected to a corresponding port 1026 of control device(s)
119 such that SCADA information can be communicated therebetween. In addition
to port(s) 1040, security module 1034"” further includes at least one port 1043 that is
configured for coupling to workstation 1078, and may include at least one port 1041
that is configured to allow for access to security module 1034” for diagnostic
purposes. As with the previously described embodiments, in an exemplary

embodiment, each of the aforementioned ports are serial ports. However, the present
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invention is not so limited and other types of ports remain within the spirit and scope

of the present invention.

[0136] With reference to FIGS. 21 and 22, the operation of the illustrated
embodiment will now be described. First, using the aforementioned software
installed on workstation 1078, a user operating workstation 1078 initiates
communication with security module 1034"” to establish a link between workstation
1078 and port 1043 of security module 1034" (step 1082). In one exemplary
embodiment, workstation 1078 and security module 1034” each include a modem
1081 and 1083, respectively, that are either internal or external to workstation 1078
and security module 1034”. Accordingly, in an exemplary embodiment, through
workstation 1078, and modem 1081 in particular, the user initiates a call via the
software on workstation 1078 to attempt to establish a dial-up link between modem

1081 and modem 1083 of security module 1034".

[0137] In this particular embodiment, if security module 1034" answers the
call, a dial-up link is established, and the user is then prompted at workstation 1078
by security module 1034” for certain predetermined identification information, such
as, for example, a valid user ID, a password and/or other authenticating credentials,
such as, for example, a randomly changing numerical value that changes in synch
with a corresponding/complementary changing numerical value residing within
control host system 101 (step 1084). Also, in addition to the user identification
information, in an exemplary embodiment, the user may also be prompted to provide
information on the RTUs 118 and control devices 119 that the user wishes to access to
determine, for example, whether the user is not only authorized to access system
100", but also whether the user is authorized to access the particular device(s) the
user wishes to access. Alternatively, the user may be presented with a listing of all of
the RTUs 118/control devices 119 on the system and invited to select the device the
user wishes to access. Once the user makes a selection, system 100"’ determines

whether such access is permitted and then either allows or denies access accordingly.

[0138] Once the required identification information is entered, and if
applicable the desired device information, the information is sent to security module

1034" (step 1086). Security module 1034” receives and processes the provided
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identification information and then generates a signal representing the provided
information to be sent to control host 101. In one exemplary embodiment, the
generated signal comprises a hash value that is generated using the provided
identification information. Additionally, in an exemplary embodiment, the signal
generated by security module 1034 is first sent to workstation 1078, which then
sends the signal on to control host system 101 across network 1076. Accordingly, in
an exemplary embodiment, once the hash value corresponding to the user-provided
information is generated, it is sent from security module 1034" back to workstation
1078 over the dial-up link (step 1088). When workstation 1078 receives the
generated hash, it forwards it on to control host system 101 over network 1076 for

authentication/authorization (step 1090).

[0139] As described in greater detail above, once the signal (i.e., the hash) is
received, control host system 101 compares the provided user information represented
by the hash with user information stored in database 1042 located in control host
system 101, or remote thereto, in order to determine whether the user attempting to
gain access to SCADA system 100" and the devices associated therewith through
workstation 1078 is authorized to do so (step 1092). Once this comparison is
complete, control host system 101 generates a signal, such as, for example, a second
hash representing whether the user is authorized to access system 100"’ and/or all or
some of RTUs 118 and/or control devices 119, and then sends the second hash to
workstation 1078 (step 1094). Workstation 1078 then transmits the second hash from
control host system 101 to security module 1034"” over the dial-up link (step 1096). It
should be noted that although workstation 1078, and ostensibly the user, is
participating in the authentication process and the communication of the respective
hash values, in particular, it is not possible for the user or workstation 1078 to modify
or otherwise alter the hash values in an effort to force a valid login. Rather, correct
hash values may only be generated by the control host system 101 or security module
1034". Thus, workstation 1078 has a passive role in the authentication/authorization
process and merely acts as a conduit of information between security module 1034”

and control host system 101.
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[0140] Once security module 1034” receives the second hash value that was
generated by control host system 101, security module 1034” is configured to
determine whether or not a “login” was granted by control host 101, and thus, whether
access was granted to the user (step 1098). In one exemplary embodiment, if security
module 1034"” determines that the user is not authorized to gain access, security
module may respond in a number of ways. For example, security module 1034"” may
simply send a message to workstation 1078 advising that access is denied (step
1100a). Alternatively, security module 1034” may send the aforementioned message
and then prompt the user to enter valid user information. Still further, security

module may simply disconnect workstation 1078, thereby ending the dial-up link.

[0141] If, on the other hand, security module 1034"” determines that the user
is, in fact, authenticated/authorized to gain access to SCADA system 100" and
RTU(s) 118 and/or control device(s) 119 associated therewith, security module 1034”
initiates a secure session with workstation 1078, which, in one exemplary
embodiment, employs 2048 bit encryption. Once the session is initiated, security
module 1034"” acts as a pass-through allowing the user to communicate directly with
certain or all of RTU(s) 118 and/or control devices 119 (step 1100b) through the
respective ports of each device. In an exemplary embodiment, the user is granted
access to all devices connected to security module 1034”. However, in an alternate
embodiment, the user may be limited in the devices and/or types of devices that are
accessible, or, as was described above with respect to SCADA system 100", may be
prompted to select which device(s) the user wishes to access. In such an instance,
once the user makes a selection, system 100"’ will then determine whether the user is

permitted to access the desired device.

[0142] One exemplary advantage to the alternate embodiment illustrated in
FIGS. 21 and 22 as compared to SCADA system 100" and 100" above, is that the
communication path between security module 1034” and control host 101, and
therefore the authentication/authorization process, is not dependent on the link
between control host system 101 and remote system 121 (i.e., the radio link between
HSD 102 and RSD 116) being operational. Accordingly, in this embodiment, should

the link between control host system 101 and the corresponding remote systems 121
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(i.e., the link between HSD 102 and RSD 116, for example) become disabled or
otherwise unavailable, the user can still access the RTUs 118 and/or control devices
119 in order to troubleshoot or to perform diagnostics, for example, since the

authentication/authorization process is independent of this link.

[0143] While certain exemplary embodiments have been presented in the
foregoing detailed description, it should be appreciated that a vast number of
variations exist. The various security modules, for example, may be incorporated into
SCADA hosts and/or remote terminals, and may be implemented as hardware and/or
software "devices" in a wide array of equivalent embodiments. Moreover, the various
cryptographic techniques set forth herein could be supplemented, modified or
replaced with any other processes or steps. It should also be appreciated that the
exemplary embodiments set forth herein are only examples, and are not intended to
limit the scope, applicability, or configuration of the invention in any way. Rather, the
foregoing detailed description will provide those skilled in the art with a convenient
road map for implementing an exemplary embodiment of the invention, it being
understood that various changes may be made in the function and arrangement of
elements and steps described without departing from the scope of the invention as set

forth in the appended claims and their legal equivalents.
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CLAIMS
1. A secure supervisory control and data acquisition (SCADA) system,
comprising:
a SCADA control host system configured to process SCADA
information;

a remote device configured to communicate SCADA information with
said control host system;

a modem coupled between said remote device and a communication
line, wherein said modem is configured to allow for communication between said
remote device and said communication line; and

a security module coupled between said modem and said remote
device, said security module being configured to control access to said remote device

by a user seeking access thereto from said communication line through said modem.

2. A SCADA system in accordance with claim 1 wherein said security
module is configured to control access by requesting and receiving user identification
information from said user through said modem, which is then compared with

authorized user identification information stored in a centralized user database.

3. A SCADA system in accordance with claim 2 wherein said centralized
user database is stored in said control host system and said user information provided
to said security module is communicated to said control host system for comparison

with said information stored in said centralized database.
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4. A SCADA system in accordance with claim 1 wherein said control
host system includes a host security device (HSD) coupled to a control host, said
SCADA system further comprising:

a remote security device (RSD) coupled to said remote device;

said HSD and said RSD are configured to establish secure
communications between said control host and said remote device such that said HSD
is configured to encrypt SCADA information received from said control host and to
decrypt encrypted SCADA information that is encrypted by and received from said
RSD, and said RSD is configured to encrypt SCADA information received from said
remote device and to decrypt encrypted SCADA information that is encrypted by and

received from said HSD.

5. A SCADA system in accordance with claim 4 wherein said security
module is coupled to and configured for communication with said RSD so as to allow

communication between said security module and said control host system.

6. A SCADA system in accordance with claim 1 wherein said system

includes a plurality of remote devices.

7. A SCADA system in accordance with claim 6 wherein said security
module is configured to allow said user to select which of said plurality of remote

devices said user wishes to access.

8. A SCADA system in accordance with claim 7 wherein said security
module is further configured to allow said user to switch from a first one of said
plurality of remote devices to a second one of said plurality of remote devices,

thereby allowing said user to access multiple ones of said plurality of remote devices.
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0. A method of securing a supervisory control and data acquisition

(SCADA) system, comprising the steps of:

providing a SCADA control host system configured to process
SCADA information;

providing a remote device configured to communicate SCADA
information with said control host system;

providing a modem coupled between said remote device and a
communication line wherein said modem is configured to allow for communication
between said remote device and said communication line;

providing a security module coupled between said modem and said
remote device to control access to said remote device by a user seeking access thereto
from said communication line;

receiving, at said security module, predetermined user identification
information provided by said user through said modem;

comparing said user identification information with authorized user
information stored in a centralized user database located within said system;

if said provided user identification information matches said authorized
user information, allowing access to said selected remote device, otherwise denying

accCess.

10. A method in accordance with claim 9 wherein:

said providing a control host system step includes providing a control
host system comprising a control host coupled to a host security device (HSD); and

said method further including providing a remote security device
(RSD) coupled to said remote device to allow for communication of SCADA
information therebetween, wherein said HSD and said RSD are configured to
establish secure communications between said control host system and said remote
device, said RSD further coupled to said security module to allow for said security

module to communicate with said control host system.
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11. A method in accordance with claim 9 wherein said providing a control
host system step includes providing a control host system in which said centralized
user database is located, said method further comprising:

sending said user information provided by said user at said security
module to said control host system through said RSD for comparison with said

authorized user information in said centralized database to authenticate said user.

12. A method in accordance with claim 9 wherein said providing a remote
device step comprises the substep of providing a plurality of remote devices, said
method further comprising the step of:

prompting, by said security module, said user to select one of said

plurality of remote devices for which access is sought.

13. A method in accordance with claim 12 wherein said method further
comprises the step of:
terminating access to said selected one of said plurality of remote
devices;
prompting said user, by said security module, to select a second one of
said plurality of remote devices which said user wishes to access; and

granting access to said second one of said plurality of remote devices.

14. A secure supervisory control and data acquisition (SCADA) system,

comprising:

a SCADA control host system configured to process SCADA
information;

a remote device configured to communicate SCADA information with
said control host system;

a workstation configured to communicate with said control host system
and said remote device; and

a security module coupled between said workstation and said remote
device, said security module being configured to control access to said remote device

by a user operating said workstation.
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15. A SCADA system in accordance with claim 14 wherein said security
module is configured to control access to said remote device by requesting and
receiving user identification information from said user through said workstation
which is then compared with authorized user information stored in a centralized

database.

16. A SCADA system in accordance with claim 15 wherein said
centralized database is stored in said control host system and said security module is

configured to send said user identification information to said control host system.

17. A SCADA system in accordance with claim 14 wherein said control
host system includes a host security device (HSD) coupled to a control host; said
SCADA system further comprising:

a remote security device (RSD) coupled to said remote device;

said HSD and said RSD configured to establish secure
communications between said control host and said remote device such that said HSD
is configured to encrypt SCADA information received from said control host and to
decrypt encrypted SCADA information that is encrypted by and received from said
RSD, and said RSD is configured to encrypt SCADA information received from said
remote device and to decrypt encrypted SCADA information that is encrypted by and

received from said HSD.

18. A SCADA system in accordance with claim 14 further comprising a
network, wherein said control host system and said workstation are connected to said

network to allow for communication therebetween.

19. A SCADA system in accordance with claim 14 wherein said system

includes a plurality of remote devices.

20. A SCADA system in accordance with claim 19 wherein said security
module is configured to prompt said user to select which one of said plurality of

remote devices said user desires to access.
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21. A method of securing a supervisory control and data acquisition

(SCADA) system, comprising the steps of:

providing a SCADA control host system that is connected to a network
wherein said control host system is configured to process SCADA information;

providing a remote device configured to communicate SCADA
information with said control host system;

providing a workstation connected to said network and configured to
communicate with said control host system and said remote device;

providing a security module coupled between said workstation and
said remote device configured to communicate with said workstation to control access
to said remote device by a user operating said workstation;

receiving, at said security module, predetermined said user
identification information provided by said user at said workstation;

comparing said user identification information with authorized user
identification information stored in a centralized user database;

allowing access to said remote device if said user information matches

said authorized information, otherwise denying access to said remote device.

22. A method in accordance with claim 21 wherein:
said providing a control host system includes providing a control host
system in which said centralized database is stored;
said method further including the step of sending said user
identification information from said security module to said control host system for

comparison with said authorized user information stored in said centralized database.

23. A method in accordance with claim 22 wherein said sending said user
identification information to said control host system step includes sending said user
identification information to said workstation, which then, in turn, transmits said user

identification information to said control host system over said network.
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24. A method in accordance with claim 21 wherein said providing a
remote device comprises providing a plurality of remote devices, said method further
comprising the step of:

prompting, by said security module, said user at said workstation, prior
to allowing access to said remote devices, to select one of said plurality of remote

devices for which access is sought.

25. A method in accordance with claim 24 wherein said method further
includes the steps of:
terminating access to said selected one of said plurality of remote
devices;
prompting said user, by said security module, to select a second one of
said plurality of remote devices which said user wishes to access; and

granting access to said second one of said plurality of remote devices.



PCT/US2008/054992

WO 2008/109292

1/20

{
! B 2zt
" o asy oIavY
|
~ >~
Hmﬁ\m 1811 1911
I
nLy asy oIavy - |
/ /
astt astt
] my ] asy | omava |
" o ™~
! 2811 2911
! Ny asy
. N ™~
ouﬁ\\\w 124 91T
N asy
“ > > A
! VeIt V9Tl AN




WO 2008/109292

106

106

2/20

PCT/US2008/054992

," | _}-314
N

202 206
o 210 210 \\ 108
F 212
L PROCESS N
214
N 212 = = o6 -~
204 F 4 4 —-C\ 208 108
| — 222
| LINK | RSD CONFIG
HSD 216 218 220
FIG. 2
’//,116
302
i T-- 122
AN 310
303 . ~
CAMERA
PROCESS



WO 2008/109292 PCT/US2008/054992
3/20

(- INITIALIZE ’
Y

TRANSMIT POLLING | /402

MESSAGE
v 404
RECEIVE RESPONSE
406 408
S
NO —»| SIGNAL ALERT/
LOG ERROR
YES
410 412
/
VALIDATE NEW
YES > DEvICE
YES
NO
\ /414
AUTHENTICATE |«
FIG. 4
l /420
, CONTROL
COMMUNICATE - REBOOT/DESTROY
- PASS-THRU - STATUS
~ SECURE ~ UPDATE
- VIDEO
- QUERY/PING
]

=




PCT/US2008/054992

WO 2008/109292
4/20

/500

502\
Randomly generate
NONCE1 /204
Randomly generate
< AUTHNONC NONCE?2

506\ .
Calculate secure hash of AUTHNONC )

(NONCE1, Master Key,
Auth Mode, NONCE2)

é AUTHHASH

514

508

Does
The hash
match? YES

Did RSD send

YES
[ NAK?

NO
l /-510

] Decline Authentication

NO NAK )

516
/512

r

Does
The hash

- YES Calculate secure hash of
(NONCE2, Master Key, e

Auth Mode, NONCE1)

518~ Nlo AUTHHASH )

[ Decline Authentication1

i NAK ( ENU__
520\

—{ Accept Authentication1
ACK

END

FIG. 5



WO 2008/109292 PCT/US2008/054992

5/20
/600
602\
Randomly generate
NONCE1, KEY1, encrypt /604
with Master Key Decrypt, validate KEY1
( KEYXCHNG ntegrity
609 |
YES Did RSD send ‘ 606
NAK?
YES
N 612
l - 608
Decrypt, validate KEY l /
integrity ] Decline Key Exchange |
'—C NAK
614
- YES /610
Randomly generate
‘ NONCE2, KEY2, encrypt
616\ "10 with Master Key
—[ Decline Key Exchange1 KEYXCHNG )
‘ 620
NAK Is ACK
618 s
A received? NO —
f‘-—L Accept Key Exchange I
ACK YES
624~ , v %2
—— Send final ACK, Begin
[ Begin Secure Mode ' Secure Mode
' ACK )
END
102 .
END
116

FIG. 6



WO 2008/109292 PCT/US2008/054992

6/20
/700
702\
Randomly generate
NONCE-64, encrypt with 704
Master Key, encrypt Validate NONCE-64
packet with session key against encrypted version
( KEYXCLEAR
712 706
Is ACK
- NO Received? fs NOCE
YES
YES NO
714
- l / l /‘708
Switch to PASS-THROUGH [ Decline Request

Mode
NAK )

Accept Request, switch |
to PASS-THROUGH Mode

ACK

__.C_—;m ) END

foes
o
n
[y
[N
o,

|
|

FI1G. 7



WO 2008/109292 PCT/US2008/054992

7/20

HEADER - PREAMBLE 802
~ PACKET ATTRIBUTE v
~ DESTINATION ADDRESS
~ PACKET NUMBER

FIG. 8 PAYLOAD /804

(VARIABLE LENGTH)

TRAILER — BIT SEQUENCE Ve 806
- CRC

900
’///~

( ENCRYPT }

i 902
| RECEIVE DATA
v 904
| XMIT HEADER
906
| INITIALIZE CRYPTO
: 908
——1  ENCRYPT DATA
v 910
FIG. 9 s | TRANSMIT DATA

914




PCT/US2008/054992

WO 2008/109292

8/20

90¢
13¥0d
J4ND3S

s|npo uondAidsg

_

“ oTOT ¥ILSVI q
I -9|qe

“ 103E1pU| Emco__m_m“_r
I Swil ] e

| 191Se
_

9Inpo uondAidug

3

OT 'O5Id

auibuz uolissatdwodag

V01 - gnpopy sbeiois

|

|

|
_ I 202
i I 1dod
! I ¥vID

|

WO0TIq - ainpop sbeI0IS

auIbug uoissatdwon




PCT/US2008/054992

WO 2008/109292

9/20

IT "O5I14

||||||||||||||||||||| auIbuz uoissaidwodag

S— ¥ILSVIN
0T0T a Vo014 .
oqe a - 3|npoy abel01s§
103ed1pU| Areuondiqg

oWl | 181seiy p|O

0¢
1340d

OTOT T ¥3LSVIN (g P
-3|ge |
103ed1pUu| Areuonniqg

SWIl] | usysepy maN

/

T3A0ONW a °|qeL
Areuoidiq
[SPON




PCT/US2008/054992

WO 2008/109292

10/20

"OId

¢ Er~a= |
1U0g = ——mm e — |
24n295 | I !
“ v_ uondAidag _
_ _
“ AHl_mDOS_D asn ..w._v “
! _
“ TIAON g mau sreasd pue FAON G yum ¥3LSYN G soe|day !
| |
| I A !
! TIAOW g a1epdn pue ¥ILSYWT doay ! P
[ _
_
| | o
! ! _ TIAON B _ !
_ ! — Z auibug uoissaidwod [ | | |
” \ L_\.\. \ “ “
| iploysaiy 8101 Y L r4 1)1 bl
_ paulWalapald 9yl /9T0T  ®1ed || 1300W. ¥3LSVW q || Ll
_ po93x3/199N Yyibua passaidwo) 56eI01S J11EIS _ “ _
_ U] aouaJaiq 40 yibus \ “ ! !
?yl sev0Q sredwo) | _
! 4l - 800T i
" ._<UO,_D _ _
“ _ [ auwbug uoissaidwor [* _ "
_ [ {
90¢ | J [ I
o4 | €001 .
21n23g | . 1 | b ————
i | vondipuz 000T _
_ [
_ |
L
NoH\.



WO 2008/109292 PCT/US2008/054992

11/20
/ 800"
HEADER - PREAMBLE
802" - DESTINATION ADDRESS

L - FIELD PACKET ATTRIBUTE

- PACKET IDENTIFIER

PAYLOAD

(VARIABLE LENGTH)
804

TRAILER

- BIT SEQUENCE
806

L - CRC

FIG. 13



PCT/US2008/054992

12/20

WO 2008/109292

vl 'OId

JTINAONW
ALIMND3S

201
IDIAId _ ISvav.ivda _ | owwﬂzou
104LNOD v
IDIAIQ /[ 2507 ——
TJOYLNOD 6TI
voT1
820T

>~



PCT/US2008/054992

13/20

WO 2008/109292

ST 'OId4

Z0T asH
/Y01 €01 (0€0T
1SOH 91T J1INAON W3IAOW)
TVYLNID asy ALNND3S ¥3asn

(1) NOILYDILNIHLNY 1SINDTY

P

@ NOILYDILNIHLNY y

@ (TTvD) 1SINDIY ¥3sn

@ NOILYDILNIHLNY 1SIND3IY

A J

@ NOILYDILNIHLNY >
@ NOILVWYOANI ¥3sn 1SIN0D3Y

) @ "O4NI NOILVDI4ILN3AIl ¥3sn A @ ‘O4NI NOILVOI4ILNIAl ¥3Sn @ "O4NI NOILVOI4ILN3IAl ¥3sn

g ¥3SN 40 NOILVDILNIHLINY @xum: 40 NOLLVDILNIHINY @ ¥3SN 40 NOILYDILNIHLINY




WO 2008/109292

14/20

RSD Logic

Randomly generate
NONCE1

(AUTHNONC)—»

Calculate secure hash of
(NONCET, Master Key,
Auth Mode, NONCE2)

( AUTHHASH

Did RSD send
NAK?

NO

Does
the hash
match?

Decline Authentication

| ( NAK

Y

e )

Accept Authentication

( ACK

PCT/US2008/054992

Security Module Logic

Randomly generate
NONCE2

AUTHNONC)

Does
the hash
match?

NO

bt TN

Decline Authentication

NAK )

Calculate secure hash of
(NONCE2, Master Key,
Auth Mode, NONCE1)

AUTHHASH )

( END }—

FIG. 16




PCT/US2008/054992

WO 2008/109292

15/20

LT 'OId

12408

ulbo 1danoy
8501 -/

L uibo aulpag

A INIAILNY

piomssed pue

dj 49sn suieiqo

31607 3jnpopy A11andas

SEERRIIIN

eySo1

I'ed

qrsoT

901

A aN4d UA‘

dSTYHSVH u

$S20NS Y1m ysey dfed

dSTYHSVH Q _ -

_83 e} yum ysey ofed

r4-111 ¢ \ ﬂ

8Y0T

asegelep u] piomssed
pue Q| Jasn salepljeA

1607 sy




WO 2008/109292

16/20

PCT/US2008/054992

1062

Call placed to Modem 1030

for access to RTU 118

and/or Control Device 119

1064

Call detected by Security
Module 1034- Present
Login Screen

™

Login information
provided by User sent
to Control Host 104

/ 1066

Does User
Information Match
Information in
Database 1042

1068

4

or Disconnect

Deny Access - Request /1070\

Valid Information

Grant Access to
Desired Devices

FIG. 18



PCT/US2008/054992

WO 2008/109292

17/20

0v0T

6T 'OId

LyOL r
1¥0d ]

JILSONDVIA

JTNAONW
ALIEND3S

4 4

ID1A3d TO¥LINOD

121A3d TO0¥LNOD

201

|

e —

4001

b 1



WO 2008/109292

NO

PCT/US2008/054992

18/20

1062

Call Placed to Modem 1030 for Access
to RTU 118 and/or Control Device 119

1064

Call Detected by Security Module 1034" -
Present Login Screen

1066

Login Information Provided By User
Sent to Control Host System 101

Does User
Information
Match

Information in
Database 1042?

YES

"Login Denied"
Response Sent to
Security Module 1034' -
Request Valid
Information or
Disconnect

"Login Granted" Response

1070 ~ | Sent to Security MO_(?I_l.Jl_e_]_O_?_’_4_'
: Prompt User to Select Device :
» 119 or RTU 118 for which |
Access Is Sought

FIG. 20

Device 119 or RTU 118

User Selects Desired Control
Device 119 0or RTU 118

User Exits Selected

1072

User Module 1034’
Connects User to Desired
Device 119 0or RTU 118




PCT/US2008/054992

WO 2008/109292

19/20

IC "OId

911

A olavy asH

201
9¢0T

101A3d

TOYLNOD

ST

TO¥LNOD

fm UV 4 ¥ W |

/
TO¥LNOD | 8201 /

SJ1I7VAa

TOYLNOD

/ 0bo1

J1NAOW
ALRND3S

AN dN-1VIA

TIVMIAYI] =
NOILLV1SHYOM
r 9/0T

T80T wm00T

8/01 9/01 080T



WO 2008/109292

PCT/US2008/054992

20/20

1082

User at Workstation 1078
dials Security Module 1034"

1084

User Is prompted at
Workstation 1078 for
identification information
for authentication purposes

FIG. 22

1086

Identification information
provided by user is sent to
Security Module 1034"

1088

Security Module 1034"
generates a hash value
based on and representing
the provided identification
information and sends the
hash value to Workstation 1078

1090/1092

Workstation 1078 receives
the generated hash and
forwards it to Control Host
System 101, which compares
the provided information
with the information
in Database 1042

1100b

Access Granted

1094

Control Host System 101
generates a second hash
and sends it to Workstation 1078

Is the user
authenticated?

Workstation 1078 sends the
second hash value generated by
Control Host 101 to Security
Module 1034" to determine
whether the user is
authenticated and/or authorized
to access system 100™

1096

Access Denied -
disconnect or prompt
for valid user
information




	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - description
	Page 28 - description
	Page 29 - description
	Page 30 - description
	Page 31 - description
	Page 32 - description
	Page 33 - description
	Page 34 - description
	Page 35 - description
	Page 36 - description
	Page 37 - description
	Page 38 - description
	Page 39 - description
	Page 40 - description
	Page 41 - description
	Page 42 - description
	Page 43 - description
	Page 44 - description
	Page 45 - description
	Page 46 - description
	Page 47 - description
	Page 48 - description
	Page 49 - description
	Page 50 - description
	Page 51 - description
	Page 52 - description
	Page 53 - claims
	Page 54 - claims
	Page 55 - claims
	Page 56 - claims
	Page 57 - claims
	Page 58 - claims
	Page 59 - claims
	Page 60 - drawings
	Page 61 - drawings
	Page 62 - drawings
	Page 63 - drawings
	Page 64 - drawings
	Page 65 - drawings
	Page 66 - drawings
	Page 67 - drawings
	Page 68 - drawings
	Page 69 - drawings
	Page 70 - drawings
	Page 71 - drawings
	Page 72 - drawings
	Page 73 - drawings
	Page 74 - drawings
	Page 75 - drawings
	Page 76 - drawings
	Page 77 - drawings
	Page 78 - drawings
	Page 79 - drawings

