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(57) Abstract: Technologies are generally described to store data in single-

level memory using rank modulation, in some examples, data to be encoded

to single-level memory may be represented with a bit ranking for a group of

FIG. 2

bits. A program vector may then be determined from the bit ranking and par-
tial program characteristics associated with the memory group(s). The
memory group(s) may then be programmed according to the program vector.
The encoded data may be subsequently retrieved by performing a series of
partial programming operations on the memory group(s) to recover the bit
ranking and derive the data represented.



WO 2016/043868 PCT/US2015/044640

DATA STORAGE BASED ON RANK MODULATION IN SINGLE-LEVEL FLASH
MEMORY

CROSS REFERENCE TO RELATED APPLICATION

{0001} This Application is the PCT filing claiming priority, under Article (1) of Patent
Cooperagtion Treaty, of U5, Application Ser. No. 144488125 filed on Septenuber 16, 2014, The
ULS. Application s herein incorporated by reference m s entirety.

BACKGROUND

{3002} Unless otherwise indicated heremn, the materials descroibed in this section are not
prior art to the claims in this apphication and are not admutted to be prior art by melusion 1n this
section.

{0003} Flash memory is a type of nonvolatile memory (NVM) that stores information in
memory cells that mclude floating gate transistors. Flash memory may be single-level cell (SLO)
or mudti-level call (MLC) devices. An SLC fash memory device may be configured to
distinguish between two differem charge levels on memory cells, thereby allowing an mdividual
memory cell to store a single bit of information. In contrast, an MLC flash memory device may
be configured to distinguish between four or more different charge levels on individual memory
cells, thereby allowing an individual memory cell to store multiple bits of mformation. However,
SLC devices may have better data read and write performance than MLC devices due to baving
to distinguish between two different charge levels, as compared to four or more different charge

levels.

SUMMARY

{0004} The present disclosure generally describes technigues to store data in single-level
memory using rank modulation.

{0005] According to some examples, methods to encode data on single-level flash memory
by use of rank modulation are deseribed. An example method may include determining a
bit ranking within a group of bits based on the data to be encoded; determining a plurality of

partial program parameters for a plurality of {lash memory bits, where each partial program
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parameter i3 associated with a respective bit in the plurahty of its; determining a program vector
based on the determined b ranking and the determined plurality of partial program parameters;
and/or encoding the data to the plurality of bits using partial programming based on the
determined program vector.

0006} According to other examples, an apparatus may be configured to write data in
single-level flash memory by use of rank modulation.  An example apparatos may wclude a
processing block configured to determine a bit ranking based on a data to be written; determine
a plurality of complete progran: durations for g plurality of bits of a flash memory, where each
complete program duration indicates a respective program tune duration to modify a respective
bit in the plurality of bits from a first value to a second value; and determiine g program vector
based on the determimed bit ranking and the determined plurality of complete program durations,
the program vector being indicative of at least one partial program duration. The example
apparatus may also include a memory interface module coupled to the processing block. The
memory interface module may be configured to receive the deternmned program vector from the
processing block; and write the data to the plurabity of bits by partial program of the plurality of
bits according to the at least one partial program duration indicated by the received program
VECIOT.

{0007} According to further examples, methods o retneve data encoded in single-level
flash memory by use of rank modulation may be described. An example method may include
performing a plurabity of read operations on a plarality of bits of the flash memory, where each
read operation mcludes partially programming the plarality of bits based on at least one partial
program parameter; and reading a state of the partialty-programmed plurality of bits, The
example method may also include determining a ranking associated with the plarality of bits
based on at least the respective read states associated with the plorality of read operations and
deriving a final data based on the determined ranking.

{0008} According 1o vet other examples, an apparatus may be configured to retrieve data
encoded in single-level flash memory by use of rank modalation. The apparatos may include a
memory interface module coupled to a plurghty of flash memory bits and a processing block
coupled {0 the memory interface module. The memory interface module may read an inttial state
of the plurality of flash memory bits and perform a plarality of read operations on the plurality of

bits by performance of a partial program of the plurality of bits based on at least one pactial
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program duration, where the at least one partial program duration indicates a program time t©
partially modify at least one bit in the pluarality of bits from a first value to a second value, and
performance of a read of a state of the parttally-progranmumed plurality of bits. The processing
block may receive, from the memory interface module, the respective read states associated with
the plurality of read operations; determine a ranking associated with the plurality of bits based on
the respective read states; and derive a final data based on the ranking,

{0009} The foregoing swmmary 1s tHustrative only and 15 not mtended to be n any way
timmting. In addition to the tHustrative aspects, embodiments, and features descnibed above,
further aspects, embodiments, and features will become apparent by reference to the drawings

and the following detailed description,

BRIEF DESCRIPTION OF THE DRAWINGS

{0010} The foregoing and other features of this disclosure will become more fully apparent
from the following description and appended claims, taken in conjunction with the
accompanying drawings. Understanding that these drawings depict only several embodiments m
accordance with the disclosure and are, therefore, not 1o be considered hmiting of its scope, the
disclosure will be deseribed with additional specificity and detail through use of the
accompanying drawings, in which:

FIG. 1 illustrates an example memory device wherein data storage based on rank
modulation may be implemented;

FIG. 2 stlustrates an example retrieving read process to recover data stored in single-level
memory using rank modulation;

FIG. 3 iHustrates an example of the prograxaming process 10 write rank-modulated data
1o single-level memory;

FIG, 4 illastrates an exanple of the read-and-verify process to derive a program vector to
write vank-modelated data ito single-level memory;

FIG. 5 illustrates an example of the read-and-verify process to derive a program vector 1o
write rank-modulated data into single-level memory having bit-level erase capability;

FIG. 6 15 a flowchart dlustrating an example process to program and 1o recover rank-

modulated data on single-level memory using partial programming;

L
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FIG. 7 iHlustrates 8 general purpose computing device, which may be used to provide datg
storage by use of rank modulation;

FIG. 8 15 a flow diagram illustrating an example method to provide data storage using
rank modulation that may be performed by a computing device such as that in FIG. 7 and

FIG. 9 illustrates a block diagram of an example computer program product,

all arranged 10 accordance with at least some embodiments described herein.

DETAILED DESCRIPTION

{0011} In the following detailed description, reference is made to the accompanying
drawings, which form a part hereof In the drawings, suntlar symbols typically dentify similar
components, unless comtext dictates otherwise. The illostrative embodiments described in the
detaited description, drawings, and claims are not meant to be lmiting. Other embodiments may
be utihized, and other changes may be made, without departing from the spirit or scope of the
subject matter presented herein. The aspects of the present disclosure, as generally desenbed
herein, and lustrated in the Figures, can be arranged, substituted, combined, separated, and
designed in a wide variety of different configurations, all of which are explictily contemplated
herein.

{0012} This disclosure is generally drawn, infer afla, to methods, apparatus, systems,
devices, and/or compater program products related to storing data i single-level memory using
rank modulation.

{0013} Briefly stated, technologies are generally described to store data in single-level
memory using rank modualation, In some examples, data to be encoded 1o single-level memaory
may be represented with a bit ranking for a group of bits. A program vector may then be
determined from the bit ranking and partial program characteristics assoctated with the memory
group(s}. The memory group{s} may then be programmed according to the program vector. The
encoded data may be subsequently retrieved by perfornung a series of partial programoung
operations on the memory group(s) to recover the bit ranking and derive the data represented.
{0014} FIG. 1 illustrates an example memory device wherein data storage based on rank
modulation mav be implemented, arranged in accordance with at least some embodiments

described herein.
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{0015} According to a dingram 100, an apparatus may include, for example a processing
block 101 and a memory device 102, which m tumn may include a memory controller 110 and
memory cells 150, The processing block 101 may execute instructions stored 1 the memory
device 102 and/or store data resulting from the operations in the memory device 102, The
memory controlier 110 may include a menwory interface module 120, which in tura may include
a write module 130 and a read module 140, The memory controller 110, the mewory interface
module 120, andfor the write module 130 ¢ read module 140 when present, may be
communicatively coupled to the memory cells 150 to read, write, or adjust stoved data in the
memory cells 130, The memory controller 1 1), the memory miterface module 120, andior the
write module 130/ read modale 140, may be implemented in hardware, software or other
computer-readable mstructions stored on a computer-readable medium and executable by one or
MOTe processors, or 8 combination thereof.

{0016} In some embodiments, the memory cells 130 may include Hash memory cells, and
may be implemented using floating-gate transistors. The memory cells 1530 may be mmplemented
using single-level cell (SLO) technology or multi-level cell (MLC) technology. In either case, the
memory interface module 120 andfor the write module 130 may be configured to write data to
the memory cells 150 using one or more write pulses, which may store charge onto and thereby
raise the voltage of the floating gates associaled with the memory cells.

0017} In some embodiments, the change in threshold voltage of a memory cell as a
function of the number of write pulses mayv be represented as:

AV =con
where # may be the number of write pulses and ¢ may be a constant associated with the memory
cell. In general, different memory cells, even in the same memory, may have different voliage
thresholds and charging behavior due to manufacturing vanations and dopant fluctuations in the
cells. However, the equation above may still hold, with the possibility that different memory
cells may be associated with different values of ¢

{0018] In some embodiments, a single write pulse may not store sufficient charge at a
memory cell to cause the threshold voltage of the memory cell {o pass the next available voltage
level, and multiple write pulses may be used in order to assure that the voltage of the memory
cell passes the voltage level In such embodiments, a memory cell may be programmed using a

number of write pulses less than that requived for passing the next voltage level This is referred

(w4
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to as “partial programming” of the memory cell using a nomber of “partial program pulses™ As a
result, the memory cell may then be in a “partially programmed” state.

{0019} In other embodiments, a write operation may involve using a total write time
duration of charge delivery in wlhuch a particular voltage 1s applied instead of a mamber of write
pulses, While in this disclosure partial programmnung is described m the context of numbers of
write pulses, partial programusng may also be desenibed i the context of write time durations
equivalent to one or more write pulses. For example, the value of a bit may be switched from “0”
0 17 upon erther the application of a particular number of write pulses or the apphication of a
write operation having a particalar write time dwation.

0028} In some embodiments, MLC memory may be configured with four or more charge
storage fevels, altowing a single MLC bit to store nultiple bits of information. One technique
that may be used o further increase data storage capacity is rank modualation. In rank
modulation, mstead of using absolute charge levels on memory cells to store data, the relative
order or rank of the charge levels on different cells may be used to store data. MLC memory may
be well spited to rank modulation, becanse MLC memory is often configured with multiple
stable and consistent levels across the entire memory, and the levels may allow threshold
voltages of memory cells n a group to be ranked relatively simply. In comparison, SLC memory
may 1ot have safficiently tight parameter control to enable nwore than two absolute fevels across
the entire memory, However, in some embodiments rank modulation may be implemented in
SLC memory using partial programming of memory cells as described above.

{0021} FIG. 2 iHlustrates an example retrieving read process to recover data stored in single-
level memory using rank modulation, arranged in accordance with at least some embodiments
described herein.

{0022} According to a diagram 200, a retrieving read process 210 may be perfonmed by
applving pactial program pulses to a series of bits 201-208 to retrieve rank-modulated data. At an
initial readout operation 220, a memory controller (2.g., the memory controller 110) may read the
values of the bits 201-208, As depicted in FIG. 2, the bits 201-205 and 207-208 may mmtially
have “07 values while the bit 206 may have a “1” value, As g result, the bit 206 may be ranked
first. At operation 230, the memory controller may partially program the bits 201-20R by
applving a series of partial program pulses and then read the bits 201-208 again. The memory

controller may apply the partial program pulses atf operation 230 {and in subseqguent operations)

¢
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to all of the bits 201-208 or only to the bits with "0 values at the provious operation {e.z, bits
201-205 and 207-208 for operation 230). Regardless, after the partial program pulses are applied
at operation 230, the bits 201-205 and 207 may remain at “0” while the bits 2006 and 208 may be
at “17. Since the bit 206 was previously already “17 at operation 220 and therefore has the top
rank, the bit 208 mav now be ranked second.

{0023} At operation 232 the memory controlier may again apply a series of partial program
pulses and read the bits 201-208 to determing that which bit 203 has changed from “07 w0 17
and therefore may be ranked third. Sumilarly, at operations 234-242 the memory controller mayv
continue to apply a series of partial program pulses and read the bits 201-208 to determine that
the bit sequence 205, 201, 202, 204, and 207 have changed values and therefore mav be ranked
fourth, fifth, sixth, seventh, and eighth, respectively. The final bit rank for the data written in the
bits 201-208, represented as an ordered vector (200, 208, 203, 205, 201, 202, 204, 207), may
then be subsequently processed by the memory controller to recover the data encoded in rank
modulation. After the Jast bit to change value {the bit 207} has been read, the bits 201-208 may
be fully erased at operation 250 in preparation for snbsequeat data encoding.

{0024} FIG. 3 illustrates an example programming process to write rank-modulated data
into single-level memory, arranged in accordance with at least some embodiments described
herein.

0025} According to 8 diagram 300, a program process 310 to write rank-modulated data 1o
the bits 201-208 may be performed by a memory controller configured to apply partial program
pulses to one or more of the bits 201-208. In the diagram 300, the program process 310 may be
ased to write the same rank-modalated data that was recovered in the retneving read process 210

eseribed in FIG. 2. As described above, the ordered bit rank vector recoverad in the retrieving
read process 210 was (206, 208, 203, 205, 201, 202, 204, 207), where the first bit 1 the vector
{the bit 206) reached a “1” value first and the last bit in the vector (the bit 207) veached a ~}
value last. In order to prepare the bits 201-208 to change values as shown in the vector, each of
the bits 201-208 may be programmed using an appropriate munber of partial program pulses. For
example, assume that each of the bits 201-208 has subsiantially the same voltage level (as
described above). In this case, the bit 206, ranked first m the vector, may be programmed with
the most partial program write pulses to bring the bit 206 closest (if not over} the level of “17.

The bit 208, ranked second v the vector, may then be programmed with fewer write pulses than
E b i P 3

7
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the bit 206, and so on throogh the ranked bits, antil the lastranked bit 207, which mav be
programmed with the fewest program pulses or even no program pulses at all.

{0026} In the diagram 300, a 17 value for a particular bit in a particular operation may
indicate that program pulses are applied to that bit in that operation, whereas a 07 value may
ndicate that no program pulses are applied to that bit in that operation. At operation 320, the
memory controlier may apply a nwmnber “2X7 of program pulses to all of the bis 201-208, as
yndicated by the ™17 value for the bits 201-208, The X may represent a particular incremental
number of partial program palses, which may be determined based on the program
characteristics of the bits 201-208. For example, the bits 201-208 may have ditferent threshold
voltages delineating the different possible stored bit values. As a result, the number of program
puises to change the vahie of one bit may differ from the namber of program pulses to change
the value of another bit, This variation in numbers of partial program pulses may be
characterized using a mean o and 8 standard deviation A In turn, the incremental mumber of
write pulses "X may be determuned based on the « and the A. For example, "X may be derived
by dividing o+ 34 by the number of bits used to store a particular rank-modulated data. In some
embodiments, the value of "X may be different for different bits, and the memory controller
may apply “X7 write pulses 10 one bit and X program pulses o another bit, where the two ¥X”
values differ.

{00271 At operation 330, the memory controlier may apply "X program pulses to the bits
201-206 and 208, but not to the bit 207, as indicated by the associated “07 value. As mentioned
above, the bit 207 ranks last in the ordered bit rank vector, and therefore may be programmed
with the fewest program pulses, At operation 332, the memory controlier may apply “X7
program palses to the bits 201.203. 205-206, and 208. At eperation 334, the memory controller

may apply “X” program pulses to the bits 201, 203, 205-206, and 208. At operation 336, the

memory controlier may apply “X7 program pulses to the bits 203, 205206, and 208. At

operation 338, the memory controller may apply "X program pulses to the bits 203, 206, and

208. At operation 340, the memory controller may apply “X” program pulses to the bits 206 and
8.

08. At operation 342, the memory controller may apply “X” program palses to the bit 206, after

2

which programming may be considered complete for the data coded 1 rank modulation,
{0028} In some embodiments, the program process 310 may be deseribed i the context of

programming the bits 201-208 according 10 a program vector. The program vector may describe

8
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the nomber of program pulses to be applied 1o cach bit 1 201-208 arranged according to bit rank.
For example, the ordered bii rank vector provided above is {206, 208, 203, 205, 201, 202, 204,
207). The corresponding program vector may be {206, 208, 203, 205, 201, 202, 204, 207) =
{FOXT, RRXT, VTN, OXT, CRXT, XY, 3K, 2K The Hst number of write pulses (9X7)
may be the number of program pulses to be applied to the first bit in the bit rank vector {the bit
206}, the second number of program pulses (“8X") may be the number of program pulses 1o be
applied to the second bit (the bit 208), and so on. The program vector may also indicate a write
dme, An example of full program time in typical SLC may be Q.5ms, which can be divided o
250 partial program palses, each with a duration of 2us,

{0029} FIG. 4 illustrates an example read-and-verify process to derive a program vector to
write rank-modulated data into SLO Flash, arranged in accordance with at least some
embodiments described herein.

j0036] According to a dagram 400, & memaory controller may use a read-and-verify process
410 to read the data written mto the bits 201-208 and venify that the rank-modalated data
represented by the program vector was correctly retrieved. The process 410 may use the same
program vector described above for ease of description, although of course in other ewbodiments
other program vectors may be read and verified.

{0031} At a first operation 420, the menory controller may read the values of the bits 201-
208. As depicted in FIG. 4, the bits 201-208 and 207-208 may mutially have "0 valoes while the
bit 206 may have g “17 value, which correctly corresponds to the bit rank vector. At operation

iy

430 the memory controller may then apply “X progran pulses to the bits 201-203 and 207-208
and subseguently may read the bits 201-208. Between nonmal eperations, kaving one and only
one bit switch from “07 to 17 may be useful. According to the program vector, after the
program pulses applied in the operation 430, the bit 208 should switch from “07 to “17,
However, the bit 208 is shown as still reading “07. This situation may be referred to asa
“delaved matriculation” error, in which a bit should have switched valnes but did not. To correct
this error, the memory controller may apply additional program pulses to the hit 208 at operation
432, determine whether the additional program pulses caused the bit 208 to swiich, and continue
applving additional program pulses until the bit 208 switches from “07 to “17. The memory
controlier may also apply the same number of additional program pulses 1o the bit 206 in order to

ensure that the bt 206 ranks over the bit 208,

9
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j0032} After deternuning the number of program pulses 1o correct the delaved
matriculation ervor, the memory controller may update the program vector with corrected
program pulse numbers for the bit 208 and the bit 206. For example, if the memory controller
applied an addittonal “X7 program pulses to the bit 208 to cause the bit 208 to switch from “07 to
“17, the memory controlier may adjust the program vector to (206, 208,203, 205 201, 202, 204,
207y = (CFOXT, C9XT, XY, VEXT, USXT, 14X, MIXT, U2XTY, where “X7 has been added to the
program pulse numbers correspondmg to the bits 206 and 208,

{00331 At operations 440 and 4530, the memory controller may successively apply “X7
program palses to the remaming zero-value bits and subsequently read the bits 201-208 to
determine whether the next ranked bits m the program vector {the bit 203 and the bit 205,
respectively) switched valaes from “07 10 *17. Upon determination that the bit 203 and the bit
205 did successively switch values from “07 1o “17, the memory controller may again apply “X7
program pulses to the remaining zero-value bits at operation 460 and subsequently read the bits
201-208. According to the program vector, the next ranked bit to switch values should be the bit
202, However, both the bits 201 and 202 switched values after the program pulse application i
operation 460, where only one {the bit 201} bt showdd have switched. This situation may be
referred to as a “premature matriculation”™ error, in which a bit {the bit 202} switched values
when the bit should not have switched values. To correct this error, the memory controlier may
reduce the number of write pulses in the program vector assoctated with the bit 202, In order to
mamntain the bit ranking, the memory controller may also reduce the number of program pulses
associated with the bits ranked lower than the bit 202 {that is, the bits 204 and 207} accordingly.
After this reduction, the progrant vector may be (206, 208 203, 205 201, 202, 204, 207} =

{0034} Afler the operation 460, the memory controller may agam apply “X7 program
pulses to the remaining zero-value bits at operation 470 and subsequently read the bits 201-208.
The bt that should have switched &t operation 470 {the bit 202) already switched at operation
460 due to the premature matriculation error, so the fack of switching at operation 470 may not
trigger & premature matniculation error. At next operation 480, the mentory controtler may again
apply “X7 write pulses to the remaining zero-value bits (the bits 204 and 207) and sabsequently
read the bits 201-208. As with operation 460, a premature matricnlation error may occur in the

operation 480 as depicted, with the bit 207 swarching values when the bit 207 should not have

18
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switched vatues. Stnular to the operation 460, the memory controller mayv correct this evror by
reducing the muaber of wiite pudses in the program vector associated with the bit 207, Since the
bit 207 is the last-ranked bit, no other program pulse reduction may be performed. Subsequently,
the adjusted program vector may be (206, 208, 203, 205, 201, 202, 204, 207y = ("10X7, “9X7,
FTXT, AXT, CSXT, U3XT, C2XT, 07, and may be used to re-program the bits 201-208 after full
erasure.

{0035} The read-and-verify process 410 described above may be suitable for many flash
memory inplementations i which bit-level partial erase 15 onavailable. However, some
nonvolatile memory types, such as embedded single-poly NVM, may have bit-level partial
program and erase capability, allowing enhanced read-and-verify processes. In some
embodiments, sach enhanced read-and-venfy processes may have simpler and faster exrvor
handling and correction.

{0036} For example, in the read-and-verify process 410, the lowest number of program
puises in the original program vector may detersuine the number of premature matriculation
errors that can be corrected without having to restart the read-and-verify process with a different
program veector. Specifically, since the original program vector was (206, 208, 203, 208 201,
202,204, 207) = (“9X7, “BXT, CTXT C6XT, “SXT, H4XT U3X7, “2X7Y, the read-and-verify
process 410 may only handie and correct two premature matricolation errors, bringing the last
number of write pulses (“2X™) to zero. Auny additional premature matriculation errors may
mvolve the use of a new program vector that can handle more premature matriculation ervors,
such as (206, 208, 203, 205, 201, 202, 204, 207y = (“10X7, “9X7, “§X7, “7X", “6X”, “5X",
“4X7, “3X7) In comparison, read-and-verify processes able 1o take advantage of bit-level erase
operations may not need this consideration.

{0037} FIG. 5 llustrates an example read-and-veritfy process to derive g program vector 1o
write rank-modulated data into single-level memory having bit-level erase capability, arranged in
accordance with at least some embodiments described herein,

{0038} According o a diagram 500, a memory controller may use a read-and-venily process
510 sinular to the process 410 to read data written into the bits 201-208 and verity that rank-
moduolated data represented by a particular program vector was correctly written. As with the
process 410, the process 510 may use the same program vector described above for gase of

description, although 1 other embodiments other program vectors may be used.

11



WO 2016/043868 PCT/US2015/044640

j0039] Operations 520, 330, 532, 540, and 350 of the process 510 may be similar 1o the
operations 420, 430, 432, 440_and 450 of the process 410, respectively. For example, the
memeory controller may mitially read out data m the operation 520 as in the operation 420 and
may apply X7 program pulses to zero-value bits o the operations 530, 540, and 550 as in the
operations 430, 440, and 450, The memory controller may correct delay matriculation errors
encountered in the operation 530 as in the operation 430 via the application of addiional
program pulses and subsequent correction of the program vector in the operation 532 as
described m the corresponding operation 432,

{040} At an operation 360, the memory controller may detect a premature matriculation
ervor associated with the bit 202, as in the corresponding operation 460, However, m addition 1o
reducing the mamber of program pulses m the program vector associated with the bit 202 and
lower-ranked bits {the bits 204 and 207), the memory controller may also apply one or more
erase pulses to the bits 202, 204, and 2067 1 an operation 562, In some embodiments, an erase
puise has the opposite functionality of a program pulse, and removes charge from the memory
cell, thereby reducing the threshold voltage of the memory cell. The memory controlier may
apply erase pulses to the bits 202, 204, and 207 until bit 202 switches back to a "0 valne.
Subsequently, in an operation 370 the memory controlier may again apply “X” program pulses to
the remaining zero~value bis and subsequently read the bits 201-208, as i the operation 470,
Unlike the operation 470, in the operation 570 the bit 202 may be able to switch because of the
erase pulses applied at the operation 562, As a result, the memory controller may determine
whether the bit 202 actually does switch at the operation 5370,

{0041} At next operation 530, the memory controller may again apply “X" program pulses
to the remaining zero-value bits (the bits 204 and 207), similar to the operation 480, As with
operation 560, a premature matriculation error may occur in the operation 580 as depicied with
the bit 207 switching values when the bit 207 should not have switched values. The memory
controller may correct this ervor at operation 582 by reducing the number of program pulses m
the program vector associated with the bit 207 as well as applying sufticient erase pulses to the
bt 207 until the bit 207 switches back to a “0” value, similar to the operation 562,

{0042] FIG. 6 15 a flowchart thustrating an example process 600 to program and to recover
rank-modulated data on single-level memory using partial programuying, arranged in accordance

with at least some embodiments described berein. Process 600 may include one or more
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operations, functions, or actions as Hustrated by one or more of blocks 602-614. Althoogh some
of the blocks m process 600 {as well as n any other processimethod disclosed herein) are
tllustrated m a sequential order, these blocks may also be performed in parallel, andior ma
different order than those described herein. Also, the various blocks may be combined into fewer
blocks, divided into additional blocks, and/or eliminated based upon the particular
nnplementation. Additional blocks representing other operations, functions, or actions may be
provided.

{0043] According o process 600, rank-modulated data prograroming and recovery may
begin at block 602 {"Perform complete erase of page/bloek™), where a memory controller {for
example, the memory controlier 110) may completely erase a memory page, block, or section in
preparation for writing data. At block 664 {"Measure pulses to swiich bits in pageblock to 177},
which may follow block 602, the memory controller may measure the number of program pulses
and/or the program time duration to switch one or more of the bits in the memory page or block
from a “0” value to a 17 value. In some embodiments, the memory controller andior a
processing block coupled 1o the memory controller may farther denive one or more partial
program characteristios associated with the memory page or block, such as the mean value of the
number of program palses ¢, standard deviation A, and/or an incremental number of program
pulses “X as described above. At block 606 {"Derive bit ranking from data to be written™),
which may follow block 604, the memory countroller andfor the processing block may determine
a bit ranking from data to be written to the memory using rank modulation techmiques. At block
608 (“Dertve program vector for page/block using bit ranking to apply program pulse imcrements
and erase pulses if available™), which may follow block 606, the memory controller or the
processing block may derive a program vector as described above based on the determined bit
ranking and available memory operations such as the application of bit-level write andfor erase
pulses. In some embodiments, the program vector may be inftially derived and then verified
using a program-and-verify process as described above in FIGS. 4-3. At block 610 (“Perform
complete erase of page/block and use derived program vector 1o program page/dlock™), which
may follow block 608, the memory controfler may again completely erase the memory page or
biock and use the program vector derived i block 608 to program the rank-modulated data to the

memory page or block,
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0044} At block €12 ("Perform multiple read operations o recover ranking by sequentially
applying write pulses to bus and reading the resulting values™), which may follow block 610, the
bit ranking associated with the data written on the memory page/block may be recovered using
multiple vead operations. These read operations may be performed by the memory controller, and
may mvolve the sequential application of program pulses to one or more bits in the memory and
reading the resulting values, as described above wm FIG. 2. At block 614 ("Recover data from
ranking”}, which may follow block 612, the memory controller and/or the processing block may
then recover the rank-modulated data from the recovered bit ranking,

{0045} Other modifications may be made to the processes described above. 1o some
embodiments, a program vector may be determined using fewer program pulses per read
operation. This redaction in the number of program pulses per operation may be equivalent o
performing oversampling on the menory, and may result in betier partial program resolution and
reduced premature matriculation rates, since an operation with fewer program pulses may be less
likely to cause multiple bits to switch. The reduction mn the number of program pulses may be
¢lobal (that is, for example, implemented over the entive memory), local {that is, for example,
implemented over a portion of the memory), andfor adaptive (for example, dynamically changing
based on the data to be written and memory conditions).

{00486} In further embodiments, the rank-nwdulated data program processes above may be
used to provide security when transmitting data between two entities, For example, a first entity
may wish to send rank-modalated data to a second entity. The first entity may derive a program
vector corresponding to the rank-modulated data and divide the program vector into two {or
more} portions. The first entity may then send a {irst portion to the second entity via some
means, program a memory using a secomd portion of the program vector, and send the
programuued memeory to the second entity, The second entity may then continue to progrant the
memory using the received first portion and then recover the rank-modulated data from the
completelv-programmed memory. In order to successtully mtercept the data, an attacker would
have to acquire both the first portion of the program vector and the programmed memory.

{0047] To further improve security and data rehability, a multi-bit representation mav be
used for individual bits in rank-moduelated data to be written to memory. For example, two
memeory bifs may be used to represent a single data Mt, with memory bif values of “017 and “107

corresponding to data bt values of “07 and “17, respectively.
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0048} FIG. 7 dlustrates a general purpose computing device, which may be used to
provide data storage by use of rank modulation, arranged in accordance with at least some
embodiments described herem.

{0049} For example, the computing device 700 may be used 1o program and recover data
on single-level memeory using partial programining as described herein. In an example basic
configuration 702, the computing device 700 may include one or more processors 704 and a
system memory 706, A memory bus 708 may be used 1o communicate between the processor
704 and the system memory 706. The basic coufiguration 702 s tlustrated i FIG, 7 by those
components within the inner dashed line.

0030} Depending on the desived configuration, the processor 704 may be of any type,
mcloding but not hmted to a microprocessor {uP), a nucrocontroller (u(), a digital signal
processor {DSPY, or any combination thereof The processor 704 may include one more levels of
caching, such as a level cache memory 712, a processor core 714, and registers 716. The
example processor core 714 may include an arithmetic logic unit (ALU}, a floating point unit
{FPLI), a digital signal processing core (DSP core), or any combination thercof. An example
memory controler 718, similar to the memory controdler 110, may also be used with the
processor 704, or in some implementations the memory controller 718 may be an internal part of
the processor 704, Furthermore, the memory cells 130 of FIG. 1 may be unplemented in one or
more of the cache memory 712, the system memory 7006, and/or the storage devices 732.

{6051} Depending on the desired configuration, the svstem memory 706 may be of any type
including but not imited to volatile memory (such as RAM), non-volatile memory (such as
ROM, flash memory, et¢.) or any combination thereof. The system memory 706 may mclade an
operating svstem 720, a rank modulation moduole 722, and program data 724, The rank
modulation module 722 may include 8 write modaole 726 and 4 read module 728 to implement
data storage using rank modulation as described herein. The write module 726 and the read
module 728 may be sunilar to the write module 130 and read module 140 of FIG. 1, respectively,
except that in the example embodiment of FIG. 7, the write module 726 and the read module 728
are implemented in a rank modulation module 722 stored m the system memeory 706, rather than
being sub-components of a memory mterface module {or other module) 1n the memory controller
718, The program data 724 mayv include, amony other data, program vector data 730 or the like,

as described herein,
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{0052} The computing device 700 may have additional fegtures or functionality, and
additional ierfaces {o facilitate communications between the basic configuration 702 and any
desired devices and mterfaces. For example, a bus/interface controller 730 may be used to
facilitate communications between the basic configuration 702 and one or more data storage
devices 732 via a storage interface bus 734, The data storage devices 732 may be one or more
removable storage devices 736, one or more non-removable storage devices 738, ora
contbination thereof. Examples of the removable storage and the non-removable storage devices
tnchude magnetic disk devices such as flexible disk dnves and hard-disk drives (HDDs), optical
disk drives such as compact disk {CD) drives or digital versatile disk (DVD) drives, solid state
drives {(5SDs), and tape drives 1o name a few, Example conputer storage media may include
volatile and nonvolatile, removable and non-removable media implemented in any method or
techuology for storage of information, such as computer readable instructions, data structures,
program modules, or other data.

{3053} The system memory 706, the removable storage devices 736 and the non-removable
storage devices 738 are examples of computer storage media. Computer storage media includes,
but i1s not limited to, RAM, ROM, EEPROM, flash memary or other memory technology, CD-
ROM, digital versatile disks (DVD), sohid state drives, or other optical storage, magnetic
cassetles, magnetic tape, magnetic disk slorage or other magnetic storage devices, or any other
mediom which may be used to store the desired information and which may be accessed by the
computing device 700, Any sach computer storage media may be part of the computing device
700,

{0654] The computing device 700 may also include an interface bus 740 to facilitate
communication from vartous iterface devices {e.g., one or more output devices 742, one or
more peripheral interfaces 744, and one or more communication devices 766) to the basic
configuration 702 via the bus/interface controller 730, Some of the example output devices 742
include a graphics processing unit 748 and an audio processing unit 750, which may be
configured to communicate 1o varions external devices such as a display or speakers via one or
more AV ports 752, One or move example peripheral intertaces 744 may include a serial
mterface controller 754 or a parallel interface controller 756, which may be configured o
comnuiicate with external devices such as input devices {e.g., kevboard, mouse, pen, voice

input device, touch input device, ete) or other peripheral devices (e g, printer, scanner, ef0.) via
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one or more VO ports 758, An example convnunication device 766 inchudes a network controller
760, which may be arranged to facilitate communications with one or more other computing
devices 762 over a network communication link via one or more comnunication ports 764, The
one or wore other computing devices 762 may mclude servers at a datacenter, customer
equipment, and comparable devices.

{0035} The network conununication link may be one example of a commumication media.
Communication media may be embodied by computer readable mstructions, data structures,
programs modales, or other data in a modulated data sigaal, such as g carrier wave or other
transport mechanmsm, and may include any information delivery media. A “modulated data
signal” may be a signal that has one or more of its characteristics set or changed in such a
manner as to encode information in the signal. By way of example, and not linutation,
communication media may include wired media such as a wired network or direct-wired
connection, and wireless media such as acoustic, radio frequency {RF), microwave, infrared (IR)
and other wireless media. The term computer readable media as used herem may include both
storage media and commumication media.

{0056} The computing device 700 may be implemented as a part of a general purpose oy
speciahized server, mainframe, or similar computer that includes any of the above functions. The
computing device 700 may also be implemented as a personal computer including both laptop
computer and non-laptop computer configurations,

[0057] FIG. Bis a flow diagram iflustrating an example method to provide data storage
using rank modulation that may be performed by a computing device such as the computing
device in FIG. 7, arranged in accordance with at least some embodiments described herein.

{0058} Example methods may inclhade one or more operations, fanctions or actions a8
itlastrated by one or more of blocks 822, 824, 836, andfor 828, and may in some embodiments be
performed by a computing device such as the computing device 800 1n FIG. 8. The operations
described 1 the blocks 822-828 may also be performed m response to execution (by one or more
processors) of computer-executable instructions stored i a computer-readable mediwn such as a
noa-transitory computer-readable medium 820 of a computing device 810, and executable by
one or more processors. In other embodiments, the various operations may be implemented /
provided using methods alternatively or in addition to the execution of computer-executable

fnstructions,
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{0089} An example process to provide data storage using rank modulation may begin with
block 822, “MEASURE PARTIAL PROGRAM CHARACTERISTICS OF MEMORY
PAGEBLOCK”, where a memory controller (for example, the memory controller 110} may
measure partial program characteristics of a memory page or block onto which rank-modulated
data is to be written, as described above.

{0060} Block 822 may be followed by block 824, “DETERMINE PROGRAM VECTOR
FOR MEMORY PAGE/BLOCK USING PARTIAL PROGRAM CHARACTERISTICS AND
BIT RANKING CORRESPONDING TO INTENDED DATA”, where the memory controller or
a processing block may determine a program vector represeating rank-modulated data based on a
bit ranking associated with the data and partial progran: chargcteristics associated with the
memory pagefblock, as deseribed above. In some embodiments, the memory controller may
perform one or more read-and-verify processes as descnbed above in FIGS. 4-5, and the
processing block may further refine the program vector based on the read-and-verify results, as
described above.

j0061] Block 824 mayv be followed by block 826, “WRITE MEMORY ACCORDING TO
DETERMINED PROGRAM VECTOR”, where the memory controller may write data te the
memory by the application of program pulses according to the previously-determined program
vector, as described above.

j0062] Block 826 may be followed by block 828, “PERFORM SERIES OF PARTIAL
PROGRAMMING ON BITS BASED ON PARTIAL PROGRAM CHARACTERISTICS TO
RECOVER RANKING AND DERIVE INTENDED DATA”, where the memory controller may
recover the rank-modulated data written to the memory page or block by performing a series of
partial prograpuming on one of wore bits in the memory page or block. For example, the memory
controlier may sequentially apply program palses to one or more bits in the memory and read the
resulting bit values to recover the bit ranking, as described above in FIG. 2. Once the bit ranking
is recovered, the memory controller or the processing block may derive the intended data from
the recovered bit ranking.

j0063] FI1G. 9 illustrates a block disgram of an example computer program product,
arranged in accordance with at least some embodiments described heremn.

{0064} In some examples, as shown in FIG, 9, a computer program product 900 may

nchude a signal bearing medium 902 that may also inchude one or more machine readable
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mstructions 904 that, i response to execution by, for example, a processor may provide the
functionality and features described herein. Thus, for example, referring to the processor 704 in
FiG. 7, the rank modulation module 722 may undertake one or more of the tasks shown m FIG. 9
in response to the wstructions 904 conveyed to the processor 704 by the medum 902 to perform
actions associated with data storage using rank modulation as described herein. Some of those
mstructions may nchude, for example, wstructions to measure partial program characteristics of
a memory page/block, deternine a program vector for the memory page'dlock using the partial
program charactersstics and a bit ranking corresponding to mtended data, program the memory
according to the deternmned program vector andfor perform a series of partial programming on
biits based on the partial program characteristics o recover the ranking and derive the intended
data, according to some embodiments described herem.

{0065} In some implementations, the signal bearing media 902 depicted in FIG. 9 may
encompass computer-readable media 906, such as, but not limited to, a hard disk drive, a solid
state drive, a Compact Disc {CD), a Digital Versatile Disk (DVD), a digital tape, memory, ete. In
some implementations, the signal bearing media 902 may encompass recordable media 907, such
as, but not limited to, memory, readfwrite {R/W) CDs, RAW DV, ete. In some
implementations, the signal bearing media 902 may encompass communications media 910, such
as, but not himited 1o, a digital andfor an analog communication mediam {e.g., a fiber optic cable,
a wavepuide, a wired communications link, a wireless communication link, etc.). Thus, for
example, the program product 900 may be conveyed to one or more modules of the processor
704 by an RF signal bearing medium, where the signal bearing media 902 1s conveyed by the
wirgless communications media 910 (e.g., 8 wireless communications medium conforming with
the IEEE 802,11 standard).

{0066} According to some examples, methods to encode data on single-fevel flash memory
by use of rank modulation are described. An example method may include deternining a
bit ranking within a group of bits based on the data to be enceded; determining a plurality of
partial program parameters for a plurality of flash memory bits, where each partial program
parameter 15 assocated with g respective bit in the plurahity of bits; determining a program vector
based on the determined bit ranking and the determined plurality of partral program parameters;
and/or encoding the data 1o the phurality of bits using partial programming based on the

determined program vector,
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0067} According to other examples, determining the plurahty of partial program
parameters may include selecting the partial program parameters based on one or more of a
number of program pulses to modifyv the respective bit in the plurality of bits from a first value to
a second value and a program time to modify the respective bit in the plurality of bus from the
first value to the second value. The program vector may indicate at least one program parameter
mclading at least one of a number of program pulses and a program time, and encoding the data
may include partially programming the plurality of bits by programming according fo the at least
one program parameter 1o at least one bit in the plurahity of bits.

{0068} According o further examples, determining the program vector further may mclude
reducing the at least one program parameter to perform oversampling, The method may also
mclode performing a program-and-verify sequence on the encoded data; adjusting the
determined program vector based on the program-and-verifyv sequence; and re-encoding the data
to the plurahity of bits using pantial progranyming based on the adjusted program vector,
Performing the program-and-verify sequence may include performing at least one read operation
on the data encoded to the plurality of bits and determining, based on the at least one read
operation, whether at least one of delayed matticulation and premature matriculation has
occurred in association with at least one bit in the plurality of bits.  Adjusting the determuned
program vector may include adjusting a program parameter i the deternuned program vector
associated with the at least one bit in response to determination that at least one of the delayed
matriculation and the premature matriculation has oceurred.

{0069} According to vet other examples, adjusting the determined program vector may
further include adjusting another program parameter in the program vector associated with at
least one other bit in the plurality of bits. Adjusting the program parameter may include one or
more of) wcreasing @ munber of program pulses to the at least one bit) increasing a program fime
to the at {east one bit; decreasing a number of program pulses to the at least one bit; decreasing
the program time to the at least one bit; and applying a number of erase pulses to the at least one
bit. Determining the program vector may include determining a complete program vector based
o the bit ranking and the plurality of partial program parameters dividing the complete program
vector 1mto a first program vector portion and a second program vector portion; and encoding the

data based on the first program vector portion.
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{0070} According to other examples, an apparatus may be configured o wiite data in
single-level flash memory by use of rank modulation.  An example apparatus may wnclude a
processing block configured to determine a bit ranking based on a data to be written; determine
a plurality of complete program durations for a plarality of bits of a flash memory, where each
complete program duration indicates a respective program fime duration to modify a respective
bit in the plurality of bits from a first value to a second value; and determine a program vector
based on the determined bit rapking and the determined plurality of complete program durations,
the program vector being mdicative of at least one partial program duration. The example
apparatus may also mclade a memory mterface module coupled to the processing block. The
memory interface module may be configured to receive the deternuined program vector from the
processing block; and write the data to the plurality of bits by partial program of the plarality of
bits according to the at least one partial program duration indicated by the received program
VECIOT.

{0071 According to some examples, each complete program duration may be based on a
mumber of program pulses corresponding to the respective program time durations; and the at
least one partial program duration may include at least one of! a program time to at {east partially
modify at least one bit in the plurality of bits from the first value to the second value; and a
number of program pulses corresponding to the program time. The processing block may be
further configured to deternmune the program vector by reduction of at least one program
parameter adaptively to perform oversampling.

{0072} According to vet other examples, the processing block may be further configured to
control performance of a program-and-verify sequence on the written data and adjust the
determined program vector based on the program-and-verify sequence. The memory program
module may be further configwred to receive the adjusted program vector and re~write the data to
the plurality of bits by use of a partial program eperation based on the adjusted program vector.
The processing block may also be configured o control performance of the program-and-verity
sequence by control of performance of at least one read operation on the data written to the
pluratity of bits and determimation of, based on the at least one read operation, whether at least
one of delayed matriculation and prematere matniculation has occurred 1n association with at
least one bit in the plurabity of bits. The processing block may be further configured to adjust the

determned program vector by at feast one of adjustment of the at least one partial program
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duration in the determined program vector associated with the at least one bit in response to
determination that at least one of the delayed matricudation and the premature matriculation has
occurred and adjustment of another partial progran duration in the program vector associated
with at least one other bit in the phuralily of bits.

0073} According to further examples, methoeds to retrieve data encoded in single-level
flash memory by use of rank modulation may be described. An example method may include
performing a plurality of read pperations on a plurality of bits of the flash memwry, where each
read operation inclades partially progravuming the plarality of bits based on at least one partial

grammed plurality of bits. The

&

program parameter; and reading a state of the partially-pro
example method may also mclade determining a ranking associated with the plurality of bits
based on at least the respective read states associated with the plurality of read operations and
deriving a final data based on the determined ranking,

{0074} According to vet further examples, the method may also include reading an ininal
state of the plurality of bits before performing the plurality of read operations, and where
determining the ranking comprises determining the ranking based on the nutial state and the
respective read states associated with the phuality of yead operations. Detenmining the ranking
may include determining the ranking based on at least the respective read states associated with
the plurality of read operations and a multi-bit representation for at least one bit in the bit
ranking.

[0075] According to vet other examples, an apparatus may be configured to retrieve data
encoded in single-level flash memory by use of rank modulation. The apparatus may include a
memory interface module coupled to a plurality of tlash memory bits and a processing block
coupled to the memory interface module. The memory mterface module mav read an initial state
of the phurality of Hlash memory bits and perform a phaality of read operations on the plurahty of
bits by performance of a partial program of the plurality of bits based on at least one partial
program doration, where the at least one partial program duration indicates a program time to
partially modity at least one bit in the plurality of bits from a first value to a second valae, and
performance of a read of & state of the partially-programmed plurality of bits. The processing
block may recerve, from the memory interface module, the respective read states associated with
the plurality of read operations; determine a ranking associated with the plurality of bits based on

the respective read states; and derive a final data based on the ranking.
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j0076] According to some examples, the at least one partial program duration niay be based
on a naimber of program palses corresponding to the program time. The memory interface
module may further perform the plurality ot read operations by reduction of the at least one
partial program duration to perform oversampling.

{0077} Various emabodiments mayv be implemented in hardware, software, or combination
of both hardware and software {or other computer-readable instructions stored on a non-
transitory computer-readable storage medinm and executable by one or more processors); the use
of hardware or software s generally (but not always, i that in certain contexts the choice
between hardware and software mayv become significant) a design choice representing cost vs.
efficiency tradeofts. There are various vehicles by which processes andfor systems and/or other
technologies described herein may be effected {e.g., hardware, sofiware, andfor firmware), and
the preforred vehicle will vary with the context in which the processes andfor systems and/or
other technologies are deploved. For example, if an implementer determines that speed and
accuracy are paramount, the mmplementer may opt for a mainly bardware and/or firmware
vehicle; if flexibility i1s paramount, the implementer may opt for a mainly software
implementation; or, vet again alternatively, the implementer may opt for some combination of
hardware, software, andfor firmuvare.

{0078} The foregoing detaled description has set forth varions embodiments of the devices
and/or processes via the use of block diagrams, flowcharts, and/or examples. Insofar as such
block diagrams, Howcharts, and/or examples contain one or more functions andfor operations,
each function and/or operation within such block diagrams, flowcharts, or examples may be
implemented, individually and/or collectively, by 8 wide range of hardware, software, fivmware,
or virtually any combination thereof. In one embodiment, several portions of the subject matter
described herein may be implemented via Application Specific Integrated Circwits {ASICs),
Field Programmable Gate Arravs (FPGAg), digital signal processors {D2SPs), or other integrated
formats. However, some aspects of the embodiments disclosed herein, 1 whele or m part, may
be equivalently implemented in mtegrated circuits, as one or more compuier Programs executing
O} ONIE OF Iore computers (£.8., 85 One OF MO OSTRNS €XeCniing (it One Of More computer
SYSICINS ), a8 0N OF MOTe Programs execpting on one or more processors {e.g., as one or more

Programs executing on one of more pucroprocessors), as firmware, or as virtually any
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combination thereof, and designing the circutry andfor writing the code for the soBware and or
firmware are possible 1o hight of this discloswre.

{0079} The present disclosure 1s not 1o be limited in terms of the particular embodiments
described 1o this apphication, which are mtended as Hlustrations of various aspects. Many
modifications and variations can be made without departing from its spirit and scope.
Functionally equivalent methods and apparatuses within the scope of the disclosure, wn addition
to those enumerated herein, are possible from the foregoing descriptions. Such modifications and
variations are tended to fall within the scope of the appended claims, The present disclosure is
to be lmited only by the terms of the appended clamms. along with the full scope of equivalents
to which such claims are entitled. Also, the ternunology used herein is for the purpose of
describing particular emybodiments only, and 13 not mtended to be linnting.

{0080] In addition, the mechanisms of the subject matter described herein are capable of
being distributed as a program product 1o a variety of forms, and that an illustrative embodiment
of the subject matter described herem applies regardless of the particular type of signal bearing
medium used to actually carry ont the distribution. Examples of a signal bearing mediom
inctude, but are not limited to, the following: a recordable tvpe medium such as a floppy disk, a
hard disk drive, a Compact Disc {CD), a Digital Versanile Disk {DVD), a digital tape, a computer
memory, a solid state drive, eic.; and a transmmssion type mediwn such as a digital andior an
analog communication medium (e.g., a fiber optic cable, a wavepnide, a wired communications
link, a wireless communication link, eic.).

{0081} Those skilled in the art will recognize that it is common within the art to describe
devices andfor processes in the fashion set forth herefn, and thereafter use engineering practices
to integrate such described devices andfor processes into data processing systems. That is, at
least a portion of the devices and/or processes described herein may be integrated into a data
processing system via a reasonable amount of experimentation. A data processing system may
include one or more of a system unit housing, a video display device, a memory such as volatile
and non-volatile memory, processors sach as microprocessors and digital signal processors,
computational entities such as operating systems, drivers, graphical yser intertaces, and
applications programs, one or more interaction devices, such as a touch pad or screen, andior

control systems inclnding feedback loops and control motors (e.g., feadback for sensing position
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and/or velooity of gantry systems; control motors to move and/or adjust components and/or
quantities).

{0082} A data processing svstem may be implemented ntilizing any suitable commercially
available components, such as those found i data computing/commuanication and/or network
computing/communication systems, The heremn described subject matter sometimes illustrates
different components contained within, or connected with, different other components, Such
depicted architectures are merely exemplary, and m fact many other architectures may be
implemented which achieve the same functionality. In a conceptual sense, any arrangement of
components 1o achieve the same fimctionality 15 effectively "associated™ such that the desired
functionality is achieved. Hence, any two components herein combaned to achieve a particular
functionality may be seen as "associated with” each other such that the desired functionality is
achieved, irrespective of architectures or intermediate componeats, Likewise, any two
components so associated may also be viewed as being "operably connected”, or "operably
coupled”, to each other to achieve the deswred functionality, and any two components capable of
being so associated may also be viewed as being "operably couplable”, to cach other to achieve
the desired functionality. Specific examples of operably couplable include but are not Hmited to
physically connectable andfor phvsically mteracting components and/or wirelessly interactable
and/or wirelessly mteracting components andfor logically interacting andior logically
mnteractable components,

[0083] With respect to the use of substantially any plural andfor singaolar fevms heremn,
those having skill in the art can translate from the plural to the singular and/or from the singular
to the plural as 1s appropriate to the context andior application. The various singular/plural
permutations may be expressly set forth heretn for sake of clarity.

{0084} It will be understood by those withun the art that, in general, tenms used bherein, and
gepecially i the appended claims {e.g., bodies of the appended claims) are generally intended as
“open” terms {e.g., the term “including” should be interpreted as “mcludimg but not hmited to,”
the term “having” shoudd be interpreted as “having at least,” the term “tncludes”™ should be
witerpreted as “includes but is not Himited to,” ete.). It will be further understood by those within
the art that it a specific nomber of an introduced claim recitation is intended, such an intent will
be explicttly recited in the claim, and n the absence of such recitation no such intent 3s present,

For example, as an aid to understanding, the following sppended claims may contain usage of
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the ntroductory phrases "at least one” and "one or more” to introduce claim recitations,
However, the wse of sach phrases should not be construed to imply that the introduction of a
claim recitation by the indefinite articles "a” or "an" limits any particular claim contaming such
introduced clann recitation to embodiments containing only one such recitation, even when the
same claim mcludes the introductory phrases "one or more” or "at least one” and indefinite
articles such as "a” or "an" {e.g., 4" and/or “an” should be interpreted to mean “at least one” or
“one or move”); the same holds true for the use of definite articles used o introduce claim
recitations, In addition, even tf a specific number of an wtroduced claim recitation 1s explicitly
recited, those skilled in the art will recognize that such recitation should be mterpreted to mean at
least the recited number {e.g., the bare recitgtion of "two recitations,” without other modifiers,
means at least two recitations, or two or more recitations).

{0085] Furthermore, in those mstances where a convention analogous to “at least one of A,
B, and C, ete.” 1s used, in general such a constraction is intended in the sense one having skill in
the art would understand the convention {e.g., © a system having at least one of A, B, and C7
woudd include bat not be limited to systems that have A alone, B alone, C alone, A and B
together, A and C together, B and C together, andior A, B, and C together, ete ). It will be further
understood by those within the art that virtually any disjunctive word and/or phrase presenting
two or more alternative terms, whether in the description, clabns, or drawings, should be
understood to contemplate the possibilities of including one of the terms, either of the terms, or
both terms. For example, the phrase “A or B” will be understood to inclade the possibilities of
“ATor "B or"Aand B

{00861 As will be understood by one skilled in the art, for any and all purposes, such as i
terms of providing a wriiten description, all ranges disclosed herein also encompass any and all
possible subranges and combinations of subranges thereot. Any listed range can be gasily
recognized as sufficiently describing and enabling the same range being broken down into at
least equal halves, thirds, quarters, fifths, tenths, etc. As a non-liniting example, each range
discussed herein can be readily broken down mto a lower third, middle third asd upper third, etc.
As will also be understood by one skilled m the art all langoage such as “up to,” “at least,”

(2 ¥ ¥

greater than,” “less than,” and the like mnclude the number recited and refer to ranges which can

.

be subsequently broken down iato subranges as discussed above. Finallv, as will be understood

by one skilled i the art, @ vange inchudes each individaal member. Thus, for example, a grow
R 8 & : k e 3

26



WO 2016/043868 PCT/US2015/044640

having 1-3 cells refers to groups having 1, 2, or 3 cells. Sunilarly, a group having 1-5 cells vefers
to groups having 1, 2, 3, 4, or 5 cells, and so forth,

{0087} While various aspects and embodiments have been disclosed herem, other aspects
and exnbodimwents are possible. The vartous aspects and embodiments disclosed heremn are for
purposes of Hlustration and are not intended to be Hmiting, with the true scope and spirit being

mdicated by the following claims,

| 2]
o}
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CLAIMS
WHAT IS CLAIMED IS:
i. A method to encode data on smgle-level flash memory by use of rank modulation, the

method comprising:
determining a bit ranking within a group of bits based on the dafa to be encoded,;
determining a plurality of partial program parameters for # plurality of flash memory bits,
wherein each partial program parameter is associated with a respective bit in the plurabity of bits;
determining a program vector based on the determined bit rapking and the determined
plurality of partial program parameters; and
encoding the data to the plarality of bits using partial programming based on the

determined program vector.

2. The methed of claum 1, wherein determining the plurality of partial program parameters
comprises selecting the partial program parameters based on one or more of’

a number of program pulses to modify the respective bit in the plurality of bits from a
first value to a second value; and

a program time to modify the respective bit in the plurality of bits from the first value o
the second value,
3 The method of claim 1, wherein:

the program vector indicates at least one program parameter including at least one of a
number of program pulses and a program time; and

encoding the data comprises partially programming the phurality of bits by progranuming

according to the at least one program parameter to at least one bt i the plurality of bits.

4. The method of claim 3, wherem determining the program vector further comprises

reducing the at least one program parameter to perform oversampling,

5. The method of claim 1, further comprising;

performing a program-and-verify sequence on the encoded data;

28
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adiusting the determuned program vector based on the program-and-verifyv sequence; and
re-encoding the data {o the pluralidy of bits using partial programming based on the

adjusted program vector.

8. The method of claim §, wherein:
performing the program-and-verify sequence comprises:
perfornng at least one read operation on the data encoded to the plurality of bits;
and
determining, based on the at least one read operation, whether at least one of
delayed matriculation and premature matriculation has ocowred in assoctation with at least one
bit in the plurality of bits; and
adjusting the determined program vector comprises:
adjusting a program parameter in the determined program vector associated with
the at {east one bit m response to determination that at least one of the delayed matriculation and

the premature nuatriculation has occurred.

7. The method of claym 6, wherein adjusting the determined program vector further
COMPLISes:

adjusting another program parameter in the program vector associated with at least one

other bit wn the plurahity of bits.

8. The method of claim 6, wherein adjusting the program parametor COmprises one Or more
of!

wncregsing a numnber of program pulses to the at least one bit;
increasing a program time to the at least one bit;

decreasing a number of program pulses 1o the at least one bit;
decreasing the program time to the at least one bit; and

applying a number of erase pulses to the at least one bit.

9, The method of claim 1, wherein:

determining the program vector comprises:
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determuning a complete program vector based on the bit ranking and the plorality
of partial program parameters;

dividing the complete program vector mto a first program vector portien and a
second program vector portion; and

encoding the data based on the first program vector portion.

10, An apparatus configured o write data in single-level flash memory by use of rank
modulation, the apparatus comprising:
a processing block configured to:
determine a bit ranking based on a data to be written;
determine a plorality of complete program durations for a plurahity of bits of a
flash memory, wherein cach complete program duration indicates a respective program iime
duration to modify a respective bit in the plurality of bits from a first valve to a second value;
and
determine a program vector based on the determined bit ranking and the
determined plurality of complete program durations, the program vector beinyg indicative of at
least one partial program duration; and
a memory mterface modude coupled to the processing block and configured to:
recetve the determined program vector from the processing block; and
write the data to the phurality of bits by partial program of the pheality of bits

according to the at least one partial program duration indicated by the received program vector,

b, The apparatus of claim 10, wherein
each complete program durgtion i3 based on a number of program pulses corresponding
to the respective progrant time durations; and
the at least one partial program duration includes at least one of!
a program time to at least partially modify at least one bit m the plurality of bits
from the fisst value to the second value; and

a number of program pulses corresponding to the program time.

(5]
o)
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12, The apparatos of claim 10, wherein the processing hlock is further configured to
determine the program vector by reduction of at least one program parameter adaptively to

perform oversampling.

13, The apparatos of clatm 10, wherein:
the processing block s further configured o
contrel performance of a program-and-verify sequence on the written data; and
adjust the deternuned program vector based on the progran-and-verify sequence;
and
the memory program module 1s further configured to:
recerve the adjusted program vector; and
re-write the data to the plurality of bits by use of a partial program operation

based on the adjusted program vector.

14, The apparatus of claim 13, wherein the processing block 1s configured to
control performance of the program-and-venify sequence by:
control of performance of at least one read operation on the data written to the
plarality of bits; and
determination of, based on the at least one read operation, whether at least one of
delayed matriculation and premature matriculation has occuwrred m association with at least one
bit in the plurality of bits; and
adjust the determined program vector by at least one of:
adjustment of the at least one partial program duration in the determined program
vector assocmted with the at least one bit in response to determmnation that at least one of the
delaved matriculation and the premature matriculation bas cccurred; and
adjustment of another partial programm duration in the program vector associated

with at least one other bit in the phuralily of bits.

1S, A method to retrieve data encoded in single-level flash memory by use of rank

modulation, the method comprising:

(9]
ot
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performing a plurality of read operations on a plurahty of bits of the Hash memory, each
read operation COmMprising:
partially programming the plurality of bits based on at least one partial program
pﬁfﬁﬂlﬁ‘i&f; and
reading a state of the parttally-progranimed plarality of bits;
determining a ranking associated with the plurality of bits based on at least the respective
read states assoctated with the plurality of read operations; and

deriving a final data based on the determined ranking.

16, The method of clain 15, further comprising reading an mitial state of the plurality of bits
before performing the plarality of read operations, and wherein determiming the ranking
comprises determining the ranking based on the mitial state and the respective read states

associated with the plurality of read operations.

7. The method of claim 15, wherein deternuning the ranking comprises determining the
ranking based on at least the respective read states associated with the plarality of read

operations and a multi-bit representation for at least one bit in the bit ranking.

18 An apparatus configured to retrieve data encoded in single-level flash memory by use of
rank modulation, the apparatus comprising:
a memory nterface module coupled to a plarality of flash memory bits and configured to:
read an initial state of the plurality of flash memory bits; and
perform a plurality of read operations on the plurality of bits by:
performance of a partial program of the plurality of bits based on at Ieast
one partial program duration, wherein the at least one partial program duration indicates a
program thme to partially modify at least one bit i the plurality of bits from a first valoe to a
second value; and
performance of a read of a state of the partiglly-programmed phurality of
bits; and

a processing block coupled to the memeory interface module and configured o
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recerve, from the memory mterface module, the respective read states associated
with the plurality of read operations;

determine a ranking assoctated with the plurality of bits based on the respective
read states; and

dertve a final data based on the ranking.

19, The apparatus of claim I8, wherein the at least one partial program duration 1s based on a

number of program pulses corresponding to the program thne,

20, The apparatog of claim 18, wherein the memory interface module is further configoured to
perform the plurality of read operations by reduction of the at least one partial program duration

to perform oversampling.

(9]
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PROGRAM MEMORY ACCORDING TO DETERMINED
PROGRAM VECTOR
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DERIVE INTENDED DATA
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