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POLICY LANGUAGE AND STATE MACHINE MODEL FOR DYNAMIC
AUTHORIZATION IN PHYSICAL ACCESSE CONTROL

Technical Field

The technical field of this application concerns
a language that is useful in specifying dymamic and/or
context-dependent policies for enforcing physical access
control, and/or an aubomata used to formalize these

policies in a executable form.

Background

Existing access control systems for physical
access control (i.e., systems Lhat gxéntféeny access to
restricted areas such as rooms) rely on a centralized
architecturs to make the.graniféeny decicicons.
Specifically, the access points such as doors to the
restrictad areas of a facility are equipped with readers
which are connectsd to a centrally located controller. A
user reguests access to a particular restyicted area by
presenting an identification device such as an access card
to =a readér, Upon reading the identification device, the
reader communicates the information read from the
identification device to ths centralized contrellex. The
centralized controller makes the grant/deny decision and
communicates this decision back to the reader which, in
turn, implements the decision by suitably controlling an

entrance permitting device such as a door lock.
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Access control policies are used by the
Géntralized controller to determine whether users are Lo
be granted or denied access to the restricted areas.

These access control policies for all users are typically
stored expllcitly in an Access Control List (ACL), and the
controller’s decision to grant or deny access to a

particular user is based on a lookup into this list.

Currently, Access Control Listg are static structures that

store all of the policies for all of the users. Such

policies might provide, for example, that user A can be

allowed access to room R, that user B cannot be allowed
acoaess Lo room 5, etc,

Centralized access control systems with static
policy specifications as described sbove cannot be scaled
up effectively to meet the reguirements for the securs
protection of large.faciiities such ag alrports, stadia,
etc. that have a large number of users. Such facilities
instead reqguire dynamic (as opposed to static) access
control policies that are context/state dependent.
Dynamic access contrel policles that are context/state
dependent specify grant/deny access Lo users baseé on
dynamic svents such ag the occupancy of a room béing
limited to its capacity, the time of an access reguest

being between particular temporal values, etc. Examples
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of context sensitive policies include {1} limiting access
to & restricted ares to not more than 20 users at any Gné
time (according to which access is allowed to a requesting
user as long as the occupancy of the restricted area is 20

or less and is otherwise denied), {ii) usser A is allowed

into a restricted area only 1f supervisor B is present in

the regtricted area, s=tco.

There is a need for a fcrmaziﬁtic‘specificatioﬁ
language that can be used to specify dynamic policies.
These policies can then be "analyzed® and stored in a
memory ¢y cther suitable structure ag an axecution m@d&lq
This execution model may be an avtomaton and can be ésed
to make an allow/deny decision in response Lo every access
reguest. The policy language and the executlion model
should be devised in such a way that they are applicable
for de-centralized éccéss control frameworks and also arse
amenable to centralized execution.

As an example, the above reguirements can be met
by {1} a formal logical language that is used to specify
access control pelicies whoss context varies dynamically,
and (2} an exscutable state machine model that is &seé to

implement the policies specified using the formal logical

language.
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Summary of the Invention

Acocording to one aspect of the present
invention, a method is implemented on a computsr for
producing an aubtomaton capable of providing an access
control decision upon receiving an access control reguest.
The method comprises the following: accepting context
based access control policles specified in a formal
descriptive language, processing the context basad access
control policies specified in the formal descriptive
language; and, converting the context based access
control policies to the automaton.

According to ancther aspect of the prasent
invention, a method is implemented on a computer for
producing finite state automata capable of providing an
accass control decigion upon receiving an accessg control
request. The method comprisiﬁg the following: reading
context based access control policies s?ecified in a
formal descriptive language; converting the context base&
accegg control policies gpecified in the formal
descriptive language to Momadic Second Crder ﬁoxmuiae;

and, converting the Monadic Second Orvder formulas to the

finite state szutomata,
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Brief Description of the Drawings

These and othey featuresiand advantages will
become more appsrent from the detailed description when
taken in condunction with the drawings in which: |

Figure 1 illustrates an sexample bLopoleogy of a
facility that can be protected by an access control
systém;

Figure 2Z illustrates a parse tree corresponding
to a portion of a policy described below;

Figurs 3 illustrates pseudo code of an sxample
policy analyzer algorithm useful in explaining features of
the pgasent_inventicﬁ;

Figure 4 iz a flow chart illustrating the manner
in which policies are implemented an execution model for
an zocess contrel system;

Figure 5 illustrates a f£inite state automaton
obtained as a result of applving an exaﬁple policy
znalyzer ta an example Monadic Sscond Order formula

Figure & shows an example of an access control

system;

Figure 7 shows a reprssentative one of the smart

cards of Figure &§;

Figure B shows a representaltlive one of the

readers of Figure §; and,
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Figure 9 shows a vepresentative one of the door

controllers of Figure €.

Detailed Description

A formal event-based specification language is
described herein that is useful in specifyving policies,
Thig specification language is expressive for a useful
range of policies in access control and provides a terxse
&eacripiicm of complex policies. The language i1s amenable
Lo execubtion ﬁhrough eguivalent finite state automata that
act ax machine models of the policies gpecified using the
specification language, This S@ecificétisn language can
ke exploited to derive frameworks for access control that

rovide support for dynamic policies.

The language and/or the automata implementing
the policies specified by the language are applicable in
any physical access control architecture where the need
arises to enforce access decisicns based on dynamically
changing pafameters. The access control policies can be
sonverted into their eguivalent execution modelsg
{automatal and can be enforced by placing these models in
appropriate access conktrol devices such as access cards

and/or readers/door controllers.
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Thﬁskwa,1Qgicalm1@nguage_ié disclosed herein and
aén be usged to specify dynamic pelicies: Also, a state
machine model is disclosed that accepts pracisely those
behaviors that adhere to the dynamic pelicies. The
behavior of the access control system is described by
sequences of events. Events are atomic entities that
represent basic computations. Examples of events include
a reguest by a particular user Ifor access to a room R, an

occurrence of fire in one or more rooms, the occupancy of

- a room reaching its capacity, etc.

Additional policy examples include (i} ugai Y
being allowed entry into room R only il a Supexviﬁcf
entered it g seconds earlier and is present in room R,

{ii} the door of lobby L being opened for enﬁ%y only if
the doors of all inner rooms are open.

Formulas of the logical language are used to
write policies that describs properties of The seguence of
events representing the behavicrs and that partition the
set of behavéﬁrs intd rhose that are those valid and thoss
that are invalid %ith respect to the policiss., A Monadic
second Order Logic, for example, which is parametérizad by
the set of events, can be used ag the logical language to

specify the desired policies.
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The logic has variables that are instantiated by
events. The logicsl language also has atomic formulas
that relate to the occurrence of a particular svent and
the order cf.accurr@nca of two svants.

The formulas of the loglc describe policies and
are built upon the atomic formulas by the use of
operators, including conjunction and negation, and by
guantifyving the variables.

Tinite state automata are used as state machine
mndels for executing the policies. As is well known, a
finite state machine possesses a finite set of states and

trangitions. The transiticns dictate how a change 1s mads

from orne state to another in response to a particular

avenb.

Automata that are constructed based on ths
policies specified by the Ianguage described herein are
then arranged to act as execution models for these
policies in the following manner: given a specified
policy or a set of specified policies, a Ypolicy analyzer”
algorithm constructs a finite state automaton that accepts
precigely those behaviors that satisfy the specified
policy or set of specified policies. This algorithm ie
defined by inducting on the structure of the formula

representing the policy. The inductive proof exploits the
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fact that the set of behaviors accepted by the finite
state automata are closed under operatiocns of union,
intersection, complementation, and projection.
A physical access control system deals with

5 granting or denying access by users to restricted areas
{e.g., rooms/locations). A physical access control system
comprises subjects, cbjects, and poiicieg. Subijects are
entities that represent users who are trying to gain
acress to certain restricted locations, typically rooms.

10 Subiects ars éubsequently referred to hersin a8 users.
Objects {or rescurces) represent, for example, restricted
areas such as roomsg into which users are requesting
access. Objects ars subsequently referred to herein
variously as restricted areas or roomg. Policies are

15  rules that dictate whether a user is granted or de#ie&
access to enter a certain restricted area.

in ty@ical_centr&lizeﬁ access gontrol systems,

doors of rooms zre eguipped with readers that ars
connacted to a central controlley. Users requesht access

20 to rooms by presenting their access cards to the readers.
Upon reading the cards, the readers communicate
information read from the card to the central controller.
The central controller makes the grant/deny decision per

certain access contreol policies, communicates the decision

0.
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to the readerg, and these decisions of the central
controller are, in turn, enforced by the'readers,

As discussed above, policies for all users in a
centralized system are stored explicitly in an Access
Control List, and the decision of the central controller
is based on a lookup intoe this iis;. Rocess Control Lists
are static structures that are configured to store
policies for every user. Typical policies are user sl is
allowed access bto room B, user 52 iz not allowed access Lo
room 8, &to.

In existing infrasitructures, readers have Lo
ccmmgnic&te with the central controller in order to obtain
a decision for every @mccess reguest. This reliance on a
central controller inhibits aexpansion of the accsss
control system to meet the needs of future intelligent
facilities that support & very large number of users and
that communicate over a distributed network of wired and
wireless components.

Consaguently, such systems do not scale up
adequately to meet the requirements for securing such
large and sensitive facilities as ailrports, stadia, etc.
Thege facilitiez reguire dymamic access control policies
that are cmntextf@iate dependent, i.e., policies that

grant/deny access to users based on dynamic events such as

210,
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whether or nct the occupancy of a room is egual to its

capacity, whether or not there is an cccurrence of a fire,

efto.

Static policies represented by Accesgs Control

Lists are not expresgive enough to represent dynamic

‘ruleg. An attempt could be made to exhausﬁively list all

of the various scenarios that describe the context that
will foreseeably result in access being granted or denied

in response to a reguest, but this exhaustive listing

10 would result in an Access Contrel List of potentially
infinite size.

Other approaches, such as present day solutions
that combine intrusion detection and access control,
depend on “special” if-then-else rule specifications of

15 limited expressibility that necessitate the central
controller to guery the intrusion detection module prior
to giving access. Such solutions work on a case by case
basis and do not have a framework for generic
specification of context-dependent policies.

20 What is needed is a language to define complex

policiss with features to handle various dynamic

parameters such as time, context induced by the state of

other rooms in the facility, stc. These policlies can then

by analvzed and stored in an executable form where a reply
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for each access request is made based on the values ©of the
various influencing parameters.

In order to accommodate such future intelligent
large facilities, it would be efficient for the access
cards and/or the reader/controllers that are insgtallied at
the doors to make the access/deny decisions withgut

requiring communication with a central authority. Such =&

de-centralized approach can be realized according to one

embodiment by making the exescutable model of the policies
amenable to de-centralization, i.e., the model should be
generic enough to be implemented OvVer a wide rangs of
access control devices ranging from smart cards bo microe
controliers.

Cne approach is Lo use =z formal logical language
to specify dynamic access centrol policies, an executable
Finite state machine model that implements the policies
specified in the formal language, and a policy analyzer
that generates state machines by recognizing those
behaviors of the ﬁysiem that adhere to the policies.

one formal logical language that can be used for
these purposes is a Monadic Second Order (MS0) Logic that
is parameterized by the events of the system as the formal
language for specifying policies. A language that is

useful herein is disclosed by Thomas, W. in “Languages,
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automzta and logic,” in Handbook of Formal Languages, Vol,
111, Springer, New York, 1987, yp.’389—45§.

Bvents of the system depict actions of a user
reguesting entry int& a room, a user being present in a

room, occupancy of a particular room reaching its pre-

defined capacity, etc.

The logic ig built over a countable set of first
crder and second order varizbles that are instantiated by
events and sets of avents, :espectiv&ly, and a set of
atomic formulas that are relation symbels which identify
soourrence of svents, dictate ordering between events, and
indicate m@mb@rshi§ of an event in a set. Thus, first
arder-variaﬁles are used to cuantify over a single event,
and second order variables are used Co guantify over a

Finite set of events.

The basic building blocks of the policy language
that will be used in defiﬁing the aiphabet of the system
Are NOW dgscribeé‘ The alphabet constitutes the set of |
labels for the events of the system. Each label
identifies a corresponding event such as reguesting
access, granting aCCQSS; denving access, a supervisor
entering a room, &td,

According to the syntax of the language, S

denotes the set of users [(subjects). The set § may, &s

13
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-desired, be partitioned into two subsets TS and PS,

denoting temporary users and permanent users,
regpectively. ermanent users may, as desired, be further
classified iét@ normal users, supervisors, directors,
atc., by using separate characteristic functions depending
on need. For coﬁvenianca and not necessity,. it may be |
assumed that there exists a finite set User types =
{normal, supervisor, directox, . . .} of all possible
types of users, and a function user type: S —» User_ types
that assigns a user to a user Lype.

Another way of classifyving permanent users may
be based on a hierarchy that defines the rank/siatus of
each such user. The rank of a user may be used to make a
grant/deny access decision regarding a particular room.
For example, only those users of a certain type may be
allowed access to rooms of a certain type. A hiervarchy
among users may be defined using a partial ordering of the

set PS. If £ is & partizl order on P8, and if x and v are
ugers such that x £ v, then v is of s higher rank than x;
and policiss may dictate that y has access to more rooms

than x. Accordingly, user types may be modeled as

dagoribed above,

also, according to the syntax, the nomenclature

o is used herein to dencte a set of obijects (e.g.,
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restricied areas {(such as rooms), doors, ste.;. The
féllawimg functions are associated with the set O, keeping
in mind the typical policiss that are used in physical
access contyol,

The nomenclature Room types is used herein to
denote a finite set of room types. Types are used to
classify the rooms inside a building. The functicon
room_type: O —» Room_types associates each room with a

room type. A room need not necessarily be thought of in a

- conventional gense and may be thought of more broadly as a

restricted area to which access is controlled.

To capture policies that explolt the possibility
that each rToom can have many doors, the sget oﬁ goors
sssociated with esach room may be considered ag another
basic entity. The nomenclature D is used herein to dencte
the set of doors of the facllity. The one-to-one function
doors: O -+ {2” \#) associates a2 non-empty set of doors
with each room, A door need not necessarily be thought of
in a conventional sense and may be thought of more broadly
as a portal or cther access point thraugﬁ which access to

a resource is conbtrolled.

Policies may be written ss formulas of Momadic
Second Order Logic. Formulas are built from atomic

formulas which, in turn, are built from terms. Since the

-15.
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logic is parameterized by the set of events/actionsg of the
system, it is beneficial to first define the alphabet of

acrtions.

The set of actions I includes the following:

for s 2 &, o ¢ O, and 4, & doorsi{c), the actions
reg entry(s, user typels), o, room type{o). o).,
allow entry(s, user type(si, o, rcommtypeim}; de} and
deny_entry{s, usexr_type(s), o, room type{o}, do) are used
to represent events corresponding to a usér g {of type
user type(s)) requesting entry into restricted area o (of
type rcom type (o)) through access point 4, to a decigion
allowing & user s {(of tvpe user_typels)) to enter into
regtricted area o (of type room type{o)} through access
point d;, and to a decision denying a user s {of type
user type{s)) entrance into restricted area o (of type
room_type (0}) through access point do, regpectively.
Similarly, for s € 8, o € 0, and 4, € doors (o),
the actions req exit{s, user typels}, o, room_type(o;,
d.}, allow exit{s, user typels}), o, ron_type{o}, de) and
deny exit(s, user_type(s}, o, room _typeloc), d,} are used
to vepresent events corresponding to a user s reguasting
exit from restricted area o through one of its access
points d,, to a decision allowing a user s (of type

user type{s)) to exit from restricted area o (cof type

ETS
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room_type{c)) through access point &, and to a decision
denyving a user s {(of type user type(s)) the right to exit
restricted area o (of type room Lypel{o)) through access
point 4, regpectively.

For 8 £ 8 and 0 & O, the action “s in of
denotes the fact that the user s 1s inside the restricted
ares O.

Other actions may also be similarly formulated.
For example, in addition to the above listed aétigns,
thers are sventg which pertain to specific policies. For
example, 1f a policy requires that, at all times, not more
than 20 users gan be present in a particulsr room, then
the occupancy of the room reaching 20 is modeled through
an event which is used in the policy specification. All
the events in this category will be those that control
access of users to specific rooms. Such events include,
for example, an event reguiring a super%isor to be present
in a room, an event depicting the fact that time is
between twe valuss, etc. and will be referred to asz
context events.

Atomic formulas, such as those mentioned above,
are defined as follows: {1} & set of sctions Z is Ffiwed,

and for sach action & € Z, there is a predicate ,{x)

which represents the fact that the label of an event
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represented Dy ahfirst,arﬁer variable x iz &; {ii} for
first order variables x, vy, the predicate x =y réyreseﬁts
the conditi#n rhat the event corresponding to X OCCUrs
pefore the event corresponding to v in a computation of
the system; and, {(iii) for a first order variable x and a
second order variable X, the atomic formula x € ¥
represents the fact that the event corresponding to the

variable x belongs to the set of events corresponding to

X.

In the above, certain assumptlions regarding
users entering and exiting rooms are optionally made.
Thus, i1f a regusst from 2 user to enter & room is granted,
ir is zssumed that the user enters Lthe room. ‘Similarly;
if a request from a user to exit a room is granted, it is
agsumed that the user exits the room. In a@diiian, the

user should already be in a2 room to make a reguest to exit

from 1ikb.

Formulas depicting policies are built from the
above atomic farmula§ uging the foiiewing connectives:
{i} Boolean Operaiors —, ¥, A, =, andlﬁ iepzesent
negation, disjunction, conjunction, implication, and
eguivalence, respectively, and the operators A
{conjunction), = {implicaticn), and = {equivalence) can

.

pe derived from — and v; and, (ii) the operators ¥ o {for

48
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all} and 3 {(there exists} are used to guantify over first

and second grdex variables.

Te summarize, the syntax of the policy Eangﬁag@
iz basically Monadic ZSecond Order Logic tuned to the
context of access control. As mentioned sarlier, the

logic is parameterized by events represented as members of

rhe action set X,

The semantice of policles may be defined using
words over the alphabet Z. Words are finite sequences of
actions from the action set Z. A formula 9 is interpreted

over a word w ag follows: an interpretation of first and

second order variables is a function I that assigns a
letter of 2 to esach first oxder varisble and a set of
letters of Z to esach second oxder variasble., These letters
occur as positions in a2 word when a formula {policy} is
evaluated over it. For a formula @, V, may be used to
denote the variables that are free variabies in the
formula @, i.e.! the variables V, are not in the scope of
any guantifier in ¢ . Interpretation ig then ncthing bt
a function I: V, = Z. For a filrst order variable.x, Ti{x)
represents an event from Z as assigned by the
interpretation function I. Similarly, for a secand‘ﬁrder

variable X, I{X) represents a set of events from Z as

~19.
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assigned by the interpretation function I. In the context
of avcess control, Ii(x) could represent the event of a
uger recquesting access to a particular room, and I{X)
could represent a setb of context events,

The noblon of when a word w satigfies a formula
¢ under an intex@reﬁation I is dencted by w F r ¢ and is

defined inductively as follows:

w by Qaix) 1f and only if I{x) = a.

w bk x £y if and only if I(x) ococurs before
I{y} in the word w.

w Fr:x € X if and only if I{x) e I(X}.

w Fr —¢ if and only if it is not the case that

w k1 @

wk:o v @ 3f and only if w ki ¢ Or W F 1 @

w Fy 3% @ 1f and only if there exists an
interpretation function I’ that extends I by assigning an
event to the variable x such that w F 1 ©.

w k3% ¢ if and only if there exists an

interpretation functionm I’ that extends I by assigning a

sat of events to the variable X such that w } g P

20
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The semantics of every formula ¢ is defined
inductively on the structure of the formuls as above., A
word w satisfies the atomic formula Q.(x) under an
interpretation I if and only if the event assigned to the
first order variable x by I is a. A word w satisfies the
atomic formula x $ v under an interpretation I if and inf
if the pogition of the event assigned to x occurs hefore
the position of the event assigned to y by I. A word
gatisfies the atomic formula x € X under an interpretation
I if and only if the event assigned to the first order
variable X by I belongs to the set of events assigned to
the second order variable ¥ by I.

Similariy, & word w satisfies the formulas —o
under an interpretation I if and only if it is not the
case that w satisfies the formula ¢. A word w satisfies
the formula @1 v @ under an interpretation I if and only

if it satisfiess at least ons of the formulas o; or @, under

I. Finally, a word w satisfies the formula 3x o {(3X @)
under an interpretation I if and only 1if there is another
interpretation function I’ that extends I by assignimg an

event (or a sei of events) fto x [or X)) such that w
gsatisfieg the formula ¢ under the new interpretation

function I,
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In the context of_access control, an
interpretation functicn I could, for example, assign a
first orxder variable to a “request for access’ event.

B sentence is a formula without any free
variableg, i.e., all the variableg ococurring in the
formula are bound by a guantifier. Sentences can be
assigned semantics without any interpretation function.
As degired, the policy language used in a physical access

control system may be such that all policies will be

- gsentences in Monadic Second Order Logic.

In discussing the detalls regarding usging
Monadic Second Order Logic as the language for configuring
access control policies of a facllity, it may be
optionally assumed that information regarding the topology
{rooms, their neighbors, deooxs, etc.) of the facility and
information regarding the users using the facility are

available to an administrator comnfiguring the policies.

To justify the fact that Monadilc Second Order Logic is an

event-based language, it may first be noted that events
are entities thatrrepreseﬁt access control reguests,
decigilons, and conbext. All thes svents describim§ éontext
are “programmable” in esach controller/relevant access

control device., Thus, context related evenis can be

2.
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realized as physical events along with the events of users
requesting access and being granteﬁfdenieﬁ access.

an interface may be provided such that a
template-based English specification of policiss can be
configured by an administrator using Monadic Second Order
Legic to specify policies. A high-level policy analyzer
entitg then converts these English femplates into their
squivalent Monadic Second Order Logic formulas; making it
uger-friendly. The template based conficuration of
policies is dome such that it supports role based access
control, wheve the roles of users are defined based on the
policies that are being enforced on them. The template
paged configuration and Monadic Second Orxder logic are
alsc expressive enough to encode static policies as
specified using Access Control Lists. Por example, user A
can always enter room R. Note that the context becomes
empty in such a case.

Care should alsgc be taken to ensure that the
Monadic Secmaé Order Logic formulas constitute a compact
repregentation of access control policies. For example,
using the fact that, in physical access control, a reply
to an access reguest can only be either allow or deny,
certain assumptions can be made to the sffect that, in the

absence of any explicit policy, the reply to a reguest

23,



WO 2008/045923 PCT/US2007/080918

i5

20

will he a denial_byrdefault {or an allowaﬁce by &efauit}o
This éssum@tiﬁn can then be programmed into the |
controllers, and an exhaustive listing of when to allow or
deny upon reguest to each room can be avoided.

. The fellowing demonstrates the usage of the
language as described above for specifying policies, using
the facility of Figure 1 zs an sxample. From ?igure i, it
is clear that the set O of rooms is (W, A, B, C, M, N, P,
0, T}, and that the set D of doors of the facility is
givernn by D = {Dsw, Dua, Dws, Des, Dac, DUmi: Dawy Dy, Das: DUsts
Dsp, Dpgl. This information is made avallable as a part of
the high-level policy snalyvzer module. The various events
that constitute the alphabst I will be detailed as and
when the policies in which they are used are described.

Some dynmamic policies involving various
parameters like time, context imposed by the state of
other rooms, stco., are presented below along with the
formulas specifying them.

For the sake of resdability, for s € I and a
variable %, the notation a(x) is used ﬁo dengte the
predicate Q.{x}. Also, in the formulas below, the
?elation « denoteg the immediate successor of the relation

£ and is defined as follows: for wvariables x, y, x < vy if

and cnly if (X 2 yv) A = 3 2 {{x s z} A {2z 5 v})). In
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words, % occurs immediately before y 1if and only 1f x

cccurs befors v and there does not exist any z thal occurs

after ¥ but before v.

The policies described below are defined eﬁ a
per user basis, l.e., they describe rules for access of a
single user at a time. In the action symbols described
below, whenever the user/room type is not explicitly
mentioned by the policy, we use the symbol _ to represent
the fact that it is applicable to each user/room {(with the
user/room type instantiated accordinglyl. |

As the examples indicate, the policies have the
structure of an initiating access reguest action followed
oy a descriptiam of the conbtext and a decision bassd on
itg truth or falsily.

Anti-pass back: An example of this policy reads
in English as follows: A user s cammot enter Irom ¢ to W
if the user s has & record of entering W through Dy but
not exiting W. The Monadic Second Order Logic
specification of this policy is given by the following

Formula:

Y x {[reg-entry (s, _, ¥W. _, Dl (x A
vy {({g in W (v} ~ {y S HEIY oA

3 2 - allow-exit (s, _, W, _, Dg) {2z} ~ {{y 5 z}

5.
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Az 22111 =
I3 x' {{x £ x7} A deny-entry {8, ;; W, _+ D!

(x7131}.

The above policy veads as follows: For every

. event of the form reg-entxvis, , W, , Dl representsad by

the first order variable x (using the atomic formula reqg-
entxry (8, . W, _, Dw!{x)}, and the context defined by the
presence of the first order variable vy ocourring befors x
representing the fact that the user s was present in the
room W {using the atomic formula s in W {yj}] and the
abgence of the first order variable z ococurring between ¥

and x, representing the f£act that the user s was not

allowed exit from W {using the formula — allow-exitls, .

W, _, Dgw (2} )] through the door D4, the access decision
taken is a deny represented by the first order variable x’

=2

oocurring after x {using the atomic formula deny-entry (s,

. W, _, D {xI}.
A policy regarding interlocking of doors might
read in English as follows: Dge can open if Dppy is closed.
In the following, it is assumed that a door is
open if and only if it allows entry and exit to all

reguesting subjects. A door D being closed is modeled by

(the generation of} an event closed{D}. The event not-

24
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clogsed (D)

cilosed (D)

PCT/US2007/080918

repressnts the “"negation” or *dual”? of the svent

{a member of Z). The two formulas below capture

the scenarics corrvesponding to eniry and exit,

respectively.

can Open
Eormulas

to entry

¥ {{xe@—entry (g, , P, _, Dpp}x} A

dy {closed(Dee ¥y} A (¥ £ x)) A

—3z not-closed{Del (2] A {iy £z} A (2 £ x)}] =

I’ {(x £ %x') A allow-entry (s, _, Eg.a! Dap !
(x'}}.

Vx ([reg-exit (s, _, P, _, Dep) (X} A

Jy (closed{Degl (V) A iy & %)) A
-3z not-closed (Dl {2} A (v £ 2} A {2 £ x31] =
Ix' {ix £ %) A allow-exit (s, , P, , Das)

{x'}i.

Similarliy, for the policy which states that Dy
if Dep is closed, two Monadic Second Order Logic
can be written éeécribing the scenarico rvelating
and exit of subiects.

2 policy regarding assisted access might read in

English as follows: a normal user cannot enter/exit Q

27
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without an administrator having entered/exited it g .
seconds before. The following assumptions are maée bafore
defining the formula corresponding to this policy: an
administrator entering the room Q iz modeled by an event
adm-ent{Q), and the fact that more than g seconds have
elapsed since his/her entry is wodeled by another évant
adm-entg{Q). The following Monadic Second Order Logic

formula then captures the assisted access policy.

Y {{reg-entry (s, normal, Q. _, D=l X} A
Iy {adm-ent (Q} {y} A (v £ x)) A

~Jz {adm-entg{Q) (2} A ({v S z} A (z = x}]] =
Ex§§€X S %} A alliow-entry (s, normal, O,

Degi (%'} .

Again, to capture the corresponding policy
related to exit, it is assumed that there are events adm-
axit{Q) and adm-exitg{Q) that capture administrator
exiting Q0 and exiting Q ¢ secoéds before, resgpectively.
The Monadic Second Order Logic specification of the policy

then reads as

Yx {{rag-exit (=, normal, 0, _, Dl {x} A

Iy (adm-exit(Q) (v} A (v £ ®}] A

o8
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—dz {adm-exitq{Q) (z) A {({y £ 2} A (= LRI =

%’ ({x £ %) A allow-exit (=, normal, ©, .

Dpgl (%)) ).

5 A counter policy is that no normal user can
enter € from seither Dic oi Dpe 1if The nﬁmb@r of subjects in
¢ is more than its cé»pacityw The fact é:hat the number of
ugers in the room C exceeds its capécity igs modeled by an

"event Cpax. The following foymuls then states the above

10 policy.
Tx (Coax{x] =
Yy {{x £ y} A reg-entry(s, normal, C, _, Dacl A
{3z {{x £ z} A (2 £ v} A nob- Cualzl) =
15 %' {{y =« x') A deny-entry (g, normal, Q, _.
Dach {x'3 13113,
Vx {Cpax (2} =
Vv {{x £ v} A reg-entryls, normal, T, _. Dscl A
20 {3z {({x S 2} A {2 £ ¥)) A not- Cueliz}) =

3% {{ly =« ¥’} A deny-entry (s, noxrmal, O, _.

Dge} (230007

-25-
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in a temporal policy, n@zmal users can enter
room T only between times Tp and T, everyday. The fact
that curreni time ig bebtween Ty and Tp is modeled by aﬁ
avent Time(T,, Ti.

5 & The following formula then captures the policy&

Vx {[reg-entry {s, normal, T, _, Dsr}i{x} A

Ay (time(Ty, T2l ly) A {y & ®}} A

—Jz (not-time{Ty, T2}. (2) A {{y £ 2} A {z S
10 ®¥ii1 =
k' ({x £ ¥} A allow-entry (g, normal, T, _,
Deg) (x'}3 ).

Certain policies for special categories of rooms
15  might dictate that a particular user present his/her card
twice to gain entry inte the rcom. The fbllowing polioy

allows entry only on at least two consecutive reguests by

an user:

20 VX ([x € X A v € ¥ A reg-entry (8, _. P, _, Da) (®) A
reg-entry (s, _, P, _, Deed (¥} A (x < vi] =
I (v £ %) A allow-entry (s, _, P, _, Dee} (X)),

e
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X 1g a second order variable in the.ébsv@ policy formula
that has two first order variables x and v as its members
ﬁepresemting two conssecutive reguests by a user s into the
room P through the door Dgs,

A machine model may be used to model these
policy formulas. As mentioned earlier, Monadic Second
Order Logic acts as z descriptive language to specify
policies that are context-dependent. In order for the

policies specified in Monadic Second Order Logic Lo be

operaticnal in terms of enforcing access, they have Lo be

converted inte computational/execubtable models. Thess
models can then be stored in appropriate locations for

exacution.

Conventional finite state subtomata may be ussed
as the machine models that execute policies.

.Definitioﬁ: A finite state autsmaton Over an
alphabet Z is a tuple A = (g, Z, —, I, F} where

o iz =& fiﬁite set of states,

I, F o ig the st of initial‘and Final states,
regpectively, and,

— ¢ (0 x L x ¢} is the trangition xelaﬁicgﬁ
betweesen stabes.

As discussed above, Z ig a finite set of

actions. &An automaton need not have a transgition for

31.
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every action in Z. While using these automata as

execution models for enforcing access control golici&s, Z
will become ihe get of actions as used in the policy
examples.

The semantics of finite state automata is

presented here in terms of its rums on a given input. The

input iz a word over Z. Glven 2 word w = a3, &z, . . ., &g
as an input {(i.=., the word w is made ﬁp of actions =,. a2,
., &z}, a run of the finite state automaton A on the
word w 18 2 seguance of states ds, T, . Gn Such that
go ¢ I and (g, 2y, .2} € —» for i varying from 0 to n.
In other words, the action a; causes the finite state
autromaton Lo transition from the initizl state g to the
state ¢., the action a, causes the finite state automaton

ro transition from the state ¢y to the state ¢, and so on

until the last action a, causes transition tLo ths state G..

A run is said to ke accepting 1f g, ¢ F {i.e., state g, is

final state of the finite state machine}. The language

o

=4

accespted by A is denoted by L{A} and is defined as the sat.
of all those words on which A has an acceptbing run.

Languages accepied by finite state automata are popularly

called regular languages.

Thus, finite state automata can be viewed as

machine models executing policies specified in Monadic

37
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Second Oxder Logic. A policy anaiyzer constitutes the set
of algorithms to convert policies specified in Monadic
Second Order Logic into their eguivalent finite state
sutomata. A policy analyzer algorithm follows well-known
theoretical technigues for comverting formula into
automata. The following theorem from Thomas, W. in
“Languages, automata and logic,” in Handbook of Formal
Languages, Vol. III, S?ringer, Wew York, 19§7, Pp. 385455

can be implemented as an algorithm for the policy

analyzer.
Theorem: For every sentence ¢, a finite state
automaton A, can be constructed such that LR, = { w | w k
P} |

The above thecrem is proven by induction on the
structure of ¢ {as Ghtained from the syntax of the Monadic
Second Order Logic). The policy anéiyzer algorithm may be
arzanged'to follow the same inductive structure of the
proof. The inductive proof uses results involving élosure
properties of the class of regular languages which are
standard regsults and can be cobtained from any book on The
Theory of Computation such as, for example, Kozen, L.,
vnutomata and Computability,? Springer-Verlag, 1997.

The policy analyzer algorithm works by

inductively constructing an automaton based on the

-33-
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~structure of the given MSO formuia.’.fhe gtructure of an

MBC formular@ ig represented using a parse trae Ty That

caprtures information about all the stomic fcrmuias and

sub-formulas that constitute ¢ and also information about
5 how @ is syntactically built using the varicus Bceiean

operators and guantifiers. For example, consider the
policy described by the M0 formula below that allows

entry of a user into a room A if and only if the context

defined by the event 7 holds.

it
Vx, 3y _: z{x) A request-entry-A(v)
A ~dz 2 =Zlz) A (x <z} N lz < v
= Hw_: allow-entry-Alw) A v < w
A Vw__: allow-entry-A{w)
15 = Hx, v_: Zix}] A reguest-entry-2{y]

A =Jz: z2lz) A dx <y Ay <z} A {y < w

The parse tree corresponding to the first cuter-most sub-
formula (the f£irst three lines of the formula) of the
20 above policy is given in Figure 2. |
Pmeudo code of the policy aﬁalyéar'algorithm is
given in Figure 3, and the algerithm works by'trave:sing

the parse tree using a post-order traversal, inductively
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constructing an automaton for each node. The lsal nodes
nf the parse tree are atomic formul%s, and automata
accepting words that satisfy these formula can be
constructed using technigues available from Thomas, ¥W. in
“Languages, automata and logic,” in Handbook of Formal
Languages, Vol. III, Springer, Wew York, 1997, pp. 385-
455,' These technigues correspond to the routines BuildQ,
BuildxLTEy, Buildxin¥ in the pseudo code. The routines
take the actions or representatives of the variables from
atomic formulag as arguments, and congbruct and return the
corresponding avtomaton.

The inner nodes of the parse Lree are elther
Boolean connectives or guantifiers. To congtruct auvtomaiz
for each inner node, the closure operation corresponding
te the connective or guantifier isg used on the automata
corresponding to its children. As mentioned above, the
class of regular languages accepted by finite state
automata is effectively <¢losed under these operations.
There are algorithms available, fox exampieirin Kozen, D.,
sautomata and Computability,” Springer-Verlag, 1937, that-
can be used to construct automata effectively implementing
the closure properties. These algorithms correspond Lo
the routines ProjectionOperation, AndOperaticn,

OrOperation, and NotOperation that are used in the pseudo

A5
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code. These routines again take the corresponding

automata and variable information as needed and return the
automaton corrssponding to the clogsure Op@ratioha

Figure 4 summarizes the full high-level policy
analyzer algorithm for configuring the policies followsd
by the ?oiicy analyzer algorithm that generates the-state
machines fox executing the policies.

The topology 10 of the facllity to be protected,

the events 11, that are members of £ and include g8 € 8, ©

e 0, and 4, € doors{c), and the template based
dezcriptions 12 that are pré@ared by an administrator and
that represent the rules and/or policies to be enforced by
the system are input teo a high level analyzexr 13. These
templates are written in English and are defined along
with thely corresponding Monadic Second Order formulas.
The high level analyzer 13 converts the template based
descriptions to Monadic Second Order formulas 14 having a
structure gimilar teo those described above., For exampls,
the template corresponding to ihe goiicy'described in the

Monadic Second Order Logic formula above is given as:

Can Enter Room & on conbext Z

36
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The high level analyzer 13 works by first parsing the
above templates toc extract pleces of tewplates that can be
substituted by pre-designated Monadic Second Order
formulas. The Monadic Second Order formulas of the pleces
of templates are then put together by the high level
analyzer 13 to obtain the overall Monadic Second order

Formula 14 corresponding to the policy. The high level

policy analyzer 13 uses knowledge of the application

domain to effectively perform the translation. This
rranslation can be carried out using well known parsing
sechnigues available from Alfred V. Aho, Ravi Sethi,
Jeffrey D. Ullman in “Compilers Principles, Techniqﬁes,
Toels?, Reading, Ma,, addison-Wesley, 19286, and well knowﬁ
rools disclosed by §. €. Johnson in “YACC - Yeb another
compiler compiler”, Technical Report, Murray Hill, 1875,
and by Charles Denelly and Richard Stallman in *Bison: The
YACC-Compatible Parser Generator (Reference Manuall”, Free
Snftware Foundation, Version 1.25 edition, November 1833.
Thus, the formulation of application specific templates
and the grammay and the conseguent construction of the
high level policy analyzer 13 can be carrigé out in
aceordance with the existing literature as cited above.
The Monadic Second Order formulas 14 are now

converted by a policy analyzer 15 as described by the
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pseudo code in Figure 3 to a finite state automaton 16.
Figure 5 i1llustrates the finite $ta£e automaton cbtalned
ss a result of applying the policy analyzer 15 to the
Monadic Second Order formula mentioned above. Note that
the event Zp, in the automaton represents the negation or
dual of the event Z, i.e., the fact that the event Z has
not occurred.

The policy analyzer 15 can be used to answer
some of the natural guestions that arise in the context of
accass control enforced through policies. One gquestion is
whether a set of policies can be enforced on a facility.
It may be assumed that a given set of policies can be
enforced on a facility if there exists at least one
behavior of the system that satisfies all these policies.

Given a set of policies, using the policy
analyzer algorithm, an automaton is first constructed that
accepts precisely those behaviors that gatisfy all the
policies. It is easy to see that this set of policiess can
he enforced on the facility if and only if the associated
automaton accephks a non-empty language.

The problem of checking non-emptiness of a
regqular language is decidable: the policy analyvzer 15
operates by chécking.if there is a path in the transition

graph of the automaton from one of the initizl states Lo
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one. of the final states.. This problem is decidable and
can be implemented using a standard depth first gearch on
the graph ef Lhe auvtomaton.

another guestion that can be answered as an
application of the policy analyzer 15 is that of formally
verifying policies. Given a set L of beha%i@xs of a
system as & regular language and a set of peolicies as
formulas in the policy language, the pxabiaﬁ of model

checking is to check if every behavior in L satisfies the

 policies. This guestion also turns out to be decidable.

Accordingly, since the given set L iz a regular
language, it is known that there exists a finite state
automaton A, that accepts the set L. The formula ¢
cbtained by taking the conjunction of the formuias
corresponding to the various given policies is then

considered. It is easy to see that esach behavior in L
satisfies ¢ {i.e., satisfies all thé policies) if and only
if L N L{=g) = ¢, where L{-9) denctes the sel of all words
rhat satisfy ¢. We know from the palicyranaiyzer 1% that
we can construct a finite state automaton A, such that it

accepts precisely those behaviors that satisfy . It is
easy to argue that the class of languages accepted by
finite state automata is effectively closed under the set-

thecretic operation of intersection. Conseguently,

-39-
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-solving the model checking problem amounts to checking if

the finite state automaton aocepting L 1 L{-@} accepts an
empty language, which is again decldable as mentioned
above.

The logical event-based language for spefifying
policieé as described herein is expressive enough to
specify complex policies involving time, state of other
rooms ebc. ag the examples illustrate. A @éiicy analyzer
converts these policies specified in the language into
their equivalent finite state automata in the form of
machine models. The finite state automata may e storsd
on smart cards and/or in door controllexrs/reader of an

access control sysiem.

Bn embodiment of an access control system 40 for
the control of access to a building with interconnects is
shown in Ficure 6. The.acsass contrel system 40
implements de-centralized access control (DAC), which is
not te be confused with Discretionary Access Control. The
de-centralized access control, for examgle, may be
arranged to fall within the domain of ﬁon—ﬁiscretionary
accegs conbrol.

The accesgs control system 40 includs user-
carried devices 42 {e.g., smart access cards), readers 44

{e.g., device readers), access points 46 {=.g., portals

40
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such as doors), resources 48 {e.g., protected areas such
as roomg!, and an intercomnect 50.

The user-carried devices 42 according to one
embodiment méy have built-in compubational capabilities
and memories, as oppused to passive cards that are
commonly used today. Users are required to carry the
user-carried devices 42. The user-carried devices 4Z are
more simply referred to herein ag smart cards. However,
it should be understood that user-carried devices can

include devices other than smart cards.

The readers 44 at the doors or other portals are

able to read from and write to the user-carrvied devices

£2.

The access points 46 are access conirol enabied.
The access points 46 ars more simply referved to herein as
doors. Howeveyr, it should be-understogd that access
agents can include vias other than doors. Each of the
doors 46, for example, may be arranged Lo have one or more
readers 44. For example, each of the doors 46 may be
arranged to have two readers 44 with one of the readers 44
om each side of the corresponding door 46. Also, each of
the doors 46, for example, may be arrangesd to have a door
controller 52. The door controller 52 is connected to the

reader 44 and has an actuator for locking and unlocking

A1
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the corresponding door 46. The door controlliexr 52 may
have a wireless/locally wired cammuﬁicatian component and
some processing capabilities.

The rescurces 48, for example, may be enclosed
spaces or other restricted areas. Access to the resources
48 is permitted by the doors 46 with each o the doors 46

being provided with a corresponding one of the door-

_controllers 52 to control access through a corresponding

one of the doors 46 and into 2 corresponding one of the
rescurces 48,

The interconnect 50 interconnects the door
contyollers 52 and is typically a mix of wired and
wireless components. However, 1t should be understood
that the interconnect 50 may instead comprise only wired
components or only wireless components, that the wired
components may includs thicaﬁ fibers, slectrical wires,
or any other type of physical structureAsver which the
door Cantrcllerg 52 can communicate, and that the wireless
components may include RF links, optical links, magnﬁtic_
links, sonic links, or any other type of wireless link
over which the door controllers 52 can communicate.

The smart cards 42 carry the f£inite state
autométa pertinent to the corresponding user. Upon an

access reguest, the access decision is made locally by the

42
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smart card 42 by virtue of the interaction between the
smart card 42, which carries the finife state automats,
and the door controller 52, which supglieg the context
information {(guch as the current cccoupancy lsvel of the
room} . The smart card 42 uses both the finite state
automata and the system context in order to make a
decision regarding the request for access by user through

the 4do0r 46,

The interconnect 50 is used to transfer system-

~level information to the door-controlliers 52, as opposed

to per-user access reguest information, and to program the
docr-controllers 52.

The ugers are expected Lo re-program, re-flash,
or otherwlise alter the finite states automatz stored on
their smart cards 42 on an agreed upon granularity so that
they can reflect any change in policies.

Thus, instaad of a central controller storing
the entirs Accessg Contrel List as is done in traditional
aocesg control systems, the pertinent portions thereot
{i.e., of the policies) are stored on the user’'s smart
card 42 in connection with the access control system 490.
The door controller 52 and the smart cards 42 communicate
with one another in order to correct execute the finite

state aubomats and hence control access Lo the room 48,

4%
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CAg indicated above, the finite sitate automata
stored on the smari card 42 may be ?erggnal to the user
possessing the smart card 42. For example, the smart cawd
42 of user A may contain a policy specifying that user A

is permitted access to a room only 1f user B is already in

the room. However, the smart card 42 of user C may

contain no such finite state automata.

Az an example, ona of the rules might specify
that entry inte a particular one of the rooms 48 ig
allowed only if occupancy in this particular room is Eessr
then twenty (e.g., the capacity limit of this room). The
context is the current occupancy of this room. The door
controllsr 52, which is charged with imposing the system
context, maintains a count of the occupants of the room.
When a user with a smart card 42 that has a finite state
automaton corresponding to the above pelicy reguests
accesgs to the room, the policy is @valuateé by the smart
card 42 after applying the system context which it
receives from the door controller 52 and makes the access
decision to grant or deny access.

The interconnect 50 may be arxranged to include a

gystem administrator 54 some of whose functions are

discussed above.
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A representative one of the smart cards 42 is
shown in Figure 7. The smart Cardréz includes & memory
60, a processor 62, a transceiver 54, and a power source
£6. The meméry 50, for exampls, may be a flash memory and
stores the finite state automabon that enforces the
policies targeted to the user carrying the smart card 42;

The smart card 42 may be arranged to respond to
a generic read sigmal that is transmitted s@n&inugusiyg-

periodically, or otherwise by the reader 44, thail is short

- range, and that reguests any of the smart cards 42 in its

vicinity to transmit its ID, and/or a reguest for system
context, and/or cother signal to the reader 44. In
response to the read signal, the smart card 42 transmits
the appropriate signal to the readsr 44.

accordingly, when the user presents the user's
smart card 42 to the reader 44, the transcelver 64
receives from the reader 44 at least thé system contexi
provided by the door controller 52. Based on this system
context and the Finite state aﬁtamata stored in the mMemory
50, the processor 62 makes the access decision teo grant or
deny the user accéss to the room 48 associated with the
rezsder 44 to which the user’s smart card 42 is presented,
The processor 62 céuses the grant decision to be

transmitted by the transceiver 64 to the reader 44. IF

A5
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desired, the processor 62 may be arranged to also cause
the deny decision to be transmitted by the tyansceiver &4
to the reader 44.

The memory 50 may alse be zrrangad Lo store a
personal ID of the user to which the access card is
agssigned. When theruéer presents the smart card 42 to the
reader 44, the procesgor 82 may be arranged to cause the
user’s personal ID to be transmitted by the transceiver 64
tc the reader 44. In this manner, particular ussrs may be
barred from specified ones of the rooms 48, access by
specific users to gpecific rooms, stc, may be tracked.
Also, the door controllers 52 can be arranged to pr&viée
back certain system contexts that are targsted Lo
particular users.

The memory 60 can alsc store other information.

The proce%sa? §2, for sxampls, may be a
microcomputer, a prograwmmable gate array, an appligation
specific integrated civcuit (ASIC), a dedicated circull,
or other processing entity capable of performing the
functions described herein.

The power source 66 may be a battery, oi the
power source 66 may be arranged to devive ilts power from

rransmissions of the readexrs 44, or L[he Dowey gource &6

46
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may be any other device suitable for ?r@viéing powar Lo
the memory 60, the processor 52, and the transceiver 64.

The transceiver 64 transmits and receives over a
link &8. Thé link 68 may be a wirved link or a wireless
iink.

A r@présentative one of the readers 44 is shown
in Figure 8. The reader 44 includes a transceiver 70, a
processor 72, a transceiver 74, and a power souxrce 76.

aithough not shown, the reader 44 may also include a

MSMOTY .
When the user presents the user’'s smart card 42
to the read&r 44, the processor 72 causes the transcelver
74 to send a signal to the door controllier 52 that the
smart card 42 is being presented to the reader 44. This
signal prompts the door controller 52 to transmit
appropriate system context to the reader 44. The system
context supplied by the deor contrelzerlsz ig received by
the transgeiver 74 of the reader 44. The processor 72
causes the system context recsived from the door
controller 32 to be transmitted by the ;ransceiver 70 to
the zmart card 42. The access decision made and
transmitted by the smart‘card 42 is received by the

rransceiver 70. The processor 72 causes this decision to

AT
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.be transmitted by the transceilver 74 teo the door

controlliser 2.

The processor 72, for sxampls, may bhe a
micr@aomguteQ; a programmable gate array, an application
specific integrated civcuit (ASIC), a dedicated circuit,
or other processing entity capable of perférming the
Functions described herein.

The power source 76 may be a battery, or the
power source 76 may be a plug connectable to a wall or
other outlei, or the power source 76 may be any other
device gultable for providing powsr to the transceiver 70,
the processor 72, and the transceiver 74.

The transceiver 70 transmits and recelves over a
link 78. The link 72 may be a wirad link or s wirsleszs
link. The transceiver 74 transmits and recelves over a
1link &0. The link 80 may be a wired link or a wireless
link.

A representative one of the door controllers B2

is shown in Figure 9. The door controller 52 includes a

transceiver 90, & processor 92, a transceiver 24, a memory

25, one oy more context detectorg 928, and a power source

100,

When the user presents the user’'s smart card 42

to the reader 44 and the reader 44 sends a signal

-



WO 2008/045923 PCT/US2007/080918

10

20

requesting the appropriate system context, the transceiver
990 recelves this request signal causing the processor 22
to control the transceiver %0 so as to transmiif this
system context to the reader 44. The system context may
be stored in the memory 26. For example, the aystem
context stored in the memory 26 may be user specificland

may be stored in the memory %6 by user ID. Thus, when =

puser’s gmart card 42 transmitcs its user ID to the door

controller 532 via the reader 44, the door controllex 5
rransmits back system context specific to the user ID that
it has received.

At least a portion of the system context can be
provided by the context detector 28. The context detector
98 may simply be a counter that counts the number of users
permitted in the room 48 guarded by the door controller
52. However, the context detector 98 may be arranged Lo
detects additional or other system contexts to be stored
in the memory %6 and Lo bes transmitted to the reader 44
and then to the smart card 4Z2.

The transceiver 94 is arranged Lo exchangs
communications with the interconnect 50.

The pr@cesséz gz, for example, may be a
microcomputer, & programmable gate array, an application

specific integrated circuit (ASIC), a dedicated circuit,

4G
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or obther yrecessingmentity capable of performing the
functions described hereimn.

The powsr scurce 100 may be a battery, or the
power source 100 may be a plug connectable to a wall or
other ocutlet, or the power source 100 may be any other
device suitable for providing power to the transceiver 90,

the processor 92, the transceiver 24, the memory 26, and

+he context defector 28.

The transceiver 90 transmits and receives over &

1ink 102. The link 102 may be a wired link or a wireless

link. The transcelver 24 Cransmits and recelives over a
iink 104. The link 104 may be a wired link or a wireless
link.

Accordingly, context-sensitive policy
enforcement is de-centralized. Thus, there is no need for
controllers to centﬁally maintain information about per-
user permissions and system context. Instead, access
control decisions are made locally, with the door-
controllers éynamicaily maintaining pertinent
environmental system context. This de-centralizaiion
alleviates the problem of scalability as the numbér éﬁ
ugers and the complexity of the policies grow and the need

£or wireless interconnects increases.

et
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Moreover, the access control system 40 is sasy
to configure and re-configure. AL é high level, the
readers 44 and/or the door controllers 52 are eguipped
with the knowledge of what they are protecting, but nét
how they are protecting (which is provided by the smart
card 42 of each user who wants to access to the rooms 48 .}
The readers 44 and/or door controllers 32 ars stateless in
this regard, making reconfiiguration of the facility
sagier.

Further, effective decentralization and
1ocalization of policy decision making also snablies
meaningful enforcement of at least some access control
policies in the event of a disconnected or partially
connected reader 44 and/or door controller 52, For
example, policies depending only on a user’s past behavicr
{znd not on other system centaxﬁ} can be enforced even 1IE
a door controller 52 is disconnected from the system
through the intercomnnsct 50.

Sophisticated approaches exist for secure
asuthorization {albeit not foxr context—seﬁsitive policies) .
Por example, using symmetric key encryption, where all the
access agents and the administrator 54 share a secret key
%, with which they will be configured at the rime of

installation {or on a subseguent facility-wide reset

-51-
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operation, if the key is compromised), the per-user policy
eﬁgine and stateg can be encrypted with k on the user-
carried devices, and the readers 44 and/or the door
controllers 52 can decrypt them using k and further write
back encrypted states using k on the user-carried devices.
This symmetric key encryption ensures security as 1chg ag
k ig not compromised.

Certain meﬁificaticms have been discussed above.
Other modifications will occur to those practicing in
related arts. For example, as described above, the smart
cards 47 make the accese decision as to whether a user is
to be permitted or denied access to a2 yroom. The smart
card 42 makss this decision based on the finite state
automata that it stores and the system context provided by
the door controller 52. Instead, the door controller 32
could make the access decision as to whether a user is to
be permitted or denied access to & room based on the
policies 52 provided by the smart card 42 and the systen
context stored in the memory %6 of the door controller 52.

also, the reader 44 and the door controller 52
are shown as separate devices. Instead, their functions

may be combined into a single device.

52
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- Moreover, the functions of the door controller
52 may be moved to the readers 44 %e@ucing ﬁhe door
controller 52 te 2 simple lock,

In addition, the connections shown in Figure 6
may be wired comnections, or wireless connections, oOr &
mixture of wired connections and wireless éonnectionsy

Furthermore, the door contreollers 52 may be
arranged to log access decisions in a leg file so that the
decisions logged in the log file can be subsequently
collated by a separate process for bock-keeping.

Moreover, as discussed asbove, the interconnect
50 of Figure 6 wmay include the administrator 54, The
Systeﬁ administrator 354 may to supply special system
contexts that are in addition to any system contexts
detected by the context detectors 98. Such special system
contexts, for example, may be used to take cave of
emergency situations including but not limited to revoking
the access rights of a rogus user.

accordingly, the detailled description is to be
construed ag illustrative conly and is for the purpose of
teaching those skilled in the art the best mode of
carrying out the method and/or apparatus described. The
details may be varied substantially without departing from

the spirit of the invention claimed below, and the

.53
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exciusive use of all modifications which are within the

scope of the appended claims 1g reserved.

~Bd-



WO 2008/045923 PCT/US2007/080918

What is clazimed is:

-

1 A method implemented on a computer for
producing an automaton capable of providing an access
5 econtyol decision upon receiving an access control requestg
the method comprising:
accepting context based access control policies
specified in a formal descriptive language;
processing the context bagsed access control
10 policies specified in the formal descriptive language;
and,
converting the context based access control

policies to the automaton.

15 2. The method of claim 1 wherein the
processing of the context based access control policies
specified in a formal descriptive language comprises
processing the context based access control policies in

the form of events.

20

3. The method of claim 2 wherein the
processing of the context based access control policies in
the form of events compriszes processing the context based

access control policies in the form of events specified in

55
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terms of a user s, a restricted area o of a secured
facility, and an access point d permitting entrance to or

exit from the restricied area O.

4. The method of claim 2 wherein the
processing of the context based access control policies in
the form of events comprises processing the context based
access control policies in the form of events specified in

terms of & user s, a type of user 8, a restricted area <

of a secured facility, a type of restricted area o, and an

access point & permitting entrance to or exit from the

ragtricted area o.

5. The method of claim 1 wherein the
processing of the context based access contrel policies
specified in the formal descripzivé language comprisges
processing access control actions and context gpecified a=

events, and whersin the events are included in an alphabsat

set of the language.

5. The method of ¢laim I wherein the aubtomabon

comprises a finite state machine.
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7. The method of claim 1 wherein the
converting of the context based access control policies to

the sutomaton comprises:
converting the context based access control
policies to formulas including events and variables; and,

converting the formulas to the automaton.

g, The merhod of claim 7 wherein the aultomaton

comprises a finite state machine.

g. The method of claim 7 wherein the
converting of the context based access control policies Lo
formulas comprises converting the context based access

control policies to monadic second order formulas.

10. The method of ¢laim 7 wherein the
converting of the context based access control policies to
formulas including events and variables comprises
converting the context based access control pelicles to
formulas including events specified in ?exms of a user s,
s restricted area o ef a gsecured facility, and an access

point d permitting entrance to or exit from the restricted

area ©.
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11. The method of claim 7 whevrein tha‘
converting of the context based aceess control policies o
formulas including sevents and variables comprises
converting the context based access control policies to
formulas including svenits specifled in terms of a user s,
a type of user s, a restricted area © of a secured
facility, a type of restricted area o, and an access polnt

d permitting entrance to or exit from the restricted area

o

12. The method of claim 7 wherein the
converting of the context based access control pelicies to
formulas including events and variables comprises
converting the context basged access control policies to

formulas including events, variables, and Boolean

operabors.

12. The method of claim 1 further comprising:

formally verifying if a set of behaviors of a
facility subject to the accgess control policies
represented as formal descriptive language Satisfies one

or more of the access control policles; and,



WO 2008/045923 PCT/US2007/080918

10

15

20

checking if one or more of the access control
policies can be together enforced on a particular facility

subject to the access control policies.

14, The method of claim 1 further comprising

storing the automaton in memory.

15. The method of claim 14 wherein the storing
of the automaton in memory comprises storing the automaton

on an identification device carried by a user.

16. The method of claim 14 wherein the storing
of the auvtomaton in memory comprises storing the automaton

on a door controller.

17. The method of claim 14 wherein the storing
of the automaton in memory comprises storing the automaton

in a plurality of memories.

1%. A method implemented on a computer for
producing finite state automata capable of providing an
access control decision upon receiving an access control

request, the method comprising:
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reading context based access control policies
specified in a formal descriptive language;
converting the contexit based access control

policies specified in the formal descriptive language to

Monadic Second Order formulae: and,

caﬁverting the Monadic Second Order formulae to

rhe finite state automata.

18. The method of claim 18 wherein the
converting of the context based access control policies
comprises converting the context based access control
policies specified im the formal descriptive language to

Monadic Second Order event based formulzse.

20, The method of claim 19 whersin the evant

bagsed formulase contain terms relating Lo a user s, &
restricted area o 0f a gsecured facility, and an access

point d permitting entrance to or exit from the restricted

area 0.

21. The method of claim 1% whersin the event
based formulae contain terms relating to a user 5, a Lype

of user s, & restricted area o of a secured facility, a

_60-
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type of restricted area o, and an access point 4

permitting entrance to or exit from the restricted area o.

22. The method of claim 12 wherein the
3 canverting of the context based access control policies
comprises converting the context base@ access contrél
policies specified in the formal ﬁeécriptive langusge to

Monadic Second Order svent and varlabls baged formulse,

14 23. The method of claim 18 wherein the
converting of the context baged access conbrol policies
comprises converting the context based access control
policies gpecified in the formal degcoriptive language to

Monadic Second Order event, variable, and Rcolean operabor

15  based formulae,

24, The method of claim 18 further comprising

storing the finite state automata in memory.

20 25, The method of c¢laim 24 wherein the storing
of the finite state automata in memory comprises storing

the finite state automata on an identification device

carried by a user.

e
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26. The method of claim 24 wherein the storing
of the finite state automata in memory comprises storing

rhe finite state automata on a door controller.

50
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Build Automaton(graph}

left Automaton = NULL;
right Automaton = NULL,;
root = Root Of {graph};

if (left - child {graph)! = NULL)Y
left Automaton = Build Automaton (left - child (graph));
}
if {right - child {graph)l = NULL}{
right Automaton = Build Automaton {right - child (graph)};
¥

Resoive (root, ieft Automaton, right Automaton);

'

Resolve (roct, left Automaton, right Automatonj{
Switch (root is of the form){
Qa (x): Bulld Ofa, %, automaton);
% <y: BuildxLTEy {x, v, automatlon};
¥ e X: BuildxinX {x, X, automaton};
3x: Projection Operation (x, avtomaton);
3X: Projection Operation (X, automaton);
~: And Operation (automaton, aufomaton2);
v: Or Operation {automatont, auiomaton2);
—~: Not Cperation (automaton);

Fig. 3
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