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ABSTRACT 

In embodiments of the present invention improved capabili 
ties are described for a Radio Frequency ID (RFID) tag that 
contains multiple Radio Frequency (RF) network nodes that 
provide enhanced memory capabilities, redundant function 
ality, and multiple frequency capabilities to the RFID tag 
using an inter-RF network node communication connection. 
The inter-RF network node communication may allow the 
coordination of RFID tag memory and functionality. 
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MULTIPLE RADIO FREQUENCY NETWORK 
NODE RFID TAG 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. This application claims the benefit of the following 
provisional applications, each of which is hereby incorpo 
rated by reference in its entirety: 
0002 U.S. Provisional Application 60/749,645, filed 
Dec. 9, 2005 entitled “MULTIPLE RADIO MICROCHIP 
RFID TAG”; U.S. Provisional Application 60/803,610, filed 
May 31, 2006, entitled “MULTIPLE RADIO FREQUENCY 
NETWORK NODE RFID TAG”; U.S. Provisional Appli 
cation 60/803,612, filed May 31, 2006, entitled “MUL 
TIPLE RADIO FREQUENCY NETWORK NODE RFID 
TAG”; and U.S. Provisional Application 60/868,107, filed 
Dec. 1, 2006, entitled “MULTIPLE RADIO FREQUENCY 
NETWORK NODE RFID TAG”. 

BACKGROUND 

0003) 1. Field 
0004 The invention relates to a Radio Frequency ID 
(RFID) tags that contain multiple Radio Frequency (RF) 
network nodes that provide enhanced memory capabilities, 
redundant functionality, and multiple frequency capabilities 
to the RFID tag. 

0005 2. Description of the Related Art 
0006 Radio Frequency ID (RFID) tags have been pro 
posed as a solution for a wide range of commercial appli 
cations, including tracking of large numbers of objects in 
disparate locations. However, current RFID tags suffer from 
performance problems. Passive tags, while not requiring a 
local power source, suffer from low bandwidth and high 
failure rates in data transmission. Active tags, while per 
forming better than passive tags, are much more expensive 
and require a power source. A need exists for improved 
performance; in particular, a need exists for methods and 
systems that provide performance comparable or Superior to 
current active tags in a passive tag platform. 

SUMMARY 

0007 Provided herein are methods and systems for 
improved RFID tags, as well as methods and systems for the 
use of improved RFID tags, including, among others, 
embodiments in which more than one radio frequency 
network node is disposed on an RFID tag substrate. Many 
other embodiments are described herein. 

0008. A method and system disclosed herein may include 
providing a radio frequency identification (RFID) tag Sub 
strate; mounting a plurality of RF network nodes on the 
RFID tag substrate; and coordinating functionality among 
the plurality of RF network nodes. The RFID tag substrate 
may be associated with an object that may be to be identified 
by the RFID tag. The RFID tag substrate may be paper, 
plastic, silicone, cardboard, a combination of materials, or 
the like. The plurality of RF network nodes may be mounted 
to the RFID tag substrate in a random orientation. The 
plurality of RF network nodes may be mounted to the RFID 
tag Substrate in an ordered orientation. 
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0009. The RFID tag substrate may be part of an object 
that may be to be identified by the RFID tag. The plurality 
of RF network nodes may be mounted to the object in a 
random orientation. The plurality of RF network nodes may 
be mounted to object in an ordered orientation. 
0010 Coordination may include accessing combined 
memory. Coordination facilitates redundancy among RF 
network nodes. Coordination facilitates data encryption. 
Coordination may be according to a network topology 
among the RF network nodes. The network topology may be 
a ring network topology. a mesh network topology, a serial 
topology, a packet-based network topology, or the like. 

0011. The coordinated functionality may be communi 
cated by a master RF network node. The master RF network 
node may be determined at power up of the plurality of RF 
network nodes. The master RF network node may commu 
nicate over a common communication bus. The common 
communication bus may be a common antenna connection 
bus, a common serial connection bus, a common parallel 
connection bus, or the like. 

0012. The coordinated functionality may be communi 
cated by at least one RF network node. The RF network node 
may communicate over a common communication bus. The 
common communication bus may be a common antenna 
connection bus, a common serial connection bus, a common 
parallel connection bus, or the like. 

0013 Amethod and system disclosed herein may include 
providing a radio frequency identification (RFID) tag, the 
RFID tag having a plurality of RF network nodes; and 
transmitting information from the RFID tag using more than 
one frequency. 

0014. The more than one frequency may be designed to 
facilitate reading of the RFID tag by different readers. At 
least one frequency may facilitate conditional access by an 
entity. The entity may be a business enterprise. 

0015 The tag may be configured to transmit a selected 
frequency among a plurality of available frequencies. The 
more than one frequency may be transmitted at the same 
time. The more than one frequency may be transmitted using 
an antenna. The more than one frequency may be transmit 
ted using more than one antenna. The more than one antenna 
may be the same antenna type. The more than one antenna 
may be different antenna types. The more than one fre 
quency may be transmitted at different times. The more than 
one frequency may be transmitted using an antenna. The 
more than one frequency may be transmitted using more 
than one antenna. The more than one antenna may be the 
same antenna type. The more than one antenna may be 
different antenna types. 

0016 A method and system disclosed herein may include 
providing a radio frequency identification (RFID) tag, the 
RFID tag containing a plurality of RF network nodes, each 
node having memory associated therewith; and coordinating 
the memory of a plurality of the RF network nodes to form 
a coordinated Storage facility. The coordinated storage facil 
ity may contain publicly accessible memory. The coordi 
nated storage facility may contain conditionally accessible 
memory. The coordinated Storage facility may include an 
encryption facility. Information may be stored encrypted in 
the coordinated storage facility. 
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0017. The coordinated storage facility may contain 
memory that is accessible by a specified entity. The entity 
may be a business enterprise, a government agency, or the 
like. The specified entry may be a password. The specified 
entry may be an encryption key. The encryption key may be 
a public key, a private key, or the like. The specified entry 
may be a combination of a password and an encryption key. 
The encryption key may be a public key, a private key, or the 
like. 

0018. The memory may be coordinated using a master 
RF network node. The master RF network node may be 
determined at power up of the plurality of RF network 
nodes. The master RF network node may communicate over 
a common communication bus. The common communica 
tion bus may be a common antenna connection bus, a 
common serial connection bus, a common parallel connec 
tion bus, or the like. 

0019. The memory may be coordinated using at least one 
RF network node. The RF network node may communicate 
over a common communication bus. The common commu 
nication bus may be a common antenna connection bus, a 
common serial connection bus, a common parallel connec 
tion bus, or the like. 

0020. A method and system disclosed herein may include 
providing a radio frequency identification (RFID) tag, the 
RFID tag containing a plurality of RF network nodes, at 
least a plurality of nodes having memory associated there 
with; and coordinating the memory of a plurality of RF 
network nodes to form a redundant storage facility. The 
redundant storage facility may include stores that are the 
same size. The redundant storage facility may include 
memory stores of different sizes. All of the redundant 
storage facility may include memory stores that contain the 
same information. The redundant storage facility may 
include memory stores that contain the same information. 
0021. The redundant storage facility may contain pub 
licly accessible memory. The redundant storage facility may 
contain conditionally accessible memory. The redundant 
storage facility may include an encryption facility. Informa 
tion may be stored encrypted in the coordinated redundant 
storage facility. The redundant storage facility may contain 
memory that is accessible by a specified entity. The entity 
may be a business enterprise, a government agency, or the 
like. The specified entry may be a password. The specified 
entry may be an encryption key. The encryption key may be 
a public key. The encryption key may be a private key. The 
specified entry may be a combination of a password and an 
encryption key. The encryption key may be a public key. The 
encryption key may be a private key. 

0022. The redundant storage facility memory may be 
coordinated using a master RF network node. The master RF 
network node may be determined at power up of the 
plurality of RF network nodes. The master RF network node 
may communicate over a common communication bus. The 
common communication bus may be a common antenna 
connection bus, a common serial connection bus, a common 
parallel connection bus, or the like. 
0023 The redundant storage facility memory may be 
coordinated using at least one RF network node. The RF 
network node may communicate over a common commu 
nication bus. The common communication bus may be a 
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common antenna connection bus, a common serial connec 
tion bus, a common parallel connection bus, or the like. 
0024. A method and system disclosed herein may include 
providing a radio frequency identification (RFID) tag, the 
RFID tag containing a plurality of RF network nodes; and 
coordinating the memory of a plurality of the RF network 
nodes to form a plurality of memory stores. The plurality of 
memory stores may contain item information, enterprise 
information, structured information, user defined informa 
tion, or the like. 
0025 The plurality of memory stores may include stores 
that are the same size. The plurality of memory stores may 
include memory stores of different sizes. The plurality of 
memory stores may contain publicly accessible memory. 
The plurality of memory stores may contain conditionally 
accessible memory. The plurality of memory stores may 
include an encryption facility. Information may be stored 
encrypted in the plurality of memory stores. The plurality of 
memory stores may contain memory that is accessible by a 
specified entity. The entity may be a business enterprise. The 
entity may be a government agency. The specified entry may 
be a password. The specified entry may be an encryption 
key. The encryption key may be a public key, a private key, 
or the like. The specified entry may be a combination of a 
password and an encryption key. The encryption key may be 
a public key, a private key, or the like. 
0026. The plurality of memory stores may be coordinated 
using a master RF network node. The master RF network 
node may be determined at power up of the plurality of RF 
network nodes. The master RF network node may commu 
nicate over a common communication bus. The common 
communication bus may be a common antenna connection 
bus, a common serial connection bus, a common parallel 
connection bus, or the like. 
0027. The plurality of memory stores may be coordinated 
using at least one RF network node. The RF network node 
may communicate over a common communication bus. The 
common communication bus may be a common antenna 
connection bus, a common serial connection bus, a common 
parallel connection bus, or the like. 
0028. A method and system disclosed herein may include 
providing a radio frequency identification (RFID) tag, the 
RFID tag containing a plurality of RF network nodes: 
associating an antenna with a plurality of RF network nodes; 
and using the antenna as a communication bus between a 
plurality of RF network nodes. The antenna communication 
bus may include at least one antenna. The antenna commu 
nication bus may include more than one antenna. The 
antenna communication bus may be used to transmit infor 
mation between the plurality of RF network nodes. The 
antenna communication bus may be used to transmit infor 
mation from the RFID tag to a reader. The antenna com 
munication bus may be used to transmit information 
between the plurality of RF network nodes and transmit 
information from the RFID tag to the reader. The transmis 
sion between the plurality of RF network nodes and trans 
mission of information from the RFID tag to the reader may 
occur at the same time. The transmission between the 
plurality of RF network nodes and transmission of informa 
tion from the RFID tag to the reader may occur at a different 
time. 

0029. The communication bus may provide inter RF 
network node communication. The inter RF network node 
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communication may be between more than one RF network 
node. The inter RF network node communication may be 
coordinated using a master RF network node. The inter RF 
network node communication may be determined at power 
up of the plurality of RF network nodes. The inter RF 
network node communication may be coordinated using at 
least one RF network node. 

0030. A method and system disclosed herein may include 
providing a radio frequency identification (RFID) tag, the 
RFID tag containing a plurality of RF network nodes: 
connecting a plurality of the RF network nodes with a 
parallel data connection; and using the parallel data connec 
tion as a communication bus between a plurality of RF 
network nodes. The parallel communication bus may pro 
vide inter RF network node communication. The inter RF 
network node communication may be between more than 
one RF network node. The inter RF network node commu 
nication may be coordinated using a master RF network 
node. The inter RF network node communication may be 
determined at power up of the plurality of RF network 
nodes. The inter RF network node communication may be 
coordinated using at least one RF network node. 

0031. A method and system disclosed herein may include 
providing a radio frequency identification (RFID) tag, the 
RFID tag containing a plurality of RF network nodes: 
connecting a plurality of the RF network nodes with a serial 
data connection; and using the serial data connection as a 
communication bus between a plurality of RF network 
nodes. The serial communication bus may provide inter RF 
network node communication. The inter RF network node 
communication may be between more than one RF network 
node. The inter RF network node communication may be 
coordinated using a master RF network node. The inter RF 
network node communication may be determined at power 
up of the plurality of RF network nodes. The inter RF 
network node communication may be coordinated using at 
least one RF network node. 

0032. A method and system disclosed herein may include 
providing a radio frequency identification (RFID) tag, the 
RFID tag containing a plurality of RF network nodes; and 
determining a master RF network node from the plurality of 
RF network nodes. The master RF network node may be 
determined using a synchronization signal on a common 
communication connection. The common communication 
bus may be a common antenna connection bus, a common 
serial connection bus, a common parallel connection bus, or 
the like. A plurality of the plurality of RF network nodes may 
transmit the synchronization signal during power up. There 
may be a protocol to determine a master RF network node 
when more than one RF network nodes transmit the syn 
chronization signal at the same time. 

0033. The master RF network node may be determined 
by a logical input from a prior serially connected RF 
network node. The prior serially connected RF network node 
may determine it is the master RF network node and may 
transmit a logical code indicating it is the master RF network 
node to a succeeding RF network node. The succeeding RF 
network node may not attempt to become the master RF 
network node. The prior serially connected RF network node 
may determine it is not the master RF network node and may 
transmit a logical code indicating it is not the master RF 
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network node to a succeeding RF network node. The suc 
ceeding RF network node may attempt to become the master 
RF network node. 

0034. The master RF network node may coordinate com 
munication between a plurality of RF network nodes. The 
master RF network node may coordinate redundancy of the 
functionality of a plurality of RF network nodes. The master 
RF network node may coordinate the distributed memory of 
a plurality of the RF network nodes. The master RF network 
node may provide the transmission of data from the RFID 
tag. 

0035 A method and system disclosed herein may include 
providing a radio frequency identification (RFID) tag, the 
RFID tag containing a plurality of RF network nodes: 
connecting at least one antenna to a plurality of the RF 
network nodes; and adjusting the impedance of at least one 
of the plurality of RF network nodes to match the impedance 
of the at least one antenna. The impedance may be adjusted 
by opening or closing a Switch for at least one capacitor. The 
impedance may be a measurement of the power received 
from the at least one antenna. A protocol may be used to 
adjust the impedance match. The impedance adjustment 
protocol may execute until a best impedance match is 
reached. 

0036) A method and system disclosed herein may include 
providing a radio frequency identification (RFID) tag, the 
RFID tag containing a plurality of RF network nodes: 
associating the RFID tag to an object; and adjusting the 
impedance of at least one of the plurality of RF network 
nodes to match the impedance of the object. The impedance 
may be adjusted by opening or closing a Switch for at least 
one capacitor. The impedance may be a measurement of the 
power received from at least one antenna. A protocol may be 
used to adjust the impedance match. The impedance adjust 
ment protocol may execute until a best impedance match is 
reached. 

0037 Amethod and system disclosed herein may include 
mixing a plurality of RF network nodes in a solution, the RF 
network nodes being substantially equally distributed within 
the solution; providing a silkscreen material containing a RF 
network placement pattern; applying the RF network node 
Solution to the silkscreen material; and placing the RF 
network nodes in the silkscreen placement pattern by dis 
tributing the RF network node solution across the silkscreen 
placement pattern. The RF network placement pattern may 
be the same shape as the RF network node. The RF network 
placement pattern may orientate the RF network node to the 
RFID tag. The RF networkplacement pattern may determine 
the number of the RF network nodes place on the RFID tag. 
The RF network placement pattern may determine the 
location of the RF network nodes on the RFID tag. The 
solution may provide connectivity to RF network nodes that 
do not contact the RFID tag. 
0038 A method and system disclosed herein may include 
providing a thermal printing ribbon containing a plurality of 
RF network nodes; and using a thermal printer to heat the 
thermal printing ribbon; wherein the plurality of RF network 
nodes are applied to a substrate. There may be a pattern of 
the RF network nodes on the thermal printing ribbon. All the 
RF network nodes may be applied to the substrate. Not all 
of the RF network nodes may be applied to the substrate. 
The RF network nodes may be selectively applied to the 
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substrate. The selected RF network nodes may be applied to 
the substrate are selected from a set of RF network node 
patterns. The set of RF network node patterns may be stored 
in a data store. The data store may be a database, a table, an 
XML file, a spreadsheet, or the like. The selected RF 
network nodes may be applied to the Substrate are matched 
to an object to which the RFID tag is attached. 
0039. An antenna may be applied from the thermal 
printing ribbon. The antenna may be applied to the Substrate 
is selected from a set of antennas. The set of antennas may 
be stored in a data store. The data store may be a database, 
a table, an XML file, a spreadsheet, or the like. The antenna 
may be applied to the Substrate is matched to an object to 
which the RFID tag is attached. 
0040. A method and system disclosed herein may include 
providing a plurality of RFID antennas; providing an RFID 
tag containing a plurality of RF network nodes; and con 
necting the plurality of RFID antennas to at least one of the 
RF network nodes. The plurality of RFID antennas may all 
be the same type of antenna. The plurality of RFID antennas 
may be connected together. The plurality of RFID antennas 
may be separate. 

0041. The plurality of RFID antennas may be a combi 
nation of separate antenna and connected antenna. The 
plurality of RFID antennas may not all be the same type of 
antenna. The plurality of RFID antennas may be connected 
together. The plurality of RFID antennas may be separate. 

0042. The plurality of RFID antennas may be a combi 
nation of separate antenna and connected antenna. The 
plurality of RFID antennas may be connected to all the RF 
network nodes. The plurality of RFID antennas may be 
connected to a subset of the RF network nodes. 

0043. The RFID tag may select an antenna to transmit 
information. The RFID tag may select more than one 
antenna to transmit information. The RFID tag may select all 
of the antennas to transmit information. 

0044) A method and system disclosed herein may include 
providing an RFID antenna; providing an RFID tag con 
taining a plurality of RF network nodes; and connecting the 
RFID antenna to at least one of the RF network nodes. At 
least one of the RF network nodes may transmit using the 
antenna. The RFID tag may determine the RF network node 
that transmits. All of the RF network nodes may transmit 
using the antenna. The RFID tag may determine when the 
RF network nodes transmit. 

0045. A method and system disclosed herein may include 
providing an RFID tag containing a plurality of RF network 
nodes, the RFID tag including a communication facility; 
providing at least one sensor external to the RFID tag: 
communicating information from the sensor to the RFID tag 
communication facility; and storing the communicated sen 
sor information in memory associated with the RFID tag. 
The communication facility may have a wired connection, a 
wireless connection, or the like. The sensor may be a 
self-powered sensor, an RFID tag-powered sensor, a non 
powered sensor, or the like. 

0046) The stored information may contain a result of a 
calculation. The calculation may use calculation information 
on the RFID tag. The calculation information may be in 
memory, in firmware, or the like. 
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0047 The stored information may contain a result of 
information manipulation. The manipulation may use 
manipulation information on the RFID tag. The manipula 
tion information may be in memory, in firmware, or the like. 
0048. The stored information may contain a result of 
information interpretation. The interpretation may use inter 
pretation information stored on the RFID tag. The interpre 
tation information may be in memory, in firmware, or the 
like. 

0049. A method and system disclosed herein may include 
providing an RFID tag containing a plurality of RF network 
nodes, the RFID tag including a communication facility; 
associating a gateway facility to the communication facility; 
using the gateway facility, at least two RFID tags commu 
nicating to form a network. The communication facility may 
provide connectivity between the gateway facility and the 
plurality of RF network nodes. The communication facility 
may have a wired connection, a wired connection, or the 
like. The gateway facility may connect to any other network 
capable computer device. 

0050. The communication facility may have a wireless 
connection, a wireless connection, or the like. The gateway 
facility may connect to any other network capable computer 
device. The network may be a mesh network. The network 
may be a peer-to-peer network. 
0051. A method and system disclosed herein may include 
providing an RFID tag containing a plurality of RF network 
nodes, more than one of the individual RF network nodes 
containing memory; combining the plurality of individual 
RF network nodes memory into at least one combined 
memory; and coordinating memory access to the combined 
memory using a master RF network node. 
0052 The combined memory may be the memory from 

all of the plurality of individual RF network nodes. The 
combined memory may be read only memory, write once 
and read many memory, read/write memory, encrypted, 
private, public, or the like. 
0053. The combined memory may be the memory from a 
subset of all the plurality of individual RF network nodes. 
The combined memory may be read only memory, write 
once and read many memory, read/write memory, encrypted, 
private, public, or the like. 
0054 The combined memory may be partitioned into 
Smaller memory stores. The memory stores may be the same 
size. The memory store may be read only memory, write 
once and read many memory, read/write memory, encrypted, 
private, public, or the like. 
0055. The memory stores may be different sizes. The 
memory store may be read only memory, write once and 
read many memory, read/write memory, encrypted, private, 
public, or the like. 

0056. The master RF network node may coordinate the 
memory access of the combined memory using a common 
communication bus. The common communication bus may 
be an antenna bus, a parallel bus, a serial bus, or the like. 
0057. A method and system disclosed herein may include 
providing an RFID tag containing a plurality of RF network 
nodes, the plurality of RF network nodes being capable of 
performing at least one function; sensing with at least one of 
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the plurality of RF network nodes that at least one of the RF 
network nodes has lost at least one function; and replacing 
at least one lost function by using at least one of the RF 
network nodes that is capable of performing the lost func 
tion. 

0.058 A master RF network node may sense the lost 
function. The master RF network node may execute a 
protocol to determine the RF network node to replace the 
lost function. The master RF network node may select the 
RF network node to replace the lost function. The selected 
RF network node may be from a predetermined configura 
tion of replacement RF network nodes. 
0059) Any of the plurality of RF network nodes may 
sense the lost function. The RF network nodes may execute 
a protocol to determine the RF network node to replace the 
lost function. The lost function RF network node may have 
a pre-selected RF network node that is a replacement RF 
network node. The pre-selected RF network node may 
replace the lost function RF network node. 
0060. The RFID tag may transmit the lost function. The 
transmitted lost function may be an indicia of the overall lost 
functionality. An RFID tag replacement protocol may be 
executed to determine if the RFID tag should be replaced. 
0061. A method and system disclosed herein may include 
providing an RF network node that contains more than one 
electronic facility; connecting the more than one electronic 
facility to an RF network node power management facility; 
and managing the power distribution to the RF network node 
more than one electronic facility with the power manage 
ment facility. All the electronic facilities may receive power 
at the same time. A subset of the electronic facilities may 
receive power at the same time. 
0062) There may be a protocol when the electronic facili 
ties receive power. The electronic facilities receiving power 
may be determined by a received command. The electronic 
facilities may receive power in a specified sequence. There 
may be a protocol to determine the sequence when the 
electronic facility receives power. The electronic facilities 
receiving power may be determined by a received command. 
At least one of the electronic facilities may not receive 
power. The electronic facilities not receiving power may be 
determined by a received command. 
0063 A method and system disclosed herein may include 
providing an RFID tag containing a plurality of RF network 
nodes; providing a plurality of antennas connected to the 
plurality of RF network nodes; and collecting power for a 
plurality of the RF network nodes using at least one of the 
plurality of antennas. A power management facility may 
manage the power distribution of the power collected by the 
plurality of antennas. 
0064 All electronic facilities of the RF network node 
may receive power. A subset of electronic facilities of the RF 
network node may receive power. The electronic facilities of 
the RF network node may receive power in a sequence. 
0065. The plurality of antennas may be the same antenna 
design. The plurality of the antennas may be connected 
together. The plurality of the antennas may separate. 

0.066 The plurality of the antennas may be a combination 
of separate antenna and connected antenna. The plurality of 
antennas may be of different antenna designs. The plurality 
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of the antennas may be connected together. The plurality of 
the antennas may be separate. 

0067. The plurality of the antennas may be a combination 
of separate antenna and connected antenna. 

0068 A method and system disclosed herein may include 
providing more than one oscillator on an RF network node: 
Summing the drift output from the more than one oscillator 
with at least one exclusive-or logical gate; and determining 
a random number from the more than one oscillator exclu 
sive-or sum. The more than one oscillator may be a ring 
oscillator. The more than one oscillator Sum may provide a 
unique random number. 

0069. A method and system disclosed herein may include 
providing an RFID tag containing a plurality of RF network 
nodes, each node having a clock associated therewith: 
transmitting a calibration signal from the plurality of RF 
network nodes to the plurality of RF network node clocks: 
and calibrating the plurality of RF network node clocks to a 
common clock frequency using the calibration signal. The 
calibration signal may be transmitted to the plurality of RF 
network nodes using a common communication bus. The 
common communication bus may be a common antenna 
bus, a common serial connection bus, a common parallel 
connection bus, or the like. 

0070 The plurality of RF network nodes may use the 
transmitted calibration signal to determine the common 
clock frequency. A master RF network node may determine 
the common clock frequency. Any RF network node may 
determine the common clock frequency. A protocol may be 
used to determine which RF network node determines the 
common frequency. 

0071. A method and system disclosed herein may include 
transmitting a signal from an RFID tag to a reader; reading 
the transmitted signal and determining a characteristic of the 
transmitted signal; transmitting a correction signal from the 
reader to the RFID tag requesting a modification in the RFID 
tag transmission signal; and adjusting the characteristics of 
the RFID tag transmission signal based on the reader cor 
rection signal. 

0072 The correction signal may indicate the level of 
communication strength. The transmission characteristic 
may be a frequency. The transmission characteristic may be 
adjusted by selecting a different antenna. The transmission 
characteristic may be adjusted by matching impedance 
between an antenna and the RFID tag. The transmission 
characteristic may be adjusted by selecting a different fre 
quency. The reader may determine the characteristic to 
adjust. The RFID tag may determine the characteristic to 
adjust. The characteristic adjusting may be repeated until 
communication strength is optimized. 

0073. A method and system disclosed herein may include 
providing an RF network node that includes memory for 
storing at least one RF network node operational state; 
storing energy within the RF network node during an RFID 
tag read; and using the stored energy to maintain the at least 
one RF network node operational state when the RFID tag 
read is inactive. The operational state may be a random 
number, a calculation variable, an impedance matching 
setting, a Voltage multiplier state, a frequency, a power 
management setting, a selected antenna, a memory state, a 
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redundancy state, or the like. The operational States may be 
used upon receiving additional power from the RFID tag 
read. 

0074. A method and system disclosed herein may include 
providing an RFID tag, the RFID tag including a plurality of 
RF network nodes; associating the RFID tag with a retail 
object; and storing and communicating RFID tag informa 
tion related to the retail object. 
0075. At least one RF network node may provide a 
redundant memory storage capability. At least one RF net 
work node may provide a redundant functional capability. A 
plurality of RF network nodes may be powered by a single 
RF antenna. A plurality of RF network nodes may be 
powered by a plurality of RF antennas. A plurality of RF 
network nodes may provide a coordinated memory facility. 
A plurality of RF network nodes may provide a coordinated 
data management facility. A plurality of RF network nodes 
may provide a plurality of transmission frequencies. 
0.076 The retail object may be a perishable product. The 
retail object may be a non-perishable product. 

0077. The RFID tag may be attached to a container of the 
retail object. The RFID tag may be attached directly to the 
container. The RFID tag may be attached to an RFID tag 
substrate and the RFID tag substrate may be connected to the 
container. The RFID tag may be attached directly to the 
retail object. 

0078. The RFID tag may be associated with a sensor. The 
sensor may be a temperature sensor, a humidity sensor, an 
acceleration sensor, a light sensor, a chemical sensor, a 
vibration sensor, a motion sensor, or the like. 

0079. The RFID tag may be connected to a network. The 
network connection may be a wireless connection, a wired 
connection, or the like. The network may be a LAN, a WAN, 
a peer-to-peer network, an intranet, an Internet, a hybrid 
network, an enterprise network, or the like. 
0080. The information may be an expiration date. The 
information may be at least one transportation date. The 
information may be information related to at least one 
enterprise. 

0081. The information may contain a result of a calcu 
lation. The calculation may use information stored on the 
RFID tag. The stored information may be in memory, in 
firmware, or the like. 

0082 The information may contain a result of informa 
tion manipulation. The manipulation may use information 
stored on the RFID tag. The stored information may be in 
memory, in firmware, or the like. The information may 
contain a result of information interpretation. 
0083. The interpretation may use information stored on 
the RFID tag. The stored information may be in memory, in 
firmware, or the like. 

0084. The information may contain pricing information. 
The pricing information may be retail pricing information, 
wholesale pricing information, discount pricing information, 
or the like. 

0085. The information may contain quantity information. 
The quantity information may be changed. The information 
may contain quality information. The information may con 
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tain point of sale check out information. The information 
may contain return information. The information may con 
tain promotional information. The promotional information 
may be a newspaper promotion, a magazine promotion, a 
mass mail promotion, a regional promotion, a national 
promotion, a reward program, a discount program, a loyalty 
program, or the like. The information may contain coupon 
information. The coupon information may be a newspaper 
coupon, a magazine coupon, a mass mail coupon, a regional 
coupon, a national coupon, or the like. 
0086) The information may contain service agreement 
information, warranty agreement information, or the like. 
0087 Amethod and system disclosed herein may include 
providing an RFID tag, the RFID tag including a plurality of 
RF network nodes; associating the RFID tag with an item 
purchased in a service station purchase; and storing and 
communicating RFID tag information related to a service 
station purchase. 

0088 At least one RF network node may provide a 
redundant memory storage capability. At least one RF net 
work node may provide a redundant functional capability. A 
plurality of RF network nodes may be powered by a single 
RF antenna. A plurality of RF network nodes may be 
powered by a plurality of RF antennas. A plurality of RF 
network nodes may provide a coordinated memory facility. 
A plurality of RF network nodes may provide a coordinated 
data management facility. A plurality of RF network nodes 
may provide a plurality of transmission frequencies. 
0089. The service station purchase may be a fuel pur 
chase, an automotive Supply purchase, a food purchase, a 
service purchase, or the like. 
0090 The RFID tag may be connected to a network. The 
network connection may be a wireless connection, a wired 
connection, or the like. The network may be a LAN, a WAN, 
a peer-to-peer network, an intranet, an Internet, or the like. 
0091. The information may be an expiration date. The 
information may be at least one transportation date. The 
information may be information related to at least one 
enterprise. 

0092. The information may contain a result of a calcu 
lation. The calculation may use information stored on the 
RFID tag. The previously stored information may be in 
memory, in firmware, or the like. 

0093. The information may contain a result of informa 
tion manipulation. The manipulation may use information 
stored on the RFID tag. The stored information may be in 
memory, in firmware, or the like. 
0094. The information may contain a result of informa 
tion interpretation. The interpretation may use information 
stored on the RFID tag. The stored information may be in 
memory, in firmware, or the like. 
0095 The information may contain pricing information. 
The pricing information may be retail pricing information, 
wholesale pricing information, discount pricing information, 
or the like. 

0096. The information may contain quantity information. 
The quantity information may be changed. The information 
may contain quality information. The information may con 
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tain point of sale check out information. The information 
may contain return information. 
0097. The information may contain promotional infor 
mation. The promotional information may be a newspaper 
promotion, a magazine promotion, a mass mail promotion, 
a regional promotion, a national promotion, or the like. 
0098. The information may contain coupon information. 
The coupon information may be a newspaper coupon, a 
magazine coupon, a mass mail coupon, a regional coupon, 
a national coupon, or the like. 
0099. The information may contain service agreement 
information, warranty agreement information, or the like. 
0100. A method and system disclosed herein may include 
providing an RFID tag, the RFID tag including a plurality of 
RF network nodes; and storing and communicating RFID 
tag information related to an item associated with a physical 
plant. 

0101. At least one RF network node may provide a 
redundant memory storage capability. At least one RF net 
work node may provide a redundant functional capability. A 
plurality of RF network nodes may be powered by a single 
RF antenna. A plurality of RF network nodes may be 
powered by a plurality of RF antennas. A plurality of RF 
network nodes may provide a coordinated memory facility. 
A plurality of RF network nodes may provide a coordinated 
data management facility. A plurality of RF network nodes 
may provide a plurality of transmission frequencies. 
0102) The RFID tag may be connected to a network. The 
network connection may be a wireless connection, a wired 
connection, or the like. The network may be a LAN, a WAN, 
a peer-to-peer network, an intranet, an Internet, or the like. 
0103) The RFID tag may be connected to a sensor. The 
sensor may be a temperature sensor, a humidity sensor, an 
acceleration sensor, a Smoke sensor, a carbon dioxide sensor, 
a carbon monoxide sensor, or the like. 
0104. The physical plant may be a retail mall, a retail 
store, a warehouse, a manufacturing facility, an industrial 
facility, an office building, an entertainment venue, or the 
like. 

0105 The item may be an identification item for a person. 
The information may be related to personnel identification. 
The RFID tag may store information associated with egress 
and ingress within the physical plant. The RFID tag may 
store information associated with movement within a physi 
cal plant. The RFID tag may store information associated 
with arrival at the physical plant. The RFID tag may store 
information associated with departure from the physical 
plant. 
0106 The item may be a product, a supply, equipment, a 
fixture, or the like. The information may be related to supply 
ordering. The Supply ordering may be manual, automatic, or 
the like. The information may be related to maintenance 
information. The RFID tag may be associated with an object 
that requires maintenance. The RFID tag sensor may mea 
Sure a maintenance characteristic. The maintenance charac 
teristic may be monitored. 
0107 The information may be related to security. The 
RFID tag may store information associated with egress and 
ingress within a facility. The RFID tag may store informa 
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tion associated with movement within a facility. The RFID 
tag may store information associated with arrival at the 
physical plant. The RFID tag may store information asso 
ciated with departure from the physical plant. 
0108) A method and system disclosed herein may include 
providing an RFID tag, the RFID tag including a plurality of 
RF network nodes; and storing and communicating RFID 
tag information related to a hospitality enterprise. 
0.109 At least one RF network node may provide a 
redundant memory storage capability. At least one RF net 
work node may provide a redundant functional capability. A 
plurality of RF network nodes may be powered by a single 
RF antenna. A plurality of RF network nodes may be 
powered by a plurality of RF antennas. A plurality of RF 
network nodes may provide a coordinated memory facility. 
A plurality of RF network nodes may provide a coordinated 
data management facility. A plurality of RF network nodes 
may provide a plurality of transmission frequencies. 
0110. The hospitality enterprise may be a hotel, a motel, 
an inn, a bed and breakfast, a resort, or the like. 
0111. The information may be related to check-in, an 
automatic check-in, check-out, an automatic check-out, an 
enterprise service purchase, a Supplied device, an item sold 
by a hospitality enterprise, a furnishing, a Supply item, a 
food item, a beverage item, or the like. 
0.112. The RFID tag may be related to a credit card. The 
credit card may include a stored electronic signature. The 
RFID tag may be related to a hospitality enterprise rewards 
card. The RFID tag may be related to a loyalty card. 
0113. The RFID tag may be connected to a network. The 
network connection may be a wireless connection, a wired 
connection, or the like. The network may be a LAN, a WAN, 
a peer-to-peer network, an intranet, an Internet, or the like. 
0114. A method and system disclosed herein may include 
providing an RFID tag, the RFID tag including a plurality of 
RF network nodes; and storing and communicating RFID 
tag information related to food service enterprise manage 
ment. 

0.115. At least one RF network node may provide a 
redundant memory storage capability. At least one RF net 
work node may provide a redundant functional capability. A 
plurality of RF network nodes may be powered by a single 
RF antenna. A plurality of RF network nodes may be 
powered by a plurality of RF antennas. A plurality of RF 
network nodes may provide a coordinated memory facility. 
A plurality of RF network nodes may provide a coordinated 
data management facility. A plurality of RF network nodes 
may provide a plurality of transmission frequencies. 
0.116) The food service enterprise may be a restaurant, a 
bar, a caterer, or the like. 

0.117) The information may be related to an item sold by 
the food service enterprise. The information may be related 
to a furnishing. The information may be related to a Supply 
item. The information may be associated with a food item. 
The information may be associated with a beverage item. 
0118. The RFID tag may be related to a credit card. The 
credit card may include a stored electronic signature. The 
RFID tag may be related to the food service enterprise 
rewards card. The RFID tag may be related to a loyalty card. 
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0119) The RFID tag may be connected to a network. The 
network connection may be a wireless connection, a wired 
connection, or the like. The network may be a LAN, a WAN, 
a peer-to-peer network, an intranet, an Internet, or the like. 
0120) The information may be related to quantity of a 
food service product. The information may be related to the 
value of a food service product. The information may be 
related to the expiration date of a food service product. The 
information may be related to a food service product ordered 
by a customer. The information may be information related 
to at least one enterprise. 
0121 The information may contain a result of a calcu 
lation. The calculation may use information stored on the 
RFID tag. The stored information may be in memory, in 
firmware, or the like. 

0122) The information may contain a result of informa 
tion manipulation. The manipulation may use information 
stored on the RFID tag. The stored information may be in 
memory, in firmware, or the like. 
0123 The information may contain a result of informa 
tion interpretation. The interpretation may use information 
stored on the RFID tag. The stored information may be in 
memory, in firmware, or the like. 
0.124. The information may be related to pricing infor 
mation. The pricing information may be retail pricing infor 
mation, wholesale pricing information, discount pricing 
information, or the like. 
0125 The information may contain quantity information. 
The quantity information may be changed. The information 
may contain point of sale check out information. The 
information may contain return information. 
0126 The information may contain promotional infor 
mation. The promotional information may be a newspaper 
promotion, a magazine promotion, a mass mail promotion, 
a regional promotion, a national promotion, or the like. 
0127. The information may contain coupon information. 
The coupon information may be a newspaper coupon, a 
magazine coupon, a mass mail coupon, a regional coupon, 
a national coupon, or the like. 
0128. A method and system disclosed herein may include 
providing an RFID tag, the RFID tag including a plurality of 
RF network nodes; associating the RFID tag with an 
employee identification; and storing and communicating 
RFID tag information related to the employee identification. 
0129. At least one RF network node may provide a 
redundant memory storage capability. At least one RF net 
work node may provide a redundant functional capability. A 
plurality of RF network nodes may be powered by a single 
RF antenna. A plurality of RF network nodes may be 
powered by a plurality of RF antennas. A plurality of RF 
network nodes may provide a coordinated memory facility. 
A plurality of RF network nodes may provide a coordinated 
data management facility. A plurality of RF network nodes 
may provide a plurality of transmission frequencies. 
0130. The employee identification may be an employee 
badge, an employee card, incorporated within part of an 
employee uniform, or the like. The uniform part may be a 
hat, a coat, a shirt, an apron, a trouser, an accessory clothing 
item, or the like. 
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0131 The RFID tag may be connected to a network. The 
network connection may be a wireless connection, a wired 
connection, or the like. The network may be a LAN, a WAN, 
a peer-to-peer network, an intranet, an Internet, or the like. 
0.132. The information may be related to employee iden 
tification within an enterprise. The information may be 
related to employee identification during egress from an 
enterprise. The information may be related to employee 
identification during ingress to an enterprise. The informa 
tion may be related to tracking employee work time. The 
information may be related to associating an employee to a 
transaction. The information may be related to employee 
egress from an enterprise parking facility. The information 
may be related to employee ingress to an enterprise parking 
facility. 

0.133 Amethod and system disclosed herein may include 
providing an RFID tag, the RFID tag including a plurality of 
RF network nodes; associating the RFID tag with an iden 
tification facility; and storing and communicating RFID tag 
information related to security system identification. 
0.134. The identification facility may be a badge, a card, 
a part of clothing, a part of a vehicle, a part of a product, a 
part of an item of equipment, a part of a raw material, a part 
of an electronic component, a part of a Supply item, a part 
of a consumer packaged good, a part of a consumer elec 
tronics item, a part of a media recording medium, or the like. 
0135) The RFID tag may be connected to a network. The 
network connection may be a wireless connection, a wired 
connection, or the like. The network may be a LAN, a WAN, 
a peer-to-peer network, an intranet, an Internet, or the like. 
0.136 The information may be related to positioning of an 
object within a location. The information may be related to 
positioning of a person within a location. The information 
may be related to identification during egress from a loca 
tion. The information may be related to identification during 
ingress to a location. 
0.137 The RFID tag may be associated with a sound 
facility. The RFID tag may command the sound facility to 
emit a noise when the identification device is located exter 
nal to a permitted location. 
0.138. The security system may be for food, a hospitality 
enterprise, a physical plant, a service station, a food service, 
an employee, an aircraft, a ship, an office, a public event. 
0.139. A method and system disclosed herein may include 
providing an RFID tag, the RFID tag including a plurality of 
RF network nodes; associating the RFID tag with a vehicle: 
and storing and communicating RFID tag information 
related to vehicle tracking. 
0140. At least one RF network node may provide a 
redundant memory storage capability. At least one RF net 
work node may provide a redundant functional capability. A 
plurality of RF network nodes may be powered by a single 
RF antenna. A plurality of RF network nodes may be 
powered by a plurality of RF antennas. A plurality of RF 
network nodes may provide a coordinated memory facility. 
A plurality of RF network nodes may provide a coordinated 
data management facility. A plurality of RF network nodes 
may provide a plurality of transmission frequencies. 
0.141. The RFID tag may be connected to a network. The 
network connection may be a wireless connection, a wired 
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connection, or the like. The network may be a LAN, a WAN, 
a peer-to-peer network, an intranet, an Internet, or the like. 

0142. The information may relate to a location of a 
vehicle, to the ingress of a vehicle to a location, to the egress 
of a vehicle from a location, to the product transported by the 
vehicle, to mileage of the vehicle, to a driver of the vehicle, 
to an enterprise that owns the vehicle, or the like. 
0143 A method and system disclosed herein may include 
providing an RFID tag, the RFID tag including a plurality of 
RF network nodes; associating the RFID tag with a vehicle: 
and storing and communicating RFID tag information 
related to vehicle maintenance. 

0144. At least one RF network node may provide a 
redundant memory storage capability. At least one RF net 
work node may provide a redundant functional capability. A 
plurality of RF network nodes may be powered by a single 
RF antenna. A plurality of RF network nodes may be 
powered by a plurality of RF antennas. A plurality of RF 
network nodes may provide a coordinated memory facility. 
A plurality of RF network nodes may provide a coordinated 
data management facility. A plurality of RF network nodes 
may provide a plurality of transmission frequencies. 

0145 The RFID tag may be connected to a network. The 
network connection may be a wireless connection, a wired 
connection, or the like. The network may be a LAN, a WAN, 
a peer-to-peer network, an intranet, an Internet, or the like. 

0146 The information may relate to the last vehicle 
maintenance, to a replacement part, to a warranty item, to a 
vehicle component, or the like. The vehicle component may 
be a drive train component, a fuel system component, an 
exhaust system component, a steering system component, or 
the like. The information may relate to the next required 
vehicle maintenance, to the type of maintenance performed, 
to the type of maintenance to be performed, or the like. 

0147 The RFID tag may receive information from the 
vehicle communication network. The received information 
may be lubrication information. The received information 
may be a fault notification. The received information may be 
a part associated with the fault. The received information 
may be warranty information. The received information may 
be repair history information. The received information may 
relate to timing of recommended maintenance. 

0148. A method and system disclosed herein may include 
providing an RFID tag, the RFID tag including a plurality of 
RF network nodes; associating the RFID tag with an avia 
tion component; and storing and communicating RFID tag 
information related to the aviation component. 

0149. At least one RF network node may provide a 
redundant memory storage capability. At least one RF net 
work node may provide a redundant functional capability. A 
plurality of RF network nodes may be powered by a single 
RF antenna. A plurality of RF network nodes may be 
powered by a plurality of RF antennas. A plurality of RF 
network nodes may provide a coordinated memory facility. 
A plurality of RF network nodes may provide a coordinated 
data management facility. A plurality of RF network nodes 
may provide a plurality of transmission frequencies. 

0150. The RFID tag may be connected to a network. The 
network connection may be a wireless connection, a wired 
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connection, or the like. The network may be a LAN, a WAN, 
a peer-to-peer network, an intranet, an Internet, or the like. 
0151. The information may be a number of flight cycle 
information, a maintenance history information, an original 
manufacturing equipment information, a maintenance enter 
prise information, FAA information, a parts history infor 
mation, a repair history, a preferred vendors for parts, an 
anticipated maintenance requirements, a fault histories, a 
pricing, a replacement part, a component identification 
information, or the like. 
0152 The RFID tag may contain security information to 
control aircraft access. The security information may be 
related to permitted access to locations. The security infor 
mation may be related to locations from which to be 
excluded. The RFID tag may be associated with a sound 
facility. The RFID tag may command the sound facility to 
make a sound if the RFID tag is in an excluded location. 
0153. A method and system disclosed herein may include 
providing an RFID tag, the RFID tag including a plurality of 
RF network nodes; associating the RFID tag with an avia 
tion component; and storing and communicating RFID tag 
information related to maintenance of the aviation compo 
nent. 

0154) At least one RF network node may provide a 
redundant memory storage capability. At least one RF net 
work node may provide a redundant functional capability. A 
plurality of RF network nodes may be powered by a single 
RF antenna. A plurality of RF network nodes may be 
powered by a plurality of RF antennas. A plurality of RF 
network nodes may provide a coordinated memory facility. 
A plurality of RF network nodes may provide a coordinated 
data management facility. A plurality of RF network nodes 
may provide a plurality of transmission frequencies. 
O155 The RFID tag may be connected to a network. The 
network connection may be a wireless connection, a wired 
connection, or the like. The network may be a LAN, a WAN, 
a peer-to-peer network, an intranet, an Internet, or the like. 
0156 The information may be a number of flight cycle 
information. The information may be a last maintenance 
information. The maintenance information may be a last 
maintenance date. The maintenance information may be a 
last type of maintenance. The information may be an origi 
nal manufacturing equipment information. The information 
may be a maintenance enterprise information. The informa 
tion may be FAA information. The information may be 
component identification information. The information may 
be parts history information. The information may relate to 
repair history. The information may relate to preferred 
vendors for parts. The information may relate to anticipated 
maintenance requirements. The information may relate to 
fault histories. The information may relate to pricing. The 
information may be ordering information for a replacement 
part. The information may be ATA 2000 compliant infor 
mation. 

0157 The component maintenance information may be 
stored to the RFID tag. The component maintenance infor 
mation may be a date of maintenance, a maintenance 
mechanic that performed a maintenance, a maintenance step 
performed, a FAA certification of the maintenance, a part 
number of the maintained component, a serial number of the 
maintained component, or the like. 
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0158. A method and system disclosed herein may include 
providing an RFID tag, the RFID tag including a plurality of 
RF network nodes; and storing and communicating RFID 
tag information related to an aviation service. 
0159. At least one RF network node may provide a 
redundant memory storage capability. At least one RF net 
work node may provide a redundant functional capability. A 
plurality of RF network nodes may be powered by a single 
RF antenna. A plurality of RF network nodes may be 
powered by a plurality of RF antennas. A plurality of RF 
network nodes may provide a coordinated memory facility. 
A plurality of RF network nodes may provide a coordinated 
data management facility. A plurality of RF network nodes 
may provide a plurality of transmission frequencies. 
0160 The RFID tag may be connected to a network. The 
network connection may be a wireless connection, a wired 
connection, or the like. The network may be a LAN, a WAN, 
a peer-to-peer network, an intranet, an Internet, or the like. 
0161 The aviation service may be baggage handling. The 
baggage may be tracked within an airport facility. The 
tracking information may include flight information, pas 
senger information, aircraft information, a final destination 
information, at least one interim destination, baggage iden 
tification information, or the like. 
0162 The aviation service may be cargo shipping. The 
cargo may be tracked within an airport facility. The tracking 
information may include flight information, cargo informa 
tion, aircraft information, a final destination information, at 
least one interim destination, or the like. 
0163 The aviation service may be a food service. The 
aviation food may be tracked within an airport facility. The 
tracking information may include flight information, food 
information, aircraft information, food type information, 
passenger information, cargo identification information, or 
the like. 

0164. A method and system disclosed herein may include 
providing an RFID tag, the RFID tag including a plurality of 
RF network nodes; and storing and communicating RFID 
tag information related to aviation safety. 
0165 At least one RF network node may provide a 
redundant memory storage capability. At least one RF net 
work node may provide a redundant functional capability. A 
plurality of RF network nodes may be powered by a single 
RF antenna. A plurality of RF network nodes may be 
powered by a plurality of RF antennas. A plurality of RF 
network nodes may provide a coordinated memory facility. 
A plurality of RF network nodes may provide a coordinated 
data management facility. A plurality of RF network nodes 
may provide a plurality of transmission frequencies. 
0166 The RFID tag may be connected to a network. The 
network connection may be a wireless connection, a wired 
connection, or the like. The network may be a LAN, a WAN, 
a peer-to-peer network, an intranet, an Internet, or the like. 
0167 The information may be related to egress from an 
aircraft. The egress information may be for an employee. 
The egress information may be for an aircraft crew. The 
egress information may be for a passenger. The passenger 
information may be on a boarding pass. 
0168 The information may be related to ingress to an 
aircraft. The ingress information may be for an employee. 
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The ingress information may be for an aircraft crew. The 
ingress information may be for a passenger. The passenger 
information may be on a boarding pass. 
0169. The information may be related to an airport 
vehicle. The information may relate to a location of the 
vehicle, to ingress of a vehicle to the location, to egress of 
a vehicle from the location, to the product transported by the 
vehicle, to driver of the vehicle, to enterprise that owns the 
vehicle, to the type of vehicle, or the like. 
0170 A method and system disclosed herein may include 
providing an RFID tag, the RFID tag including a plurality of 
RF network nodes; and storing and communicating RFID 
tag information related to maritime shipping. 
0171 At least one RF network node may provide a 
redundant memory storage capability. At least one RF net 
work node may provide a redundant functional capability. A 
plurality of RF network nodes may be powered by a single 
RF antenna. A plurality of RF network nodes may be 
powered by a plurality of RF antennas. A plurality of RF 
network nodes may provide a coordinated memory facility. 
A plurality of RF network nodes may provide a coordinated 
data management facility. A plurality of RF network nodes 
may provide a plurality of transmission frequencies. 
0.172. The RFID tag may be connected to a network. The 
network connection may be a wireless connection, a wired 
connection, or the like. The network may be a LAN, a WAN, 
a peer-to-peer network, an intranet, an Internet, or the like. 
0173 The information may be related to location of a 
maritime ship location. The information may be related to 
ingress of the ship to a port. The information may be related 
to egress of the ship from a port. 
0.174 The information may be related to a cargo of a 
maritime ship. The cargo information may be a type of 
cargo, a quantity of cargo, an origin of the cargo, a final 
destination of the cargo, at least one interim destination of 
the cargo, or the like. The cargo information may be for a 
product, a pallet, a container, a ship, or the like. 
0.175. A method and system disclosed herein may include 
providing an RFID tag, the RFID tag including a plurality of 
RF network nodes; and storing and communicating RFID 
tag information related to a public event. 
0176). At least one RF network node may provide a 
redundant memory storage capability. At least one RF net 
work node may provide a redundant functional capability. A 
plurality of RF network nodes may be powered by a single 
RF antenna. A plurality of RF network nodes may be 
powered by a plurality of RF antennas. A plurality of RF 
network nodes may provide a coordinated memory facility. 
A plurality of RF network nodes may provide a coordinated 
data management facility. A plurality of RF network nodes 
may provide a plurality of transmission frequencies. 
0177. The RFID tag may be connected to a network. The 
network connection may be a wireless connection, a wired 
connection, or the like. The network may be a LAN, a WAN, 
a peer-to-peer network, an intranet, an Internet, or the like. 
0.178 The public event may be a concert, a play, a 
sporting event, a business conference, or the like. 
0.179 The information may be related to ticket validation. 
The validation information may be a public event date, a 
public event time, a number of tickets, a seating location, a 
public event title, or the like. 
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0180. The information may be related to admission to the 
public event. The admission may be taken manually at a 
gate, automatically at a gate, or the like. The admission 
information may be aggregated. 
0181. A method and system disclosed herein may include 
providing an RFID tag, the RFID tag including a plurality of 
RF network nodes; associating the RFID tag with an object; 
and storing and communicating RFID tag information 
related to manufacture of the object. 
0182. At least one RF network node may provide a 
redundant memory storage capability. At least one RF net 
work node may provide a redundant functional capability. A 
plurality of RF network nodes may be powered by a single 
RF antenna. A plurality of RF network nodes may be 
powered by a plurality of RF antennas. A plurality of RF 
network nodes may provide a coordinated memory facility. 
A plurality of RF network nodes may provide a coordinated 
data management facility. A plurality of RF network nodes 
may provide a plurality of transmission frequencies. 

0183 The RFID tag may be connected to a network. The 
network connection may be a wireless connection, a wired 
connection, or the like. The network may be a LAN, a WAN, 
a peer-to-peer network, an intranet, an Internet, or the like. 
0184 The information may be related to the objects 
identification, a part number, a serial number, a material of 
the object, a lot number, or the like. 
0185. The information may be related to manufacturing 
control. The object may be tracked at a manufacturing 
process step. The object may be tracked when moved 
between manufacturing process steps. The manufacturing 
control information may be a start time of a manufacturing 
process step. The manufacturing control information may be 
an end time of a manufacturing process step. The manufac 
turing control information may be a required time for a 
manufacturing step. 

0186 The information may be related to a sub-assembly 
of the object. The information may be a sub-assembly serial 
number, a Sub-assembly part number, or the like. 
0187. The information may be related to an assembly of 
the object. The information may be an assembly part num 
ber. The information may be an original manufacturer equip 
ment information. 

0188 A method and system disclosed herein may include 
providing an RFID tag, the RFID tag including a plurality of 
RF network nodes; associating the RFID tag with an object; 
and storing and communicating RFID tag information 
related to inventory of the object. 

0189 At least one RF network node may provide a 
redundant memory storage capability. At least one RF net 
work node may provide a redundant functional capability. A 
plurality of RF network nodes may be powered by a single 
RF antenna. A plurality of RF network nodes may be 
powered by a plurality of RF antennas. A plurality of RF 
network nodes may provide a coordinated memory facility. 
A plurality of RF network nodes may provide a coordinated 
data management facility. A plurality of RF network nodes 
may provide a plurality of transmission frequencies. 

0190. The RFID tag may be connected to a network. The 
network connection may be a wireless connection, a wired 
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connection, or the like. The network may be a LAN, a WAN, 
a peer-to-peer network, an intranet, an Internet, or the like. 
0191 The information may be related to the objects 
identification. The identification may be a part number, a 
serial number, a material of the object, a lot number, or the 
like. 

0.192 The information may be an aggregation of the 
stored objects. The aggregation may be for a container of the 
objects, a pallet of the objects, a shelf of the objects, a store 
facility of the objects, or the like. 
0.193) Objects removed from the stored objects may be 
tracked automatically. Objects added to the stored objects 
may be tracked automatically. 
0194 The objects may be stored in a vending dispersal 
facility. Objects removed from the vending dispersal facility 
may be tracked automatically. Objects added to the vending 
dispersal facility may be tracked automatically. 

0.195 A method and system disclosed herein may include 
providing an RFID tag, the RFID tag including a plurality of 
RF network nodes; associating the RFID tag with an indus 
trial vehicle; and storing and communicating RFID tag 
information related to industrial transport control. 
0196. At least one RF network node may provide a 
redundant memory storage capability. At least one RF net 
work node may provide a redundant functional capability. A 
plurality of RF network nodes may be powered by a single 
RF antenna. A plurality of RF network nodes may be 
powered by a plurality of RF antennas. A plurality of RF 
network nodes may provide a coordinated memory facility. 
A plurality of RF network nodes may provide a coordinated 
data management facility. A plurality of RF network nodes 
may provide a plurality of transmission frequencies. 

0197) The RFID tag may be connected to a network. The 
network connection may be a wireless connection, a wired 
connection, or the like. The network may be a LAN, a WAN, 
a peer-to-peer network, an intranet, an Internet, or the like. 
0198 The industrial vehicle may be a forklift, an auto 
mated delivery vehicle, an elevator, an escalator, a transpor 
tation belt, or the like. 

0199 The location of the industrial vehicle may be 
tracked on a route within an industrial facility. The industrial 
vehicle may be tracked on egress from a station. The 
industrial vehicle may be tracked on ingress to a station. 
0200. The information may be an object being trans 
ported, an industrial vehicle route, where an object is 
delivered, where an object is picked up, a driver identifica 
tion, a vehicle information, a pickup time, a delivery time, 
or the like. 

0201 Amethod and system disclosed herein may include 
providing an RFID tag, the RFID tag including a plurality of 
RF network nodes; associating the RFID tag with a govern 
ment identification; and storing and communicating RFID 
tag information related to the government identification. 
0202 At least one RF network node may provide a 
redundant memory storage capability. At least one RF net 
work node may provide a redundant functional capability. A 
plurality of RF network nodes may be powered by a single 
RF antenna. A plurality of RF network nodes may be 
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powered by a plurality of RF antennas. A plurality of RF 
network nodes may provide a coordinated memory facility. 
A plurality of RF network nodes may provide a coordinated 
data management facility. A plurality of RF network nodes 
may provide a plurality of transmission frequencies. 
0203 The RFID tag may be connected to a network. The 
network connection may be a wireless connection, a wired 
connection, or the like. The network may be a LAN, a WAN, 
a peer-to-peer network, an intranet, an Internet, or the like. 
0204 The government identification may be a passport. 
The owner of the passport may be tracked within a passport 
Zone. The government identification may provide automatic 
identification at a passport checkpoint. 
0205 The government identification may be a visa. The 
owner of the visa may be tracked within a visa Zone. The 
government identification may provide automatic identifi 
cation at a visa checkpoint. 
0206. The government identification may be a driver's 
license, a public safety personnel identification, a govern 
ment employee identification. 
0207. The government identification may provide auto 
matic access to a location. The government identification 
may provide manual access to a location. 
0208. The government identification information may be 
a user name, a user address, a user personal characteristics, 
a user place of work, a user rank, or the like. 
0209 The government identification may track a user's 
ingress to a facility. The government identification may track 
a user's egress from a facility. 
0210. A method and system disclosed herein may include 
providing an RFID tag, the RFID tag including a plurality of 
RF network nodes; associating the RFID tag with a personal 
identification; and storing and communicating RFID tag 
information related to the personal identification. 
0211. At least one RF network node may provide a 
redundant memory storage capability. At least one RF net 
work node may provide a redundant functional capability. A 
plurality of RF network nodes may be powered by a single 
RF antenna. A plurality of RF network nodes may be 
powered by a plurality of RF antennas. A plurality of RF 
network nodes may provide a coordinated memory facility. 
A plurality of RF network nodes may provide a coordinated 
data management facility. A plurality of RF network nodes 
may provide a plurality of transmission frequencies. 
0212. The RFID tag may be connected to a network. The 
network connection may be a wireless connection, a wired 
connection, or the like. The network may be a LAN, a WAN, 
a peer-to-peer network, an intranet, an Internet, or the like. 
0213 The personal identification may be related to a 
card. 

0214) The card may be a credit card. Items may be 
automatically purchased with the credit card using a reader. 
The credit card may provide automatic identification of a 
user. The credit card may include a stored electronic signa 
ture. 

0215. The card may be a debit card. Items may be 
automatically purchased with the debit card using a reader. 
The debit card may provide automatic identification of a 
USC. 
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0216) The card may be a smart card. Items may be 
automatically purchased with the Smart card using a reader. 
The Smart card may provide automatic identification of a 
USC. 

0217. The card may be an ATM card. Items may be 
automatically purchased with the ATM card using a reader. 
The ATM card may provide automatic identification of a 
USC. 

0218. The personal identification may be related to a 
bankbook. 

0219. A method and system disclosed herein may include 
providing an RFID tag, the RFID tag including a plurality of 
RF network nodes; associating the RFID tag with a product; 
and storing and communicating RFID tag information 
related to a warranty for the product. 
0220 At least one RF network node may provide a 
redundant memory storage capability. At least one RF net 
work node may provide a redundant functional capability. A 
plurality of RF network nodes may be powered by a single 
RF antenna. A plurality of RF network nodes may be 
powered by a plurality of RF antennas. A plurality of RF 
network nodes may provide a coordinated memory facility. 
A plurality of RF network nodes may provide a coordinated 
data management facility. A plurality of RF network nodes 
may provide a plurality of transmission frequencies. 

0221) The RFID tag may be connected to a network. The 
network connection may be a wireless connection, a wired 
connection, or the like. The network may be a LAN, a WAN, 
a peer-to-peer network, an intranet, an Internet, or the like. 
0222. The information may be a product part number, a 
product serial number, a date of purchase, a date the war 
ranty expires, a warranty contract, an owner's identification, 
a return date, a return control number, or the like. 

0223) A method and system disclosed herein may include 
providing an RFID tag, the RFID tag including a plurality of 
RF network nodes; associating the RFID tag with a home 
security system; and storing and communicating RFID tag 
information related to the home security. 
0224. At least one RF network node may provide a 
redundant memory storage capability. At least one RF net 
work node may provide a redundant functional capability. A 
plurality of RF network nodes may be powered by a single 
RF antenna. A plurality of RF network nodes may be 
powered by a plurality of RF antennas. A plurality of RF 
network nodes may provide a coordinated memory facility. 
A plurality of RF network nodes may provide a coordinated 
data management facility. A plurality of RF network nodes 
may provide a plurality of transmission frequencies. 

0225. The RFID tag may be connected to a network. The 
network connection may be a wireless connection, a wired 
connection, or the like. The network may be a LAN, a WAN, 
a peer-to-peer network, an intranet, an Internet, or the like. 
0226. The home security may be intrusion detection, fire 
detection, water detection, is Smoke detection, or the like. 

0227. The information may be related to a status of home 
locks. The home lock may be locked, unlocked, or the like. 
0228. The information may be related to a personal 
identification facility. The personal identification facility 



US 2007/0210923 A1 

may contain home egress and ingress information. The home 
information may automatically lock and unlock doors. The 
home information may manually lock and unlock doors. The 
home information may automatically lock and unlock win 
dows. The home information may manually lock and unlock 
windows. The home information may automatically secure 
a home Zone when leaving a Zone. The home information 
may automatically adjust security when entering a Zone. 

0229. A method and system disclosed herein may include 
providing an RFID tag, the RFID tag including a plurality of 
RF network nodes; associating the RFID tag with a home 
automation system; and storing and communicating RFID 
tag information related to home automation. 

0230. At least one RF network node may provide a 
redundant memory storage capability. At least one RF net 
work node may provide a redundant functional capability. A 
plurality of RF network nodes may be powered by a single 
RF antenna. A plurality of RF network nodes may be 
powered by a plurality of RF antennas. A plurality of RF 
network nodes may provide a coordinated memory facility. 
A plurality of RF network nodes may provide a coordinated 
data management facility. A plurality of RF network nodes 
may provide a plurality of transmission frequencies. 

0231. The RFID tag may be connected to a network. The 
network connection may be a wireless connection, a wired 
connection, or the like. The network may be a LAN, a WAN, 
a peer-to-peer network, an intranet, an Internet, or the like. 

0232 Home automation may be turning lights on and off, 
dimming lights, turning entertainment systems on and off. 
adjusting an environmental control within a Zone, or the like. 
The home automation information may include a user's 
personal setting. The users personal setting may be activated 
when entering a Zone of a home. The home automation 
information may modifiable. The information may be modi 
fied based on a last setting of the home automation system. 
The information may be modified by a user. 

0233. A method and system disclosed herein may include 
providing an RFID tag, the RFID tag including a plurality of 
RF network nodes; associating the RFID tag with a security 
device; and storing and communicating RFID tag informa 
tion related to public safety. 

0234. At least one RF network node may provide a 
redundant memory storage capability. At least one RF net 
work node may provide a redundant functional capability. A 
plurality of RF network nodes may be powered by a single 
RF antenna. A plurality of RF network nodes may be 
powered by a plurality of RF antennas. A plurality of RF 
network nodes may provide a coordinated memory facility. 
A plurality of RF network nodes may provide a coordinated 
data management facility. A plurality of RF network nodes 
may provide a plurality of transmission frequencies. 

0235. The RFID tag may be connected to a network. The 
network connection may be a wireless connection, a wired 
connection, or the like. The network may be a LAN, a WAN, 
a peer-to-peer network, an intranet, an Internet, or the like. 

0236. The security device may include information for a 
correctional facility. The correctional facility device may 
provide ingress and egress tracking. The correctional facility 
device may provide location information of the security 
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device. The correctional facility device may be associated 
with a person. The correctional facility device may be 
associated with an object. 
0237) The security device may include information for a 
courthouse. The courthouse device may provide ingress and 
egress tracking. The courthouse device may provide location 
information of the security device. The courthouse device 
may be associated with a person. The courthouse device may 
be associated with an object. 
0238. The security device may be associated with a GPS 
system. The security device may provide a prisoner location. 
The security device may provide a personnel location. The 
security device may provide ingress and egress information 
from a Zone. 

0239). A method and system disclosed herein may include 
providing an RFID tag, the RFID tag including a plurality of 
RF network nodes; associating the RFID tag with a vehicle 
infrastructure device; and storing and communicating RFID 
tag information related to transportation control. 
0240. At least one RF network node may provide a 
redundant memory storage capability. At least one RF net 
work node may provide a redundant functional capability. A 
plurality of RF network nodes may be powered by a single 
RF antenna. A plurality of RF network nodes may be 
powered by a plurality of RF antennas. A plurality of RF 
network nodes may provide a coordinated memory facility. 
A plurality of RF network nodes may provide a coordinated 
data management facility. A plurality of RF network nodes 
may provide a plurality of transmission frequencies. 
0241 The RFID tag may be connected to a network. The 
network connection may be a wireless connection, a wired 
connection, or the like. The network may be a LAN, a WAN, 
a peer-to-peer network, an intranet, an Internet, or the like. 
0242. The transportation control may be traffic flow con 

trol. The information may be used to control the coordina 
tion of at least one street traffic light. 
0243 The transportation control may be bridge flow 
control. The information may be used to control the number 
of vehicles on the bridge. The information may be used to 
control access to the bridge. 
0244. The transportation control may be tunnel flow 
control. The information may be used to control the number 
of vehicles in the tunnel. The information may be used to 
control access to the tunnel. 

0245. The transportation control may provide automatic 
payment of tolls. The information may be a vehicle identi 
fication. The information may be a vehicle owner. The 
information may be a history of toll access. The information 
may be a last safety inspection on a vehicle. The safety 
inspection information may indicate a pass and fail of the 
safety inspection for the vehicle. The vehicle may be denied 
access if the vehicle failed inspection. 
0246 A method and system disclosed herein may include 
providing an RFID tag, the RFID tag including a plurality of 
RF network nodes; associating the RFID tag with a personal 
infrastructure device; and storing and communicating RFID 
tag information related to transportation control. 
0247. At least one RF network node may provide a 
redundant memory storage capability. At least one RF net 
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work node may provide a redundant functional capability. A 
plurality of RF network nodes may be powered by a single 
RF antenna. A plurality of RF network nodes may be 
powered by a plurality of RF antennas. A plurality of RF 
network nodes may provide a coordinated memory facility. 
A plurality of RF network nodes may provide a coordinated 
data management facility. A plurality of RF network nodes 
may provide a plurality of transmission frequencies. 

0248. The RFID tag may be connected to a network. The 
network connection may be a wireless connection, a wired 
connection, or the like. The network may be a LAN, a WAN, 
a peer-to-peer network, an intranet, an Internet, or the like. 

0249. The personal infrastructure device may be a loyalty 
card. The personal infrastructure device may be a card. The 
card may be a debit card, a credit card, an ATM card, a 
loyalty card, or the like. The card may include a stored 
electronic signature. The personal infrastructure device may 
be a transportation system device. 

0250) The personal infrastructure device may provide 
automatic ingress and egress control to a public transporta 
tion system. The public transportation system may be a bus, 
a train, a Subway, or the like. 

0251 The personal infrastructure device may store a user 
identification information. The personal infrastructure 
device may store an egress and ingress history. The personal 
infrastructure device may store the value of the personal 
infrastructure device. Value may be automatically added, 
deducted, or the like. 

0252) The personal infrastructure device may store 
wanted persons information on the owner of the personal 
infrastructure device. The wanted owner ingress and egress 
may be tracked. The wanted owner may be denied access to 
a public transportation system. 

0253) The personal infrastructure device may provide 
location information within a public transportation station. 

0254. A method and system disclosed herein may include 
providing an RFID tag, the RFID tag including a plurality of 
RF network nodes; associating the RFID tag with a customs 
security device; and storing and communicating RFID tag 
information related to customs control. 

0255. At least one RF network node may provide a 
redundant memory storage capability. At least one RF net 
work node may provide a redundant functional capability. A 
plurality of RF network nodes may be powered by a single 
RF antenna. A plurality of RF network nodes may be 
powered by a plurality of RF antennas. A plurality of RF 
network nodes may provide a coordinated memory facility. 
A plurality of RF network nodes may provide a coordinated 
data management facility. A plurality of RF network nodes 
may provide a plurality of transmission frequencies. 

0256 The RFID tag may be connected to a network. The 
network connection may be a wireless connection, a wired 
connection, or the like. The network may be a LAN, a WAN, 
a peer-to-peer network, an intranet, an Internet, or the like. 

0257 The customs device may be associated with bag 
gage. The baggage information may contain a declaration of 
the baggage contents, baggage owner identification, or the 
like. The baggage may be tracked within the customs area. 
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The baggage information may be a final destination, a 
starting location, at least one interim destination, or the like. 

0258 Amethod and system disclosed herein may include 
providing an RFID tag, the RFID tag including a plurality of 
RF network nodes; associating the RFID tag with a border 
security device; and storing and communicating RFID tag 
information related to border control. 

0259. At least one RF network node may provide a 
redundant memory storage capability. At least one RF net 
work node may provide a redundant functional capability. A 
plurality of RF network nodes may be powered by a single 
RF antenna. A plurality of RF network nodes may be 
powered by a plurality of RF antennas. A plurality of RF 
network nodes may provide a coordinated memory facility. 
A plurality of RF network nodes may provide a coordinated 
data management facility. A plurality of RF network nodes 
may provide a plurality of transmission frequencies. 

0260 The RFID tag may be connected to a network. The 
network connection may be a wireless connection, a wired 
connection, or the like. The network may be a LAN, a WAN, 
a peer-to-peer network, an intranet, an Internet, or the like. 

0261) The border security device may be used as a covert 
tagging device. The covert information may be a border 
crossing name, a border crossing time, an identification of 
the user crossing the border, or the like. The border security 
device may be tracked each time the border security device 
is in a border crossing area. 
0262 The border security device may be tracked when 
the border security device is in-custody of a border crossing. 
Information on the border security device may contain 
ingress and egress from the in-custody area. Information on 
the border security device may contain location within the 
in-custody area. Information on the border Security device 
may contain user information of the border security device. 

0263. A method and system disclosed herein may include 
providing an RFID tag, the RFID tag including a plurality of 
RF network nodes; associating the RFID tag with an agri 
culture product; and storing and communicating RFID tag 
information related to the agriculture product. 

0264. At least one RF network node may provide a 
redundant memory storage capability. At least one RF net 
work node may provide a redundant functional capability. A 
plurality of RF network nodes may be powered by a single 
RF antenna. A plurality of RF network nodes may be 
powered by a plurality of RF antennas. A plurality of RF 
network nodes may provide a coordinated memory facility. 
A plurality of RF network nodes may provide a coordinated 
data management facility. A plurality of RF network nodes 
may provide a plurality of transmission frequencies. 

0265. The RFID tag may be connected to a network. The 
network connection may be a wireless connection, a wired 
connection, or the like. The network may be a LAN, a WAN, 
a peer-to-peer network, an intranet, an Internet, or the like. 

0266 The RFID tag may be connected to a sensor. The 
sensor may be a temperature sensor, a humidity sensor, an 
acceleration sensor, or the like. 

0267 The environmental conditions of the agriculture 
product transportation may be recorded. The environmental 
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conditions may be temperature, humidity, handling of the 
agriculture product, transportation time, or the like. 
0268. The information may be related to inventory con 

trol. The information may be the amount of agriculture 
product within a distribution system, a warehouse, a store, or 
the like. The information may be aggregated remotely from 
the agriculture product. 

0269. The information may be related to the freshness of 
the agriculture product. The information may be the time 
since the agriculture product has been harvested. The infor 
mation may be an environmental condition of the agriculture 
product since harvesting. Sensors may record the environ 
mental conditions of the agriculture product. The informa 
tion may be tracked remotely from a location of the agri 
culture product. 
0270. A method and system disclosed herein may include 
providing an RFID tag, the RFID tag including a plurality of 
RF network nodes; associating the RFID tag with a military 
munitions; and storing and communicating RFID tag infor 
mation related to the military munitions. 
0271 At least one RF network node may provide a 
redundant memory storage capability. At least one RF net 
work node may provide a redundant functional capability. A 
plurality of RF network nodes may be powered by a single 
RF antenna. A plurality of RF network nodes may be 
powered by a plurality of RF antennas. A plurality of RF 
network nodes may provide a coordinated memory facility. 
A plurality of RF network nodes may provide a coordinated 
data management facility. A plurality of RF network nodes 
may provide a plurality of transmission frequencies. 
0272. The RFID tag may be connected to a network. The 
network connection may be a wireless connection, a wired 
connection, or the like. The network may be a LAN, a WAN, 
a peer-to-peer network, an intranet, an Internet, or the like. 
0273. The information may be related to stored muni 
tions. The information may be a type of the munitions, an 
amount of the munitions, a location of the munitions, or the 
like. The munitions information may be aggregated 
remotely from a munitions storage. The information may be 
an identification of a person removing the munitions from a 
munitions storage. The identification may be recorded auto 
matically. The information may be an identification of a 
person adding munitions to a munitions storage. The iden 
tification may be recorded automatically. 
0274 The information may be related to the ordering of 
munitions inventory. The information may be a type of the 
munitions, an amount of the munitions, a location of the 
munitions, or the like. Munitions may be ordered automati 
cally. The ordering may be based on the aggregation of at 
least one munitions storage. The munitions may be ordered 
remotely from a munitions storage. 
0275 A method and system disclosed herein may include 
providing an RFID tag, the RFID tag including a plurality of 
RF network nodes; associating the RFID tag with a military 
food; and storing and communicating RFID tag information 
related to the military food. 
0276. At least one RF network node may provide a 
redundant memory storage capability. At least one RF net 
work node may provide a redundant functional capability. A 
plurality of RF network nodes may be powered by a single 
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RF antenna. A plurality of RF network nodes may be 
powered by a plurality of RF antennas. A plurality of RF 
network nodes may provide a coordinated memory facility. 
A plurality of RF network nodes may provide a coordinated 
data management facility. A plurality of RF network nodes 
may provide a plurality of transmission frequencies. 

0277. The RFID tag may be connected to a network. The 
network connection may be a wireless connection, a wired 
connection, or the like. The network may be a LAN, a WAN, 
a peer-to-peer network, an intranet, an Internet, or the like. 

0278. The information may be related to stored food. The 
information may be a type of the food, an amount of the 
food, a location of the food, or the like. The food information 
may be aggregated remotely from a food storage. The 
information may be the identification of a person removing 
the food from a food storage. The identification may be 
recorded automatically. The information may be the identi 
fication of a person adding food to a food storage. The 
identification may be recorded automatically. 

0279 The information may be related to the ordering of 
food inventory. The information may be a type of the food, 
an amount of the food, a location of the food, or the like. 
Food may be ordered automatically. The ordering may be 
based on an aggregation of at least one food storage. The 
food may be ordered remotely from a food storage. 

0280 The information may be related to the freshness of 
the food. The information may be the time since the food 
was packaged. The information may be an environmental 
condition of the food since the food was packaged. Sensors 
may record the environmental conditions of the food. The 
sensor information may be stored on the RFID tag. The 
information may be tracked remotely from a location of the 
food. 

0281 Amethod and system disclosed herein may include 
providing an RFID tag, the RFID tag including a plurality of 
RF network nodes; associating the RFID tag with a military 
identification; and storing and communicating RFID tag 
information related to the military identification. 

0282. At least one RF network node may provide a 
redundant memory storage capability. At least one RF net 
work node may provide a redundant functional capability. A 
plurality of RF network nodes may be powered by a single 
RF antenna. A plurality of RF network nodes may be 
powered by a plurality of RF antennas. A plurality of RF 
network nodes may provide a coordinated memory facility. 
A plurality of RF network nodes may provide a coordinated 
data management facility. A plurality of RF network nodes 
may provide a plurality of transmission frequencies. 

0283 The RFID tag may be connected to a network. The 
network connection may be a wireless connection, a wired 
connection, or the like. The network may be a LAN, a WAN, 
a peer-to-peer network, an intranet, an Internet, or the like. 

0284. The information may be related to military secu 
rity. The information may be the identification of military 
personnel. The information may be the location of military 
personnel. The location may be within a camp, a military 
building, or the like. The location may be automatically 
recorded on the RFID tag. The location may be a checkpoint, 
a building, or the like. 
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0285) A method and system disclosed herein may include 
providing an RFID tag, the RFID tag including a plurality of 
RF network nodes; associating the RFID tag with a military 
vehicle; and storing and communicating RFID tag informa 
tion related to the military vehicle tracking. 
0286 At least one RF network node may provide a 
redundant memory storage capability. At least one RF net 
work node may provide a redundant functional capability. A 
plurality of RF network nodes may be powered by a single 
RF antenna. A plurality of RF network nodes may be 
powered by a plurality of RF antennas. A plurality of RF 
network nodes may provide a coordinated memory facility. 
A plurality of RF network nodes may provide a coordinated 
data management facility. A plurality of RF network nodes 
may provide a plurality of transmission frequencies. 
0287. The RFID tag may be connected to a network. The 
network connection may be a wireless connection, a wired 
connection, or the like. The network may be a LAN, a WAN, 
a peer-to-peer network, an intranet, an Internet, or the like. 
0288 The information may be related to a type of 
vehicle. The information may be related to a location of a 
vehicle. The vehicle location may be tracked within a base, 
a checkpoint, or the like. The information may be related to 
a driver of the vehicle. The information may be related to a 
content of the vehicle. 

0289. The information may be related to a maintenance 
of the vehicle. The information may be a type of vehicle, a 
make of the vehicle, an owner of the vehicle, a last main 
tenance date, a last maintenance type performed, a next 
maintenance date, a next type of maintenance required, a 
maintenance history of the vehicle, or the like. 
0290 The RFID tag may communicate with a vehicle 
communication network to receive maintenance informa 
tion. The received maintenance information may be lubri 
cation information. The received maintenance information 
may be a fault notification. The received maintenance infor 
mation may be a part associated with the fault. The received 
maintenance information may be warranty information. The 
received maintenance information may be a repair history 
information. The received maintenance information may 
relate to timing of recommended maintenance. The received 
maintenance information may be a tire pressure. The 
received maintenance information may be a part identifica 
tion associated with the received maintenance information. 

0291. A method and system disclosed herein may include 
providing an RFID tag, the RFID tag including a plurality of 
RF network nodes; associating the RFID tag with military 
personnel; and storing and communicating RFID tag infor 
mation related to the military personnel tracking. 
0292 At least one RF network node may provide a 
redundant memory storage capability. At least one RF net 
work node may provide a redundant functional capability. A 
plurality of RF network nodes may be powered by a single 
RF antenna. A plurality of RF network nodes may be 
powered by a plurality of RF antennas. A plurality of RF 
network nodes may provide a coordinated memory facility. 
A plurality of RF network nodes may provide a coordinated 
data management facility. A plurality of RF network nodes 
may provide a plurality of transmission frequencies. 
0293. The RFID tag may be connected to a network. The 
network connection may be a wireless connection, a wired 
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connection, or the like. The network may be a LAN, a WAN, 
a peer-to-peer network, an intranet, an Internet, or the like. 
0294 The information may be related to military person 
nel identification. The information may be related to a 
location of military personnel. The military personnel loca 
tion may be tracked within a base. The military personnel 
ingress and egress may be recorded on the RFID tag. The 
military personnel location may be tracked at a checkpoint. 
The military personnel ingress and egress may be recorded 
on the RFID tag. 
0295) A method and system disclosed herein may include 
providing an RFID tag, the RFID tag including a plurality of 
RF network nodes; associating the RFID tag with military 
personnel; and storing and communicating RFID tag infor 
mation related to military personnel casualty information. 
0296 At least one RF network node may provide a 
redundant memory storage capability. At least one RF net 
work node may provide a redundant functional capability. A 
plurality of RF network nodes may be powered by a single 
RF antenna. A plurality of RF network nodes may be 
powered by a plurality of RF antennas. A plurality of RF 
network nodes may provide a coordinated memory facility. 
A plurality of RF network nodes may provide a coordinated 
data management facility. A plurality of RF network nodes 
may provide a plurality of transmission frequencies. 

0297. The RFID tag may be connected to a network. The 
network connection may be a wireless connection, a wired 
connection, or the like. The network may be a LAN, a WAN, 
a peer-to-peer network, an intranet, an Internet, or the like. 
0298 The casualty information may relate to the military 
personnel information. The personnel information may be a 
personal identification, a blood type, a military unit, a 
religious affiliation, allergy information, a medical history, 
or the like. New medical history may be written to the 
casualty information. The personnel information may be 
location history information of the military personnel. 

0299 The RFID tag may provide an automatic identifi 
cation of the military casualty information. The RFID tag 
may provide manual identification of the military casualty 
information. 

0300 Amethod and system disclosed herein may include 
providing an RFID tag, the RFID tag including a plurality of 
RF network nodes; associating the RFID tag with a medical 
instrument; and storing and communicating RFID tag infor 
mation related to the medical instrument. 

0301 At least one RF network node may provide a 
redundant memory storage capability. At least one RF net 
work node may provide a redundant functional capability. A 
plurality of RF network nodes may be powered by a single 
RF antenna. A plurality of RF network nodes may be 
powered by a plurality of RF antennas. A plurality of RF 
network nodes may provide a coordinated memory facility. 
A plurality of RF network nodes may provide a coordinated 
data management facility. A plurality of RF network nodes 
may provide a plurality of transmission frequencies. 

0302) The RFID tag may be connected to a network. The 
network connection may be a wireless connection, a wired 
connection, or the like. The network may be a LAN, a WAN, 
a peer-to-peer network, an intranet, an Internet, or the like. 
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0303. The information may be related to the location of 
the medical instrument. The information may be related to a 
maintenance status of the medical instrument. The mainte 
nance status information may be a number of previous uses, 
a maintenance schedule, a maintenance history, an environ 
mental condition history, protocol information, or the like. 
The protocol information may be a last protocol update date. 
The protocol information may be a next required update 
date. 

0304. The information may be related to a status of the 
medical instrument. The status may be availability for use. 
The status may be an indication of the medical instrument 
being sterile. 
0305 The information may be related to a location of the 
medical instrument. The location information may be aggre 
gated from a remote location. A medical instrument order 
may be placed based on the aggregation of location infor 
mation. The location information of the medical instrument 
may determine the completeness of a medical kit. 
0306 The information may relate to tracking implantable 
devices. The tracking information may include implantable 
history. The tracking information may include implantable 
device operation information. 
0307 The medical instrument may be biocompatible and 
implanted into a patient. The medical instrument may be 
associated with an organ. The organ may be located at a post 
implant time period. The medical instrument may be asso 
ciated with a tissue. The tissue may be located at a post 
implant time period. The medical instrument may be asso 
ciated with a tumor. The tumor may be located at a post 
implant time period. 
0308) A method and system disclosed herein may include 
providing an RFID tag, the RFID tag including a plurality of 
RF network nodes; associating the RFID tag with a phar 
maceutical object; and storing and communicating RFID tag 
information related to the administration of the pharmaceu 
tical object. 
0309 At least one RF network node may provide a 
redundant memory storage capability. At least one RF net 
work node may provide a redundant functional capability. A 
plurality of RF network nodes may be powered by a single 
RF antenna. A plurality of RF network nodes may be 
powered by a plurality of RF antennas. A plurality of RF 
network nodes may provide a coordinated memory facility. 
A plurality of RF network nodes may provide a coordinated 
data management facility. A plurality of RF network nodes 
may provide a plurality of transmission frequencies. 
0310. The RFID tag may be connected to a network. The 
network connection may be a wireless connection, a wired 
connection, or the like. The network may be a LAN, a WAN, 
a peer-to-peer network, an intranet, an Internet, or the like. 
0311. The information may relate to a location of the 
pharmaceutical object. The pharmaceutical object locations 
may be aggregated to create an inventory. The pharmaceu 
tical inventory may be aggregated remotely. The pharma 
ceutical object inventory may be updated as the pharmaceu 
tical objects are added and removed from inventory. 
0312 The information may relate to a matching of phar 
maceuticals prescriptions to a patient. The patient may have 
an RFID tag identifier that may be matched to the pharma 

Sep. 13, 2007 

ceutical identification. The pharmaceutical may be rejected 
if there is a mismatch in identifications. The administration 
of the pharmaceutical may be recorded with the patient 
RFID tag. The administration of the pharmaceutical may be 
recorded with the pharmaceutical. There may be a verifica 
tion of the pharmaceutical dosage. There may be a verifi 
cation of the prescription. 
0313 The information may relate to patient administered 
medications. The administration of the pharmaceutical may 
be recorded when the container is opened. 
0314. A method and system disclosed herein may include 
providing an RFID tag, the RFID tag including a plurality of 
RF network nodes; associating the RFID tag with a phar 
maceutical object; and storing and communicating RFID tag 
information related to the inventory of the pharmaceutical 
object. 

0315. At least one RF network node may provide a 
redundant memory storage capability. At least one RF net 
work node may provide a redundant functional capability. A 
plurality of RF network nodes may be powered by a single 
RF antenna. A plurality of RF network nodes may be 
powered by a plurality of RF antennas. A plurality of RF 
network nodes may provide a coordinated memory facility. 
A plurality of RF network nodes may provide a coordinated 
data management facility. A plurality of RF network nodes 
may provide a plurality of transmission frequencies. 

0316 The RFID tag may be connected to a network. The 
network connection may be a wireless connection, a wired 
connection, or the like. The network may be a LAN, a WAN, 
a peer-to-peer network, an intranet, an Internet, or the like. 
0317. The information may relate to the location of the 
pharmaceutical object. The location may be within a doctor 
office, a hospital, an extended care facility, a Supply chain, 
or the like. 

0318. The information may relate to a manufacturer lot 
number. The information may relate to the pharmaceutical 
object within a pharmaceutical container. The pharmaceuti 
cal may be verified to a patient record. 
0319. A method and system disclosed herein may include 
providing an RFID tag, the RFID tag including a plurality of 
RF network nodes; associating the RFID tag with medical 
personnel; and storing and communicating RFID tag infor 
mation related to the location of the medical personnel. 
0320 At least one RF network node may provide a 
redundant memory storage capability. At least one RF net 
work node may provide a redundant functional capability. A 
plurality of RF network nodes may be powered by a single 
RF antenna. A plurality of RF network nodes may be 
powered by a plurality of RF antennas. A plurality of RF 
network nodes may provide a coordinated memory facility. 
A plurality of RF network nodes may provide a coordinated 
data management facility. A plurality of RF network nodes 
may provide a plurality of transmission frequencies. 

0321) The RFID tag may be connected to a network. The 
network connection may be a wireless connection, a wired 
connection, or the like. The network may be a LAN, a WAN, 
a peer-to-peer network, an intranet, an Internet, or the like. 
0322 The information may relate to access rights to 
medical facilities. Ingress and egress from the medical 
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facility may be recorded on the RFID tag. Access to 
restricted medical facilities locations may be recorded on the 
RFID tag. Access to a patient room may be recorded on the 
RFID tag. All visitors may have an RFID tag tracking 
device. Access to a patient medical records may be recorded 
on the RFID tag. A visitor location may be recorded on the 
RFID tag. 
0323 Medical personnel locations may be tracked for 
location during an emergency. There may be selective audio 
paging in locations of needed medical personnel. 
0324. A method and system disclosed herein may include 
providing an RFID tag, the RFID tag including a plurality of 
RF network nodes; associating the RFID tag with a patient; 
and storing and communicating RFID tag information 
related to the patient. 
0325 At least one RF network node may provide a 
redundant memory storage capability. At least one RF net 
work node may provide a redundant functional capability. A 
plurality of RF network nodes may be powered by a single 
RF antenna. A plurality of RF network nodes may be 
powered by a plurality of RF antennas. A plurality of RF 
network nodes may provide a coordinated memory facility. 
A plurality of RF network nodes may provide a coordinated 
data management facility. A plurality of RF network nodes 
may provide a plurality of transmission frequencies. 
0326. The RFID tag may be connected to a network. The 
network connection may be a wireless connection, a wired 
connection, or the like. The network may be a LAN, a WAN, 
a peer-to-peer network, an intranet, an Internet, or the like. 
0327. The information may relate to the patient personal 
information. The personal information may be a medical 
history, a religious affiliation, blood type, an allergy, a 
patient weight, or the like. 
0328. The information may relate to the patient location. 
The patient location may be verified for a medical proce 
dure. The patient location may be verified to be in a correct 
room. The patient location may be tracked throughout a 
medical facility. The information may relate to a medical 
procedure the patient will receive. The order of different 
medical procedures may be verified. All required medical 
procedures may be verified for completeness. 

0329. The information may relate to medical error man 
agement. The information may be a proper required Surgery. 
The information may be a proper side to perform a Surgery. 
0330. These and other systems, methods, objects, fea 
tures, and advantages of the present invention will be 
apparent to those skilled in the art from the following 
detailed description of the preferred embodiment and the 
drawings. All documents mentioned herein are hereby incor 
porated in their entirety by reference. 

BRIEF DESCRIPTION OF THE FIGURES 

0331. The invention and the following detailed descrip 
tion of certain embodiments thereof may be understood by 
reference to the following figures: 
0332 FIG. 1 shows a schematic of the RFID tag system 
and associated systems. 
0333 FIG. 2 shows a schematic of the overall RFID tag 
communication system. 
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0334 FIG. 3 shows a block diagram schematic of an RF 
network node. 

0335 FIG. 4 shows a schematic flow chart of a typical 
communication between a reader and an RFID tag. 
0336 FIG. 5A shows an embodiment of the electrical 
reference ground interconnection configuration. 

0337 FIG. 5B shows an embodiment of inter-RF net 
work node communication. 

0338 FIG. 5C shows a system for determining a master 
RFID network nodes among a plurality of RFID network 
nodes. 

0339 FIG. 6 is a schematic diagram for a circuit associ 
ated with an RFID tag system. 

0340 FIG. 7 shows an embodiment of a communication 
signal for determination of a master RF network node. 

0341 FIG. 8 shows an embodiment of the communica 
tion protocol for master node communication collisions. 
0342 FIG. 9 shows a schematic of an improved RFID tag 
system. 

0343 FIG. 10 shows a method of establishing redun 
dancy in an RFID tag system. 

0344 FIG. 11 shows a range of embodiments of RFID tag 
systems with sensor capabilities. 

0345 FIG. 12 shows an embodiment of a screen printing 
method for an RFID tag system. 

0346 FIG. 13 shows an embodiment of forcing an RF 
network node to a Substrate. 

0347 FIG. 14 shows orientation of components in an 
embodiment of a screen coating application in an RFID tag 
system. 

0348 FIG. 15 shows an embodiment of a thermal printer 
ribbon 1202 applying ink, wax, resin, or the like to a 
substrate. 

0349 FIG.16 shows a vacuum attachment method for an 
RFID tag system. 

0350 FIG. 17 shows the systems associated with a 
reader. 

0351 FIG. 18 shows components of a method for facili 
tating increased memory in an RFID tag system. 

0352 FIG. 19 shows a method of facilitating communi 
cation among chips on an RFID tag. 
0353 FIG. 20 shows a method of impedance matching 
for an RFID tag system. 
0354 FIG. 21 shows a range of applications enabled by 
an RFID tag system. 

0355 FIG. 22 shows a range of applications enabled by 
an RFID tag system in a commercial environment. 
0356 FIG. 23 shows a range of applications enabled by 
an RFID tag system in an industrial environment. 
0357 FIG. 24 shows a range of applications enabled by 
an RFID tag system in a consumer environment. 
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0358 FIG. 25 shows a range of applications enabled by 
an RFID tag system in a government environment. 
0359 FIG. 26 shows a range of applications enabled by 
an RFID tag system in an agriculture environment. 
0360 FIG. 27 shows a range of applications enabled by 
an RFID tag system in a military environment. 
0361 FIG. 28 shows a range of applications enabled by 
an RFID tag system in a medical environment. 

DETAILED DESCRIPTION 

0362. In aspects of the systems and methods described 
herein, a radio frequency identification (RFID) tag may use 
multiple RF network nodes (e.g. radio microchips) to com 
municate information to a RFID reader, a network, other 
RFID network nodes, or the like. The communication of the 
information may be provided to the RFID reader using at 
least one antenna, using a communication facility, using 
both the at least one antenna and the communication facility, 
or the like. 

0363. In aspects of the systems and methods described 
herein, each of the multiple RF network nodes may include 
radio frequency circuits, digital circuits, memory storage, 
communication facilities, and the like for storing and trans 
mitting information to RFID readers, networks, other RFID 
tags, markets, applications, data stores, and the like. The 
RFID tag may include circuitry for inter RF network node 
communication that may provide RF network node redun 
dancy, increased functionality, improved connectivity to the 
reader, increased RFID tag memory, RFID tag memory 
management, and the like. 
0364. In embodiments, the RF network node redundancy 
may provide for a more robust RFID tag that may provide 
greater resistance to damage, greater capability to work in 
harsh environments, functionality and memory when dam 
aged, or the like. RF network node redundancy may support 
a protocol of one RF network node providing a backup to 
another RF network node. For example, if one RF network 
node is damaged, another RF network node may assume the 
role of the damaged RF network node. 
0365. In embodiments, the increase RFID tag function 
ality may be provided by the inter RF network node com 
munication. On the multiple RF network node RFID tag, the 
different RF network nodes may provide different function 
ality to the RFID tag. For example, one of the RF network 
nodes may provide memory management while another RF 
network node may provide encryption capabilities. In an 
embodiment, there may be a master RF network node that 
may coordinate the capabilities that the different RF network 
nodes may provide. 
0366 Aspects of the systems and methods described 
herein may provide for improved connectivity with the 
RFID reader. By using multiple antennas and multiple RF 
network nodes, the RFID tag may be able to communicate 
using different frequencies, may be able to adjust the imped 
ance of the RF network node for an improved signal quality, 
may have an increased range of transmission, or the like. By 
communicating with multiple frequencies, the RFID tag 
may be able to select a frequency that provides an advan 
tageous transmission characteristic for different environ 
ments such as liquids and metals. The RFID tag may be able 
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to select one of the available antennas that may provide the 
best impedance match to the RFID tag and RF network 
nodes. The impedance match may provide a clearer trans 
mission signal from the RFID tag to the RFID reader. 
0367. In an embodiment, the multiple RF network node 
RFID tag reflecting or broadcasting at the same time may 
improve the signal strength. The improved signal strength 
may increase the RF amplitude that may increase the range 
of the RF signal. The increased signal strength may be 
particularly advantageous when the tag is applied to an item 
that contains a liquid. The liquid may absorb radio waves, 
and the increased signal strength may allow the signal to 
reflect or broadcast farther despite the presence of a liquid. 

0368. In an embodiment, the multiple RF network node 
RFID tag reflecting or broadcasting together may improve 
the signal clarity. The simultaneous reflecting or broadcast 
ing of a plurality of RF network nodes may provide a more 
rapid RF transition similar to a square wave. The rapid RF 
transition may allow the signal to be received faster by the 
reader. In an embodiment, less expensive readers may be 
used because the RF signal may be clearer. In an embodi 
ment, the clearer signal may be important when the RFID 
tag is on a metal object that tends to reflect the RF signal. 
0369 Aspects of the systems and methods described 
herein may provide for increased memory for the RFID tag. 
Using the inter RF network node connectivity, the memory 
for the multiple RF network nodes may be managed to 
provide expanded memory, redundant memory, distributed 
memory, or the like. For example, if each of four RF network 
nodes has 8 Kb of memory, the memory of all four RF 
network nodes may be combined to provide a total memory 
for the RFID tag of 32 Kb. In another example, the four RF 
network nodes may provide redundant memory where all 
four of the RF network nodes store the same information. 

0370 Aspects of the systems and methods described 
herein may provide for interfacing with external sensors. 
The sensors may provide information Such as temperature, 
humidity, acceleration, gas levels, Smoke, heat, or the like. 
The RFID tag may read the sensors and the information may 
be saved to the RFID tag, the RFID tag may provide the 
stored sensor information to the reader on the next read 
request. The sensor information may be used by the RFID 
tag to calculate freshness of a product, the environment in 
which a product is stored, the handling history of a product, 
or the like. 

0371 Aspects of the systems and methods described 
herein may provide for inter-RFID tag communication using 
a communication facility that may include a gateway facil 
ity. Using the gateway facility, the RFID tag may be able to 
communicate to a network, to other network capable 
devices, to other network capable RFID tags, or the like. The 
inter-RFID tag communication may allow the RFID tags to 
provide redundant information between RFID tags. Addi 
tionally, the RFID tags may be able to communicate infor 
mation from one RFID tag to another RFID tag to form a tag 
network that may be similar to a mesh network where 
information may be transmitted using a number of different 
rOuteS. 

0372. In an embodiment, the cost of producing the RFID 
tag 100 may be reduced because the RF network node may 
not require precise placement on an antenna lead. Placement 
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machinery may be expensive and the placement sequence 
may be time-consuming, both of which may result in 
increased RFID tag cost. The RF network nodes as described 
herein may be randomly placed on the antenna lead. 

0373) In an embodiment, smaller RF network nodes may 
be used because non-precise placement is more easily per 
formed. Smaller RF network nodes may be less expensive. 
By contrast, machinery used at present to place RF network 
nodes may not be able to place the smallest available RF 
network nodes. 

0374. The increased capabilities of the multiple RF net 
work node RFID tag may provide increased capabilities for 
markets to track materials, track products, track employees, 
track patients, provide security, and the like. For example, 
the increased memory capabilities of the multiple RF net 
work node RFID tag may allow for the storage of tracking 
information through a distribution system. At each point in 
the distribution system the RFID tag may receive and 
transmit information to and from the reader. 

0375. In another market example, the increased RFID tag 
memory may allow the storage of patient information that 
may be read to determine if the patient is to receive a certain 
medicine. The RFID tag may contain enough increased 
memory to store all of the patient's medicine information, 
Surgical history, medical history, and the like that may aid in 
the proper administering of medications. For example, a 
nurse may use a portable reader to read the patient infor 
mation and medicine information to assure that the medicine 
is appropriate for the patient. 

0376. In another example, the multiple RF network node 
RFID tags may store security information that may deter 
mine if a person may enter a room, building, facility, or the 
like. The RFID tag may store personal information, security 
access information, record location information to track the 
movements of the person within a facility, or the like. 
0377 Referring to FIG. 1, an embodiment of the RFID 
tag 102 and associated interfaces, facilities, markets, and 
applications is shown. Features of the depicted embodiment 
are directed to optimizing certain interfaces that are shown 
in FIG. 1. As would be understood in the art, for example, 
an interface between an antenna 108 and an RF network 
node 104 may be susceptible to electrostatic discharge 
(ESD), a Sudden and momentary electric current that may 
flow when an excess of electric charge finds a path to an 
object at a different electrical potential. Such as ground, 
power, or the like. The term may often be used in electronics 
and other industries to describe momentary unwanted cur 
rents that may cause damage to electronic equipment. The 
antenna 108 may be a source of Such accumulated charge, 
which may lead to electrostatic discharge into the electronics 
of a RFID tag 102. In embodiments, there may be an ESD 
and impedance matching 110 components as a part of a RF 
and Analog block 302 that reduce the accumulation of 
charge that may lead to ESD, reduce the effects of ESD, 
protect against ESD, or the like. 

0378. It would be further understood in the art, as another 
example, that the interface between the antenna 108 and the 
RF network node 104 may be susceptible to impedance 
mismatch due to changes in the antenna 108 configurations, 
changes in the environment, changes in electrical properties 
of components, or the like. Impedance matching may 
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attempt to make the output impedance of a source, the 
antenna 108 for instance, equal to the input impedance of the 
load to which it is ultimately connected, the input to the RF 
network node 104 for instance. Impedance matching is 
usually implemented in order to maximize the power trans 
fer and minimize reflections from the load. The concept of 
impedance matching may be applied when energy is trans 
ferred between a source and a load. Sometimes the term 
“impedance matching may be used more generally to mean 
“choosing impedances that work well together instead of 
“making two impedances complex conjugate'. The more 
general interpretation includes impedance bridging, where 
the load impedance may be much larger than the source 
impedance. Bridging connections may be used to maximize 
the voltage transfer, rather than the power transfer. 
0379. In embodiments, the RF network node 104 may 
contain the ESD and impedance matching 110 functional 
block. The ESD and impedance matching 110 functional 
block may include multiple Switch elements to connect or 
disconnect impedance components such as capacitors, 
inductors, resisters, and combinations thereof. State control 
of these Switches may determine the impedance match 
between the antenna 108 and the RF network node 104. The 
setting of these Switches may be controlled by analog or 
digital circuit configurations. In embodiments, impedance 
matching control may be performed automatically to tune 
the impedance match by analog circuitry upon reception of 
a carrier wave, with impedance matching implemented in 
the RF and analog block 302 of the RF network node 104. 
The impedance match from tuning the impedance matching 
may increase the power level received from the antenna. In 
embodiments, there may be too much power being delivered 
to the RF network node 104, and the circuit may need to be 
de-tuned (mismatched impedance) to reduce the received 
power. Detuning may be performed if Voltages exceed the 
operating Supply Voltage, to ensure that circuitry connected 
to the supply derived from the RF power is not damaged. In 
an embodiment, the detuning mechanism may serve as a 
voltage limiter to the RF network node 104 circuitry. In 
embodiments, control of the impedance matching in the 
ESD and impedance matching 110 functional block may 
provide a way to increase received power by tuning to 
improve the impedance match, or protecting the circuitry on 
the RF network node 104 from high input voltages by 
detuning the impedance match. 
0380. In embodiments, impedance matching may be con 
trolled digitally by combinatorial logic, sequential logic, a 
program Subroutine, or the like and may be implemented 
after the power to the RF network node 104 has stabilized 
and a data processing and controller block 132 has been 
powered up. The digital control for impedance matching 
may be alterable though programming internal to the RF 
network node 104, or externally through read/write capa 
bilities of the RF network node 104. Digital control is 
described in more detail below. 

0381. In embodiments, implementation of impedance 
matching between the antenna 108 and the RF network node 
104 may provide a way to automatically adjust to initial 
conditions upon power up due to a received modulated 
carrier from a reader 140. This automatic adjustment to 
impedance matching may improve the chances for the RFID 
tag 102 to communicate with the reader 140 when distance, 
environment, materials, or the like, would otherwise limit 
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the initiation of Such communication. In embodiments, 
implementation of impedance matching between the 
antenna 108 and the RF network node 104 may provide a 
way to systematically adjust impedance matching to main 
tain maximum received power or Voltage. This systematic 
adjustment may allow for compensation from impedance 
mismatches resulting from changes in environment, Such as 
moisture, proximate conductors such as metals or liquids, or 
the like. The ability of the RFID tag 102 to adjust impedance 
matching may allow the RFID tag 102 to operate more 
reliably under changing environmental and product usage 
conditions. 

0382. In embodiments, the RF network node 104 may 
contain a Voltage limiter and multiplier 112 functions that 
boost the Voltage of the incoming modulated carrier, while 
limiting the Voltage of the boosted signal to a predetermined 
maximum value. The voltage limiter and multiplier 112 
function may include a pre-multiplier stage, an intra-multi 
plier, an RF power limiter, a voltage limiter, a current limiter, 
an over-voltage limiter, and the like. The boost in the voltage 
may be a multiplying factor, Such as times three, times five, 
times eight, or the like. In embodiments, the output of the 
multiplier may produce Voltages of 5 volts or greater. 
Additionally, the operational circuitry of the RF network 
node 104 may be of a technology that may be damaged if 
exposed to a Voltage in excess of a specified maximum 
Voltage, for instance 2 volts. The Voltage limiter may be 
required to limit the Voltage to this circuitry to a Voltage that 
is less than this specified maximum voltage, for instance 1.8 
volts. In embodiments, the voltage limiter and multiplier 112 
may condition signals received from the ESD and imped 
ance matching 110 circuitry, and may provide output to an 
envelope detection circuitry 114, as shown in FIG. 1. 
0383 FIG. 1 shows an embodiment of a boosted and 
limited modulated carrier passing from the Voltage limiter 
and multiplier 112, on to the envelope detection 114 block 
and a demodulator 118 block. At the output of the voltage 
limiter and multiplier 112, the signal's power may be 
boosted and limited, but still in the form of a modulated 
carrier. In embodiments, the received modulated carrier may 
be amplitude-shift key (ASK) modulated, a form of modu 
lation, which represents digital data as variations in the 
amplitude of a carrier wave. In embodiments, the received 
modulated carrier may be single side-band (SSB), double 
side-band (DSB) ASK, Phase-Reversal Amplitude Shift 
Keying (PR-ASK), or modulated by other modulation 
schemes, such as phase-shift keying (PSK), frequency-shift 
keying (FSK), quadrature amplitude modulation (QAM), or 
the like. 

0384 The modulated carrier may require the envelope 
detection 114 prior to demodulation. In embodiments, the 
envelope detector 114 may be a simple system, such as a 
diode and a low-pass filter, or it may include a more complex 
circuit configuration. In addition, the envelope detection 
block 114 may have a mean-detector, which detects the 
mean value of the envelope and compares this output to the 
output of the envelope detector 114 to determine whether the 
signal is a 1 or a 0. In embodiments, the envelope detector 
114 block may also provide other detection modes, for 
instance, the envelope detector 114 block may provide for a 
synchronous detection mode. Synchronous detectors may be 
considerably more complex than envelope detectors. A 
synchronous detector may, for example, consist of a phase 
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locked loop and multiplier circuits. In a synchronous detec 
tor mode, multiplying the modulated carrier by a sine wave 
that is phase locked to the incoming carrier may be involved 
in the demodulation. As shown in FIG. 1, however, the 
envelope detection 114 functional block may represent any 
pre-demodulation technique, and is not meant to be limited 
to any particular circuitry that may be referred to as envelope 
detection. 

0385) In FIG. 1, the demodulator 118 functional block 
may include the circuitry for performing the final demodu 
lation of the incoming modulated carrier waveform received 
by the RF network node 104. Demodulation is the act of 
removing the modulation from the incoming analog signal. 
For instance, to demodulate an AM signal, the signal may be 
passed through a diode rectifier. The amplitude variation 
may then integrate into the original modulating signal. Each 
modulation technique requires its own unique method for 
demodulation, and the demodulator 118 shown in FIG. 1 is 
meant to represent the circuitry for the demodulation tech 
nique employed in certain embodiments. In embodiments, 
the modulation technique used in the demodulator 118 may 
be any modulation technique known to the art, such as ASK, 
PSK, FSK, QAM, or the like. 
0386 Certain embodiments may employ the ability to 
change the modulation technique as a way to improve 
system performance. For instance, the system may change 
the order of a QAM scheme in order to increase a reception 
parameter, such as raising the QAM order to increase the bit 
rate when the RFID tag 102 is close to the reader 140, 
lowering the QAM order to improve bit-error-rates when the 
RFID tag 102 is at an increased distance from the reader 140, 
and the like. By accommodating various modulation 
schemes, the RFID tag 102 may be able to improve its data 
rate and/or its operable range from the reader 140. 

0387 As shown in FIG. 1, the output of the demodulator 
118 may then converted to a digital signal and presented to 
the data processing and controller 132 functional block for 
command processing, as discussed herein. When command 
processing is complete, any required command response 
and/or data return message to the reader 140 or the other 
RFID tags 102 may be sent from the data processing and 
controller 132 to a modulator 128 for signal conditioning 
prior to transmission. As in the case of the demodulator 118, 
the modulator 128 may use a plurality of modulation 
schemes in communication with the reader 140 or the other 
RFID tags 102. In embodiments, the return modulation 
scheme may be PSK, a digital modulation scheme that 
conveys data by changing, or modulating, the phase of the 
carrier wave. The carrier wave for transmission of the 
modulated command response may be the backscattered 
carrier wave received from the reader 140. That is, the RFID 
tag 102 may not require a carrier Source generated within the 
RFID tag 102. 

0388 As shown in FIG. 1, the output of the modulator 
128 may be sent to the ESD and impedance matching 110 
functional block. In addition to the impedance matching 
performed between the antenna 108 and the RF network 
node's 104 internal circuitry to improve transmission, the 
ESD and impedance matching 110 block may provide a way 
of Switching in an impedance element, Such as a capacitor or 
inductor, in order to purposely provide impedance mis 
matching. This technique may be associated with the modu 
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lation of the outgoing signal, and may be implemented to 
change the imaginary part of the input impedance. PSK may 
offer the advantages of continuously available power with 
respect to ASK. In embodiments, the modulation technique 
used in the modulator 128 may be any modulation technique 
known to the art, such as ASK, PSK, FSK, QAM, or the like. 
0389. In addition to the antenna 108 to the demodulator 
118 communication path, and the modulator 128 to the 
antenna 108 communications path with the reader 140 and 
the other RFID tags 102, the RF network nodes 104 may 
communicate with each other through a common antenna 
connection 158. To facilitate this, a communications path 
between the data processing and controller 132 and the 
antenna(s) 108 may be implemented by way of an inter-node 
interface 154, as shown in FIG. 1. The inter-node interface 
154 may connect the data processing and controller 132 to 
the common antenna connection 158 through the ESD and 
impedance matching 110 block. The connection of the 
inter-node interface 154 to the common antenna connection 
158 may be a direct connection or through circuit elements 
within the ESD and impedance matching 110 block. 
0390. In embodiments, the plurality of RF network nodes 
104 connected together via the common antenna connection 
158 may provide a distributed functionality for the RFID tag 
102 with a master RF network node 104 coordinating the 
functionality of the other RF network nodes 104 on the 
RFID tag 102. The distributed functionality may include 
combined memory locations, separate multiple memory 
locations, secure memory locations, public memory loca 
tions, multiple frequencies, selective power reduction, 
encryption, decryption, and the like. The interconnection of 
data processing and controller 132 blocks of the different RF 
network nodes 104 on the RFID tag 102 may significantly 
increase the overall functionality, flexibility, modularity, 
and/or redundancy of the RFID tag 102. 
0391) In embodiments, the RFID tag 102 may operate as 
a device that is passive, semi-passive, or active. These terms 
may refer to whether there is a source of power internal to 
the RFID tag 102 or not. The passive RFID tag 102 may not 
have an internal power Supply. In the case of the passive 
RFID tag 102, minute electrical currents induced in the 
antenna 108 by the incoming radio frequency signal may 
provide just enough power for the RFID tag's 102 circuitry 
in the RFID tag 102 to power up and operate. Therefore, the 
passive RFID tag 102 may not have a power supply, but may 
still have a power management 130 block. FIG. 1 shows one 
embodiment of the interfaces between the power manage 
ment 130 block of the RF network node 104, and other 
function blocks within the RF network node 104. Prior to 
any portion of the RF network node 104 being powered, the 
antenna 108 may receive the reader's 140 transmitted carrier 
wave. This incoming signal may be fed to the power 
management 130 block through the ESD and impedance 
matching 110 block in order to extract, or harvest, the power 
of the carrier wave. The power management 130 block may 
then rectify and filter the incoming carrier wave to establish 
a stable supply of power to the rest of the RF network node 
104. The power management 130 circuitry may be required 
to regulate the output voltage to the rest of the RF network 
node 104, which may vary significantly depending on the 
EM field value of the received carrier wave. 

0392. In embodiments, the power management 130 may 
provide power to functional blocks within the RF network 
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node 104 at different times. For instance, power may be 
supplied to the RF and analog block 302 prior to power 
Supplied to the data processing and controller block 132, 
power may be supplied to a clock 120 prior to the rest of the 
RF and analog block 302, power may be supplied for bias 
circuitry prior to control circuitry, and the like. In embodi 
ments, power management 130 may provide logical signals 
to the RF network node 104 functional blocks to indicate the 
state of power readiness, such as a power-on reset (POR) 
signal, a power available signal, a power too low signal, and 
the like. These logical signals may better enable the proper 
power-up sequence within the RF network node 104. In 
addition, the power management 130 control and status 
signals may allow for conservation of power during the 
RFID tag 102 operations in order to extend the operational 
time, increase the amount of circuitry powered in order to 
increase the available functionality of the RF network node 
104, or the like. The power management 130 may include 
not only a means of harvesting power for use in the RF 
network node 104, but also provide logic and control of 
power-up sequences and power conservation modes. 
0393. In embodiments, the multiple RF network nodes 
104 on the RFID tag 102 may share power. Shared power 
may provide for equal power distributed amongst the dif 
ferent RF network nodes 104, different power distributed 
amongst the different RF network nodes 104, control of the 
power used by the different RF network nodes 104, or the 
like. In embodiments, distributed control of the power 
management 130 block may be implemented in a plurality of 
ways, such as the master RF network node 104 controlling 
the power distribution amongst the different RF network 
nodes 104 of the RFID tag 102, the different network nodes 
104 of the RFID tag 102 collectively monitoring and con 
trolling power distribution, and the like. The algorithm for 
control of the distributed power management 130 may be 
stored into the memory of the RF network nodes 104. In 
embodiments, distributed control of power management 130 
amongst the different RF network nodes 104 of the RFID tag 
102 may better enable the RFID tag 102 to manage func 
tional resources on the RFID tag 102. This may allow the 
RFID tag 102 to dynamically redirect the RFID tag's 102 
functionality to accommodate the changing demands from 
commands received, market needs, redundancy manage 
ment, link quality, or the like. 
0394 Harvested power from the incoming carrier wave 
may drop below the threshold power for a short time after 
the carrier wave from the reader 140 has interrogated the tag. 
In an embodiment, the short period of time may range from 
microseconds to seconds. During this transition to insuffi 
cient power, the power management 130 block may com 
municate this event with a voltage too low signal. Informa 
tion stored in Volatile memory, and all volatile control states, 
may be lost after power transitions below a minimum 
Voltage. Certain information, stored in memory or in control 
states, may be critical to future communications and opera 
tions. An example of Such critical information may be the 
contents of a flag register, indicating the operational or 
sequential states of an ongoing process or assignments. 
Power may terminate too quickly for this information to be 
stored into non-volatile memory before power is lost. The 
systems and methods described herein may provide for a 
persistence 124 circuit that may enable selective memory 
cells to maintain their memory states for short periods in the 
absence of power Supplied by the incoming carrier wave. 
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The short period for which memory states may be main 
tained may be 10 ms, 100 ms, 1 second, 5 seconds, or the 
like. The memory cells that reside within the persistence 124 
circuit may function much like a capacitor, holding the 
charge of the memory cell briefly, until stable power is 
re-established. In embodiments, the persistence 124 circuit 
may better allow the RFID tags 102 to maintain continuity 
in operations and functionality in the presence of brief 
disruptions of carrier wave transmission from the reader 
140. 

0395. In embodiments, the data processing and controller 
132 on the RFID tag 102 may include digital circuitry that 
requires the clock 120 oscillator. The systems and methods 
described herein may provide for the clock 120 circuit as 
part of the RF and analog block 302. The frequency of the 
clock 120 may be a selectable value, such as 1 MHz, 3 MHz, 
6 MHz, or the like. In embodiments the clock 120 oscillator 
may be specific frequency and configuration, such as a 1.92 
MHZ starved ring oscillator, or other frequency and con 
figuration that meets the needs of the RF network node 104 
and associated external interfaces. In embodiments, the 
clock 120 oscillator may require a specific oscillator fre 
quency in order to provide for accurate detection, reception, 
and transmission of data. In embodiments, the variation of 
the clock's 120 oscillator frequency may be highly accurate, 
Such as +/-2.5% variation during backscatter. The presence 
of the highly accurate clock 120 oscillator may better 
provide for reliable internal RF network node 104 function 
ality and communications via interfaces external to the RF 
network node 104. In embodiments, the clock 120 and data 
may not be synchronized between the RF network nodes 104 
on the RFID tag 102. 

0396. In embodiments, the synchronization circuit 162 
may calibrate may synchronize the RF network nodes 104. 
Synchronization 162 may be related to synchronizing the 
phase of clock 120 oscillators on a plurality of RF network 
nodes 104. For example, a synchronization signal may be 
sent from a master RF network node 104, the reader 140, 
another RFID tag 102, or the like, to synchronize all targeted 
RF network node 104 clock 120 oscillators. Calibration may 
be related to the adjustment of the clock 120 oscillators 
frequency on the plurality of RF network nodes 104. Cali 
brating the clock 120 oscillator of each RF network node 
104 to a common clock 120 oscillator may be accomplished 
by transmitting a calibration signal among the plurality of 
RF network nodes 104. The calibration signal may be 
transmitted from each RF network node 104 onto the 
inter-node communications interface 154 and simulta 
neously received by all RF network nodes 104. 

0397. In embodiments, the data processing and controller 
132 may include a routine for establishing which of the 
plurality of RF network nodes 104 on the RFID tag 102 is 
to act as the master, this protocol is described herein. The 
implementation of the protocol may require the use of a 
random number provided to the routine running via the data 
processing and controller 132. In embodiments, a random 
number generator 122 may supply the random number to the 
data processing and controller 132. 

0398. The random number generator 122 may be a com 
putational or physical device designed to generate a 
sequence of numbers or symbols that lack any pattern, i.e. 
appear random. Software-based routines for random number 
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generation 122 are widely used, but may fall short of this 
goal, though they may meet Some statistical tests for ran 
domness intended to ensure that they do not have any easily 
discernible patterns. There are two principal methods used to 
generate random numbers. One may measure a physical 
phenomenon that is expected to be random, and then com 
pensate for possible biases in the measurement process. The 
other may use computational algorithms that produce long 
sequences of apparently random results, which are in fact 
determined by a shorter initial seed or key. The latter type is 
often referred to as a pseudo-random number generator. 
0399. The physical random number generator 122 may be 
based on an essentially random atomic or Subatomic physi 
cal phenomenon, whose randomness may be traced to the 
laws of quantum mechanics. Examples of Such phenomena 
include radioactive decay, thermal noise, shot noise, clock 
drift, and the like. In an embodiment, clock drift may act as 
the random physical Source from which the random number 
may be generated. Clock drift may ultimately be related to 
component differences, design differences, behavior 
changes caused by component aging, configuration and set 
up differences, or the like. In embodiments, a plurality 
appropriately adjusted ring of oscillators may be employed 
that are Summed by exclusive-or logic to generate the 
random number from the drift of the oscillators. Further, a 
logical enable signal may be provided to initiate or terminate 
the action of the random number generator 122. Although 
clock drift represents an example of a configuration for 
generating the random number, it may be understood that 
any configuration known to the art to generate the required 
random number may be employed. 
0400. In embodiments, the data processing and controller 
132 may be a digital portion of the RF network node 104 that 
functions as a central data processing facility for command 
decoding, execution, and response; a logical control facility 
for state related functions; a memory storage facility for the 
storage of short and long term data in volatile or non-volatile 
memory; a program storage and execution facility for Soft 
ware-based control of operational execution and market 
specific applications; a data interface controller, and the like. 
In embodiments, the data processing and controller 132 may 
provide the function of central processing unit for the RF 
network node 104, possessing program Storage, combinato 
rial and sequential logic, data bus interfaces, and the like. In 
embodiments, the flexibility of the RF network node 104 to 
accommodate a plurality of market functions may be partly 
associated with the data processing and controller 132. 
04.01. In embodiments, the data processing and controller 
132 receives and transmits commands and data through a 
plurality of interfaces, including the demodulator 118, the 
modulator 128, the ESD and impedance matching 110 block, 
a communications facility 134, and the like, as shown in 
FIG. 1. The data processing and controller 132 may be 
responsible for command decoding, encoding, encrypting, 
decrypting, execution, storing, and the like. A command may 
be an instruction, where an instruction is a form of commu 
nicated information that is both command and explanation 
for how an action, behavior, method, or task may be begun, 
completed, conducted, or executed. In embodiments, the 
data processing and controller 132 may receive commands 
or instruction through the demodulator 118 interface; decode 
the command; execute the command using internal storage, 
logic, external interfaces, or the like, to the data processing 
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and controller 132; gather requested data, action responses, 
sensor readings, communications, or the like, directed by the 
command; and transmit responses, telemetry, status, or the 
like, by way of the modulator 128 interface. In embodi 
ments, command and response may also be via the direct RF 
network node 104 interface to other RF network nodes 104 
on the RFID tag 102. 
0402. In an embodiment, an RFID tag 102 or RFID 
network node 104 may include the method and system of 
interpreting commands from the RFID reader 140. In an 
embodiment, the amount of the RF network node 104 
execution code required to execute the RFID reader 140 
commands may be reduce by the RF network node 104 
generically processing commands sent by the RFID reader 
140 to the RFID tag 102. In an embodiment, the RFID reader 
140 commands may contain a number of associated param 
eters for the execution of the RFID reader 140 command. An 
RF network node 104 generic processor may be used to 
divide the command into its individual parameters for pro 
cessing by the RF network node 104. In an embodiment, the 
RF network node 104 may recognize the RFID reader 140 
command by the parameters associated with the command. 
For example, the RFID reader 140 may transmit a command 
with the parameters operation code, memory bank, delay, 
and the like. The RF network node 104 may recognize the 
RFID reader 140 command as a memory read command by 
these associated parameters. The RF network node 104 may 
execute the overall RFID reader 140 command by executing 
code associated with the individual parameters. In an 
embodiment, the master RF network node 104 may break 
the RFID reader 140 command code into parameters and 
execute the parameters or may request other RF network 
nodes 104 on the RFID tag 102 to process all or some of the 
parameters. The master RF network node 104 may transmit 
information to the RFID reader 140 based on the returns of 
the individually executed parameters. In an embodiment, the 
RF network node 104 may selectively execute the RFID 
reader 140 command; based on the command's role in the 
RFID tag 102; the RFID tag 1102 may be able to execute any 
RFID reader 140 command, but may not execute all of the 
RFID reader 140 commands received. In an embodiment, by 
reducing the RFID reader 140 command code into generic 
parameters, the RFID network node 104 execution code may 
be reduced and may result in the RF network node 104 size 
being significantly reduced. Additionally, there may be an 
increase in the RF network node 104 functionality by 
executing RFID reader 140 commands using only the indi 
vidual parameters to execute the entire RFID reader 140 
command. 

0403. In embodiments, the data processing and controller 
132 on a RFID tag 102 may support command encryption. 
Encryption may be a process of encoding information in 
Such a way that only a processing device with the encryption 
key may decode it. The systems and methods described 
herein may utilize various systems of encryption, including 
symmetric-key encryption, public-key encryption, digital 
certificates, and the like. In symmetric key encryption, each 
of the RFID tags 102 may have a key that is used to encrypt 
or decrypt a packet of information. In symmetric key 
encryption, each of the RFID tags 102 utilizing the encryp 
tion scheme may require the key to communicate. In public 
key encryption, a combination of a private key known only 
to the RFID tag 102, and a public key given by the RFID tag 
102 to any interface device attempting communication, is 
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used in the encryption design. Digital certificates utilize a 
third independent source, often referred to as a certificate 
authority, in the encryption design. In embodiments, any 
encryption process known to the art may be used in imple 
menting a secure communications design. The implementa 
tion of an encryption scheme within the communications 
design of an embodiment of the invention may provide 
greater reliability of operation, as well as secure processing 
of the market implementation. In embodiments, encryption 
may be utilized in any communications external to the RFID 
tag 102, such as the RFID tag 102 to the reader 140, the 
RFID tag 102 to the RFID tag 102, the RFID tag 102 to the 
sensor 138, and the like. 

0404 In embodiments, the data processing and controller 
132 may support proprietary command protocols that may 
be specific to the systems and methods described herein, 
specific to a market 150 application, specific to a geographic 
location, or the like. The data processing and controller 132 
may also support the international standard EPCglobal UHF 
class 1 generation 2 (Gen2) for the use of RFID tags. The 
Gen2 standard specifies protocols for the RFID tag 102 air 
interfaces, the protocol for exchanging information between 
the RFID tag 102 and the reader 140. 

0405. In embodiments, the data processing and controller 
132 may provide memory for the storage of commands, 
command tables, the RFID tag 102 health and status infor 
mation, data, program storage, register information, encryp 
tion keys, control states, and other uses of digital memory 
known to the art. The data processing and controller 132 
may utilize a plurality of memory technologies, including 
random access memory (RAM), static RAM, dynamic 
RAM, read only memory (ROM), program read only 
memory (PROM) electrically erasable (EEPROM), flash 
memory, and the like, including other volatile or non 
Volatile memory technologies known to the art. 

0406. In embodiments, memory located within the data 
processing and controller 132 may be partitioned, seg 
mented, blocked, and the like, into a plurality of functional 
areas, including areas that are public, private, encoded, 
volatile, non-volatile, shared, distributed, and the like. An 
example of a public area of memory may be a portion of 
memory that is readable by unsecured facilities, such as 
public readers; portable public readers; other RFID tags 102 
with public storage; and the like. An example of a private 
area of memory may be a portion of memory that is only 
readable by secured facilities, such as market specific read 
ers 140, application specific readers 140, company private 
facilities, and the like. Private areas of memory may also be 
encoded to increase security or the level of privacy afforded 
by a secure portion of memory. 

0407. In embodiments, memory located on the RF net 
work nodes 104 on the RFID tag 102 may be shared, 
distributed, common, or the like. An example of a shared 
memory may be memory on the RF network nodes 104 that 
may be shared by the other RF network nodes 104, accessed 
by the other RF network node 104 data processing and 
controllers 132, made available to the other RF network 
nodes 104, or the like. An example of distributed memory 
may be memory utilized by one RF network node's 104 data 
processing and controllers 132 across one or more other RF 
network nodes 104 resident on the same RFID tag 102. An 
example of common memory may be memory areas on the 
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RF network nodes 104 that are made available to the other 
RF network nodes 104, such that the memory is available for 
common use by all of the RF network nodes 104. Because 
of the inter-node interface 154 made available through the 
RFID tags 102 common antenna connection 158, memory 
across the RFID tag 102 may be utilized in a plurality of 
ways amongst the RF network nodes 104 on the RFID tag 
102. The ability of these systems and methods to commu 
nicate directly from the RF network node 104 to the RF 
network node 104 may enable a plurality of memory use 
configurations. These various memory configurations may 
provide significantly greater memory storage, which may in 
turn allow for greater functionality and the market 150 
capability. 

0408. In embodiments, the data processing and controller 
132 may function as a memory manager. Such as for the 
management of memory that is shared, distributed, common, 
or the like. An example of memory managing shared 
memory may be having the master RF network node 104 
acting as the memory manager. In this instance, the master 
RF network node 104 may set up partitions or boundaries in 
the extended memory space available across the plurality of 
the RF network nodes 104 resident on the RFID tag 102. The 
master RF network node 104 may also allocate which of the 
RF network nodes 104 have access to certain areas of shared 
memory, arbitrate between the RF network nodes 104 when 
there is contention for the same memory space, alter 
memory allocations and resources as processing require 
ments change, and the like. Similar memory management 
activities may be utilized for distributed or common 
memory, where the master RF network node 104 may 
control memory allocations and access. 
04.09. In embodiments, areas of memory may require 
authentication verification to gain access, where different 
areas of memories require unique authentications. For 
example, there may be three areas of memory, one public, 
one private, and one private-encrypted. The public area of 
memory may not require any authentication to gain access. 
The private area of memory may require Some form of 
authentication, perhaps a password or the like. The private 
encrypted area of memory may require Some form of 
authentication, as well as some form of encryption key to 
gain access. In embodiments, the ability to block off seg 
ments of memory into a plurality of sizes, uses, markets 150, 
access, encryption, and the like, in combination with the 
ability share memory across the RF network node 104 
boundaries may better enable the RFID tag 102 to be used 
in a variety of markets 150. 
0410. In embodiments, memory may be utilized to pro 
cess data intelligently. For instance, rather than being limited 
to storing and transmitting raw data to the reader 140 or the 
other RFID tags 102, the RF network node 104 may perform 
processing steps on the raw data, and store this post 
processed data in memory for Subsequent transmission. An 
example of this may be the conversion of raw sensor 138 
data, Such as a voltage level, and performing post-processing 
to convert this raw voltage level into a temperature value. 
Calibration tables may also be resident in memory, and 
available for use in the conversion to temperature value, 
based upon the characteristics of the sensors 138 interfaced 
to the particular RF network node 104. In embodiments, 
conversion or calibration values may be transmitted to the 
RFID tag 102 memory, or stored in the RFID tag 102 at the 
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time of manufacture. There may be different conversion and 
calibration values for each of the sensors 138, and so a data 
table may exist in memory for this purpose. The ability of 
the RFID tag 102 to perform intelligent data processing may 
decrease the processing requirements of the reader 140 or 
other communicating RFID tags 102, which may enable the 
use of simpler reader 140 facilities, such as portable readers 
140, or enabling reduced post-processing, such as simpler 
RFID tag 102 to RFID tag 102 data processing, or the like. 
0411. In embodiments, the data processing and controller 
132 may support a digital adjustment of the impedance 
match between the antenna 108 and the circuitry of the RF 
network node 104. The ESD and impedance matching 110 
functional block may include multiple switch elements to 
turn on or off. In embodiments, the data processing and 
controller 132 may include a function that results in switch 
elements being turned on or off. In embodiments, the data 
processing and controller 132 may determine the number of 
switch elements to turn on or off in the ESD and impedance 
matching 110 block. The data processing and controller 132 
may send more than one control command for the adjust 
ment of the ESD and impedance matching 110 block. For 
example, the data processing and controller 132 may read 
the value of a parameter associated with the strength of the 
received signal from the reader 140, and the data processing 
and controller 132 may send a command to adjust the Switch 
settings of the ESD and impedance matching 110 block. This 
procedure may continue until a maximum value for the 
parameter is reached. Another example may be the data 
processing and controller 132 sending a command to adjust 
the switch settings of the ESD and impedance matching 110 
block after each read attempt by the reader 140. 
0412. In embodiments, the data processing and controller 
132 may support the reader 140 control of impedance 
matching. The reader 140 may have an algorithm to receive 
the RFID tag 102 transmissions, measure the strength of the 
response, calculate a command function, and resend the read 
signal with the command function. The command function 
may be a command to adjust the impedance and resend the 
data. The command function may be received by the data 
processing and controller 132, which may create the control 
command to be sent to the ESD and impedance matching 
110 block to turn switch elements on or off to match the 
impedance of the antenna 108. An improved impedance 
match may result in the improved strength of the RFID tag 
102 on the second return signal. In embodiments, the 
process of the reader 140 sending a read request, and a 
function command to adjust the impedance, may be repeated 
until an acceptable reception level is achieved. 
0413. In embodiments, the data processing and controller 
132 may support communications from one RF network 
node 104 to another RF network node 104 across the 
inter-node interface 154 and the RFID tag's 102 common 
antenna connection 158 as will be described in FIG. 5B. The 
inter-node interface 154 may connect to the common 
antenna connection 158 through the RF network node's 104 
ESD and impedance matching block 110. The common 
antenna connection 158 may connect all of the RF network 
nodes 104 of the RFID tag 102, as well as the RFID tags 
102 antenna(s) 108, together. Data may be transferred across 
these connections from one data processing and controller 
132 to another. The data processing and controller 132 of 
each of the RF network nodes 104 may include a transmitter 
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and receiver in Support of this interface. Transmission across 
this interface may be accomplished by modulating the DC 
level of the signal on the common antenna interconnection 
158 by using an inverter with a high resistance at its output 
that is connected to the interface. In this way, the DC level 
may be modified (AM modulation). In embodiments, the 
data rate across the inter-node interface 154 may be at a 
relatively low rate, such as 75 kHz, 100 kHz, 150 kHz, or the 
like, as compared with the HF and UHF frequencies of the 
reader's 140 carrier wave. 

0414. The configuration for the inter-node interface 154 
and the common antenna connection 158 may be any one of 
a plurality of interface interconnections known to the art, 
Such as a series bus, a parallel bus, a series daisy-chain, and 
the like. In embodiments, the interconnection of the inter 
node interface 154 and the common antenna connection 158 
may be made through the ESD and impedance matching 
block 110. Communications across the inter-node interface 
154 may occur simultaneously with, or exclusive from, 
transmissions to and from the reader 140 or other tags. In 
embodiments, capacitance on the common antenna connec 
tion 158 may be such that the communications bandwidth 
remains sufficient for both the low frequency of inter-node 
interface communications, a frequency of 100 kHz for 
instance, and the higher carrier frequency of the reader 140, 
a frequency of 900 MHz for instance. 

0415. In embodiments, the data processing and controller 
132 may have an internal data bus 530 that enables com 
munication within the data processing and controller 132. 
This internal data bus 530 may provide a direct data path 
between processing elements, memory, registers, arithmetic 
units, and the like. The internal data bus 530 may provide 
buffered data paths between the data processing and con 
troller 132 and functional blocks that are external to the data 
processing and controller 132, Such as the random number 
generator 122, the persistence 124 circuit, the modulator 
128, the demodulator 118, the communications facility 134, 
and the like. 

0416) In embodiments the master RF network node 104 
may control the communication’s path between the RF 
network nodes 104, which includes the internal data bus 
530, the inter-node interface 154, and the common antenna 
connection 158. The master RF network node 104 may 
utilize this collective communications path for a plurality of 
cross-RF network node 104 functions, such as shared or 
distributed memory, shared or distributed processing, redun 
dancy management, master RF network node 104 protocols, 
or the like. 

0417. In embodiments, the data processing and controller 
132 may include programming, logic, and/or memory in 
support of a function for determining which of the RF 
network nodes 104 may be the master RF network node 104 
on the RFID tag 102. The master RF network node 104 
determination may occur each time the RFID tag 102 is 
powered up. Alternately, the master RF network node 104 
assignment, once established, may be maintained during 
brief interruptions in power by storing the assignment logic 
state in the persistence 124 circuitry, described herein. 
Assignment of the RF network node 104 as master or slave 
may also be stored in memory, where memory may be 
Volatile for use during operations, or non-volatile for use 
over multiple operational, power on/off periods. The data 
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processing and controller 132 function, that performs the 
selection of the master RF network node 104, may utilize the 
random number generator 122. The data processing and 
controller 132 may control the random number generator 
122 by providing a logical enable signal, generate a random 
number signal, read a random number signal, or the like. 
There may be a data interface between the random number 
generator 122 and the data processing and controller 132, 
which may be a serial or parallel interface. In embodiments, 
the interface may be a serial interface, reading an exclusive 
or of the multiple oscillators running in the random number 
generator 122. 

0418. In embodiments the reader 140 may be connected 
to computer device 202 (as shown in FIG. 2). The computer 
device 202 may be a server, a desktop computer, a laptop 
computer, a tablet computer, a handheld computer, a Smart 
device (e.g. a Smart phone), or the like. Additionally, the 
computer device 202 may be connected to a network 152 for 
Support of additional functionality that may include data 
storage 144, an application server 148, the markets 150, or 
the like. In an embodiment, the network 152 may be a LAN, 
WAN, peer-to-peer network, intranet, Internet, or other 
network system. 

0419. The computer device 202 may provide support to 
the reader 140 by providing the commands for the reader 
140 to transmit to the RFID tags 102. The computer device 
202 may be used as a temporary store for the information 
received by the reader 140 from the RFID tags 102 to which 
the reader 140 is communicating. The temporary store of the 
computer device 202 may aggregate the RFID tag 102 
information until all the information is transmitted, then the 
information may be transmitted to the network 152. The 
computer device 202 may transmit the information to the 
data storage 144, the application 148, the market 150; may 
make the information available for the data storage 144, the 
application 148, the market 150 to retrieve as needed; or 
may separate the aggregated information into individual 
information for the data storage 144, the application 148, the 
market 150. 

0420. The data storage 144 may include a data storage 
medium (e.g. disk drives and memory), computer devices, 
servers, or the like. The data storage 144 may be for an 
individual enterprise to store information from the reader 
140, storing information for a plurality of enterprises from 
the reader 140, or the like. In an embodiment, the application 
servers 148 and the markets 150 may store and retrieve 
information from the data storage 144. 
0421. The application servers 148 may be used to aggre 
gate information from the reader 140 over the network 152 
for an individual enterprise, for a plurality of enterprises, of 
entire markets 150, or the like. The application servers 148 
may receive or retrieve raw information from the reader 140 
and computer device 202 and perform information conver 
Sion, information aggregation, information segregation, or 
the like that may be used for reporting, alerting, or the like. 
For example, the application server 148 may aggregate the 
movement information of a product from the plurality of 
readers 140 over the products distribution system. The 
application server 148 may create an aggregated report on 
the total movement of the product from the start of the 
distribution to its present location. Additionally, the appli 
cation server 148 may send out an alert to an enterprise if it 
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is determined that a product has remained at a single location 
longer that is necessary. For example, where the product 
may be a perishable product and is required to be delivered 
to a market within a certain time period, the application 
server 148 may provide an alert that the delivery is being 
held up at a particular location so the enterprise may 
intervene to ensure its timely delivery. 
0422. As depicted in FIG. 1, markets 150 may include 
entire segments of the economy such as food management, 
retail general merchandise, retail service stations, retail 
physical plants, retail hotel and resorts, restaurant food 
service, employee identification, security systems, airline 
services, marine and shipping, office systems, communica 
tion systems, public event services, and the like. It would 
furthermore be apparent to someone skilled in the art that the 
RFID tags 102 as described herein may be used in many 
different markets and that this list is not to be considered as 
a limiting list; instead, any markets where the RFID tags 102 
as described herein may be used are to be considered 
consistent with the systems and methods described herein. 
An exemplary set of markets 150 will be described further 
herein. In an embodiment, markets 150 may access the 
network 152 to receive information, retrieve information, 
transmit information, or the like. In embodiments, markets 
150 may retrieve or receive information from the application 
servers 148, data storage 144, computer devices 202, readers 
140, or the like. In embodiments, markets 150 may use the 
data storage 144 or application servers 148 to aggregate, 
separate, collect, or the like data from the reader 140 or the 
markets 150 may perform their own information aggrega 
tion, information separation, information collection, or the 
like. Markets 150 may also transmit information to the 
computer devices 202, readers 140, and application servers 
144. For example, a market 150 may transmit information to 
the reader 140 to retrieve certain information from an object 
when the reader 140 reads the objects RFID tag 102. 
0423 FIG. 2 shows schematically the overall architecture 
of the RFID tag 102, and how it may interact with the 
surrounding system. In embodiments, the RFID tag 102 may 
include the plurality of RF network nodes 104, the plurality 
of antennas 108, the common antenna connection 158 that 
ties RF network nodes 104 together and to the antenna(s) 
108, the inter-node interface 154 that enables communica 
tion between the RF network nodes 104, the communica 
tions facility 134, a gateway interface 160 between the 
communications facility 134 and the external sensors 138, 
and the like. The RFID tags 102 may communicate exter 
nally with the reader 140, with other RFID tags 102 by way 
of the RFID tag's 102 antennas 108, or with the external 
sensors 138 by way of the RFID tag's 102 communications 
facility 134. The RF network nodes 104 may also commu 
nicate internally with each other across the signal interface, 
which may include the inter-node interface 154 and the 
common antenna connection 158, connecting the RF net 
work nodes 104 to each other and to the RFID tags 
antenna(s) 108. In addition, the markets 150 being served by 
the RFID tags 102 may have a connection into the RF 
network node's 104 data processing and controller 132 by 
way of embedded market 150 application specific logic, 
programming, memory, or the like. 

0424 FIG. 3 shows an embodiment of the overall archi 
tecture of the RF network node 104. In embodiments, the RF 
network node 104 may be represented by three functional 
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blocks: the RF and analog 302 block, the data processing 
and controller 132 block, and the power management 130 
block. External interfaces to these functional blocks within 
the RF network node 104 may include the antenna 108, the 
communications facility 134, markets 150, and the like. In 
embodiments, the external interface to the markets 150 may 
not be a direct physical connection, but may instead repre 
sent an application connection that may be realized at the 
device programming and/or configuration stage, at the 
manufacture of the device, or as a part of operational reading 
and writing from non-volatile memory (e.g. EEPROM or 
Flash memory for instance) through the antenna 108, and on 
through the reader 140 and the network 152 to the markets 
150. In embodiments the interface to the communications 
facility 134 may be an analog interface, a serial or parallel 
digital interface, or any signal communications interface 
known to the art. In embodiments, the communications 
facility 1134 may be a gateway for a plurality of sensor 138 
types that are described herein. 

0425 FIG. 3 further depicts the internal communication 
paths between the three functional blocks, including trans 
mits receive, and control signals between the RF and analog 
block 302 and the data processing and controller block 132, 
as well as power and control signals between the power 
management 130 and the RF and analog 302 and the data 
processing and controller 132 blocks. In embodiments, a 
typical operation for the RFID tag 102 with the plurality of 
RF network nodes 104 may be the reception and execution 
of a command from the reader 140. Upon reception of a 
continuous RF carrier wave from the reader 140, the RF 
network nodes 104 may extract power from the impinging 
RF carrier wave to supply power to the RF network node 
104. Extracting power from the impinging RF carrier is also 
referred to as harvesting power from the RF carrier. Maxi 
mizing the harvested power from the RF carrier wave may 
be achieved by providing the optimum impedance match 
between the antenna 108 and the RF network node 104. In 
embodiments, the impedance matching may be a dynamic 
process controlled through analog or digital circuit applica 
tions. 

0426 FIG. 4 provides a flow chart depicting one possible 
scenario for the RFID tag 102 receiving and executing a 
generic command from the reader 140, as previously 
described with reference to FIG. 1. The flow graph begins 
with the start of a data read 402 sequence, where the reader 
transmits a modulated carrier 404 to the RFID tag 101 within 
range. The antenna 108 receives the carrier wave, and power 
from the carrier wave is rectified and filtered in the power 
management 130 block at sequence 408. The power man 
agement block 130 circuitry may sense whether there is 
sufficient power to power up 410 circuitry within the RF 
network node 104. If not, there may be analog circuitry that 
changes an impedance match 412 between the receiving 
circuitry and the antenna 108 until sufficient power levels are 
achieved. When there is sufficient power, the power man 
agement 130 block powers up circuitry 414 in the RF and 
analog block 302 and the data processing and controller 
block 132. Once there is sufficient power to power up the 
circuitry on the RF network node 104, there may be a step 
where the data processing and controller block 132 executes 
a routine for impedance matching to adjust for maximum 
power 418. Once optimum impedance matching has been 
achieved, the incoming signal may be demodulated in the 
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RF and analog block 302, and a digitally converted com 
mand is read 420 by the data processing and controllerblock 
132. 

0427. In the RFID tag 102 where there is more than one 
RF network node 104, as described above with reference to 
FIG. 2, a protocol 422 to select the master RF network node 
104 may be utilized to determine which RF network node 
104 may be the master 424 for the execution of command 
and control of the received commands. If at least one of the 
RF network nodes 104 is determined to not be the master, it 
may enter a slave mode 428. If the RF network node 104 is 
determined to be the master, a received command may be 
executed 430 by the master RF network node 104. After 
command execution, the response to the command may be 
formatted by the data processing and controller 132 block 
and sent to the RF and analog block 302 to be modulated 432 
and transmitted 434 to the reader 140. When the reader 140 
receives the data 438, the reader 140 may terminate the 
transmitted carrier wave 440, which in turn may remove the 
source of power from the RFID tag 102. The RFID tag 102 
may then power down 442. The data read sequence may then 
be ended 444. It should be understood that this flow graph, 
representing one possible sequence that may be executed by 
the RFID tag 1021 is provided as a representative routine to 
illustrate the operability of some of the major functional 
blocks of the RFID tag 102, and is not meant to limit the 
functional capabilities of the RFID tag 102, as illustrated by 
embodiments described herein. 

0428. In the above protocol, the first RFID tag 102 
component to be physically acted upon may be the antenna 
108. However, as shown in FIG. 2, there may be multiple 
RFID tags 102, each with multiple antennas 108. One 
antenna 108 may be connected to multiple RF network 
nodes 104; multiple antennas 108 may be connected to a 
single RF network node 104 or to multiple RF network 
nodes 104; one antenna 108 may be connected to one RF 
network node 104 or multiple RF network nodes 104 while 
anotherantenna 108, on the same tag 102, may be connected 
to a separate RF network node 104 or multiple RF network 
nodes 104. In the case where there is more than one antenna 
108 connected to the RF network node 104, or multiple RF 
network nodes 104, the RFID tag 102 may select which 
antenna 108 is to be used in communications. In addition, 
different antennas 108 may be optimized for different fre 
quencies, such as one antenna 108 operating at high fre 
quency (HF) while another antenna 108 is operating at ultra 
high frequency (UHF), very high frequency (VHF), or the 
like. The individual antenna 108 may also be capable of 
receiving and transmitting signals on different frequencies. 
The antennas 108 may be transmitting and receiving with 
the reader 140 or other RFID tags 102. In embodiments, if 
the ESD and impedance matching 110 scheme utilizes 
capacitive impedance, the antennas 108 may need to have 
positive real impedance for best results. 
0429. In embodiments, the connection of multiple anten 
nas 108 with multiple RF network nodes 104 may be 
associated with an electrical reference ground 532. FIG. 5A 
shows four antenna interconnection configurations 50A-D 
of a plurality of possible combinations of antennas 108 and 
RF network nodes 104. For example, FIG. 5A shows an 
antenna interconnection configuration 500A where four 
antennas 108 are interconnected with four RF network nodes 
104. In embodiments, each antenna 108 may be connected 
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to an RF network node 104, as well as connected to the other 
antennas 108 and other RF network nodes 1104. Further, 
power may be received primarily by the antenna 108 most 
directly associated with the RF network node, or may be 
shared amongst the interconnected RF network nodes 104. 
For example, energy received by the antenna 108A may be 
primarily used by the RF network node 104A, or may be 
shared by some or all of the interconnected RF network 
nodes 104A-D. In an embodiment, for each of the four 
antenna interconnection configurations 500A-D, there may 
be a third connection point on the RF network node 104, in 
addition to the two antenna 108 connection points, con 
nected, to the common electrical reference ground 532. The 
common electrical reference ground 532 may provide the 
electrical reference for power and signals on and between 
the RF network nodes 104, and thus provide a common 
electrical reference ground 532 for multiple RF network 
nodes 104 on the RFID tags 102. 
0430. In embodiments, each antenna 108 may be paired 
with a specific RF network node 104. An antenna 108/RF 
network node 104 pair may be interconnected with other 
antenna 108/RF network node 104 pairs, or may be separate. 
For example, the antenna interconnection configuration 
500D shows two antenna 108E-FFRF network nodes 104E-F 
connected together, and one antenna 108G/RF network node 
104G separate. In embodiments, antenna 108/RF network 
node 104 pairs that are connected together may share power. 
For instance, the antenna 108E/RF network 104E pair is 
connected to antenna 108F/RF network 104F pair, and there 
may be circuitry on the RF network node 104 that enables 
them to share, or redirect, power received by the antennas 
108E-F to the associated RF network nodes 104E-F. In 
embodiments, the sharing circuitry may include a method to 
logically-or the connections from multiple antennas 108 to 
the RF network node 104. Further, this sharing circuitry may 
provide a method to reduce the amount of power received by 
a given RF network node 104. 
0431. The embodiments shown in the antenna intercon 
nection configurations 500A-D show examples that include 
one antenna 108 for each RF network node 104. In embodi 
ments, other configurations may include one antenna 108 for 
a plurality of RF network nodes 104, a plurality of antennas 
108 for each RF network node 104, or other configuration 
ratio of antenna 108 to RF network node 104; there may be 
many different configurations for a plurality of antenna 
108/RF network node 104 combinations. A person skilled in 
the art may understand that the may be other antenna 108 
and RF network node configurations. The embodiments 
shown are provided as examples of antenna 108/RF network 
node 104 configurations and should not be considered 
limiting. 

0432 FIG. 5B shows the interconnection between the 
ESD and impedance matching 110 circuitry of two RF 
network nodes 104. In embodiments, the ESD and imped 
ance matching 110 circuitry may include three connections, 
two connections that include the common antenna connec 
tion 158, and one connection to the common electrical 
ground 532. In embodiments, the common antenna connec 
tion 158 may provide a path for power received from the 
antenna 108 to the RF network node 104, a path for reader 
140 to/from RF network node 104 communications, a path 
for RFID tag 102 to RFID tag 102 communications, a path 
for RF network node 104 to RF network node 104 commu 
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nications, and the like. In embodiments, the common elec 
trical ground 532, connected to all the RFID tag's 102 RF 
network nodes 104, may provide the electrical ground 
reference for these power and communications interconnec 
tions. 

0433. In embodiments, the RF network node 104 may 
utilize the inter-node interface 154, and the associated 
common antenna connection 158, in the communication 
with other RF network nodes 104 during execution of the 
master RF network node 104 determination function, as 
previously described with reference to FIG. 2. An embodi 
ment of the RF network node 104 using the random number 
generator 122, the inter-node interface 154, and associated 
logic, is shown in FIG. 5B. Upon initial power up of the RF 
network nodes 104 on the RFID tag 102, and after imped 
ance matching has been achieved, the RF network nodes 104 
may each read a value from their random number generator 
122, and write the value into a memory register 524. 
Additionally, the RF network nodes 104 may present the 
value from the random number generator 122 to the inter 
node interface 154 through a buffered 520 output. In 
embodiments, the RF network nodes 104 may be performing 
this function at different times, as described herein, where 
the first RF network node 104 to present a random number 
onto the inter-node interface 154 may get its value written 
into a bus register 522 of all the RF network nodes 104 on 
the RFID tag 102. 
0434. With the first RF network node's 104 random 
number written into the bus register 522, and each of the RF 
network nodes 104 eventually writing its own random 
number into its memory register 524, as depicted in FIG. 5B, 
the RF network node 104 may now determine if it is the 
master RF network node 104. Each of the RF network nodes 
104 may compare 528 the contents of the memory register 
524 and the bus register 522. If the values in the RF network 
node's 104 memory register 524 and the bus register 522 are 
the same, then it may be selected as the master. If not, it may 
be a slave. In the case where two or more of the RF network 
nodes 104 are simultaneously writing their random number 
out onto the inter-node interface 154, the value written into 
the bus registers 522 of all of the participating RF network 
nodes 104 may be a combination of all the random number 
values placed on the inter-node interface 154, and thus 
represent neither of the RF network node's 104 value from 
its random number generator 122. In this instance, no RF 
network node 104 may be immediately selected to be the 
master RF network node 104, and other protocols, described 
herein, may be required to resolve the mismatch of the 
random number on the bus registers 522. It may be under 
stood that these examples illustrate only one of a plurality of 
hardware/software configurations to implement the master 
RF network node 104 determination function, and that other 
implementations will be understood by one skilled in the art. 
0435. In embodiments, described with reference to FIGS. 
1 and 2, the master RF network node 104 may provide 
configuration management for the RFID tag 102. Such as 
switching the antennas 108, switching the antenna 108 
frequency, configuring the communications facility 134, and 
the like. Configuration management may be dictated by 
external control, via commanding through the reader 140 
interface or from another RF network node 104. Configu 
ration management may be self directed by the master RF 
network node 104, through programming, through stored 
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tables in memory, or the like. Configuration management 
may be associated with redundancy management, where the 
master RF network node 104 may be configuring the RFID 
tag 102 to maintain an optimum operational configuration. 

0436. In embodiments, described with reference to FIGS. 
1 and 2, the data processing and controller 132 may provide 
for redundancy management of the elements within its own 
RF network node 104, and for the RF network nodes 104 and 
the antennas 108 on the RFID tag 102, as well as for other 
RFID tags 102. The master RF network node 104 may 
execute redundancy management. A plurality of elements 
may be managed with respect to redundancy, such as indi 
vidual RF network node 104 functional blocks such as an 
oscillator 120, the random number generator 122, the per 
sistence circuit 124, memory, and the like, or the RFID tag 
102 elements such as the antennas 108 and the communi 
cation facility 134. Redundancy management may also 
extend to other RFID tags 102 in the area. 

0437. In embodiments, described with reference to FIGS. 
1 and 2, the master RF network node 104 may provide for 
redundancy management of the plurality of RF network 
nodes 104 on a the RFID tag 102. The RF network nodes 
104 may be assigned redundant roles at the time of manu 
facture; during operations, as failures are encountered; 
changed over time; or the like. The master RF network node 
104 may systematically store functional memory in multiple 
locations, on the multiple RF network nodes 104, in prepa 
ration of eventual RF network node 104 failures on the RFID 
tag 102. In the event of the RF network node 104 failure, the 
master RF network node 104 may reconfigure the RFID tag 
102 functionality to work around the failure. Such recon 
figuration may lead to a restoration of full functionality, lead 
to a transition back to full functionality, lead to degraded 
functionality, or the like. The master RF network node 104 
may assign one of the secondary, or slave, RF network nodes 
104 as a backup to the master RF network node 104, which 
may assume the role of the master RF network node 104 in 
the event of a failure of the primary master RF network node 
104. In embodiments, the master RF network node 104 may 
report failures to the reader 140 that may access the RFID 
tag 102. In embodiments, the RFID tag's 102 functionality 
may be reduced by the failure, and this reduction in func 
tionality may be reported to the reader 140 that accesses the 
RFID tag 102. The ability of the RFID tag 102 to self 
monitor, manage redundancy, and report failures, may 
improve the reliability of the device, especially in harsh 
environments that are prone to causing physical damage to 
the RFID tags 102. 

0438 Moreover, in an embodiment, the depicted RFID 
tag 102 may be able to report the status of the RF network 
nodes 104 in the RFID tag 102. This may allow for advance 
notice of a potential permanent disablement of the RFID tag 
102, which can be then used to take appropriate remedial 
actions. For example, the RFID tag 102 may contain four RF 
network nodes 104, but two may have become damaged and 
the remaining two RF network nodes 104 may be providing 
redundant functionality or memory; the damaged RF net 
work nodes 104 may reduce the over all functionality of the 
RFID tag 102. The RFID tag 102 may communicate in a 
transmission to the reader 140 that there are damaged RF 
network nodes 104 and that the RFID tag 102 functionality 
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may be reduced. This may provide advance notice to replace 
the RFID tag 102 to restore full functionality and informa 
tion recording. 

0439. In embodiments, the master RF network node 104 
may provide for redundancy management of the antennas 
108 resident on the RFID tag 102. The master RF network 
node 104 may monitor performance characteristics of all the 
antennas 108 on the RFID tag 102, such as received signal 
strength, impedance, transmitted signal strength as reported 
back from the reader 140, and the like. The master RF 
network node 104 may select the antennas 108 that may be 
performing best, and report a status of the antenna 108 
performance to the reader 140. 

0440. In embodiments, the master RF network node 104 
may provide the RFID tag 102 with functional redundancy 
to guard against the possibility of an entire RFID tag 102 
failing, or degrading below an acceptable functional level. 
To accommodate this, the master RF network nodes 104 
from different RFID tags 102 may communicate with each 
other, and provide functional redundancy of their opera 
tional memory space. Further, the master RF network nodes 
104 may periodically communicate with nearby RFID tags 
102 to assess the health of these RFID tags 102. In the event 
that one of these communications were to fail, or indicated 
reduced functionality, the next RF network node 104 may 
take over the operations previously assigned to the failed 
RFID tag 102. 

0441. In embodiments, the data processing and controller 
132 may provide for the logging of transactional informa 
tion, such as commands received, actions taken, sensors 138 
read, processes completed, and the like. Logging of the 
transactional information may be recorded in memory as a 
running table, time-tagged, priority-tagged, Subject-tagged, 
and the like. The transactional information may be searched, 
Sorted, or read in association with tagged information. A 
dump of the transactional log may be initiated by command, 
performed periodically, performed each time the RFID tag 
102 is powered, and the like. The logged transactional 
information may be monitored and compared to standard 
parameters, and actions taken, or status provided, if those 
parameters are met, not met, exceeded, or the like. The 
ability to log the transactional information may enable the 
market 150 applications to better monitor the activity of the 
RFID tag 102. 

0442. The data processing and controller 132, as depicted 
in FIGS. 1 and 2, may provide the gateway interface 160 to 
the sensors 138 through the communications facility 134. In 
embodiments, the interface between the data processing and 
controller 132 and the communications facility 134 may be 
associated with a buffered 520 connection to the data pro 
cessing and controller 132 internal bus 530, as shown in 
FIG. 5B. The interface between the communications facility 
134 and the sensors 138 may support a plurality of electrical 
interface types, including serial digital, parallel digital, ana 
log, Voltage source, current source, differential, or the like. 
The communications facility 134 may be associated with the 
sensor 138 signal conversion from serial digital to parallel 
digital, parallel digital to series digital, analog to digital, 
digital to analog, or the like. The sensors 138 may be any of 
a plurality of transducers. Such as temperature, humidity, 
motion, CO, CO, moisture, Smoke, pressure, light, vibra 
tion, and the like. Although FIGS. 1 and 2 both refer to the 
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communications facility 132 interfacing with sensors 138, it 
is understood that sensors 138 is a general term, and may 
also include a plurality of external facilities and interfaces, 
such as external memory and USB, Ethernet, WiFi, Zigbee, 
and the like, interfaces. The ability of the RFID tag 102 to 
interface with the sensors 138 may significantly increase its 
market 150 functionality and usefulness. 
0443) In an RFID tag 102 that contains multiple RF 
network nodes 104, as depicted in FIG. 2, certain embodi 
ments may involve the determination of a master RF net 
work node 104 to coordinate the activities of the other RF 
network nodes 104 on the RFID tag 102. In an embodiment, 
the master RF network node 104 may manage the RFID tag 
102 distributed memory, manage the redundancy of the RF 
network nodes 104, receiving information from the reader 
140, transmitting information to the reader 140, or the like. 
In an embodiment, the RF network nodes 104 may have a 
communication connection that permits the individual RF 
network nodes 104 to communication information. Once a 
master RF network node 104 has been determined, the other 
RF network nodes 104 may act as slave RF network nodes 
104 to the master RF network node 104. 

0444. In an embodiment, there may be a number of 
configurations of RF network node 104 connections that 
would provide for the determination of a master RF network 
node 104, such as a serial connection between RF network 
nodes 104, a parallel connection between RF network nodes 
104, an antenna connection between the RF network nodes 
104, or the like. In an embodiment, the connection between 
the RF network nodes 104 may be implemented by indi 
vidual RF network nodes 104 connected with leads, physi 
cally connected RF network nodes 104 combined into a 
single larger RF network node, or the like. FIG. 5C relates 
to the determination of a master RF network node 104 in 
either a serial or parallel connection of the RF network nodes 
104; the RF network nodes 104 may be connected by leads 
or may be physically connected. The master RF network 
node 104 may control the function of all the RF network 
nodes 104 of the RFID tag 102. The master RF network node 
104 may determine the memory locations for certain data, 
the broadcast time slot for the RF network nodes, additional 
function connections, and the like. 
0445. In an embodiment, the functions of the RFID tag 
102 may be controlled by a single RF network node 104 
(master RF network node 104) within the RFID tag 102. In 
embodiments, the master RF network node 104 may be any 
of the individual RF network nodes 104 within the RFID tag 
102. As discussed further below, there may be a selection 
protocol for determining which individual RF network 
nodes 104 may become the master RF network node 104. 
0446. In an embodiment, a plurality of RF network nodes 
104 may be connected together in a serial or parallel manner; 
FIG. 5C shows an embodiment of a serial connection. 

0447 Referring to FIG. 5C, an exemplary protocol for 
determination of a master RF network node 104 in a multiple 
RF network node 104 RFID tag 102 may be described. In the 
depicted embodiment, there may be a number N of indi 
vidual RF network nodes 104 in the RFID tag 102. In this 
embodiment, all of the RF network nodes 104 may contain 
identical functional capabilities. A protocol for determining 
which RF network node 104 may become the master RF 
network node 104 may involve the following steps. First, 
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each individual RF network node 104 receives a logical 
setting from the previous individual RF network node 104. 
All of the individual RF network nodes 104 may be con 
nected by a common power lead 504. All of the individual 
RF network nodes 104 may also contain a logical lead 510 
that may be connected to the previous individual RF net 
work node 104 or may be connected to another logical RF 
network node 104 or another function network node. In the 
depicted embodiment, each individual RF network node 104 
within the RFID tag 102 may sense from its logical input 
lead 510 if there is an open or closed circuit on the lead 510 
connection. 

0448. According to this protocol, if the logic lead 510 is 
open it may indicate that a previous RF network node 104 
is not the master RF network node 104. The open logic lead 
510 may indicate to a next RF network node 104 that it 
should attempt to function as the master RF network node 
104. An open logic lead 510 may indicate that the RF 
network node 104 may be the first RF network node 104 in 
the line or that the previous RF network node 104 may be 
incapable of acting as the master RF network node 104. Any 
particular RF network node 104 may not be capable of being 
the master because of damage to the RF network node 104, 
damage to the lead 510, not programmed to be the master RF 
network node 104, or the like. 

0449 According to this protocol, if the logic lead 510 is 
closed, it may indicate that the previous RF network node 
104 is the master RF network node 104 and that the next RF 
network node 104, and additional RF network nodes 104, 
should act as slave RF network nodes 104 to any commands 
transmitted by the master RF network node 104. In an 
embodiment, the closed logic lead 510 setting between two 
RF network nodes 104 may be communicated to the other 
RF network nodes 104. For example, if the logical lead 510 
is closed between the first and second RF network nodes 
104, the closed logical lead setting may be transmitted to a 
third RF network node 104 and all the other RF network 
nodes 104 on the RFID tag 102. 

0450. In an embodiment, the determination of which RF 
network node 104 is the master RF network node 104 may 
cascade down all RF network nodes 104 until a master RF 
network node 104 is determined or that no RF network node 
104 is determined to be a master RF network node 104. In 
an embodiment, the determination whether a first RF net 
work node 104 is to become the master RF network node 
104 may be determined in the logic 512 of the first RF 
network node 104. If the first RF network node 104 is 
capable of functioning as a master RF network node 104, the 
logic 514 of the RF network node 104 may close the logic 
lead 510 circuit to the second RF network node 104 to 
indicate that it is the master RF network node 104. If the first 
RF network node 104 is not able to function as the master 
RF network node 104, the logic lead 510 circuit may remain 
open, indicating that the next RF network node 104 in line 
should attempt to be the master RF network node 104. In this 
manner, the master determination process may proceed to 
each RF network node 104 in the RFID tag 102 until a 
master RF network node 104 has been determined. 

0451. In an embodiment, this process may be considered 
a fail-safe master RF network node 104 selection method 
because each RF network node 104 in the RFID tag 102 may 
be capable of being the master RF network node 104. In an 
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embodiment, as long as one RF network node 104 is 
functional, a master RF network node 104 may be deter 
mined. 

0452. In an embodiment, in addition to the common 
power 504 and logic leads 510 between the RF network 
nodes 104, there may be other connections as described 
below in FIG. 20 such as other functional connections, serial 
bus connections, parallel bus connections, or the like. In an 
embodiment, the determination of the master RF network 
node 104 may be substantially the same in these connection 
methods. 

0453 Another embodiment of a master RF network node 
determination in a multiple RF network node sub-system is 
shown on FIG. 7A, FIG. 7B, and FIG.8. An arbitration and 
synchronization protocol in a RF network node multi-RF 
network node environment may be used to control the 
operation of non-attached RF network nodes on the same 
RFID tag. The master RF network node may be selected 
through a process of sending a synchronization signal, 
transmitting a random number seed signal, transmitting a 
completion of the synchronization, and the like. The other 
non-master RF network nodes may use the transmitted 
random number seed signal for any functions the RF net 
work nodes may require Such as broadcast time slot deter 
mination. 

0454. As described above, there may be a plurality (i.e. 
two or more) of RF network nodes on an RFID tag (e.g. 
passive or active) connected to antenna leads of the RFID 
tag. The plurality of RF network nodes may be randomly 
placed on the antenna lead Zone and may randomly connect 
to the antenna leads. In embodiments, not all of the RF 
network nodes applied to the antenna lead Zone may make 
a connection to the antenna leads. In an embodiment, all of 
the RF network nodes on the RFID tag may be the same type 
of RF network node or there may be more than one RF 
network node type on the RFID tag. In an embodiment, the 
master RF network node may be any one of the RF network 
nodes on the RFID tag and the master RF network node may 
coordinate the transmissions and activities of the other RF 
network nodes on the RFID tag. 
0455 Another exemplary protocol for determining a 
master RF network node 104 may involve the individual RF 
network nodes 104 communicating using the antenna 108 as 
a communication bus. Referring to FIG. 6, an embodiment 
of a RF network node 104 connection to an antenna 108 as 
a communication bus for determination of a master RF 
network node 104 is shown. As previously described, there 
may be a plurality of RF network nodes 104 connected to a 
single or multiple antennas 108; the plurality of RF network 
nodes 104 may be able to communicate using the antenna 
108. In an embodiment, any of the plurality of RF network 
nodes 104 on an RFID tag 102 may be a master RF network 
node. The antenna leads and the antenna 108 may provide a 
connection between each of the plurality of RF network 
nodes 104 and the antenna 108 may act as communication 
bus to the connected RF network nodes 104. In an embodi 
ment, the plurality of RF network nodes 104 connected to 
the antenna 702 may use the antenna 108 as a communica 
tion path between the plurality of RF network nodes 104, 
thereby permitting the plurality of RF network nodes a 
method of inter-communication. The RF network nodes 104 
may communicate data on the antenna bus to Support RFID 
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tag 102 capabilities Such as coordinated data backscattering, 
improved signal strength, flexible data storage, security, 
reliability, power-efficient system, and the like. In an 
embodiment, because of the different communication fre 
quencies used, the antenna 102 may be able to act as a 
communication bus between the plurality of RF network 
nodes 104 and broadcast information from the RFID tag 102 
without the inter-RF network node communication interfer 
ing with the broadcast information. 
0456. In an embodiment, a RF network node 104 may 
include an ESD and impedance matching facility 110, an RF 
section and demodulation facility 302, an inter-RF network 
node communication circuit 132, and other logic circuits for 
data storage and transmission. 
0457. As previously described, the ESD and impedance 
matching facility 110 may provide electro-static protection 
for the RF network node 104 and impedance matching 
between the antenna 108 and RF network nodes 104. The 
impedance matching facility 110 may receive commands to 
switch elements on/off within the RF network node 104 to 
improve the impedance match between the antenna 108 and 
a RF network node 104. 

0458 As depicted in FIG. 6, the RF section and demodu 
lation facility 302 may receive 622 and transmit 612 data for 
the RF network node 104 (not shown) to and from the 
antenna bus (not shown). The RF and demodulation facility 
302 may demodulate the received data signal 622 from the 
antenna bus and may provide input to the RFID clock 620 
for transmission timing of the RF network node 104 trans 
missions. 

0459. The inter-node communication circuit 132 may 
contain an amplifier 638 for the amplification of the received 
information; the amplified received information may be 
received information from the antenna bus. In an embodi 
ment, the amplified information may be transmitted to a data 
processing unit that may be part of the RF network node 104, 
described in previous figures. In an embodiment, the inter 
node communication functionality described herein may be 
included as part of the RF section and demodulation facility 
3O2. 

0460. In an embodiment, as described in FIGS. 1 and 2. 
the plurality of RF network nodes 104 accessing the antenna 
bus may provide a distributed functionality for the RFID tag 
102 with a master RF network node 104 coordinating the 
functionality of the other RF network nodes 104 on the 
RFID tag 102. The distributed functionality may include 
combined memory locations, separate multiple memory 
locations, secure memory locations, public memory loca 
tions, multiple frequencies, selective power reduction, 
encryption, decryption, and the like. 

0461 In an embodiment, the determination of a master 
RF network node on an RFID tag 102 may occur during the 
power up of the RFID tag. With reference to FIGS. 1 and 2. 
the power up may, for example, be in response to an RFID 
tag reader 140 requesting the RFID tag 102 to broadcast 
information. There may be a period of time during the RFID 
tag 102 power up that may be used for the determination of 
a master RF network node. In an embodiment, with each 
power up, a different RF network node 104 may be selected 
to become the master RF network node 104. In an embodi 
ment, there may be a protocol sequence to determine which 

32 
Sep. 13, 2007 

of the plurality of RF network nodes 104 would become the 
master RF network node 104. 

0462 Referring to FIG. 7, a simplified protocol sequence 
for determining a master RF network node is shown. In an 
embodiment, a RF network node 104, as described in FIG. 
2, attempting to become a master RF network node may 
transmit information to the antenna bus such as a synchro 
nization signal 724, wait periods 728 and 732, a random 
number seed 730, a complete signal 734, and the like. In an 
embodiment, during the RFID tag 102 power up, each RF 
network node 104 may attempt to transmit the random 
number seed 730 to the antenna bus for the other RF network 
nodes 104 to read. In an embodiment, the RF network nodes 
108 may use the new random number seed 730 to determine 
functions such as transmission time slot for synchronization 
of operation, encryption, decryption, security, combined 
memory function, frequency selection or the like. 
0463. In an embodiment, the master RF network node 
transmission signal may consist of a plurality of equal time 
period signals for the transmission of information. For 
example, the time period for the synchronization signal 724, 
completion signal 734, and wait signals 728 and 732 may be 
of equal length. In an embodiment, as will be discussed in 
greater detail below; the synchronization signal may be used 
to indicate that a master RF network node is transmitting a 
random number seed 730. The random number seed signal 
730 may be an integer multiplier of the time period of the 
equal time periods (e.g. start, completion, or wait). In an 
embodiment, this may provide for equal length time periods 
for the master RF network node transmission signal, the 
equal length period signal may provide for simple master RF 
network node transmission detection. The total master RF 
network node transmission signal length may be: 

TotalSignal period M-T syne +Twait(if of Waits)+TRandon 
Number-Tcomplete 

0464) Where Tperiod Tsyne-Twait-Tcomplete 

0465) And Trade Nube-Teriod (ii Random number 
bits) 
0466 In an embodiment, as shown above, the time period 
for the transmission of the random number seed 730 may be 
a period equal to any of the synchronization 724, wait 728 
and 732, or complete 734 signals times the number of bits 
in the random number seed 730. Therefore, the random 
number seed 730 transmission period may be a multiple of 
any of the synchronization 724, wait 728 and 732, or 
complete 734 signal periods in the signal. 
0467. In an embodiment, the master RF network node 
transmission signal may be of a variable length. 
0468. In an embodiment, when an RFID tag 102 receives 
a power up signal, the plurality of RF network nodes 104 
may attempt to become the master RF network node. With 
the power up signal, all of the RF network nodes 104 may 
attempt to transmit the synchronization signal 724; the 
individual RF network nodes 104 may transmit the synchro 
nization signal 724 at a time determined by the random 
number. In an embodiment, the plurality of RF network 
nodes 104 may transmit their synchronization signals 724 in 
different time slots, therefore avoiding transmission colli 
S1O.S. 

0469. In an embodiment, when the first RF network node 
104 transmits a synchronization signal 724, the remainder of 
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the RF network nodes 104 on the RFID tag 102 may refrain 
from transmitting and may read the random number seed 
signal 730 that has been transmitted to the antenna bus. In 
a non-collision situation, only one RF network node 104 
may transmit the synchronization start signal 724 to the 
antenna bus. Once one RF network node 104 has transmitted 
a synchronization signal 724, it may then transmit a random 
number seed 730 onto the antenna bus that the other RF 
network nodes 104 may then read. The other RF network 
nodes 104 may use this new random number to determine 
the transmission time slot for backscattering data or other 
RF network node 104 function. 

0470. In an embodiment, with all of the RF network 
nodes 104 using the same random number seed 730, all of 
the RF network nodes 104 may transmit their information at 
the same time or at a time determined by the use of the 
random number seed 730. In an embodiment, this may allow 
for the storage of the same information on the plurality of RF 
network nodes, coordination of information storage across a 
plurality of RF network nodes 104, or the like. In an 
embodiment, this may enable the plurality of RF network 
nodes 104 to act as a single large memory location with 
different RF network nodes 104 storing different informa 
tion. 

0471. In an embodiment, there may be more than one 
type of RF network node 104 on the RFID tag 102; in this 
embodiment, each RF network node 104 may use the new 
random number seed 730 to transmit different information in 
different time slots. This may allow for the storage of 
different data across the more than one type of RF network 
node 104 thereby providing for distributed memory storage 
on the plurality of RF network nodes 104. 
0472 Referring now to FIG. 8, an embodiment of a 
communication protocol for arbitration and synchronization 
in a multiple RF network node 104 sub-system (depicted in 
more detail in FIG. 2) is shown. As shown in FIG. 8, 
collisions may occur when more than one RF network node 
104 attempts to transmit a synchronization signal 724 at the 
same time. When the synchronization signal 724 is trans 
mitted by more than one RF network node 104, all the other 
RF network nodes 104 may stop transmitting and wait for 
the complete signal 734. 
0473 A protocol may be advantageous to determine if the 
RF network nodes 104 that may transmit at the same time 
need to retransmit the random number for the determination 
of a master RF network node 104 (i.e. collision manage 
ment). As part of the protocol, there may be a check 
sequence to Verify that the transmitted random number seed 
730 is not corrupt; the random number seed 730 may 
become corrupt if different random numbers were transmit 
ted. 

0474 FIG. 8 shows an example of determination of a 
master RF network node 104 transmission when a collision 
has occurred and the protocol to correct the collision. In an 
embodiment illustrated by the sequences in FIG. 8, two or 
more RF network nodes 800 and 824 of the RF network 
nodes 852 may signal the start of the synchronization cycle 
to indicate a master RF network node request. Any of the RF 
network nodes that have not attempted to transmit a syn 
chronization signal may not transmit a synchronization 
signal and may wait for a complete signal from the final 
determined master RF network node 104. 
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0475. As shown in FIG. 8, if a first RF network node 800 
and a second RF network node 824 transmit a synchroni 
zation signal 802 and 828 and random number seed 808 and 
832 at the same time, there may be a transmission collision. 
As depicted in this figure, other RF network nodes 852 that 
have not yet transmitted a synchronization signal 854 would 
then not transmit a synchronization signal 854, wait signals 
858 and 862, random number seed 860, and complete signal 
864 (all shown by dashed lines) until a complete signal has 
been transmitted to the antenna bus. In an embodiment, a 
complete signal may not be transmitted until all transmission 
collisions are resolved. 

0476. As depicted in FIG. 8, if there is a collision of the 
transmission from the first RF network node 800 and the 
second RF network node 824, the combined random number 
Seeds 808 and 832 from the first RF network node 800 and 
the second RF network node 824 may collide on the antenna 
bus 868 and may become corrupt. In an embodiment, there 
may be a check sequence in each RF network node that 
transmits a random number seed to verify that the random 
number seed 874 on the antenna bus 86.8 matches the 
transmitted random number seed 808 and 832. In an embodi 
ment, each RF network node that transmits a random num 
ber seed 808 and 832 may store the random number seed 808 
and 832 in a storage location for comparison to the trans 
mitted random number seed 808 and 832. In an embodiment, 
if the random number seeds 808 and 832 are transmitted at 
the same or different times, the resulting antenna bus 868 
random number seed 874 may become corrupted and may 
not match the transmitted random number seeds 808 and 
823. 

0477 As depicted in FIG. 8, if the antenna bus 868 
random number seed 874 does not match the transmitted 
random number seed 808 and 832 the first RF network node 
800 may not transmit the complete signal 812 and the second 
RF network node 824 may not transmit the complete signal 
834 (both shown as dashed lines). In this case, the non 
matching random number seeds may be an indication that 
there was a collision between at least two RF network nodes 
attempting to be the master RF network node. 

0478. In an embodiment, after the collision of the random 
number seeds, the first RF network node 800 and the second 
RF network node 824 may attempt to retransmit a second 
synchronization signal 814 and 840 and a second random 
number seed 818 and 844 at random times to avoid another 
transmission collision. For example, the second RF network 
node 824 may use a random wait time 838 before attempting 
to retransmit its second synchronization signal 840. 

0479. In the example of FIG. 8, the first RF network node 
800 is shown re-transmitting the synchronization signal 814 
before the second RF network node 824 synchronization 
signal 840. In an embodiment, this may cause the second RF 
network node 824 to not transmit the synchronization signal 
840, random number seed 844, and complete signal 850 (all 
shown by dashed lines) because the first RF network node 
800 transmitted the synchronization signal 814 first. The first 
RF network node 800 may then compare the transmitted 
random number seed 818 with the random number seed 882 
on the antenna bus 868. If they are the same number, the first 
RF network node 800 may transmit the complete signal 822. 
In an embodiment, the transmission of a complete signal 822 
to the antenna bus 868 may indicate to the other RF network 
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nodes that a master has been determined and to use the 
random number seed 882 on the antenna bus 868 for control 
of any RF network node functions. In an embodiment, each 
of the other RF network nodes may receive and store each 
random number seed transmitted to the antenna bus. Once 
the other RF network nodes receive a complete signal 822, 
the other RF network nodes may retain the last received 
random number seed as the master RF network node random 
number seed. 

0480. In an embodiment, this sequence of transmitting a 
synchronization signal and random number seed, checking 
the transmitted random number seed for corruption, and 
re-transmitting as necessary may be repeated until the trans 
mitted random number seed on the antenna bus 868 is not 
corrupted. The random number seed may be considered not 
corrupt if the antenna bus 868 random number seed 882 
matches the transmitted random number seed 818. In an 
embodiment, a non-corrupted antenna bus 868 random 
number seed may indicate that a master RF network node 
has been selected. 

0481. In an embodiment, more than one master RF net 
work node may be selected if more than one RF network 
node transmits the same random number seed at the same 
time. In an embodiment, the selection of more than one RF 
network node as a master RF network node may indicate that 
more than one RF network node transmitted the same 
random number seed at a synchronized time. 
0482. As a result of the above-described transmission by 
the first RF network node 800 and the second RF network 
node 824, the antenna bus 868 received signal may be as 
shown in FIG. 8. In an embodiment, the antenna bus 868 
may receive a combined synchronization signal 870, wait 
time 872, and a combined random number seed 874 from the 
first RF network node 800 and the second RF network node 
824. The random number seed 874 may have been a corrupt 
signal because of the random number seed 808 and 832 
being transmitted at the same time. There may then be a 
random length wait time 878 while the first 800 and second 
824 RF network nodes wait random times to retransmit their 
signals. In an embodiment, the antenna bus 86.8 may then 
receive the synchronization signal 880, random number seed 
882, and complete signal 884 from the first RF network node 
to retransmit. As depicted in FIG. 8, the first RF network 
node 800 may transmit first. 
0483. In an embodiment, receiving the complete signal 
884 on the antenna bus 86.8 may be an indication to the other 
RF network nodes that a master RF network node has been 
determined and the random number seed 882 on the antenna 
bus is to be used for any RF network node functions. In an 
embodiment, the determined master RF network node(s) 
may continue to operate as the master RF network node of 
the RFID tag for the length of the RFID tag 102 read. In an 
embodiment, a different RF network node may be selected 
as the master RF network node with the next power up 
Sequence. 

0484. In another embodiment of a master RF network 
node 104 determination, all the RF network nodes 104 may 
operate as peers, and a discovery protocol may be used to 
assign a role to each of the nodes. The role assignment may 
provide a distinct number assignment to each RF network 
node 104, which may be used by the RF network node 104 
to understand its role in becoming a master RF network node 
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or a slave RF network node. In an embodiment, each RF 
network node 104 may include a table that may define the 
role of each RF network node 104 on the RFID tag 102. In 
an embodiment, the table may be the same for each RF 
network node 104, different for each RF network node 104, 
or the like. For example, the RFID tag 102 may include four 
RF network nodes. The table included with each RF network 
node may indicate that node two is to become the master RF 
network node and the other three RF network nodes 104 are 
to become slave RF network nodes. During power up, RF 
network node 104 two may become the master network node 
of the RFID tag 102. In an embodiment, the table may also 
include information of which RF network node 104 may be 
redundant to one of the other RF network nodes 104 in the 
situation where the RF network node 104 was to stop 
functioning. 

0485 Using one of the above described master RF net 
work node determination protocols, it may be determined 
which RFID tag 102 RF network node is a master RF 
network node and which are the slave RF network nodes. In 
determining the master RF network node, the functions of 
the multiple RF network nodes 104 on an RFID tag 102 may 
be coordinated by a single RF network node 104 to provide 
increased functionality such as distributed memory, RF 
network node redundancy, multiple communication fre 
quencies, multiple antenna interfacing, and the like. As 
previously described, any of the more than one RF network 
nodes 104 on the RFID tag 102 may become the master RF 
network node. 

0486 In an embodiment, the master RF network node 
may provide the interface function between the RFID tag 
102 and the reader 140, inter RF network node 104 com 
munication, memory management, redundant RF network 
node 104 protocol, or the like, as depicted in FIGS. 1 and 2. 
In an embodiment, with one RF network node 104 coordi 
nating the functionality of the RFID tag 102, the multiple RF 
network node RFID tag 102 may appear as a single chip 
RFID tag to a standard RFID reader 140. The master RF 
network node may provide management of the RFID tag 102 
functionality that may include coordination of all the RF 
network node 104 memories that may provide for increased 
amounts of accessible memory for a single RFID tag 102. As 
will be described below, the accessible memory may be 
accessed as combined memory, increased memory, a com 
bination of combined and increased memory for redun 
dancy, private memory, public memory, user memory, and 
the like. 

0487. In an embodiment, the slave RF network nodes 
(any of the non-master RF network nodes 104) may receive 
commands from the master RF network node to be executed. 
In an embodiment, as a slave, RF network node 104 may 
perform any function, command, memory request, or the 
like that may be transmitted from the master RF network 
node. In an embodiment, the slave RF network nodes may 
become specialized in functions that are performed. For 
example, the individual slave may provide the encryption, 
password protection, communication interface control, or 
the like for the master RF network node. Additionally, the 
slave RF network node may provide certain amounts of 
memory, types of memory (e.g. private, public), redundant 
memory, or the like that may be coordinated by the master 
RF network node. 
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0488. In an embodiment, the RF network node 104 
redundancy may be executed by either the master RF 
network node or slave network node. For example, if a slave 
RF network node was to become damaged and stop func 
tioning, the master RF network node may determine the 
protocol for at least one other RF network node 104 pro 
viding redundant functionality, memory, or the like for the 
damaged slave. In another example, if the master RF net 
work node was to become damaged and stop functioning, 
the slave RF network nodes may follow a protocol in 
determining which slave RF network node will become the 
master RF network node. 

0489. In an embodiment, referring to FIGS. 1 and 2, the 
RFID tag 102 may communicate with the RFID reader 140 
using a single RF network node 104, using a single master 
RF network node 104, using a plurality of RF network nodes 
104, or the like. Using the single transmitting RF network 
node 104, the single RF network node 104 may coordinate 
the information requested by the reader 140 from the other 
RF network nodes 104 that may be on the RFID tag 102. In 
an embodiment, the single RF network node 104 may 
receive the reader 140 request and, depending on the 
request, the single RF network node 104 may request 
information from the other RF network nodes 104 on the 
RFID tag. After all the information has been received from 
the other RF network nodes 104, the single RF network node 
104 may transmit the requested information back to the 
reader 140. 

0490. Using a plurality of transmitting RF network nodes 
104, some or all of the plurality of RF network nodes 104 
may transmit the requested reader 140 information all at the 
same time, at different times, or the like. In one embodiment, 
the plurality of RF network nodes may transmit in ordered 
time slots to transmit individual parts of the total requested 
information in an ordered sequence back to the reader 140. 
In another embodiment, all the RF network nodes 104 may 
simultaneously transmit information to the reader 140. In an 
embodiment, the simultaneous transmission and ordered 
time slot transmission from the plurality of RF network 
nodes 104 may require a synchronizing of the plurality of RF 
network nodes 104. 

0491 In one embodiment, after the multiple RF network 
nodes 104 have been applied to the RFID tag 102, infor 
mation related to the transmission protocol (e.g. as single or 
multiple RF network nodes) may be programmed into the 
RF network nodes 104. As shown in FIG. 9, the transmission 
protocol information may be programmed 914 to the RF 
network nodes 104. In an embodiment, the programming 
914 may be the storing of the transmission protocol into the 
RF network node 104 non-volatile memory to be recalled 
during a read of the RFID tag 102. In an embodiment, the 
programming 914 may be performed by a reader 140 type 
device that is able to communicate with the RF network 
nodes and store the transmission protocol information within 
the RF network node 104 memory. In another embodiment, 
the transmission protocol may be part of the firmware or 
hardware of the RF network nodes 104 as part of the RF 
network node 104 manufacture. Therefore, the transmission 
protocol of the RFID tag 102 may be determined when the 
RF network nodes 104 are assembled to the RFID tag 102. 
0492 Referring to FIG. 9, an embodiment of the RFID 
tag 102 communicating with the reader 140 is shown. In 
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embodiments, the reader 140 may communicate with the 
RFID tag 102 in different protocols, based on whether the 
RFID tag 102 is communicating with a single RF network 
node 104 or a plurality of RF network nodes 104. In an 
embodiment of communicating with a plurality of RF net 
work nodes 104, the RFID tag 102 may communicate with 
the reader 140. The reader 140 may be a stand-alone device 
or may include a synchronicity device 918, an interrogator 
device 920, a reader device 922, or the like. In an embodi 
ment, the process of reading the plurality of RF network 
nodes 104 may include sending a synchronicity signal and 
an interrogator signal, and the RFID tag 102 may respond by 
reflecting or broadcasting an RF signal containing the infor 
mation stored in the RFID tag 102 memory. 
0493. In an embodiment, the synchronicity device 918 
may send an RF signal that may initialize and synchronize 
the internal clocks of a plurality of RF network nodes 104. 
In certain embodiments, the RF network node 104 may not 
have a physical internal clock. In these embodiments, receipt 
of the synchronicity signal by the plurality of RF network 
nodes 104 may initiate a process within the plurality of RF 
network nodes 104 that may result in synchronization. In a 
situation where there are multiple RF network nodes 104 
associated with an antenna 108, the plurality of RF network 
nodes 104 may receive the synchronicity signal and the 
synchronicity signal may initiate a substantially identical 
process within each RF network node 104. This may result 
in a Substantially identical transmission of data from the 
multiple RF network nodes 104, for example. This step may 
allow all of the RF network nodes 104 to reflect or broadcast 
an RF signal at the same time and therefore reflect or 
broadcast as if there were one RF network node. As another 
example, the synchronicity may allow the plurality of RF 
network nodes 104 to transmit information in a timed 
sequence from each of the plurality of RF network nodes 
104; in this manner, the reader 140 may receive information 
as if a single RF network node 104 transmitted it. In an 
embodiment, the synchronicity device 918 may be included 
in the RF network node 104. When the RF network node 104 
is energized, a signal may be received from the interrogator 
device 920 or the reader device 922 to calibrate the RF 
network node 104, the calibration may initiate the logic and 
internal clock synchronization. In another embodiment, 
when the RF network node 104 is energized, the RF network 
node 104 may initiate a calibration sequence to initialize all 
the nodes in the RFID tag 102. This may include RF network 
node functionality configuration, clock frequencies, and the 
like. 

0494. In an embodiment, the interrogator device 920 may 
send an RF signal that may request the RFID tag 102 to 
reflect or broadcast its information stored in memory. For a 
passive RFID tag, the interrogator device 920 RF signal may 
also energize the RFID tag 102. In an embodiment, the 
interrogator device 920 may include the synchronicity 
device 918 and therefore may initialize the plurality of RF 
network nodes 104 and request information to be reflected or 
broadcast. 

0495. In an embodiment, the reader device 912 may 
receive reflected or broadcast information from the RFID tag 
102. This information may relate to the item with which the 
RFID tag 102 is associated. The reader device 922 may 
listen for a certain frequency to be reflected or broadcast or 
may listen for a plurality of frequencies. The reader device 
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922 may be connected to a computer device (e.g. computer, 
server, or network) for aggregation of the received informa 
tion. 

0496. In an embodiment involving communicating with a 
single master RF network node, the RFID tag 102 may 
communicate with the reader 140. The reader 140 may be a 
stand-alone device or may include the interrogator device 
920, the reader device 922, or the like; the synchronicity 
device 918 may not be required when communicating to a 
master RF network node 104. As previous described with 
master RF network nodes, upon power-up, the slave RF 
network nodes may respond to the command request from 
the master RF network node. 

0497. In an embodiment, when communicating with a 
RFID tag 102 using a master RF network node 104, the 
interrogator device 920 may transmit an information request 
to the RFID tag 102. The plurality of RF network nodes 104 
may power-up and determine which RF network node will 
become the master RF network node. Once the master RF 
network node has been determined, the master RF network 
node will receive the information request from the interro 
gator 920. In an embodiment, the master RF network node 
may coordinate any information that may be provided by the 
other RF network nodes on the RFID tag 102. 
0498. In an embodiment, once the master RF network 
node has received information required from the other RF 
network nodes 104, the master RF network node may 
transmit the requested information. Within the reader 140, 
the reader device 922 may receive the information. Once the 
information is received, it may be communicated to a 
connected computer, server, network, or the like. 
0499. As previously described, the RFID antenna 108 
may provide the reflecting or broadcasting means for the 
RFID tag 102 by reflecting or broadcasting the signal 
generated by the RF network nodes 104 that may be con 
nected to the antenna leads. The antenna 108 may be 
configured in various shapes such as a bar, loop, patch, or the 
like. The antenna leads may be used to connect the antenna 
108 to the RF network nodes 104. The antenna leads may be 
in a configuration that may have the leads of a first half of 
the antenna in close proximity to a second antenna lead. The 
two antenna leads may be close enough to allow the leads on 
the RF network node 104 to make contact between the first 
antenna lead and the second antenna lead. The configuration 
of the two antenna leads may be of any shape as long as the 
space between the two leads may be bridged by the RF 
network node 104. The RF network node 104 may contain 
at least two external leads that may be connected to the 
antenna leads. The RF network node 104 leads may be 
configured on the RF network node 104 advantageously for 
bridging the space between the two antenna leads, for 
example on different sides of the RF network node 104. 
0500) The RF network node 104 may provide an infor 
mation radio frequency signal, using the antenna 102, in 
response to an interrogator's 120 request. Upon the request 
from the interrogator 120, the RF network node 104 may 
reflect or broadcast information stored in the memory. The 
information previously may have been stored in the 
memory; the information may relate to the item to which the 
RFID tag 102 is attached. The RF network node 104 may 
reflect or broadcast at a set frequency that may be received 
by a particular reader 922 type. 
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0501 Referring to FIG. 10, an embodiment of a sche 
matic of four RF network nodes (104A, 104B, 104C, 104D) 
associated with an antenna 108 is shown. An aspect of the 
systems and methods described herein may involve more 
than one RF network node (104A, 104B, 104C, 104D) 
communicating and functioning as a single RFID tag 102. In 
an embodiment, redundancy may be achieved by at least one 
RF network node (104A, 104B, 104C, 104D) providing a 
backup to another RF network node (104A, 104B, 104C, 
104D) that may have become damaged or has otherwise lost 
functionality. The backup may be either functional, where 
the backup RF network node provides the function of the 
damaged RF network node, or memory, where the RF 
network node provides a backup for the memory of the 
damaged RF network node (104A, 104B, 104C, 104D). For 
example, if RF network node 104A were to become dam 
aged, one or more of the other RF network nodes (104B, 
104C, 104D) may assume the function or memory of the 
damaged RF network node 104A. In an embodiment, there 
may be more than one method of determining which of the 
other RF network nodes (104B, 104C, 104D) will assume 
the function of the damaged RF network node 104A. 
0502. In an embodiment, the simplest method of redun 
dancy may involve all of the RF network nodes (104A, 
104B, 104C, 104D) having the same function and memory, 
so that, the RFID tag 102 will continue to function as long 
as one RF network node (104A, 104B, 104C, 104D) con 
tinues to function. In another embodiment, there may be RF 
network nodes (104A, 104B, 104C, 104D) that have differ 
ent functions within the RFID tag 102. The different func 
tions may include encryption, sensor reading, private 
memory, public memory, or the like. In an embodiment, the 
RF network nodes (104A, 104B, 104C, 104D), while having 
different functions, may have a common core of logic to 
allow one RF network node (104A, 104B, 104C, 104D) to 
perform the requirements of another RF network node 
(104A, 104B, 104C, 104D). In an embodiment, all of the RF 
network nodes (104A, 104B, 104C, 104D) may be identical, 
but during power up, the different RF network nodes may 
assume different roles on the RFID tag 102. 
0503) In the case of an RF network node (104A) being 
damaged, one of the other RF network nodes (104B, 104C, 
104D) may be able to assume the role of the damaged RF 
network node (104A). In an embodiment, when an RF 
network node (104A) is damaged and another RF network 
node (104B, 104C, 104D) assumes the function of the 
damaged RF network node (104A), there may be a loss of 
some functionality of the RFID tag 102. In an embodiment, 
the function of the damaged RF network node (104A) may 
be assumed by more than one of the other RF network nodes 
(104B, 104C, 104D) to provide all the functionality of the 
damaged RF network node (104A). It should be understood 
by someone knowledgeable in the art that there may be 
many different configuration methods of one RF network 
node (104A, 104B, 104C, 104D) providing redundancy to 
another RF network node (104A, 104B, 104C, 104D). 
0504. In another embodiment, there may be a pre-assign 
ment as to which RF network node (104A, 104B, 104C, 
104D) becomes the redundant RF network node (104A, 
104B, 104C, 104D) for another RF network node (104A, 
104B, 104C, 104D). In an embodiment, the assignment of 
redundancy may be in the firmware of the RF network nodes 
(104A, 104B, 104C, 104D), in the data of the RF network 
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nodes (104A, 104B, 104C, 104D), or the like. In this 
configuration, if an RF network node (104A, 104B, 104C, 
104D) is damaged, there may be a pre-assigned replacement 
for the non-functioning RF network node (104A, 104B, 
104C, 104D). For example, if one RF network node 104A is 
damaged it may be predetermined that a second RF network 
node 104B will provide the redundant function for the 
damaged RF network node 104A. It should be understood 
that there may be a series of pre-assigned redundancy for 
damaged RF network nodes (104A, 104B, 104C, 104D). 
The pre-assignment may provide for a single RF network 
node (104A, 104B, 104C, 104D) redundancy, a combination 
of RF network node (104A, 104B, 104C, 104D) redundan 
cies, or the like. It should be understood that there may be 
a number of pre-assigned redundancy configurations that 
would be consistent with the systems and methods described 
herein. 

0505. In another embodiment, a communication protocol 
may determine which RF network node (104A, 104B, 104C, 
104D) is to be the redundant RF network node (104A, 104B, 
104C, 104D). In an embodiment, similar to the master RF 
network node communication described in FIG. 7 and FIG. 
8, the remaining functional RF network nodes (104A, 104B, 
104C, 104D) capable of being a redundant RF network node 
(104A, 104B, 104C, 104D) may transmit a signal to indicate 
that any one of them is available to replace the damaged RF 
network node (104A, 104B, 104C, 104D). In an embodi 
ment, more than one RF network node (104A, 104B, 104C, 
104D) may signal to become the redundant RF network 
node (104A, 104B, 104C, 104D) and a protocol of collision 
resolution may be used to determine which will be the 
redundant RF network node (104A, 104B, 104C, 104D). For 
example, two RF network nodes 104A and 104B may each 
attempt to signal to be the redundant RF network node. 
Following the signal protocol, each RF network node 104A 
and 104B may determine a time slot to send the redundant 
signal; the first to transmit the signal may become the 
redundant RF network node. In the case of both RF network 
nodes 104A and 104B signaling at the same time, a protocol 
may be employed to resolve the collision and retransmit the 
signal to determine which one becomes the redundant RF 
network node. In an embodiment, the resolution protocol 
may continue until it is determined which one of the RF 
network nodes 104A or 104B will become the redundant RF 
network node. 

0506. In an embodiment, the RFID tag 102 may be able 
to report the status of the RF network nodes (104A, 104B, 
104C, 104D) in the RFID tag 102. This may allow for 
advance notice of a potential permanent disablement of the 
RFID tag 102, which can then provide the basis for appro 
priate remedial actions. For example, the RFID tag 102 may 
contain four RF network nodes (104A, 104B, 104C, 104D) 
but two may have become damaged and the remaining two 
RF network nodes are providing redundant functionality or 
memory. In this example, the damaged RF network nodes 
may reduce the over all functionality of the RFID tag 102. 
The RFID tag may communicate in a transmission to the 
reader 140 that there are damaged RF network nodes and 
that the RFID tag 102 functionality has been reduced. This 
may provide notice to replace the RFID tag to restore full 
functionality and information recording. 
0507. In a similar manner to the functional redundancy, 
the RF network node (104A, 104B, 104C, 104D) memory 
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may also have a redundancy protocol. In an embodiment, the 
plurality of RF network nodes (104A, 104B, 104C, 104D) 
may create a distributed memory to be used in configura 
tions such as redundant memory or increased memory to the 
RFID tag 102. The redundant memory configuration may 
have each of the more than one RF network nodes (104A, 
104B, 104C, 104D) storing the same information, thereby 
providing a memory configuration that may maintain the 
RFID tag 102 information as long as one of the RF network 
nodes (104A, 104B, 104C, 104D) is operational. The 
increased memory configuration may access the individual 
RF network node (104A, 104B, 104C, 104D) memory as a 
single memory to store increased amounts of memory for the 
RFID tag 102. In an embodiment, either of these memory 
configurations may support public memory, private memory, 
encrypted memory, read once/write many, read/write, read 
only, or the like. 
0508. In an embodiment, each of the more than one RF 
network nodes (104A, 104B, 104C, 104D) may store the 
same memory information in the redundant memory con 
figuration, so that on the same RFID tag 102, the same 
information may be stored on each of the individual RF 
network nodes (104A, 104B, 104C, 104D). In this redundant 
memory configuration, the RFID tag 102 information may 
be maintained as long as one of the RF network nodes 
(104A, 104B, 104C, 104D) continues to operate. In an 
embodiment, the redundant memory configuration may be 
used on components that operate in environmentally chal 
lenging locations such as high temperatures, high stress, or 
the like where there may be a possibility of the RFID tag 102 
being damaged. 
0509. In an embodiment, the distributed memory may 
provide for increased memory where the memory of the 
more than one RF network nodes (104A, 104B, 104C, 
104D) function as a combined single memory store, so that 
the memory may be the sum of all the RF network node 
(104A, 104B, 104C, 104D) memory. For example, if each of 
the RF network nodes (104A, 104B, 104C, 104D) have 8K 
of memory, the total memory of a four RF network node 
RFID tag 102 would be 32K of memory. In an embodiment, 
the increased memory RFID tag 102 may be used on 
components that are in a less stressful environment, where 
the RFID tag 102 is less likely to be damaged. 
0510. In another embodiment, the distributed memory 
may store a combination of data and metadata. In an 
embodiment, the RFID tag 102 may store data only until a 
reader reads the data. As part of the data read, the RFID tag 
102 data may be cleared and metadata indicating an external 
network storage location of the data just read from the RFID 
tag 102 may be written to the RFID tag 102. In this manner, 
the RFID tag 102 may be able to record and store more data 
than would otherwise be possible with the limited amount of 
memory on the RFID tag 102. Over time, data recorded by 
the RFID tag 102 may be stored on an external data store 
with only metadata stored on the RFID tag 102. 
0511) An additional advantage to this memory configu 
ration may be that data would not be lost if the RFID tag 102 
were damaged and stopped functioning. In an embodiment, 
if the RFID tag 102 is damaged, it may be replaced with a 
new RFID tag 102 and the existing metadata loaded to the 
new RFID tag 102, thereby providing for continued data 
recording from the same component without a loss of data 
by means of the new RFID tag 102. 
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0512. In an embodiment, the different memory configu 
rations may be used individually or in combination to 
provide the memory configuration required for the RFID tag 
102 type. For example, in a four RF network node (104A, 
104B, 104C, 104D) RFID tag 102, two RF network nodes 
(104A, 104B) storing the same information may create 
redundant memory; this may be repeated for the other two 
RF network nodes (104C, 104D), with a final result of two 
sets of redundant RF network nodes (104A, 104B) and 
(104C, 104D). Additionally, the two sets of RF network 
nodes (104A, 104B) and (104C, 104D) may then be com 
bined as increased memory for the RFID tag 102. This 
configuration may result in two sets of redundant increased 
memory for the RFID tag 102. It may be understood by one 
knowledgeable in the art that the RF network nodes (104A, 
104B, 104C, 104D) may use in a number of different 
redundant and increased memory configurations. 

0513. In an embodiment, the RF network node memory 
configuration may be set in the hardware, firmware, Software 
configured, or the like. In an embodiment, the memory 
configuration may be programmed into the RFID tag 102 
when it is associated with a component. 

0514. In an embodiment, in either a redundant or 
increased memory configuration, the master RF network 
node may manage the memory of the RFID tag 102. As part 
of the hardware, firmware, Software, or like configurations 
of the RFID tag 102, different parts of the RFID tag 102 
memory may be assigned different read/write permissions. 
For example, there may be private memory, public memory, 
user memory, read only memory, write once/read many 
memory, read/write, and the like that may be used for 
different information dependent on the different entities that 
needed access to the information. In an embodiment, the 
master RF network node may manage the different memo 
ries, memory configurations, memory read types, and the 
like within the RFID tag 102. In an embodiment, the may be 
predetermined memory locations and memory allocations 
for the different types of memory within the RFID tag 102. 

0515. In an embodiment, public memory may be used for 
information that can be read may any entity or enterprise that 
is able to read the information from the RFID tag 102. For 
example, any enterprise along a distribution route for a 
product with an RFID tag 102 may be able to read the name 
and quantity information of the product. But only certain 
enterprises may be able to read the distribution history of the 
product, the owner information, serial number information, 
final delivery information, or the like. This information may 
be in private memory and may be encrypted, protected with 
a password, or the like. 

0516. In an embodiment, the RFID tag 102 may have user 
specific memory that only the owner of the product may 
access. The user memory may be structured or non-struc 
tured memory that may allow the user to write any infor 
mation to these locations. The user memory may be 
encrypted, password protected, or the like. 

0517. In an embodiment, public, private, or user memory 
may be read only, write once/read many, read/write, or the 
like. In an embodiment, information in the read only 
memory may be written to the RFID tag 102 when the RFID 
tag 102 is initially associated with the object. This may be 
information that the owner of the object does not want to 
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have replaced or lost during the life span of the object such 
as the object name, the object quantity, the object serial 
number, or the like. 

0518. In an embodiment, information in the write once/ 
read many memory may be information that is added to the 
RFID tag 102 during the life span of the object. This may be 
information that the owner of the object does not want to 
have replaced or lost during the life span of the object. For 
example, the object may be in a distribution system. At each 
stop, change of transportation system, change of carrier, or 
the like that occurs during the distribution of the object, 
information may be written to the RFID tag 102 to provide 
a distribution history of the object. The owner of the object 
may want the distribution information written to the RFID 
tag 102 but may not want to have the information overwrit 
ten or erased because this information may provide a dis 
tribution history of the object. But, once the information is 
written to the RFID tag 102, the owner of the object may 
want to read the distribution information many times. In an 
embodiment, the write once\read many memory may be 
public, private, or user memory. 

0519 In an embodiment, information in the read/write 
memory may be information that is temporary information 
to the RFID tag 102 during the life span of the object. The 
read/write memory may be overwritten during the life span 
of the object and may be used to provide temporary infor 
mation, information of the last state of the object, informa 
tion containing the changing state of the object (e.g. chang 
ing weight), or the like. For example, the RFID tag 102 may 
be on a pallet that holds a number of identical objects. Every 
time an object is removed from the pallet, the number of 
objects remaining on the pallet may be revised in the 
read/write memory of the RFID tag 102. In this example, the 
read/write memory may be public, private, or user memory. 

0520. As previously described herein, the RFID tag 102 
may include a communication facility 134 that may provide 
communication to devices, networks, interfaces, or the like 
that are external to the RFID tag 102. Referring to FIG. 11, 
an embodiment is shown of the RFID tag 102 communicat 
ing with a plurality of sensors (1104, 1108, 1110), a gateway 
facility 1112, and a cellular network 1114. In an embodi 
ment, the communication facility 134 may be connected to 
more than one external device at the same time. For 
example, the communication facility 134 may be connected 
to a self-powered sensor 1104 and a gateway facility 1112. 
This may allow the RFID tag 102 to read the self-powered 
sensor 1102 and communicate the reading to a network that 
may be connected to the gateway facility 1112. 

0521. In an embodiment the gateway facility 1112 may 
provide communication to an external network that may 
include a LAN, a WAN, a peer-to-peer network, an intranet, 
an Intranet, or the like. In an embodiment, the connection 
between the gateway facility 1112 and the communication 
facility 134 may be wired or wireless. The wireless connec 
tion may include WiFi, Bluetooth, wireless USB, ultra 
wideband, or the like. In an embodiment, the gateway 
facility 1112 may be able to transmit and receive information 
to and from the network. In an embodiment, by connection 
to a gateway facility 1112, the RFID tag 102 may be 
considered computer device on a network where information 
may be input and output. For example, as information is 
stored on the RFID tag 102 from a reader 140 or sensor 
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(1104, 1108, 1110), the stored information may be transmit 
ted to the network using the communication facility 134 
connected to the gateway facility 1112. Additionally, infor 
mation may be stored on the RFID tag 102 from the network. 
For example, during a read cycle, the RFID tag 102 may 
check the connected gateway facility for any information 
that may be waiting to be transferred from the network. 
0522. In another embodiment, RFID tags 102 may be 
able to communicate with each other using the connected 
gateway facility 1112. In this embodiment, a group of RFID 
tags 102 may form an RFID tag 102 network where infor 
mation may be communicated between the each other using 
the gateway facility 1112 network connection. For example, 
in addition or instead of communicating information to the 
reader 140, when the RFID tag 102 is powered up by a 
reader 140 signal, the RFID tag 102 may communicate 
information to other RFID tags 102 using the gateway 
facility 1112. There may be more than one RFID tag 102 
within an area that also have gateway facility 1112 connec 
tions that may receive and transmit information to and from 
other RFID tags 102. The RFID tags 102 may be able to 
communicate any information stored within the RFID tag 
102 memory using the gateway facility 1112. The inter RFID 
tag 102 communication may provide a method of data 
backup among the RFID tags 102, may provide an RFID tag 
102 distributed memory, may provide an RFID tag 102 
shared memory, or the like. 
0523. In an embodiment, the cellular network 1114 con 
nection may provide another method of communicating 
information to a network. In certain situations, the RFID tag 
102 may not be directly connected to a gateway facility 1112 
network but may have connectivity through the cellular 
network 1114. The cellular network 1114 may provide the 
RFID tag 102 access to a cellular network provider and 
thereby access to a network for communicating the RFID tag 
102 information. Similar to the gateway facility 1112 con 
nection, the RFID tag 102 may be able to transmit infor 
mation to and from the cellular network 1114 as information 
is written to the RFID tag 102. 
0524. In an embodiment, the gateway facility 1112 and 
cellular network 1114 connections may provide traceability 
of the RFID tag 102 throughout its life cycle. For example, 
as a product moves through a distribution system it may 
have a plurality of read cycles that may write information to 
the RFID tag 102. As the RFID tag 102 receives information, 
the RFID tag 102 may be able to communicate the new 
information through the gateway facility 1112 or cellular 
network 1114. In this manner, the information on the RFID 
tag 102 may be recorded and tracked from a remote location 
connected to the network. For example, the owner of the 
RFID tag 102 product may be able to track the progress of 
the product through the distribution system from the 
remotely connected location. 
0525) In an embodiment, the RFID tag 102 communica 
tion facility 134 may be connected to both the gateway 
facility 1112 and the cellular network 1114. Depending on 
the location of the RFID tag 102 when new information is 
written, the RFID tag 102 may select either the gateway 
facility 1112 or cellular network 1114 to communicate the 
new information to the network. For example, in a more 
remote location, the cellular network 1114 may provide the 
network connection when the gateway facility may not have 
connectivity to a network. 
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0526 In an embodiment, the RFID tag 102 may be able 
to connect to the network through the gateway facility 1112 
or cellular network 1114 during power up, at full power, or 
the like. In embodiments, the RFID tag 102 may be powered 
up by ambient electromagnetic waves, by a reader signal, by 
an electromagnet signal device, or the like. For example, the 
RFID tag 102 may power up every time there is an ambient 
electromagnetic wave that is strong enough to provide 
power to the RFID tag 102. During any of the ambient wave 
power ups, the RFID tag 102 may attempt to communicate 
with the network using the gateway facility 1112 or cellular 
network 1114. In another example, there may be a device 
that periodically generates a signal that may power up the 
RFID tag 102 to communicate with the network. 
0527. In an embodiment, the sensors (1104, 1108, 1110) 
may provide information Such as temperature, humidity, 
stress, acceleration, or the like to the RFID tag 102. In an 
embodiment, the sensors (1104, 1108, 1110) may be self 
powered 1104, RFID tag powered 1108, require no power 
1110, or the like. 

0528. In an embodiment, the communication facility 134 
may provide connectivity between the RFID tag 102 and the 
sensors (1104, 1108, 1110). In embodiments, the communi 
cation facility 134 may be a direct interface, a serial inter 
face, a parallel interface, a gateway interface, a network 
interface, or the like. In an embodiment, any of the interface 
types may be implemented as a wired or wireless connec 
tion. In an embodiment, the wireless connections may be a 
cellular connection, a WiFi connection, an infrared connec 
tion, a Bluetooth connection, wireless USB, ultra wideband, 
or the like. In an embodiment, the communication facility 
134 may provide a connection to the sensors, a network, 
other RFID tags, or the like. 
0529. In an embodiment, the RFID tag 102 using a 
wireless communication interface 134, may be located 
remotely from the sensors (1104, 1108, 1110). This may 
allow the RFID tag 102 to be in a location that may be less 
Susceptible to damage and still collect data from a sensor 
(1104, 1108, 1110) that may be in an environment that would 
be damaging to the RFID tag 102. 
0530 Additionally, using the communication facility 
134, the RFID tag 102 may be able to communication with 
more than one sensor (1104, 1108, 1110) using either a wired 
or wireless connection. In this embodiment, the RFID tag 
102 may network a number of sensors together to collect and 
save the sensor information. 

0531. In an embodiment, the communication facility 134 
may be a separate device from the RFID tag 102, part of the 
RFID tag 102, a combination of separate and part of the 
RFID tag 102, or the like. 
0532. In an embodiment, the RFID tag 102 may read the 
sensors (1104, 1108, 1110) during power up, at full power, 
or the like. In embodiments, the RFID tag 102 may be 
powered up by ambient electromagnetic waves, by a reader 
signal, by a electromagnet signal device, or the like. For 
example, the RFID tag 102 may power up every time there 
is an ambient electromagnetic wave that is strong enough to 
provide power to the RFID tag 102. During any of the 
ambient wave power ups, the RFID tag 102 may read the 
data from the sensors (1104, 1108, 1110). In another 
example, there may be a device that periodically generates 
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a signal that may power up the RFID tag 102 to read the 
sensors (1104, 1108, 1110). In another example, the sensors 
(1104, 1108, 1110) may contain memory for the sensor 
readings taken during a read using ambient waves and the 
RFID tag 102 may read the sensor stored data when the 
RFID tag 102 receives a reader 140 signal. 
0533. In an embodiment, the self-powered sensor 1104 
may be powered by an external source Such as AC power, 
DC power, battery power, or the like. Because of the 
constant power source, the self-powered sensor 1104 may 
continuously measure and provide data to the RFID tag 102. 
The RFID tag 102 may only read the continuously provided 
data when the RFID tag 102 is powered up. 
0534. In an embodiment, the RFID powered sensor 1108 
may be powered only from the RFID tag 102. In an 
embodiment, when the RFID 102 is powered up, the RFID 
tag 102 may provide power to the RFID powered sensor 
1108. For example, the RFID tag 102 may power up from a 
received signal, the RFID tag 102 may send power to the 
RFID powered sensor 1108, the RFID powered sensor 1108 
may read data, and the RFID tag 1102 may then read and 
store the RFID powered sensor 1108 data. 
0535 In an embodiment, the no power sensor 1110 may 
not require any power to read data, and may instead wait for 
the RFID tag 102 to request data. For example, the RFID tag 
102 may power up from a received signal, the RFID tag 102 
may request data from the no power sensor 1110, the no 
power sensor 1110 may read data, and the RFID tag 102 may 
then read and store the no power sensor 110 data. 
0536. It may be understood by someone knowledgeable 
in the art that there may be a number of different types of 
sensors (1104, 1108, 1110) used individually or in combi 
nation with at least RFID tag 102. 
0537. In embodiments, there may be a number of meth 
ods of assembling the RF network nodes 104 as described 
herein to the RFID tag 102. The RF network nodes may be 
applied by mechanical direct placement, conductive ink 
transfer, thermal ink transfer, silkscreen, or the like. In an 
embodiment, non-precise RF network node 104 placement 
processes Such as conductive ink transfer, thermal ink trans 
fer, silkscreen, or the like may be applied to an area of the 
RFID tag 102 where there are antenna leads that are closely 
spaced. As depicted in FIG. 9, the antenna 108 may have 
connection leads; these leads may be of various designs that 
may provide for small gaps between the two antenna 108 
halves. The small gap between the antenna 108 leads may 
allow the RF network node 104 leads to bridge the gap and 
make contact to both halves of the antenna 108. The two 
antenna 108 leads may branch into a plurality of leads; the 
plurality of leads of the two antennas 108 may be in close 
proximity in a certain area on the RFID tag 102. This certain 
area may be where the RF network nodes 104 are applied to 
the RFID tag 102. In embodiments, the gap between the 
leads may be small enough to allow the RF network node 
104 to bridge the antenna 102 lead gap. 
0538 In embodiments, the mechanical direct placement 
method may include traditional chip placement Such as 
flip-chip, direct attach, strap attach, PICA, and the like. 
Using the mechanical direct placement, the RF network 
node 104 may be place on a Substrate using mechanical 
means. The mechanical direct placement method may be 
able to precisely place the RF network node 104 to the 
antenna 108 leads. 
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0539. In an embodiment, the RF network node 104 may 
be placed using conductive inks. The RF network node 104 
may be mixed into the conductive ink solution and deposited 
onto a RFID tag 102 substrate. The conductive ink applica 
tions may be an inkjet application, a spray application, a 
brush application, silkscreen application, or the like. In an 
embodiment, there may be a controlled density of RF 
network nodes 104 within the conductive ink solution that 
allows a certain number of RF network nodes 104 to be 
applied to the RFID tag 104 substrate with a certain volume 
of conductive ink. For example, if a spray process is used, 
a spray of a certain duration may yield a known amount of 
RF network nodes 104 being applied to the RFID tag 102 
substrate. 

0540 Referring to FIG. 12, an embodiment of a screen 
printing method for the application of RF network nodes to 
a Substrate is shown. In an embodiment, screen-printing may 
be the method of applying inks, dyes, or the like onto a 
Substrate through a mesh; the mesh may contain the pattern 
to apply the ink, dye, or the like. For example, Screen 
printing may be used to apply ink or dye to cloth, apply 
circuits to a circuitboard, or the like. In an embodiment, the 
screen-printing process may consist of at least one ink, dye, 
or the like application to a Substrate. 

0541. In an embodiment, RF network nodes 104 may be 
in Suspended a solution 1204 for application through a mesh 
1212 onto a substrate 1220. In an embodiment, the RF 
network node solution 1204 may be applied to the mesh 
1212 screen in preparation for being applied into the mesh 
openings 1210. In an embodiment, the solution 1204 may 
include a conductive Solution, non-conductive solution, or 
other Solution that may be used with a screen-printing 
process. In an embodiment, an applicator 1208 may be used 
in a screen-printing method to move across the mesh 1212 
to direct the solution into the mesh openings 1210. In an 
embodiment, the mesh openings 1210 may be in Substan 
tially the same shape as the RF network nodes 104. In an 
embodiment, the substantial matching of the RF network 
nodes 104 and the mesh openings 1210 shapes may orient 
the RF network node 104 to the substrate 1220 as the 
applicator 1208 directs the RF network node 1202 into the 
mesh opening 1210. In an embodiment, the RF network 
node 104 may be any shape that may include round, square, 
rectangular, or the like. 

0542. In an embodiment, the antenna contacts for the RF 
network nodes 104 may be on opposite faces of the RF 
network nodes 104. For example, the antenna contacts may 
be on the top and bottom faces of the RF network nodes 104. 
This embodiment may permit one antenna contact to con 
nect with the first antenna half and the second contact to be 
available for connection to the second antenna half. In an 
embodiment, the shape of the RF network node 104 Sub 
stantially matching the shape of the mesh opening 1210 may 
facilitate the proper alignment of the RF network node 104 
with the substrate 1220 so that proper contact may be made 
with an antenna. 

0543. In an embodiment, the mesh 1212 may have at least 
one mesh opening 1210 to create a pattern of RF network 
nodes 104 being placed on a substrate 1220. In an embodi 
ment, the dimensions of the mesh openings 1210, mesh 
thickness 1214, mesh distance from the substrate 1218, the 
mesh shape, and the like may be configured to orient the RF 
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network node 104 to the substrate 1220. For example, the RF 
network node 104 may be a rectangular shape with the mesh 
1212 having a similar rectangular shape opening 1210. The 
mesh opening 1210 may be substantially the same rectan 
gular shape and the mesh thickness 1214 may be matched to 
the thickness of the RF network node 1202. Thus, the mesh 
opening 1210 and thickness 1214 may act as a guide for the 
RF network node 104 to be properly placed on the substrate. 
In an embodiment, the mesh to substrate distance 1218 may 
also be matched to the RF network node 104 thickness so 
that only one RF network node 104 may be placed per mesh 
opening 1210. It may be understood by those of skill in the 
art that any given mesh 1212 may contain more than one 
mesh pattern, or any arrangement of mesh openings for the 
application of more than one RF network node 104 pattern 
on the substrate 1220. 

0544 FIG. 13 depicts, in an embodiment, how screen 
printed RF network nodes 104 may be directed into contact 
with the substrate for proper antenna contact. If, after the 
screen-printing process is complete and the RF network 
nodes 104 have been applied to the substrate 1220, the RF 
network nodes 104 are not be in contact with the antenna, a 
RF network node 104 may be directed into contact with the 
substrate. In an embodiment, the RF network nodes 104 may 
be directed to contact the substrate by methods that may 
include rolling, pressing, air pressure, Suction, or other 
process capable of applying a force on the RF network node 
104 to make contact with the substrate 1220. 

0545. In FIG. 13, an embodiment of a rolling process to 
press the RF network nodes 104 into contact with the 
Substrate is shown. As shown in view A, after screen 
printing the RF network node 104 may be suspended in the 
solution 1204 and not in contact with the substrate 1220. As 
depicted in this figure, a roller 1302 may be used to roll over 
the screen-printed RF network node 104 pattern to press the 
RF network nodes 104 onto the substrate 1220. In an 
embodiment, the roller 1302 may rotate around a center axis. 
In an embodiment, the roller may be made of a material that 
will not cause damage to the RF network node 104. In an 
embodiment, the roller material may include a silicone, 
rubber, or the like. 

0546) As shown in FIG. 13 view B, after the process to 
press the RF network node 104 into contact with the 
substrate 1220, the RF network node 104 may be in contact 
with the substrate 1220 and antenna. As shown in view B, 
after the RF network node 104 has been pressed into contact 
with the substrate 1220, the solution 1204 may be cured with 
heat 1304 so that the RF network node 104 is fixed in its 
position relative to the substrate 1220. 

0547 Referring to FIG. 14, an embodiment of the screen 
printing process of applying RF network nodes 104 to an 
antenna 108 is shown. In an embodiment, as shown in view 
A, the antenna 108 may be applied to the substrate 1220 
using an inkjet process, Screen-printing process, or the like. 
In an embodiment, as shown in view B, the RF network 
nodes 104 may be applied to the antenna 108 using the 
screen-printing as previously described in FIG. 12. In an 
embodiment, the screen-printing process may be able to 
apply the RF network nodes 104 in a position required to 
make contact with the antenna 108. In this case, the RF 
network node 104 may be applied to one side of the antenna 
108. In an embodiment, as previously discussed in FIG. 12, 
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the RF network node 104 may have two antenna leads that 
may be positioned on opposite sides of the RF network node 
104. In an embodiment, the screen-printing process may 
orient the RF network node 104 to position the RF network 
nodes 104 to the substrate 1220 providing for one of the RF 
network node 104 antenna leads to be in contact with the 
antenna 108. In an embodiment, as shown in view B of FIG. 
14, one of the antenna leads may be in contact with the left 
half of the antenna 108. 

0548. In an embodiment, after the RF network nodes 104 
have been screen-printed in place and cured, a non-conduc 
tive layer 1404 may be applied over the RF network nodes 
104 to the other half of the antenna 108 as shown in view C 
of FIG. 14. In an embodiment, the application of the 
non-conductive layer 1404 may be optional. In an embodi 
ment, the non-conductive layer 1404 may provide a transi 
tion material layer to allow a Smooth contact path for a 
contact layer 1408 to follow. In an embodiment, the non 
conductive layer 1404 may be a non-conductive solution 
that may be applied by a process that may include inkjet, 
screen-printing, spray, brush, or the like. 
0549. In an embodiment, the contact layer 1408 may be 
applied to provide a connection between the RF network 
nodes 104 and the other antenna half 108 as shown in view 
D of FIG. 14. In an embodiment, the contact layer 1408 may 
complete the circuit between one half of the antenna 108, the 
RF network node 104, and the second half of the antenna 
108. In an embodiment, as shown in view D of FIG. 14, one 
RF network node 104 lead may be in contact with the left 
side of the antenna 108, the second RF network node 104 
lead may be in contact with the contact layer 1408, and the 
contact layer 1408 may be in contact with the right hand side 
of the antenna 108. 

0550. In an embodiment, the number of RF network 
nodes 104 applied to the antenna 108 may be related to the 
number of mesh openings 1210 that may create the pattern 
of the screen-printing mesh 1212, as described previously 
with reference to FIG. 12. In an embodiment, the RF 
network nodes 104 may be applied to one side of the antenna 
108, applied to both sides of the antenna 108, bridge across 
the antenna 108, or may be arranged in any other orientation 
that allows the RF network node 104 to make contact with 
both halves of the antenna 108. 

0551. In an embodiment, thermal printing may be another 
printing method that may be used for the application of 
multiple RF network nodes 104 to a substrate, as shown in 
FIG. 15. FIG. 15 shows an embodiment of a thermal printer 
ribbon 1502 applying ink, wax, resin, or the like to a 
Substrate 1504. 

0552. In an embodiment, the node network may comprise 
multiple RF network nodes 104 that are connected to 
communicate in a coordinated manner. The multiple RF 
network nodes 104 may be connected as previously 
described, using a serial connection, parallel connection, 
antenna connection, or the like. In an embodiment, thermal 
printing may be used in addition to other multiple network 
node application methods, such as Screen printing, or ther 
mal printing may be a stand alone application that applies 
both the multiple RF network nodes 104 and the antenna 
108. 

0553. In an embodiment, the thermal printer ribbon 1502 
may be constructed using at least two layers that may 



US 2007/0210923 A1 

include a backing Surface, an ink Surface, and the like. In an 
embodiment, the ink may be a wax, resin, or the like that 
may melt with the application of heat. In an embodiment, a 
thermal element (not shown) may apply heat to the ribbon 
1502 to melt the ink surface and apply the ink to the 
substrate 1504. In an embodiment, the ink may be a con 
ductive ink. 

0554. In an embodiment, the network nodes may be 
pre-applied to the substrate 1504 using another application 
method. In an embodiment, the substrate 1504 may be a 
continuous feed substrate on a roll, a set of individual 
substrates, or the like. In an embodiment, the substrate 1504 
with the multiple network nodes may be fed into a thermal 
printer. In an embodiment the substrate 1504 may have 
antenna leads pre-applied to the Substrate that may connect 
to the multiple network nodes. In an embodiment, the 
thermal printer may apply an antenna pattern to the Substrate 
1504 that may connect to the pre-applied antenna leads. 
0555. In an embodiment, the applied antenna pattern may 
be matched to the type of container to which the RFID tag 
102 is attached, including containers for Substances such as 
liquid, metal, wood, or the like. For example, if the RFID tag 
102 is to be applied to a container for liquids, the thermal 
printer may print an antenna that performs best when in 
close relation to a liquid. Similarly, the thermally printed 
antenna may be adapted for the Surface of the container upon 
which it is printed, or it may be adapted for the environment 
in which the container exists (e.g., hot or cold conditions, 
humidity levels, proximity to corrosive gases or liquids, and 
the like). 
0556. As an example, the antenna pattern that may be 
printed onto the substrate 1504 may be selected from a set 
of antenna patterns that may be used for the different 
materials on which the RFID tag 102 may be attached. In an 
embodiment, as a RFID tag 102 is being printed, the proper 
antenna may be selected from the set of antenna patterns 
based on the object bearing the RFID tag 102. In an 
embodiment, the antenna pattern that is printed may be 
different for each RFID tag 102 that is printed. For example, 
a first RFID tag 102 that is applied to a water bottle may 
receive an antenna that is Suited for a water application, 
while the next printed RFID tag 102 that is applied on a 
metal container may receive an antenna that is Suited for the 
metal application. In an embodiment, the antenna pattern 
that may be printed on an RFID tag 102 may be any antenna 
pattern chosen from the available antenna pattern set. 
0557. It will be understood by skilled artisans that any 
type of information, such as bar code information, man 
readable information, or the like may be printed on the RFID 
tag 102 by the thermal printer, in addition to an antenna 
pattern. 

0558. In another embodiment, the thermal printer may 
apply both the multiple RF network nodes 104 and the 
antenna pattern onto an RFID tag 102. In an embodiment, 
the multiple RF network nodes 104 may be applied to the 
thermal ribbon 1502 and may be applied along with a 
matched antenna during the thermal printing of the RFID tag 
102. In an embodiment, the substrate may be blank and all 
the RFID tag 102 components (e.g. multiple RF network 
nodes 104 and antenna 108) may be applied to the blank 
Substrate. In this manner, the Substrate may be any type of 
blank substrate to be applied to an object and the proper 
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multiple RF network nodes 104 and antenna 108 may be 
applied as the RFID tag 102 is printed. 
0559). In an embodiment, the multiple RF network nodes 
104 may have been applied to ribbon 1502, as shown in FIG. 
15. In an embodiment, the multiple RF network nodes 104 
may be applied using methods previously described methods 
Such as screen printing, spray, brush, or the like. In an 
embodiment, the multiple RF network nodes 104 may be 
applied in a generic manner so that multiple RF network 
nodes 104 may be printed based on the object to which the 
RFID tag 102 may be attached. For example, a first item may 
require a smaller amount of storage space for product data 
and therefore require fewer RF network nodes 104. A second 
item may be more complicated and may require more 
memory, functionality, and the like and therefore may 
require more RF network nodes 104. In an embodiment, the 
memory used for the second item may include public and 
private memory. 

0560. In an embodiment, the multiple RF network nodes 
104 may be applied to the ribbon 1502 using ink, wax, resin, 
or the like that hold the multiple nodes in place on the ribbon 
1504. In an embodiment, during the printing process the 
multiple RF network nodes 104 may be applied to the 
Substrate by melting the ink, wax, resin, or the like that is 
holding the multiple RF network nodes 104 to the ribbon. In 
an embodiment, once the ink, wax, resin, or the like is 
melted, the multiple RF network nodes 104 may be applied 
to the substrate. In an embodiment, the connections between 
the multiple RF network nodes 104 may also be applied by 
the thermal printing process. 
0561. In an embodiment, the generic application of the 
multiple RF network nodes 104 may be a grid of RF network 
nodes 104 on the ribbon 1502 applied to the substrate 1504 
as required for the item that will bear the RFID tag 102. For 
example, there may be an NxM grid of nodes on the ribbon 
1502 applied as required to create the multiple network 
nodes on the substrate 1504. The multiple RF network nodes 
104 required for a particular application may require an 
N-3xM grid of RF network nodes 104 to provide the 
application with the necessary memory and functionality 
requirements. The thermal printing process would apply the 
N-3XM nodes to form the multiple RF network nodes 104; 
the remainder of the nodes may remain on the ribbon 1502. 
0562. In an embodiment, the thermal printer may apply 
an antenna 108 pattern to the substrate 1504 that may 
connect to the multiple RF network nodes 104 that may have 
been applied by the thermal printing. 

0563) When using ink or fluid RF network node 104 
placement methods, the RF network nodes may not be in 
contact with the antenna 108, may not be close enough to the 
antenna 108, may not be in the correct orientation to the 
antenna 108, or the like. In these cases, as illustrated in FIG. 
16, the RF network nodes 104 may be pulled into contact 
with the antenna 108 using a vacuum device 1618. Referring 
to FIG. 16, a method and system to provide a maximum 
number of randomly placed RF network nodes 104 contact 
ing the antenna leads 108 is shown. A vacuum device 1618 
may be used to pull the randomly placed RF network nodes 
104 to the antenna leads 108 in the attachment Zone 1610. 
This method may increase the percentage of randomly 
placed RF network nodes 104 in electrical contact with the 
antenna leads 108 in the attachment Zone 1610. The attach 
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ment Zone 1610 may be where the leads from the antenna(s) 
108 are in close proximity to each other to allow contact 
with the randomly placed RF network nodes 104. As pre 
viously described herein, the RF network nodes 104 may be 
applied using a conductive ink method of depositing the RF 
network nodes 104 to the attachment Zone 1610. In embodi 
ments, the RF network nodes 104 may be applied by other 
random placement methods that place the RF network nodes 
104 on the attachment Zone 1610. In an embodiment, the RF 
network nodes 104 may be randomly placed in the attach 
ment Zone 1610 by any placement process. 
0564) The randomly placed RF network nodes 104 may 
not be flat on the attachment Zone 1610, and therefore all the 
RF network nodes 104 may not make an electrical connec 
tion with the antenna leads 1608. If the conductive ink 
application process is used, the RF network node 104 may 
be partially on top of another RF network node 104. In an 
embodiment, the RF network nodes 104 may be angled 
between the antenna leads 1608 and part of another RF 
network node 104. There may also be a plurality of RF 
network nodes 104 suspended in the conductive ink solution 
and not close enough to the antenna leads 1608 for the 
conductive ink to allow electrical contact between the RF 
network nodes 104 and the antenna leads 1608. 

0565. As depicted in FIG. 16, a vacuum device 1618 may 
be used to draw RF network nodes 104 that are not in contact 
with the antenna leads 1608 into contact with the antenna 
leads 1608. In an embodiment, the attachment Zone 1610 or 
the entire substrate 1602 may be made of a porous material 
1614 that allows air or fluid flow through the porous material 
1614 using a vacuum device 1618. The vacuum device 1618 
may be on the opposite side of the substrate 1602 from the 
RF network nodes 1612 to draw air or fluid over the RF 
network nodes 104 and through the porous 1614 substrate 
1602. The antenna 108 and antenna leads 1608 may have 
previously been applied to the porous 1614 substrate 1602. 
The vacuum device 1618 may be used to draw air or fluids 
through the porous 1614 substrate 1602 and may pull the RF 
network nodes 104 flat to the antenna leads 1608. To further 
aid the positioning of RF network nodes 104 that are 
partially or fully on top of another RF network node 104, the 
substrate 1602 may be vibrated to allow the RF network 
nodes 104 to be pulled flat to the antenna leads 1608. The 
substrate 1602 vibration, in conjunction with the vacuum 
device 1618, may allow the RF network nodes 104 that are 
partially or fully on top of other RF network nodes 104 to 
move to a flat contact with the antenna leads 1608. 

0566. As previously described herein, and with reference 
to FIG. 2, the RFID tag 102 may include at least one antenna 
108 associated with the multiple RF network nodes 104. In 
embodiments, the multiple antennas may be used to provide 
different antenna selections to match the type of object to 
which the RFID tag 102 is attached such as a metal object, 
liquid object, or the like. The RFID tag 102 may be able to 
select the antenna that provides the best reception and 
transmission characteristics for the RFID tag 102 and object 
combination. In an embodiment, the RFID tag 102 may 
select one of the antennas to improve the impedance match 
between the antenna 108 and the RF network nodes 104, the 
object to which the RFID tag is attached may influence the 
antenna impedance. 
0567. In an embodiment, the at least one antenna 108 
may be all the same type of antenna, different types of 
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antennas, a combination of similar antenna and different 
antennas, or the like. For example, an RFID tag 102 that 
includes four antennas may have two pair of similar anten 
nas. This may allow the RFID tag 102 a choice of two 
different types of antenna for different object types (e.g. 
liquids or metals) and a choice within the antenna types to 
adjust the impedance of the selected antenna type to the RF 
network nodes 104. In an embodiment, there may be a 
plurality of different antenna designs that may be used on an 
RFID tag 102 Such as a bar antenna, a loop antenna, a patch 
antenna, and the like. Additionally, in a multiple antenna 
configuration, the individual antennas may be shaped to 
simulate other antenna configurations. For example, more 
than one loop antenna may be applied in a circular configu 
ration to simulate a patch antenna. 
0568. In an embodiment, the antenna 108 may have a 
plurality of antenna leads in the area of the RFID tag 102 
where the RF network nodes 104 are attached to the RFID 
tag 102. The antenna 108 leads may be of various designs 
that may provide for Small gaps between the two antenna 
108 halves. The small gap between the antenna leads may 
allow the RF network node 104 leads to bridge the gap and 
make contact to both halves of the antenna 108. The two 
antenna 108 leads may branch into a plurality of leads; the 
plurality of leads of the antenna 108 may be in close 
proximity in the area on the RFID tag 102. This area on the 
RFID tag 102 may be an area where the RF network nodes 
104 are applied to the RFID tag 102. In embodiments, the 
gap between the leads may be small enough to allow the RF 
network node 104 to bridge the antenna 108 lead gap. 
0569. In an embodiment, the antenna 108 may be made 
of different materials such as metal, conductive inks, or the 
like. In embodiments, the conductive ink antennas 108 may 
be applied using inkjet, silkscreen, thermal printing, or the 
like, using, for example, a method that is similar to the 
previously described conductive ink application of the RF 
network nodes 108. 

0570. In an embodiment, the inkjet application of anten 
nas may use a computer device to apply a selected antenna 
pattern to the RFID tag 102 using conductive ink. The inkjet 
process may be similar to printing using a standard inkjet 
printer. In an embodiment, the selected antenna pattern may 
be stored in a database and at the time of the antenna 108 
printing, the database may be searched to identify a Suitable 
antenna for the RFID tag 102. In an embodiment, the 
application of the antenna 108 may include the application 
of the antenna leads, or the antenna leads may be applied at 
a separate time. 
0571. In an embodiment, the silkscreen application of the 
antenna 108 may be similar to the silkscreen application of 
RF network nodes 104 depicted in FIG. 12. There may be an 
antenna pattern provided in the mesh to apply the selected 
antenna. In an embodiment, the antenna 108 may be applied 
at the same time as the RF network nodes 104 as part of the 
silkscreen printing process. 
0572 In an embodiment, the thermal printing application 
of antennas 108 may use a thermal printer and ink ribbon to 
apply an antenna 108 to the RFID tag 102, similar to the 
application thermal printing RF network nodes 104 as 
described with reference to FIG. 15. In an embodiment, the 
selected antenna pattern may be stored in a database and at 
the time of the antenna 108 printing, the database may be 



US 2007/0210923 A1 

searched to identify a suitable antenna for the RFID tag 102. 
In an embodiment, the application of the antenna 108 may 
include the application of the antenna leads or the antenna 
leads may be applied at a separate time. 

0573. In an embodiment, the antenna 108 may be applied 
to the RFID tag 102 substrate before the RF network nodes 
104 are applied. As the RF network nodes 104 are applied 
to the antenna lead area of the RFID tag 102, the RF network 
node 104 antenna contacts may make a connection between 
the antenna leads for the two antenna halves, thereby making 
a complete connection with the antenna 108. As previously 
described, the RF network nodes 104 may be precision 
placed onto the antenna leads or may be randomly placed on 
the antenna leads. In an embodiment, if a conductive ink 
process is used to apply the RF network nodes 104 to the 
antenna 108, the antenna 108 may be applied at the same 
time using conductive inks. 

0574) In another embodiment, the RF network nodes 104 
may be randomly placed on the substrate before the antenna 
108 and antenna leads are applied to the substrate. The RF 
network nodes 104 may be randomly applied to the substrate 
using any random application process including one of the 
conductive ink application processes. In an embodiment, the 
antenna 108 and antenna leads may then be applied over the 
RF network nodes 104; the antenna 108 and antenna leads 
may be applied at the same time or at separate times. In an 
embodiment, the antenna leads may be applied using one of 
the conductive ink processes. In an embodiment, the antenna 
leads may be applied using a non-intelligent application of 
the antenna leads or an intelligent application of the antenna 
leads. 

0575. In an embodiment, the non-intelligent method of 
applying the antenna lead pattern may involve applying the 
antenna leads in a preset pattern regardless of the placement 
of the RF network nodes 104. By applying the antenna leads 
after the RF network nodes 104, the RF network nodes 104 
may not have to be completely flat on the substrate for the 
antenna leads to make contact with the RF network nodes 
104 as the antenna leads are applied over the RF network 
nodes 104. For example, the RF network nodes 104 may be 
positioned at an angle to the Substrate but may still make 
contact with the antenna lead if the antenna lead is applied 
over the RF network node 104 using the methods described 
herein. Thus, this method may yield a satisfactory percent 
age of RF network nodes 104 in contact with the antenna 
leads. It may be understood that this process may connect a 
high percentage or some other percentage of the randomly 
applied RF network nodes 104 to the antenna leads. 

0576. In an embodiment, the RF network nodes 104 may 
be applied to the RFID tag 102 substrate first and the antenna 
lead may be applied over the RF network nodes 104 using 
an intelligent application process. In an embodiment, using 
the intelligent application of antenna leads, a pattern recog 
nition system may be used to recognize the position of the 
RF network nodes 108 on the substrate and may apply a 
unique antenna lead pattern based on the placement of the 
RF network nodes 104. In an embodiment, a software 
application may determine the antenna lead pattern that may 
contact a maximum number of the RF network nodes 104, 
a required number of RF network nodes 104, a minimum 
number of RF network nodes 104, or the like. It may be 
understood that not all of the randomly applied RF network 
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nodes 104 may be connected to the antenna leads 1608 using 
this process. For example, some RF network nodes 104 may 
not be accessible to the determined antenna lead 1608 
pattern. 

0577. In an embodiment, the antenna pattern may be 
applied either before or after the RF network nodes 104 are 
applied and may be matched to the type of container or 
object to which the RFID tag 102 is attached, including 
containers for Substances Such as liquid, metal, wood, or the 
like. For example, if the RFID tag 102 is to be applied to a 
container for liquids, the antenna that is applied may be 
selected from antennas 108 that perform best when in close 
relation to a liquid. Similarly, the applied antenna 108 may 
be adapted for the surface of the container upon which it is 
printed, or it may be adapted for the environment in which 
the container exists (e.g., hot or cold conditions, humidity 
levels, proximity to corrosive gases or liquids, and the like). 
0578. As an example, the antenna pattern that may be 
printed onto the substrate may be selected from a set of 
antenna patterns that may be used for the different materials 
on which the RFID tag 102 may be attached. In an embodi 
ment, as a RFID tag 102 is being applied, the properantenna 
may be selected from the set of antenna patterns based on the 
object bearing the RFID tag 102. In an embodiment, the 
antenna pattern that is applied may be different for each 
RFID tag 102. For example, a first RFID tag 102 that is 
applied to a water bottle may receive an antenna that is 
suited for a water application, while the next RFID tag 102 
that is applied on a metal container may receive an antenna 
that is Suited for the metal application. In an embodiment, 
the antenna pattern that may be printed on an RFID tag 102 
may be any antenna pattern chosen from the available 
antenna pattern set. 

0579. In an embodiment, the set of antenna patterns may 
be a stored set of antenna patterns in a database that may be 
applied by a conductive ink process, may be preprinted on 
the thermal ink ribbon to be selected at the time of printing, 
may be a silkscreen pattern selected at the time of printing, 
or the like. 

0580. In an embodiment, using a conductive ink antenna 
application method, the antenna type may be selected and 
printed when it is determined which object to which the 
RFID tag 102 will be attached. For example, on a thermal 
ink printer, the user may use a computer device to indicate 
the RFID tag 102 will be applied to a certain object. As part 
of the RFID tag 102 printing process, the computer device 
may search a database of antenna patterns for a Suitable 
antenna 108 to be applied to the object. Once the antenna 
108 is selected from the database, the printer may print the 
selected antenna 108 pattern on the RFID tag 102. In this 
manner, a suitable antenna 108 for use with the object may 
be printed on the RFID tag 102 based on the indicated 
object. 

0581. The RFID tag 102 may interface with the reader 
140, and include a plurality of functions, as shown in FIG. 
17. The reader 140, sometimes referred to as a scanner or 
interrogator, may include a radio frequency transmitter and 
receiver 1714 that may both read and write information to 
the RFID tag 102. The reader 140 may come in a plurality 
of configurations, including fixed, portable, embedded, 
smart, or the like, for a plurality of functionality and 
applications. For example, a fixed reader 140 may allow for 
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automatic data capture from a specific location, while a 
portable reader 140 may enable verification functionality. In 
embodiments, the right combination of portable readers 140 
and fixed readers 140 may be important in maintaining the 
greatest visibility of a RFID tagged 102 item throughout a 
Supply chain. Another example may be a Smart reader 140, 
where the reader 140 may have functionality that allows the 
reader 140 to process and store information associated with 
the RFID tag 102. Functionality included in a reader 140 
may include a network interface 1702, a processor 1704, a 
memory 1708, a firmware 1710, a control facility 1712, a 
transmitter and receiver facility 1714, a reader antenna 1718, 
or the like. 

0582. In embodiments, the reader 140 may include the 
control facility 1712, the transmitter and receiver facility 
1714, and the reader antenna 1718 as part of its core 
functionality. For example, the control facility 1714 may 
provide for the control and flow of data to and from the 
transmitter and receiver facility 1714, which may modulate 
and demodulate data through the reader antenna 1718. The 
reader antenna 1718 may in turn, provide for the RF 
communications interface to the RFID tags' 102 antenna(s) 
108. In embodiments, these three core functional blocks may 
be an integral part of the reader 140 configuration, providing 
its basic functionality. This basic functionality may include 
the emitting of an RF carrier signal that may activate the 
RFID tag 102, enabling the RFID tag 102 to exchange data 
with the reader 140. 

0583. In embodiments, when a RFID tag 102 passes 
through a region where the reader 140 is actively transmit 
ting an activating RF carrier wave, the RFID tag 102 may 
detect the reader's 140 activation signal, and power up. 
Communications between the reader 140 and the RFID tag 
102 may now commence. The reader 140 may transmit 
commands to the RFID tag 102 that may initiate a return of 
information. The information transmitted from the RFID tag 
102 may be decoded, and passed to the processor 1704. The 
processor 1704 may perform a plurality of processing steps 
on the returned RFID tag 102 data, including filtering 
operations to reduce the numerous, and often redundant, 
reads of the same RFID tag 102, to a smaller and more useful 
data set. In embodiments, the protocols for exchanging of 
information between the RFID tag 102 and the reader 140 
may be governed by international standards, national stan 
dards, private standards, proprietary standards, or the like. 
0584) In embodiments, the reader 140 may provide for an 
interface to the network 152 by processing information 
through the computer server 202. The data collected from 
the RFID tag 102 may be transferred to the network 152 
resource. Such as the mass data storage 144, the application 
servers 148, the markets 150, or the like. The network 152 
resources may provide for market specific applications pro 
cessing of data, collected from a plurality of RFID tags 102 
and/or from a plurality of locations. For instance, the reader 
140 may collect data from the RFID tags 102 as the RFID 
tag 102 enters the reader's 140 proximity. As an example, 
the market 150 application may be associated with the 
tracking of inventory in a Supply-chain. The reader 140 may 
collect data as the product nears the reader, and may transfer 
the data to the network 152, through the reader's 140 
network interface 1702 and the computer server 202. The 
application server 148 may then transfer the data into the 
mass data storage 144, and make the data available for use 
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to the appropriate market 150. In embodiments, the ability of 
markets 150 to access data collected from the plurality of 
RFID tags 102, through the plurality of readers 140, may be 
a powerful market tool in the collection and management of 
information associated with the RFID tagged 102 items. 

0585. In embodiments, the reader 140 may provide for 
data processing or storage as an embedded function of the 
reader 140. This functionality may provide for an intelligent 
reader 140, or smart reader 140, capable of providing data 
processing functions that may be independent, or in addition 
to, the network 152 resources. Functional blocks that may be 
associated with these additional capabilities may include the 
processor 1704, the memory 1708, the firmware 1710, or the 
like. The processor 1704 may be a central processor 1704, 
a digital signal processor 1704, a network processor 1704, or 
the like. The memory 1708 and the firmware 1710 may be 
RAM, DRAM, ROM, PROM, EEPROM, Flash, or any 
other memory technology known to the art. In embodiments, 
the reader 140 embedded processing and storage may enable 
data processing capabilities that distribute or localize pro 
cessing that would otherwise be performed by the network 
152 resources. This may increase the speed and accessibility 
of the RFID tag 102 data. Additionally, the reader 140 
embedded processing and storage may enable data process 
ing capabilities that may not be possible with the network 
152 resources, such as real-time processing of data for 
immediate local use, closed-loop processing in association 
with the RFID tag 102 processing capabilities, the RFID tag 
102 integrated mesh-network data distribution and transfer, 
or the like. In embodiments, intelligent capabilities of the 
reader 140 may be associated with the distributed and/or 
shared processing and memory storage capabilities of the 
multiple RF network node 104 RFID tag 102. 

0586. In embodiments, information stored in the readers 
140 memory 1708 may be for a plurality of uses. Examples 
may include information transmitted from the RFID tag 102. 
and stored for future processing either within the reader 140 
or by the network 152 resources; information transferred 
into the memory 1708 from the network 152 resources, and 
used by the reader's 140 processor 1704; information trans 
ferred into the memory 1708 from the network 152 
resources, and Subsequently transferred to one or more of the 
RFID tags 102, or the like. In embodiments, the combination 
of the reader processor 1704 and the memory 1708 may 
enable a plurality of processing capabilities that may be 
utilized in conjunction with the increased, multiple RF 
network node 104, functionality. For example, the smart 
reader 140, local to the number of multi-RF network node 
104 tags 102, may provide for a distributed monitoring and 
detection network. In this example, the RFID tags 102 may 
utilize their extended processing capabilities to read, con 
vert, and compare the sensor 138 data interfaced to the RFID 
tag 102. The RFID tags 102 may periodically provide the 
sensor 138 processed data to the reader 140 upon request. 
The reader 140 may utilize an embedded, stored, or down 
loaded processor 1704 capability to monitor collected sensor 
138 data. This may be based on parameter limits set by the 
network 152 resources, such as the market 150 application. 
In this way, the market 150 application may have many such 
reader 140 monitoring sites, but may only receive feedback 
from the reader 140 when parameter limits have been 
exceeded, thus decreasing the complexity of the market 150 
data collection system. 
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0587. In embodiments, the firmware 1710 stored in the 
reader 140 may contain fundamental operability routines 
and data for the reader 140. Such as communication proto 
cols for the network interface 1702, control algorithms for 
the control 1712 of the transmitter and receiver 1714, the 
processor 1704 initialization routines, or the like. The firm 
ware 1710 may be upgradeable to help ensure compatibility 
with future standards, and to changes in the reader's 140 
market 150 applications. In embodiments, changes to the 
reader's 140 firmware 1710 may be associated with the 
functionality and the market 150 applications embedded in 
the RFID tags 102. 
0588. In embodiments, the processing capabilities of the 
reader 140, and the processing capabilities of the RFID tags 
102 RF network nodes 104, may enable system functionality 
beyond typical passive RFID devices. For example the 
extended functionality of the system may enable the RFID 
tag 102 to have an extended contact with the reader 140, 
Sometimes referred to as a session. Another example is the 
ability for the system to Support encryption. Standard cryp 
tographic techniques may require more resources than are 
available with typical RFID devices. In embodiments, the 
increased functionality of the RFID tag 102 may better 
enable the use of cryptographic techniques. 
0589. In embodiments, cryptography implemented 
between the reader 140 and the RFID tag 102 may prevent 
RFID tag 102 cloning, a form of security breach associated 
with unauthorized reading and reuse of the RFID tag 102 
commands. Some of the RFID tags 102 may use a form of 
rolling code scheme, wherein the RFID tag 102 identifier 
information may change after each scan from the reader 140, 
thus reducing the Vulnerability of the RFID tag 102 to 
previously stolen responses. More Sophisticated devices 
may engage in challenge-response protocols where the 
RFID tag 102 may interact with the reader 140. In these 
protocols, secret RFID tag 102 information may be sent over 
a secure communication channel between the RFID tag 102 
and the reader 140, where the reader 140 issues a challenge 
to the RFID tag 102. The RFID tag 102 may respond with 
a result computed using a cryptographic circuit keyed with 
Some secret value. Such protocols may be based on sym 
metric or public key cryptography, as described herein. Still 
other cryptographic protocols may protect privacy against 
unauthorized readers 140. One major challenge in securing 
the RFID tags 102 may be the shortage of computational 
resources within the typical RFID device. In embodiments, 
the RFID systems described herein may provide greater 
resources, so that standard cryptographic techniques may be 
more easily implemented. 

0590. In embodiments, the reader 140 may be operating 
in proximity to a plurality of RFID tags 102, and within 
range of other readers 140. In Such circumstances, anti 
collision techniques may be employed. Anti-collision algo 
rithms may permit the simultaneous reading of large num 
bers of RFID tagged 102 objects, while ensuring that each 
of the RFID tags 102 is read only once. The chance of 
interference of the two readers 140 attempting to interrogate 
the same RFID tag 102 may be small if the bandwidth of the 
reader's 140 frequency is wide enough. The RFID tag 102 
collision in RFID systems may occur when multiple tags 
102 are energized by the reader 140 simultaneously, and 
reflect their respective signals back to the reader 140 at the 
same time. This problem may be seen when a large Volume 
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of RFID tags 102 are read together in the same RF field. The 
reader 140 may be unable to differentiate between these 
signals; with the resulting RFID tag 102 collision causing 
contention within the reader 140. When the reader 140 
recognizes that RFID tag 102 collision has taken place, it 
may send a special signal, sometimes referred to as a gap 
pulse. Upon receiving this signal, each of the RFID tags 102 
may consult a random number generator 122 to determine 
the interval to wait before sending its data. Since each of the 
RFID tags 102 receives a unique number interval, the RFID 
tags 102 may send their data at different times. 

0591. The reader 140 collision may also occur in RFID 
systems when the coverage area of one reader 140 overlaps 
with that of another reader 140. This may cause signal 
interference, with the RF fields of two or more readers 140 
overlapping and interfering. Having the readers 140 pro 
grammed to read at fractionally different times may solve 
this. 

0592 Another technique that may be used to avoid 
collisions is frequency hopping. Frequency hopping is 
understood to be a technique useful for keeping two or more 
readers 140 from interfering with each other while reading 
the RFID tags 102 in the same area. For example, UHF 
readers 140 in the United States may operate between 902 
and 928 MHz, jumping randomly (or in a predetermined 
sequence) to frequencies in between 902 and 928 MHz. 

0593. In embodiments, the reader 140 may only be able 
to communicate with the RFID tag 102 when the RFID tag 
102 is in range. A number of factors may affect the distance 
from the reader 140, also known as read distance, at which 
a RFID tag 102 may be read. Examples may include the 
frequency used for identification, antenna gain, orientation 
and polarization of the reader antenna 1718, orientation and 
polarization of the RFID tag's 102 antenna 108, placement 
of the RFID tag 102 on the object to be identified, or the like. 
In embodiments, the choice of modulation scheme used to 
communicate between the reader 140 and the RFID tag 102 
may change the effective read distance or communication 
data rate. The modulation technique used in the demodulator 
118 may be any modulation technique known to the art, such 
as ASK, PSK, FSK, QAM, or the like. In embodiments, the 
systems and methods described herein may employ the 
ability to change the modulation technique of the reader 140 
and/or the RFID tag 102 as a way to increase read distance 
and/or data rate. For instance, the system may change the 
order of a QAM Scheme to increase a reception parameter, 
such as raising the QAM order to increase the bit rate when 
the RFID tag 102 is close to the reader 140, lowering the 
QAM order to improve bit-error-rates when the RFID tag 
102 is at an increased distance from the reader 140, or the 
like. By accommodating various modulation schemes, the 
system may be able to improve its data rate and/or its read 
range. 

0594. In embodiments, the reader 140 may provide 
resources and capabilities that are associated with the 
increased resources and capabilities of the RFID systems 
described herein. For instance, the reader's 140 interface to 
the network 202 may better enable the RFID tag 102 to 
remain responsive to the market 150 needs, even after the 
RFID tag 102 has been deployed in application; the readers 
140 processor 1704, the memory 1708, and the firmware 
1710, may better enable the RFID tag 102 to provide the 
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market 150 pre-processing, localized processing, encryption 
or the like; the reader's control 1712, transmitter and the 
receiver 1714, and the reader antenna 1718, may better 
enable the RFID tag 102 to communicate at a plurality of 
different frequencies, a plurality of simultaneous frequen 
cies, varying modulations to improve data rate and/or read 
range, or the like. In embodiments, the reader 140 may 
provide an extension of the RFID tag's 102 resources and 
capabilities, as well as providing an interface through which 
the RFID tag's 102 resources and capabilities may be 
extended to the market 150 applications. 
0595 Referring to FIG. 18, a method and system for 
providing increased capability for an RFID tag 102 using 
distributed architecture is shown. The increased capabilities 
may allow for different types of RFID memory (e.g. secure 
memory, extended memory), encryption engines, and the 
like to be provided within a single RF network node 104. 
0596) In an embodiment, a wafer 1802 may be designed 
with a plurality of individual adjacent RF network nodes 104 
to be combined into one larger increased capacity RFID 
distributed RF network node 1808. The increased capacity 
RFID distributed RF network node 1808 may permit indi 
vidual RF network nodes 104 to be integrated to allow the 
functionality of the individual RF network nodes 104 to be 
combined. The increased capability RFID distributed RF 
network node 1808 may be singulated out of the wafer 1802 
as a single combined RF network node 1808. In an embodi 
ment, the wafer 1802 may include the same or a combination 
of different types of RF network nodes such as individual RF 
network nodes 104, increased capacity RFID distributed RF 
network nodes 1808, and the like. 
0597. In an embodiment, the increased capability RFID 
distributed architecture RF network node 1808 may incor 
porate at least two contacts 1810 that may be common to all 
or some of the individual RF network nodes 104. The 
common contacts 1810 may be additional antenna contacts, 
power contacts, data bus contacts, connection to other RF 
network node contacts, or the like. In an embodiment, the 
increased capability RFID distributed RF network node 
1808 may have internal data connections between the indi 
vidual RF network nodes 104 to allow communication of 
information to be passed between the individual RF network 
nodes 104. The information may be memory data, com 
mands, and the like. 
0598. In an embodiment, the individual RF network 
nodes 104 within the increased capability RFID distributed 
RF network node 1808 may continue to function as indi 
vidual RF network nodes 104 with individual functionalities 
and may store individual data, commands, information, or 
the like. In this case the multiple individual RF network 
nodes 104 within the increased capacity RFID distributed 
RF network node 1808 may provide data and information 
redundancy that may act the same as a plurality of individual 
RF network nodes 104. 

0599. In an embodiment, the individual RF network 
nodes 104 may be coordinated within the increased capacity 
RFID distributed RF network node 1808 with one individual 
RF network node 104 acting as a master RF network node 
to coordinate the functionality of the other individual RF 
network nodes 104 as described herein. 

0600. In an embodiment, the individual RF network 
nodes 104 may be integrated into the increased capacity 
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RFID distributed RF network nodes 1808 with some or all 
of the individual RF network nodes 104 combined for a 
larger functional capacity. In an embodiment, there may be 
more than one coordinated set of individual RF network 
nodes 104 within the increased capacity RFID distributed 
RF network node 1808; this may provide for more than one 
functionality within the increased capacity RFID distributed 
RF network node 1808. The integration RF network nodes 
1808 may include internal connections between RF network 
nodes 104 for communication and combining of function 
ality of the individual RF network nodes 104. In an embodi 
ment, the increased functionality capability may include 
increased data storage that may be coordinated with the 
integrated RF network nodes 1808. 

0601. In an embodiment, the increased memory capabil 
ity may allow for different types of memory capabilities 
within the increased capacity RFID distributed RF network 
node 1808. In an embodiment, the memory capabilities may 
include public and private memory locations. In an embodi 
ment, one or more RF network nodes 104 may be coordi 
nated to contain data for public read and write. In an 
embodiment, one or more RF network nodes 104 may be 
coordinated to contain data that may include a secure 
method for reading and writing the data. Depending on the 
application, the combination of different RF network nodes 
104 (public or secure) may vary to provide the required 
memory capability for a particular application. In an 
embodiment, a single increased capacity RFID distributed 
RF network node 1808 may contain both public and secure 
data memory locations. In an embodiment, the public infor 
mation may include the item name, the amount of the item, 
the weight of the item, and the like. In an embodiment, the 
secure information may include the price of the item, the 
owner information, the destination, and the like. In an 
embodiment, the secure information may require a particular 
reader that may decrypt the secure information. 

0602. In an embodiment, the increased capacity RFID 
distributed RF network node 1808 may provide additional 
encryption features to the standard functionality. For 
example, the different memory locations may be associated 
to an encryption integrated circuit within the same distrib 
uted architecture. A data read/write may first pass through 
the encryption function before performing the read/write of 
the RFID tag data. In an embodiment, Some public access 
memory may not be encrypted while other security memory 
may be encrypted. 

0603 An additional benefit to the increased capacity 
RFID distributed RF network node 1808 configuration may 
be an increased predictability of placement on an antenna 
lead. The increase size of the increased capacity RFID 
distributed RF network node 1808 may provide for the RF 
network node more predictably to be flat to the substrate. 
The increased length may also allow for more predictability 
of the RF network node contacts connecting with the 
antenna leads. 

0604) Referring to FIG. 19, three embodiments of RF 
network node communication methods between RF network 
nodes 104 or other functional network nodes are shown. The 
RF network node 104 may be able to provide a signal to an 
additional function network node 1908 using an additional 
lead 1904, two or more RF network nodes 104 may be able 
to communicate in a serial means 1914, or two or more RF 
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network nodes 104 may be able to communicate using a 
parallel means 1922. The added RF network node 104 
communication may provide additional functionality, func 
tion sharing between RF network nodes 104, memory com 
bination, or the like. The RF network nodes 104 communi 
cation may provide for communication of commands from 
a master RF network node 104, redundancy of functions or 
memory, increased memory capability, or the like. 

0605. In View A of FIG. 19, an embodiment of a RF 
network node 104 communicating with an antenna 108 and 
an external additional function network node 1908 is shown. 
The RF network node 104 may contain at least one addi 
tional lead 1904 that may be connected to at lease one 
additional function network node 1908 that may provide an 
additional functionality to the RF network node 104. The 
additional function network node 1908 may be a different 
type of network node or may be another RF network node 
104. The type of additional function network node 1908 may 
include an encryption network node, a decryption network 
node, master network node, impedance matching network 
node, security data network node (e.g. secure password and 
data storage), memory network node, and the like. In an 
embodiment, the additional function network node 1908 
may be an integrated circuit, a processor, a microprocessor, 
a microcontroller, or the like. 

0606. In embodiments, the RF network node 104 may 
receive a read request through the antenna 108 from an 
RFID reader 140. The RF network node 104 may commu 
nicate with the additional function network node 1908 
before or during the return transmission to the reader. For 
example, when communicating secure data, the RF network 
node 104 may request an encryption or decryption of the 
data to be transmitted to the reader 140. In another example, 
the additional function network node 1908 may act as a 
master RF network node 104 and coordinate the communi 
cation of information contained in at least one RF network 
node 104. 

0607. In embodiments, the RF network node 104 may 
contain logic to determine when to communicate with the 
additional function network node 1908 or the RF network 
node 104 may communicate with the additional function 
network node 1908 with every read request. 

0608. In embodiments, there may be more than one 
additional lead 1904 to more than one additional function 
network node 1908. In an embodiment, the RF network node 
104 may contain logic to determine with which of the more 
than one additional function network nodes 1908 to com 
municate. In an embodiment, each additional lead 1904 may 
be connected to more than one additional function network 
node 1908. In an embodiment, the more than one function 
network node 1908 may provide a function redundancy. 

0609. In View B of FIG. 19, an embodiment of at least 
two RF network nodes 104 with a serial connection 1914 
between the RF network nodes 104 is shown. This serial 
connection 1914 may act as a serial bus permitting the RF 
network nodes 104 to communicate information. The com 
municated information may be memory data, Synchroniza 
tion data, command data, or the like. 

0610. In an embodiment, the serial connection 1914 may 
be a communication bus that may permit the individual RF 
network nodes 104 to coordinate functions. In an embodi 
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ment, there may be a master RF network node that may 
provide commands for the other RF network nodes 104. In 
an embodiment, each of the individual RF network nodes 
104 may contain communication logic to coordinating data 
reads and writes from the RFID tag 102; the coordination 
may include time slot transmission for each RF network 
node 104, memory combination, function combination, or 
the like. 

0611. In an embodiment, the serial connection 1914 may 
allow the individual RF network nodes 104 to perform as a 
single RF network node 104. For example, all of the 
individual RF network nodes 104 may combine memory 
locations by communicating memory information through 
the serial connection 1914. In an embodiment, the memory 
locations may be combined using a master RF network node 
0612. In an embodiment, the serial connection 1914 may 
allow the individual RF network nodes 104 to perform as a 
combined memory location. The combined memory loca 
tions may be at least two RF network nodes 104 coordinated 
to store information. In an embodiment, there may be a 
plurality of combined memory locations within an RFID tag 
102. In an embodiment, the plurality of combined memory 
locations may contain different types of information (e.g. 
public or secure), redundant information, information for 
more than one item or product (e.g. more that one type of 
product on a pallet), different aspects of information about 
an item, or the like. For example, an RFID tag 102 may 
contain N combined memory locations; each may be capable 
of storing information about N items on a single pallet. This 
may permit having N mixed items on a pallet and having just 
one RFID tag 102 on the pallet to track the N items. In an 
embodiment, a master RF network node may control each of 
the plurality of combined memory locations; there may be a 
plurality of master RF network nodes in an RFID tag. 

0613. In an embodiment, the at least two RF network 
nodes 104 may be separated or may be in contact with each 
other. In an embodiment, if the RF network nodes 104 are in 
contact, they may form a single larger RF network node 104; 
the single larger RF network nodes 104 may be able to 
communicate in a serial manner with each other to combine 
functions or memory capabilities. 

0.614. In an embodiment, if the RF network nodes 104 are 
separated, they may be randomly placed in a serial connec 
tion Zone where the serial connection 1914 leads may be in 
close relation to each other. In an embodiment, the randomly 
placed RF network nodes 104 may make contact with the 
serial connection 1914 leads in a similar manner as making 
contact with antenna leads as described herein. In an 
embodiment, the serial connection Zone leads may be con 
nected to the antenna leads. 

0615. In View C of FIG. 19, an embodiment of at least 
two RF network nodes 104 having connections between the 
RF network nodes 104 to create a parallel communication 
connection 1922 is shown. This parallel connection 1922 
may act as a parallel bus that may permit the RF network 
nodes 104 to communicate information. The communicated 
information may be memory data, synchronization data, 
command data, or the like. 

0616) In an embodiment, the parallel connection 1922 
may be a communication bus that may permit the individual 
RF network nodes 104 to coordinate functions. In an 
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embodiment, there may be a master RF network node, as 
described herein, which may provide commands for the 
other RF network nodes 104. In an embodiment, each of the 
individual RF network nodes 104 may contain communica 
tion logic to coordinating data reads and writes from the 
RFID tag 102; the coordination may include time slot 
transmission for each RF network node 104, memory com 
bination, function combination, or the like. 
0617. In an embodiment, the parallel connection 1922 
may allow the individual RF network nodes 104 to perform 
as a single RF network node 104. For example, all of the 
individual RF network nodes 104 may combine memory 
locations by communicating memory information through 
the parallel connection 1918. In an embodiment, the 
memory locations may be combined using a master RF 
network node. 

0618. In an embodiment, the parallel connection 1922 
may allow the individual RF network nodes 104 to perform 
as a combined memory location. The combined memory 
locations may be at least two RF network nodes 104 
coordinated to store information. In an embodiment, there 
may be a plurality of combined memory locations within an 
RFID tag 102. In an embodiment, the plurality of combined 
memory locations may contain different types of informa 
tion (e.g. public or secure), redundant information, informa 
tion for more than one item or product (e.g. more that one 
type of product on a pallet), different aspects of information 
about an item, or the like. For example, an RFID tag 102 
may contain N combined memory locations; each may be 
capable of storing information about N items on a single 
pallet. This may permit having N mixed items on a pallet and 
having just one RFID tag 102 on the pallet to track the N 
items. In an embodiment, the master RF network node may 
control each of the plurality of combined memory locations; 
there may be a plurality of master RF network nodes in an 
RFID tag 102. 
0619. In an embodiment, there may be common connec 
tions 1920 between the RF network nodes 104. In an 
embodiment, the common connections 1920 may be provide 
connections to the antenna leads, power, additional function 
network nodes 1908, or the like. 
0620 Referring to FIG. 20, an embodiment of using the 
number of active RF network nodes 104 match the antenna 
impedance 2008 is shown. Placing an unknown number of 
multiple RF network nodes 104 on a known antenna or the 
placement of RF network nodes 104 on an antenna with an 
unknown impedance, an impedance mismatch may be cre 
ated that may reduce the ability to energize the RF network 
nodes 104. In an embodiment, the impedance 2004 of the 
combined RF network nodes 104 may be adjusted to com 
pensate for some of the antenna impedance 2008 mismatch. 
0621. In the application of the RF network nodes 104 to 
the RFID tag 102, the antenna 108 or the surrounding 
environment may not be a constant and therefore the imped 
ance may change with each situation. For example, RF 
network nodes 104 may be used with various antenna 
designs with various impedances. In another example, an 
RFID tag 102 may be placed on items such as liquids and 
metals that may change the impedance of the RFID tag 102 
antenna 108. In addition, in multiple RF network node 104 
RFID tags 102 the impedance of the combined RF network 
nodes 104 may not be a constant depending on the number 
of active RF network nodes 104 on the RFID tag 102. 
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0622 Referring to View A of FIG. 20, an antenna 108 
may have an impedance of Za 2008. In an embodiment, the 
antenna impedance 2008 may not be constant for each 
application of the RF network node 104. For example, many 
different enterprises that may use different and unique anten 
nas on the RFID tags 102 may use the RF network nodes 
104. The different antennas 108 may present different 
impedance 2008 to the RF network nodes 104. 
0623) Additionally, having more RF network nodes 104 
that are active on an RFID tag 102 may affect the impedance 
created by the RF network nodes 104. In an embodiment, 
with the random placement of RF network nodes 104 on an 
RFID tag 104, a variable number of RF network nodes 104 
may be active depending on the number of RF network 
nodes 104 making contact with the antenna leads. For 
example, a first tag may have N active RF network nodes 
104 while a second tag may have M active RF network 
nodes 104 (where NZM). Each of these RFID tags 102 may 
have different RF network node impedance 2004 but may be 
associated with the same type of antenna 108. The imped 
ance of the RF network nodes 2004 may be the total 
impedance of all the active RF network nodes 104. 
0624. In order to properly energize the passive RF net 
work nodes 104 in the RFID tag 102, the antenna impedance 
2008 must be matched to the impedance 2004 of the RF 
network nodes 104 on the RFID tag. Za=Zc; where Zc is the 
equivalent impedance of all the active RF network nodes 
104. 

0625) Referring to View B of FIG. 20, the RF network 
nodes 104 on an RFID tag 102 may have their impedance Zc 
2004 matched to the antenna 108 by adjusting the imped 
ance of the RF network nodes 2018 (impedance matching 
block). This may be accomplished by the use of a logic RF 
network node 2012 that may be able to send a control 
command 2014 to the impedance matching block 2018. The 
command may be to adjust the impedance of the RF network 
nodes 104. The adjustment of the active RF network nodes 
104 may adjust the total impedance 2004 of the impedance 
matching block 2018 and therefore attempt to make an 
optimal impedance match with the antenna 108. 
0626. In an embodiment, the impedance matching block 
2018 may be a set of individual RF network nodes 104 or 
may be a RF network node 104 group connected by a serial, 
parallel bus, antenna bus, or the like. In an embodiment, the 
control command 2014 may be a number that relates to the 
number of switch elements to turn on or off in the impedance 
matching block 2018. In an embodiment, the control com 
mand 2014 may be a function command that is executed by 
the impedance matching block 2018 that may result in 
Switch elements being turned on or off. In an embodiment, 
the logic RF network node 2012 may make the determina 
tion of the number of Switch elements to turn on or off in the 
impedance matching block 2018. In an embodiment, the 
logic RF network node 2012 may send more than one 
control command 2014 for the adjustment of the impedance 
matching block 2018. For example, there may be a control 
command 2014 sent after each read attempt by the RFID tag 
reader 140. 

0627. In an embodiment, the RFID reader 140 may have 
an algorithm to receive the RFID tag 102 transmissions, 
measure the strength of the response, calculate a command 
function, and resend the read signal with the command 



US 2007/0210923 A1 

function. The command function may be a command to 
adjust the RFID tag 102 impedance and resend the RFID tag 
102 data. The command function may be received by the 
logic RF network node 2012, the logic RF network node 
2012 may determine the control command 2014 to be sent 
to the impedance matching block 2018 to turn switch 
elements on or off to match the impedance of the antenna 
108. An improved impedance match may result in the 
improved strength RFID tag 102 second return signal. In an 
embodiment, the process of the RFID tag reader 140 sending 
a read request and a function command to adjust the RFID 
tag 102 impedance may be repeated until an acceptable 
RFID tag 102 transmission strength is achieved. 
0628 Aspects of the systems and methods described 
herein may be used in many different markets 150 where 
material, parts, products, processes, and the like may benefit 
from history tracking, movement tracking, identification, 
data recording, or other recording information on an RFID 
tag 102. Referring to FIG. 21, market 150 examples may 
include commercial markets 2102, industrial markets 2104, 
consumer markets 2108, government markets 2210, agricul 
ture markets, 2112, military markets 2114, and medical 
markets 2118. These markets 150 are described in more 
detail herein. It may be understood by a person with ordinary 
skill in the art that other markets 150 may benefit from the 
increased capabilities of the RFID tag 102 systems and 
methods described herein and this list of markets is not to be 
considered a limiting list of markets. 
0629. Aspects of the systems and methods described 
herein may be used in many different commercial markets 
where material, parts, products, processes, and the like may 
benefit from history tracking, movement tracking, identifi 
cation, data recording, or other recording information on a 
commercial RFID tag 2102. Referring to FIG. 22, commer 
cial market examples may include retail food 2202, retail 
general merchandise 2204, retail service stations 2208, retail 
physical plant 2210, retail hotels and resorts 2212, restaurant 
food service 2214, employee identification 2218, security 
systems 2220, airline management 2222, marine and ship 
ping 2224, office management 2228, communication sys 
tems 2230, public events 2232, or the like. 
0630. The commercial RFID tag 2102 may be connected 
to a network where the network connection may be a 
wireless connection, a wired connection, or the like. The 
network with which the commercial RFID tag 2102 may 
communicate, may be a LAN, a WAN, a peer-to-peer 
network, an intranet, an Internet, or the like. The network 
connection may use the gateway facility 1112 discussed in 
FIG 11. 

0631 An aspect of the systems and methods described 
herein may be related to the commercial RFID tag 2102 
associated with a retail object and may store and commu 
nicate commercial RFID tag 2102 information related to 
retail food 2202. The retail food 2202 may be a perishable 
product, a non-perishable product, or the like. The commer 
cial RFID tag 2102 may be connected to a sensor; the sensor 
may be a temperature sensor, a humidity sensor, an accel 
eration sensor, or the like for recording information on the 
environmental conditions in which the food 2202 is stored 
and transported. 

0632. The commercial RFID tag 2102 may be attached to 
a container of the retail object. The commercial RFID tag 
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2102 may be attached directly to the container, or the 
commercial RFID tag 2102 may be attached to an RFID tag 
substrate and the RFID tag substrate may be connected to the 
container. Additionally, the commercial RFID tag may be 
attached directly to the retail object. 

0633 With the commercial RFID tag 2102 associated 
with retail food 2202, the stored information may be an 
expiration date, at least one transportation date, at least one 
enterprise, or the like. The stored information may provide 
a transportation history of the retail food 2202 along with 
freshness information of the food 2202. 

0634. In an embodiment, the stored information may 
contain information as a result of a calculation where the 
calculation uses information that may be stored on the 
commercial RFID tag 2102. In an embodiment, the stored 
information may be in the commercial RFID tag 2102 
memory, stored in the commercial RFID tag 2102 firmware, 
or the like. In an embodiment, the stored information may 
contain information as a result of information manipulation 
where the manipulation information uses information that 
may be stored on the commercial RFID tag 2102. In an 
embodiment, the stored information may be in the commer 
cial RFID tag 2102 memory, stored in the commercial RFID 
tag 2102 firmware, or the like. In an embodiment, the stored 
information may contain information as a result of informa 
tion interpretation where the information interpretation uses 
information that may be stored on the commercial RFID tag 
2102. In an embodiment, the stored information may be in 
the commercial RFID tag 2102 memory, stored in the 
commercial RFID tag 2102 firmware, or the like. 
0635. In an embodiment, the stored retail object infor 
mation may contain pricing information, retail pricing infor 
mation, wholesale pricing information, discount pricing 
information, or the like. The stored information may contain 
quantity information; the quantity information may be 
changed, added, modified, or the like. Additionally, the 
information may contain quality information, point of sale 
check out information, return information, or the like. 

0636. In an embodiment, the stored retail object infor 
mation may contain promotional information that may 
include a newspaper promotion, a magazine promotion, a 
mass mail promotion, a regional promotion, a national 
promotion, or the like. In an embodiment, the stored infor 
mation may contain coupon information that may include a 
newspaper coupon, a magazine coupon, a mass mail coupon, 
a regional coupon, a national coupon, or the like. 

0637 An aspect of the systems and methods described 
herein may be related to the commercial RFID tag 2102 
associated with a service station purchase and may store and 
communicate commercial 2102 RFID tag information 
related to a service station purchase. The service station 
purchase may be a gas purchase, a car Supply purchase, a 
food purchase, a service purchase, or the like. In an embodi 
ment, the stored information may include an expiration date, 
at least one transportation date, at least one enterprise, or the 
like. 

0638. In an embodiment, the stored information may 
contain a result of a calculation. The calculation may use 
information stored on the commercial 2102 RFID tag. In an 
embodiment, the calculation information may be in memory, 
in firmware, or in the like. In an embodiment, the informa 
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tion may contain a result of information manipulation. In an 
embodiment, the manipulation may use information stored 
on the commercial RFID tag 2102. The stored manipulation 
information may be in memory, in firmware, or the like. In 
an embodiment the information may contain a result from 
information interpretation. In an embodiment, the interpre 
tation may use information stored on the commercial RFID 
tag 2102. The stored interpretation information may be in 
memory, in firmware, or the like. 

0639. In an embodiment, the stored information may 
contain service station 2208 pricing information that may 
include retail pricing information, wholesale pricing infor 
mation, discount pricing information, or the like. In an 
embodiment, the stored information may contain quantity 
information; the quantity information may be changed, 
added, modified, or the like. In an embodiment, the stored 
information may contain quality information, point of sale 
check out information, return information, promotional 
information, or the like. The promotional information may 
be a newspaper promotion, a magazine promotion, a mass 
mail promotion, a regional promotion, a national promotion, 
or the like. In an embodiment, the stored information may 
contain coupon information. The coupon information may 
be a newspaper coupon, a magazine coupon, a mass mail 
coupon, a regional coupon, a national coupon, or the like. 

0640. In an embodiment the stored information may 
contain service agreement information, warranty agreement 
information, or the like. 

0641 An aspect of the systems and methods described 
herein may be related to the commercial RFID tag 2102 used 
for storing and communicating commercial RFID tag 2102 
information related to physical plant management 2210. The 
physical plant may be a retail mall, a retail store, a ware 
house, a manufacturing facility, an industrial facility, or the 
like. 

0642. In an embodiment, the commercial RFID tag 2102 
may be connected to a sensor for recording information 
related to physical plant management 2210. In an embodi 
ment, the sensor may be a temperature sensor, a humidity 
sensor, an acceleration sensor, a Smoke sensor, a carbon 
dioxide sensor, a carbon monoxide sensor, or the like. In an 
embodiment, the sensor may be used to remotely record 
environmental conditions with the physical plant 2210. 

0643. In an embodiment, the stored commercial RFID tag 
2102 information may be related to personnel identification. 
The RFID tag may track the egress and ingress of personnel 
within the physical plant. 

0644. In an embodiment, the stored commercial RFID tag 
2102 information may be related to supply ordering. The 
Supply ordering may be manual, automatic, semi-automatic, 
or the like for ordering supplies for the physical plant 2210 
based in material information stored on the commercial 
RFID tag 2102. 

0645. In an embodiment, the stored commercial RFID tag 
2102 information may be related to maintenance informa 
tion. The commercial RFID tag 2102 may be associated with 
an object or device that requires maintenance within the 
physical plant 2210. The commercial RFID tag 2102 sensor 
may monitor and measure a maintenance characteristic 
related to the physical plant 2210. 
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0.646. In an embodiment, the commercial RFID tag 2102 
information may be related to physical plant 2210 security 
where the commercial RFID tag 2102 tracks the egress and 
ingress of personnel within a physical plant 2210 facility. 

0647. An aspect of the systems and methods described 
herein may be related to the commercial RFID tag 2102 used 
for storing and communicating commercial RFID tag 2102 
information related to hospitality enterprise management 
2212. The hospitality enterprise 2212 may be a hotel, a 
motel, an inn, a bed and breakfast, a resort, or the like. 

0648. In an embodiment, the hospitality enterprise 2212 
information may be related to check-in, an automatic check 
in, check-out, automatic check-out, a hospitality enterprise 
service purchase, a hospitality enterprise Supplied device, or 
the like. 

0649. In an embodiment, the commercial RFID tag 2102 
may be a credit card, a hospitality enterprise rewards card, 
a loyalty card, or the like. 

0650) An aspect of the systems and methods described 
herein may be related to the commercial RFID tag 2102 used 
for storing and communicating commercial RFID tag 2102 
information related to food service enterprise management 
2214. The food service enterprise 2214 may be a restaurant, 
a bar, a caterer, or the like. In an embodiment, the commer 
cial RFID tag 2102 may be related to a credit card, a food 
service enterprise rewards card, a loyalty card, or the like. 

0651. In an embodiment, the restaurant food service 2214 
information may be related to quantity of a food service 
product, a value of the food service product, an expiration 
date of the food service product, a food service product 
ordered by a customer, at least one enterprise, or the like. 

0652 The restaurant food service 2214 information may 
contain a result of a calculation. The calculation may use 
information stored on the commercial RFID tag 2102. The 
stored calculation information may be in memory, in firm 
ware, or the like. In an embodiment, the restaurant food 
service 2214 information may contain a result of informa 
tion manipulation. The manipulation may use information 
stored on the commercial RFID tag 2102. The stored 
manipulation information may be in memory, in firmware, 
or the like. The restaurant food service 2214 information 
may contain a result of information interpretation. The 
interpretation may use information stored on the commercial 
RFID tag 2102. The stored interpretation information may 
be in memory, in firmware, or the like. 

0653. In an embodiment, the restaurant food service 2214 
information may be related to pricing information. The 
pricing information may be retail pricing information, 
wholesale pricing information, discount pricing information, 
or the like. The restaurant food service 2214 information 
may contain quantity information; the quantity information 
may be changed. The restaurant food service 2214 informa 
tion may contain point of sale check out information, return 
information, or the like. 

0654) In an embodiment, the restaurant food service 2214 
information may contain promotional information. The pro 
motional information may be a newspaper promotion, a 
magazine promotion, a mass mail promotion, a regional 
promotion, a national promotion, or the like. 
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0655. In an embodiment, the restaurant food service 2214 
information may contain coupon information. The coupon 
information may be a newspaper coupon, a magazine cou 
pon, a mass mail coupon, a regional coupon, a national 
coupon, or the like. 
0656 An aspect of the systems and methods described 
herein may be related to the commercial RFID tag 2102 
associated with employee identification 2218 and may store 
and communicate commercial RFID tag 2102 information 
related to the employee identification 2218. In an embodi 
ment, the employee identification 2218 may be an employee 
badge, an employee card, or the like. Additionally, the 
employee identification 2218 may be incorporated within 
part of an employee uniform Such as a hat, a coat, a shirt, an 
apron, or the like. 
0657. In an embodiment, commercial RFID tag 2102 
information may be related to employee identification 2218 
within an enterprise, employee identification during egress 
from an enterprise, employee identification during ingress to 
an enterprise, or the like. In an embodiment, the commercial 
RFID tag 2102 information may be related to tracking 
employee work time Such as a time card. In an embodiment, 
the commercial RFID tag 2102 information may be related 
to associating an employee with a transaction Such as a point 
of sale. 

0658. In an embodiment, the commercial RFID tag 2102 
may contain information related to employee identification 
2218 during ingress and egress from an enterprise parking 
facility. This may provide information on the location of the 
employee within the enterprise or providing for safe 
entrance and exit from a parking facility. 
0659 An aspect of the systems and methods described 
herein may be related to the commercial RFID tag 2102 
associated with an identification device and may be used for 
storing and communicating commercial RFID tag 2102 
information related to a security system 2220 identification. 
The identification device may be a badge, a card, a part of 
clothing, a part of a vehicle, or the like. 
0660. In an embodiment, the security system 2220 infor 
mation may be related to positioning of an object within a 
location, to positioning of a person within a location, to 
identification during egress from a location, to identification 
during ingress to a location, or the like. 
0661. In an embodiment, the commercial RFID tag 2102 
may be associated with a sound facility. The commercial 
RFID tag 2102 may command the sound facility to emit a 
noise when the identification device may be located external 
to a permitted location. 
0662. In an embodiment, the security system 2220 com 
mercial RFID tag 2102 may be used with a food service, a 
hospitality enterprise, a physical plant, a service station, 
employee identification, an aircraft, a ship, an office, a public 
event, or the like. 
0663 Additionally, the commercial RFID tag 2102 may 
be used with a vehicle security system 2220 for information 
related to vehicle tracking. In an embodiment, the informa 
tion may relate to a location of a vehicle, an ingress of a 
vehicle to a location, an egress of a vehicle from a location, 
a product transported by the vehicle, a mileage of the 
vehicle, a driver of the vehicle, an enterprise that owns the 
vehicle, and the like. 
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0664) An aspect of the invention may be related to the 
commercial RFID tag 2102 associated with a vehicle and 
may be used to store and communicate commercial RFID 
tag information related to vehicle maintenance. The infor 
mation may relate to a vehicle maintenance, a next required 
vehicle maintenance, a type of maintenance performed, a 
type of maintenance to be performed, or the like. 
0.665. In an embodiment, the commercial RFID tag 2102 
may receive information from a vehicle communication 
network. The received information may be lubrication infor 
mation, a fault notification, a part associated with the fault, 
or the like. 

0.666 Aspects of the systems and methods described 
herein may be used in many different environments where 
material, parts, products, processes, and the like may benefit 
from history traceability, movement tracking, identification, 
data recording, or other information recording information. 
One environment may be the aviation 2222 industry, where 
information may be tracked for individual components, 
assemblies, systems, or the like for quality, safety, traceabil 
ity, service tracking, maintenance tracking, counterfeit part 
prevention, life cycle management, identification, or the 
like. While the aviation industry may presently collect and 
store information on hardcopy or internal data stores, the 
hardcopy or data stores may not follow the component or 
system through the components life cycle making it difficult 
to verify the history of a component at the point of use. 
Additionally, the life cycle of an aviation component may be 
twenty years or more under variable, often harsh conditions. 
As a result, the environment requires durable recording 
devices for maintenance of life cycle information. The life 
cycle information to be recorded may include date of 
production, dates of maintenance, in-use dates, amount of 
time in service, number of flight cycles, quality checks, 
information of the enterprise providing the component or 
service, and the like. 
0667. In an embodiment, an aviation component may 
include a commercial component RFID tag 2102 that may 
be used for the recording and maintaining of information 
about the aviation component. Information may be related to 
safety, component traceability, service tracking, mainte 
nance, quality, counterfeit part prevention, life cycle man 
agement, part identification, or the like. 
0668. In an embodiment, safety information may be 
related to airworthiness checks at the component or system 
level, recording of service bulletins, maintaining the airwor 
thiness document of the component, aircraft security, or the 
like. In an embodiment, using commercial RFID tags 2102. 
each component may be safety checked before a flight, at 
regular safety check intervals, after a set number of flights, 
after a service bulletin has been received, or the like to verify 
the compliance of the component or set of components. The 
commercial RFID tag 2102 may contain the memory 
requirements to store all the safety information pertaining to 
the component for the life cycle of the component. 

0669. In an embodiment, the set of commercial RFID tag 
2102 on an aircraft may be used to verify the airworthiness 
of the aircraft before a flight. For example, there may be an 
aircraft safety check prior to takeoff where all of the com 
mercial RFID tags 2102 are read to verify the airworthiness 
of the entire aircraft system. This check may be performed 
at a certain location at the airport, by ground personnel 
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before leaving the loading gate, by an automatic check as 
part of the pilots preflight check list, or the like. In another 
embodiment, while at one of the aircraft check locations, the 
airworthiness of the aircraft may be read and verified by a 
person at a location remote from the aircraft such as by an 
airline enterprise quality center, a control tower, a central 
airworthiness control center, or the like. The remote location 
may not be located at the airport, but may be located at a 
distant facility that may monitor airworthiness of aircraft at 
one or more airports. In an embodiment, the aircraft may not 
be cleared for takeoff until the airworthiness of the aircraft 
was verified. In an embodiment, the verification may include 
a check for components beyond the permitted number of 
flight cycles, proper airworthiness documentation, properly 
functioning systems, and the like. 
0670. In another embodiment, commercial RFID tag 
2102 at entry points to the aircraft may enhance aircraft 
security. In an embodiment, the aircraft entry points such as 
aircraft doors, cargo doors, maintenance access doors, or the 
like may have commercial RFID tag 2102 that may require 
verification that the person attempting to gain access is 
authorized to open the entry point. For example, a cargo 
door used for loading passenger luggage may have a com 
mercial RFID tag 2102 that may record the identification of 
the personnel accessing the cargo door. In an embodiment, 
when the aircraft airworthiness check is performed, the 
cargo door may transmit identification of all personnel that 
accessed the cargo door, the aircraft airworthiness may not 
be cleared if the identification of all access personnel does 
not match a permissible personnel list. In another embodi 
ment, an aircraft access door may not unlock unless the 
personnel requesting access matches a list of permitted 
personnel stored on the commercial RFID tag 2102. 
0671 In another embodiment, commercial RFID tag 
2102 associated with critical components may be con 
structed to Survive catastrophic events such as an aircraft 
crash, component catastrophic failure, or the like. For these 
aviation components, the commercial RFID tag 2102 may 
survive the catastrophic event and be able to transmit the last 
recorded information; the information from the commercial 
RFID tag 2102 may be useful in the catastrophic event 
investigation. For example, the commercial RFID tag 2102 
may provide rapid on location information on the airwor 
thiness of the various components, the flight cycles, maxi 
mum and minimum data points, part identification, mainte 
nance history, an the like. As another example, a commercial 
RFID tag 2102 associated with a critical component may be 
able to sense an overwhelming overrun of system param 
eters such as would occur with a catastrophic component or 
system failure, and may collect information from a plurality 
of other commercial RFID tag 2102 associated with critical 
components. This information may then be recorded and/or 
transmitted to an offsite location, so as to provide a Snapshot 
of system wide component status at the moment of crucial 
component failure. 
0672. In an embodiment, component traceability infor 
mation may be related to the type of repairs to a component, 
the repair history, tracking of the component within an 
assembly of components, when a component is retired from 
service, or the like. During the life cycle of a component 
many actions such as repairs, component upgrades, reas 
semblies, or the like may be performed on the component. 
The commercial RFID tag 2102 may record information 
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once the action has been completed, thereby providing a 
history of the actions performed on the component. The 
recorded information may provide for traceability of the 
actions back to a time, an enterprise, a repair, an assembly, 
or the like if there is a question of the components airwor 
thiness. For example, an airworthiness bulletin may be 
received and an enterprise may need to determine if com 
ponents within the enterprise comply with the bulletin. All 
the enterprises commercial RFID tags 2102 may be read for 
information related to the bulletin to verify the airworthiness 
of the enterprise's components. 
0673. In an embodiment, service tracking may be 
recorded on the commercial RFID tag 2102 to track the 
actual flight cycle information of a component such as the 
number of flight cycles of the components, the latest flight 
cycle number of the component, storing the last service of 
the component, storing the next required service of the 
component, or the like. Some aviation components may 
have requirements for inspections based on the number of 
flight on which the component has been used. In an embodi 
ment, the commercial RFID tag 2102 may be associated 
with a sensor to record flight parameters that may be 
indicative of a component flight Such as air pressure, tem 
perature, component stress (e.g. landing forces), or the like. 
Using the sensor, the commercial RFID tag 2102 may 
automatically record the actual flight characteristics as 
applied to the component. For example, a component may 
only be considered having a flight cycle if it experienced a 
certain stress load during the flight. If the certain stress load 
was exceeded, the commercial RFID tag 2102 may record 
that the component has experienced a flight cycle. The 
number of flight cycles may be read during the next data 
reading from the component and may be compared to the 
flight cycle service requirements. 

0674) In an embodiment, component maintenance may 
be recorded on the commercial RFID tag 2102 to track 
maintenance information about the component such as the 
type of repair, the repair technician, the repair dates, the 
repair enterprise, or the like. In an embodiment, as the 
component has maintenance (e.g. repair, upgrade), the main 
tenance information may be recorded to the commercial 
RFID tag 2102 to provide a maintenance history of the 
component. In an embodiment, the maintenance history may 
be read from the commercial RFID tag 2102 any time during 
the components life cycle. For example, there may be a 
question of the type of repair performed on a class of 
components and an enterprise may be able to query all of 
their commercial RFID tag 2102 to determine if any of the 
enterprise's components may have had this type of repair. 
This capability may provide the enterprise a rapid method of 
component verification to quickly resolve a question of 
component airworthiness. 
0675. In aviation maintenance, repair, and overhaul 
facilities, aviation components and aviation assemblies may 
undergo a number of maintenance and repair cycles during 
the life cycle of the component or component assembly. The 
components may have defects that have developed during 
normal operation. These defects may be repaired or sub 
components of the aviation component may be replaced as 
part of the repair. The commercial RFID tag 2102 may be 
used to record the maintenance history of the aviation 
component during overhaul and repair of the aviation com 
ponent. 
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0676. During the life cycle of the aviation component, the 
commercial RFID tag 2102 that is associated with the 
component may record the operational history of the com 
ponent Such as the number of flight cycles, operating envi 
ronment, maintenance dates, maintenance history, and the 
like. The increased memory capability of the multi-RF 
network node 104 commercial RFID tag 2102 may allow for 
storing these various types of information in segmented 
memory (e.g. set memory locations for each type of infor 
mation), redundant memory, protected memory, public 
memory, and the like. The enhanced memory capabilities of 
the commercial RFID tag 2102 may allow for the continuous 
storing of the operational history of the component through 
out the life cycle of the component. 
0677. A critical part of aviation component maintenance 
may be the determination of the cause of the operational 
defect to be repaired. There may be a number of quality 
protocols used to determine the cause of the defect such as 
a root-cause analysis. Root-cause analysis attempts to deter 
mine not just the immediate cause of the defect, but the root 
manufacturing process or design characteristic that may 
have contributed to the development of the defect. Root 
cause analysis depends on reviewing past history of the 
component that may include the OEM manufacture, opera 
tional parameters, previous maintenance, materials used to 
produce the component, and the like. The commercial RFID 
tag 2102 may store these types of information in its 
enhanced memory and may be reviewed during the initial 
review of the component being repaired; the information 
stored on the commercial RFID tag 2102 may be read and 
reviewed as part of the root-cause analysis. The root-cause 
determination may require the information from a number of 
components to be reviewed, over time the operational his 
tory of components stored on the commercial RFID tag 2102 
may be aggregated for an analysis of a plurality of the same 
components for development of trends that may contribute 
to component defects. 
0678. During the maintenance of the component, infor 
mation may be written to the commercial RFID tag 2102 to 
provide a maintenance history of the component. As the 
repair is performed the commercial RFID tag 2102 may 
record the mechanic performing the repair, the repair pro 
cess performed, the date of the repair, the identification of 
the quality assurance personnel, materials used in the repair, 
and the like. The repair information may be written to the 
commercial RFID tag 2102 for every repair sequence per 
formed, at the completion of the repair, at the certification of 
the repair, or the like to form the maintenance history of the 
repair. In an embodiment, each time the component is 
repaired during its life cycle, the repair information may be 
written to the commercial RFID tag 2102. 
0679. During the repair of the component, it may be 
determined to replace a part of the component, replace a 
Sub-component, retire the component and provide a replace 
ment component, or the like. The replacement of the sub 
components and parts of a component may be recorded on 
the commercial RFID tag 2102 as part of the maintenance 
history of the component. The recording of the replacement 
of the Sub-component within a component assembly may 
provide for configuration control of the component. For 
example, repairing an assembly may require replacing a 
damaged heat shield by installing a new heat shield into the 
assembly. When the new heat shield is installed into the 
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assemble the new configuration information may include the 
new heat shield part number, serial number, manufacture 
date, or the like may be written to the commercial RFID tag 
2102 of the assembly. The information stored to the com 
mercial RFID tag 2102 may also include information about 
the damaged heat shield Such as the part number, serial 
number, date of manufacture, date of removal from the 
assembly, and the like. 
0680 In an embodiment, the maintenance history of the 
component may be available to the airline enterprise, field 
maintenance personnel, FAA inspectors, or the like by 
reading the commercial RFID tag 2102 maintenance infor 
mation with a reader or portable reader. The maintenance 
history may be read and Verified by a maintenance enterprise 
that is responsible for assembling the repaired component 
into an aircraft. The maintenance personnel may be able to 
read the commercial RFID tag 2102 to verify the repair 
performed, the mechanic performing the repair, final FAA 
certification of the repair, or the like. The reading of the 
information on the commercial RFID tag 2102 may also be 
stored into the configuration information for the entire 
aircraft to provide configuration control for the aircraft. The 
maintenance personnel may be able to verify that the com 
ponent should be assembled into the aircraft by verifying 
that the part number of the component is part of the aircraft 
configuration. This check may prevent a wrong component 
from being assembled into an aircraft. 
0681. The commercial RFID tag 2102 may also be used 
to store Air Transport Association (ATA) Spec 2000 stan 
dards information. The ATA Spec 2000 is a comprehensive 
set of e-business specifications, products, and services that 
are used to streamline the aircraft component Supply chain. 
Information related to component maintenance, component 
history, component ordering, and the like may be written to 
and read from the commercial RFID tag 2102 using the ATA 
Spec 2000 standard. The ATA Speck 2000 information may 
be stored in XML format to allow rapid transmission of 
information over a network, including the Internet. Infor 
mation read from the commercial RFID tag 2102 may be 
transmitted to a network for increased speed in ordering 
replacement components, requesting a repair of a compo 
nent, aggregation of a components operational history, and 
the like. In an embodiment, the XML formatted ATA Spec 
2000 information may be stored in the enhanced memory of 
the commercial RFID tag 2102. 
0682. In embodiments, the enhanced memory capabili 

ties of the commercial RFID tag 2102 may be a point-of-use 
information Source, reduce maintenance cycle times, 
improve configuration management, improve component 
tracking, increase asset value, improve product integrity, 
document abuse/misuse, document no-fault-found history, 
and the like. Storing component history information with the 
component may provide readily accessible critical compo 
nent information that may be read at any point-of-use (e.g. 
at an aircraft). Maintenance cycle time and configuration 
control may be easily stored and maintained electronically 
with the component on the enhanced memory commercial 
RFID tag 2102 to allow verification of repairs and configu 
ration control at the component and aircraft level. Compo 
nent tracking may be greatly enhanced by permitting the 
commercial RFID tag 2102 to be read at a plurality of access 
points in the distribution system, in storage, in the aircraft, 
or the like. Documenting the history of the component may 
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prevent the misuse of components by providing information 
on the airworthiness of a component, information if the 
component has a valid serial number, Verification if a 
component has been retired from service, and the like. 
Additionally, the documented history of a component, 
including the flight cycle history, may provide information 
to reduce the no-fault-found determinations when a compo 
nent fault cannot be reproduced on the ground or away from 
the aircraft. Flight cycle history may provide the needed 
information to Successfully complete a root-cause analysis 
and therefore may allow for a repair that may not have been 
possible without the stored information on the commercial 
RFID tag 2102. 
0683. In an embodiment, component quality information 
may be recorded on the commercial RFID tag 2102 to track 
quality related information Such as inspection dates, flight 
cycle tracking, component configuration, material informa 
tion, Supplier information, or the like. This information may 
be used in the quality confirmation of a component, used in 
defect root cause analysis, Verification of a proper assembly, 
comparing the components actual life cycle information 
with industry and FAA requirements, or the like. In an 
embodiment, quality control personnel may be able to read 
the component quality information for an aircraft before a 
flight to verify that all of the components with the commer 
cial RFID tag 2102 are airworthy. Additionally, an aviation 
enterprise may be able rapidly to perform a quality check of 
all their aircraft in response to a supplier notification, FAA 
request, airworthiness bulletin, or the like by reading all the 
commercial RFID tags 2102 within their aircraft. 
0684. In an embodiment, the commercial RFID tag 2102 
may be used in counterfeit part prevention by storing the 
component Supplier information, component identification, 
component serial numbers, or the like. Counterfeit parts may 
be produced by an enterprise that is not certified to produce 
airworthy components, components produced from other 
components that have been retired from service (e.g. 
scrapped), or the like; a counterfeit part may not be airwor 
thy. In an embodiment, an aviation enterprise may receive a 
component from a Supplier. The component information 
may be read from the commercial RFID tag 2102 for 
verification that the part is airworthy and not counterfeit. For 
example, the received component information may be veri 
fied against a component database to Verify the components 
identification, verify that the serial number is still an active 
serial number (e.g. not retired), view the history of the 
components life cycle, or the like. 
0685. In an embodiment, component life cycle manage 
ment may be recorded on the commercial RFID tag 2102 to 
allow tracking of the components life cycle. The life cycle 
management information may contain life cycle information 
from the original equipment manufacturer (OEM) to the 
current time period, record past maintenance dates, future 
maintenance dates, particular flight information (e.g. stress 
levels), or the like. Life cycle management may be related to 
other aspects of the component such as safety, maintenance, 
quality, or the like. In an embodiment, an aviation enterprise 
may be able to rapidly determine the status of the life cycle 
of any or all components of an aircraft that has a commercial 
RFID tag 2102. For example, the aviation enterprise may 
periodically read all the commercial RFID tags 2102 on an 
aircraft to record the life cycle information for the entire 
aircraft. The aviation enterprise may use the life cycle 
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information to manage the maintenance Schedules of the 
aviation enterprise's aircraft fleet. 
0686. In an embodiment, component identification may 
be recorded on the commercial RFID tag 2102 to include the 
OEM information, repair enterprise information, component 
number, serial number, component revision level, or the like. 
This information may be applied as the component is 
produced, revised, repaired, or the like to provide a traceable 
history of the manufacture of the component. The compo 
nent identification may become the base information to 
allow the component to be tracked though out the compo 
nents operational life cycle. 
0687 In an embodiment, the storing of information for 
the above capabilities may be implemented using different 
memory configurations such as public memory, private 
memory, encrypted memory, read/write memory, write once? 
read many memory, read only memory, or the like. For 
example, the component identification may have informa 
tion that should not be changed Such as component number 
and serial number, therefore the some or all of the compo 
nent identification may be stored in write once/read many 
memory. This would allow the OEM to write the component 
identification but not allow anyone else to change this 
information. In another example, there may be enterprise 
only information that may be stored using encryption 
memory so only the enterprise may read the information. It 
may be understood by someone knowledgeable in the art 
that the memory of the commercial RFID tag 2102 may be 
configured based on the requirement of the commercial 
RFID tag 2102. 
0688 Aspects of the systems and methods described 
herein may be related storing and communicating commer 
cial RFID tag 2102 information related to maritime shipping 
2224. In an embodiment the maritime shipping 2224 infor 
mation may be related to a location of a maritime ship Such 
as ingress and egress of the ship to and from a port. 
0689. In an embodiment, the maritime and shipping 2224 
information may be related to a cargo of the maritime ship. 
The cargo information may be a type of cargo, a quantity of 
cargo, an origin of the cargo, a final destination of the cargo, 
at least one interim destination of the cargo, a product, a 
pallet, a container, a ship, or the like. 
0690 An aspect of the systems and methods described 
herein may be related to storing and communicating com 
mercial RFID tag 2102 information related to a public event 
2232. The public event may be a concert, a play, a sporting 
event, a business conference, or the like. 

0691. The public event 2232 information may be related 
to ticket validation, a public event date, a public event time, 
a number of tickets, a seating location, a public event title, 
or the like. The public event 2232 information may be 
related to admission to a public event, an admission taken 
manually at a gate, an admission taken automatically at a 
gate, or the like. 
0692 Aspects of the systems and methods described 
herein may be used in many different markets where mate 
rial, parts, products, processes, or the like may benefit from 
history traceability, movement tracking, identification, data 
recording, or other information recording and processing. 
Referring to FIG. 23, a market example may be the industrial 
field, where product information and history may be tracked 
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through industrial RFID tags 2104. Product information and 
history may be followed through the entire life-cycle of the 
product, from the receiving of raw materials to the shipment 
of finished goods for sale, including factory process 2302, 
factory inventory 2304, warehouse systems 2308, factory 
transportation 2310, industrial quality control 2310, or the 
like. The use of industrial RFID tags 2104 as described 
herein may significantly increase the ability of an industrial 
facility to track the location and history of the final product, 
as well as the components that are included as a part of the 
final product. Further, through access to location and history 
information for the product and its components, post-sale 
attributes may be tracked, such as product performance, 
quality, reliability, return rate, customer complaints, or the 
like. An industrial facility may feed these post-sale attributes 
back into the manufacturing process and product design to 
further improve the quality of the product and reduce 
post-sale costs. The use of the systems and methods 
described herein may therefore contribute to the future 
quality of the produced product. 
0693) The factory process 2302 may benefit from the 
systems and methods disclosed herein in a number of ways, 
including the identification tracking of components and 
sub-assemblies included in the final production product; the 
production history of the components and Sub-assemblies of 
the final production product, Such as the location of manu 
facture, the date of manufacture, the time of manufacture, 
the personnel that participated in the manufacture of the 
components and sub-assemblies, or the like; the transporta 
tion history of components and Sub-assemblies; the tracking 
of the manufacturing process for the final production prod 
uct, such as where it is in the process; the control of the 
manufacturing process for the final production product, Such 
as implementation of unique processing steps; the history of 
the manufacturing process for the final production product, 
Such as the date of production, the time-sequence of each 
Subassembly process step, personnel involved in the pro 
duction, or the like; the tracking of issues encountered 
during production of the product; a history of all inspections 
performed on the product; date of final packaging of the 
product; or the like. In embodiments, the factory process 
2302 may be made more efficient and reliable due to the 
expanded capabilities of the systems and methods described 
herein. 

0694. In embodiments, manufacturing control may be 
made more efficient through the use of the disclosed systems 
and methods. Manufacturing control includes factory pro 
cesses 2302 that effect the production of a product being 
manufactured. Such as what color the product is to be, 
selection of optional features for the product, selection of 
optional processing steps for the product, or the like. For 
example, in an embodiment, a product may have the option 
of being painted red, green, or blue. The product may have 
an attached industrial RFID tag 2104. The products indus 
trial RFID tag 2104 may have been previously loaded with 
an identification number and data to indicate what color the 
product is to be painted. As the product is brought near the 
paint facility, the reader 140 may extract the identification 
number and color data, and send that data to the painter. 
During the painting, various paint parameters, such as paint 
mix, spray time, temperature, or the like, may by be recorded 
by the paint facility. Upon completion of the painting step in 
the manufacturing process, the paint parameters may be 
downloaded onto the industrial RFID tag 2104 through the 
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reader 140. In this way, the product that has been painted 
now may contain the paint parameters through its useful life. 
If the product was a car for example, and the car showed 
premature rusting, the industrial RFID tag 2104 may be 
accessed to help determine whether the painting during 
manufacturing may have contributed to the premature rust 
ing. In embodiments, the systems and methods described 
herein may be able to utilize RFID tag capabilities to not 
only control the manufacturing step, such as painting, but 
also to record the conditions of manufacture to be stored on 
the industrial RFID tag 2104, and to stay with the product 
through its operational life. 
0.695. In an embodiment, the product being manufactured 
may be a motherboard of a personal computer. The moth 
erboard containing an industrial RFID tag 2104 may have 
options associated with it, such as amount of memory, type 
of processor, clock speed, or the like, recorded in the 
memory of the industrial RFID tag 2104. As the blank 
printed circuit board approaches the component placement 
facility, the reader may access the industrial RFID tag 2104 
for component information. The component placement facil 
ity may then choose the appropriate components, and mount 
them on the motherboard. Further, the component history for 
the parts placed on the motherboard, Such as part number, 
date code, lot code, or the like, may be recorded by the 
component placement facility. The component placement 
facility may write this component history to the industrial 
RFID tag 2104 attached to the motherboard. This informa 
tion may stay with the motherboard through the remaining 
stages of manufacturing, and on through its operational life. 

0696. In embodiments, the industrial RFID tag 2104 may 
be read by a technician to aid in the diagnosis of problems 
associated with the motherboard, either during test stages in 
manufacturing, or during the operational life of the unit. In 
embodiments, the industrial RFID tag 2104 attached to the 
motherboard may be able to communicate with an industrial 
RFID tag 2104 associated with the higher assembly personal 
computer. The industrial RFID tag 2104 associated with the 
personal computer may have access to an Internet interface, 
which may be used to monitor recalls or other issues related 
to the components on the motherboard. Further, this type of 
informational connection between the industrial RFID tag 
2104 on the motherboard and the Internet may enable a 
technical Support facility connected to the internet to extract 
information contained on the industrial RFID tag 2104 on 
the motherboard. In embodiments, the industrial RFID tag 
2104 may utilize the capabilities of the systems and methods 
described herein to aid in the control of manufacture, as well 
as to record associated component and process history of the 
components to more efficiently diagnose future failures for 
issues associated with the components. 
0697. In embodiments, the industrial RFID tag 2104 may 
be associated with the manufacturing of a material compo 
nent that is formed from raw materials and integrated into a 
larger assembly. One Such example of Such a material 
component may be a steel bridge member that is formed 
from molten steel and integrated into a road bridge. In this 
instance, the forging and forming facility that manufactures 
the bridge member may record the history information 
associated with the raw materials, the conditions and envi 
ronments experienced during forming, post-forming perfor 
mance test results, or the like. This information may be 
downloaded onto an industrial RFID tag 2104 that is 
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mounted on the bridge member. This information may now 
be utilized in mechanical testing of the bridge member prior 
to shipment, as well as placement information on the site of 
the bridge assembly. Further, in embodiments, the informa 
tion stored in the bridge members industrial RFID tag 2104 
may be utilized during periodic bridge inspections, along 
with environmental information that may be collected by 
industrial RFID tags 2104 associated with the entire bridge 
assembly. 

0698. In embodiments, tracking and location of manu 
facturing parts may be made more efficient through the use 
of the systems and methods described herein. Each part may 
be associated with an industrial RFID tag 2104, either by 
direct mounting, or through mounting to the parts packag 
ing. The ability for a manufacturing facility to track and 
locate all of the parts within the facility may be advanta 
geous to the efficiency of the manufacturing facility. For 
example, one of the most fundamental steps in the assembly 
of a component may be the gathering of parts, sometimes 
referred to as kitting, required to complete the assembly 
procedure. If an assembly is begun without all parts 
accounted for, the assembly may have to be halted, breaking 
the flow and time efficiency of the production line. The 
systems and methods described herein may aid in the 
automated determination of whether a kit is complete or not, 
and if not, reporting shortages. With industrial RFID tags 
2104 on all parts within the facility, it may become easier to 
locate parts that are needed, determine what assemblies have 
priority within the manufacturing flow, and move those parts 
in order to maintain a smooth running assembly flow. 
0699 The systems and methods described herein may 
also better enable the aggregation of part histories. For 
instance, industrial RFID tags 2104 associated with parts 
may contain history associated with those parts. As these 
parts are integrated into higher assemblies, their histories 
may be requested through readers 140 and transferred to an 
industrial RFID tag 2104 associated with the higher assem 
bly. In this way, the higher assembly’s industrial RFID tag 
2104 may contain the history information of all the parts that 
make it up. In embodiments, the disclosed systems and 
methods may have expanded capabilities to better enable the 
tracking of information pertaining to an assembly’s parts. 

0700. In embodiments, the tracking and location scheme 
that starts with parts or raw materials, may be extended up 
through the Sub-assembly and assembly stages that lead to 
the finished product. For instance, an industrial RFID tag 
2104 may be associated with each part, with all its history 
and performance data written into the memory of its indus 
trial RFID tag 2104. As the parts are integrated into sub 
assemblies, an industrial RFID tag 2104 may be attached 
and associated with each Sub-assembly. The Sub-assemblies 
may get an identification number to track and locate them, 
allowing the facility to track and locate a particular Sub 
assembly to be kitted for the next level of assembly inte 
gration. In addition, the industrial RFID tag 2104 associated 
with the sub-assembly may contain all the history data from 
the parts that constitute it. This may be accomplished 
through a facility associated with the reader 140, reading the 
data from all parts and Subsequently writing the data into the 
sub-assembly’s industrial RFID tag 2104, or having the 
sub-assembly industrial RFID tag 2104 communicate 
directly with the parts industrial RFID tags 2104. With 
industrial RFID tags 2104 associated with parts, sub-assem 
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blies, assemblies, finished products, and the like, all com 
ponents used in the manufacturing process may be tracked 
and located. In embodiments, the ability to track and locate 
any part, Sub-assembly, or assembly in the manufacturing 
facility, may improve the efficiency of the manufacturing 
facility. 

0701. The tracking and location of parts within the manu 
facturing facility may begin with parts being received at the 
manufacturing facility. Parts may be received with industrial 
RFID tags 2104 already attached, or the industrial RFID tags 
2104 may have to be attached when the part is received. 
Whether the industrial RFID tag 2104 is attached to the part 
itself, or attached to its container, the industrial RFID tag 
2104 may allow for a simple and quick way to perform 
stocking and vending of inventory. For instance, the stock 
ing and vending facility may have an array of readers that 
covers the entire Stockroom area, including the receiving 
area and the vending, or outgoing, area. As parts with 
industrial RFID tags 2104 are received, the stocking and 
vending facility logs the part in and tracks its location. 
Similarly, when parts come in with no industrial RFID tag 
2104, the part is tracked from the time an industrial RFID tag 
2104 is attached. As parts are placed into stock, their 
industrial RFID tag 2104 may be always accessible, and the 
parts location and history data may be always available. As 
parts are vended out of stores, the stocking and vending 
facility may log the part out of stores and onto the manu 
facturing floor. In this way, the stocking and vending facility 
may have a continuous log of what is received, stored, and 
vended within inventory. In addition, because parts may 
come with an industrial RFID tag 2104 containing history 
data, the Stocking and vending facility may have access to 
history information for parts in inventory. Further, the stock 
ing and vending facility may utilize these part histories to 
create a database that may enable the manufacturing facility 
immediate access to real-time inventory. In embodiments, 
the systems and methods described herein may better enable 
real-time inventory control, and may provide easy access to 
a real-time part history database. 
0702 Warehouse systems 2308 may benefit from the 
systems and methods described herein in ways similar to 
those described above for monitoring factory inventory, 
Such as the tracking and location of all products in the 
warehouse system 2308, a real-time database of stock, 
automated addition of stock at receiving, automated material 
stocking and return systems, automated tracking of Vending 
systems at departure, history information on all Stock in the 
warehouse system 2308, or the like. Material location and 
tracking systems may be applied at all levels of warehouse 
packaging, such as container-level, pallet-level, case-level. 
product-level, or the like. In embodiments, the systems and 
methods described herein may enable more efficient stock 
management within the warehouse system 2308. 
0703. In addition, warehouse stock, as well as inventory 
stock, may have time expiration codes or environmental 
limits that require monitoring. Typically, this monitoring 
may have been done with a database system. But logging in 
and out all the information associated with stock, especially 
with the warehouse system 2308 where there turnover of 
stock may be high, can be time consuming and prone to 
human error. The systems and methods described herein 
provide extended memory and functionality that may Sup 
port an automated way to have stock self-report warnings 
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due to such variables as time expiration, environmental 
limits, handling limits, or the like. Through Such extended 
memory, these variables may be stored in the industrial 
RFID tags 2104 memory. Through such extended function 
ality, these variables may be actively compared to external 
references, such as current time provided by the reader 140 
signal, or sensor 138 data, Such as temperature, humidity, 
shock, or the like. Periodic interrogations by warehouse 
system 2308 readers 140 may provide the power for the 
industrial RFID tag 2104 to assess and report on any 
conditions that may warrant caution or warning. 
0704. As an example, the warehouse system may be 
storing a perishable food product Such as milk. The milk 
may have perishable limits that cannot be exceeded without 
loss of the product, Such as a sell-buy date code, minimum 
and maximum temperature extremes, maximum shock to the 
shipping container, or the like. This information, along with 
its identification number, may be stored in the milk's indus 
trial RFID tag 2104, and may be transferred to the ware 
house system 2308 database when the milk is received. The 
milk may then be stored in the warehouse system for some 
time duration before being shipped out. The warehouse 
system 2308 may be a company separate from the company 
that produced, packaged, and transported the milk to the 
warehouse system 2308 site. It is essential for a warehouse 
system 2303 that handles perishables to prevent the product 
from expiring, and if it does expire, to identify the point in 
the supply chain where the product experienced the out of 
limit parameter. Therefore, the warehouse system 2308 may 
read these parameters from the products industrial RFID tag 
2104 upon receiving the product, for example, to determine 
whether the milk has expired prior to receiving. Once the 
milk is determined to be good, and not to have exceeded any 
product parameters, the milk may be stored. During storage, 
the warehouse system 2308 may monitor the products 
parameter limits within its database. But the database may 
not be monitoring the product itself, and parameters such as 
temperature and shock may only be accurately monitored at 
the product location. For example, the database may not be 
able to detect whether the milk's shipping container was 
dropped, or whether local temperature variations within the 
warehouse system 2308 caused temperature parameters to 
be exceeded. Monitoring parameters at the product’s loca 
tion may be the most accurate way to ensure that product 
parameters are not exceeded. 
0705. In an embodiment, the systems and methods 
described herein may provide for monitoring product param 
eters at the location of the product, and reporting status and 
warnings to the warehouse system 2308. For example, the 
bottle of milk with an industrial RFID tag 2104 attached, 
may be continuously monitored for time, temperature, 
shock, or the like. Readers 140 distributed throughout the 
warehouse system 2308 may periodically interrogate the 
industrial RFID tags 2104 within the warehouse system 
2308. Sensors 138 may be continuously monitoring param 
eters, and when the industrial RFID tag 2104 is interrogated, 
the industrial RFID tag 2104 may then read sensor 138 data 
and compare their values to parameter limits. Sensors may 
be independently powered, and so the industrial RFID tag 
2104 may be reading a data history since the sensor's last 
access by the industrial RFID tag 2104. If conditions were 
near or in excess to parameter limits, the industrial RFID tag 
2104 may report a warning to the warehouse system 2308 to 
indicate a possible problem. The systems and methods 
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described herein may take advantage of extended memory 
and/or functionality to perform this self-monitoring and 
self-reporting. In embodiments, the systems and methods 
described herein may help reduce the loss of product during 
warehousing, locate where the product experienced the 
out-of-limit condition, track the conditions under which the 
product was warehoused, or the like. 
0706. In embodiments, the warehouse system 2308 may 
have need of navigation system to locate products for 
shipment out of the warehouse system 2308. The systems 
and methods described herein may provide a way for 
locating product within the warehouse system 2308. For 
example, at times warehouses or other industry facilities 
may utilize a forklift for factory transportation 2310 to help 
facilitate the storage and retrieval of products. In embodi 
ments, it may be useful for the forklift to have a navigation 
system that leads the forklift operator to the location of the 
desired product. The initial directions provided by the navi 
gation system may be provided though the network of 
readers 140 throughout the warehouse system 2308. The 
forklift may also have its own reader 138. As the forklift 
reader 138 comes into range with the industrial RFID tag 
2104 of the product, the forklift may be directed to the exact 
location of the product, possibly even employing triangula 
tion methods with multiple readers 140 within the ware 
house system 2308. When the forklift has successfully 
retrieved the product, the forklift navigation system may list 
all products that are currently being transported by the 
forklift. This information may then be relayed to the ware 
house system 2308 database, to transport facilities for depar 
ture, to receiving facilities to indicate space available, or the 
like. A forklift embodying certain systems and methods 
described herein may be automated, that is, not requiring a 
human operator. Where as the forklift has been used as an 
example of how the systems and methods described herein 
may be used in product location and transport, other 
examples, such as handheld readers, wand readers, winch 
readers, or the like, may also be utilized. In embodiments, 
the systems and methods described herein may provide a 
more efficient way to locate products within the warehouse 
system 2308. 
0707. Other industrial transportation 2310 facilities may 
include industrial elevator systems, industrial escalator sys 
tems, industrial conveyor Systems, cargo terminal systems, 
or the like. In transporting products, primary concerns may 
include products being misplaced or mishandled, which may 
cause loss of time and/or loss of product. The systems and 
methods described herein may allow a product associated 
with an industrial RFID tag 2104 to be located within a 
network of reader 140 facilities, reporting not only its 
identification, but its handling and environmental history. 
For example, a series often part kits may be sent down a 
conveyor system to an assembly area, but only nine kits are 
counted at the end of the conveyor system. Typically this 
would initiate a search for the missing kit at the sending end, 
along the conveyor, and at the receiving end of the conveyor 
system. This would typically involve personnel, and reduce 
the efficiency of the assembly facility. With the systems and 
methods described herein, and in conjunction with a por 
table reader or network of readers, the part kit may be 
quickly located. In addition, the handling and environmental 
history for the parts kit may be read to determine if any 
degradation to components within the kit may have 
occurred. 
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0708. The transportation systems 2310 outside the ware 
house facility may benefit from the parameter monitoring 
capabilities using the systems and methods described herein 
in similar ways to warehouse systems 2308. Such as having 
readers on transport facilities that are able to determine the 
state of the product when received, monitor product param 
eter limits during transport, locate products with portable or 
mobile reader 140/navigation systems, or the like. For 
example, in loading a product onto a truck for transportation 
to a distribution site, the systems and methods described 
herein may be utilized to determine whether product param 
eter limits have been exceeded prior to loading onto the 
truck. With all product loaded onto the truck, a reader 140 
on the truck may monitor products with industrial RFID tags 
2104, and alert the driver if parameter limits are being 
approached or exceeded. When the truck reaches a distri 
bution point, and Some product is to be off-loaded, hand 
held readers, possibly in conjunction with the truck's reader, 
may be utilized to locate specific products. Receiving per 
sonnel may access product industrial RFID tag 2104 
memory to transfer the status and history of the products 
being off-loaded into a local database. For instance, if a 
product has been dropped or mishandled, sensor 138 data 
may indicate this when read from the memory of the 
industrial RFID tag 2104. In embodiments, the systems and 
methods described herein may increase the ability to moni 
tor product handling and environment during transportation. 
0709 Global factory product transportation 2310 may 
involve containerization, a system of inter-modal cargo 
transport using standard ISO containers, also known as 
isotainers, that can be loaded and sealed intact onto con 
tainer ships, railroad cars, planes, and trucks. Typically the 
cargo is loaded into containers, mounted on rail or truck, and 
transported to a container terminal for sea or air transport. 
The contents of the containers are not typically removed 
from the containers as they are shifted between truck, rail, 
ship, and air, in transmit from source to destination. Given 
the potentially long durations for global shipment of factory 
products via containerization, and the great variety of envi 
ronmental conditions that the products may experience, it 
may be paramount to maintain a history including time, 
mode of transport, owner of transport, environmental con 
ditions during transport, shock environments during trans 
port, or the like. The capabilities of the systems and methods 
described herein may be ideal for maintaining reliable 
long-term monitoring of the products conditions while in 
transport. A reader 140 network on the various transporta 
tion modes may be utilized for monitoring and/or activation 
of the products industrial RFID tag 2104. 
0710 Factory transportation 2310 through the system of 
containerization may provide a varied shock environment to 
the container and associated cargo. For example, moving 
containers from one mode of transport to another, Such as 
from truck-to-train, train-to-dock, dock-to-ship, or the like, 
may impart shock to the cargo. Transporting a fragile 
product, such as glass, may cause breakage as a result of 
handling. The transport agency may specify maximum 
instantaneous accelerations due to shock that are to be taken 
as acceptable in shipment. In embodiments, these values, 
along with other specified environmental conditions for 
transport, may be stored in the memory of the industrial 
RFID tag 2104 associated with the product. The industrial 
RFID tag 2104 may monitor its associated sensors 138, and 
compare sensor 138 values to the stored specified maxi 
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mums. If the measured values exceed the specified maxi 
mums, the industrial RFID tag 2104 may transmit a status or 
warning to resident readers 140, as well as to a running log 
to be read by the cargo's eventual recipient. In this way, it 
can be determined quantitatively whether any breakage was 
due to poor packaging or to excessive shock during trans 
port. Industrial RFID tags 2104 may also communicate with 
local readers 140 or with other industrial RFID tags 2104 to 
attempt to report or cross correlate its readings with the 
readings of other industrial RFID tags 2104. In embodi 
ments, the industrial RFID tag 2104 reporting the anomalous 
reading may read and record data provided from the network 
of readers 140, or from other local industrial RFID tags 
2104. 

0711) A number of other parameters may be specified by 
the transport agency where certain limits are not to be 
exceeded. For example, in the transport of perishable goods 
or livestock, certain temperature maxima or minima must 
not be exceeded. Industrial RFID 2104 tags incorporated in 
the packaging or containers for perishable goods, or incor 
porated in the pens or shipping crates for livestock, may 
indicate exposure temperatures. Such tags 2104 may also be 
attached to individual animals for livestock shipments. It can 
be determined by reading the data on the industrial RFID 
2104 tags whether temperature tolerances have been 
exceeded during the shipment, to the potential detriment of 
the goods or livestock. In addition to large-scale or bulk 
shipments, industrial RFID 2104 tags may be affixed to or 
imbedded into unique items of livestock, such as perfor 
mance animals (e.g., circus animals, rodeo animals, and the 
like), laboratory animals, or pets. Because Such specialized 
shipments may have detailed requirements for their trans 
portation, and narrow tolerance ranges, industrial RFID 
2104 tags may be used to collect data regarding transpor 
tation conditions to determine whether, for example, con 
tractually-determined transportation requirements have been 
met. 

0712. In addition to industrial RFID tags 2104 on the 
products or their packaging, there may be industrial RFID 
tags 2104 on the shipping container itself, providing a 
unique identification number for each container. Addition 
ally, the container's industrial RFID tag 2104 may collect 
the information resident on product level industrial RFID 
tags 2104 internal to the container. Since the container's 
industrial RFID tags 2104 may be external, and the container 
may be metallic, there may be an interface between the 
industrial RFID tags 2104 on products internal to the con 
tainer, and the industrial RFID tag 2104 for the container, 
mounted on the container. In this way, external readers 140 
may more easily read the contents of the container. In 
embodiments, the container's industrial RFID tag 2104 may 
be mounted on the external Surface of the container, and as 
Such, may be more exposed to the outside elements and to 
physical contact with container handling equipment and 
other containers. As a result, damage to the industrial RFID 
tag 2104 may be more likely, and may require greater 
reliability than is typical for RFID tags. The systems and 
methods described herein may have significant redundancy 
capabilities due to the multiple RF network node 104 
configuration of the tag 102. In embodiments, the systems 
and methods described herein may provide significantly 
greater redundancy than typical RFID tags, and may be an 
advantageous solution to the requirements of the container's 
industrial RFID tag 2104. 
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0713. In industrial applications, quality control is 
involved in ensuring products are produced to meet or 
exceed customer requirements. The systems and methods 
described herein may enable the tracking and logging of 
quality control history for a product. This history may begin 
at the parts level, including information Such as lot, date, 
part testing at Source, or the like. The quality testing results 
and information for parts may then be aggregated into the 
sub-assembly level, and then to the assembly, and finished 
product level. In this way, information recorded on the 
industrial RFID tags 2104 of a lower assembly may be 
collected and transferred to the industrial RFID tag 2104 of 
a higher assembly, which may allow all information asso 
ciated with a finished product to build as an integral part of 
the assembled product. In embodiments, the systems and 
methods described herein may eliminate the need for an 
external file to keep track of quality control results and logs. 
This may allow the quality control information to be net 
worked via readers 140, and/or accessed by hand-held 
readers by quality control personnel. In embodiments, the 
systems and methods described herein may lead to more 
efficient quality management, and greater reliability in qual 
ity control record keeping. 
0714 Aspects of the systems and methods described 
herein may be used in many different consumer markets 
where material, parts, products, processes, and the like may 
benefit from history tracking, movement tracking, identifi 
cation, data recording, or other recording information on a 
consumer RFID tag 2108. Referring to FIG. 24, consumer 
market examples may include government issued personal 
identification 2402, personal identification card 2404, gen 
eral personal identification systems 2408, consumer product 
systems 2410, home security 2412, home automation sys 
tems 2414, residential plant control and access, or the like. 
0715) The consumer RFID tag 2108 may be connected to 
a network where the network connection may be a wireless 
connection, a wired connection, or the like. The network to 
which the consumer RFID tag 2108 may communicate may 
be a LAN, a WAN, a peer-to-peer network, an intranet, an 
Internet, or the like. The network connection may be use the 
gateway facility 1112 discussed in FIG. 11. 
0716. An aspect of the systems and methods described 
herein may relate to associating the RFID tag with a gov 
ernment identification and storing and communicating con 
Sumer RFID tag 2108 information related to a government 
identification 2402. 

0717. In an embodiment, the government identification 
2402 may be a passport. The owner of the passport may be 
tracked within a passport Zone. The government identifica 
tion may provide automatic identification at a passport 
checkpoint. 

0718. In an embodiment, the government identification 
2402 may be a visa. The owner of the visa may be tracked 
within a visa Zone. The government identification 2402 may 
provide automatic identification at a visa checkpoint. 
0719. Additionally, the government identification may be 
a driver's license, a public safety personnel identification, a 
government employee identification, or the like. 
0720 In an embodiment, the government identification 
2402 may provide automatic access to a location, manual 
access to a location, or the like. 
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0721. In an embodiment, the government identification 
2402 information may be a user name, user address, user 
personal characteristics, a user place of work, a user rank, or 
the like. 

0722. In an embodiment, the government identification 
2204 may track a user's ingress and egress to a facility. 
0723. An aspect of the systems and methods described 
herein may be associating the consumer RFID tag 2108 with 
a personal identification 2404 and storing and communicat 
ing consumer RFID tag 2108 information related to a 
personal identification 2404. 
0724. In an embodiment, the personal identification 2404 
may be related to a credit card. Items may be automatically 
purchased with the credit card using a reader 140. In an 
embodiment, the credit card may provide automatic identi 
fication of a user. 

0725. In an embodiment, the personal identification 2404 
may be related to an ATM card. Items may be automatically 
purchased with the ATM card using a reader 140. In an 
embodiment, the ATM card may provide automatic identi 
fication of a user. 

0726. In an embodiment, the personal identification 2404 
may be related to a bankbook. 
0727 Aspects of the systems and methods described 
herein may be associating the RFID tag with a product and 
storing and communicating consumer RFID tag 2108 infor 
mation related to a product warranty. In an embodiment, the 
warranty information may be a product part number, a 
product serial number, a date of purchase, a date the war 
ranty expires, a warranty contract, an owner's identification, 
a return date, a return control number, or the like. 
0728. An aspect of the systems and methods described 
herein may be associating the consumer RFID tag 2108 with 
a home security system 2412 and storing and communicat 
ing the consumer RFID tag 2108 information related to 
home security 2412. Home security may be intrusion detec 
tion, fire detection, water detection, Smoke detection, or the 
like. 

0729. In an embodiment, the home security system 2412 
information may be related to a status of home locks Such as 
when the home lock is locked or unlocked. 

0730. In an embodiment, the home security system 2412 
information may be related to a personal identification 
facility where the personal identification facility may con 
tain home egress and ingress information. In an embodi 
ment, the home information may automatically lock and 
unlock doors. In an embodiment, the home information may 
manually lock and unlock doors. In an embodiment, the 
home information may automatically lock and unlock win 
dows. In an embodiment, the home information may manu 
ally lock and unlock windows. 
0731. In an embodiment, the home information may 
automatically secure a home Zone when leaving the Zone. 
The home information may automatically adjust the security 
when the Zone is reentered. 

0732 An aspect of the systems and methods described 
herein may be associating the consumer RFID tag 2108 with 
a home automation system 2414 and storing and commu 
nicating consumer RFID tag 2108 information related to 
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home automation 2414. Home automation may be turning 
lights on and off dimming lights, turning entertainment 
systems on and off, adjusting an environmental control 
within a Zone, or the like. 

0733. In an embodiment, the home automation 2414 
information may include a user's personal settings. The 
user's personal setting may be activated when entering a 
Zone of a home. In an embodiment, the home automation 
information may be modifiable. The information may be 
modified based on a last setting of the home automation 
system, modified by a user, or the like. 
0734 Aspects of the systems and methods described 
herein may be used in many different government markets 
where material, parts, products, processes, and the like may 
benefit from history tracking, movement tracking, identifi 
cation, data recording, or other recording information on a 
government RFID tag 2110. Referring to FIG. 25, govern 
ment market examples may include public safety 2502, 
public infrastructure 2504, public transmit systems 2508, 
transportation systems 2510, customs security systems 
2512, border security systems 2514, passport control sys 
tems 2518, and visa control systems. 
0735. The government RFID tag 2110 may be connected 
to a network where the network connection may be a 
wireless connection, a wired connection, or the like. The 
network to which the government RFID tag 2110 may 
communicate with a LAN, a WAN, a peer-to-peer network, 
an intranet, an Internet, or the like. The network connection 
may be use the gateway facility 1112 discussed in FIG. 11. 
0736. An aspect of the systems and methods described 
herein may be associating the government RFID tag 2110 
with a security device and storing and communicating 
government RFID tag 2110 information related to public 
safety 2502. 

0737. In an embodiment, the security device may include 
information for a correctional facility. The correctional 
facility device may provide ingress and egress tracking. The 
correctional facility device may provide location informa 
tion for the security device. In an embodiment, the correc 
tional facility device may be associated with a person, with 
an object, or the like. 

0738. In an embodiment, the security device may include 
information for a courthouse. The courthouse device may 
provide ingress and egress tracking. The courthouse device 
may provide the location information of the security device. 
The courthouse device may be associated with a person, 
with an object, or the like. 
0739. In an embodiment, the security device may be 
associated with a GPS system. The security device may 
provide a prisoner location, a personnel location, or the like. 
The security device may provide ingress and egress infor 
mation from a Zone. 

0740. An aspect of the systems and methods described 
herein may include associating the RFID tag with a vehicle 
infrastructure device and storing and communicating gov 
ernment RFID tag 2110 information related to public infra 
structure 2504. The public infrastructure may include trans 
portation control Such as traffic control, bridge access and 
control, tunnel access and control, and the safety of vehicles 
operation on the public infrastructure. 
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0741. In an embodiment, the transportation control may 
be traffic flow control. The information may be used to 
control the coordination of at least one street traffic light to 
control the flow of traffic through a city, town, or the like. 
0742. In an embodiment, the transportation control may 
be bridge flow control where the information may be used to 
control the number of vehicles on the bridge. The informa 
tion may be used to control access to the bridge. 
0743. In an embodiment, the transportation control may 
be tunnel flow control where the information may be used to 
control the number of vehicles in the tunnel. The informa 
tion may be used to control access to the tunnel. 
0744. In an embodiment, the transportation control may 
provide automatic payment of tolls. The information may be 
a vehicle identification, a vehicle owner, a history of toll 
access, a last safety inspection on a vehicle, or the like. In 
an embodiment, the safety inspection information may indi 
cate a pass and fail of the safety inspection for the vehicle. 
The vehicle may be denied access if the vehicle failed 
inspection. 
0745) An aspect of the systems and methods described 
herein may be associating the RFID tag with a personal 
infrastructure device and storing and communicating gov 
ernment RFID tag 2110 information related to public trans 
mit systems 2504 transportation control. In an embodiment, 
the personal infrastructure device may be a card, a loyalty 
card, a credit card, a transportation system device, or the 
like. 

0746. In an embodiment, the personal infrastructure 
device may provide automatic ingress and egress control to 
a public transportation system. The public transportation 
system may be a bus, a train, a Subway, and the like. In an 
embodiment, the personal infrastructure device may store 
user identification information, an egress and ingress history, 
a value of the personal infrastructure device, or the like. The 
personal infrastructure device value may be automatically 
added, deducted, or the like. 
0747. In an embodiment, the personal infrastructure 
device may store wanted persons information for the owner 
of the personal infrastructure device. The wanted owner 
ingress and egress may be tracked during ingress and egress 
from public transportation. The wanted owner may be 
denied access to a public transportation system. 
0748. In an embodiment, the personal infrastructure 
device may provide location information within a public 
transportation station. 
0749. An aspect of the systems and methods described 
herein may be associating the government RFID tag 2110 
with a customs security device and storing and communi 
cating government RFID tag 2110 information related to 
customs control 2512. 

0750. In an embodiment, the customs device may be 
associated with baggage to store information about the 
baggage. The baggage information may contain a declara 
tion of the baggage contents, baggage owner identification, 
a final destination, a starting location, at least one interim 
destination, or the like. In an embodiment, the baggage may 
be tracked while the baggage is within the customs area. 
0751. An aspect of the systems and methods described 
herein may be associating the government RFID tag 2110 
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with a border security device and storing and communicat 
ing government RFID tag 2110 information related to border 
control 2514. 

0752. In an embodiment, the border security device may 
be used as a covert tagging device for tracking objects or 
people as they cross borders. In an embodiment, the covert 
information may be a border crossing name, a border 
crossing time, an identification of the user crossing the 
border, or the like. In an embodiment, the border security 
device may be tracked each time the border security device 
is in a border crossing area. 
0753. In an embodiment, the border security device may 
be tracked when the border security device is in-custody of 
a border crossing for tracking objects and people when in the 
in-custody area of border security. In an embodiment, infor 
mation on the border security device may contain informa 
tion on ingress and egress from the in-custody area, location 
information for within the in-custody area, user information 
for the border security device, or the like. 
0754 Aspects of the systems and methods described 
herein may be used in many different agriculture markets 
where material, parts, products, processes, and the like may 
benefit from history tracking, movement tracking, identifi 
cation, data recording, or other recording information on an 
agriculture RFID tag 2112. Referring to FIG. 26, agriculture 
market examples may include transportation 2602, inven 
tory control 2604, time a product is on a shelf 2608, 
freshness tracking 2610, and the like. 
0755. The agriculture RFID tag 2112 may be connected 
to a network where the network connection may be a 
wireless connection, a wired connection, or the like. The 
network to which the agriculture RFID tag 2112 may 
communicate with a LAN, a WAN, a peer-to-peer network, 
an intranet, an Internet, or the like. The network connection 
may be use the gateway facility 1112 discussed in FIG. 11. 
0756 An aspect of the systems and methods described 
herein may be associating the agriculture RFID tag 2112 
with an agriculture product and storing and communicating 
agriculture RFID tag 2112 information related to the agri 
culture product. In an embodiment, the agriculture RFID tag 
2112 may be connected to a sensor for measurement of 
environmental conditions of various agriculture products. In 
an embodiment, the sensor may be a temperature sensor, a 
humidity sensor, an acceleration sensor, or the like. 
0757. In an embodiment, the environmental conditions of 
the agriculture product transportation 2602 may be recorded 
Such as temperature, humidity, handling of the agriculture 
product (e.g. dropping), transportation time, or the like. 

0758. In an embodiment, the agriculture information may 
be related to inventory control 2604. In an embodiment, the 
information may be the amount of agriculture product within 
a distribution system, a warehouse, a store, or the like. In an 
embodiment, the agriculture information related to inven 
tory control may be aggregated remotely from the agricul 
ture product at the plurality of locations within the inventory 
control 2604 system. 
0759. In an embodiment, the agriculture information may 
be related to the freshness of the agriculture product. In an 
embodiment, the agriculture information may be the time 
since the agriculture product has been harvested, an envi 

62 
Sep. 13, 2007 

ronmental condition of the agriculture product since har 
vesting, or the like for determination of the agriculture 
freshness 2610. In an embodiment, sensors may record the 
environmental conditions of the agriculture product; the 
information may be tracked remotely from a location of the 
agriculture product. 

0760 Aspects of the systems and methods described 
herein may be used in many different markets where mate 
rial, parts, products, processes, and the like may benefit from 
history tacking, movement tracking, identification, data 
recording, or other recording information. Referring to FIG. 
27, a market example may be military applications, where 
information may be for tracking munitions inventory, track 
ing food inventory, food expiration dates, tracking person 
nel, tracking battle movements, Supply material tracking, 
automatic identification, maintenance, casualty tracking, 
and the like. The military, and the Department of Defense 
(DoD) in general, is a large and complex organization that 
has requirements to track large Supply chains, provide 
security for locations and personnel, track movements of 
personnel and vehicles within a military facility, and the like. 
0761 The military may benefit from the use of automatic 
tracking systems that may be provided by the systems and 
methods disclosed herein. The multi RF network node 104 
RFID tag 102 may provide increased memory for additional 
storage of information related to the type of product to which 
the RFID tag 102 is attached, information related to the 
movement of the product, information related to the person 
nel in possession of the product, and the like. The increased 
memory may be implemented as redundant memory to 
provide a more robust RFID tag 102 for situations where the 
product may be in a harsh environment. The RFID tag 102 
as described herein may also provide functional redundancy 
where the RFID tag 102 may be able to incur some damage 
and continue to provide normal functions. 
0762. Additionally, the RFID tag 102's capability of 
multiple frequencies and multiple antennas may allow the 
military to transmit and receive information from the RFID 
tag 102 using a number of different frequencies. Certain 
parts of the RFID tag 102 memory may only be accessed by 
certain frequencies and/or encryptions. These capabilities 
may provide secure storage of information for many differ 
ent products for which the military has responsibility. 
0763) Referring to FIG. 27, the military RFID tag 2114 
may be applicable to munitions tracking 2702, food 2704, 
personnel tracking 2708, battle movement 2710, material 
tracking 2712, automatic identification 2714, vehicle main 
tenance 2718, and casualty tracking 2720. It should be 
understood by someone knowledgeable in the art that the 
military RFID tag 2114 may have other applications in the 
military and the listed applications is not intended to be 
limiting. 

0764. As may be readily understood, the military has a 
significant amount of munitions to store, transport, track, 
disperse, and the like, ranging from Small caliper to larger 
munitions. The military may be interested in tracking the 
amount of munitions available, the type of munitions avail 
able, the distribution of the munitions, the munitions avail 
able to a unit, and the like. The military RFID tag 2114 may 
be attached to the munitions, may be attached to the muni 
tions container, or the like. In an embodiment, the increased 
memory of the military RFID tag 2114 of the systems and 
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methods described herein may allow for increased amounts 
of information to be stored about the munitions such as the 
type of munitions, the amount of munitions within the 
storage container, the age of the munitions, the location of 
the munitions, part numbers, serial numbers, and the like. 
Depending on the security requirements, some or all of the 
information may be stored with a password, with encryption, 
with a combination of password and encryption, or the like. 

0765. Using the information stored on the military RFID 
tag 2114, the military warehouses and stores could utilize 
Smart shelf inventory for munitions. Using the military 
RFID tag 2114 associated to the munitions and at least one 
reader 140 within a warehouse, the munitions may be 
inventoried rapidly. The read or series of reads may be able 
to determine the amount of all the munitions within the 
warehouse, the amount of certain munitions within a ware 
house, the age of the munitions, and the like. This type of 
Smart shelf inventory may be used in large base warehouses 
and Smaller field munitions stores to allow for rapid muni 
tions determination. With this RFID tag 102 technology, the 
inventory of munitions in many widely separated ware 
houses may be determined within a short period of time. For 
example, an entire Command may inventory the munitions 
in a plurality of munitions warehouses by reading the 
military RFID tags 2114 associated with the munitions. The 
military RFID tag 2114 readers 140 may be associated with 
a network as, described herein, to allow a remote site to 
initiate a read of information and receive information for the 
munitions inventory. The munitions information may then 
be aggregated for the Command to provide the overall 
munitions readiness of the Command. The aggregation of 
munitions information may allow the Command to deter 
mine the number and type of munitions that are stored in all 
of the units within the Command. 

0766 The military RFID tag 2114 may also be used to 
track the movement of munitions into and out of the muni 
tions warehouse. For example, as new munitions are stored 
in the warehouse, the military RFID tag 2114 may be read 
and added to the inventory of the warehouse. Similarly, 
when munitions are removed from the warehouse, the muni 
tions information may be removed from the warehouse. 
Additionally, the personnel removing the munitions may 
also have a military RFID tag 2114 that may identify the 
personnel. As the munitions are checked out of the ware 
house, the personnel identification may also be read to create 
a history record of the munitions movements and the per 
sonnel that moved the munitions. Furthermore, when certain 
munitions are added to the inventory of another warehouse 
(e.g. a field munitions storage), the munitions military RFID 
tag 2114 may be read and the munitions information added 
to the other warehouse. 

0767 During the movements of the munitions from one 
warehouse to another, the munitions information may be 
read by a reader 140 and stored to the network 152 allowing 
for aggregation, searching, Sorting, or the like of the muni 
tions information from remote locations. Additionally, as the 
reader 140 reads the movement information, the movement 
information may be stored onto the munitions military RFID 
tag 2114. Therefore the munitions military RFID tag 2114 
may contain the entire distribution history that may be read 
by a reader 140 within a warehouse, a portable reader, or the 
like. 
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0768. Using the smart self inventory within the ware 
house and the tracking of munitions being added and 
removed from the warehouse, automatic munitions ordering 
may be implemented based on preset inventory level 
requirements. For example, when munitions are removed 
from a central warehouse and dispersed to smaller field 
warehouses, the automatic inventory levels determined by 
the military RFID tag 2114 information may initiate an order 
for replacement munitions. 
0769. As an additional aspect of the munitions inventory, 
the munitions military RFID tag 2114 may be read as it is 
moved within the munitions distribution system. There may 
be checkpoints along the distribution system such as at 
airports, at rail stations, at trucking stations, on loading 
docks, on transports (e.g. aircraft, trains, trucks), and the 
like. In this manner, the munitions may be tracked from the 
starting point of the distribution system until it is received at 
the final destination. Using readers 140 that are associated 
with the network 152, a remote site may be able track the 
munitions throughout the entire distribution system. In an 
embodiment, the remote site may be provided with an alert 
when the munitions do not move within the distribution 
system in a predictable manner. 
0770. The DoD may require a significant amount of food 
2704 to supply all the military personnel within its respon 
sibility. The military food 2704, similar to retail or com 
mercial food, may require inventory tracking, distribution 
tracking, shelf life determination, and the like. Military 
RFID tags 2114 of the systems and methods described 
herein may be used to track inventories, distribution, fresh 
ness, and the like by storing information about the product 
to which it is associated. The increased memory in a multi 
RF network node 104 military RFID tag 2114 may allow for 
storing information about the type of food 2704, the amount 
of food 2704, the original supplier of the food 2704, the time 
on the shelf, the environment in which the food 2704 has 
been stored, and the like. This information may be stored in 
public memory, private memory, encrypted memory, or the 
like. The increased memory of the military RFID tag 2114 
of the systems and methods described herein may allow for 
redundant memory for foods that may be stored in harsh 
environments such as hot dry environments, wet environ 
ments, cold environments, and the like. The redundant 
memory may allow for damage to the military RFID tag 
2114 that still provide memory storage and functionality. 
0771 Using the information stored on the military RFID 
tag 2114, the military warehouses and stores could utilize 
smart shelf inventory for food. Using the military RFID tag 
2114 associated to the food and at least one reader 140 
within a warehouse, the food may be inventoried rapidly. 
The read or series of reads may be able to determine the 
amount of all the food within the warehouse, the amount of 
certain food within a warehouse, the age of the food, 
expiration dates of the food, and the like. This type of smart 
shelf inventory may be used in large base warehouses and 
smaller field stores to allow for rapid food supply determi 
nation. With this RFID tag 102 technology, the inventory of 
food in many widely separated warehouses may be deter 
mined within a short period of time. For example, an entire 
Command may inventory the food in a plurality of food 
warehouses by reading the military RFID tags 2114 associ 
ated with the food. The military RFID tag 2114 readers 140 
may be associated with a network as, described herein, to 
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allow a remote site to initiate a read of information and 
receive information for the food inventory. The munitions 
information may then be aggregated for the Command to 
provide the overall food readiness of the Command. The 
aggregation of food information may allow the Command to 
determine the amount and type of food that are stored in all 
of the units within the Command. 

0772. The military RFID tag 2114 may also be used to 
track the movement of food into and out of the food 
warehouse. For example, as new food is stored in the 
warehouse, the military RFID tag 2114 may be read and 
added to the inventory of the warehouse. Similarly, when 
food is removed from the warehouse, the food information 
may be removed from the warehouse. Additionally, the 
personnel removing the food may also have a military RFID 
tag 2114 that may identify the personnel. As the food is 
checked out of the warehouse, the personnel identification 
may also be read to create a history record of the food 
movements and the personnel that moved the food. Further 
more, when the food is added to the inventory of another 
warehouse (e.g. a field food storage), the food military RFID 
tag 2114 may be read and the food information added to the 
other warehouse. 

0773 During the movements of the food from one ware 
house to another, the food information may be read by a 
reader 140 and stored to the network 152 allowing for 
aggregation, searching, Sorting, or the like of the food 
information from remote locations. Additionally, as the 
reader 140 reads the movement information, the movement 
information may be stored onto the food military RFID tag 
2114. Therefore the food military RFID tag 2114 may 
contain the entire distribution history that may be read by a 
reader 140 within a warehouse, a portable reader, or the like. 
0774. Using the smart self inventory within the ware 
house and the tracking of food being added and removed 
from the warehouse, automatic food ordering may be imple 
mented based on preset inventory level requirements. For 
example, when food is removed from a central warehouse 
and dispersed to Smaller field warehouses, the automatic 
inventory levels determined by the military RFID tag 2114 
information may initiate an order for replacement food. 
0775. As an additional aspect of the food inventory, the 
food military RFID tag 2114 may be read as it is moved 
within the food distribution system. There may be check 
points along the distribution system Such as at airports, at 
rail stations, at trucking stations, on loading docks, on 
transports (e.g. aircraft, trains, trucks), and the like. In this 
manner, the food may be tracked from the starting point of 
the distribution system until it is received at the final 
destination. Using readers 140 that are associated with the 
network 152, a remote site may be able track the food 
throughout the entire distribution system. In an embodiment, 
the remote site may be provided with an alert when the food 
does not move within the distribution system in a predictable 
a. 

0776. In another aspect of inventory and movement of 
food associated with military RFID tags 2114 may be the 
availability of food within the DoD. For example, by reading 
the military RFID tag 2114 information within food ware 
houses, the DoD may be able to aggregate a “snap shot' of 
food information within the warehouse and distribution 
system. The snap shot may provide the ability to determine 
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the amount and type of food that may be stored in which 
warehouses and/or within the distribution system. For 
example, if one branch of the DoD requires a certain type of 
meals ready to eat (MRE), the DoD may be able to deter 
mine the supply and location of the required MRE and 
determine if the MRE can be distributed to the requiring 
branch or if additional MREs need to be ordered. 

0777. As described herein, the food military RFID tag 
2114 may be associated with at least one sensor 138, the 
sensor 138 may measure temperature, humidity, accelera 
tion, and the like and provide the measured information to 
the military RFID tag 2114. In an embodiment, during a read 
of the military RFID tag 2114, the military RFID tag 2114 
may read the information from the sensor 138. The sensor 
138 information may be stored on the military RFID tag 
2114, transmitted to the reader 140, stored on the military 
RFID tag 2114 and transmitted to the reader 140, or the like. 
The sensor information may provide a storage history of the 
food and may be used to indicate the shelf life of the food. 
0778 For example, perishable foods such as fruits and 
vegetables may have a limited shelf life if stored at elevated 
temperatures. The military RFID tag 2114 associated with 
the food may have a temperature sensor 138 that may 
provide a temperature history of the food that may be used 
to determine the freshness of the food. In this manner, the 
shelf life of military food may be determined from a remote 
location by requesting a read of the food military RFID tag 
2114. In an embodiment, the foods self life may be calcu 
lated on the military RFID tag 2114, calculated at a remote 
location after the read, calculated by both the military RFID 
tag 2114 and the remote location, or the like. In an embodi 
ment, the sensor 138 may be self powered and able to read 
temperatures continuously; the sensor 138 may be able to 
store some or all of the temperature information. When the 
military RFID tag 2114 is read, the military RFID tag 2114 
may read the instantaneous temperature information, the 
temperature history information, or a combination of the 
instantaneous and historical information. 

0779. In another example, the environment in which it is 
stored may affect even long life, or non-perishable foods. 
The MRE may be considered a long shelf life product but 
may be affected by very hot temperatures or very wet 
environments. In an embodiment, the MRE may have a 
military RFID tag 2114 that tracks the temperature, humid 
ity, and the like using sensors 138. The MRE military RFID 
tag 2114 may be able to read the sensors 138 and calculate 
the affect the environment may have on the MRE. A portable 
reader 140 may be used to read the expiration date of the 
MRE as it is being distributed to verify the freshness of the 
MRE. For example, if the MRE is stored in the desert for a 
long period of time, the shelf life may be reduced. The 
sensor on the military RFID tag 2114 may continuously read 
the environment and store the environment information to 
the MRE military RFID tag 2114 during each read. With 
each read, the military RFID tag may calculate the new 
expiration date of the MRE. The new expiration date may be 
read at the distribution point before being issued to the 
military personnel. 

0780. The military RFID tag 2114 may be associated with 
military identification and may store and communicate mili 
tary RFID tag 2114 information related to the military 
tracking 2708. The military RFID tag 2114 may be con 
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nected to a network that may be a wireless connection, a 
wired connection, or the like. The network may be a LAN, 
a WAN, a peer-to-peer network, an intranet, an Internet, or 
the like. The network connection may allow the military 
RFID tag 2114 to transmit information related to personnel 
identification to a military network for tracking 2708, aggre 
gation, reporting, or the like. 

0781. The military information may be related to military 
security where the information may provide the tracking 
2708 of military personnel. The military information may be 
the location of military personnel within a camp, within a 
military building, or the like. The military personnel location 
may be automatically recorded on the military RFID tag 
2114 at a checkpoint, at a building, or the like. For example, 
the military personnel location may be tracked 2708 within 
a base. The military personnel ingress and egress may be 
recorded on the military RFID tag 2114 that may be carried 
by the military personnel. The military personnel location 
may be tracked 2708 at a checkpoint where the military 
personnel ingress and egress are recorded on the military 
RFID tag 2708. 

0782. The military RFID tag 2114 may be associated with 
a military vehicle and may store and communicate military 
RFID tag 2114 information related to the military vehicle 
tracking 2712. The military RFID tag 2114 may be con 
nected to a network that may be a wireless connection, a 
wired connection, or the like. The network may be a LAN, 
a WAN, a peer-to-peer network, an intranet, an Internet, or 
the like. The network connection may allow the military 
RFID tag 2114 to transmit information related to vehicle 
identification to a military network for vehicle tracking 
2712, aggregation, reporting, or the like. 

0783 The information may be related to a type of the 
military vehicle. The information may be related to a loca 
tion of the military vehicle; the military vehicle location may 
be tracked 2712 within a base, at a checkpoint, or the like. 
The information may include information about the driver of 
the military vehicle, the contents of the military vehicle, and 
the like. 

0784 The military vehicle information may be related to 
maintenance 2718 of the military vehicle. The military 
vehicle maintenance 2718 information may be a type of 
vehicle, a make of the vehicle, an owner of the vehicle, a last 
maintenance date, a last maintenance type performed, a next 
maintenance date, a next type of maintenance required, a 
maintenance history of the vehicle, or the like. The military 
vehicle maintenance information may be read while the 
vehicle is within a maintenance facility, at a checkpoint, 
within a base, within a camp, while the vehicle is moving, 
while the vehicle is stationary, or the like to determine if the 
military vehicle is in need of maintenance 2718. 
0785. The military RFID tag 2114 may communicate 
with a vehicle communication network to receive mainte 
nance information from the military vehicle. For example 
the received maintenance 2718 information may be lubricant 
information, a fault indicator, a tire pressure, a part identi 
fication associated with the received maintenance informa 
tion, or the like. 

0786) The military RFID tag 2114 may be associated with 
military personnel and store and communicate military 
RFID tag 2114 information related to military personnel 
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casualty 2720 information. The military RFID tag 2114 may 
be connected to a network that may be a wireless connec 
tion, a wired connection, or the like. The network may be a 
LAN, a WAN, a peer-to-peer network, an intranet, an 
Internet, or the like. The network connection may allow the 
military RFID tag 2114 to transmit information related to 
military casualty tracking 2720 to a military network for 
rapid identification of information related to the medical 
history of the military personnel. 
0787. The casualty tracking 2720 information may relate 
to the military personnel information that may include a 
personal identification, a blood type, a military unit, a 
religious affiliation, allergy information, a medical history, 
or the like. In an embodiment, as the military personnel are 
treated, new medical history may be written to the casualty 
tracking 2720 information on the military RFID tag 2114. 
The personnel information may include location history 
information of the military personnel that may aid in the 
diagnosis of the military personnel, the location history may 
include the last movements of the military personnel prior to 
any injury. The RFID tag may provide an automatic iden 
tification of the military casualty information, or the infor 
mation may be read manually using a portable reader 140. 
0788 Referring to FIG. 28, a market example may be the 
medical field, where information may be tracked for moni 
toring inventories of drugs, medical products and the like 
within health care facilities, for tracking the distribution 
and/or maintenance of medical products, for monitoring the 
deployment and status of medical devices, for tracking the 
progress of patients within diagnostic or therapeutic proto 
cols, for providing security within health care facilities, for 
allocating material resources or personnel within a health 
care facility or system, and the like. 
0789. The medical industry presently is a diverse one, 
with a number of needs for information tracking. Medical 
Supplies, including devices and pharmaceutical products, are 
distributed from manufacturer through a distribution chain 
to end-user. Being able to track a products status and 
location is crucial in the event of a recall, or if resource 
allocation becomes problematic, as in times of widespread 
health care emergencies. It is advantageous, therefore, to be 
able to follow a shipment unit, for example to locate it for 
recall, to match scarce Supplies with demands, and the like. 
0790 Moreover, while the medical industry may pres 
ently collect and store information on hardcopy or internal 
data stores, the hardcopy or data stores may not follow a 
pharmaceutical product, a device component or a medical 
system throughout the life cycle, so that it is difficult to 
verify the history of the product or component at the point 
of use. For medical devices in particular, the life cycle may 
be prolonged and may take place under variable conditions 
where a durable recording device with memory capabilities 
to maintain the life cycle information would be desirable. 
This is of particular importance for medical applications, 
where component failure may have catastrophic implica 
tions for patient care. 
0791) Furthermore, as patient care becomes more com 
plex, it may be desirable to permit tracking an individual 
patient as he or she moves through a diagnostic or thera 
peutic treatment protocol. A tracking system may permit 
data to be gathered at a central location about patient status 
to give care providers a unified view of the progress that a 



US 2007/0210923 A1 

patient has made in accomplishing the steps of a treatment 
plan. For example, a patient’s progress can be monitored as 
he obtains each of a series of diagnostic tests, so that the care 
provider can be sure that all necessary information has been 
obtained and is obtained in the proper sequence. The track 
ing information may be part of an electronic medical record 
that the patient carries from test site to test site, or it may be 
imbedded in an electronic hospital bracelet, or the like, so 
that the patient's progress through a sequence of tests may 
be determined by interrogating the electronic medical record 
or electronic hospital bracelet. 
0792. In addition, tracking information can monitor the 
physical location of a patient or a hospital employee. This 
can answer staff questions about where a patient may be 
within the hospital, or where a particular service provider 
may be. Tracking information may also be incorporated into 
a larger-scale Surveillance system, so that the location of 
critical personnel within the facility may be determined, for 
example in case of an emergency. Information about patients 
or personnel may be carried on an electronic hospital 
bracelet or an electronic employee ID card or the like. Such 
information may be combined with credentials that allow or 
forbid access to certain areas of the hospital. An electronic 
employee ID card, for example, may permit a pharmacist to 
enter a pharmacy storage room but may prevent an EKG 
technician from entering the same area. Tracking informa 
tion may also identify which employees enter which areas, 
and how many times. Temporary access cards may allow 
non-employees such as visitors or vendors to enter certain 
areas, while barring them from others. Such information 
may enhance security in a health care facility, or may 
identify potential security risks. On a system-wide scale, 
Such information may assist in locating medical and ancil 
lary personnel, for example during emergencies. 
0793. With reference to FIG. 28, a medical RFID tag 
2118 may be used for instrument and inventory tracking 
2802. The RFID tag 2118 may be affixed to medical equip 
ment or instruments to permit monitoring their status. Life 
cycle information may be recorded for an apparatus or a 
component thereof, including Such information as when a 
component was produced, when the component was main 
tained, when the component is in service, amount of time in 
service, number of duty cycles, quality checks, information 
about of the enterprise providing the component or service, 
and the like. The information may relate to safety, compo 
nent traceability, service tracking, maintenance, life cycle 
management, quality, part identification and the like. 
0794. In an embodiment, safety information borne on the 
medical RFID tag 2118 may be related to electrical ground 
ing, physical integrity, proper fitting of components, Sterility, 
indications and contraindications for use, and the like. 
Safety information may be stored on the medical RFID 2118 
to document safety testing, maintenance schedules, or 
updates. In an embodiment, using medical RFID tags 2118, 
each component may be safety checked before a medical 
instrument is used, or at regular intervals, or after a set 
number of uses, or the like, to verify the conformity of the 
component or set of components to safety protocols. The 
medical RFID tag 2118 may contain the memory require 
ments to store all the safety requirement of the component 
for the life cycle of the component. 
0795. In an embodiment, the medical RFID tag 2118 may 
be related to component traceability. Traceability informa 
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tion permits a component to be tracked throughout its 
lifecycle, allowing monitoring of the repair history, compo 
nent utilization, component malfunctions, and the like. 
Traceability information may also permit the component to 
be located physically in the event of a component recall. 
Tracking a component within an assembly of components 
may permit evaluation of each individual element of a larger 
unit, so that potential problems may be anticipated and 
pinpointed. During the life cycle of a component many 
actions such as repairs, component upgrades, reassemblies, 
or the like may be performed on the component or assembly 
of components. The medical RFID tag 2118 may record 
information once the action has been completed, providing 
a history of the actions performed on the component. 

0796. In embodiments, the information recorded on a 
medical RFID tag 2118 may provide for traceability of the 
actions back to a time, an enterprise, a repair, an assembly, 
or the like if there is a question of the component's safety or 
efficacy. For example, a particular instrument may require 
certain maintenance to preserve its safe functionality. As an 
example, an anesthesia machine for delivering inhalable 
anesthetics may require routine maintenance and inspection 
of a number of its parts, including Supply hoses, valves, 
fittings, waste gas scavengers, vaporizers, carbon dioxide 
absorbers and the like. A medical RFID tag 2118 may 
document proper maintenance and/or calibration of each 
crucial component. As another example, a medical RFID tag 
2118 may document that a Surgical instrument has under 
gone proper cleaning and sterilization. 

0797. In an embodiment, service tracking may be 
recorded on the medical RFID tag 2118 to track the actual 
usage information of a component, such as the number of 
uses for a particular component, the patients for whom the 
component was used, the service for the component or the 
like. Some medical components may have requirements for 
inspections based on the number of patients or patient/hours 
for which the component has been used. In an embodiment, 
the medical RFID tag 2118 may be associated with a sensor 
to record parameters that may be indicative of a particular 
use, such as temperature, pressure, component stress, chemi 
cal composition, or the like. Using the sensor, the medical 
RFID tag 2118 may automatically record the characteristics 
to which a particular component is exposed. 

0798. In an embodiment, component maintenance may 
be recorded on the medical RFID tag 2118 to track main 
tenance information about the component such as the type of 
repair, the repair technician, the repair dates, the repair 
enterprise, or the like. In an embodiment, as the component 
undergoes has maintenance (e.g. repair, upgrade), the main 
tenance information may be recorded to the medical RFID 
tag 2118 to provide a maintenance history of the component. 
In an embodiment, the maintenance history may be read 
from the medical RFID tag 2118 any time during the 
components life cycle. For example, there may be a ques 
tion of the type of maintenance performed on a class of 
components and an enterprise may be able to query all of the 
pertinent medical RFID tags 2118 to determine if the com 
ponents have undergone proper maintenance. This capabil 
ity may provide the enterprise a rapid method of component 
verification to quickly resolve a question of device safety. 

0799. In an embodiment, information may be recorded on 
the medical RFID tag 2118 to track quality related informa 
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tion Such as inspection dates, patient use tracking, compo 
nent configuration, material information, Supplier informa 
tion, or the like. This information may be used in the quality 
confirmation of a component, used in defect root cause 
analysis, Verification of a proper assembly, comparing the 
components actual life cycle information with manufacturer 
requirements, or the like. In an embodiment, quality control 
personnel may be able to read the component quality infor 
mation for a medical instrument or piece of equipment 
before its use in a patient, to verify that all of the components 
with appropriate medical RFID tags 2118 are properly 
maintained and/or properly functioning. Additionally, a 
health care facility may be able to perform a rapid quality 
check of all their equipment bearing a particular component 
in response to a Supplier notification, FDA notification, risk 
management alert, or the like by reading all the relevant 
medical RFID tags 2118. 
0800 In embodiments, medical RFID tags 2118 may 
provide information about the physical location of equip 
ment and supplies within a facility. A medical RFID tag 2118 
may transmit a signal indicating the position of the equip 
ment within the facility, indicating its availability for use, 
and the like. Such information may assist a facility manager 
in determining what resources are available (e.g., how many 
unused ventilators are on hand) and where the resources may 
be located at any particular time (e.g., where the ventilators 
may be found in the hospital). In addition, the medical RFID 
tag 2118 may allow components within the facility to be 
readily located, for example if routine maintenance is due, or 
if a product or component has been recalled, or if a mechani 
cal problem has been found in a component such that all like 
components may need to be checked. 
0801. In embodiments, medical RFID tags 2118 may 
facilitate managing inventories of medical Supplies, medical 
kits, medical instruments, and the like. A medical RFID tag 
2118 may allow an inventory system to track the number of 
a particular item that is on hand, and may also allow the 
tracking of the usage pattern for the item. Raw usage data 
may then be associated with other data pertaining to patterns 
of hospital admissions, diagnostic or therapeutic patterns, 
demographics, and the like. In addition, usage of one item 
may be associated with usage of other Supplies, kits, instru 
ments and the like. By accumulating and organizing Such 
information, a health care system may make predictions 
about the inventory that it needs to maintain. For example, 
by monitoring the medical RFID tags 2118 associated with 
medical Supplies, a health care system may determine that 
use of bandages, IV setups, Suture materials and Surgical 
instrument kits all rise and fall together, correlated with the 
number of trauma patients seen in the emergency room. The 
emergency room may see an increase in trauma patients on 
weekend nights, on holidays, and in association with certain 
sporting and entertainment events. A health care facility may 
then organize its inventory to match its anticipated needs. 

0802. In embodiments, a medical RFID tag 2118 associ 
ated with medical supplies may permit a “smart shelf 
functionality, permitting the use of Supplies to be monitored 
and optionally correlated with usage patterns, and further 
permitting efficient ordering and stocking of Supplies in a 
timely manner to avoid overstocking and to avoid shortages. 
The medical RFID tag 2118 may contain information about 
expiration dates associated with medical Supplies so that 
supplies may be made available for use before the expiration 
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date, and so that Supplies whose expiration dates have 
passed are readily identified for discard. 

0803. In embodiments, a medical RFID tag 2118 associ 
ated with may be associated with kits containing individual 
pieces of equipment used for medical or Surgical interven 
tions. The medical RFID tag 2118 may permit tracking of the 
components in kits (e.g., Stents, catheters, implants, implant 
able devices and components thereof), as well as tracking of 
the kits themselves. The medical RFID tag 2118 may permit 
the location of components within kits, for emergency 
purposes, for maintenance or for recalls. 

0804. In an embodiment, identifying information may be 
recorded on the medical RFID tag 2118, to include for 
example the OEM information, repair enterprise informa 
tion, component number, serial number, component revision 
level, or the like. This information may be applied as the 
component is produced, revised, repaired, or the like to 
provide a traceable history of the manufacture of the com 
ponent. The identifying information may become the base 
information to allow the component to be tracked thoughout 
the component's operational life cycle. 

0805. In an embodiment, the storing of information for 
the above capabilities may be implemented using different 
memory configurations such as public memory, private 
memory, encrypted memory, read/write memory, write once? 
read many memory, read only memory, or the like. For 
example, the medical RFID tag 2118 may have information 
that should not be changed such as component number and 
serial number, therefore the some or all of the components 
identifying information may be stored in write once/read 
many memory. This would allow the OEM to write the 
component identifying information but not allow anyone 
else to change this information. In another example, there 
may be enterprise only information that may be stored using 
encryption memory so only the enterprise may read the 
information. For example, a medical RFID tag 2118 worn or 
carried by a patient may contain medical record information 
that is encrypted to be read only by properly authorized 
health care personnel. So as to protect patient privacy. 

0806. As previously described, a medical RFID tag 2118 
providing the above information capabilities may include 
such features as RFID node chip redundancy, distributed 
memory, environmental capability, capability of reading 
external sensor information, or the like. In an embodiment, 
these capabilities may be used individually or in combina 
tion. The medical RFID tag 2118 may further have two or 
more RFID node chips that provide redundancy, increased 
memory, environmental resistance, and external sensor read 
ing. In an embodiment, the RFID node chip redundancy may 
be provided by at least one RFID node chip redundant to at 
least one other RFID node chip on the medical RFID tag 
2118. The redundancy of the RFID node chips may allow the 
medical RFID tag 2118 to continue to provide functionality 
even if one or more of the individual RFID note chip become 
damaged. For example, a medical RFID tag 2118 containing 
four RFID node chips may continue to read and write 
information even if one of the RFID node chips was to 
become damaged and stop functioning. In an embodiment, 
at least one of the remaining three RFID node chips may 
assume the function of the damaged RFID node chip so the 
medical RFID tag 2118 may continue to store and transmit 
information. 
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0807. In embodiments, a medical RFID tag 2118 may be 
implanted within a patient in association with an implantable 
medical device. Such an implantable medical RFID tag 2118 
may be integrated with the medical device in Such a way as 
to be biocompatible. For example, the medical RFID tag 
2118 may be imbedded beneath the surface of the implanted 
medical device, or it may be covered with a biocompatible 
material. A medical RFID tag 2118 that is implanted may 
carry out the same functions as a medical RFID tag 2118 that 
is associated with a medical device or component thereof 
used externally. For example, the implanted medical RFID 
tag 2118 may permit tracking of the device or a component 
thereof. As another example, the medical RFID tag 2118 
may be associated with sensors that record parameters 
indicating the environmental or physiological conditions to 
which the sensor is exposed. The medical RFID tag 2118 
may record the parameters to document device performance. 
The medical RFID tag 2118 may also transmit a signal in the 
event that the sensor indicates an environmental or physi 
ological condition outside an acceptable range. A sensor 
incorporated in a vascular graft, for example, may identify 
a blood pressure outside the normal range. An associated 
medical RFID tag 2118 may then provide a signal to a 
monitoring system that indicates the abnormal parameter. A 
sensor incorporated in an implanted insulin pump, for 
example, may identify an abnormally high or low blood 
glucose level. An associated medical RFID tag 2118 may 
then provide a signal to a monitoring system, or alternatively 
may signal the pump itself to alter its insulin dose. A sensor 
incorporated in a heart valve, for example, may monitor 
each valve cycle and transmit this information to the medical 
RFID tag 2118, which in turn may record the number of 
valve cycles, or record the stresses placed on valve compo 
nents, or transmit signals corresponding to such information 
to monitoring systems. The exposure of the valve to stresses 
imposed by the cardiac cycle may then be monitored, and 
abnormal stresses or stress responses may be signaled. 
0808 If dimensionally adapted to the size and shape of a 
particular medical device, the medical RFID tag 2118 may 
be attached thereto or incorporated therein. In other embodi 
ments, the medical RFID tag 2118 may be implanted at the 
same time as a medical device, to receive signals from 
sensors or to carry information regarding the device itselfor 
its use. For example, a medical RFID tag 2118 may be 
implanted Subcutaneously at the same time that a heart 
valve, vascular graft, infusion pump, or the like, is implanted 
at the appropriate anatomic location. A medical RFID tag 
2118 associated with an implanted medical device may also 
be wearable or portable by the patient, e.g., as an electronic 
medical identification card, band or medical alert bracelet. 
0809. A medical RFID tag 2118 associated with a medi 
cal device may receive information from sensors may use a 
wireless interface or may be hardwire-connected to the 
sensors, as the anatomic placement position permits. Addi 
tionally, the medical RFID tag 2118 may be able to com 
municate with more than one sensor using either a wired or 
wireless connection. In an embodiment, a medical RFID tag 
2118 may network a number of sensors together to collect 
and save the sensor information. A networking interface may 
be a separate device from the medical RFID tag 2118, or 
may be part of the medical RFID tag 2118, or a combination 
of separate and integrated, or the like. Sensors may be 
associated with an implantable medical device, as described 
above. Sensors may also be associated with a wide range of 
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non-implantable medical devices and pieces of apparatus, as 
would be understood by those of skill in the art. 
0810. In embodiments, a medical RFID tag 2118 may be 
powered by ambient electromagnetic waves, by a reader 
signal, by an electromagnet signal device, or the like. In an 
embodiment, the medical RFID tag 2118 may read the 
associated sensors during power-up. For example, the medi 
cal RFID tag 2118 may power up every time that a piece of 
equipment (e.g., a ventilator or an anesthesia machine) is 
turned on. During the power-up, the medical RFID tag 2118 
may read the data from the associated sensors. In another 
example, there may be a signal generator that powers up the 
medical RFID tag 2118 on a periodic basis to read the 
associated sensors and record the readings. A signal genera 
tor may be associated with the power supply for the device, 
for example, the battery pack for a pacemaker or an implant 
able defibrillator. In an embodiment, a powered sensor may 
be powered by an external source to provide a constant 
power Supply, so that the sensor may continuously measure 
and provide data to the medical RFID tag 2118. A powered 
sensor may be powered by battery, by AC, by DC, by solar 
power, or the like. In an embodiment, a powered sensor may 
be powered by the same supply that the medical RFID tag 
2118 uses. It may be understood by someone knowledgeable 
in the art that different types of sensors would be useful in 
different medical contexts, and that a variety of medical 
RFID tags 2118 may be employed in association with such 
SSOS. 

0811 Referring to FIG. 28, a medical RFID tag 2118 may 
be used to facilitate pharmaceutical product tracking 2808 in 
ways similar to the medical Supplies, devices and instru 
ments tracking 2802 functionalities described above. A 
container for a pharmaceutical product, for example, may 
bear a medical RFID tag 2118 with information about the 
drug, its lot number, its production history, and the like. In 
addition, a container for a pharmaceutical product may bear 
a medical RFID tag 2118 with medical information associ 
ated with the product, for example its dosage, its indications 
and contraindications, its interactions with other drugs, and 
the like. The medical RFID tag 2118 may permit tracking of 
the physical location of a pharmaceutical product within an 
enterprise or within a distribution network. Such tracking 
becomes useful, for example, if a certain lot number of the 
product needs to be recalled. 
0812 Referring to FIG. 28, a medical RFID tag 2118 may 
be used to manage and streamline pharmaceutical Supply 
inventory and vending 2804 in ways similar to the medical 
Supplies, devices, and instrument inventory management 
described above. The medical RFID tag 2118 may allow 
monitoring of available Supplies of a pharmaceutical prod 
uct. Such monitoring may be integrated with systems for 
ordering pharmaceutical Supplies, so that appropriate 
amounts of the product will be on hand as needed for patient 
care, without overstock or underSupply. As described above, 
an ordering system may be associated with a usage pattern 
recognition system, so that pharmaceutical products that 
tend to be used together may be ordered in relation to each 
other. For example, if the usage of coumadin is noted to vary 
with the incidence of elective orthopedic procedures in 
patients over forty-five, an ordering system may use the 
schedule for Such procedures as a factor in ordering appro 
priate amounts of coumadin. Medical RFID tags 2118 for 
pharmaceutical products may comprise part of a “Smart 



US 2007/0210923 A1 

shelf ordering protocol, whereby inventory is tracked, use 
is monitored and predicted, and appropriate orders are 
placed. 
0813. In embodiments, a medical RFID tag 2118 associ 
ated with a pharmaceutical product may interface with a 
medical RFID tag 2118 associated with an individual 
patient. In embodiments, a patient-based medical RFID tag 
2118 may bear information about a patient’s medical con 
dition, may contain data from the patient's medical record, 
and the like. Prescription data may be input into the patient 
based medical RFID tag 2118. As one example, a pharma 
ceutical product medical RFID tag 2118 may be designed to 
query the patient-based RFID to ensure a match between the 
product, for example, and the patient's prescription infor 
mation. As another example, the pharmaceutical product 
medical RFID tag 2118 may be designed to query the 
patient-based medical RFID tag 2118 to ensure that the 
indications for the product correspond to the patient’s diag 
nosed conditions. As another example, the pharmaceutical 
product medical RFID tag 2118 may be designed to query 
the patient-based medical RFID tag 2118 to ensure that the 
patient has no recorded allergies or contraindications for the 
product. 
0814. In embodiments, the medical RFID tag 2118 for a 
pharmaceutical product may durably bear information per 
taining to the particular patient who will be receiving it. A 
prescription for a patient, for example, may be conveyed to 
a pharmacy, and the medical RFID tag 2118 for the pre 
scribed product may be updated by the pharmacist with 
information relating to the prescription (e.g., dose, admin 
istration schedule, timing with respect to meals, drug inter 
actions, and the like). In embodiments, the information may 
be read by the patient or by the health care personnel who 
are monitoring the patient's care. Information from the 
medical RFID tag 2118 may be downloaded or transmitted, 
for example, to a handheld device, portable computer, 
desktop computer, computer network, or other electronic 
reader device, as would be understood by skilled artisans. 
0815. In embodiments, the prescription information from 
the patient-based medical RFID tag 2118 may interface with 
a medical RFID tag 2118 or other security system on the 
products container to create a “smart pillbox,” wherein the 
container may be opened, for example, only at designated 
intervals or after the entry of an appropriate security code. 
Such arrangements may prevent use of the medication by 
unauthorized users, children, etc., or may be useful with 
patients who have trouble remembering a dosage schedule 
or recalling when they last took their medication. 
0816. As an alternative to correlating the product medical 
RFID tag 2118 with a patient-based medical RFID tag 2118, 
a health care worker administering a medication may access 
the information on the product medical RFID tag 2118 and 
correlate it with information from other sources, such as 
handheld devices, laptop computers, desktop computers, 
computer networks, hardcopy manuals or textbooks, or the 
like. The health care worker may have to sign off after the 
administration of the medication by creating an electronic or 
hardcopy record, or by inputting the administration account 
ability information into the product medical RFID tag 2118. 
In this way, the medical RFID tag 2118 may come to contain 
information about its own utilization, permitting account 
ability recording, accumulation of information for patient 
medical records and enterprise records, and the like. 
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0817. In embodiments, a medical RFID tag 2118 for a 
product may acquire and retain information about the par 
ticular patient who has used the product, consistent with the 
requirements of medical privacy, confidentiality and 
informed consent, so that the product container bearing the 
medical RFID tag 2118 may provide the pharmaceutical 
manufacturer with information about the clinical use of the 
product. This may facilitate acquiring data for clinical 
studies, such as those required by the FDA. In embodiments, 
the medical RFID tag 2118 for a product may contain data 
indicating that the product had been administered to a 
particular patient. This information may be transmitted to 
other systems within a health care facility, interfacing for 
example, with patient billing systems, utilization manage 
ment systems, automated product ordering systems, or the 
like. Data carried on a products medical RFID tag 2118 may 
be encrypted or otherwise protected so that medical privacy 
and confidentiality is ensured. 

0818. In embodiments, an interlock system may prevent 
administration of a pharmaceutical product to a patient 
where the products and the patients RFIDs do not match. 
For example, Such an interlock system may prevent the 
administration of an overdose to a pediatric patient, prevent 
the administration of a drug to a patient known to be allergic 
to it, prevent the administration of a drug to a patient with 
known contraindications or drug interactions, and the like. 
In embodiments, an interlock system may be imposed at any 
point in the Supply chain for a product, with the product 
RFID having to match the code for a particular institution, 
patient care unit, or the like. In this way, inappropriate 
medications would be detected upon delivery to a particular 
institution, patient care unit, or the like, minimizing the risk 
that inappropriate medications would be provided to patients 
in Such settings (e.g., pediatric unit doses would not be 
accepted when erroneously delivered to a nursing home, or 
erectile dysfunction products would not be accepted when 
erroneously delivered to a pediatric floor in a hospital). An 
interlock system may be absolute, or it may permit override 
by a medical practitioner. In the event of override, the 
interlock system may record the identity of the practitioner 
and the circumstances of the override. A system that requires 
a match between product and patient information via RFID 
interaction, and/or a system that provides an interlock in the 
event of product/patient mismatch, may lead to fewer medi 
cation errors and improved risk management. 

0819. By integrating pharmaceutical inventory systems 
and pharmaceutical delivery systems, a medical RFID tag 
2118 associated with a pharmaceutical product may permit 
the tracking of the product from its point of production or 
delivery throughout its product cycle, to its ultimate admin 
istration to the patient. The medical RFID tag 2118 may 
record the individuals involved at the different stages of the 
administration process, from the individual who receives the 
shipment in the facility, to the individual in the pharmacy 
who receives the bulk shipment, to the pharmacist who 
distributes the product to the health care personnel, to the 
individual who administers the product to the patient. A 
pharmaceutical tracking system 2808 may enhance account 
ability at every step throughout the distribution chain. In 
embodiments, a pharmaceutical tracking system 2808 may 
assist in Surveillance for the distribution of controlled sub 
stances, which otherwise may be diverted from legitimate 
USS. 
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0820. In another embodiment, the pharmaceutical prod 
uct medical RFID tag 2118 may contain information about 
that product which is accessible by a medical practitioner. A 
medical RFID tag 2118 on a pharmaceutical product may act 
as a “virtual PDR' for the medical practitioner, with infor 
mation about doses, indications and contraindications, drug 
interactions and the like. Such information may be down 
loadable by the practitioner to a handheld device, a portable 
computer, a desktop computer, a computer network, and the 
like. The medical RFID tag 2118 on a pharmaceutical 
product may be updatable with new information as Such 
information becomes available. A pharmaceutical company 
may provide updates of indications and the like, for 
example, as such data is accumulated and is approved by the 
FDA. In this way, the pharmaceutical product itself may bear 
the most up-to-date information about itself, its doses, 
indications and contraindications, drug interactions, and the 
like. 

0821. A medical RFID tag 2118 for a pharmaceutical 
product may be dimensionally adapted for the particular 
product, its container or its packaging, in Such a way as to 
permit the medical RFID tag 2118 to achieve its goals. For 
example, a medical RFID tag 2118 may be attached to a cap 
or a lid of a container in combination with an interlock or 
usage recording mechanism, the so-called “smart pillbox.’ 
As another example, a medical RFID tag 2118 may be 
associated with the membrane of a product for intravenous 
injection, so that each withdrawal of the product through the 
membrane may be recorded on the medical RFID tag 2118, 
or that each withdrawal of the product would require cor 
relation with a patient’s RFID tag and/or accountability 
tracking. In embodiments, the medical RFID tag 2118 may 
be associated with a sensor System. A sensor system may 
comprise one or a plurality of sensors that record informa 
tion Such as twisting of a lid, change in pressure within a 
container, flow of fluid out of a container, administration of 
a diluting agent to the container, or the like. 
0822. With reference to FIG. 28, a medical RFID tag 
2118 may be used for patient tracking 2812. Patient tracking 
2812 may involve physical tracking within a health care 
facility. Patient tracking 2812 may involve monitoring the 
progress of a patient throughout a protocol, so that a health 
care worker may determine whether a patient has carried out 
all the steps of a prescribed diagnostic or therapeutic 
sequence. In embodiments, patient tracking 2812 via a 
medical RFID tag 2118 may be associated with the creation 
of an electronic medical record, aspects of which may be 
transported with the patient, for example as a hospital 
bracelet, a medical ID card, a medical alert bracelet, a set of 
"dogtags, or the like. Medical record information on the 
medical RFID tag 2118 may then be accessed by health care 
providers or updated by health care providers, as appropri 
ate. 

0823. In embodiments, a medical RFID tag 2118 may 
permit patient tracking 2812 within a health care institution 
or health care system. Patient tracking 2812 using a medical 
RFID tag 2118 may permit a nurse on a hospital floor, for 
example, to locate a particular patient who has gone off the 
floor for tests, or a nurse in the operating room to keep track 
of a trauma patient who is en route from the emergency 
department. The medical RFID tag 2118 may be associated 
with sensors within the hospital facility that act as “virtual 
checkpoints.” tracking the patient's physical location as the 
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patient passes the particular sensor. The medical RFID tag 
2118 may also interface with check-in stations at different 
parts of the hospital, so that the patient’s medical RFID tag 
2118 records her arrival at the XRay department, physical 
therapy, the EKG lab, and the like. The “virtual checkpoint 
or the check-in system, or the like, may permit patient 
tracking 2812 in association with a patient-based medical 
RFID tag 2118. 

0824. In embodiments, a medical RFID tag 2118 that 
permits patient tracking 2112 as a patient “checks in at 
particular units within a health care system may provide data 
that other information systems may use. For example, 
patient tracking 2112 using a medical RFID tag 2118 may 
allow a patient’s presence at a particular unit to be recorded 
so that an attendance history may be recorded. This may 
allow the documentation of patient compliance with a treat 
ment regimen, for example, physical therapy, diet counsel 
ing, Alcoholics Anonymous, or the like. Patient tracking 
2112 as recorded on a medical RFID tag 2118 may be 
accessible by a variety of patient care personnel, so inpatient 
and outpatient tests and treatments may be followed. A 
visiting nurse, for example, may access the tracking infor 
mation on the medical RFID tag 2118 to determine that the 
patient has followed the recommended steps for diabetes 
diagnosis, treatment and lifestyle counseling. As another 
example, a visiting nurse may be able to determine that an 
anticoagulated patient has had prothrombin times measured 
on a regular schedule that are within the proper range. As yet 
another example, a visiting nurse may be able to determine 
that a patient has taken her medications on an appropriate 
schedule, by interrogating the patient-associated medical 
RFID tag 2118, by interrogating the product-based medical 
RFID tag 2118 in a patient’s home (the “smart pillbox'), or 
the like. 

0825. In embodiments, patient tracking 2812 system may 
also permit a patient’s progress to be followed through a 
complex sequence of diagnostic and/or therapeutic steps. 
For example, a diagnostic protocol may require that tests be 
carried out in a certain sequence, and the patient may be 
tracked from test to test to ensure that the sequence is 
followed in the proper order. As an example, a patient being 
evaluated for breast cancer, for example, may first need a 
mammogram, then an ultrasound, then a breast MRI, then a 
mammogram-guided biopsy. As that patient receives each 
test, her medical RFID tag 2118 may be updated to record 
that the test was performed, so that she may proceed to the 
next step. In this way, a patient would not erroneously 
undergo testing out of order. As another example, a patient 
tracking 2812 may ensure that a patient undergoing a 
procedure has accomplished all preliminary diagnostic tests. 
In this example, a patient's medical RFID tag 2118 may be 
updated as she has her pre-operative tests to indicate that 
they had been performed, and this information would be 
read by operating room personnel before any Surgery would 
be performed. A medical RFID tag 2118 associated with a 
patient may serve a checklist function, so that the patient 
cannot advance to a Subsequent diagnosis or treatment step 
until the previous steps have been satisfactorily completed. 
Individuals performing diagnostic or therapeutic steps or 
checking the results of Such steps may update the patient 
associated medical RFID tag 2118 with their identifying 
data, so that accountability may be maintained for each step. 








