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INFORMATION SYSTEM, CONTROL 
DEVICE, METHOD OF MANAGINGVIRTUAL 

NETWORK, AND PROGRAM 

REFERENCE TO RELATED APPLICATION 

0001. This application is based upon and claims the ben 
efit of priority of Japanese Patent Application No. 2010 
068900, filed on Mar. 24, 2010, the disclosure of which is 
incorporated herein in its entirety by reference thereto. 

TECHNICAL FIELD 

0002 The present invention relates to an information sys 
tem, a control device, a method of managing a virtual net 
work, and a program, and in particular relates to an informa 
tion system, a control server, a method of managing a virtual 
network, and a program, that provide a virtual network. 

BACKGROUND 

0003 Attention is being focused on the concept of a pro 
grammable flow switch by which flow control functions (con 
trol planes) implemented in network equipment, such as a 
Switch router, are separated, and a control server performs 
integrated control of a network including the flow control 
functions, computers and storage. 
0004 Technology known as OpenFlow is proposed as a 
programmable flow switch, as disclosed in Non-Patent Lit 
eratures 1 and 2. In OpenFlow, communication is taken as 
end-to-end flow, and path control, recovery from failure, load 
balancing, and optimization are performed in flow units. An 
OpenFlow Switch functioning as a forwarding node operates 
in accordance with a flow table for which appropriate addition 
or rewriting is prescribed by the OpenFlow controller, via a 
secure channel for communication with the OpenFlow con 
troller. In the flow table are definitions of sets of rules 
(FlowKey, matching key) that refer to packet headers, actions 
(Actions) defining processing content, and flow statistical 
information (Stats), for each flow (refer to FIG. 12). 
0005 FIG. 13 shows an example of actions names and 
action contents defined in Non-Patent Literature 2. OUTPUT 
is an action to output a packet to a designated port (interface). 
From SET VLAN VID to SET TP DST are actions to 
modify a field of a packet header. 
0006 For example, on receiving a first packet, the Open 
Flow switch searches for an entry having a rule (FlowKey) 
that matches header information of the received packet, from 
the flow table. As a result of the search, in a case where an 
entry matching the received packet is found, the OpenFlow 
Switch implements processing content described in an action 
field of the entry in question, with regard to the received 
packet. On the other hand, as a result of the search, in a case 
where an entry matching the received packet is not found, the 
OpenFlow switch transmits the received packet to an Open 
Flow controller via the secure channel, requests determina 
tion of a packet path based on Source and destination of the 
received packet, receives a flow entry realizing this, and 
updates the flow table. 
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0007 Nick McKeown, and 7 others, “OpenFlow: 
Enabling Innovation in Campus Networks', online 
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www.openflow Switch.org//documents/openflow-wp-lat 
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0008 “OpenFlow Switch Specification” Version 0.9.0 
(Wire Protocol 0x98) search conducted Feb. 26, 2010 Inter 
net URL: <http://www.openflowswitch.org/documents/ 
openflow-spec-v0.9.0.pdf> 

SUMMARY 

Technical Problem 

0009. The entire disclosures of the abovementioned Non 
Patent Literatures 1 and 2 are incorporated herein by refer 
ence thereto. The following analysis is given according to the 
present inventors. Using the technology described in the 
abovementioned Non-Patent Literatures 1 and 2, by setting 
flow entries where forwarding nodes 20 to 24 shown in the 
lower part of FIG. 5 behave as router, load balancer, and layer 
2 switch, it is possible to build a virtual network shown in the 
upperpart of the same drawing. One virtual network is shown 
in the upper part of FIG. 5, but by setting suitable flow entries 
in accordance with respective packet contents, according to 
the technology described in Non-Patent Literatures 1 and 2 
mentioned above, it is possible to build a separate Superim 
posed virtual network. 
0010. However, in the technology described in the above 
mentioned Non-Patent Literatures 1 and 2, even if a state 
change such as a failure in Some of the forwarding nodes is 
detected, there is a problem in that this stops at modification 
of actual physical topology and re-setting of an accompany 
ing flow entry, and it is not possible to identify which virtual 
network will be affected thereafter. For example, in a case 
where a link between forwarding node 22 and forwarding 
node 23 in the lower part of FIG. 5 is interrupted, compre 
hension of the physical topology modification is possible, but 
it is difficult to distinguish which virtual network is affected 
by this change. As a result, it is not possible to provide correct 
information such as which virtual network is affected by the 
failure, to a user who is attempting to access a server #1 and 
a server #2 from an external network. 
0011 Furthermore, consideration may be given to a 
method of identifying a failure or the like in a virtual network 
by periodically generating flow in the virtual network, but 
there is a problem in that this method not only causes extra 
flow entries to be held in respective forwarding nodes, but 
also increases load. 
0012. The present invention has been made in view of the 
abovementioned situation, and the invention provides an 
information system, a control device, a method of managing 
a virtual network, and a program, whereby it is possible to 
identify a virtual network affected by a change in the state of 
a forwarding node, without causing flow in the virtual net 
work. 

Solution to Problem 

0013. According to a first aspect of the present invention 
there is provided an information system, comprising: a plu 
rality of forwarding nodes provided with a packet processing 
unit that performs processing of a received packet using a 
processing rule conforming to the received packet; and a 
control device that causes the plurality of forwarding nodes to 
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operate as a virtual network by setting a processing rule in the 
forwarding nodes. The control device comprises: a virtual 
networkpath information storage unit that stores a correspon 
dence relationship between the virtual network and a for 
warding path configured by the forwarding nodes; and a 
virtual network control unit that identifies a virtual network 
that is affected by a change in a state of any forwarding node 
among the plurality of forwarding nodes, by referring to the 
virtual network path information storage unit. 
0014. According to a second aspect of the present inven 
tion there is provided a control device, connected to a plural 
ity of forwarding nodes provided with a packet processing 
unit that performs processing of a received packet using a 
processing rule conforming to the received packet. The con 
trol device comprises: a virtual network control unit that 
causes the plurality of forwarding nodes to operate as a virtual 
network, by setting a processing rule in the forwarding nodes; 
and a virtual network path information storage unit that stores 
a correspondence relationship between a forwarding path 
configured by the forwarding nodes and the virtual network; 
wherein a virtual network that is affected by a change in a 
state of any forwarding node among the plurality of forward 
ing nodes is identified by referring to the virtual network path 
information storage unit. 
0015. According to a third aspect of the present invention 
there is provided a method of managing a virtual network, 
wherein a control device, connected to a plurality of forward 
ing nodes having a packet processing unit that performs pro 
cessing of a received packet using a processing rule conform 
ing to the received packet, and having a virtual network path 
information storage unit that stores a correspondence rela 
tionship between a virtual network realized by setting a pro 
cessing rule in the forwarding nodes and a forwarding path 
configured by the forwarding nodes. The control device com 
prises performing: a step of receiving a notification of a 
change in a state of a forwarding node in question from any 
forwarding node among the plurality of forwarding nodes, 
and a step of identifying a virtual network that is affected by 
a change in a state of the forwarding node, by referring to the 
virtual network path information storage unit. The present 
method is linked to a specific apparatus known as a control 
device, which sets a processing rule in accordance with a 
request from a forwarding node. 
0016. According to a fourth aspect of the present invention 
there is provided a program, that executes on a computer 
configuring a control device. The control device is connected 
to a plurality of forwarding nodes provided with a packet 
processing unit that performs processing of a received packet 
using a processing rule conforming to the received packet; 
and the control device comprises a virtual network path infor 
mation storage unit that stores a correspondence relationship 
of a virtual network realized by setting a processing rule in the 
forwarding nodes and a forwarding path configured by the 
forwarding nodes, the program executing: a process of receiv 
ing a notification of a change in a state of a forwarding node 
in question from any forwarding node among the plurality of 
forwarding nodes; and a process of identifying a virtual net 
work that is affected by a change in a state of the forwarding 
node, by referring to the virtual network path information 
storage unit. It is to be noted that the program can be recorded 
on a computer readable storage medium. That is, the present 
invention can be embodied as a computer program product. 
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Advantageous Effects of Invention 
0017. According to the present invention, it is possible to 
identify a virtual network affected by a change in the state of 
a forwarding node, without causing flow in the virtual net 
work. A reason for this is that the invention is configured so 
that the control device stores correspondence relationships 
between the virtual network and forwarding paths configured 
by the forwarding nodes, to enable identification of a virtual 
network that is affected, through notification of a change in a 
state from a forwarding node. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0018 FIG. 1 is a diagram for describing an outline of the 
present invention; 
0019 FIG. 2 is a diagram showing a configuration of a first 
exemplary embodiment of the present invention; 
0020 FIG.3 is a block diagram showing a configuration of 
a forwarding node in the first exemplary embodiment of the 
invention; 
0021 FIG. 4 is a block diagram showing a configuration of 
a control device in the first exemplary embodiment of the 
invention; 
0022 FIG. 5 is an example of a virtual network provided 
by a configuration of FIG. 1; 
0023 FIG. 6 is a diagram for describing information 
stored in a virtual network identification information storage 
unit of the control device of the first exemplary embodiment 
of the invention; 
0024 FIG. 7 is a diagram for describing information 
stored in a virtual networkpath information storage unit of the 
control device of the first exemplary embodiment of the 
invention; 
0025 FIG. 8 is a diagram for describing information 
stored in a physical topology information storage unit of the 
control device of the first exemplary embodiment of the 
invention; 
0026 FIG.9 is a sequence diagram representing operation 
of the first exemplary embodiment of the invention; 
0027 FIG. 10 is an example of a correspondence relation 
ship of a failure occurrence location in a physical topology 
and a failure occurrence location in a virtual network; 
0028 FIG. 11 is a diagram showing a configuration of a 
control device in a third exemplary embodiment of the inven 
tion; 
0029 FIG. 12 is a diagram representing a configuration of 
an entry set in a flow table of an OpenFlow switch of Non 
Patent Literatures 1 and 2; and 
0030 FIG. 13 is a diagram showing action names and 
action contents described in Non-Patent Literature 2. 

MODES 

0031 First a description is given of an outline of the 
present invention. Drawing reference symbols attached to this 
outline, as below, are examples solely for aiding understand 
ing, and are not are intended to limit the invention to modes of 
the drawings shown. An information system according to the 
present invention, as shown in FIG. 1, is configured to include 
a plurality of forwarding nodes (20 to 24 in FIG. 1) that 
perform processing of a received packet by using a processing 
rule conforming to a received packet, and a control device (30 
in FIG. 1) that causes the plurality of forwarding nodes to 
operate as a virtual network, by setting processing rules in the 
forwarding nodes. 
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0032. The control device (30 in FIG. 1) is provided with a 
virtual network path information storage unit (313 in FIG. 1) 
to store correspondence relationship(s) between the virtual 
network and forwarding paths configured by the forwarding 
nodes; and a virtual network control unit (301 in FIG. 1) to 
identify a virtual network that is affected by a change in a state 
of any forwarding node among the plurality of forwarding 
nodes, by referring to correspondence relationships between 
paths of the virtual network and forwarding path(s) config 
ured by the forwarding nodes. 
0033. In a case of receiving notification that a failure has 
occurred in a link with another forwarding node (for example, 
23 in FIG. 1) from any forwarding node (for example, 22 in 
FIG. 1), the control device (30 in FIG. 1) identifies a virtual 
network associated with a forwarding path including a link 
where the failure has occurred, from the virtual network path 
information storage unit. Information of the virtual network 
identified in this way is used in management of the virtual 
network and in giving notification to a user who is using the 
virtual network. It is to be noted that, according to content 
thereof, an Echo protocol under “5.5 Symmetric Messages 
of Non-Patent Literature 2, or an LLDP (Link Layer Discov 
ery Protocol) can be used as a method of obtaining state 
information of the forwarding node. 

First Exemplary Embodiment 
0034. Next, a detailed description is given concerning a 

first exemplary embodiment of the present invention, making 
reference to the drawings. FIG. 2 is a diagram representing a 
configuration of the first exemplary embodiment of the inven 
tion. FIG. 2 shows a plurality of forwarding nodes 20 to 24 
that are provided with a packet processing unit that performs 
processing of a received packet using a processing rule con 
forming to the received packet, and a control device 30 that 
makes the plurality of forwarding nodes 20 to 24 operate as a 
virtual network, by setting a processing rule in each of the 
forwarding nodes 20 to 24 via a dedicated channel. 
0035 FIG. 3 is a block diagram representing a configura 
tion of the abovementioned forwarding node 20. FIG.3 shows 
a configuration of the forwarding node provided with a mes 
sage processing unit 201 that performs communication with 
the abovementioned control device 30, and a packet process 
ing unit 203 that selects a flow entry (processing rule) con 
forming to a received packet, from among flow entries (pro 
cessing rules) stored in a flow table 202, to perform packet 
processing. Furthermore, the packet processing unit 203 per 
forms an operation of registering a flow entry (processing 
rule) created in the control device 30, in the flow table 202, in 
accordance with an instruction from the control device 30. 
0036. The message processing unit 201 gives notification 
of the state of its own device to the control device 30, at 
arbitrary timing Such as when a request is received from the 
control device 30. 
0037. It is to be noted that the forwarding nodes 20 to 24 
described above can also be realized by an OpenFlow switch 
as in Non-Patent Literatures 1 and 2. 
0038 FIG. 4 is a block diagram showing a configuration of 
the control device 30. FIG. 4 shows a configuration provided 
with a virtual network control unit 301, a path control unit 
302, a forwarding node control unit 303, and a storage device 
31 that functions as a storage unit to store information 
described later. 
0039. A virtual network configuration information storage 
unit 311, a virtual network identification information storage 
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unit 312, a virtual network path information storage unit 313, 
a physical topology information storage unit 314, a forward 
ing path information storage unit 315, and a forwarding node 
information storage unit 316 are provided in the storage 
device 31 of the control device 30. 
0040. The virtual network configuration information stor 
age unit 311 is configured by a table or the like, which 
describes connection relationships between nodes (virtual 
nodes) in a virtual network. This type of virtual network 
configuration information storage unit 311 can be realized, 
for example, by a table storing connection relationships (con 
nection relationships of virtual interfaces) between a virtual 
router 10, a virtual load balancer 11, a virtual L2 switch 12, 
and servers 13 and 14, in a virtual network in the upper part of 
FIG. 5, for each virtual network. Furthermore, using infor 
mation read from this virtual network configuration informa 
tion storage unit 311, it is possible to provide a configuration 
of a network exemplified in the upper part of FIG. 5, to a user. 
0041. The virtual network identification information stor 
age unit 312 is configured by a table that stores which physi 
cal interfaces of which forwarding node, among the forward 
ing nodes 20 to 24, are correspondent with virtual nodes and 
their virtual interfaces of each of the abovementioned virtual 
networks. FIG. 6 shows an example of a table used as the 
virtual network identification information storage unit 312, 
and virtual networks, virtual nodes, and virtual interfaces can 
be obtained from the physical node information in fields on 
the left side. 

0042. The virtual network path information storage unit 
313 is configured by a table or the like, which associates 
forwarding paths according to the forwarding nodes 20 to 24, 
with respect to all combinations of virtual nodes connected to 
an external network or servers #1 and #2, in the virtual net 
works. FIG. 7 shows an example of a table used as the virtual 
network path information storage unit 313, with a description 
of which forwarding path, according to the forwarding nodes 
20 to 24, corresponds to a path (path in a virtual network) set 
inadvance between the virtual router 10, the virtual server 13, 
and the virtual server 14, that are end points of the virtual 
network. For example, a path on a virtual network, with a 
virtual interface 1 of the virtual router 10 of a virtual network 
1 in FIG.7 as a start point, and a virtual interface 1 of a virtual 
server 13 as an end point, corresponds to path 1 in FIG. 7 and 
FIG 8. 
0043. It is to be noted that a correspondence relationship 
of a forwarding path according to forwarding nodes 20 to 24, 
with a path in the abovementioned virtual network can be 
acquired by a method of referring to the virtual network 
identification information storage unit 312 to obtain informa 
tion of physical nodes respectively corresponding to virtual 
nodes that are end points of the virtual network, and pass the 
physical node information thereof to the path control unit 
302, to obtain information of a path created using the for 
warding nodes 20 to 24. 
0044) The physical topology information storage unit 314 

is configured by a table or the like, which represents connec 
tion relationships (network topology/physical topology infor 
mation) of the forwarding nodes 20 to 24. 
0045. The forwarding path information storage unit 315 is 
realized by a table or the like, which stores path information 
created using physical topology information stored in the 
physical topology information storage unit 314, FIG.8 shows 
an example of a table used as the forwarding path information 
storage unit 315, and for each forwarding path there is a 
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description of connection relationships of forwarding nodes 
that are end points, and respective physical ports (physical 
interfaces) of forwarding nodes that are at relay positions. It is 
to be noted that, instead of the connection relationships of the 
respective physical ports (physical interfaces) of the forward 
ing nodes, it is also possible to give respective identifiers to 
links between the forwarding nodes and to represent forward 
ing paths by these link identifiers. 
0046 For example, path 1 is a path of a packet having 
physical port #1 of the forwarding node 20 and physical port 
#3 of the forwarding node 23 as end points, and a packet 
inputted from the physical port #1 of the forwarding node 20 
is outputted from the physical port #3 of the forwarding node 
20, and inputted to the physical port #1 of the forwarding node 
22. Below, forwarding takes place between forwarding nodes 
in the same way, and after being inputted to the physical port 
#2 of the forwarding node 23, a packet is finally outputted 
from physical port #3 of the forwarding node 23. 
0047. It is to be noted that in the present exemplary 
embodiment, the path information stored in the forwarding 
path information storage unit 315 is stored as long as forward 
ing node and physical port of an end node information field 
are present in the physical topology information storage unit 
314. It is also possible to use a mode in which this path 
information is stored as a cache for a prescribed time only. 
0048. The forwarding node information storage unit 316 is 
realized by a table or the like, which stores a configuration and 
state information of each of the forwarding nodes 20 to 24. 
0049. The virtual network control unit 301 receives con 
figuration change requests for a virtual network, in addition to 
providing virtual network configuration information to a user 
or manager of a virtual network, based on the virtual network 
configuration information storage unit 311. 
0050. The virtual network control unit 301 refers to the 
virtual network identification information storage unit 312 to 
obtain path information according to the forwarding nodes 20 
to 24, corresponding to paths between virtual nodes that are 
end points of the virtual network, and to register the path 
information in the virtual network path information storage 
unit 313. Furthermore, on receiving notification that a change 
has occurred in a forwarding path from the path control unit 
302, the virtual network control unit 301 searches in a table of 
the virtual network path information storage unit 313 and 
identifies a virtual network that is affected. 
0051. The path control unit 302 refers to physical network 
topology information stored in the physical topology infor 
mation storage unit 314, calculates a forwarding path 
between any two forwarding nodes, and stores this in the 
forwarding path information storage unit 315. 
0052 On receiving notification (a state change notifica 
tion) that the state of a forwarding node has changed, from the 
forwarding node control unit 303, the path control unit 302 
updates the physical network topology information of the 
physical topology information storage unit 314. The path 
control unit 302 re-calculates a forwarding path for forward 
ing the packet to a destination, based on the updated physical 
network topology information, and stores this in the forward 
ing path information storage unit 315. 
0053. It is to be noted that in the present exemplary 
embodiment, with regard to the calculation of the respective 
forwarding paths, a shortest hop forwarding pathis calculated 
using Dijkstra’s method or the like. Therefore, according to 
the state change notification from a forwarding node, when a 
change occurs in the physical network topology information, 
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a change may occur in a forwarding path. In this case, the path 
control unit 302 gives a notification that a change has 
occurred in a forwarding path to the virtual network control 
unit 301. 

0054. On receiving a forwarding path from the path con 
trol unit 302, the forwarding node control unit 303 refers to 
the forwarding node information storage unit 316, creates a 
flow entry (processing rule) implementing a created forward 
ing path, and sets (transmits) this with respect to the forward 
ing nodes 20 to 24. 
0055. The forwarding node control unit 303 receives con 
figuration information and state information of forwarding 
nodes and physical ports thereof, from the forwarding nodes 
20 to 24, stores these in the forwarding node information 
storage unit 316, and gives notification to the path control unit 
302. For example, on receiving a link down notification with 
regard to a physical port from a forwarding node, the forward 
ing node control unit 303 gives notification that there is a link 
down with regard to the physical port of the forwarding node 
in question, to the path forwarding unit 302. In this way, the 
forwarding node control unit 303 is provided with a function 
to detect the occurrence of a failure of the forwarding nodes 
20 to 24 and a recovery therefrom, and to give notification to 
the path control unit 302. 
0056. It is to be noted that the control device 30 as 
described above can also be realized by a configuration in 
which the abovementioned respective functions are added to 
the OpenFlow controller of Non-Patent Literatures 1 and 2. 
0057. Furthermore, respective parts (processing means) of 
the control device 30 shown in FIG. 4 can also be realized by 
a computer program that causes the abovementioned respec 
tive processing to be executed in a computer forming the 
control device 30, using information of the abovementioned 
storage device 31. 
0.058 Next, a detailed description is given concerning 
operation of the present exemplary embodiment, making ref 
erence to the drawings. FIG. 9 is a sequence diagram repre 
senting operation of the first exemplary embodiment of the 
present invention. As shown in FIG. 9, when a certain for 
warding node #1 detects a state change Such as a physical port 
link up and link down, or a communication disconnection 
with the control device 30, a notification is given that a change 
has occurred in the state of a forwarding node, to the forward 
ing node control unit 303 of the control device 30 (step S001: 
“forwarding node state change notification'). It is to be noted 
that the State change due to the communication disconnection 
with the control device 30 can be detected by detecting that 
communication with the forwarding node by the forwarding 
node control unit 303 of the control device 30 has been 
disconnected. 

0059. Here, a description is given where a failure has 
occurred in a link between the forwarding node 22 and the 
forwarding node 23 in the lower part of FIG. 10. In this case, 
for example, the forwarding node 22 gives notification with 
the content that there is a port link down (physical port #2) to 
the forwarding node control unit 303 of the control device 30. 
0060. The forwarding node control unit 303 of the control 
device 30, which has received the notification, updates the 
physical node information stored in the forwarding node 
information storage unit 316 based on the received notifica 
tion of the state change of the forwarding node, and forwards 
the notification of the state change of the forwarding node to 
the path control unit 302 (step S002). 
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0061. As a result of the updating, the state of the physical 
port #2 of the forwarding node information storage unit 316 is 
updated to a down state. 
0062. The forwarding control unit 302 updates the physi 
cal topology information stored in the physical topology 
information storage unit 314 based on the received notifica 
tion of the state change of the forwarding node. Moreover, the 
path control unit 302 performs path re-calculation of a path 
affected by the updating of the physical topology information 
based on the updated physical topology information, and 
updates the path information stored in the forwarding path 
information storage unit 315. 
0063. The path that has been affected can be identified by 
searching for a path including a forwarding node where there 
has been a state change and its physical port, from a relay 
node information field in path information (FIG. 8) stored in 
the forwarding path information storage unit 315. For 
example, where there is a notification of a port link down in 
physical port #2 of the forwarding node 22 in FIG. 10, when 
a search is made for a path including the physical port #2 of 
the forwarding node 22, from the relay node information field 
in the path information (FIG. 8) stored in the forwarding path 
information storage unit 315, a path 1 (broken line) and a path 
3 (dotted line) are extracted. 
0064. In a case where it has not been possible to re-calcu 
late a path for the path that is affected by the updating of the 
physical topology information, and in a case where, as a result 
of the re-calculation, a change has occurred in a path, the path 
control unit 302 gives notification of path information that has 
changed, to the virtual network control unit 301 (step S003). 
0065 For example, with regard to path 1 (broken line) and 
path 3 (dotted line) of FIG. 10, in a case where, as a result of 
performing path re-calculation, it is calculated that no alter 
native path exists, the path control unit 302 determines that 
there is a failure (a disconnected state) with respect to path 1 
and path 3, and gives notification that path 1 (broken line) and 
path 3 (dotted line) have failed (disconnected state), to the 
virtual network control unit 301. 
0066 Furthermore, as a result of performing a path re 
calculation for path 1 (broken line) and path 3 (dotted line) of 
FIG. 10, with regard to path 1 (broken line) for example, in a 
case where an alternative path of forwarding node 20, for 
warding node 21 and forwarding node 23 is calculated, the 
path control unit 302 gives a notification that path 1 (broken 
line) has changed to a path which is the alternative path of 
forwarding node 20, forwarding node 21 and forwarding 
node 23, to the virtual network control unit 301. 
0067. The virtual network control unit 301 that receives 
the notification refers to a table (FIG. 7) stored in the virtual 
network path information storage unit 313, and identifies a 
virtual network, virtual nodes, and virtual interfaces related to 
the path produced by the change (step S004). 
0068. In a description with the virtual network configura 
tion shown in FIG. 10, by receiving notification that a change 
has occurred in path 1 and path 3, from the path control unit 
302, the virtual network control unit 301 identifies, from the 
table (FIG. 7) stored in the virtual network path information 
storage unit 313, that a change has occurred in a path between 
a virtual interface 1 of the virtual router 10 and a virtual 
interface 1 of the virtual server 13 in the virtual network 1, and 
a path between a virtual interface 1 of the virtual server 13 and 
a virtual interface 1 of the virtual server 14 of the virtual 
network 1, as virtual network paths affecting path 1 and path 
3. 
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0069. Furthermore, the virtual network control unit 301 
updates virtual port and virtual node states in virtual network 
configuration information stored in the virtual network con 
figuration information storage unit 311 (step S005). For 
example, in a case where path 1 and path 3 fail due to a port 
link down in physical port #2 of the forwarding node 22 
described above, and it is not possible to calculate an alter 
native path, it is possible to make a presentation to the user, 
using content of the virtual network configuration informa 
tion storage unit 311 that has been updated, as shown in the 
upper part of FIG. 10. 
0070. As described above, according to the present exem 
plary embodiment, it is possible to identify the virtual net 
work that is affected by a failure occurring in the physical 
network, and furthermore to identify which link between 
forwarding nodes is affected within the virtual network, and 
to present this to the user. 
0071. A reason for this is that the configuration is such as 
to provide the virtual network path information storage unit 
that stores correspondence relationships between forwarding 
paths configured by forwarding nodes and a virtual network 
provided by the forwarding paths, and to enable identification 
of failure and recovery in the virtual network, without actu 
ally waiting for packet forwarding. 
0072. In the present exemplary embodiment, there is an 
advantage in that high speed processing is possible in com 
parison to a method of identifying a failure in the virtual 
network by the occurrence of a communication failure by 
transmitting a test packet or the like based on the virtual 
network. A reason for this is that a configuration is used where 
it is possible to identify the virtual network by searching for a 
path based on physical topology, rather than by transmitting a 
large amount of test packets and identifying the virtual net 
work. 

Second Exemplary Embodiment 
0073. Next, a description is given concerning a second 
exemplary embodiment of the present invention, which can 
be implemented with a configuration approximately the same 
as the first exemplary embodiment. In the first exemplary 
embodiment a description was given in which forwarding 
paths according to forwarding nodes 20 to 24 are associated 
with respective paths combining virtual nodes that are end 
points in a virtual network, to be stored in a virtual network 
path information storage unit 313 of a control device 30 of 
FIG. 4. In contrast to this, in the second exemplary embodi 
ment, when communication is generated in a virtual network, 
a virtual network control unit 301 obtains information for a 
path between forwarding nodes corresponding to virtual 
nodes at the start point and endpoint of communication in the 
virtual network, and associates the obtained path information 
with the virtual network path information, to be stored in the 
virtual network path information storage unit 313. 
0074. In a case where there is no longer communication 
using a path in the virtual network (communication has been 
completed) or a timeout has occurred due to the elapse of a 
certain fixed time, the virtual network control unit 301 in the 
present exemplary embodiment deletes path information cor 
responding to the completed communication and virtual net 
work path information, from the virtual network path infor 
mation storage unit 313. 
0075. As described above, in the second exemplary 
embodiment of the invention, in a case where a path in the 
virtual network is not used, there may be a case where it is not 
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possible to identify a virtual network that is affected by a 
change in the state of a forwarding node, but it is possible to 
speed up processing to specify a virtual network because 
there are less entries held in the virtual network path infor 
mation storage unit 313. 

Third Exemplary Embodiment 
0076 Next, a description is given concerning a third 
exemplary embodiment of the present invention, in which a 
modification is added to a configuration of a control device 30 
of the first exemplary embodiment. FIG. 11 is a block dia 
gram representing a configuration of a control device of the 
third exemplary embodiment of the invention. 
0077 FIG. 11 shows a configuration of a control device 
30a in which a virtual network configuration information 
storage unit 311 and a forwarding node information storage 
unit 316 are omitted from the configuration of the control 
device 30 of FIG. 4. 
0078. The control device 30a of FIG. 11 can operate simi 
larly to the control device 30 of the first and second exemplary 
embodiments, and can realize an effect similar to the above 
mentioned first and second exemplary embodiments by trans 
mitting information of a virtual network affected by a change 
in the state of a forwarding node, to another information 
processing device. 
0079 A description has been given above of preferable 
exemplary embodiments of the present invention, but the 
present invention is not limited to the abovementioned exem 
plary embodiments, and further modifications, substitutions 
and adjustments can be added, within a scope that does not 
depart from fundamental technological concepts of the inven 
tion. 
0080 For example, in the abovementioned exemplary 
embodiments a description was given where the virtual net 
work path information storage unit 313 and the forwarding 
path information storage unit 315 are each separated, but it is 
also possible to use a configuration where the two are merged. 
0081. In the abovementioned exemplary embodiments a 
description was given where one virtual network having paths 
1 to 3, shown as an example in FIG. 5, is set, but besides that, 
it is also possible to identify a virtual network affected by a 
change in the state of a forwarding node, according to a 
procedure similar to a case where a plurality of virtual net 
works are set. 
0082 In addition, although a description was omitted in 
the abovementioned first exemplary embodiment, as a result 
of performing a re-calculation of a path affected by a change 
in the state of a forwarding node, in a case where it was 
possible to calculate an alternative path, this fact can be 
reflected in a virtual network configuration information Stor 
age unit 311, and to give notification to the user of the fact that 
a Switch has been made to the alternative path in question, and 
of an effect due to switching to the alternative path. 
0083. It is to be noted that each disclosure of the above 
mentioned non-patent literatures is incorporated herein by 
reference. Modifications and adjustments of exemplary 
embodiments are possible within the bounds of the entire 
disclosure (including the scope of the claims) of the present 
invention, and also based on fundamental technological con 
cepts thereof. Furthermore, a wide variety of combinations 
and selections of various disclosed elements is possible 
within the scope of the claims of the present invention. That 
is, the present invention clearly includes every type of trans 
formation and modification that a person skilled in the art can 
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realize according to the entire disclosure including the scope 
of the claims and to technological concepts thereof. 
I0084 Finally, preferred modes of the present invention are 
Summarized. 

(First Mode) 
I0085 (Refer to the information system according to the 
first aspect described above.) 

(Second Mode) 
I0086. With respect to the information system according to 
the first mode, an information system, wherein the control 
device further comprises a forwarding path information Stor 
age unit that stores a connection relationship of a physical 
interface of each forwarding node in a forwarding path con 
figured by the forwarding nodes; and the virtual network 
control unit retrieves a forwarding path including a physical 
interface of a forwarding node where a change in a state has 
occurred, by referring to the forwarding path information 
storage unit, and identifies a virtual network corresponding to 
the retrieved forwarding path, by referring to the virtual net 
work path information storage unit. 

(Third Mode) 
I0087. With respect to the information system according to 
the first or second mode, an information system wherein the 
control device further comprises a physical topology infor 
mation storage unit that stores physical topology information 
representing connection relationships of the forwarding 
nodes; and a path control unit that calculates a path between 
any forwarding nodes, by referring to the physical topology 
information; and wherein the path control unit updates the 
physical topology information based on content of a change 
in a state received from the forwarding nodes, in addition to 
re-calculating a forwarding path configured by the forward 
ing nodes based on the physical topology information after 
updating, and as a result of the re-calculation, in a case where 
a change has occurred in a forwarding path configured by the 
forwarding nodes, causes the virtual network control unit to 
identify the virtual network. 

(Fourth Mode) 
I0088. With respect to the information system according to 
the third mode, an information system wherein the control 
device further comprises a virtual network identification 
information storage unit that associates the plurality of for 
warding nodes and physical interfaces thereof, and virtual 
nodes in a virtual network and virtual interfaces thereof, and 
the virtual network control unit refers to the virtual network 
identification information storage unit when communication 
occurs in the virtual network, to obtain forwarding nodes 
corresponding to a start point and an end point of the com 
munication, and physical interfaces thereof, respectively; and 
a path created using the forwarding nodes corresponding to 
the start point and the end point of the communication and the 
physical interfaces thereof is associated with the virtual net 
work in which the communication has occurred, to be regis 
tered in the virtual network path information storage unit. 

(Fifth Mode) 
I0089. With respect to the information system according to 
the first to fourth modes, an information system wherein the 
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virtual network control unit deletes an entry in question from 
the virtual network path information storage unit, at an occa 
sion when communication is completed or when a prescribed 
time has elapsed. 

(Sixth Mode) 
0090. With respect to the information system according to 
the first to fifth modes, an information system device, wherein 
a correspondence relationship between a path in a virtual 
network and a forwarding path configured by the forwarding 
nodes is stored in the virtual networkpath information storage 
unit, and the virtual network control unit identifies a path in a 
virtual network that is affected by a change in a state of a 
forwarding node. 

(Seventh Mode) 
0091 (Refer to the control device according to the second 
aspect described above.) 

(Eighth Mode) 
0092. With respect to the control device according to the 
seventh mode, a control device further comprising a forward 
ing path information storage unit that stores connection rela 
tionships of physical interfaces of respective forwarding 
nodes in a forwarding path configured by the forwarding 
nodes; wherein a forwarding path including a physical inter 
face of a forwarding node in which a change in a state has 
occurred is retrieved by referring to the forwarding path infor 
mation storage unit, and a virtual network corresponding to 
the retrieved forwarding path is identified by referring to the 
virtual network path information storage unit. 

(Ninth Mode) 
0093. With respect to the control device according to the 
seventh or eighth mode, a control device further comprising: 
a physical topology information storage unit that stores 
physical topology information representing connection rela 
tionships of the forwarding nodes; and a path control unit that 
calculates a path between any forwarding nodes by referring 
to the physical topology information; wherein the path con 
trol unit updates the physical topology information based on 
content of a change in a state received from the forwarding 
nodes, in addition to re-calculating a forwarding path config 
ured by the forwarding nodes based on the physical topology 
information after updating, and as a result of the re-calcula 
tion, in a case where a change has occurred in a forwarding 
path configured by the forwarding nodes, causes the virtual 
network control unit to identify the virtual network. 

(Tenth Mode) 
0094. With respect to the control device according to the 
ninth mode, a control device further comprising: a virtual 
network identification information storage unit that associ 
ates the plurality of forwarding nodes and physical interfaces 
thereof, and virtual nodes in a virtual network and virtual 
interfaces thereof, wherein the virtual network control unit 
refers to the virtual network identification information stor 
age unit when communication occurs in the virtual network, 
to obtain forwarding nodes corresponding to a start point and 
an end point of the communication, and physical interfaces 
thereof, respectively; and a path created using the forwarding 
nodes corresponding to the start point and the endpoint of the 
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communication and the physical interfaces thereof is associ 
ated with the virtual network in which the communication has 
occurred, to be registered in the virtual network path infor 
mation storage unit. 

(Eleventh Mode) 
0.095 With respect to the control device according to the 
seventh to tenth modes, a control device wherein the virtual 
network control unit deletes an entry in question from the 
virtual network path information storage unit, at an occasion 
when communication is completed or when a prescribed time 
has elapsed. 

(Twelfth Mode) 
0096. With respect to the control device according to the 
seventh to eleventh modes, a control device wherein a corre 
spondence relationship between a path in a virtual network 
and a forwarding path configured by the forwarding nodes is 
stored in the virtual network path information storage unit, 
and the virtual network control unit identifies a path in a 
virtual network that is affected by a change in a state of a 
forwarding node. 

(Thirteenth Mode) 
0097 (Refer to the method of managing a virtual network 
according to the third aspect described above.) 

(Fourteenth Mode) 
0098. With respect to the method of managing a virtual 
network according to the thirteenth mode, a method of man 
aging a virtual network further including a step where the 
control device retrieves a forwarding path including a physi 
cal interface of a forwarding node in which a change in a state 
has occurred, by referring to a forwarding path information 
storage unit that stores connection relationships of physical 
interfaces of respective forwarding nodes in a forwarding 
path configured by the forwarding nodes, wherein a virtual 
network corresponding to the retrieved forwarding path is 
identified. 

(Fifteenth Mode) 
0099. With respect to the method of managing a virtual 
network according to the thirteenth or fourteenth mode, a 
method of managing a virtual networkfurther including steps 
where the control device updates physical topology informa 
tion representing connection relationships of the forwarding 
nodes stored in a prescribed storage device, based on content 
of a change in a state received from the forwarding nodes, and 
re-calculates a forwarding path configured by the forwarding 
nodes based on the physical topology information after 
updating, wherein as a result of the re-calculation, in a case 
where a change has occurred in a forwarding path configured 
by the forwarding nodes, a virtual network that is affected by 
a change in a state of the forwarding node is identified. 

(Sixteenth Mode) 
0100. With respect to the method of managing a virtual 
network according to the thirteenth to fifteenth modes, a 
method of managing a virtual network including steps 
wherein, when communication in the virtual network has 
occurred, the control device respectively obtains forwarding 
nodes corresponding to a start point and an end point of the 
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communication and physical interfaces thereof, by referring 
to correspondence relationships of the plurality of forwarding 
nodes stored in a prescribed storage unit and physical inter 
faces thereof, and virtual nodes in a virtual network and 
virtual interfaces thereof creates a path using the forwarding 
nodes corresponding to the start point and the endpoint of the 
communication and the physical interfaces thereof, and asso 
ciates the created path with the virtual network where the 
communication has occurred, to be registered in the virtual 
network path information storage unit. 

(Seventeenth Mode) 
0101. With respect to the method of managing a virtual 
network according to the thirteenth to sixteenth modes, a 
method of managing a virtual networkfurther including a step 
of deleting an entry in question from the virtual network path 
information storage unit, at an occasion when the communi 
cation is completed or a prescribed time has elapsed. 

(Eighteenth Mode) 
0102. With respect to the method of managing a virtual 
network according to the thirteenth to seventeenth modes, a 
method of managing a virtual network wherein a correspon 
dence relationship of a path in the virtual network and a 
forwarding path configured by the forwarding nodes is stored 
in the virtual network path information storage unit, and a 
path in the virtual network is identified in addition to a virtual 
network that is affected by a change in a state of a forwarding 
node. 

(Nineteenth Mode) 
0103 (Refer to the program according to the fourth aspect 
described above.) 

REFERENCE SIGNS LIST 

0104 10 virtual router 
0105 11 virtual load balancer 
0106 12 virtual layer 2 switch 
01.07 13, 14 virtual server 
0108. 20 to 24 forwarding node 
0109 30, 30a control device 
0110 31,31a storage device 
0111 201 message processing unit 
0112 202 flow table 
0113 203 packet processing unit 
0114 301 virtual network control unit 
0115 302 path control unit 
0116. 303 forwarding node control unit 
0117 311 virtual network configuration information stor 
age unit 

0118 312 virtual network identification information stor 
age unit 

0119 313 virtual network path information storage unit 
0120 314 physical topology information storage unit 
0121 315 forwarding path information storage unit 
0122) 316 forwarding node information storage unit 
What is claimed is: 
1. An information system, comprising: 
a plurality of forwarding nodes having a packet processing 

unit that performs processing of a received packet using 
a processing rule conforming to said received packet; 
and 
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a control device that causes said plurality of forwarding 
nodes to operate as a virtual network by setting a pro 
cessing rule in said forwarding nodes; wherein 

the control device comprises: 
a virtual network path information storage unit that stores 

a correspondence relationship between said virtual net 
work and a forwarding path configured by said forward 
ing nodes; and 

a virtual network control unit that identifies a virtual net 
work that is affected by a change in a state of any for 
warding node among said plurality of forwarding nodes, 
by referring to said virtual network path information 
storage unit. 

2. The information system according to claim 1, wherein 
the control device further comprises a forwarding path 

information storage unit that stores a connection rela 
tionship of a physical interface of each forwarding node 
in a forwarding path configured by said forwarding 
nodes; and 

the virtual network control unit retrieves a forwarding path 
including a physical interface of a forwarding node 
where a change in a state has occurred, by referring to 
said forwarding path information storage unit, and iden 
tifies a virtual network corresponding to said retrieved 
forwarding path, by referring to said virtual network 
path information storage unit. 

3. The information system according to claim 1, wherein 
the control device further comprises: 
a physical topology information storage unit that stores 

physical topology information representing connection 
relationships of said forwarding nodes; and 

a path control unit that calculates a path between any for 
warding nodes, by referring to said physical topology 
information; and wherein 

the path control unit updates said physical topology infor 
mation based on content of a change in a state received 
from said forwarding nodes, in addition to re-calculating 
a forwarding path configured by said forwarding nodes 
based on said physical topology information after updat 
ing, and as a result of said re-calculation, in a case where 
a change has occurred in a forwarding path configured 
by said forwarding nodes, causes said virtual network 
control unit to identify said virtual network. 

4. The information system according to claim 3, wherein 
the control device further comprises a virtual network iden 

tification information storage unit that associates said 
plurality of forwarding nodes and physical interfaces 
thereof, and virtual nodes in a virtual network and virtual 
interfaces thereof, and 

the virtual network control unit refers to said virtual net 
work identification information storage unit when com 
munication occurs in said virtual network, to obtain 
forwarding nodes corresponding to a start point and an 
end point of said communication, and physical inter 
faces thereof, respectively; and 

a path created using said forwarding nodes corresponding 
to said start point and said end point of said communi 
cation and said physical interfaces thereof, is associated 
with said virtual network in which said communication 
has occurred, to be registered in said virtual network 
path information storage unit. 

5. The information system according to claim 1, wherein 
said virtual network control unit deletes an entry in question 
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from said virtual network path information storage unit, at an 
occasion when communication is completed or when a pre 
scribed time has elapsed. 

6. The information system according to claim 1, wherein a 
correspondence relationship between a path in a virtual net 
work and a forwarding path configured by said forwarding 
nodes is stored in said virtual network path information Stor 
age unit, and 

said virtual network control unit identifies a path in a vir 
tual network that is affected by a change in a state of a 
forwarding node. 

7. A control device, connected to a plurality of forwarding 
nodes comprising a packet processing unit that performs pro 
cessing of a received packet using a processing rule conform 
ing to said received packet, said control device comprising: 

a virtual network control unit that causes said plurality of 
forwarding nodes to operate as a virtual network, by 
setting a processing rule in said forwarding nodes; and 

a virtual network path information storage unit that stores 
a correspondence relationship between a forwarding 
path configured by said forwarding nodes and said Vir 
tual network; wherein 

a virtual network that is affected by a change in a state of 
any forwarding node among said plurality of forwarding 
nodes is identified by referring to said virtual network 
path information storage unit. 

8. The control device according to claim 7, further com 
prising a forwarding path information storage unit that stores 
connection relationships of physical interfaces of respective 
forwarding nodes in a forwarding path configured by said 
forwarding nodes; wherein 

a forwarding path including a physical interface of a for 
warding node in which a change in a state has occurred 
is retrieved by referring to said forwarding path infor 
mation storage unit, and 

a virtual network corresponding to said retrieved forward 
ing path is identified by referring to said virtual network 
path information storage unit. 

9. The control device according to claim 7, further com 
prising: 

a physical topology information storage unit that stores 
physical topology information representing connection 
relationships of said forwarding nodes; and 

a path control unit that calculates a path between any for 
warding nodes by referring to said physical topology 
information; wherein 

the path control unit updates said physical topology infor 
mation based on content of a change in a state received 
from said forwarding nodes, in addition to re-calculating 
a forwarding path configured by said forwarding nodes 
based on said physical topology information after updat 
ing, and as a result of said re-calculation, in a case where 
a change has occurred in a forwarding path configured 
by said forwarding nodes, causes said virtual network 
control unit to identify said virtual network. 

10. The control device according to claim 9, further com 
prising: 

a virtual network identification information storage unit 
that associates said plurality of forwarding nodes and 
physical interfaces thereof, and virtual nodes in a virtual 
network and virtual interfaces thereof, wherein 

the virtual network control unit refers to said virtual net 
work identification information storage unit when com 
munication occurs in said virtual network, to obtain 
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forwarding nodes corresponding to a start point and an 
end point of said communication, and physical inter 
faces thereof, respectively; and 

a path created using said forwarding nodes corresponding 
to said start point and said end point of said communi 
cation and said physical interfaces thereof, is associated 
with said virtual network in which said communication 
has occurred, to be registered in said virtual network 
path information storage unit. 

11. The control device according to claim 7, wherein said 
virtual network control unit deletes an entry in question from 
said virtual network path information storage unit, at an occa 
sion when communication is completed or when a prescribed 
time has elapsed. 

12. The control device according to claim 7, wherein a 
correspondence relationship between a path in a virtual net 
work and a forwarding path configured by said forwarding 
nodes is stored in said virtual network path information Stor 
age unit, and 

said virtual network control unit identifies a path in a vir 
tual network that is affected by a change in a state of a 
forwarding node. 

13. A method of managing a virtual network, wherein a 
control device, connected to a plurality of forwarding nodes 
having a packet processing unit that performs processing of a 
received packet using a processing rule conforming to said 
received packet, and having a virtual network path informa 
tion storage unit that stores a correspondence relationship 
between a virtual network realized by setting a processing 
rule in said forwarding nodes and a forwarding path config 
ured by said forwarding nodes, 

wherein the control device performs: 
receiving a notification of a change in a state of a forward 

ing node in question from any forwarding node among 
said plurality of forwarding nodes, and 

identifying a virtual network that is affected by a change in 
a state of said forwarding node, by referring to said 
virtual network path information storage unit. 

14. The method of managing a virtual network according to 
claim 13, further comprising: 

retrieving, by said control device, a forwarding path 
including a physical interface of a forwarding node in 
which a change in a state has occurred, by referring to a 
forwarding path info nation storage unit that stores con 
nection relationships of physical interfaces of respective 
forwarding nodes in a forwarding path configured by 
said forwarding nodes, wherein 

a virtual network corresponding to said retrieved forward 
ing path is identified. 

15. The method of managing a virtual network according to 
claim 13, wherein said control device performs: 

updating physical topology information representing con 
nection relationships of said forwarding nodes stored in 
a prescribed storage device, based on content of a 
change in a state received from said forwarding nodes, 
and 

re-calculating a forwarding path configured by said for 
warding nodes based on said physical topology infor 
mation after updating, wherein 

as a result of said re-calculation, in a case where a change 
has occurred in a forwarding path configured by said 
forwarding nodes, a virtual network that is affected by a 
change in a state of said forwarding node is identified. 
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16. The method of managing a virtual network according to 
claim 13, wherein, when communication in said virtual net 
work has occurred, said control device performing: 

obtaining forwarding nodes corresponding to a start point 
and an end point of said communication and physical 
interfaces thereof, respectively, by referring to corre 
spondence relationships of said plurality of forwarding 
nodes stored in a prescribed storage unit and physical 
interfaces thereof, and virtual nodes in a virtual network 
and virtual interfaces thereof; 

creating a path using said forwarding nodes corresponding 
to said start point and said end point of said communi 
cation and said physical interfaces thereof, and 

associating said created path with said virtual network 
where said communication has occurred, to be regis 
tered in said virtual network path information storage 
unit. 

17. The method of managing a virtual network according to 
claim 13, further comprising: deleting an entry in question 
from said virtual network path information storage unit, at an 
occasion when said communication is completed or a pre 
scribed time has elapsed. 

18. The method of managing a virtual network according to 
claim 13, wherein 

a correspondence relationship of a pathin a virtual network 
and a forwarding path configured by said forwarding 
nodes is stored in said virtual network path information 
storage unit, and 
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a path in said virtual network is identified, in addition to a 
virtual network that is affected by a change in a state of 
a forwarding node. 

19. (canceled) 
20. The control device according to claim 8, further com 

prising: 
a physical topology information storage unit that stores 

physical topology information representing connection 
relationships of said forwarding nodes; and 

a path control unit that calculates a path between any for 
warding nodes by referring to said physical topology 
information; wherein 

the path control unit updates said physical topology infor 
mation based on content of a change in a state received 
from said forwarding nodes, in addition to re-calculating 
a forwarding path configured by said forwarding nodes 
based on said physical topology information after updat 
ing, and as a result of said re-calculation, in a case where 
a change has occurred in a forwarding path configured 
by said forwarding nodes, causes said virtual network 
control unit to identify said virtual network. 

21. The control device according to claim 8, wherein said 
virtual network control unit deletes an entry in question from 
said virtual network path information storage unit, at an occa 
sion when communication is completed or when a prescribed 
time has elapsed. 


