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method may receiving a plaintext to be encrypted. The plaintext may include
a first block, a second block and a third block. The method may include gen-
erating a preliminary ciphertext based on the first block and the second block
and generating, using an encryption key, a first ciphertext using an encryp-
tion operation receiving the third block and the preliminary ciphertext as in-
puts. The method may also include generating, using the encryption key, a
first finalized ciphertext using the encryption operation receiving the first
block and the first ciphertext as inputs and generating, using the encryption
key, a second finalized ciphertext using the encryption operation receiving
the second block and the first finalized ciphertext as inputs.
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TEXT ENCRYPTION

BACKGROUND

[D001] Cryptographic encryption can refer generally to techniques to encode
plaintext messages or information into ciphertext such that the content of the
plaintext is unreadable or ctherwise incoherent {o unauthorized entities. Such
encryption can, for example, be performed using a public or secret encryption
algorithm as well as a secret encryption key o encode and decode the ciphertext. In
addition, in some encryption schemes, a random or pseudorandom initial value can

also be used in order o produce different cipheriexis for identical plaintexis.

BrIEF DESCRIPTION OF THE DRAWINGS

[0002] The following detailed description references the drawings, wherein:

[0003] FIG. 1 is a block diagram of an example system for text encryption and text

decryption;

[0004] FIG. 2 is a flowchart of an example method for text encryption;

[D005] FIG. 3is a flowchart of an example method for text decryplion;

[0008] FIG. 4 is a block diagram of an example system for text encryption; and

{0007] FIG. 5 is a block diagram of an example system for text encryption.
DETAILED DESCRIPTION

[0008] Traditional block cipher aigorithms meeting security conditions may use an

initial value. An initial value is a random, pseudorandom or a predictable but unigue
fixed-size input to a cryptographic primitive. However, there may be reasons why an
initial value is undesirable in an implementation of a block cipher chain. For example,
using an initial value may incur a communicational cost and/or a storage cost. Using
an initial value may also cause security concems.  For example, some modes use a
unigue, random and/or secret initial value. If the initial value is not unigue, random or

secret, the security of the scheme can be compromised.
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[0009] Moreover, using an initial value may cause the block cipher chainto not be
deterministic. This means that given a plaintext and a key, two distinct initial values
can result in two different ciphertexis. However, in many applications, determination is
a desirable property. Two examples of these applications are deduplication and
searchable encryption.

{0010} Systems and methods for encrypting plainiext discussed herein may
perform encryption in an efficient manner without using an initial value. For exampie,
encryption without the initial value may use less than 2 times of the original block
cipher computation with an initial value. In aspects making use of a hash function, the
number of block cipher computation may be the same as the original block cipher and
the only exira cost is & hash function, which is usually less computational costly than
a block cipher.

[0011] An example method may include receiving a plaintext to be encrypted,
wherein the plaintext includes a first block, a second block and a third block and
generating a preliminary ciphertext based on the first block and the second block. The
method may also include generating, using an encryption key, a first cipheriext using
an encryption operation receiving the third block and the preliminary cipheriext as
inputs. The method may also include generating, using the encryption key, a first
finalized ciphertext using the encryption operation receiving the first block and the first
cipheriext as inputs. The method may also include generating, using the encryption
key, a second finalized ciphertext using the encryption operation receiving the second
block and the first finalized ciphertext as inputs.

[0012] FIG. 1 is a block diagram of an example systemn 100 for text encryption.
System 100 may include a processor 102 and a memory 104 that may be coupled to
each other through a communication link (e.¢., a bus). Processor 102 may include a
Central Processing Unit (CPU) or another suitable hardware processor. In some
examples, memory 104 siores machine readable instructions execuied by processor
102 for system 100, Memory 104 may include any suitable combination of volatile
and/or non-volatile memory, such as combinations of Random Access Memory (RAM]),
Read-Only Memory (ROM), flash memory, and/or other suitable memory. Memory
104 may also include a random access non-volatile memory that can retain content

when the power is off.
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[0013] Memory 104 stores instructions to be executed by processor 102 including
instructions for plaintext receiver 110, ciphertext encryptor 112, ciphertext decryptor
114 andfor other components. According fo various implementations, system 100 may
be implemented in hardware and/or a combination of hardware and programming that
configures hardware. Furthermore, in FIG. 1 and other Figures described herein,
different numbers of components or entities than depicted may be used.

[0014] Processor 102 may execute instructions of plaintext receiver 110 1o receive
a plaintext to be encrypted. The plaintext may include n blocks including a first block
(P1), a second block (P2),a third block (P3) and so on. As used herein, the term “n”
denoctes an integer value greater than 1.

[0015] Processor 102 may execule instructions of cipheriext encryplor 112 to
encrypt at least one block of the received plaintext. Cipheriext encryptor 112 may
encrypt the blocks of the plaintext by generating a preliminary ciphertexi based on the
first block and the second block. In an aspect, generating the preliminary ciphertext
may comprise generating a first preliminary ciphertext corresponding fo the first block,
using the first block and the encryption key. (Generating the preliminary ciphertext
may also comprise generating, using the encryption key, a second preliminary
ciphertext corresponding 1o the second block using the encryption operation receiving
the second block and the first preliminary ciphertext as inpuis. in some aspects, the
first preliminary ciphertext may correspond to a second block and may be generated
using the second block and the encryption key. Likewise, the second preliminary
ciphertexi may correspond to the first block and may be generated using the first block
and the encruption key. Moreover, the fechnique may be used with more than two
blocks and the two block implementation is described for the sake of simplicity.

[0018] in ancther aspect, generating the preliminary ciphertext may comprise
generating a hash value of the first block and the second block and using the hash
value as the preliminary ciphertext.

{00171 Ciphertext encryptor 112 may generate, using an encryption key, a first
ciphertext using an encryption operation receiving the third block and the preliminary
ciphertexd as inputs. The encryption operation may comprise, for example, an
“exclusive or” (xor) operation. An xor operation is a logical operation that oulputs true

when inputs differ (i.e. one input is true and the other input is false). Of course, this is
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an example encryption operation and other encryption operations can be used by
ciphertext encrypior 112.

[0018] Ciphertext encryptor 112 may generate, using the encryption key, a first
finalized ciphertext using the encryplion operation receiving the first block and the first
ciphertext as inputs. in otherwords, the first finalized ciphertexi may be an encryption
of the first block and may replace the preliminary value and/or first preliminary
ciphertext. Ciphertext encryptor 112 may generate, using the encryption key, a
second finalized ciphertext using the encryption operation recelving the second block
and the first finalized ciphertexi as inpuis. In other words, the second finalized
ciphertexd may be an encryption of the second block and may replace the preliminary
value andfor second preliminary cipheriext. Moreover, the {echnigue may be used
with more than three blocks and the three block implementation is described for the
sake of simplicity.

{001¢] Ciphertext encryptor 112 may perform encryption of the plaintext using at
least one encryption technigque. One example technique is cipher block chaining
(CBC). CBC is a mode of operation for a block cipher. A block cipher is a mode of
operation where a seguence of bits are encrypted as a single unit or block with
a cipher key applied to the entire biock.

[0020] An example CBC operation utilizing the techniques discussed herein may
look something like what is shown in Table 1 below. Of course, this is only an example
and ciphertext encryptor 112 may use cother modes of operation, such as Cipher
Feedback (CFB), Ouiput Feedback (OFB), Counter (CTR) and XF5.
Table 1:

C1* = E(K, P1),

C2* = E(K, P2 xor C1%)

C3 = E(K, P3 xor C2%)

[bo21] in the example CBC operation depicted in Table 1, E represents an

encryption operation of a block cipher aigorithm and K represents an encryption key
for the algorithm. An example biock cipher algorithm that may be used is Advanced
Encryplion Standard (AES) although other encryption algorithms may be used. Pt
represents a first block of a plaintext, P2 represents a second block of a plaintext and
P3 represents a third block of a plaintext. C1* is a first preliminary ciphertext

corresponding to the first block, C2* is a second preliminary ciphertext corresponding
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to the second block and C3 is a first ciphertext corresponding {o the third block. In
other words, CBC mode may be performed a first time to obtain the first preliminary
ciphertext (C1*), the second preliminary ciphertext (C2*) and the first ciphertexi (C3).
The first preliminary ciphertext (C1%) is generated by performing encryption on the first
block using the encryption key. importantly, the first preliminary ciphertext may be
generated without using an initial value. in order to make a CBC based block cipher
chain without using an initial value (IV), the IV may be setup as, for example, an empty
string or a binary string with a value of zero and/or any other fixed value. In this
manner, the IV may not need {0 be stored and/or transmiited during encryption and
decryption of the plaintext. Not having o store or transmif an IV may reduce the
storage costs of performing encryption and decryption on the plaintext.

[0022] Ciphertext encryptor 112 may generate a second preliminary ciphertext
(C2%) by encrypting the second block (P2) of the plaintext. Specifically, ciphertext
encryptor 112 may perform encryption of the second block (P2) using the encryption
key (K} and performing an sncryption operation (for example, an xor operation) using
the second block (P2) and the first preliminary ciphertext (C1%) as inputs. Ciphertext
encryptor 112 may generate a first ciphertext (C3) by encrypting the third block (P3)
of the plaintext. Specifically, ciphertext encryptor 112 may perform encryption of the
third block {P3) using the encryption key (K} and performing an encryplion operation
{for example, an xor operation} using the third block (P3) and the second preliminary
ciphertext {(C2%) as inputs. Al this point, the total ciphertext may be (C1*, C2*, C3).
However, without using any IV or using the same 1V for each encryption operation, the
total ciphertext as this stage may not be suitably encrypted because for two distinct
plaintexts which have the same P1 and P2 but different P3, at least two of the
encrypted blocks will be the same and may reveal information about the similarity of
these two plaintexts. On the cother hand, if a unique [V is used for each encryption
operation, encrypting a plaintext twice will result in two different ciphertexis. However,
in many applications, such as deduplication and searchable encryption, the
indistinguishability may not be a desired property. Accordingly, ciphertext encryplor
112 may perform a second CBC mode to re-encrypt the first block (P1) and the second
block (P2).

[0023] An exampie second CBC operation may ook something like what is shown

in Table 2 below.
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Table 2:
Ct=EK P1xor C3)
C2=EK P2xorCt)
[0024] in the example CBC operation depicted in Table 2, £ represents an

encryption operation of a block cipher aigorithm and K represents an encryption key
for the algorithm. An example block cipher algorithm that may be used is Advanced
Encryption Standard (AES) although other encryption algorithms may be used. P1
represents a first block of a plaintext, P2 represents a second block of a plaintext and
C3 represents a first ciphertext corresponding to a third block of a plaintext. Ctisa
ciphertext corresponding fo the first biock and C2 is a ciphertext corresponding to the
third block. In other words, CBC mode may be performed a first time, as depicted in
Table 1, and then a second time {(as depicted in Table 2) to obtain a first finalized
ciphertext corresponding to the first block {(C1) and a second finalized ciphertext
corresponding to the second block {C2).

[D025] Ciphertext encryptor 112 may generate the first finalized ciphertext (C1) by
encrypting the first block (P1) of the plaintext. Specifically, ciphertext encryptor 112
may perform encryption of the first block (P1) using the encryption key (K) and
performing an encryption operation (for example, an xor operation) using the first block
(P1) and the first ciphertext (C3) as inputs. Similarly, ciphertext encryptor 112 may
generate the second finalized ciphertext (C2) by encrypting the second block (P2) of
the plaintext. Specifically, ciphertext encryptor 112 may perform encryption (E) of the
second block {(P2) using the encryption key (K} and performing an encryption operation
(for example, an xor operation) using the second block (P2} and the first finalized
ciphertext (C1) as inpuis. The total ciphertextis (C1, C2, C3). Although the example
depicted in Tables 1-2 describes using three blocks, the three block implementation is
described for the sake of simplicity and the technigues discussed herein may be used
with more than three blocks.

[0028] Processor 102 may execule instructions of cipheriext decryplor 114 to
decrypt the ciphertext (C1, C2, C3). Ciphertext decryptor 114 may decrypt a first block
(i.,e. P1) of a plaintext (i.e. as discussed above in reference to ciphertext encyrpior
112) by performing, using an encrypiion key, an encryption operation receiving the
first finalized ciphertext and the first cipheriext as inputs. The encryption operation

may comprise, for example, an exclusive or (xor) operation. Ciphertext decryptor 114
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may decrypt a second block of the plaintext by performing, using the encryption key,
the encryption operation receiving the second finalized ciphertext and the first finalized
ciphertext as inputs. Ciphertext decryptor 114 may re-compute the first preliminary
ciphertexi by generating a first decrypt ciphertext using the encryption key and the first
block. The first decrypt ciphertexi may be the same as the first preliminary ciphertext
(i.e. as discussed above in reference to ciphertext encyrptor 112). Ciphertext
decryptor 114 may re-compute the second preliminary ciphertext by generating, using
the encryption key, a sscond decrypt ciphertext using the encryption operation
receiving the second block and the first decrypt ciphertexi as inputs. The second
decrypt ciphertext may be the same as the second preliminary ciphertext (i.e. as
discussed above in reference to ciphertext encyrptor 112). Ciphertext decryptor 114
may decrypt the third bloclk by performing the encryption operation receiving the
encryption key, the first ciphertext and the second decrypt ciphertext as inpuis.

{00271 Ciphertext decryptor 112 may perform decryption of the plaintext using
cipher block chaining (CBC). An example CBC operation may look something like what
is shown in Table 3 below. Table 3 depicts an example CBC operation {o decrypt the
text that was encrypied in Tables 1-2.

Table 3;

P1= DK, C1) xor C3
P2 = DK, C2) xor C1
[0028] in the example CBC operation depicted in Table 3, D represenis a

decryption operation, K represents an encryption key, P1 represenis a first block of a
plaintext and P2 represents a second block of the plaintext. C1 is a ciphertext {i.e.
first finalized ciphertext) corresponding to the first block, C2 is a ciphertext (i.e. second
finalized ciphertext) corresponding to the second block and C3 represents a ciphertext
(i.e. first ciphertext) corresponding to the third block of the plaintext.

[0029] Ciphertext decryptor 112 may decrypt the ciphertext by computing the first
plaintext block (P1) and the second plaintext block (P2). The first plaintext block (P2)
may be decrypied (D) by performing, using the encryption key (K}, the encryption
operation (for example, an xor operation) receiving the first finalized ciphertext (C1)
and the first ciphertext (C3) as inputs. The second plaintext block (P2) may be
decrypted (D) by performing, using the encryption key (K), the encryption operation
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(for example, an xor operation) receiving the second finalized ciphertext (C2) and the
first finalized ciphertext (C1) as inputs.

0030 Ciphertext decryptor 112 may also decrypt the third block (P3) of the
plaintext. An example CBC operation for decrypting the third block of the plaintext

may look something like what is shown in Table 4 below.

[0031]  Table 4
C1" = E(K, P1),
C2* = E(K, P2 xor C1%)
P3 = D(K, C3) xor C2*

[0032] Ciphertext decrypior 112 may decrypt the third block (P3) of the plaintext
by first re-computing the first initial ciphertext (C1*) and the second initial ciphertext
(C2%). Ciphertext decryptor 112 may re-compute the first initial ciphertext by
performing an encryption (E) using the encryption key (K) and the first block (P1).
Ciphertext decryptor 112 may re-compute the second initial ciphertext by performing
an encryption (E), using the encryption key {K) and the encryption operation (for
example, an xor operation) receiving the second block (P2} and the first initial
ciphertext (C1%) as inputs. Ciphertext decryptor 112 may decrypt (D) the third block
(F3) by performing the encryption operation (for example, an xor operation} receiving
the encryption key {K), the first ciphertext (C3) and the second initial ciphertext {C2%)
as inpuis. Although the example depicted in Tables 3-4 describes using three blocks,
the three block implementation is described for the sake of simplicity and the
technigues discussed herein may be used with more than three blocks.

[0033] in the example depicted above in reference {o Tables 1-4, the total number
of the block cipher compuiations for encryption and decryption may be 2n-1 or less,
when the length of the plaintext/ciphertext is n blocks.

[0034] in one aspect, ciphertext encryptor 112 may generate ciphertexis using a
CBC-CTR based cipher chain. This aspect may be realized without using an initial
value. Inthis aspect, the preliminary value and the first ciphertext may be generated
as described above, but the finalized ciphertext(s) may be determined using the CTR
mode. Referring to the example presented above in reference to Tables 1-4 for
example, the first preliminary ciphertext, the second preliminary ciphertext and the first

ciphertext may be generated as described above using the CBC mode.
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[0035] When the first dlock (P1) and the second block (P2} are re-encrypted, the
CTR mode may be utilized by using the first ciphertext (C3) as a CTR1 value. The
CTR1 value may then be incremented when generating additional ciphertexis. For
example, ciphertext encryptor 112 may generate the first finalized ciphertext (C1) by
encrypting the first block (P1) of the plaintext. Specifically, ciphertext encryptor 112
may perform encryption of the first block (P1) using the encryption key (K) and
performing an encryption operation (for example, an xor operation) using the first block
(P1) and the first CTR1 value as inputs. Ciphertext encryptor 112 may then increment
the CTR1 value. Ciphertext encrypior 112 may generate the second finalized
ciphertext (C2) by encrypting the second block (P2) of the plaintext. Specifically,
ciphertext encryptor 112 may perform encryption (E) of the second bilock (P2) using
the encryption key (K) and performing an encryption operation (for example, an xor
operation) using the second block (P2} and the incremented CTR1 value as inputs.
[00386] Likewise, during decryption, ciphertext decryplor 112 may decrypt the
ciphertext as described in the examples above by using the CTR1 value and the
incremented CTR1 value to re~-compute the first plaintext block (P1) and the second
plaintext block (P2). The first plaintext block (P2) may be decrypted (D) by performing,
using the encryption key (K}, the encryption operation (for exampie, an xor operation)
receiving the first finalized ciphertext (C1) and the CTR1 value as inpuis. The second
plaintexi block (P2) may be decrypted (D) by performing, using the encryption key (K},
the encryption operation for example, an xor operation receiving the second finalized
ciphertext (C2} and the incremented CTR1 value as inputs. Ciphertext decryptor 112
may also decrypt the third block (P3) of the plaintext as previously discussed. Of
course this is an example, and other numbers of plaintext blocks can be encrypted
and decrypted using the CBC-CTR mode.

[0037] In one aspect, ciphertext encryptor 112 may generate ciphertexts using a
hash value. This aspect may be realized without using an initial value. Referring o
the example presented above in reference to Tables 1-4 for example, in an aspect
using the CBC mode and hash function, generating the first preliminary ciphertext
(C17) and the second preliminary ciphertext (C2*) may be replaced by using a hash
value of the first block (P1) and the second block (P2). In this aspect, the total number
of the block cipher computations for encryption and decryption may be n, when the

length of the plaintexi/ciphertext is n blocks. The only extra computation may be the
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hash function. Although the example implementation of this aspect was described in
reference to the CBC mode, the hash value can be used with other modes, such as,
for example, the CBC-CTR mode.

[0038] The aspect using the hash function may be used for certain implementation
applications, when computing a hash funclion on a given data string may be more
efficient than encrypting the string. For exampile, using Secure Hash Algorithm 3
(GHASJ) against Advanced Encryption Standard (AES). The output of the hash function
may be truncated if the length of the hash function cutput is longer than a block size.

[0039] FIG. 2 is a flowchart of an example method 200 for text encryption. Method
200 may be described below as being executed or performed by a system, for example,
systermn 100 of FIG. 1, system 400 of FIG. 4 or systermn 500 of FIG. 5. Other suitable
systems and/or computing devices may be used as well. Method 200 may be
implemented in the form of executable instructions stored on at least one machine-
readable storage medium of the system and executed by at least one processor of the
system. The processor may include a Central Processing Unit (CPU)} or ancther
suitable hardware processor.  The machine-readable storage medium may be non-
transitory. Method 200 may be implemenied in the form of elecironic circuitry (e.q.,
hardware). Atlleastone block of method 200 may be executed substantially concurrently
orin a different order than shown in FIG. 2. Method 200 may include more or less blocks
than are shown in FIG. 2. Some of the blocks of method 200 may, at certain times, be
ongoing and/or may repeat. Method 200 may be performed without using an initial
value. The IV may be setup as, for example, an empty string or a binary string with a
value of zero and/or any other fixed value.

[0040] Method 200 may start at block 202 and continue 1o block 204, where the
method may include receiving a plaintext to be encrypled. The plaintext may include
n blocks including a first block, a second block and a third block. At block 208, the
method may include generating a preliminary ciphertext based on the first block and
the second block. In one aspect, generating the preliminary ciphertext may comprise
generating a first preliminary ciphertext comresponding to the first block, using the first
block and the encryption key and generating, using the encryplion key, a second
preliminary ciphertext corresponding to the second block using the encryption

operation receiving the second block and the first preliminary cipheriext as inpuis. in
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one aspect, generating the preliminary ciphertext may comprise generating a hash
value of the first block and the second block.
[0041] Al block 208, the method may include generating, using an encryption key,
g first ciphertext using an encryption operation receiving the third block and the
preliminary ciphertext as inpuis. The encryption operafion may comprise an xor
operation. Atblock 210, the method may include generating, using the encryption key,
a first finalized cipheriext using the encryption operation receiving the first biock and
the first ciphertext as inputs. At block 212, the method may include generating, using
the encryplion key, a second finalized cipheriexi using the encryplion operation
receiving the second block and the first finalized ciphertext as inputs. Method 200 may
eventuaily continue 1o biock 214, where method 200 may stop.
[0042] FIG. 3 is a flowchart of an exampile method 300 for text decryption. Method
300 may be performed, for example o decrypt plaintext that was encrypted using an
encryption method, such as the method 200 described above in reference to Fig. 2.
Method 300 may be described below as being executed or performed by a system, for
example, system 100 of FIG. 1, system 400 of FIG. 4 or system 500 of FIG. 5. Other
syuitable systems and/or computing devices may be used as well. Method 300 may be
implemented in the form of executable instructions stored on at least one machine-
readable storage medium of the system and executed by at least one processor of the
system. The processor may include a Central Processing Unit (CPU) or another
suitable hardware processor. The machine-readable storage medium may be non-
transitory.  Method 300 may be implemented in the form of electronic circuitry {(8.¢.,
hardware). Alleastone block of method 300 may be executed substantially concurrently
or in a different order than shown in FIG. 3. Method 300 may include more or less blocks
than are shown in FIG. 3. Some of the blocks of method 300 may, at certain times, be
ongoing and/or may repeat.
[0043] Method 300 may start at block 302 and continue to block 304, where the
method may include decrypling a first block by performing, using an encryption key, an
encryption operation receiving a first finalized ciphertext and a first ciphertext as
inputs. Al block 308, the method may include decrypting a second block by performing,
using the encryption key, the encryption operation receiving a second finalized
ciphertext and the first finalized ciphertext as inpuis. At block 308, the method may

include generating & first decrypt cipheriext using the encryption key and the first block.
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At block 310, the method may include generating, using the encryption key, a second
decrypt ciphertext using the encryption operation receiving the second block and the
first decrypt ciphertext as inputs. At block 312, the method may include decrypting a
third block by performing the encryption operation receiving the encryption key, the
first ciphertext and the second decrypt ciphertext as inputs. Method 300 may
eventually continue to biock 314, where method 300 may stop.

[0044] FIG. 4 is a block diagram of an example system 400 for text encryption.
System 400 may include a processor 402 and a memory 404 that may be coupled to
each other through a communication link {(e.g., a bus). Processor 402 may include a
Central Processing Unit (CPU) or another suitable hardware processor. In some
examples, memory 404 siores machine readable instructions executed by processor
402 for system 400. Memory 404 may include any suitable combination of volatiie
and/or non-volatile memory, such as combinations of Random Access Memory (RAM),
Read-Only Memory (ROM), flash memory, and/or other suitable memory.

[0045] Memory 404 stores instructions to be executed by processor 402 including
instructions for a plaintext receiver 406 and a text encryptor 408. The components of
system 400 may be implemented in the form of executable instructions stored on at least
one machine-readable storage medium of system 400 and executed by at ieast one
processor of system 400, The machine-readable storage medium may be non-
transitory. Each of the components of system 400 may be implemented in the form of at
least one hardware device including electronic circuitry for implementing the functionality
of the component.

[0048] Processor 402 may execute instructions of plaintext receiver 408 {0 receive
a plaintext {0 be encrypted, wherain the plaintext includes a set of n blocks. The set
of n blocks may further include a first biock, a second block and a third biock
Processor 402 may execute instructions of text encryplor 408 o encrypt st least one
block of the plaintext using an encryption operation. The encryption operation may
comprise an xor operation. Processor 402 may execute instructions of text encryptor
408 to perform encryption without using an initial value (IV). The IV may be setup as,
for example, an empty string or a binary string with a value of zero and/or any other
fixed value.

[0047] Processor 402 may execute instructions of text encryptor 408 to generate

a first preliminary ciphertext corregponding 10 a first block belonging to the set, using
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an encryption key and the first block. Processor 402 may execute instructions of {ext
encrypior 408 o generate a second preliminary ciphertext corresponding 10 a second
block belonging to the set using the first preliminary ciphertext and the encryption key.
[0048] Processor 402 may execute instructions of text encryptor 408 to generate
an nth ciphertext corresponding to the nth block belonging to the set using an
encrypted n-1 block and the encryption key. Processor 402 may execute instructions
of text encryptor 408 to generate a first finalized ciphertext corresponding o the first
block belonging o the set using the encrypled nth block and the encryption key.
Processor 402 may execute instructions of text encrypior 408 {0 generate a second
finalized ciphertext corresponding to the second block belonging to the set using the
first finalized ciphertext and the encryption key. A {otal number of block cipher
computations performed by the text encryptor 408 and a text decyrpior may be less
than or equal to 2n-1.

{0048} FIG. 5 is a block diagram of an example system 500 for text encryption.
System 500 may be similar fo system 100 of FIG. 1, for example. In the example
iusirated in FIG. 5, system 500 includes a processor 502 and a machine-readable
storage medium 504, Although the following descriptions refer to a single proceassor and
a single machine-readable storage medium, the descriptions may also apply to a system
with multiple processors and multiple machine-readable storage mediums. In such
examples, the instructions may be distributed {e.g., stored) across multiple machine-
readable storage mediums and the instructions may be distribuled {(e.g., executed by)
across muitiple processors.

[D050] Processor 502 may be al least one central processing unit (CPU),
microprocassor, and/or other hardware devices suitable for retrieval and execution of
instructions stored in machine-readable slorage medium 504, In the exampile illustrated
in FIG. 5, processor 502 may feich, decode, and execute instructions 508, 508, 510, 512,
514 and 518 fo perform fext encryption. Processor 502 may include at least one
electronic circuit comprising a number of electronic components for performing the
functionality of at least one of the instructions in machine-readable storage medium 504,
With respect to the executable instruction representations {e.g., boxes) described and
shown herein, it should be understood that part or all of the executable instructions and/or
electronic circuits included within one box may be included in a different box shown in

the figures or in a different box not shown.
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[0051] Machine-readable storage medium 504 may be any electronic, magnetic,
optical, or other physical siorage device that stores executable instructions. Thus,
machine-readable siorage medium 504 may be, for example, Random Access
Memory (RAM), an Electrically-Erasable Programmable Read-Only Memory
(EEPROM), a storage drive, an optical disc, and the like. Machine-readable storage
medium 504 may be disposed within system 500, as shown in FiG. 5. In this situation,
the executable instructions may be “installed” on the system 500, Machine-readable
storage medium 504 may be a portable, extemal or remote storage medium, for
example, that allows system 500 {0 download the instructions from the
portable/externalfremote storage medium. in this situation, the executable instructions
may be part of an “instailation package”. As described herein, machine-readable storage
medium 504 may be encoded with execuiable instructions for context aware dala
backup. The machine-readable storage medium may be non-transitory.

[0052] Referring to Fig. 5, plaintext receive instructions 506, when executed by a
processor {(e.g., 502), may cause system 500 {0 receive a plaintext to be encryplied,
The plaintext may include n blocks including a first block, a second block and a third
block. Preliminary value generaie instructions 508, when executed by a processor
{e.g., 502), may cause systermn 500 to generate a preliminary value basad on the first
block and the second block. Preliminary value generate instructions 508, when
execiuied by a processor (e.q., 502), may cause systemn 500 to generate the preliminary
value without using an initial value. The IV may be setup as, for example, an empty
string or a binary string with a value of zero and/or any other fixed value. In one aspect,
preliminary value generate instructions 508, when executed by a processor (e.g., 502),
may cause system 500 to generaie a preliminary first ciphertext using the first bock
and the encryption key and generate a preliminary second ciphertext using the
encryption operation receiving the second block and the preliminary first ciphertext as
inpuis. In one aspect, preliminary value generate insiructions 508, when executed by
a processor {e.g., 502), may cause system 500 o generate a hash value of the first
block and the second block.

[D053] First ciphertext generate instructions 510, when executed by a processor
(e.q., 502), may cause system 500 to generate, using an encryption key, a first
ciphertext with an encryption operation receiving the third block and the preliminary

value as inputs. First ciphertext generate instructions 510, when executed by a
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processor {e.g., 502), may cause system 500 to generate the first ciphertext without
using an initial value. The encryption operation may comprise an xor operation.
[0054] Second ciphertext generate instructions 512, when executed by a processor
{e.g., 502), may cause system 500 to generate, using the encryplion key, a second
ciphertext with the encryption operation receiving the first block and the first ciphertext
as inputs. Second ciphertext generate instructions 512, when executed by a processor
(e.g., 5023, may cause system 500 to generate the second ciphertext without using an
initial value. increment instructions 514, when exgcuted by a processor {e.g., 5023,
may cause system 500 fo increment the second ciphertexi. Third ciphertext generate
instructions 516 may cause system 500 to generate, using the encryption key, a third
ciphertext with the encryption operation receiving the second block and the
incremented second ciphertext as inpuis. Third ciphertext generate instructions 514,
when executed by a processor (8.q., 502), may cause system 500 to generaie the third
ciphertext without using an initial valuse.

[0055] The foregoing disclosure describes a number of examples for text encryption.
The disciosed examples may include systems, devices, computer-readable storage
media, and methods for text encryption. For purposes of explanation, certain examples
are described with reference to the components illustrated in FIGS. 1-5. The functionality
of the Hllusirated componenis may overlap, however, and may be present in a fewer or
greater number of elements and components. Further, all or part of the functionality of
fllustrated elements may co-exist or be distibuted among several geographically
dispersed locations. Further, the disclosed examples may be implemented in various
environmentis and are not limited to the illustrated examples.

[00586] Further, the sequence of operations described in connection with FIGS. 1-5
are examples and are not intended 1o be limiting. Additional or fewer operations or
combinations of operations may be used or may vary without departing from the scope
of the disclosed examples. Furthermore, implementations consistent with the disclosed
examples need not perform the sequence of operations in any particular order. Thus,
the present disclosure merely sets forth possible examples of implementations, and

many variations and modifications may be made to the described examples.
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CLAIMS

1. A method comprising:

receiving a plaintext to be encrypied, wherein the plaintext includes a first
block, a second block and a third block;

generating a preliminary ciphertext based on the first block and the second
block;

generaling, using an encryption key, a first ciphertext using an encryption
operation receiving the third block and the preliminary ciphertext as inputs;

generating, using the encryplion key, a first finalized ciphertext using the
encryption operation receiving the first block and the first ciphertext as inpuis; and

generating, using the encryption key, a second finalized ciphertext using the
encryption operation receiving the second block and the first finalized cipheriext as

inputs.

2. The method of claim 1, wherein generating the preliminary ciphertext
comprises:

generating a first preliminary ciphertext corresponding to the first block, using
the first block and the encryption key, and

generating, using the encryption key, a second preliminary ciphertext
corresponding to the second block using the encryption operation receiving the

second block and the first preliminary ciphertext as inputs.

3. The method of claim 1, wherein generating the preliminary ciphertexi
comprises:

generating a hash value of the first block and the second block.

4. The method of claim 1, wherein the method is performed without using an
initial value.
5. The method of claim 1, wherein the method is performed using a binary siring

with a fixed value as the initial value.
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6. The method of claim 1, wherein the method is performed using an empty

string as the initial value.

7. The method of claim 1, wherein the encryption operation comprises an xor

operation.

8. The method of claim 1 comprising:

decrypting the first block by performing, using the encryption key, the
encryption operation receiving the first finalized ciphertext and the first ciphertext as
inputs;

decrypling the second block by performing, using the encryption key, the
encryption operation receiving the second finalized ciphertext and the first finalized
cipheriext as inputs;

generaling a first decrypt ciphertext using the encryption key and the first
block;

generating, using the encryplion key, a second decrypt cipheriext using the
encryption operation receiving the second block and the first decrypt ciphertext as
inputs; and

decrypiing the third block by performing the encryption operation receiving the

encryption key, the first ciphertext and the second decrypt ciphertext as inputs.

8. A system comprising:
a plaintext receiver 1o receive a plaintext to be encrypied, wherein the plaintext
includes a set of n blocks:
a text encrypior to:

gensrate a first preliminary ciphertext corresponding to a first block belonging
to the set, using an encryption key and the first block;

generate a second preliminary ciphertext corresponding o a second block
belonging to the set using the first preliminary ciphertext and the encryption key;

generate an nth ciphertext corresponding to an nth block belonging to the set
using an encrypted n-1 block and the encryption key;

generate a first finalized ciphertext corresponding 1o the first block belonging
to the set using the encrypted nth block and the encryption key, and
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generate a second finalized ciphertext corresponding o the second block

belonging to the set using the first finalized ciphertext and the encryption key.

10, The system of claim 8, wherein the text encryptor performs encryption without

using an initial value.

11.  The system of claim 9 comprising:

a text decyrptor to:

decrypt the firsi bloclk using the first finalized ciphertext, the nth
ciphertext and the encryption key;

decrypt the second biock using the second finalized ciphertext, the first
finalized ciphertext and the encryption key:

re-compute the first preliminary ciphertext using the first block and the
encryption key,

re-compute the second preliminary ciphertext using the second block,
the first preliminary ciphertexi and the encryption key; and

decrypt the nth block using the nth ciphertext, the encrypied n-1 block
and the encryption key.

12. The system of claim 11, wherein a total number of block cipher computations

performed by the text encryptor and the text decyrptor is less than or equal to 2n-1.

13. A non-transitory machine-readable storage medium encoded with instructions,
the instructions executabie by a hardware processor of a sysiem to cause the
system to:

receive a plaintext to be encrypted, wherein the plaintext includes a first block,
a second block and s third block;

generate a preliminary value based on the first block and the second block;

generate, using an encryption key, a first ciphertext with an encryption
operation receiving the third block and the preliminary vaiue as inputs;

generate, using the encryption key, a second ciphertext with the encryption
operation receiving the first block and the first ciphertext as inputs;

increment the second ciphertext; and
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generate, using the encryption key, a third ciphertext with the encryption
operation receiving the second block and the incremented second cipheriext as

inputs.

14.  The non-fransitory machine-readable storage medium of claim 13, wherein
the instructions are to cause the hardware processor to perform the generation sieps
without using an inifial vaiue and wherein the instructions executable by the
procassor of the system {o generate the preliminary value cause the system {o:
generate a preliminary first ciphertext using the first bock and the encryption
kev, and
generate a preliminary second cipheriext using the encryption operation

receiving the second block and the preliminary first ciphertext as inputs.

15, The non-transitory machine-readable storage medium of claim 13, wherein
the instructions are 1o cause the hardware processor to perform the generation steps
without using an initial vaiue and wherein the instructions executable by the
hardware processor of the sysiem to generate preliminary value further cause the
system to:

generate a hash value of the first block and the second biock.
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