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Non-Fault Telerant Network Nodes in a Multiple Fault Tolerant Network
Field of the Invention

The invention relatcs generally to computer networks, and more specifically
to 8 method and apparatus providing non-fault tolerant network node operability in
4 fauli-ioleramt network.

Netice of Copending Applications

‘This application is related to the following copanding applications, which

are hereby incurporated by reference:
“Fault Toleramt Networking”, setial number £9/188,976; and
Afly. docket number 236.044usl
Background of the Invention

Computer networks have become increasingly important to copynunication
and productivity in environmenty whers computers are uiilized for work.
Electronic mail bas in many situations replaced paper mail and faxes as a means of
distribution of information, and the availability of vast amounts of informarion on
the Infernet has become an invaluable resource both for many work-related and
personal tasks. The ability to exchange data over computer networks also enables
sharing of comyguter resources such as printers in a work environment, aud cnables
centralized network: based munagement of the networked computers.

For exampie, an office warker’s petsonal computer may run software that is
installed and updated automatically via a networl, and that gencrates data that {s
printed to & networked printer shared by people in several different offfces, The

network may be used to inventory the sottware and hardware instelled in cach

JP 2004-500778 A 2004.1.8
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personal computer, greatly simplifying the task of inventory management, Also,
the software and hardware configuration of each coruputer may be rmenaged via the
nelwork, making the task of user support easier in a networked environment.

Metworked computers alse typically are connected 0 one or mere network
servers that provide data and resources to the netwarked computers. For example,
# server may store & number of software applications that can be excouted by the
networked computers, or may stor: & database of data that can be accessed and
ufilized by the networked computsrs. The nelwork servers typically also manage
access to certain networked devices such s printers, which can be utilized by any
of the networked computers. Also, a server may facilitate exchange of data such as
e-mail or other similar sexvices between the networked computers.

Connection from the local network to a larper network such as the Internet
can provide greater ability to exchange data, such as by providing Inteynel e-mai}
access or access to the World Wide Web, These data connections muke
conducting busizess via the Intemet prectical, and have contributed to the growth
in development and use of eomoputer networks. Toternet servers that provide dala
and serve functions suco as e-commerce, sireaming audio or video, e-mall, or
provide other content rely on the operation of local networks as well as the Internet
to provide & pati: between such data servers and client computer systams.

But like oiher electronic sysiems, nelworks ave subject ta failures.
Miscondiguration, brolen wires, failed edecironic components, and a number of
other factors can eause 2 copaputer network connection to fail, leading to possible
inoperability of the computer network. Such failures can be minimized in critical

networking environments such a5 process control, medical, or other critical

2
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applicaiions by wiilization of backup er redundant network components. One
example is use of a second network conuection to critical neiwork nodes providing
the same funeiion as the first network connection. But, management of the
network connections to facilitato operation in the event of' a network fatlure can be
a difficult txsk, and Is itself subject to the abilily of 4 network system o user to
praperly detect and compensate tor the netwark fault. Furthermore, whon both 2
primary and redurdant netwerk develop faulis, exelusive uge of either network will
not provide full network operability.

One galution is use of & methoed or apparatus that can detect and manage the
state of a network of computers utilizing redundant conmmunication chanmels. Such
a systen) incosporates in vanous smbodiments nedes which are cupable of
detesting and managing the statc of communication channels between the node and
each other fanlt-tolerant network node to whicl it s connected. In some
embodiments, such petwork nedes employ a network status data record indicating
the state of each of a primary and redundant network connection to each other
nods, and further employ [ogie enabling determination of an eperable data path to
send and receive data between each pair of nodes.

But, such networks will desirably include nodes which do not have full
fauli-tolerant capability. Onc common oxample of such a non-fault-tolerant
network node is 2 standard office laser printer with a baitt-in network connectian.
What i3 needed is a method and apparatus to feilitate communication with non-
tanlt-tolerant network nodes in such a fauli-tolerant network system.

Summury of the laventiva

The present invention provides a imethod and apparatus for operation of
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non-fault tolerant network nodes in a fawlt-tolerant network enviromment. In some
embodiments, a networls address or network location of any netwerk nedes prasent
o a network that are not fault-tolerant is determined and stored, and data to be sent
to the detecied non-fault-tolerant network nodes is routed only over that network to
which the non-fault-tolerant network node is connected. In various further
embodiments, the fault-tolerant network comprises # primary and redundaui
networlk with fault tolerant network nodes that are attached to each network; 2 non-
fauli-tolerant network node that is attached to either the primary or redundant
petwork is then operable to communicates with any fault-tolerant network node via
data sent over only the network to which the non-tauit-tolersnt network node is
connected.

Bricf Deseriptivn of the Figures

Figure 1 shows a diagram of a fault-telerant computer network with
multiple fauli-tolerant network nades having primary and redundant network
connections and having multiple non-fault-tolerant network nodes, consistent with
a embodiment of the preseut invention.

Figure 2 shows a flowchart of & method of managing eonununication with
pon-fault-tolerant nelwork nodes in a fauli-tolerant computer network, consistent
with an embodiment of the present invention.

Detailed Description

In the following detailed description of sample embodirnents of the
invention, reference is made to the accompanying drawings which foym a part
hergof, and in which is shown by way of illustration specific sampie embodiments

in which the invention may be practiced. These embodiments are deseribed in

4
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sufficient detafl fo enable those skilled in the art to practice the invention, and it is
to be undersiood that other embodiments may be uttlized and that logical,
mechanical, electrical, and other changes may be made without departing from the
spirit or scope of the present invention. The following detailed description is,
therefore, not to be taken in a Hmiling sense, and the scope of the invention is
defined only by the uppended claims.

The present invention provides a method and apparatus for managing
communication with non-feult-tolerant networls nodes in a fault-tolerant network.
The invention is capable in various embodiments of identifying the network
locaiion and address of non-fault telerant potwork nodes, and of routing data only
over cerlain portions of the network (o communicate witls the aon-fault-tolerant
network node. The network in some embodiments comprises a primary and a
redundant networls having coanections to exch fault-tolerant network node, and tive
invention comprises routing information to non-fault-toleran! network nodes
commected to cither the primary or redundant networle via only that netwark to
which the non-fault-tolorant network node 1s connected.

‘Yhe invention in various forms is implemented within an existing network
interface technology, such as Ethernet. In one such embodiment, the fault-tolerant
retwork comprises two Ethemet connections connceled to cach fault-tolerant
computer or nixle -— a primary network connection and a redundant network
connection. It Is not eritieal for purpeses of the invention which connection is the
primary conpection and which is the redundant connection, as ihe connections are
physically and functionally sioular. In the example emhodiment discussed here,

the primary 2nd redundant netwoerk connections are interchangeable and are named
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peimrarily for the purpose of distinguishing (he two petwarks ftom each other. Tach
of the primary aod redundant networks alse may have one o1 more non-fault-
tolorant nch)vork. nodes atrached, and comrmunication with such non-fanlt-tolerant
networks is facilitated by the present invention.

Figure 1 illustrates an exemnplary fault-tolerant network with fault-iolerant
network nodes 101, 102 and 103. A primary network 104 and a redundant network
103 link ¢ach node %) the other nodes of the network, a5 indicated by the lines
comnectiny the nodes to each of the networks. Non-fault tolerant network nodes
are elso eonneeted to each network, inchuding non-fauli-tolerant network node 106
connected o the primary network 104 and pon-fault-tolerant network nede 107
commeeted to redundant network 105,

The fault-tolerant network connections linking the fault-tolerant network
nodes are confipured such that the faull-tolerant network nodes can communicate
with each other despite mulfiple network faults, such as by use in some
embodiments of parttcular node-to-node communication rules and network status
moritoring capabnlity within each node. The eommunication rules in various
embodiments of a fault-tolarant nerwork facilitate detenmipation of 2 network path
between each pair of nodes based an the network status data stored in and
conurunicated between each fault-tolerant network node. Each fault-tolerant
network nede of such & system must be able to recogpive non-fault-tolerant
network nodes aud adapr its communicarion rules for communicating with non-
fault-tolerant aetwork nodes such as nodes 106 and 107 of the example network of
Figure 1,

In a typical single network configuration, data intended for a network node

&
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is sumply sent over the network o the lntended node. But, where multiple
netwarks are combined to form a fanit-tolerant netwerk capable of compensating
for nultiple faults such as the networle of Figore 1, data intended for a single non-
fault-tolerant network nude such as node 106 or 107 is desirably sent over the
specific network to which the non-fault-tolerant network node Is connected.

I some embodiments of the invention, data intended for a non-fault-
folerant network node such as non-fanlt-tolerant network node 106 is simply
broadeast or transmitted over both the primary network 104 and the redundant
network 105, cosuring thal the data is zent to the netwerk to which the nen-fauli-
tolerant network node is connected. Such a system does nut reguire fraclking
addresses or localions of non-fault-tolerant network nodes, and simply relies on the
network interface adapters of the redundant network 103 to filter oul the cxira data.

But, such a configuration is reliant oo the ability of the nodes connected to the
redundant netwark 103 6o ignore the data intended for a network node not attached
b that network, and further wastes retwork bapdwidth on the redundant network.

Other embodiments of the invention comprise maintzining an address tzble
of detected non-fault-tolerant network nodes that are present on both the primary
petwork 104 and the redundant network: 105, and forther associating each address
or non-favlt-tolerant network node with the network ex which the node address
was detected. In some embodiments of the invention, detection of the non-fault-
tolerant fretwork node address comprises monitoring for and intereoptiog Taternct.
Protocol (IP) Address Resoluiion Protocel (ARP) packets that ace sent by sach
node in certain IP-compatible networl configurations. For example, each ARP

packet in an Etherpes network contains the Media Access Conirol (MAC} address
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that uniquely identities the nade transmiiting the TP ARP packet. The intercepted
MAC address of each non-fault-tolerant network pode is then recorled ulong with
the network on which the non-fault-tolerant network node is detected. In othey
embodiments, other zetwork hardware aird communication pratocols may be used
for the same purpess, and are witbin the scope of the lnvention.

To send data from a [ault-tolerant network node to a non-fault-tolerant
network node in such erabodiments of the nvention, the address of the desired
node is found in the stored address records of the sending fault-tolerant networle
node, and the associawd network {s determined. For example, if fault-tolerant
wetwork nade 10 Initiates a data transfer ta non-fzult-toleramt network node 106,
node 101 searches iis stored address records and finds the address of node 106, and
further finds that the address data for node 106 was received on the primary
network 104 rather than the redundant network 105, Node 101 then sends the data
infended for node 106 ouly over network 104, eliminating the need to send the
same data over redundant network 105 and use additional network bandwidth.

In further embodiments of the invention, fault-tolerant network nodes such
as nodle 101 use the network status data indicating the abil.ity of that node to
copunupicate with other fault-tolerant network nodes to reroute data intended for s
non-fault-iolerant network node around a network fault. This is achieved in some
entbodiments by initially sending the data on the network on which the non-fault-
tolerant necwork node does not reside and using a selected fauit-tolerant network
nede to wensfer the sent data to the netwark on which the non-fault-tolerant
actwork node resides at a point on the non-fault-telerant petwork node’s petwork

such that the fault ea the non-fault-telerant network node’s netwaork is not between
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the tansferring nede and the non-fault-iolerant reveiving node. Other
embodiments exist i which dafa can be reronted across the fauli-tolerant networks
to avoid muliiple faults, und are within the scope of the invention.

In further ¢mbediments, data sent to non-fault-tolerant netwark nodes is
senl over all networks in the faolt-tolerant network system rather than sent over a
single petwork if the record contuining address and network data for non-fault-
tolerant network nodes docs not contain data on the intended destination non-favlt-
tolerant network node. Sending such data comprises sending or replicating the data
on both the primary and redundant network of the exaraple network discussed
above and shown in Figure |

Figure 2 13 a fawchart of a method of managing vommunication between
fault-tolerant nctwork nodes and non-fault-folerant network nodes in a fault~
telerant petwork such as the example petwork of Figure 1. At 201, each faull-
iolerant network node defermines the netwark address of any non-fault-tolerant
network nodes present on erch network to which the favit-tolerant network node js
connected. This may be achicved in any suiteble manner, inciuding searching for
IP ART packets or other identifying data fransoitted by the non-fault-tolerant
unetwark nodes. At 202, cach fault-tolerant nerwork node further dofermines the
retwork on which each non-fault-tolerant network node exists. In some
embodiments, this simply comprises detecting whick setwork adapter in the
detevting favlt-tolerant network node detecrad the I ARP packet or ofher
identifying data. At 203, the fault-tolerant network nodes each. store the data
defermined ot 201 and 202, The address and network data for cach non-faull-

tolerant network node are associated with cach other in the stored data in one
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embodiment, so that looking up a revord for a particular nen-fault-iolerant network
node results in retrieval of boih the network address of the node and the network on
which the node resides. In various embodiments, the process of determination of
network addresses and networks associated with each non-fault-tolerant network
nede and the storiog of 1lus data is a continueus process, and occurs even during
other operations such as execution of other blocks of the tlowchart of Figure 2.

At 204, afavit-tolerant network node mtiates sending data o a noy-fault-
tolerant network node. At 205, the stored duta i1s searched for the address and
network of the non-fault-tolerant network node. At 206, a decision is made based
on determination of whether the address and network data for the non-Fault-tolerant
nelwork node are present in the stored data. If the address and network date arc
present in the stored data, the data to be sent is sent from the fault-tolerant network
node to the non-fauli-tolerant network node over only that network (o which the
stored data indicates the non-fault-tolerant network node is connected at 207, In
other embodiments, the data is sent indirectly viz one or more intermediate podes
1o the non-fault-tolerant nelwork node, to avotd one or more networlk faults, I the
address and network data are pot present in the stoved data, the data to be sentis
sent over all networks to which ihe sending fauli-tolerant network node is
comnected to ensure that the intended non-fauli-tolerant network node receives the
data. Tn the example of Figure 1, the data would be sent over both the primary
network 104 and the redundant netwarlk 105,

The present invention provides a method and apparatus that enable a
network with primarcy and redundant nelwork connections to manage ronting of

data to non-fault-tolerant notwork nades within the network.  Some embodiments
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of the invention neorporate 2 data record within each (auli-tolerant network node
that contains detected address and network defa tor each non-fault-telerant network
node, and which then is ised by the fault-tolerant network node to determing over:
which network data intended for a specific non-fauli-talerant networl node should
be sent. In some embodiments, the invention includes revouting data that cannot be
transferred directly from a2 fault-tolerant network node to a non-fanlt-tolerant
network node due to a netwerk fault, and comprises routing the data to cne or more
infermediate nodes which are able to facilitate communication between the nodes.
Althouph specific embodiments have been illustrated and described herein,
it will be appreciuted by those of ordipary skill in the art that any arrangement
which is calculated to achieve the same purpose may he substituted for the specific
embediments shown, This application is intended to cover any adaptations or
variations of the invention. 1t is intended that this invention be limited only by the

¢laims, and the full scope of equivalents therzof.
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Claims

1. A method of managing communisation with aon-fault {olerant network nodes
a fault-talerant computer netwoark, comnrising:

determining network addresses of network nodes present in a plurality of
networles that ave not fauli-tolerant and are connected to only a singla network;

determining the network on which each non-faulkt tolerant network node
ex1sts;

storing the detected network address data of the non-fault tolerant network
nodes and storing associated network data comprising the network on which the
non-fault tolerant network node exists therewith; and

sending data intended for a nen-fault tolerant network node over enly lhe
network on which the non-fault tolsrant network node has been determined to

exist.

2. The method of claim 1, wherein determining the network addresses of non-
fault-tolerant network nodes comprises detectian of network address information

that the nos-faalt-toletant network nodes send over a network.

3. The method of claim 2. whergin the vetwork address information that is sent
comprises Intemnet Protocol Address Resolution Protoeof packets (JP ARP

packets).

4. The method of claim 2, wherein determining the network on which each non-

fault-tolerant network node exists comprises determining which network interface
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received the network address information sent from each non-fault-tolerant

network node.

5. The method of ¢laim 1, wherein storing the data comprizes populating = non-

fualt-tolerant network node address table.

6, The method of claim 1, further comprising sending data intended for a nen-
faulr-tolerant network node over both the primary and redundant network if'the
netwark on which the non-fault-tolerant network node exists has not been

determined.

7. The methed of claln 4, whercin determination of whether the network on which
Ikze on-fauli-tolerant network node exists has been determined comprises:

scarching air address table for the siored datla;

determining the network on which the non-fault-tolerant network node
exists has been determuined if the address table contains an entry for the non-fault-
tolerant network node; and

determining the network on which the non-fault-tolerant network node
cxists has not been determined if the address table docs not contain an entry for the

non-fanlt-tolerant notworlk node.

8, A method of mapagiog communicauon with non-fault tolerant network. nades in
& fault-tolerant computer netwerk, comprising:
transmitting data Fom a transmittng node 1o & non-faull tolerant network

13
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node over a primary network; and

transmitting data from the fransmmitting node to the non-fault tolerant
network node over o redundant nelwork.
9. The method of claim 8, further comprising receiving and retransmitting the data
via an intermediate node when the transmitiing node js unable to communicate
with both the primary and redundant networks, such that if the intermediate node
reccives the data via the redundant petwork: it retransooits the data ov the primary
network and if the intermediate node reccives the data via the primary networls it

retransmits the data on the redundant network,

10, A Fauli~tolerant network node interface operable to ¢ommuanicate with neo-
fault-tolerant nctwork nodcs, the interface operable to:

determine the network addresses of network nodes prasent in a plueality of
networks thal are pot tanlt-ioterani and are conoeeted to caly a single network;

defermine the network on which each non-fault tolerant network node
CHIStS;

siore 1he detected network address data of the non-fault tolerant network
nodes and 10 store associated network data comprising the network oo which the
non-fault tolerant network node cxists thorewith; and

send data intended for & non-fackt telerant network node over only the
network on which the non-fault toleran: necwork nede has been determined 1o

exist.

11, The interface of clain. 19, wherein determining the network addresses of nen-

14
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fanlt-tolerant network nedes comprises detection of netweork address information

that the non-fault-tolerant network nodes send over a network.

12. The interface of claim 11, whercin the network address information that is sent
comprises Internet Protoco) Address Resolution Protocol packets (IP ARP

packets).

13. The interface of clainr 11, wherein determining the network on which each
pon-fault-tolerant network node exists conprises determining which network
interface reeelved the astwork address informution sent from each non-fault-

tolerant network node.

14. The interfave of claim 10, whereia storing the data comprises populating a

non-fanlt-tolerant network node address table.

15. The interface of claim 10, whercin the network interface 1s further operable to
send data intended for a non-fault-tolerunt network node over hoth. the primary and
redundant network if the network on which the non-fauli-tolerant network node

exists has not been determined.

16, The interface of claim 15, wherein detarmination of whether the network on
which the non-{ault-toterant network node exists has been determined comprises:
gearching an address table for the stored dala;

determining the network on which the non-fault-tolerant network nede

15
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exists hus been defermined if (he address table containg an entry for the non-fault-
tolerant aetwork node; and

determining the network on which the non-fault-tolerant network node
exists has not been detormined if the address table does not contain an entry for the

noy-fanli-tolerant network node.

17. A fault-iclerant hetwork node interface operable to conmmunicate wath non-
fault-tolerant network nodes, the interface operable to:

transmit dafa to & non-fault-tolcrant network nade over a primary networls
and

fransmii deia to a non-fault-tolerant nefwerk nede over s redundant

network.

18. The interface ef claim 17, wherein transmitiing data to a non-fault tolerant
network node comprises recelving and retransmitting the data via an intermediate
node when the transmitting node is unable to communicate with both the primary
and redundant networks, sueh that if the intermediate node receives the data via the
redundani network it retransmits the data on the primary network and if the
mtermediate node receives the data via the primary network it retransmits the data

or the redundant network.

19, A maching-readable medium with Instructions stored thereon, the instructions
when executed on a conputerized systein operable to cause the computerized
system 10!

16
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determine the network addresses of nelwork nodes present in a plurality of
networlks that are not fanli-tolerant and are connected to only a single network;

determine the network on which each nop-fnult tolerant network node
exists;

store the detected network address data of the non-fault tolerant network
nodes and lo store associated network data comprising the network on wihich the
non-fault tolerant network node caxists therewith; and

send data intended for a non-fault tolerant network nade over only the
network on which the non-fault tolerant network node has been detenmined to

exist.

20. The machine-readable medium of clains 19, wherein determining the network
addresses of nen-tault-tolevant network nodes comprises detection of network

addvess information that the non-fault-tolerant network podes send over a network.

21. The machine-readable medium of claira 20, wherein the networl; address
informalion that is sent comprises Intemet Protacol Address Resolution Protocol

paciets (IP ARP packets).

22, The machinc-readable medium ot claim 20, wherein determining the network
an which each non-fauli-tolerant netwark node exists comprises determining which
network interface received Lhe network address nformution sent from each non-

fault-tolerant netwark node.
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23. The machine-readable medium of claim 19, wherein storing the data comprises

populating a non-fault-tolerant network node address table.

24. The machinereadable medium of claim 19, the insttuctions when exceuted
further operable to cause a computerized system to send data fntended for a noa-
fault-tokerant network node over both the primary and the redundant network if the
network on which the non-fault-tolerant nckwork node exists has not been

determined.

25. The machine-readable medium of claim 24, wherein determination of whether
the network on which the non-fault-tolerant getwork node exists has been
determined comprises:

searching an address table for the stored data,

determining the nelworl on which the non-fault-tolerant network node
exists has been determined if the address tuble contains an entry for the nop-fault-
tolerant network node; and

determining the network on which the non-fauli-tolerant network node
exists has not been determined il the address table does not vontain an entry for the

non-fault-tolerant nctwork node.

26. & mackine-readuble medivnm with instructions stored thereon, the instructions
when execuied on a computerized system operable to causc the conputerized
systemn o7

transmit dala to a non-fauli-tolerant network node over a primary network;

18
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and
transmit data to the non-fault-lolerant network node over a redundant

network.

27. The machine-readable medium of claim 26, the instructions when executed
further epersble to cavse = comprterized network of nodes to receive and
retranamit the data via an intermediate node when the transmirting node is vnable
to cormmunicate with both the primary and redundant networks, such that if the
intsrmediate node reeeives the data via the redundaur network it retransniits the
data on the primary network and if the intermediate node roceives the data via the

primary network il retransmits the data on the redundant network.

19
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