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device. For example, when a device 1s 1n a locked state, a user can select (e.g., by making one or more gestures on a touchscreen) a
full-access lock screen pane and provide mput that causes device to be fully unlocked, or a user can select a partial-access lock
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be accessible. Lock screen panes also can be selected (e.g., automatically) in response to events. For example, when a device 1s 1n
locked state, a messaging access lock screen pane can be selected automatically mn response to an mncoming message, and a user
can provide mput at messaging access lock screen pane that causes only a messaging application to be accessible.
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MULTIPLE-ACCESS-LEVEL LOCK SCREEN
BACKGROUND

Striking a balance between security, privacy and usability has become an important
part of designing computing devices. For example, the ever-increasing functionality of
mobile computing devices such as smartphones has made such devices more likely to be
shared among several users. A common scenario occurs when a user 1s with a group of
family members or friends, and someone 1n the group borrows the user’s device to watch a
video, look at images, listen to music, play a game, make a phone call, send a message,
scarch for information on the Internet, etc. On the other hand, the high-level of
functionality of mobile computing devices (and the high level of reliance and trust that
many users have in their devices) also makes such devices more likely to contain sensitive
information and pose a security risk if they are misused. Many users want to be able to
share their devices without compromising their security or privacy.

Although there have been a variety of advances 1n balancing the security, privacy
and usability of computing devices, there remains room for improvement.

SUMMARY

Technologies described herein relate to providing access to computing devices for
certain tasks without unnecessarily compromising security or privacy. In examples
described herein, a multiple-access-level lock screen system allows different levels of
functionality to be accessed on a computing device. Different lock screen panes provide
access to different levels of functionality on the device. For example, when a device 1s 1n
a locked state, a user can select (e.g., by making one or more gestures on a touchscreen) a
full-access lock screen pane and provide mput that causes the device to be fully unlocked,
or a user can select a partial-access lock screen pane and provide mput that causes only
certain resources (€.g., particular applications, attached devices, documents, etc.) to be
accessible. Lock screen panes also can be selected (e.g., automatically) 1n response to
cvents. For example, when a device 1s 1n a locked state, a messaging access lock screen
pane can be selected automatically m response to an incoming message, and a user can
provide mput at the messaging access lock screen pane that causes only a messaging

application to be accessible.
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As described herein, a variety of other features and advantages can be incorporated
into the technologies as desired.

The foregoing and other features and advantages will become more apparent from
the following detailed description of disclosed embodiments, which proceeds with
reference to the accompanying drawings.

BRIEF DESCRIPTION OF THE FIGURES

FIG. 1 1s a block diagram of an exemplary system implementing one or more of
the multiple-access-level lock screen technologies described herein.

FIG. 2 15 a flowchart of an exemplary method of implementing multiple-access-
level lock screen technology described herein.

FIG. 3 1s a diagram of exemplary multiple-access-level lock screen features.

FIG. 4 1s a state diagram for an exemplary multiple-access-level lock screen.

FIG. 5 1s a flowchart of another exemplary method of implementing multiple-
access-level lock screen technology described herein.

FIG. 6 1s a diagram of exemplary multiple-access-level lock screen features.

FIG. 7 1s a flowchart of another exemplary method of implementing multiple-
access-level lock screen technology described herein.

FIG. 8 1s a block diagram of another exemplary system implementing multiple-
access-level lock screen technology described herein.

FIG. 9 1s a diagram of an exemplary user interface accepting additional
information for control of one or more multiple-access-level lock screen features.

FIG. 10 1s a block diagram of an exemplary computing environment suitable for
implementing any of the technologies described herein.

FIG. 11 1s a block diagram of an exemplary cloud computing arrangement suitable
for implementing any of the technologies described herein.

FIG. 12 1s a block diagram of an exemplary mobile device suitable for
implementing any of the technologies described herein.

DETAILED DESCRIPTION
Example 1 — Exemplary Overview

Technologies described herein relate to providing access to computing devices for
certain tasks without unnecessarily compromising security or privacy. In examples
described herein, a multiple-access-level lock screen system allows different levels of
functionality to be accessed on a computing device. Different lock screen panes provide

access to different levels of functionality on the device. For example, when a device 1s 1n
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a locked state, a user can select (e.g., by making one or more gestures on a touchscreen) a
full-access lock screen pane and provide mput that causes the device to be fully unlocked,
or a user can select a partial-access lock screen pane and provide mput that causes only
certain resources (€.g., particular applications, attached devices, documents, etc.) to be
accessible. Lock screen panes also can be selected (e.g., automatically) 1n response to
cvents. For example, when a device 1s 1n a locked state, a messaging access lock screen
pane can be selected automatically m response to an incoming message, and a user can
provide mput at the messaging access lock screen pane that causes only a messaging
application to be accessible.
Example 2 — Exemplary Resource

The technologies described herein can be used to manage access to resources that
arc accessible via a computing device. Resources accessible via a computing device can
include anything (e¢.g., devices, information, applications, etc.) that can be stored on or by
a computing device, read from or by a computing device, or activated on or by a
computing device. For example, an application (¢.g., a web browser) stored on a
computing device (e.g., a smartphone) that can be activated on the computing device 1s a
resource accessible via the computing device. As another example, a document (e.g., a
spreadsheet) stored on a remote server that can be accessed by a computing device (e.g., a
smartphone) 1s a resource accessible via the computing device. As another example, an
input device (e.g., a video camera) integrated into or connected to a computing device
(¢.g., a smartphone) 18 a resource accessible via the computing device. Any of the
techniques and tools described herein can assist in managing resources such as
applications, devices, documents, images, video files, audio files and the like.

Example 3 — Exemplary Locked State

In any of the examples described herein, a locked state can be any state of a
computing device in which the functionality accessible to a user 1s limited to interacting
with a lock screen and providing user input to exit the locked state. Depending on the
input provided by the user, the computing device may or may not exit the locked state 1n
response to the user mput. For example, a user can interact with a computing device 1n a
locked state by selecting a lock screen pane and providing a password that causes the
computing device to exit the locked state and enter an unlocked state. If the password 1s
incorrect, the computing device can provide feedback (e.g., visual feedback) to indicate
that the password 1s incorrect while remaining 1n a locked state. A computing device in an

unlocked state can provide a user with access to all resources on the computing device, or
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less than all resources on the computing device. A computing device that exits a locked
state can enter an unlocked state or some other state. For example, a computing device
can enter a power-oft state from a locked state when a user presses a power-off button on
the device.

Example 4 — Exemplary System Employing a Combination of the Technologies

FIG. 1 is a block diagram of an exemplary system 100 implementing one or more
of the multiple-access-level lock screen technologies described herein. In the example, a
computing device 105 implements a multiple-access-level lock screen tool 120 that
accepts user input 110. The user input 110 can include touch-based user input, such as
on¢ or more gestures on a touchscreen. For example, a device operating system (OS) with
a touch-based user interface (UI) system can receive touch-based user input information
(¢.g., gesture information such as velocity, direction, etc.), interpret it, and forward the
interpreted touch-based user input information to the multiple-access-level lock screen
tool. Alternatively, the user input 110 can include other mnput such as keyboard input.

The multiple-access-level lock screen tool 120 presents lock screen panes to a user.
The multiple-access-level lock screen tool 120 manages access to resources 130 via the
lock screen panes. For example, the multiple-access-level lock screen tool 120 presents a
default lock screen pane and also allows the user to select other lock screen panes. The
lock screen panes are associated with different access levels. For example, a default lock
screen pane can be associated with access to most or all of the resources 130, and other
lock screen panes can be associated with access to a smaller number of the resources 130.
A user can provide user input 110 at a lock screen pane to gain access to the computing
device 105 at the respective access level. The multiple-access-level lock screen tool can
send lock screen information (e.g., information that identifies a selected lock screen panc)
to the device OS, which can send rendering information to a display. Such rendering
information can be used to animate changes 1n the Ul (e.g., transitions from one lock
screen pane to another, transitions from locked states to unlocked states, etc.) on the
display. Lock screen panes and access levels are described 1n further detail in other
examples herein.

In practice, the systems shown herein such as system 100 can be more
complicated, with additional functionality, more complex relationships between system
components, and the like. The technologies described herein can be generic to the
specifics of operating systems or hardware and can be applied 1n any variety of

environments to take advantage of the described features.
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Example 5 — Exemplary Lock Screen

In any of the examples described herein, a lock screen can include any visual
information that indicates that a device 1s 1n a locked state. Typically, a lock screen 1s
displayed on a touchscreen or other display of a computing device when the computing
device 1s 1n a locked state. Although described as a lock screen, the visual information 1n
a lock screen need not occupy the entire screen area of a display device. A lock screen
may occupy all of a display area or only part of a display area, or a lock screen may be
presented as an overlay (e.g., a partially transparent overlay) on top of other visual
information. For example, if a collection of images 1s displayed on a touchscreen of a
computing device, and the computing device subsequently enters a locked state (e.g.,
when the device has been 1dle for a period of time), a lock screen can be presented as a
partially transparent overlay on top of the displayed images.

In any of the examples described herein, a lock screen can have plural lock screen
panes, which can be associated with different access levels. Lock screen panes and access
levels are described 1n further detail in other examples herein.

Example 6 — Exemplary Access Level

In any of the examples described herein, an access level 1s associated with one or
more resources (€.g., applications, documents, etc.) that can be accessed via a computing
device. Different lock screen panes are typically associated with different access levels.
For example, a lock screen pane can be associated with an access level that allows access
to most or all resources accessible via a computing device, or a lock screen pane can be
assoclated with an access level that allows access to a smaller number of resources. Lock
screen panes are described in further detail in other examples herein.

In practice, an access level can be represented 1n any number of ways (€.g., 1n a
data store that stores information indicating which resources are accessible at particular
access levels), and can be associated with any number of resources of any type. For case
of 1llustration, some access levels are described 1n examples herein as “Access Level 1,7
“Access Level 2, etc. Such labels do not necessarily imply a hierarchical or sequential
relationship between access levels, although such relationships may exist in practice. For
example, an access level labeled as “Access Level 17 can be associated with full access to
all resources on a computing device, an access level labeled as “Access Level 27 can be
assoclated with access to less than all resources on the computing device, and an access
level labeled as “Access Level 3”7 can be associated with a single resource (e.g., a single

application) of the resources associated with “Access Level 2.7 Alternatively, “Access
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Level 17, “Access Level 2”7 and “Access Level 3” can each be associated with different,
individual resources. Access levels also can be labeled and/or relate to one another 1n
other ways. For example, access levels can be labeled as “Full Access,” “Enhanced
Access” and “Basic Access,” where “Full Access” provides access to all functionality,
“Enhanced Access” provides access to most, but not all functionality, and “Basic Access”
provides access to basic functionality, such as the ability to make phone calls on a
smartphone.

Described techniques and tools can use any number of access levels, and access
levels can provide access to any number of resources. The number of access levels and
the resources associated with access levels can be adjustable (e.g., based on user settings).

Example 7 — Exemplary Lock Screen Pane

In any of the examples described herein, a lock screen pane can be any visual
information in a lock screen associated with an access level. In examples described
herein, a lock screen comprises two or more lock screen panes, and cach lock screen pane
1s assoclated with a different access level.

Typically, lock screen panes are selectable. Lock screen panes can be selected 1n
response to user iput (€.g., touchscreen input). For example, starting from an 1nitial lock
screen pane (e€.g., a default lock screen pane that 1s displayed when a computing device
enters a locked state) associated with a first access level, a user can use touchscreen
gestures (€.g., gestures to the right or to the left) or other input to select other lock screen
pancs associated with other access levels. Lock screen panes also can be selected 1n
response to events (€.g., an incoming text message). For example, a computing device 1n a
locked state can display a lock screen pane associated with an access level that permats
access only to a messaging application when a new message 18 detected. Lock screen
panes also can be selected in response to a combination of user input and events. For
example, a lock screen can have a lock screen pane that becomes available for selection
when a particular event occurs, but 18 not selected automatically when the event occurs. A
user can then select the newly available lock screen pane by, for example, using gestures
on a touchscreen to navigate to the newly available lock screen pane.

Lock screen panes can be visible one at a time, or more than one at a time, in a
display arca. For example, a user can pan through different lock screen panes that are
displayed one at a time 1n a display area, or a user can select (e.g., with a tap gesture on a

touchscreen) a lock screen pane that 1s displayed along with other lock screen panes at the
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same time 1n a display areca. Lock screen panes may not always be visible when a
computing device 1s 1n a locked state.

The visual information 1n a lock screen pane can occupy all of a display arca or
only part of a display area, or a lock screen pane may be presented as an overlay (e.g., a
partially transparent overlay) on top of other visual information. For example, if a
collection of 1tmages 1s displayed on a touchscreen of a computing device 1n an unlocked
state, and the computing device subsequently enters a locked state (¢.g., when the device
has been 1dle for a period of time), a lock screen pane can be presented as a partially
transparent overlay on top of the displayed images.

Described techniques and tools can use lock screens with any number of lock
screen panes m any configuration, and lock screen panes can be associated with any
number of access levels.

Example 8 — Exemplary Method of Applying a Combination of the Technologies

FIG. 2 1s a flowchart of an exemplary method 200 of implementing one or more of
the multiple-access-level lock screen technologies described herein and can be
implemented, for example, 1n a system such as that shown in FIG. 1. The technologies
described herein can be generic to the specifics of operating systems or hardware and can
be applied m any variety of environments to take advantage of the described features.

At 210, a computing device recerves selection input comprising one or more
gestures at a touchscreen of the computing device. For example, a user performs a gesture
on a touchscreen of a computing device 1n a locked state. At 220, responsive to the
selection iput, the computing device selects a first lock screen pane of plural lock screen
panes 1n a multiple-access-level lock screen user interface. Each lock screen pane of the
plural lock screen panes 1s associated with a different access level, and each access level
has corresponding different functionality (¢.g., access to different sets of resources) on the
computing device. For example, 1n a lock screen having three lock screen panes, a user
performs a drag or pan gesture to the left or right to bring a lock screen pane 1nto the
display arca. A user also can use other gestures, such as tap gestures. For example, 1f
several lock screen panes are displayed 1n a display area, a user can use a tap gesture on a
part of a touchscreen occupied by a desired lock screen pane to indicate a preference for
the desired lock screen pane. At 230, the computing device displays the first lock screen
pane 1n response to the selecting. In any of the examples herein, steps such as those
described above can be repeated (e.g., to select and/or display additional lock screen

pancs).
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The method 200 and any of the methods described herein can be performed by
computer-executable instructions stored 1n one or more computer-readable media (e.g.,
storage or other tangible media) or one or more computer-readable storage devices.

Example 9 — Exemplary Multiple-access-level Lock Screen Features

FIG. 3 1s a conceptual diagram of exemplary multiple-access-level lock screen
features which can be implemented, for example, 1n a system such as that shown in FIG. 1.
Any of the multiple-access-level lock screen features described herein can be implemented
in computer-executable instructions stored 1n one or more computer-readable media (e.g.,
storage or other tangible media) or one or more computer-readable storage devices.

According to the example shown in FIG. 3, a multiple-access-level lock screen
includes a full-access lock screen pane 310, a phone-access lock screen pane 312 and a
web-access lock screen pane 314. Each of the lock screen panes 310, 312, 314 can accept
user input (€.g., a password) in text boxes 320, 322, 324. Such user mput can be referred
to as unlock 1mput, which is described in further detail 1n other examples herein. If the
unlock 1nput 1s accepted by the device, 1t can cause the device to be unlocked with respect
to a set of resources corresponding to an access level associated with the respective lock
screen pane. The lock screen panes 310, 312, 314 can accept the same input (e.g., the
same password) or can require different input (e.g., different passwords). The particular
expected unlock mput for the lock screen panes can be adjusted based on user preferences.

According to the example shown 1n FIG. 3, the lock 1con 1n lock screen panes 310,
312, 314 provides an indication of a locked state. In addition, text in the lock screen panes
(c.g., “FULL ACCESS,” “PHONE ACCESS,” and “WEB ACCESS” 1n lock screen panes
310, 312, and 314, respectively) provides an indication of the type of access and access
level associated with each lock screen pane. A user can select a desired access level by
navigating between the respective lock screen panes.

In state 392, the full-access lock screen pane 310 1s shown in a display area 300 of
a touchscreen. A user 302 performs a leftward gesture on the touchscreen, as indicated by
the leftward-pointing arrow. State 394 shows that phone-access lock screen pane 312 has
been selected m response to the gesture. In state 394, the phone-access lock screen pane
312 1s shown 1n the display area 300. Other gestures can be used to navigate between the
lock panes 1n other ways. For example, an additional leftward gesture from state 394 can
cause lock screen pane 314 to be selected. As another example, a rightward gesture from

state 394 can cause lock screen pane 312 to be selected again, as shown 1n state 392.
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Example 10 — Exemplary Transition Between Lock Screen Panes

The transitions between lock screen panes can be presented 1n different ways. For
example, a multiple-access-level lock screen tool can animate a transition from one lock
screen pane to another with a scrolling motion that ends when the selected lock screen
pane 18 brought fully into view in a display area. Or, a multiple-access-level lock screen
tool can jump directly to a selected lock screen pane without scrolling during the
transition. Such a jump can be combined with blending effects, fade-in/fade-out effects,
or the like, for a smoother visual transition.

In any of the examples herein, transitions between screens can be adjustable to suit
user preferences, device characteristics (e.g., display characteristics), and the like.

Example 11 — Exemplary State Diagram for Multiple-access-level Lock Screen

FIG. 4 1s an exemplary state diagram for an exemplary multiple-access-level lock
screen which can be implemented, for example, 1 a system such as that shown 1n FIG. 1.

According to the example shown 1n FIG. 4, a computing device 1n a locked state
can be 1n a locked state 410 1n which a partial-access lock screen pane 1s displayed, or a
locked state 420 m which a full-access lock screen pane 1s displayed. The device can
switch between the lock screen states depending on, for example, user input or events that
cause a lock screen pane to be selected. From locked state 410, if the computing device 1s
unlocked (e.g., 1n response to a user’s entry of a correct password at the partial-access lock
screen pane), the computing device enters a partial-access unlocked state 430, 1n which the
computing device 1s unlocked but only allows access to a subset of resources on the
computing device. From locked state 420, 1f the computing device 1s unlocked (e.g., in
response to a user’s entry of a correct password at the full-access lock screen pane), the
computing device enters a full-access unlocked state 440, in which the computing device
1s unlocked but and allows access to a full set of resources (1.¢., more resources than the
subset of resources 1n partial-access unlocked state 430).

In practice, a computing device implementing a multiple-access-level lock screen
can ¢xist 1n many more states, or different states, than the exemplary states shown 1n FIG.
4. For example, a multiple-access-level lock screen with more than two lock screen panes
can have more than two locked states and more than two unlocked states. As another
example, a computing device can have intermediate states, such as states in which unlock
input (¢.g., a password) 1s being processed to determine (e.g., based on a comparison of a

password with an expected unlock input) whether to enter an unlocked state.
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Example 12 — Exemplary Unlock Input

In any of the examples described herein, unlock input can be, for example,
password mput (¢.g., a PIN or other password), gesture mput (¢.g., a gesture that follows a
particular pattern), audio 1nput (¢.g., voice input), biometric mput (€.g., fingerprint input)
or any other type of input. Typically, unlock mput 1s received when a device 1s 1n a locked
statc. Unlock input can be distinguished from other types of input. For example, 1 a
multiple-access-level lock screen user interface, some types of gesture input (e.g., leftward
or rightward pan or drag gestures) can be interpreted as selection iput for selecting lock
screen panes, while other types of gesture mput (e.g., gesture input that follows a
particular pattern to cause a device to enter an unlocked state) can be mterpreted as unlock
input. Typically, recerved unlock input 1s compared with a value that represents an
expected unlock mput (e.g., a password, a gesture pattern, etc.) for unlocking the device
(c.g., at an access level that corresponds to a selected lock screen pane): 1if the received
unlock mput matches the expected unlock mput, the device 1s unlocked, and if the
recerved unlock mput does not match the expected unlock mput, the device remains
locked. Expected unlock input for a particular lock screen pane can be set by default or
can be defined or adjusted according to user settings. For example, a user can adjust
settings to allow one or more lock screen panes to receive gesture mput, password mput,
or some other type of unlock mput. A user also can set or update expected passwords,
expected gesture patterns, etc. Received unlock mput can be translated or converted to
other values to assist in authentication. For example, 1f a lock screen pane accepts gesture
input, the received gesture mput can be translated into a digital data signature which can
be used to authenticate the user.

Input can be considered unlock mput even 1f 1t fails to actually unlock a device.
For example, an incorrect password still can be considered unlock input, even 1f it fails to
unlock the device. Unlock input that fails to unlock a device can be referred as
unsuccessful unlock input, and unlock mnput that succeeds in unlocking a device can be
referred to as successful unlock mnput.

Example 13 — Exemplary Method of Applying a Combination of the Technologies

FIG. 5 1s a flowchart of an exemplary method 500 of implementing multiple-

access-level lock screen technology described herein and can be implemented, for

example, 1n a system such as that shown in FIG. 1.
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At 510, the system receives an indicator of an event at a computing device. For
example, the system can receive an indicator of a new text message or some other event,
such as a phone call. At 520, in response to the indicator, the system selects a lock screen
pane 1n a multiple-access-level lock screen user interface comprising plural lock screen
panes cach associated with a different access level having corresponding different
functionality. Such a lock screen pane can be referred to as an event-triggered lock screen
panc. The selected lock screen pane 1s associated with an access level having
corresponding functionality associated with the event. For example, the selected lock
screen pane can be associated with an access level having functionality restricted to
messaging-related functionality (e.g., restricted to use of a particular application, such as a
messaging application) where the event 1s a new text message or some other messaging-
related event. Messaging-related functionality can include, for example, composing a new
message, reading messages, looking up a contact 1n a contact list, etc. As another
example, the selected lock screen pane can be associated with an access level having
functionality restricted to phone-related functionality where the event 1s a missed phone
call or some other phone-related event. Phone-related functionality can include, for
example, making a phone call, looking up a contact in a contact list, etc. At 530, the
system displays the selected lock screen pane 1n response to the selection.

Example 14 — Exemplary Event-triggered Lock Screen Pane

In any of the examples herein, a lock screen pane can be selected 1n response to an
event. Such a lock screen pane can be referred to as an event-triggered lock screen pance.
As with other lock screen panes, event-triggered lock screen panes can be associated with
an access level. An event-triggered lock screen pane can be set by default or defined or
adjusted based on, for example, user settings. For example, a user can define an event-
triggered lock screen pane with an access level that allows access to only a messaging
application for messaging events. User-defined lock screen panes and access levels can
allow users to quickly access any set of resources.

As with other lock screen panes, event-triggered lock screen panes can accept any
kind of unlock 1mput (e.g., depending on implementation and/or user settings) to cause a
computing device to enter an unlocked state. For example, an event-triggered lock screen
pane can recerve gesture mput (€.g., one or more gestures that follow a particular pattern)
and compare the received gesture mput with expected gesture input to authenticate a user,
or an event-triggered lock screen pane can accept password or PIN mnput and compare the

received mput with an expected password or PIN 1nput to authenticate a user. Gesture
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input can be useful for event-triggered lock screen panes to allow quicker access to
functionality than other types of unlock input, such as password input. The expected
unlock mput can be adjustable based on, for example, user settings.

FIG. 6 1s a conceptual diagram showing selected lock screen panes 1n a multiple-
access-level lock screen user interface for a computing device. In state 692, lock screen
panc 610 has been selected and 1s shown 1n display area 600. Lock screen pane 610 18
associated with full access to the computing device, as indicated by text in the lock screen
panc (“FULL ACCESS”). In state 694, lock screen pane 620 has been selected and 1s
shown 1n display area 600. Lock screen pane 620 has been selected 1n response to a
messaging event. Lock screen pane 620 1s associated with access to only messaging
functionality on the computing device, as indicated by text in the lock screen pane
(“MESSAGING ACCESS”). Lock screen panes 610 and 620 also cach include a
oraphical lock icon 614, 624, which indicates that the device 1s 1n a locked state, and a text
box 612, 622 for entering password mnput. Lock screen pane 620 also includes an element
626 that indicates the event that triggered the lock screen pane. In this example, the event
that triggered lock screen pane 620 1s a new text message, as indicated by the envelope
icon and the text “1 NEW” 1 the element 626.

The event-triggered lock screen panes described herein are only examples. Any
number of event-triggered lock screen panes can be used, and such panes can accept any
type of input.

Example 15 — Exemplary Method of Applying a Combination of the Technologies

FIG. 7 1s a flowchart of another exemplary method 700 of implementing multiple-
access-level lock screen technology described herein and can be implemented, for
example, by a system such as that shown 1n FIG. 1.

At 710, the system displays (¢.g., on a touchscreen having a display arca) a default
lock screen pane 1n a graphical user interface comprising plural lock screen panes. The
default lock screen pane is associated with a default access level and includes a visual
indication of a locked state. For example, the default lock screen pane can be a full-access
lock screen pane associated with an access level that provides full access to a computing
device. As another example, the default lock screen pane can be a partial-access lock
screen pane associated with an access level that provides partial access (e.g., access to a
particular application or other resource) to a computing device. The visual indication of
the locked state can include a graphic (e.g., a lock 1con), text, or some other visual

indication of a locked state.

- 12 -



10

15

20

25

30

CA 02813172 2013-03-28
WO 2012/047412 PCT/US2011/049614

At 720, the system receives selection input comprising gesture mput on a
touchscreen. For example, the gesture input can comprise pan or drag gestures
(¢.g., leftward or rightward pan or drag gestures). Alternatively, the gesture input can
comprise tap gestures, multi-touch gestures, or other gesture mnput.

At 730, the system selects a lock screen pane other than the default lock screen
panc based on the selection input. For example, the system can select a lock screen pane
based on a direction of the gesture input, such as by moving a selected lock screen pane to
the left and into view 1n the display area when the gesture input comprises a leftward
gesture, or by moving a selected lock screen pane to the right and into view 1n the display
arca when the gesture input comprises a rightward gesture, or by moving a selected lock
screen pane up or down when the gesture comprises an upward or downward gesture. As
another example, the system can select a lock screen pane based on other characteristics of
the gesture input, such as velocity or position (e.g., the screen coordinates of a tap gesture
on the touchscreen).

At 740, the system displays the selected lock screen pane. The selected lock
screen pane 18 associated with an access level that differs from the default access level.
For example, the selected lock screen pane can be associated with an access level that
corresponds to access to an individual application, such as a web browser or other
application, where the default access level provides access to all applications on a
computing device. As another example, the selected lock screen pane can be associated
with an access level that corresponds to access to all applications on a computing device
where the default access level provides access to only an individual application, such as a
web browser or other application.

At 750, the system receives unlock mput at the selected lock screen pane. For
example, the system can receive password or PIN 1nput at a text box 1n the selected lock
screen pane, which can be used to authenticate a user. As another example, the system can
recerve gesture mput which can be used to authenticate a user. Or, other unlock input can
be used.

At 760, the system determines whether the unlock mnput 1s sufficient to enable
functionality corresponding to the access level associated with the selected lock screen
pane. Typically, this determination involves comparing the received unlock input with an
expected unlock mput. For example, 1f the expected unlock mput 1s a gesture that follows
a particular pattern, the system can translate received gesture mput to a digital signature

and compare 1t with a digital signature that corresponds to an expected gesture. As
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another example, 1f the expected unlock input 18 a password, the system can compare a
recerved password with an expected password.

At 770, the system exits the locked state in response to the determining step. For
example, where received unlock mput matches expected unlock input, the system exits the
locked state and enters an unlocked state (¢.g., an unlocked state where a user can access
the computing device at an access level that corresponds to the selected lock screen pane).
At 780, the system displays a visual indication that that the locked state has been exited.
For example, a graphical lock icon that was present 1n the lock screen pane can be caused
to disappear from the display areca as an indication that the locked state has been exited, or
some other visual indication can be used. At 790, the system enables functionality
corresponding to the access level associated with the selected lock screen pane. For
example, the system can enter an unlocked state with respect to an individual application,
such as a web browser or other application, while other functionality remains locked, or
the system can enable other types or levels of functionality.

Example 16 — Exemplary System Employing a Combination of the Technologies

FIG. 8 18 a block diagram of another exemplary system 800 implementing
multiple-access-level lock screen technology described herein. One or more computing
devices can implement the system 800.

In the example, a multiple-access-level lock screen UI 810 comprises four lock
screen panes. The Ul can operate 1 a secure layer while a computing device 1s 1n a key-
locked or device-locked state. Lock screen pane 812 1s labeled as the main lock screen
pane, and acts as a default lock screen pane associated with an access level that provides
full access to the functionality of the computing device. For example, when a computing
device first enters a locked state, the lock screen pane 812 can be displayed. Lock screen
panc 814 1s an event-triggered lock screen pane. For example, when an event associated
with the lock screen pane 814 occurs, the lock screen pane 814 can be selected and
displayed. Lock screen panes 816, 818 arc user-defined lock screen panes. For example,
a user can adjust settings to define a lock screen pane and an access level associated with
the lock screen pane. Such access levels can be defined by user-defined access level
classes. Such classes can include definitions of, for example, a subset of device
applications or other resources that are accessible at the respective access level, expected
unlock mput (e.g., passwords, codes, etc.), and/or other information, such as a label for the

corresponding lock screen pane. Once defined, user defined lock screen panes can be
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added to the lock screen UI 810. Alternatively, the system 800 can have more or fewer
lock screen panes, or different lock screen panes.

A lock manager 820 comprises a system key-lock manager 822, a system device-
lock manager 824 and a device lock state store 826. The system key-lock manager 822
manages key lock actions, such as locking or unlocking the keys of a computing device.
In a key-lock state, a device can require a particular input to unlock keys of the device
prior to recerving other input from the keys. Such input can be required prior to, for
example, recerving key-based mput to select a lock screen pane, unlock a device with
respect to particular access levels, etc. A device lock manager for a device with a
touchscreen also can have a screen-lock manager. In a screen-lock state, a device can
require a particular input to unlock a touchscreen of the device prior to recerving other
input from the touchscreen. Such iput can be required prior to, for example, receiving
gesture iput to select a lock screen pane, unlock a device with respect to particular access
levels, etc.

Device-lock manager 824 can manage device lock actions. For example, device-
lock manager 824 can interact with device lock state store 826 to select lock screen panes
(c.g., lock screen panes 812, 814, 816, 818), to determine whether a password or other
unlock nput 1s sufficient to unlock the device, or when performing other device lock
actions. Device lock state store 826 can include definitions of user-defined access levels
and lock screen panes, default access levels and lock screen panes, event-triggered access
levels and lock screen panes, expected unlock input, and/or other information. Device-
lock manager 824 also can use other information to manage device lock actions. For
example, device-lock manager 824 can analyze user mput (€.g., gesture mnput) and event
information (¢.g., indicators of new messages or other events) 1n selecting lock screen
pancs. As another example, device-lock manager 824 can analyze information such as
historical use data from one or more users 1n selecting lock screen panes. For example, 1f
a user has used gesture input to select the same lock screen pane with great frequencys,
device-lock manager 824 can set that lock screen pane as the default lock screen pane.
Alternatively, device-lock manager 824 can be omitted and device lock actions such as
lock screen pane selection can be handled elsewhere (e.g., in device shell UI 830).

Device-lock manager 824 can store current access level mformation 1n access level
store 850 to reflect the corresponding access level. For example, when the device 1s
unlocked via a selected lock screen pane, the access level information 1n access level store

850 can be updated to reflect the access level that corresponds to the selected lock screen
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panc. The access level information also can be updated when the device enters a locked
state from an unlocked state, or when the device enters a difterent unlocked state with a
different access level. Resource manager 840 can use access level information 1n access
level store 850 to determine which resources (¢.g., applications) can be accessed. A list of
resources that can be accessed at a particular access level can be referred to as a “white
l1st” of resources. Resource manager 840 also can communicate with device shell Ul 830.
For example, 1f access level information 1n access level store 850 indicates that only a
messaging application can be used at the current access level, resource manager 840 can
communicate with device shell UI 830 to cause the messaging application to be launched
and to specity that only the messaging application should be exposed to a user through the
device shell UI 830. As another example, 1f access level information in access level store
850 1indicates that several resources can be used at the current access level, resource
manager 840 can communicate with device shell UI 830 to cause the usable resources to
be listed while leaving hidden other resources that cannot be used.

In the example, four groups of resources 860 are shown. The resources 860
include messaging application 861, phone application 862, web browser application 863,
ogeneral device settings 864, lock screen settings 865, and other applications 866, 867, 868.
The group labeled “Access Level 17 corresponds to lock screen pane 812 and includes all
of the resources 860. Access Level 1 includes several resources that are not available at
any of the other access levels shown 1n this example, such as general device settings 864
and lock screen settings 8635.

When the device 1s unlocked at Access Level 1, a user can adjust lock screen
settings 865 to create or edit lock screen panes, create or edit access levels and their
corresponding resources, and other settings relating to multiple-access-level lock screen
UI 810. Lock screen settings 865 can be used, for example, to update information in
device lock state store 826 or access level store 850.

The group labeled “Access Level 2 corresponds to event-triggered lock screen
panc 814 and includes only messaging application 861. Although not labeled as a user-
defined lock screen pane, the characteristics of event-triggered lock screen pane 814 and
its corresponding access level can be adjusted according to user settings. The group
labeled “Access Level 37 corresponds to user-defined lock screen pane 816 and includes
messaging application 861 and phone application 862. The group labeled “Access Level

4” corresponds to user-defined lock screen pane 818 and includes only web browser
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application 863. These groups of resources are only examples. In practice, any number of
groups can be used, 1n any arrangement.
Example 17 — Exemplary User Interface for Parameter Control

FIG. 9 1s a diagram of an exemplary user interface 910 accepting input of lock
screen settings and/or other parameters related to multiple-access-level lock screen
technology described herein. User interface 910 includes a selection arca 980 1n which a
user can select resources to be associated with access levels. In the example, a user has
selected “MESSAGING APPLICATION” as a resource for an access level (“ACCESS
LEVEL 2”) 1n a selection arca 980, while other resources (“OUTGOING CALLS” and
“WEB BROWSER?”) are left unselected. Additional information that can be provided by a
user via user interface 910 can include definitions of new access levels or lock screen
pancs, expected unlock mput for lock screen panes, or the like.

Example 18 — Exemplary Gesture

In any of the examples herein, user input can include one or more gestures on a
touchscreen. A touch-based Ul system can accept input from one or more contact points
on a touchscreen and use the input to determine what kind of gesture has been made. For
example, a touch-based Ul system can distinguish between different gestures on the
touchscreen, such as drag gestures and flick gestures, based on gesture velocity. When a
user touches the touchscreen and begins a movement while maintaining contact with the
touchscreen, the touch-based Ul system can continue to fire inputs while the user
maintains contact with the touchscreen and continues moving. The position of the contact
point can be updated, and the rate of movement (velocity) can be monitored. When the
physical movement ends (¢.g., when user breaks contact with the touchscreen), the system
can determine whether to interpret the motion as a flick by determining how quickly the
user’s finger, stylus, etc., was moving when 1t broke contact with the touchscreen, and
whether the rate of movement exceeds a threshold. The threshold velocity for a flick to be
detected (1.¢., to distinguish a flick gesture from a drag gesture) can vary depending on
implementation.

In the case of a drag gesture, the system can move content in the amount of the
drag (¢.g., to give an impression of the content being moved directly by a user’s finger).
In the case of a flick gesture (¢.g., where the user was moving more rapidly when the user
broke contact with the touchscreen), the system can use stmulated inertia to determine a
post-gesture position for the content, allowing the content to continue to move after the

gesture has ended. Although gestures such as drag and flick gestures are commonly used
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to cause movement of content in a display area, such gestures also can be accepted as
input for other purposes without causing any direct movement of content. For example,
gestures can be used to unlock functionality in a multiple access level lock screen system.

A touch-based Ul system also can detect a tap or touch gesture, such as where the
user touches the touchscreen 1n a particular location, but does not move the finger, stylus,
ctc. before breaking contact with the touchscreen. As an alternative, some movement 18
permitted, within a small threshold, before breaking contact with the touchscreen 1n a tap
or touch gesture. A touch-based system also can detect multi-touch gestures made with
multiple contact points on the touchscreen.

Depending on implementation and/or user preferences, gesture direction can be
interpreted 1n different ways. For example, a device can interpret any movement to the
left or right, even diagonal movements extending well above or below the horizontal
plane, as a valid leftward or rightward motion, or the system can require more precise
movements. As another example, a device can interpret any upward or downward
movement, even diagonal movements extending well to the right or left of the vertical
plane, as a valid upward or downward motion, or the system can require more precise
movements. As another example, upward/downward motion can be combined with
left/right motion for diagonal movement effects. Multi-dimensional gestures (e.g.,
gestures involving a combination of movement in more than one dimension, such as
horizontal motion followed by vertical motion) also can be used.

The actual amount and direction of the user’s motion that 1s necessary for a device
to recognize the motion as a particular gesture can vary depending on implementation or
user preferences. For example, a user can adjust a touchscreen sensitivity control, such
that differently sized or shaped motions of a fingertip or stylus on a touchscreen will be
interpreted as the same gesture to produce the same effect, or as different gestures to
produce different effects, depending on the setting of the control.

The gestures described herein are only examples. In practice, any number of the
gestures described herein or other gestures can be used when implementing the
technologies described herein. Described techniques and tools can accommodate gestures
of any size, velocity, or direction, with any number of contact points on the touchscreen.

Example 19 — Exemplary Display Area

In any of the examples herein, visual information can be rendered for display 1n a

display areca. A display arca can be any areca of a device that 1s configured to display

visual information. Display areas can include, for example, display areas of touchscreens,
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which combine input and output functionality, or display arcas of displays that arec used for
output only, such as desktop computer or laptop computer displays without touch input
functionality. Described techniques and tools can be used with display arcas of any size,
shape or configuration.
Example 20 — Exemplary Touchscreen

In any of the examples herein, a touchscreen can be used for user input.
Touchscreens can accept mput in different ways. For example, capacitive touchscreens
can detect touch mput when an object (e.g., a fingertip) distorts or interrupts an electrical
current running across the surface. As another example, resistive touchscreens can detect
touch mput when a pressure from an object (¢.g., a fingertip or stylus) causes a
compression of the physical surface. As another example, touchscreens can use optical
sensors to detect touch input when beams from the optical sensors are interrupted.
Physical contact with the surface of the screen 18 not necessary for input to be detected by
some touchscreens. The act of contacting (or, where physical contact 18 not necessary,
coming into close enough proximity to the touchscreen) a touchscreen 1in some way to
generate user mput can be referred to as a gesture. Described techniques and tools can be
used with touchscreens of any size, shape or configuration.

Example 21 — Exemplary User Input

In any of the examples herem, a user can interact with a device via different kinds
of user input. For example, a user can provide user input by interacting with a
touchscreen. Alternatively, or in combination with touchscreen input, a user can provide
user input 1n some other way, such as by pressing buttons (¢.g., directional buttons) on a
keypad or keyboard, moving a trackball, pointing and clicking with a mouse, making a
voice command, etc. The technologies described herein can be implemented to work with
any such user mput.

Example 22 — Exemplary Computing Environment

FIG. 10 1llustrates a generalized example of a suitable computing environment
1000 1 which the described technologies can be implemented. The computing
environment 1000 18 not intended to suggest any limitation as to scope of use or
functionality, as the technologies may be implemented 1n diverse general-purpose or
special-purpose computing environments.

With reference to FIG. 10, the computing environment 1000 includes at least one
processing unit 1010 coupled to memory 1020. In FIG. 10, this basic configuration 1030

1s included within a dashed line. The processing unit 1010 executes computer-executable
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instructions and may be a real or a virtual processor. In a multi-processing system,
multiple processing units execute computer-executable mstructions to 1ncrease processing
power. The memory 1020 may be volatile memory (¢.g., registers, cache, RAM), non-
volatile memory (¢.g., ROM, EEPROM, flash memory, ¢tc.), or some combination of the
two. The memory 1020 can store software 1080 implementing any of the technologies
described herein.

A computing environment may have additional features. For example, the
computing environment 1000 includes storage 1040, one or more mput devices 1050, one
or more output devices 1060, and one or more communication connections 1070. An
interconnection mechanism (not shown) such as a bus, controller, or network mterconnects
the components of the computing environment 1000. Typically, operating system
software (not shown) provides an operating environment for other software executing in
the computing environment 1000, and coordinates activities of the components of the
computing environment 1000.

The storage 1040 may be removable or non-removable, and includes magnetic
disks, magnetic tapes or cassettes, CD-ROMs, CD-RWs, DVDs, or any other computer-
readable media which can be used to store information and which can be accessed within
the computing environment 1000. The storage 1040 can store software 1080 containing
instructions for any of the technologies described herein.

The mput device(s) 1050 may be a touch mnput device such as a keyboard, mouse,
pen, or trackball, a voice input device, a scanning device, or another device that provides
input to the computing environment 1000. The output device(s) 1060 may be a display,
printer, speaker, CD- or DVD-writer, or another device that provides output from the
computing environment 1000. Some 1nput/output devices, such as a touchscreen, may
include both mput and output functionality.

The communication connection(s) 1070 enable communication over a
communication mechanism to another computing entity. The communication mechanism
conveys information such as computer-executable instructions, audio/video or other
information, or other data. By way of example, and not limitation, communication
mechanisms include wired or wireless techniques implemented with an electrical, optical,
RF, infrared, acoustic, or other carrier.

The techniques herein can be described 1n the general context of computer-
executable instructions, such as those included in program modules, being executed 1n a

computing environment on a target real or virtual processor. Generally, program modules
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include routines, programs, libraries, objects, classes, components, data structures, etc.,
that perform particular tasks or implement particular abstract data types. The functionality
of the program modules may be combined or split between program modules as desired 1n
various embodiments. Computer-executable instructions for program modules may be
executed within a local or distributed computing environment.

Example 23 — Exemplary Implementation Environment

FIG. 11 illustrates a generalized example of a suitable implementation environment
1100 1 which described embodiments, techniques, and technologies may be implemented.

In example environment 1100, various types of services (€.g., computing services
1112} are provided by a cloud 1110. For example, the cloud 1110 can comprise a
collection of computing devices, which may be located centrally or distributed, that
provide cloud-based services to various types of users and devices connected via a
network such as the Internet. The cloud computing environment 1100 can be used 1n
different ways to accomplish computing tasks. For example, with reference to described
techniques and tools, some tasks, such as processing uscer mput and presenting a uscr
interface, can be performed on a local computing device, while other tasks, such as storage
of data to be used 1n subsequent processing, can be performed elsewhere in the cloud.

In example environment 1100, the cloud 1110 provides services for connected
devices with a variety of screen capabilities 1120A-N. Connected device 1120A
represents a device with a mid-sized screen. For example, connected device 1120A could
be a personal computer such as desktop computer, laptop, notebook, netbook, or the like.
Connected device 1120B represents a device with a small-sized screen. For example,
connected device 1120B could be a mobile phone, smart phone, personal digital assistant,
tablet computer, and the like. Connected device 1120N represents a device with a large
screen. For example, connected device 1120N could be a television (¢.g., a smart
television) or another device connected to a television or projector screen {(€.g., a set-top
box or gaming console).

A variety of services can be provided by the cloud 1110 through one or more
service providers (not shown). For example, the cloud 1110 can provide services related
to mobile computing to one or more of the various connected devices 1120A-N. Cloud
services can be customized to the screen size, display capability, or other functionality of
the particular connected device (e.g., connected devices 1120A-N). For example, cloud

services can be customized for mobile devices by taking into account the screen size, input
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devices, and communication bandwidth himitations typically associated with mobile
devices.
Example 24 — Exemplary Mobile Device

FIG. 12 1s a system diagram depicting an exemplary mobile device 1200 including
a variety of optional hardware and softwarce components, shown generally at 1202, Any
components 1202 in the mobile device can communicate with any other component,
although not all connections are shown, for case of tllustration. The mobile device can be
any of a variety of computing devices (¢.g., cell phone, smartphone, handheld computer,
personal digital assistant (PDA), etc.) and can allow wireless two-way communications
with one or more mobile communications networks 1204, such as a cellular or satellite
network.

The illustrated mobile device can include a controller or processor 1210 (e.g.,
signal processor, microprocessor, ASIC, or other control and processing logic circuitry)
for performing such tasks as signal coding, data processing, mput/output processing,
power control, and/or other functions. An operating system 1212 can control the
allocation and usage of the components 1202 and support for one or more application
programs 1214. The application programs can include common mobile computing
applications (¢.g., mclude email applications, calendars, contact managers, web browsers,
messaging applications), or any other computing application.

The illustrated mobile device can include memory 1220. Memory 1220 can
include non-removable memory 1222 and/or removable memory 1224, The non-
removable memory 1222 can include RAM, ROM, flash memory, a disk drive, or other
well-known memory storage technologies. The removable memory 1224 can include
tlash memory or a Subscriber Identity Module (SIM) card, which 1s well known in GSM
communication systems, or other well-known memory storage technologies, such as smart
cards. The memory 1220 can be used for storing data and/or code for running the
operating system 1212 and the applications 1214, Example data can include web pages,
text, images, sound files, video data, or other data scts to be sent to and/or received from
one or more network servers or other mobtle devices via one or more wired or wireless
networks. The memory 1220 can be used to store a subscriber identifier, such as an
International Mobile Subscriber Identity (IMSI), and an cquipment 1dentificr, such as an
International Mobile Equipment Identifier (IMEI). Such identifiers can be transmtted to a

network server to 1dentify users and equipment.
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The mobile device can support one or more mput devices 1230, such as a
touchscreen 1232, microphone 1234, camera 1236, physical keyboard 1238 and/or
trackball 1240 and one or more output devices 1250, such as a speaker 1252 and a display
1254. Other possible output devices (not shown) can include a piezoelectric or other
haptic output device. Some devices can serve more than one mput/output function. For
example, touchscreen 1232 and display 1254 can be combined in a single input/output
device.

Touchscreen 1232 can accept mput in different ways. For example, capacitive
touchscreens can detect touch mput when an object (e.g., a fingertip) distorts or iterrupts
an electrical current running across the surface. As another example, resistive
touchscreens can detect touch input when a pressure from an object (¢.g., a fingertip or
stylus) causes a compression of the physical surface. As another example, touchscreens
can usc optical sensors to detect touch mput when beams from the optical sensors are
interrupted. Physical contact with the surface of the screen 1s not necessary for input to be
detected by some touchscreens.

A wireless modem 1264 can be coupled to an antenna (not shown) and can support
two-way communications between the processor 1210 and external devices, as 1s well
understood in the art. The modem 1260 1s shown generically and can include a cellular
modem for communicating with the mobile communication network 1204 and/or other
radio-based modems (¢.g., Bluctooth or Wi-Fi). The wireless modem 1260 1s typically
configured for communication with onc or more cellular networks, such as a GSM
network for data and voice communications within a single cellular network, between
ccllular networks, or between the mobile device and a public switched telephone network
(PSTN).

The mobile device can further include at least one mput/output port 1280, a power
supply 1282, a satellite navigation system receiver 1284, such as a global positioning
system (GPN) receiver, an accelerometer 1286, a transceiver 1288 (for wirelessly
transmitting analog or digital signals) and/or a physical connector 1290, which can be a
USB port, IEEE 1394 (FireWire) port, and/or RS-232 port. The illustrated components

1202 are not required or all-inclusive, as components can be deleted and other components

can be added.
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Storing in Computer-Readable Media

Any of the storing actions described herein can be implemented by storing 1n one
or more computer-readable media (e.g., computer-readable storage media or other tangible
media).

Any of the things described as stored can be stored 1n one or more computer-
readable media (e.g., computer-readable storage media or other tangible media).

Methods in Computer-Readable Media

Any of the methods described herein can be implemented by computer-executable
instructions in (e.g., encoded on) one or more computer-readable media (e.g., computer-
readable storage media or other tangible media). Such instructions can cause a computer
to perform the method. The technologies described herein can be implemented 1n a
varicty of programming languages.

Methods in Computer-Readable Storage Devices

Any of the methods described herein can be implemented by computer-executable
instructions stored in one or more computer-readable storage devices (e.g., memory, CD-
ROM, CD-RW, DVD, or the like). Such mstructions can cause a computer to perform the
method.

Alternatives

The technologies from any example can be combined with the technologies
described 1n any one or more of the other examples. In view of the many possible
embodiments to which the principles of the disclosed technology may be applied, 1t should
be recognized that the 1llustrated embodiments are examples of the disclosed technology
and should not be taken as a limitation on the scope of the disclosed technology. Rather,
the scope of the disclosed technology includes what 1s covered by the following claims. 1

therefore claim as my invention all that comes within the scope and spirit of these claims.
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CLAIMS

I claim:

1. A computer-implemented method comprising:

receiving selection input comprising one or more gestures on a touchscreen of a
computing device;

responsive to the selection input, selecting a first lock screen pane of plural lock
screen panes 1n a multiple-access-level lock screen user interface, each of the plural lock
screen panes assoclated with a different one of plural access levels, each of the plural
access levels having corresponding different functionality on the computing device; and

displaying the first lock screen pane in response to the selecting.

2. The method of claim 1 wherein the one or more gestures comprise one or
mor¢ horizontal gestures on the touchscreen, and wherein the displaying the first lock
screen pane comprises moving the first lock screen pane horizontally into a display arca of

the touchscreen.

3. The method of claim 1 wherein the first lock screen pane comprises a

visual indicator of 1ts respective access level.

4. The method of claim 1 further comprising:

recerving unlock mput via the first lock screen pane;

determining whether the unlock mput 1s sufficient to enable functionality on the
computing device corresponding to a first access level associated with the first lock screen
pang; and

based on the determining, enabling the functionality associated with the first access

level on the computing device.

J. The method of claim 4 wherein the unlock input comprises password input.

0. The method of claim 4 wherein the unlock input comprises touchscreen

input.
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7. The method of claim 1 wherein the plural access levels comprise a full
access level and plural partial access levels, the partial access levels comprising a basic
access level and an enhanced access level, wherein functionality associated with the
enhanced access level 1s greater than the basic access level and less than the full access

level.

K. The method of claim 1 wherein a first access level associated with the first

lock screen pane comprises a user-definable access level.

9. The method of claim 8 wherein the functionality associated with the user-

definable access level comprises access to at least one resource selected by a user.

10. The method of claim 9 wherein the at least one resource comprises an
application.

11. The method of claim 9 wherein the at Ieast one resource comprises a group
of applications.

12. A computing device comprising:

ONe Or MOre Processors;

a display; and

on¢ or more computer readable storage media having stored therein computer-
executable instructions for performing a method comprising;:

recerving an indicator of an event at the computing device;

responsive to the indicator of the event, selecting a first lock screen pane in a
multiple-access-level lock screen user interface comprising plural lock screen panes,
wherein each of the plural lock screen panes 1s associated with a different one of plural
access levels each having corresponding different functionality on the computing device,
and wherein the first lock screen pane 15 associated with a first access level having
corresponding functionality associated with the event; and

displaying the first lock screen pane in response to the selecting.
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13. The method of claim 12 wherein the event 1s a new message detected by a
messaging application, and wherein the corresponding functionality associated with the
event 1s restricted to messaging functionality only, the method further comprising:

recerving unlock mput comprising one or more gestures on a touchscreen of the
computing device;

determining whether the unlock input 1s sufficient to enable the messaging
functionality associated with the first access level; and

based on the determining, enabling the messaging functionality on the computing

device.

14.  The method of claim 12 further comprising:

recerving selection imput comprising one or more gestures on a touchscreen of the
computing device;

responsive to the selection input, selecting a second lock screen pane of the plural
lock screen panes, wherein the second lock screen pane 1s associated with a second access
level; and

displaying the second lock screen pane.

15. One or more computer-readable storage media having encoded thercon
computer-executable mstructions causing a computer to perform a method comprising:

displaying on a touchscreen of a mobile computing device having a display area, a
default lock screen pane 1n a graphical user interface comprising plural lock screen panes,
wherein the default lock screen pane 1s associated with a default access level, and wherein
the default lock screen pane comprises a visual indication that the mobile computing
device 1s 1n a locked state;

receiving selection mput comprising gesture mput on the touchscreen;

selecting a lock screen pane other than the default lock screen pane based on the
selection input;

displaying the selected lock screen pane 1 the display area, wherein the selected
lock screen pane 1s associated with an access level that differs from the default access
level;

recerving unlock mput at the selected lock screen pane;
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determining whether the unlock 1nput 1s sufficient to enable functionality on the
mobile computing device that corresponds to the access level associated with the selected
lock screen pane;

exiting the locked state in response to the determining;

displaying a visual indication that the locked state has been exited 1n the display
area; and

cnabling the functionality that corresponds to the access level associated with the

selected lock screen pane.
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