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FAILOVER OPERATION ON AREPLICATED 
DISTRIBUTED DATABASE SYSTEMWHILE 
MANTAINING ACCESS INVARANCE 

FIELD OF THE DISCLOSURE 

The present disclosure relates generally to distributed data 
base clusters and in particular to conducting failover opera 
tions on replicated distributed database systems. 

BACKGROUND 

A distributed database, or a distributed data store, is a 
database in which information is stored on multiple storage 
devices with multiple computer processor units. A distributed 
database cluster is the system of storage devices on which a 
distributed database is stored. The distributed database clus 
ter may be multiple computers in the same physical location, 
or may be multiple computers that are physically dispersed 
but connected via a communication network. Distributed 
database clusters store large amounts of data that are acces 
sible by a large number of computers. For example, large 
corporations or other organizations that create, maintain, and 
allow access to a large amount of information internally or 
externally may use distributed database clusters to store the 
information. 

Distributed databases systems are subject to service dis 
ruptions if all or a part of the distributed database cluster is 
upgraded, replaced, or otherwise Subject to maintenance. 
Several methods have been developed to maintain service in 
the event of a planned disruption in service of a distributed 
database cluster. One such method involves providing mul 
tiple distributed databases systems that maintain the same 
information, otherwise known as a replicated distributed 
database system. Before one distributed database cluster is 
shut down for maintenance, access requests to that system are 
directed to another distributed database cluster. The process 
of switching from a one distributed database cluster to a 
replacement distributed database cluster is known as a 
“failover operation.” 

Information is dispersed among replicated distributed 
database systems in at least two ways. In one method, one 
distributed database cluster is designated the master distrib 
uted database cluster through which all access requests are 
handled. When changes are made to the master distributed 
database, the changes are replicated to the backup, or slave, 
database systems. This configuration is known as a primary 
backup or master-slave scheme. In another method, access 
requests can be made to any distributed database cluster. 
Changes to any one distributed database cluster are replicated 
to the other distributed database clusters. This configuration 
is known as a multi-primary or multi-master scheme. In a 
replicated distributed database system, it is important that all 
database systems maintain consistent information when 
accessed. More specifically, a read request for a datum in a 
replicated distributed database system should be directed to a 
distributed database cluster in which all previous write 
requests to that datum have been applied. This is known as 
access invariance. The access invariance of a replicated dis 
tributed database system should be maintained during a 
failover operation. 

While replication of data among the distributed database 
clusters is an ongoing process, during a failover operation it is 
important that the current data in the original distributed 
database cluster are completely transferred to a new distrib 
uted database cluster that will remain operational. If a failover 
operation occurs and the new distributed database cluster 
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2 
does not contain the exact same information as the original 
distributed database cluster, information will be lost. Future 
access requests to the new distributed database cluster may 
return outdated or erroneous information. In addition, when a 
failover operation occurs all client Software processes should 
stop accessing the original distributed database cluster. This 
is usually accomplished by forcing the software processes to 
abort and then restarting the processes after the failover 
operation is complete. Due to these constraints, failover 
operations have generally taken a Substantial amount of time 
to complete, especially when the replicated distributed data 
base system is large. 

SUMMARY 

Systems and methods are disclosed herein to complete a 
failover operation on a replicated distributed database system 
and ensure access invariance of the replicated distributed 
database system. In one aspect, a method is disclosed for 
performing a failover operation between a first distributed 
database cluster and a second distributed database cluster. 
The method includes blocking a plurality of software pro 
cesses from making any new access requests to the first dis 
tributed database cluster and completing a current access 
request to the first distributed database cluster that was initi 
ated by one of the plurality of software processes before the 
failover operation was initiated. The method further includes 
waiting for data to replicate from the first distributed database 
cluster to the second distributed database cluster, wherein 
replicating includes any changes to the data from the current 
access request. The method further includes allowing the 
plurality of software processes to make the new access 
requests to the second distributed database cluster once the 
replicating has completed. 

In another aspect, a non-transitory computer readable 
medium storing computer executable instructions, which, 
when executed by a processor, cause the processor to carry 
out a method for controlling a plurality of software processes 
through a failover operation between a first distributed data 
base cluster and a second distributed database cluster, is dis 
closed. The instructions include instructions to block a plu 
rality of software processes from making any new access 
requests to the first distributed database cluster and instruc 
tion to complete a current access request to the first distrib 
uted database cluster that was initiated by one of the plurality 
of software processes before the failover operation was initi 
ated. The instructions further include instructions to wait for 
data to replicate from the first distributed database cluster to 
the second distributed database cluster, wherein replicating 
includes any changes to the data from the current access 
request. The instructions further include instructions to allow 
the plurality of Software processes to make the new access 
requests to the second distributed database cluster once the 
replicating has completed. 

In another aspect, a replicated distributed database system 
is disclosed. The system includes a plurality of distributed 
database clusters and a plurality of computing devices run 
ning a plurality of software processes. Each Software process 
in the plurality of software processes has a database abstrac 
tion layer that is configured to block any new access requests 
to a first distributed database cluster within the plurality of 
distributed database clusters when a failover operation 
occurs, complete a current access request to the first distrib 
uted database that was initiated by the software process 
before the failover operation occurs, and make the new access 
requests to a second distributed database cluster within the 
plurality of distributed database clusters after the failover 
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operation is complete. The system further includes a plurality 
oflock servers configured to store a failover state file, execute 
an election scheme to select a leader Software process from 
the plurality of Software processes, and monitor the replica 
tion of data from the first distributed database cluster to the 
second distributed database cluster. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The methods and systems may be better understood from 
the following illustrative description with reference to the 
following drawings in which: 

FIG. 1 is a replicated distributed database system in accor 
dance with an implementation described herein; 

FIG. 2 is a replicated distributed database system during a 
failover operation in accordance with an implementation 
described herein; 

FIG. 3 is a depiction of a failover state file in accordance 
with an implementation described herein; 

FIG. 4 is a flow chart showing a method of performing a 
failover operation in accordance with an implementation 
described herein; and 

FIG. 5 is a computing device in accordance with an imple 
mentation described herein. 

DETAILED DESCRIPTION 

To provide an overall understanding of the systems and 
methods disclosed herein, certain illustrative implementa 
tions will now be described, including systems and methods 
for performing a failover operation in a replicated distributed 
database system. However, it will be understood by one of 
ordinary skill in the art that the systems and methods 
described herein may be adapted and modified as is appro 
priate for the application being addressed and that the systems 
and methods described herein may be employed in other 
Suitable applications, and that Such other additions and modi 
fications will not depart from the scope thereof. 

First, a general replicated distributed database system will 
be discussed. FIG. 1 depicts an implementation of a repli 
cated distributed database system 100. Distributed database 
clusters 101A through 101N are distributed database clusters 
that interact with a plurality of software processes 103. Each 
distributed database cluster is composed of a number of stor 
age devices that in combination store the entirety of the data 
base. There can be any number of distributed database clus 
ters in a replicated distributed database system. Software 
processes 103 may be run on a variety of computing devices, 
including desktop computers, laptops, wireless electronic 
devices, and any other electronic device that can make access 
requests to the distributed database clusters. Software pro 
cesses 103 can make access requests to any distributed data 
base cluster 101A through 101N over an electronic network 
connection, for example through the Internet. Access requests 
may include requests to read data from the distributed data 
base cluster or write data to the distributed database cluster. 

In some implementations, replicated distributed database 
system 100 is configured in a multi-master scheme. Thus any 
changes made to one distributed database cluster are repli 
cated to the other distributed database clusters. A plurality of 
lock servers 105 monitors the replication of data between 
distributed database clusters, as illustrated in FIG. 1. The 
plurality of lock servers may be implemented in a master 
slave scheme or a multi-master scheme. The plurality of lock 
servers communicate with all the distributed database clus 
ters in replicated distributed database system 100, for 
example through a computer network connection. 
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4 
Each software process 103 that accesses the replicated 

distributed database system contains a database abstraction 
layer to aid in the event a failover operation occurs in one of 
the distributed database clusters. This database abstraction 
layer is a software interface between the software process and 
the replicated distributed database system. The database 
abstraction layer forwards access requests from the Software 
process to a distributed database cluster during normal opera 
tion, but acts in the event a failover operation is initiated 
during an access request to the distributed database cluster 
that will undergo maintenance. The database abstraction 
layer may be implemented in a number of Scripting lan 
guages, such as PHP. In some implementations, the database 
abstraction layer includes an abstract base layer and several 
implementation classes so that the database abstraction layer 
can operate on a variety of software and hardware. The data 
base abstraction layer saves and holds any access requests 
made by the Software process during a failover operation until 
the failover operation either completes or fails. The database 
abstraction layer can read or write to a failover state file stored 
on lock servers 105, as will be described in relation to FIG. 3. 
In some implementations, the database abstraction layer can 
output one or more variables describing the participation of 
the software process in the failover operation. 
When one distributed database cluster in a replicated dis 

tributed database system is scheduled to undergo a planned 
outage, then a failover operation is initiated to allow another 
distributed database cluster to operate in place of the original 
distributed database cluster. FIG. 2 depicts an example imple 
mentation of a replicated distributed database system 200 
during a failover operation. In this example, a plurality of 
Software processes 203 are making access requests to distrib 
uted database cluster 201A when a failover operation is ini 
tiated. The failover operation is initiated because of an 
impending scheduled maintenance on the distributed data 
base cluster. When a failover operation is initiated, a leader 
software process 203A from among the plurality of software 
processes 203 takes action. The leader software process is 
chosen through an election scheme from among all software 
processes 203 at the time the software processes start execut 
ing. Each Software process has a database abstraction layer 
that aids in the failover operation process. The database 
abstraction layer, as described above, is a software interface 
between the software process and the replicated distributed 
database system. The leadersoftware process 203A is respon 
sible for leading the rest of the software processes 203 
through the failover operation. In some implementations, if 
leader software process 203A becomes unavailable during 
the failover operation, another leader software process is 
chosen from among the Software processes 203 by running 
the election scheme again. 

In some implementations, a plurality of lock servers 205 
each stores a failover state file within its memory. A visual 
representation of a failover state file 300 is shown in FIG. 3. 
Failover state file 300 keeps track of various different param 
eters of the failover operation and is used by the plurality 
software processes 203 and leader software process 203A to 
track the progress of the failover operation. The leader soft 
ware process 203A can write to the failover state file whereas 
the other software processes should only read the failover 
state file. The leader software process 203A can write to the 
failover state file stored on any lock server. The updated 
failover state file is then replicated to all the otherlock servers. 
The Software processes participating in the failover operation 
will read the current failover state file from any lock server in 
the plurality of lock servers. 
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Failover state file 300 contains several variables that can be 
used to track attributes of the failover operation. For example, 
one variable is failover sequence number 301 that uniquely 
identifies the failover operation that is occurring. If more than 
one failover operation is occurring at the same time or one has 
recently completed, the failover sequence number allows 
software processes 203 to identify whether they are partici 
pating in the correct failover operation. In some implemen 
tations, failover sequence number 301 may be the time in 
seconds since epoch at which the failover operation began. 

In some implementations, another variable in failover state 
file 300 is the current state of the failover operation, depicted 
as current state variable 303. A failover operation occurs in a 
progression of discrete steps, which are described in further 
detail in relation to FIG. 4. The current state variable 303 
indicates which step the failover operation is currently per 
forming. Another variable in failover state file 300 is the time 
elapsed since the start of the current state of the failover 
operation, illustrated as the time elapsed variable 305. This 
variable is useful in determining whether or not certain time 
out actions should be taken if the failover operation is stalled 
in a particular state. Time-outs are described further in rela 
tion to FIG. 4. 

In some implementations, additional variables in failover 
state file 300 include the current distributed database cluster 
that will undergo scheduled maintenance and the next distrib 
uted database cluster that will replace the current distributed 
database cluster. The current distributed database cluster vari 
able 307 denotes the identity of the distributed database clus 
ter that will undergo maintenance. The next distributed data 
base cluster variable 309 denotes which distributed database 
cluster the plurality of software processes 203 will access 
once the failover operation is complete. There may be many 
distributed database clusters in the replicated distributed data 
base system so it is important for the Software processes to 
correctly identify the distributed database clusters that are 
participating in the failover operation. 

Leader software process 203A in FIG. 2 is responsible for 
updating the failover state file. For example, the leader soft 
ware process may update current state variable 303 and 
elapsed time variable 305 as the failover operation progresses 
through its various steps. The rest of software processes 203 
participating in the failover operation can read the failover 
state file to determine the status of the failover operation, but 
should not edit the file. In this manner, the leader software 
process 203A uses the failover state file to prompt the other 
software processes 203 through the failover operation. If a 
Software process is not on the same step of the failover opera 
tion or is not participating in the same failover operation as 
indicated by the failover state file, the software process 
aborts. This may happen, for example, if a Software process 
freezes for a period of time during which the failover opera 
tion has progressed to a different step. 

In some implementations, all software processes 203 par 
ticipating in the failover operation generate failover variables 
during the failover operation. These variables are monitored 
to ensure that each software process is participating correctly 
in the failover operation. A monitoring system may monitor 
the failover variables. The failover variables may include the 
current state of the failover operation that the software pro 
cess is performing, the failover sequence number of the 
failover operation the Software process is participating in, 
whether the software process is the leader software process, 
what distributed database cluster the software process is cur 
rently using, and the failover operation start time and end 
time. If there are discrepancies between the information in the 
failover state file and the failover variables of a software 
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6 
process participating in the failover operation, then additional 
actions may be taken. These actions may include notifying a 
system administrator or aborting the Software process that is 
participating in the failover operation. 
A detailed method of performing a failover operation on a 

replicated distributed database system will now be described. 
When a failover operation is initiated, all software processes 
that are accessing the original distributed database cluster are 
prevented from making any new access requests to that sys 
tem. All access requests that were started by the software 
processes to the original distributed database cluster before 
the failover operation is initiated are allowed to complete, 
after which the software processes wait for all data to be 
replicated to a new distributed database cluster. After repli 
cation has completed, the Software processes that were 
accessing the original distributed database cluster are 
directed to use the new distributed database cluster. In this 
manner, a failover operation can be performed while main 
taining the access invariance of the replicated distributed 
database system. An illustration of this method of performing 
a failover operation is found in FIG. 4. Method 400 may be 
performed on replicated distributed database system 200 in 
FIG. 2, but may also be performed on other configurations of 
replicated distributed database systems. The replicated dis 
tributed database system includes a plurality of distributed 
database clusters, a plurality of computing devices running 
Software processes that can make access requests to one or 
more distributed database clusters, and one or more lock 
SWCS. 

Method 400 for performing a failover operation on a rep 
licated distributed database system first includes waiting for a 
failover operation to initiate. In the normal course of opera 
tion, a number of Software processes running on a number of 
computing devices make access requests to a distributed data 
base cluster in the replicated distributed database system. 
These access requests may include requests to read data or to 
write data to the distributed database cluster. The software 
processes each have a database abstraction layer, but the layer 
is not active when no failover operation is occurring. A plu 
rality of lock servers in the replicated distributed database 
system maintains a failover state file, such as illustrated in 
FIG. 3. During normal operation, the current state variable 
303 in failover State file 300 will indicate that no failover 
operation is occurring. In some implementations, the failover 
state file 300 may contain information from a previously 
completed failover operation which indicates that the previ 
ous failover operation is complete and the current distributed 
database cluster variable 307 indicates the current distributed 
database cluster that should be used. 

If a distributed database cluster within the replicated dis 
tributed database system will undergo a scheduled mainte 
nance, then a failover operation should be scheduled to occur 
before maintenance of the system begins. At step 401 in FIG. 
4, an operator, such as a system administrator, initiates a 
failover operation using a Software tool. The operator deter 
mines a new distributed database cluster that can take over for 
the original distributed database cluster. The operator can also 
edit the failover state file to indicate the start of the failover 
operation. A leader Software process from among a plurality 
of Software processes initiates action when a failover opera 
tion begins. The plurality of software processes collectively 
uses an election scheme to select the leader Software process. 
The election scheme occurs before the failover operation 
begins, for example when the plurality of software processes 
begins execution. The Software processes may have flags that 
indicate if the software process is a suitable candidate to be 
the leader software process. If the leader software process 
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becomes unavailable during the failover operation, the leader 
Software process sends the other Software processes an error 
message. The other Software processes elect another leader 
software process to replace the failed leader software process. 
The plurality of lock servers can serve as an arbiter of the 
election process. The leader Software process is responsible 
for updating the failover state file stored on plurality of lock 
servers. The leadersoftware process uses its database abstrac 
tion layer to edit the failover state file. 

During the failover operation, the leader software process 
will update the failover state file. For example, the leader 
software process can update the current state of the failover 
operation, or how long the failover operation has been in the 
current step. In some implementations, the current state vari 
able 303 of FIG.3 may correspond to one or more steps in 
method 400. For example, current state variable 303 may 
indicate that no failover operation is occurring, or may indi 
cate that the failover operation is waiting for current access 
requests to the original distributed database cluster to com 
plete (step 403/405 in FIG. 4), or may indicate that software 
processes with outstanding access requests are being aborted 
(step 409 in FIG. 4), or may indicate that data are being 
replicated to the new distributed database cluster (step 411 in 
FIG. 4). The plurality of lock servers indicates to the plurality 
of software processes if the failover state file has been edited 
so that the software processes can then read the failover state 
file. 

After a failover operation is initiated, the next step is to 
block all the Software processes from making access requests 
to the original distributed database cluster after the failover 
operation initiated, as represented by step 403 in FIG. 4. The 
plurality of lock servers indicate to the plurality of software 
processes if the failover state file has been edited so that the 
software processes can then read the failover state file. If the 
failover state file indicates that a failover operation has begun 
and new access requests should be held, the database abstrac 
tion layer intercepts all access requests made by the Software 
process after the failover operation has begun and prevents 
the access requests from continuing on to the original distrib 
uted database cluster. If the failover operation is successful, 
the access requests that were on hold can proceed to the new 
distributed database cluster. In some implementations, if cer 
tain software processes that access the replicated distributed 
database system do not use their database abstraction layer to 
handle the failover operation, the database abstraction layers 
of those software processes causes them to abort once the 
failover operation is initiated. If new software processes are 
initiated during a failover operation, the database abstraction 
layer for those software processes will block all access 
requests to the replicated distributed database system until the 
failover operation is complete. 

Software processes that started an access request to the 
original distributed database cluster before the failover opera 
tion began but had not completed it yet are allowed to finish 
the access request. This is illustrated in step 405 in FIG. 4. In 
some implementations, step 403 and 405 are concurrent steps 
in the failover operation and the current state variable in the 
failover state file counts both steps 403 and 405 as one step in 
the failover operation. A first time-out period may be estab 
lished for step 405. The first time-out period measures how 
long step 405 should take before the system moves to the next 
step in the failover operation. During the first time-out period, 
the database abstraction layer for each software process deter 
mines if there are any outstanding access requests and allows 
them to complete, if possible. The time elapsed variable in the 
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8 
failover state file may be compared to the first time-out period 
to determine if the maximum time allowable in step 405 has 
been reached. 
Once the first time-out period expires, the leader software 

process updates the failover state file to indicate that all the 
outstanding access requests that have not completed should 
be aborted, illustrated as step 407 in FIG. 4. If all access 
requests have completed, the method proceeds to step 411, 
which is described below. If not all access requests can com 
plete by the end of the first time-out period, then the software 
processes that still have outstanding access requests are 
forced to abort by their database abstraction layers, illustrated 
as step 409. This step prevents certain software processes 
from stalling the failover operation for too long. For example, 
the first time-out period for step 405 may be 60 seconds and 
if any Software processes cannot complete the access requests 
to the original distributed database cluster by the end of 60 
seconds, those software processes are aborted. In some 
implementations, the leader Software process changes the 
current state variable in the failover state file between steps 
407 and 409 to indicate to the software processes that any 
Software processes with uncompleted access requests should 
abort. A second time-out period may be set for step 409. The 
second time-out period ensures that method 400 proceeds in 
a timely manner. The second time-out period for step 409 
should be long enough so that all software processes that have 
outstanding access requests can be successfully aborted. The 
time elapsed variable in the failover state file may be com 
pared to the second time-out period to determine if the maxi 
mum time allowable in step 409 has been reached. The first 
time period and second time period should not overlap. 

After all software processes that have outstanding access 
requests are aborted, there should not be any more changes to 
the data in the original distributed database cluster because all 
current access requests have either completed or been aborted 
and no new access requests can be made. The Software pro 
cesses then wait for data in the original distributed database 
cluster to be completely replicated to the new distributed 
database cluster, illustrated as step 411 in FIG. 4. The plural 
ity of lock servers monitor the replication of data from the 
original distributed database cluster to the new distributed 
database cluster. When waiting step 411 begins, the leader 
Software process changes the current state variable in the 
failover state file to indicate that data are being replicated. A 
third time-out period may be set for step 411. The leader 
Software process determines if all the data in the original 
distributed database cluster have been replicated to the new 
distributed database cluster within the third time period, illus 
trated as step 413. If replication has not fully completed, the 
leader Software process can initiate additional actions, illus 
trated as step 415. These actions may include trying to restart 
the failover operation, stopping the failover operation and 
declaring the failover operation unsuccessful, or some other 
action. If a failover operation is declared unsuccessful, one or 
more steps may be taken to remedy the situation, including 
alerting a system administrator of the problem. The time 
elapsed variable in the failover state file may be compared to 
the third time-out period to determine if the maximum time 
allowable in step 411 has been reached. 

If all the data have been replicated from the original dis 
tributed database cluster to the new distributed database clus 
ter, the new distributed database cluster is ready to receive 
access requests, illustrated as step 417 in FIG. 4. The leader 
Software process changes the current state variable in the 
failover state file to indicate that the failover operation is 
complete and changes the current distributed database cluster 
variable to point to the new distributed database cluster. When 
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the software processes participating in the failover operation 
read the failover state file, they will detect the failover opera 
tion has completed. Each database abstraction layer on the 
Software processes will release any held access requests and 
direct the requests to the new distributed database cluster. 
Thus method 400 illustrates a way to perform a failover 
operation in a replicated distributed database system. 

Software processes that interact with the replicated distrib 
uted database system are executed on a computing device. 
FIG. 5 shows an example computing device 500 that can 
execute software processes. Computing device 500 may be a 
desktop computer, laptop, wireless electronic device, or any 
other electronic device that can make access requests to the 
distributed database clusters. Computing device 500 includes 
a central processing unit (CPU) 501, computer readable 
media 503, read-only memory (ROM) 505, random access 
memory (RAM) 505, a bus 509 and ports 511. The bus 509 
allows communication of information between the various 
components of computing device 500. Ports 511 allow com 
munication of information between computing device 500 
and external sources, such as the replicated distributed data 
base system. Computer readable media 503 stores software 
application code that for executing Software processes. These 
Software processes access the replicated distributed database 
system. Each Software process also has a database abstraction 
layer code stored in computer readable media 503 that 
includes instructions for governing the Software process 
interaction with the replicated distributed database system 
during a failover operation. Computing device 500 may have 
additional components not shown in FIG. 5. 

Computer-readable media suitable for storing software 
application code and database abstraction layer code include 
all forms of non-volatile memory, media and memory 
devices, including by way of example semiconductor 
memory devices, e.g., EPROM, EEPROM, and flash memory 
devices; magnetic disks, e.g., internal hard disks or remov 
able disks; magneto-optical disks; and CD-ROM and DVD 
ROM disks. 

It will be apparent to one of ordinary skill in the art that the 
systems and methods described above may be implemented 
in many different forms of software, firmware, and hardware 
in the implementations illustrated in the drawings. The actual 
Software code or specialized control hardware used to imple 
ment aspects consistent with the systems and method 
described herein is not limiting. Thus, the operation and 
behavior of the systems and methods were described without 
reference to the specific software code it being understood 
that one of ordinary skill in the art would be able to design 
Software and control hardware to implement the aspects 
based on the description herein. 

Similarly, while operations are depicted in the drawings in 
a particular order, this should not be understood as requiring 
that such operations be performed in the particular order 
shown or in sequential order, or that all illustrated operations 
be performed, to achieve desirable results. In certain circum 
stances, multitasking and parallel processing may be advan 
tageous. 

What is claimed is: 
1. A method of performing a failover operation between a 

first distributed database cluster and a second distributed 
database cluster, the method comprising: 

blocking a plurality of software processes from making any 
new access requests to the first distributed database clus 
ter; 
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10 
completing a current access request to the first distributed 

database cluster that was initiated by one of the plurality 
of software processes before the failover operation was 
initiated; 

waiting for data to replicate from the first distributed data 
base cluster to the second distributed database cluster, 
wherein replicating includes any changes to the data 
from the current access request; and 

allowing the plurality of Software processes to make the 
new access requests to the second distributed database 
cluster once the replicating has completed; 

wherein the Software processes each have a database 
abstraction layer that performs the blocking of the plu 
rality of software processes from making any new access 
requests to the first distributed database cluster, the com 
pleting of a current access request to the first distributed 
database cluster, and the allowing of the plurality of 
Software processes to make the new access requests to 
the second distributed database cluster. 

2. The method of claim 1, wherein the new access requests 
and the current access request comprise requests to write data 
to the first distributed database cluster. 

3. The method of claim 1, wherein blocking the plurality of 
Software processes from making new access requests to the 
first distributed database cluster occurs concurrently with the 
completing the current access request to the first distributed 
database cluster. 

4. The method of claim 1, wherein any software processes 
that do not use their database abstraction layer are aborted 
when the failover operation is initiated. 

5. The method of claim 1, wherein the completing is sub 
ject to a first time period and the method further comprises 
aborting the current access request if it does not complete 
within the first time period. 

6. The method of claim 1, wherein the waiting is subject to 
a third time period and if the replicating does not complete 
within the third time period, an additional action is taken. 

7. The method of claim 6, wherein the additional action 
comprises notifying a system administrator that the failover 
operation has not completed. 

8. A method of performing a failover operation between a 
first distributed database cluster and a second distributed 
database cluster, the method comprising: 

blocking a plurality of software processes from making any 
new access requests to the first distributed database clus 
ter; 

completing a current access request to the first distributed 
database cluster that was initiated by one of the plurality 
of software processes before the failover operation was 
initiated, the completing Subject to a first time period; 

aborting the current access request if it does not complete 
within the first time period; 

waiting for data to replicate from the first distributed data 
base cluster to the second distributed database cluster, 
wherein replicating includes any changes to the data 
from the current access request; and 

allowing the plurality of Software processes to make the 
new access requests to the second distributed database 
cluster once the replicating has completed; 

wherein the aborting is Subject to a second time period and 
the method proceeds to the waiting after the second time 
period elapses. 

9. A method of performing a failover operation between a 
first distributed database cluster and a second distributed 
database cluster, the method comprising: 



comprises the following variables: 

process is chosen from the plurality of Software processes 
through an election scheme. 
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blocking a plurality of software processes from making any 
new access requests to the first distributed database clus 
ter; 

completing a current access request to the first distributed 
database cluster that was initiated by one of the plurality 5 
of software processes before the failover operation was 
initiated; 

waiting for data to replicate from the first distributed data 
base cluster to the second distributed database cluster, 
wherein replicating includes any changes to the data 
from the current access request; 

allowing the plurality of Software processes to make the 
new access requests to the second distributed database 
cluster once the replicating has completed; and 

selecting a leader software process from the plurality of 15 
Software processes, wherein the leader Software process 
edits a failover state file that coordinates the failover 
operation among the plurality of Software processes. 

10. The method of claim 9, wherein the failover state file 

10 
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a failover sequence number that uniquely identifies the 
failover operation; 

a current state of the failover operation; 
a time elapsed since the beginning of the current state of the 

failover operation; 
an address of the first distributed database cluster; and 
an address of the second distributed database cluster. 
11. The method of claim 9, wherein the failover state file is 

25 

stored on a lock server. 
12. The method of claim 9, wherein the plurality of soft- 30 

ware processes reads the failover state file during the failover 
operation to ensure that each software process is in the same 
portion of the failover operation as the other software pro 
CCSSCS. 

13. The method of claim 12, wherein if a software process 35 
is not participating in the same portion of the failover opera 
tion as the other software processes, the software process will 
abort. 

14. The method of claim 9, wherein the leader software 
40 

15. The method of claim 14, wherein if the leader software 
process experiences a failure during the failover operation, 
the plurality Software processes selects a replacement leader 
Software process from among the plurality of Software pro 
cesses through an election scheme. 

45 

16. A non-transitory computer readable medium storing 
computer executable instructions, which, when executed by a 
processor, cause the processor to carry out a method for 
controlling a plurality of Software processes through a 
failover operation between a first distributed database cluster 
and a second distributed database cluster, wherein the instruc 
tions comprise: 

50 

instructions to block a plurality of software processes from 
making any new access requests to the first distributed 
database cluster; 

instructions to complete a current access request to the first 
distributed database cluster that was initiated by one of 
the plurality of software processes before the failover 
operation was initiated; 

instructions to wait for data to replicate from the first dis 
tributed database cluster to the second distributed data 
base cluster, wherein replicating includes any changes to 
the data from the current access request; and 

instructions to allow the plurality of software processes to 
make the new access requests to the second distributed 
database cluster once the replicating has completed; 
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wherein the plurality of software processes each have a 

database abstraction layer, and wherein the database 
abstraction layer comprises the computer executable 
instructions. 

17. The non-transitory computer readable medium of claim 
16, wherein the instructions to complete is subject to a first 
time period and the instructions to complete further com 
prises instructions to abort the current access requestifit does 
not complete within the first time period. 

18. The non-transitory computer readable medium of claim 
16, wherein the instructions to wait are subject to a third time 
period and if the replicating does not complete within the 
third time period, a system administrator is notified that the 
failover operation has not completed. 

19. A non-transitory computer readable medium storing 
computer executable instructions, which, when executed by a 
processor, cause the processor to carry out a method for 
controlling a plurality of Software processes through a 
failover operation between a first distributed database cluster 
and a second distributed database cluster, wherein the instruc 
tions comprise: 

instructions to block a plurality of software processes from 
making any new access requests to the first distributed 
database cluster; 

instructions to complete a current access request to the first 
distributed database cluster that was initiated by one of 
the plurality of software processes before the failover 
operation was initiated, the instructions to complete Sub 
ject to a first time period; 

instructions to abort the current access request if it does not 
complete within the first time period; 

instructions to wait for data to replicate from the first dis 
tributed database cluster to the second distributed data 
base cluster, wherein replicating includes any changes to 
the data from the current access request; and 

instructions to allow the plurality of software processes to 
make the new access requests to the second distributed 
database cluster once the replicating has completed; 

wherein the instructions to abort are subject to a second 
time period, and at the expiration of the second time 
period the instructions proceed to the instructions to 
wait. 

20. A replicated distributed database system, the system 
comprising: 

a plurality of distributed database clusters; 
a plurality of computing devices running a plurality of 

Software processes, wherein each Software process in 
the plurality of Software processes has a database 
abstraction layer that is configured to instruct the Soft 
ware process to: 
block any new access requests to a first distributed data 

base cluster within the plurality of distributed data 
base clusters when a failover operation occurs; 

complete a current access request to the first distributed 
database cluster that was initiated by the software 
process before the failover operation occurs; and 

allow the new access requests to be directed to a second 
distributed database cluster within the plurality of 
distributed database clusters after the failover opera 
tion is complete; and 

a plurality of lock servers configured to: 
store a failover state file; and 
execute an election scheme to select a leader Software 

process from the plurality of software processes; and 
monitor the replication of data from the first distributed 

database cluster to the second distributed database 
cluster. 
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21. The system of claim 20, wherein the leader software 
processes edit the failover state file. 

22. The system of claim 20, wherein the plurality of dis 
tributed databases is arranged in a multi-master scheme. 

23. The system of claim 20, wherein the failover state file 
comprises the following variables: 

a failover sequence number that uniquely identifies the 
failover operation; 

a current state of the failover operation; 
a time elapsed since the beginning of the current state of the 

failover operation; 
an address of the first distributed database cluster; and an 

address of the second distributed database cluster. 
24. The system of claim 20, wherein the plurality of soft 

ware processes reads the failover state file during the failover 
operation to ensure that each Software process is in the same 
portion of the failover operation as the other software pro 
CCSSCS. 
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25. The system of claim 24, wherein if a software process 

is not participating in the same portion of the failover opera 
tion as the other software processes, the software process will 
abort. 

26. The system of claim 20, wherein the new access 
requests and the current access request comprises requests to 
write data to the first distributed database cluster. 

27. The system of claim 20, wherein each software process 
in the plurality of software processes generates a plurality of 
failover variables. 

28. The system of claim 20, wherein if the leader software 
process experiences a failure during the failover operation, 
the plurality of Software processes selects a replacement 
leader Software process from among the plurality of software 
processes through the election scheme. 

k k k k k 


